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CHAPTER 1: INTRODUCTION 

 

I. INTRODUCTION 

 

Digital technologies have transformed the lives of children across the globe, including in 

Namibia. With the increase in accessibility of fast-paced internet connections and mobile 

devices, children are increasingly living their lives online. A research study in Namibia found 

that 81 per cent of children aged twelve to seventeen in Namibia are internet users, using the 

internet for schoolwork, and accessing, and interacting on social media.1 Technology has made 

it possible for children to learn, access information, connect, participate in discussions on issues 

affecting them and become digital citizens, just at their fingertips. Whilst technology has been 

a game changer for children previously left behind, it has also facilitated cybercrime against 

children, in particular, technology-facilitated child sexual exploitation and abuse, also referred 

to as Online Child Sexual Exploitation and Abuse (OCSEA).  

 

Due to the dynamics of OCSEA, in particular, underreporting of cases and disclosure by child 

victims, the true magnitude and extent of OCSEA remain unknown worldwide.2 However, the 

amount of Child Sexual Abuse Materials (CSAM) in circulation on the internet reached new 

highs, ranging in millions of images.3A research study conducted in Namibia in 2022 revealed 

that forty per cent of children surveyed who have been subjected to OCSEA did not tell anyone 

about the abuse, citing a lack of awareness of reporting mechanisms, being embarrassed and 

fear of getting in trouble.4 This points to the fact that many incidents of OCSEA in Namibia 

are not formally reported to the relevant authorities.  

 

Given the complexity and emerging nature of OCSEA, the legal system in Namibia, as in many 

other countries around the world, is lagging in terms of effectively regulating and criminalising 

OCSEA.  A legislative review of CSAM in 196 Interpol member countries in 2018 revealed 

 
 
1 ECPAT, INTERPOL, and UNICEF, Disrupting Harm in Namibia: Evidence on online child sexual 

exploitation and abuse (2022) at 8. 
2 UNICEF Action to End Child Sexual Abuse and Exploitation: A Review of the Evidence (2020) New York, at 7 

and Ibid. at 8. 
3 Ibid. at 4. 
4 ECPAT, INTERPOL and UNICEF op cit note 1 at 8. 
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that 71 countries (including Namibia) are yet to define CSAM in their national legislation.5  

Although conducted over five years ago, the finding remains relevant to this date. Likewise, a 

2020 benchmarking exercise conducted by Economist Impact revealed that of 60 countries 

examined, only 21 had legislation outlawing online grooming for sexual purposes. The absence 

of legal provisions criminalising all forms of OCSEA, and comprehensive legal definitions, 

complicates reporting, investigation and prosecution, leading to impunity of perpetrators and 

hampers access to justice for child victims.6 

 

Despite Namibia being a signatory to key international and regional conventions on child 

rights, which call for the criminalisation of all forms of sexual abuse and exploitation (including 

OCSEA), progress to effectively regulate and criminalise technology-facilitated child sexual 

exploitation and abuse remains slow. This research will examine the extent to which Namibia 

is compliant with international law in terms of criminalisation of technology-facilitated child 

sexual exploitation and abuse. This research will argue that law reform, in particular the 

criminalisation of OCSEA, is urgent to ensure that Namibia fulfils its international obligations 

and realises the rights of children to be protected from all forms of sexual exploitation as 

enshrined in international law.  

 

II. BACKGROUND 

 

In 1990, Namibia ratified the United Nations Convention on the Rights of the Child (CRC)7, 

which mandates state parties to ensure the protection of children from all forms of sexual 

exploitation and sexual abuse. This includes unlawful sexual activities, the use of children in 

prostitution and the exploitative use of children in pornographic performances and materials8. 

Namibia has also ratified the Optional Protocol on the Sale of Children, Child Prostitution and 

 
 
5 International Centre for Missing & Exploited Children (ICMEC) Child Sexual Abuse Material: Model 

Legislation & Global Review 10th ed (2023), at 51. The research was conducted by the International Centre for 

Missing and Exploited Children, an intentional Non- Governmental Organization, working on empowering the 

global community with tools, training, and technology to create a safer world for missing and exploited children. 
6 Ibid at 6.  
7 UN General Assembly, Convention on the Rights of the Child, 20 November 1989, United Nations, Treaty 

Series, vol. 1577, at 3, available at: https://www.refworld.org/docid/3ae6b38f0.html [accessed 10 September 

2022]. 
8 Ibid. Article 34. 
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Child Pornography (OPSC),9 which provides a comprehensive definition of child pornography 

(herein referred to as child sexual abuse material), as well as criminalisation of certain acts and 

provision for international mutual legal assistance in Articles 2, 3 and 4, respectively. While 

the term ‘child pornography’ is used in international legal instruments such as OPSC, the term 

CSAM is preferred in this research to accurately reflect the grave nature of the child-abusive 

content and to challenge any notion that such acts might be carried out pursuant to the consent 

of the child.10 The CRC Committee recommends that State parties avoid the term ‘child 

pornography’ to the extent possible and use other terms such as the ‘use of children in 

pornographic performances and materials’, ‘child sexual abuse material’ and ‘child sexual 

exploitation material’.11  

 

At the regional level, Namibia ratified the African Charter on the Rights and Welfare of the 

Child (ACRWC)12, which obliges member States in Article 16 to take legislative measures to 

protect children from all forms of sexual abuse. The ACRWC Committee of Experts’ General 

Comment No. 7 on Article 27 of the ACRWC on ‘sexual exploitation’ calls on member States 

to take measures to prevent the inducement, coercion, or encouragement of a child to engage 

in any sexual activities including online abuse and the use of children in pornographic 

activities, performances, and materials. Namibia has also ratified the African Union 

Convention on Cyber Security and Personal Data Protection13 (Malabo Convention), which 

was adopted to combat and respond to cybercrime in Africa, including crime against children 

in the digital space. Article 29 (3) deals with the regulation of offences committed in cyberspace 

concerning children. 

 

 
 
9 UN General Assembly, Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, 

Child Prostitution and Child Pornography, 16 March 2001, A/RES/54/263, available at: 

https://www.refworld.org/docid/3ae6b38bc.html [accessed 7 June 2022]. 
10 ECPAT, Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse 

(Bangkok 2016) 38–40; UNODC, Study on the Effects of New Information Technologies on the Abuse of 

Children (2015) 9– 10; CRC Committee, Guidelines regarding the Implementation of the Optional Protocol to 

the Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography, 

CRC/C/156 (10 September 2019) para 5. 
11 Guidelines regarding the implementation of the Optional Protocol to the Convention on the Rights of the 

Child on the sale of children, child prostitution and child pornography 2019  at 12. 
12 Organization of African Unity (OAU), African Charter on the Rights and Welfare of the Child, 11 July 1990, 

CAB/LEG/24.9/49 (1990), available at: https://www.refworld.org/docid/3ae6b38c18.html [accessed 7 June 

2022]. 
13 Adopted in Malabo, in 2000 and ratified by Namibia on 25 January 2019. 
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Namibia enacted the Child Care and Protection Act 3 of 2015 (CCPA) to domesticate the CRC, 

its Optional Protocols and the ACRWC. This is the primary legislation on children’s rights in 

Namibia and is a key reference point for the criminalisation of CSAM in Namibia. Other 

legislation dealing with the criminalisation of OCSEA includes the Communications Act 8 of 

2009 which provides for offences relating to harmful communications,14 including the 

depiction of children in sexual abuse material; the Publications Act 42 of 1974 which prohibits 

the production, distribution, importation or possession of certain publications or objects which 

could be interpreted to include children; and Immoral Practices Act 21 of 1980 which provides 

for offline grooming of children, which often translates online.15 Namibia is finalising the draft 

Cybercrime Bill of 2020 and the Combatting of Sexual Exploitation Bill of 2019 which once 

enacted, will criminalise some forms of OCSEA i.e., CSAM and online grooming and hence 

they offer an opportunity to address the gap in the current legislative framework. 

 

III. PROBLEM STATEMENT AND RESEARCH QUESTIONS 

 
Despite the level of online risks and harm experienced by children in Namibia, the Disrupting 

Harm Study revealed that to date, there have been relatively few successful investigations and 

prosecutions of OCSEA in Namibia,16 This is arguably due to legislative gaps, as well as the 

nature and magnitude of cybercrime which requires concerted efforts to address. My research 

will argue that the laws in Namibia are inadequate to protect children online. Much is required 

to fully domesticate and implement the CRC, OPSC and ACRWC and to ensure that the rights 

guaranteed to children under international law do not remain just a promise on paper with no 

domestic legal effects.  

 

My study will address the question: To what extent does Namibia comply with international 

law obligations relating to the criminalisation of OCSEA? It will answer the following specific 

questions: 

a) What does international law require in relation to the criminalisation of OCSEA? 

 
 
14 Communications Act 8 of 2009, s117. 
15 See Chapter II at 11. 
16 Jemima Beukes 'Child porn ex-cop faces 40 charges' Namibian Sun 2020  available at 

https://www.namibiansun.com/news/child-porn-ex-cop-faces-40-charges2020-05-05, and ECPAT, INTERPOL, 

and UNICEF op cit note 1 at 79. 
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b) Do Namibia’s national laws and policies comply with international law obligations 

regarding the criminalisation of OCSEA?   

 

IV. SCOPE OF THE STUDY AND LIMITATIONS 

 

Online child sexual exploitation and abuse is a highly specialised and emerging area of child 

protection. Comprehensive laws addressing OCSEA will provide Namibia with the much-

needed legal framework, which will allow for national and international prosecution of alleged 

perpetrators. The WeProtect Global Alliance, a global coalition of governments, the private 

sector, civil society and international non-governmental organisations working to end 

OCSEA17 developed a model national response tool for preventing and tackling OCSEA, which 

recognises that there are different pillars in addressing OCSEA, ranging from policy and 

governance, criminal justice, victim support, societal engagement, industry to media and 

communications.18 This points to the fact that to combat OCSEA, concerted efforts from 

various key stakeholders are required and that tackling the scourge of OCSEA demands 

adherence to international human rights law.19 Given the multidimensions of OCSEA, this 

research will only focus on the criminalisation aspect of OCSEA and will investigate the extent 

to which Namibia’s domestic laws are aligned with international law on the criminalisation of 

OCSEA.  

 

Additionally, this research is limited to the criminalisation of OCSEA perpetrated by adults 

only as the complexities of responding to child-to-child OCSEA are beyond the scope of this 

investigation.  

 

V. PURPOSE AND RELEVANCE OF THE STUDY 

 

As the influence of digital technologies on children continues to increase, the risks associated 

with information communications technology grow greater. An exploratory research study 

conducted in 2016 found that, in Namibia, only seven per cent of participants do not use the 

 
 
17 WeProtect Global Alliance Who we are (2024) United Kingdom, available at 

https://www.weprotect.org/about-us/who-we-are/ accessed 02 November 2022.  
18 We Protect Global Alliance, UNICEF Framing the future: How the Model National Response framework is 

supporting national efforts to end child sexual exploitation and abuse online (2022) at 85 
19 Ibid. at 4. 

https://www.weprotect.org/about-us/who-we-are/
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internet, 68 per cent of respondents had seen unwanted sexual content, 31 per cent had received 

unwanted sexually explicit images of people they didn’t know and 29 per cent had seen sexual 

content including children.20  Recent findings from the 2019 Violence Against Children and 

Youth Survey (VACS) in Namibia found that among children and youth aged thirteen to 

seventeen, almost six per cent of females experienced unwanted online sexual experiences 

whilst seven per cent of males surveyed experienced unwanted online sexual experiences.21 

Whilst the VACS report falls short of the explanation and analysis of the gender aspect in this 

regard, these findings revealed that boys are also vulnerable online, and are also at a higher risk 

of OCSEA.  The prevalence of unwanted sexual experiences revealed in the VACS points to 

the magnitude of the problem and highlights the vulnerabilities faced by children online in 

Namibia. 

 

My research topic is relevant and timely as the government of Namibia is working on legal 

reform in the field of child protection and cybercrime.22 A report by UNICEF highlights that, 

new technologies such as cryptocurrencies and access to the dark web are amplifying 

challenges in fully investigating OCSEA, as well as apprehending and bringing to justice 

alleged perpetrators.23 This thesis will argue that without comprehensive legal provisions 

criminalising OCSEA, investigations, and prosecution of OCSEA are doomed to fail. Although 

many authors have written about online child protection, very little research has been 

conducted in the global south and specifically in the Namibian context.24 Thus, there is a need 

for research in this field that is specifically contextualised to Namibia. Most importantly, this 

research hopes to influence laws and policies on the criminalisation of OCSEA and inform 

actors responsible for the implementation of those laws and policies.  It will also serve as a 

 
 
20 UNICEF NUST, Government of Namibia Voices of Children: Exploratory research study on knowledge, 

attitudes and practices of ICT use and online safety risks by children in Namibia. (2016 ) Windhoek, at 5-6. 
21 Poverty Eradication and Social Welfare Ministry of Gender Equality, Namibia Statistics Agency & and 

International Training and Education Center for Health at the University of Washington Violence Against 

Children and Youth in Namibia: Findings from the Violence Against Children and Youth Survey, 2019 (2020) 

Windhoek, at 41. 
22 Cybercrime Bill of 2020 and Combatting of Harassment and Sexual Exploitation Bill of 2019. 
23 UNICEF The State of the World’s Children 2017: Children in a Digital World (2017) New York, at 79. 
24 See for example Slavtcheva-Petkova, Nash, and Bulger Evidence on the extent of harms experienced as a 

result of online risks: implication for and research’ Information Communication and Society (2015) Varrella A 

‘Live Streaming of Child Sexual Abuse: Background, Legislative Frameworks, and the Experience of the 

Philippines’ (2017) 12 ECPAT Intl J 47–58; Gillespie A Child Pornography: Law and Policy (2011); Akdeniz 

Y Internet child pornography law: national and international responses (2016) Routledge, Livingstone S, & 

Haddon L Children, risk, and safety on the internet: Research and policy challenges in comparative 

perspectives (2012). 
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point of reference for justice actors such as police, lawyers, prosecutors, magistrates, judges, 

and academia as they navigate this emerging field of child rights in the digital era and deliver 

timely justice for child victims. It will provide clear guidance for legislators on policy and 

legislative reform to protect children from technology-facilitated OCSEA in line with 

international and regional legal instruments on child rights.  

 

My study will also offer an original contribution to scholarship in this field as there is no similar 

study with a specific focus on Namibia. My research will build on the work of Witting and 

Angula in their journal article titled ‘Leveraging International Law to Strengthen the National 

Legal Framework on Child Sexual Abuse Material in Namibia’25, which finds that the policy 

landscape in Namibia is not adequate to prosecute offenders engaging in production, 

dissemination, possession and accessing child sexual abuse material. They recommend the 

direct applicability of international law in Namibia to prosecute cases of CSAM, which is a 

form of OCSEA.26 The work of Caffo, specifically his book titled ‘Online Child Sexual 

Exploitation: Treatment and Prevention of Abuse in a Digital World’,27 extensively discusses 

new perspectives on online child sexual exploitation and addresses the treatment of victims of 

child online exploitation and abuse, which is key in formulating legislation, which responds to 

emerging trends of OCSEA.28 Witting in her commentary ‘Commentary on the United Nations 

Convention on the Rights of the Child, Optional Protocol 2 on the Sale of Children, Child 

Prostitution and Child Pornography’ laid out the foundational elements for state parties to 

consider in the interpretation of the provisions of OPSC.29 Here add other books and 

commentaries referenced 

 

At the national level, a report by UNICEF Namibia titled ‘Increasing Legal Protection for 

Children from Sexual Exploitation and Abuse in Namibia’,30 discusses the promotion of legal 

protection of children’s rights and the criminalisation of sexual exploitation and abuse in 

 
 
25 Sabine Katharina Witting & Markus Penda Angula 'Leveraging international law to strengthen the national 

legal framework on child sexual abuse material in Namibia' (2020) 53 The Comparative and international law 

journal of southern Africa  at 1-28. 
26 Ibid. at 21. 
27 Ernesto Caffo Online Child Sexual Exploitation; Treatment and Prevention of Abuse in a Digital World 

(2021) Ernesto Caffo Online child sexual exploitation : treatment and prevention of abuse in a digital world  

Cham, Switzerland, Springer (2021) at 48. 
28 Ibid. at 49. 
29 Sabine Katharina Witting A Commentary on the United Nations Convention on the Rights of the Child, 

Optional Protocol 2 on the Sale of Children, Child Prostitution and Child Pornography  Brill (2023) at 29-59 
30 UNICEF Increasing legal protection for children from sexual exploitation and abuse in Namibia (2016), at 19 
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Namibia. In their subsequent research titled ‘Regulation of Child Online Sexual Abuse Content 

– Legal Analysis of International Law and Comparative Legal Analysis’31 UNICEF focuses 

primarily on regulating the production, possession, and dissemination of child sexual abuse 

material and recommends that comprehensive criminal provisions on child sexual abuse 

material are required to address the problem in Namibia.32  

 

VI. RESEARCH METHODOLOGY 

 

This research study was conducted through a review of (i) primary international and domestic 

law sources (including international and regional treaties and conventions, adopted standards, 

UN general comments, national legislation, and case law); and (ii) secondary sources 

(including academic scholarship and media commentary). The author limited the research to a 

review of English sources and literature as the official language in Namibia is English and is 

also English-speaking.  

 

In relation to primary sources, the author accessed the websites and databases of the United 

Nations Office of the High Commissioner for Human Rights (OHCHR) and the United Nations 

Human Rights Council, identifying the relevant Conventions, Concluding Observations, and 

General Comments relevant to Namibia on the CRC and other key international Conventions. 

The author also accessed the African Union (AU) website for the ACRWC Concluding 

Observations, General Comments by the ACRWC Committee of Experts and relevant policy 

documents by the AU.  

 

In relation to secondary sources, the author utilised academic search engines using certain 

keywords such as online child abuse, online child sexual exploitation, child sexual abuse 

material, online grooming, sextortion, online solicitation, etc. and identified an initial academic 

reference list, with a snowball method employed to identify scholarship on themes relevant to 

the thesis. The author consulted academic journals, commentaries on the CRC and Namibian 

case law to form the arguments presented in this research. The author also reviewed 

government press releases and media reports on OCSEA in Namibia and relied on different 

 
 
31 UNICEF Regulation of Child Online Sexual Abuse: Legal Analysis and Comparative Analysis (2015) 

UNICEF, at 8. 
32 Ibid. at 9. 
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studies and surveys conducted in Namibia on the subject matter, including a recent study 

published by the government in 2020 on ‘Violence Against Children in Namibia33.  Research 

ethics approval was not required for this study.  

VII. OUTLINE OF THE STUDY 

 

Chapter I. Introduction 

 

Chapter One sets the scene for the study and introduces the research question and the relevance 

of the study. It covers the limitations of the study, research methodology, and a chapter 

synopsis. 

 

Chapter II. Emerging forms and trends of OCSEA 

 

This chapter examines the global trends and emerging forms of OCSEA such as online 

grooming, child sexual abuse material, live streaming, made-to-order sexual content, child 

solicitation and sextortion, and contextualise them to Namibia. It analyses how online sexual 

violence can translate to offline sexual violence and vice versa. Finally, this chapter analyses 

common themes of OCSEA, from reported cases and data in Namibia.  

 

Chapter III. International legal framework relating to OCSEA 

 

This chapter provides a comprehensive overview of relevant international legal instruments 

addressing OCSEA. It sets out the obligations under international law relating to the 

criminalisation of OCSEA by states. This chapter focuses on international laws and standards 

established by binding international and regional treaties and Conventions (i.e., CRC, OPSC, 

ACRWC and the Malabo Convention). Other international treaties and conventions to which 

Namibia is not a party are analysed to serve as a benchmark for international best practices.34  

The analysis of international laws answers the first leg of problem statement35 and articulates 

 
 
33 Ministry of Gender Equality & Washington op cit note 21 at 41-2. 
34 Council of Europe Convention on Cybercrime adopted in 2001 available at: https://rm.coe.int/1680084822 

accessed 10 January 2023; Council of Europe Convention on the Protection of Children Against Sexual 

Exploitation and Sexual Abuse adopted in 2007 available at: https://rm.coe.int/1680084822 accessed on 10 

January 2023. 
35 What does international law require in relation to the criminalisation of OCSEA? 

https://rm.coe.int/1680084822
https://rm.coe.int/1680084822


 

 

10 

 

international law and standards on technology-facilitated child sexual exploitation and abuse 

with which Namibia is bound to comply. 

 

Chapter IV. National legal framework relating to OCSEA 

This chapter comprehensively analyses the government’s efforts to domesticate the CRC, 

ACRWC, and OPSC through the enactment of the Child Care and Protection Act 3 of 2015. It 

examines, with a particular focus on criminalisation, different legal provisions on OCSEA in 

the Child Care and Protection Act 3 of 2015, Communications Act 8 of 2009, Publications Act 

42 of 1974, Immoral Practices Act 21 of 1980, Indecent and Obscene Photographic Matter Act 

37 of 1967, Electronic Transactions Act 4 of 2019. It also assesses the right to child protection 

guaranteed in the Namibian Constitution. It discusses how the government has addressed some 

of the gaps in criminalisation through the Draft Combatting of Harassment and Sexual 

Exploitation Bill of 2019 and the Draft Cybercrime Bill of 2020 and whether these legal 

provisions in totality meet international requirements. Additionally, this chapter also analyses 

government policy and regulations commitments to address OCSEA. In particular, it reviewed 

the Harambee Prosperity Plan II 2021 – 2025, the CCPA Regulations No. 6829 and the Code 

of Conduct for Broadcasting Service License Regulations No. 6350 and 6603 to identify 

government priorities regarding the criminalisation of OCSEA. 

 

Chapter V. Analysis of national laws on OCSEA against international law requirements 

 

This chapter offers a comprehensive legal analysis of the level of compliance of national 

legislation with binding international legal instruments. It provides an overview of the elements 

required for the criminalisation of different forms of OCSEA in OPSC, CRC and ACRWC. It 

breaks down those elements into concrete OCSEA acts that State parties are required to 

criminalise in their national laws. This chapter further builds on Chapter IV and provides a 

clear analysis of the current existing provisions specifically addressing and criminalising 

OCSEA. It puts to test the national provisions on OCSEA in the Publications Act, CCPA, 

Communications Act, and Immoral Practices Act, against the requirements and elements of 

OCSEA established under international law, analyses their level of compliance and or lack 

thereof, whilst identifying legal gaps in national legislation. Overall, this section measures the 

current legal provisions on the criminalisation of all forms of OCSEA against international law 
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and identifies gaps in the legislation. It discusses how the government has addressed some of 

the gaps in criminalisation through the Combatting of Harassment and Sexual Exploitation Bill 

of 2019 and the Cybercrime Bill of 2020 and whether these legal provisions in totality meet 

international requirements.  

 

Chapter VI. Conclusion and Recommendations 

 

This chapter summarises the key findings of the research. This chapter argued that Namibia is 

not in full compliance with international law and that CRC and OPSC remain only a promise 

on paper. This chapter provides concrete recommendations for ensuring that Namibia becomes 

compliant with its international obligations under the law, including draft model provisions for 

the criminalisation of technology-facilitated OCSEA. It focuses on recommendations for 

legislative and legal reform and provides clear guidelines on the forms of OCSEA conduct to 

be criminalised under the law.   
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CHAPTER 2: FORMS OF ONLINE CHILD SEXUAL EXPLOITATION AND ABUSE  

 

I. INTRODUCTION 

 

With the advancement of digital technologies, sexual abuse and exploitation of children are no 

longer restricted to homes, schools, playgrounds, and communities.36 Technology has 

facilitated new forms of sexual exploitation online through digital platforms such as chat 

rooms, online gaming, online forums and spaces such as social media that are not traditional.37 

Child sexual abuse and exploitation include diverse acts of abuse, in different settings and 

relationships including in the digital environment.38 Research by UNICEF found that digital 

technologies did not create crimes of child sexual abuse and exploitation, but that it has changed 

their dynamics significantly.39 Namely, it has facilitated existing ‘common’ forms of sexual 

abuse and exploitation and created wholly new forms of OCSEA.40 

 

Technology-facilitated child sexual exploitation and abuse is exacerbated by encryption, 

virtual currencies, and the development of the darknet which offers avenues for offenders to 

access and abuse children anonymously, which hampers detection, reporting and prosecution 

of offenders.41 In their global review of children’s internet use, Livingstone and Bulger found 

that the distinction between offline and online worlds is blurring and that those who are 

vulnerable offline are exceedingly vulnerable online.42 They argued that OCSEA should not be 

considered in isolation from broader social dynamics and contexts. 

 

This Chapter examines the global trends and emerging forms of OCSEA such as online 

grooming and child solicitation, CSAM, live streaming, made-to-order sexual content, and 

sexual extortion of children and contextualises them to Namibia. It also analyses how online 

 
 
36 Witting & Angula op cit note 25 at 2. 
37 ACERWC General Comment No 7 on Article 27 of the ACRWC ‘Sexual Exploitation” 

 (2021) Maseru, at 27. 
38 UNICEF op cit note 2 at 5. 
39 UNICEF op cit note 23 at 76. 
40 Ibid. at 76. 
41 UNICEF Ending online child sexual exploitation and abuse: Lessons learned and promising practices in low- 

and middle-income countries (2021) New York, at 13. 
42 Sonia Livingstone & Monica Bulger 'A global research agenda for children's rights in the digital age' (2014)  

31. 



 

 

13 

 

sexual violence can translate to offline sexual violence and vice versa. Finally, it offers an 

analysis of common themes of OCSEA, from reported cases and data in Namibia.  

 

II. UNPACKING CHILD ONLINE PROTECTION 

 
In 2024, 5.5 billion people across the globe are online, which represents 68 per cent of the 

world population.43  Globally, one in three internet users is a child under the age of eighteen 

years.44 UNICEF estimates that globally, 71 per cent of young people are already online.45 

Ofcon, a UK-based regulator estimates that despite the minimum age requirement for social 

media registration, nearly 50 per cent of children between ten to twelve years already have a 

social media account.46 This reaffirms that children and young people have a substantial, 

permanent and persistent presence on the internet. As the internet is fully integrated into 

children’s and young people’s lives, it is impossible to consider the digital and physical worlds 

separately. In 2019, a report by the African Child Policy Forum (a Pan-African organisation 

that promotes policy change to advance child wellbeing in Africa) presented to the African 

Union found that the rapid expansion of internet access in Africa, in a context of limited or no 

regulation, means that OCSEA is likely to increase.47 According to UNICEF, online 

experiences of children, including OCSEA, should not be considered in isolation from broader 

social dynamics and contexts.48  

 

As the Luxembourg Guidelines point out, ‘the line between online and offline child sexual 

exploitation is often blurred and ‘the internet is a means, albeit very potent, to exploit children 

 
 
43 ITU Measuring digital development: facts and figures (2024) Geneva, ITU publications,available at 

https://www.itu.int/hub/publication/D-IND-ICT_MDD-2024-4/, accessed on 02 December 2024.at 1 
44 Sonia Livingstone and John Carr and Jasmina Byrne 'One in three: The task for global internet governance in 

addressing children’s rights' (2015) Global Commission on Internet Governance: Paper Series  at  
45 Broadband Commission Child Online Safety: Minimizing the Risk of Violence, Abuse and Exploitation Online 

(2019) available at https://broadbandcommission.org/Documents/working-

groups/ChildOnlineSafety_Report.pdf., at 27. 
46 BBC Under-age social media use ‘on the rise’, says Ofcom (2017) . 
47 African Child Policy Forum (ACPF) Sexual Exploitation of Children in Africa: A Silent Emergency (2019) 

Addis Ababa, Ethiopia, Oak Foundation,available at 

https://ci.uct.ac.za/sites/default/files/content_migration/health_uct_ac_za/533/files/Sexual%2520Exploitation%

2520of%2520Children%2520in%2520Africa%2520A%2520Silent%2520Emergency.pdf,  accessed on 23 June 

2024 at 32. 
48 UNICEF An Exploratory Study into the Nature and Dynamics of Online Grooming in Namibia (2020) 

Windhoek, at 16. 
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sexually, it is not in and by itself a distinct type of sexual exploitation.’49 Wider and more easily 

available access to online services poses significant challenges and serious risks to children’s 

safety both online and offline, ranging from issues of privacy to crimes against children, such 

as online grooming, sexual abuse and exploitation.50 According to the International 

Telecommunications Union (ITU), a specialised agency of the United Nations for information 

and communication technologies, threats are multiplying and perpetrators increasingly operate 

simultaneously across borders, making them hard to track and even harder to hold to account.51 

Children who are more vulnerable online are often more vulnerable offline, and protective 

offline factors can also reduce exposure to online risks.52  

 

The internet may be used to facilitate offline child sexual exploitation, and sometimes the 

exploitation may take place both online and offline.53 For example, a child may be recruited 

online through social media, under the pretence of a friendship, job offer, or romantic 

relationship. Once the child has been convinced to meet the recruiter, they may find themselves 

trafficked and exploited in prostitution or forced into child marriage.54 In other instances, a 

child may be sexually abused offline, but then this may be recorded or photographed and posted 

online afterwards, which is another kind of abuse and exploitation.55 

 

Despite some definitional issues, there is consensus that online risks can be operationalised 

into three categories, and researchers now typically organise the wide range of risks 

encountered online into content, contact and conduct risks.56 Content risks include exposure to 

unwelcome and/or inappropriate media or content, such as sexual or pornographic material.57 

As noted by the United Nations Office on Drugs and Crime (UNODC), harmful content can 

 
 
49 ECPAT Terminology Guidelines for the Protection of Children from Sexual Exploitation and Abuse (2016) 

Thailand, available at http://cf.cdn.unwto.org/sites/all/files/docpdf/terminologyguidelines.pdf, at 27-8. 
50 ITU Guidelines for industry on Child Online Protection (2020) available at 

https://www.unicef.org/media/90796/file/ITU-COP-guidelines%20for%20industry-2020.pdf,  accessed 25 

October 2024,  op cit note 44 at v. 
51 Ibid.  
52 Ibid.  
53 ICMEC Online Grooming of Children for Sexual Purposes: Model Legislation & Global Review 1st ed 

(2017) available at https://www.icmec.org/wp-content/uploads/2017/09/Online-Grooming-of-

Children_FINAL_9-18-17.pdf, at 4. 
54 NUST and Government of Namibia  UNICEF An Exploratory Study into the Nature and Dynamics of Online 

Grooming in Namibia (2021) Windhoek, UNICEF, at 23. 
55 Ibid.  
56 UNICEF op cit note 23 at 72. 
57 Ibid. 
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cover a broad range of audio, visual or written content and other material that can negatively 

influence children.58 Children may be exposed to harmful content as a result of intentional 

online searches or unintentional contact, such as through search queries, pop-up 

advertisements, or emails received from spam operators.59 Contact risks describe any 

incidences where the child participates in risky communication, for instance, when they partake 

in communications with adults seeking inappropriate contact or soliciting children for sexual 

purposes.60  Conduct risks refer to scenarios where the child behaves in a way that contributes 

to risky content or contact. This may include children creating, posting, or distributing sexual 

images, including material they have produced themselves.61 

 

III. INTERNET USAGE BY CHILDREN IN NAMIBIA 

 

Recent years have seen an increase in internet usage by children globally, including in Namibia. 

The COVID-19 pandemic and corresponding lockdown measures increased the use of digital 

technology, which became a lifeline for children to continue socialising, playing, and 

learning.62 Namibia’s internet penetration and connectivity stand at 41 per cent,63 which 

supports anecdotal evidence that OCSEA is on the increase in Namibia.64 A research study 

conducted by Namibia University of Science and Technology (NUST) on children aged 

fourteen to seventeen in 2016 found that only seven per cent of participants surveyed were not 

using the internet.65 The research, amongst other things, also found that 68 per cent of 

respondents reported having seen sexual content they did not wish to see, 31 per cent had been 

sent sexually explicit images of people they didn’t know, and 29 per cent had seen sexual 

content, including children.66  

 

 
 
58UNODC Study on the Effects of New Informatiomn Technologies on the Abuse and Exploitation of Childre 

(2015) Vienna, at 13. 
59 Ibid.  
60 Ibid.  
61 Ibid. 
62 Ibid. at 2.  
63 ITU Statistics (2024) available at https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx accessed 29 

July 2023. 
64 Witting & Angula op cit note 25 at 6. 
65 NUST op cit 20 at 36. 
66 Ibid.  

https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
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The latest data on OCSEA in Namibia is captured in the ‘Disrupting Harm Study’, which 

suggests that 81 per cent of twelve to seventeen-year-olds in Namibia were internet users, 

having used the internet in the past three months prior to the survey. 67  The study further found 

that children accessed the internet weekly for schoolwork, as well as entertainment activities 

such as social media, chatting, and watching videos.68 These figures indicate that children in 

Namibia are increasingly engaging in online activities, which creates avenues for risks and 

harm associated with digital technologies.  

 

Zooming in on negative experiences by children in Namibia, the study found that five per cent 

of children surveyed were offered money or gifts in return for sexual images or videos of 

themselves, with the majority reporting that the request occurred online, on social media 

platforms.69 Additionally, six per cent of the surveyed children had been offered money or gifts 

to meet someone in person for sexual reasons, which points to online grooming.70 Sixteen per 

cent of children surveyed had been sent unwanted sexual images in the past year, whilst five 

per cent of the children surveyed reported that someone had shared sexual images of them on 

social media without their consent. Lastly, seven per cent had accepted money or gifts in 

exchange for sharing sexual images or videos of themselves.71  These results echo the 2019 

VACS,72 which further exposed the risks and vulnerabilities faced by children online in 

Namibia. The VACS research also found that amongst children aged thirteen to seventeen years 

old, almost sixteen per cent of females and seven per cent of males experienced unwanted 

online sexual experiences in the preceding year.73 Whilst the number might appear marginal, 

the lack of disclosure by child victims, as well as the underreporting of OCSEA cases 

associated with stigma, shame, and limited victim support services, needs to be borne in mind.  

 

Online grooming remains one of the common forms of OCSEA in Namibia. A qualitative study 

on the ‘Nature and dynamics of online grooming in Namibia’ conducted by UNICEF Namibia 

in 2020 revealed that offenders target a group of school-going children and post-schoolgirls 

 
 
67 ECPAT, INTERPOL, and UNICEF op cit note 1 at 7 
68 Ibid. 
69 Ibid. at 50. 
70 Ibid. at 51. 
71 Ibid. at 51. 
72 Ministry of Gender Equality Poverty Eradication and Social Welfare Violence Against Children and Youth in 

Namibia (2020) Windhoek, op cit note 21 at 27. 
73 Ibid.  at 27 
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under the guise of opportunities for girls to establish a modelling career and with the additional 

incentive of the possibility of moving out of Namibia to another country and earn a substantial 

sum of money. 74 Although the study is not nationally representative, it documented the voices 

and stories of Namibian girls who went through the online grooming process for sexual 

purposes and narrated the traumatic experiences of child victims of OCSEA in Namibia.75 Back 

in 2020, the Ministry of Gender Equality, Poverty Eradication and Social Welfare 

(MGEPESW) issued a warning against online child abuse, citing that they (MGEPESW) 

observed a magnitude of abuse of children online.76 Recently, in September 2023, the 

Namibian police issued a public notice, noting that the advent of technology has led to a market 

for online sex exploitation of minor children and that Namibia is not immune to these 

concerns.77 The police Commissioner sternly warned those who are engaging in CSAM 

offences on the dark web, saying law enforcement remains committed to protecting children.78 

 

To highlight the reality of the problem in Namibia, the Namibian police, with assistance from 

the Dutch police, arrested a 51-year-old former Namibian policeman on 75 charges of child 

abuse, including rape, production of ‘child pornography’, and child trafficking in 2020.79 The 

State is alleging in their charges that thirteen boys were raped or indecently assaulted, whilst 

ten boys were used to make ‘pornographic material’ which the accused allegedly sold to buyers 

outside Namibia, who paid him through a money transfer service.80 The trial started in the 

Windhoek High Court on 25 March 2024, and the accused denied all charges and allegations, 

whilst pleading not guilty.  This again points to the fact that both boys and girls are at risk of 

OCSEA. At the time of his arrest, the accused was employed as a photographer and 

videographer and also volunteering as a police reservist in the national police force. At the time 

of publication of this research, the trial was still ongoing.  

 

 
 
74 Ibid. at 32.  
75 Ibid. at 12. 
76 The Namibia Ministry warns against online child abuse (2020) Windhoek, Namibia, Free Press of Namibia,  
77 Gordon Joseph NAMPOL warn child pornography predators (2023) Windhoek, National Broadcasting 

Coorporation online,  
78 Ibid. 
79 Christiaan Keulder Ensuring children’s welfare remains a challenge in Namibia, especially for the poor 

(2023) Windhoek, Afrobarometer, at 1. 
80 Werner Menges 'Ex-cop denies child-rape, pornography charges' The Namibian 26 March 2024 2024  

available at https://www.namibian.com.na/ex-cop-denies-child-rape-pornography-charges/, accessed 10 April 

2024. 
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The latest evidence presented above from various research studies on internet usage by children 

and OCSEA in Namibia establishes, without a doubt, that Namibian children are accessing and 

harnessing opportunities created by Information and Communications Technology (ICT). The 

data also exposes the vulnerabilities faced by children online as well as violations of their basic 

human right to be protected from all forms of sexual abuse and exploitation, as guaranteed in 

the CRC. The evidence further demonstrates that ICT is increasingly becoming connected with 

cases of OCSEA as perpetrators are using digital technologies to contact and groom children, 

coerce them to create sexual material of themselves and or record sexual abuse of children.81  

 

IV. FORMS OF OCSEA 

a.  Online grooming for sexual purposes 

Sexual grooming of children has long been known to occur in homes and communities across 

the globe, which has now adapted to the digital space. Online grooming refers to processes and 

communications by adults, facilitated by digital technologies, to establish and build a 

relationship with a child, for purposes of sexually abusing or exploiting the child either online 

or offline.82 Craven et al defined sexual grooming as a process by which a person prepares a 

child and the environment for the abuse of this child, with a specific goal of gaining access to 

the child, gaining the child’s compliance, and maintaining the child’s secrecy to avoid 

disclosure.83 Kloess et al, in their article titled ‘Offence processes of online sexual grooming 

and abuse of children via internet communication platforms’, argued that the definition by 

Craven et al highlights the complex nature of sexual grooming, and also identifies important 

aspects that form part of this process.84 While it is based on sexual grooming in the physical 

world, its aspects can be applied to the online environment.85  

 

Some offenders will pose as children online and plan to meet with children to exploit them in 

person (offline).86 It’s important to point out that not all of the interactions with children online 

 
 
81 UNICEF Ending online child sexual exploitation and abuse: Lessons learned and promising practices in low- 

and middle-income countries (2021) New York, at 2. 
82 ECPAT op cit note 50 at 51-2. 
83 Samantha Craven; Sarah Brown; Elizabeth Gilchrist 'Sexual grooming of children: Review of literature and 

theoretical considerations' (2006) 12 Journal of Sexual Aggression  at 297 
84 Juliane A. Kloess et al 'Offense Processes of Online Sexual Grooming and Abuse of Children Via Internet 

Communication Platforms' (2019) 31 Sexual abuse  at 74. 
85 Ibid. 
86 Carven et al, op cit note 83 at 35 
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end in a physical meeting, which is slightly contrary to assertions in the literature that 

individuals who engage in a process of sexual grooming do so to arrange a physical meeting 

with a particular child, either to engage in sexual activity or to produce indecent images of 

children.87 They further argued that studies consistently refer to children being groomed and 

merely imply that abuse has occurred. Still, based on the above definition by Craven et al, 

sexual grooming characterises the process of preparation for the abuse of a child. It is therefore 

suggested that interactions which move beyond this process more accurately constitute sexual 

exploitation and abuse rather than grooming.88 

 

The terms cyber-enticement, solicitation and online grooming have been adopted 

internationally and commonly used collectively or interchangeably to describe 

communications made by adults through the use of ICTs to sexually abuse or exploit minors.89 

Grooming can be considered a part of cyber-enticement and solicitation of children. It also 

refers to a series of actions that facilitate cyber-enticement or solicitation deliberately 

undertaken to befriend and establish an emotional connection with and gain the trust of a child, 

to lower the child's inhibitions in preparation for sexual activity with the child.90  

 

Offenders use technology to contact and groom children, to coerce children to create sexual 

images and videos, and/or to record the sexual abuse of children.91 Perpetrators may lure or 

convince a victim to migrate from online to offline platforms, or between online platforms in 

the grooming phase, to evade detection.92 Grooming offences can be committed both online 

and offline, where, for instance, grooming of potential child victims takes place online, and 

other acts of sexual abuse and exploitation are carried out offline.93 Acts which tend towards 

grooming may constitute an offence, for instance, where it involves the production and 

dissemination of child sexual abuse material.94   

 

 
 
87 Ibid. at 75. 
88 Ibid. 
89 UNODC op cit note 58 at 11. 
90 Ibid.at 11 
91 Ibid.  at 11 
92 Anonymous 'Voluntary Principles to Counter Online child Sexual Exploitation and Abuse'  available at 

https://www.justice.gov/opa/press-release/file/1256061/dl, accessed on 12 March.2023. 
93 ECPAT op cit note 49 at 51. 
94 Ibid. at 51 
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b. Child Sexual Abuse Material 

Child sexual abuse material consists of audio and video recordings, pictures and drawings 

which depict a child engaged in sexually explicit activities.95 Offences related to CSAM 

include possession, production, dissemination as well as emerging forms of live streaming of 

child sexual abuse. The term ‘child pornography’ is the term mostly used in international legal 

documents and definitions.96 The term ‘child sexual abuse material’ will be used in this 

research for the reasons stated in chapter one of this research. The most universal definition of 

CSAM is contained in the Terminology Guidelines for the Protection of Children from Sexual 

Exploitation and Sexual Abuse97 which defines CSAM as pornographic material that visually 

depicts a minor engaged in sexually explicit conduct or a person appearing to be a minor 

engaged in sexually explicit conduct or any realistic images representing a minor engaged in 

sexually explicit conduct. 

Globally, the number of online resources containing CSAM worldwide remains unknown thus 

the true magnitude and extent of the problem cannot be factually established.98 A 2021 report 

by the Internet Watch Foundation (IWF),99 a UK-based organisation working to detect and 

remove CSAM from the internet, found 252,194 URLs (webpages) confirmed as containing 

child sexual abuse imagery having links to the imagery or advertising it. According to them, 

this shows an increase of 64 per cent from 2020. A report by Child Rescue Coalition, a non-

profit organisation that rescues children from sexual abuse, found that 94 Namibian IP 

addresses were identified as engaged in the distribution or downloading of CSAM from 9 June 

2019 to 8 June 2020.100 However, a 2020 study found that Namibia has not been identified as 

a hosting country for images and videos assessed as illegal and no reports concerning 

confirmed CSAM hosting in Namibia between 2017 and 2019 have been actioned by IWF.101  

The IWF use technology tools to identify and remove images and videos of child sexual abuse 

from the internet in collaboration with Interpol and national law enforcement agents.102  

 

 
 
95 UNODC op cit note 58 at 10. 
96 OPSC op cit note 9. 
97 ECPAT op cit note 10 at 35-45. 
98 Witting & Angula op cit note 26 at 3 
99 IWF The Annual Report 2021 (2021) London, at 38. 
100 Ibid. 51 at 38. 
101 Ibid. 39 ea 42 
102 IWF 'Working to stop child sexual abuse online'  available at https://www.iwf.org.uk/about-us/, accessed on 

23 December.2023. 



 

 

21 

 

 

c. Online live streaming and made-to-order CSAM. 

Online live streaming of child sexual abuse relates to the sexual exploitation of children 

through prostitution and sexual performances and the production of CSAM, where the abuse 

is happening, recorded and or viewed in real-time by offenders across the globe.103 With the 

advancement of digital and mobile payments, child sex offenders can use cryptocurrencies 

when making payments related to their criminal behaviours to avoid detection, as virtual 

currencies are associated with anonymity.104 Live streaming of child sexual abuse is even more 

difficult to detect when such payment methods are used on anonymised tools and platforms for 

data sharing and communication, especially within a network of offenders.105  

 

Live online child sexual abuse creates double abuse for child victims, through the child’s actual 

participation in the abusive act and transmission of the abuse through ICTs for others to watch 

remotely.106 This form of abuse has made it possible for offenders to order sexual abuse and 

dictate how the abusive act should be conducted. Child sexual abuse to order which is a form 

of live streaming where the person viewing the abuse plays an active role in deciding how the 

abuse should be conducted.107 Live streaming of online child sexual abuse is difficult for law 

enforcement to detect as files are not downloaded onto the devices during live streaming, 

leaving no trace or evidence of the abuse.108 This poses a threat to law enforcement 

investigations, in particular, the identification of child victims and perpetrators and evidence 

gathering. Child victims live with the trauma from the abuse through the circulation of the 

abusive material and live in fear that they might be recognised and further exposed.109 

 

 

 
 
103 Witting & Angula op cit note 25 at 5. 
104 Yvonne Nouwen 'Virtual Currency Uses for Child Sex Offending Online' (2017) Online Child Sexual 

Exploitation: An Analysis of Emerging and Selected Issues- ECPAT International Journal at 6. 
105 Ibid. at 7. 
106 Ibid. 51 at 48. 
107 Ateret Gewirtz- Meydana, Wendy Walsha, Janis Wolaka and David Finkelhora, ‘The Complex Experience of 

Child Pornography Survivors’ (2018) 80 Child Abuse and Neglect at 244 
108 Ibid. 61 at 22 
109 Najat M’jid Maalla Report of the Special Rapporteur on the Sale of Children, Child Prostitution and Child 

Pornography 07/2009 (2009), at 10. 
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d. Sexual extortion of children 

The emergence of self-generated sexually explicit material poses a new challenge in the 

identification of CSAM.110 This is often linked with consensual sexting between minors, but it 

can also include sexual material produced non-consensually through online solicitation and 

grooming.111 Moritz and Christensen defined ‘sexting’ as the electronic communication of 

images or videos portraying one or more persons in a state of nudity or otherwise in a sexual 

manner.112 It is a colloquial, and somewhat unsavoury, term used to describe online sexual 

behaviour which usually involves the sender sharing compromising and/or sexual images or 

videos of themselves via phone or internet platforms.113 Due to the nature of sexting, which 

involves intimate content in electronic form, it can easily be shared beyond the intended 

recipient, which raises many social and legal issues for children involved such as sexual 

extortion.114  

 

Acar argues that the concept of self-produced CSAM, which can be considered a sub-branch 

of sexting, stands for obscene images taken and sent to others voluntarily by minors.115 Such 

materials are generally used for cyberbullying and revenge porn to disgrace the victim in the 

eyes of their friends and family.116 He further argues that the majority of child abuse materials 

used for sexual extortion against children are made by the victim themselves, and obtained by 

the abuser through various means, thus making sexting a substantial providing element of 

sexual extortion.117 

 

Sexual extortion of children thus refers to the blackmailing of a child using self-generated 

sexual material of the child for sexual favours or other benefits under the threat of 

disseminating the material without the consent of the child involved with family and friends or 

posting them on social media.118 In some instances, offenders use this to coerce children not to 

 
 
110 Ibid. 31 at 77 
111 Ibid. at 77 
112 Dominique Moritz & Larissa S. Christensen 'When sexting conflicts with child sexual abuse material: the 

legal and social consequences for children' (2020) 27 Psychiatry, psychology, and law  at 815 
113 Ibid.  
114 Ibid. 
115 Kemal Veli Acar 'Sexual Extortion of Children in Cyberspace' (2016) 10 International journal of cyber 

criminology  at 110 
116 Ibid. at 111 
117 Ibid. at 112. 
118 Ibid. at 112 
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disclose the sexual abuse to adults and law enforcement.119 Anecdotal evidence shows that this 

form of abuse is typically used by groomers and sometimes means that children are coerced 

into continuously producing sexual material or performing distressing sexual acts in fear of 

being exposed.120  

 

e. An emerging form of OCSEA: Artificial Intelligence and computer-generated CSAM 

Generative Artificial Intelligence (AI) refers to a category of AI algorithms that generate new 

outputs based on the data they have been trained on.121 It is a branch of computer science aimed 

at replicating human intelligence and behaviour, to create AI that is capable of human 

intellectual processes, such as making decisions, finding meaning, applying reasoning, 

generalising and recognising patterns, and learning from experiences.122 

 

Child sexual abuse images generated using AI are an emerging and growing area of concern 

for child online safety. A report by the IWF found that 20,254 AI-generated images were found 

to have been posted to one dark web CSAM forum in one month in 2023, of which 2,562 

images were assessed as criminal pseudo-photographs123 and 416 were assessed as criminal 

prohibited images in terms of the UK criminal laws.124 The report further revealed that there is 

reasonable evidence that AI CSAM has increased the potential for the re-victimisation of 

known child sexual abuse victims, as well as for the victimisation of famous children and 

children known to perpetrators.125 Finally, IWF recommends that most AI CSAM found and 

analysed is realistic enough to be treated as ‘real’ CSAM.126 

 
 
119 Ibid. at 53. 
120 Ibid.  at 53 
121 We Protect Global Alliance Global Threat Assessment 2023: Assessing the scale and scope of child sexual 

exploitation and abuse online, to transform the response (2023) available at https://www.weprotect.org/wp-

content/uploads/Global-Threat-Assessment-2023-English.pdf, accessed on 13 January 2024. at 21 
122 Claudia Ratner 'When "sweetie" is not so sweet: Artificial intelligence and its implications for child 

pornography' (2021) 59 Family court review  at 288. 
123 Bill Hebenton et al 'Offences involving indecent photographs and pseudo-photographs of children: an 

analysis of sentencing guidelines' (2009) 15 Psychology, crime & law  at 247 define pseudo-photographs as an 

image, whether made by computer graphics or otherwise, which appears to be a photograph, where the 

predominant impression conveyed is that the person shown is a child not withstanding that some of the physical 

characteristics shown are those of an adult. This could also include cartoon drawings.  
124 Internet Watch Foundation How AI is being abused to create child sexual abuse imagery (2023) available at 

https://www.iwf.org.uk/media/q4zll2ya/iwf-ai-csam-report_public-oct23v1.pdf, accessed on 07 February 2024. 

at 6. 
125 Ibid. at 6 
126 Ibid. at 6 
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V. CONCLUSION 

 
This chapter focused on OCSEA data in the context of Namibia and the different risks that 

children in Namibia are exposed to in relation to OCSEA. To set the pace for chapter three, 

this chapter analysed through literature the different forms of OCSEA, which can be 

categorised into two main categories, namely online grooming-related offences (which include 

solicitation of children and sextortion) and CSAM-related offences (which also include live 

streaming of child sexual abuse, sextortion and AI-generated CSAM). Sextortion overlaps with 

online grooming and CSAM, as it may contain elements of both. The next chapter will analyse 

binding international instruments on OCSEA, provide a comprehensive overview of the legal 

protection afforded to children under international law, and set out the obligations under 

international law relating to the criminalisation of OCSEA. Finally, this chapter will answer 

the first leg of the problem statement ‘What does international law require in relation to the 

criminalisation of OCSEA127 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
127 Chapter I. at 3 
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CHAPTER 3: INTERNATIONAL LEGAL FRAMEWORK RELATING TO OCSEA 

 

I. INTRODUCTION  

 
The CRC, which is the most widely ratified international human rights treaty, sets out the civil, 

political, economic, social, and cultural rights of children.128 It establishes that all children 

should be protected from all forms of violence, exploitation and abuse and ensures that the 

child’s best interest should be the primary consideration in any matters affecting them. At the 

regional level, the AU, of which Namibia is a member State, has joined the global fight to 

tackle OCSEA on the African continent. The African Committee of Experts on the Rights and 

Welfare of the Child (ACERWC) noted an increase in internet usage among African children, 

which comes with a bigger risk of children being sexually exploited online.129 ACERWC 

derives its mandate from Articles 32-46 of the ACRWC, with the primary objective of making 

Africa fit for children by protecting and respecting their rights.130 The ACRWC is the main 

African Convention addressing sexual abuse and exploitation of children, to which Namibia is 

a State party.131 The ACRWC embodies the basic principles of the CRC under Articles 34 and 

36, which require state parties to protect children from all forms of sexual exploitation and 

sexual abuse as defined in its principles on the status of children.132  

 

This chapter provides a comprehensive overview of relevant international and regional legal 

instruments addressing OCSEA, binding on Namibia. It also provides an analysis of soft laws 

and other non-binding (on Namibia) international instruments that Namibia can draw 

inspiration from in addressing and criminalising OCSEA domestically. The instruments 

discussed in this chapter set out the obligations under international law relating to the 

criminalisation of OCSEA. This chapter will answer the first leg of the problem statement- 

‘What does international law require in relation to the criminalisation of OCSEA?’133 

 
 
128 OHCHR 'Ratification Status for CRC - Convention on the Rights of the Child'  available at 

https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/Treaty.aspx?Treaty=CRC&Lang=en, accessed on 

13 September 2024. 
129 ACERWC Thirty-third ordinary session of the African Committee of Experts on the Rights and Welfare of 

the Child (ACERWC) 18 – 28 March 2019 (2019) Addis Ababa, African Union,available at 

https://www.acerwc.africa/sites/default/files/2022-07/ACERWC-33nd-Session-Draft-Report-English-Final-

1.pdf, accessed on 26 January 2023. Para 53-4. 
130 Ibid. para 54 
131 ACERWC 'Ratifications Table'  available at https://www.acerwc.africa/en/member-states/ratifications, 

accessed on 14 August 2024.2024.  
132 See Article 34 and Article 36 UN CRC. 
133 See Chapter I. at 3. 
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II. BINDING INTERNATIONAL CONVENTIONS ON OCSEA 

 

a. The United Nations Convention on the Rights of the Child (CRC) 

The CRC provides a foundational starting point for the promotion, protection and advancement 

of child rights in the digital age.134 Although adopted in a pre-digital era, the CRC establishes 

basic standards applicable to every child worldwide.135 The CRC takes a holistic approach to 

child rights, by obligating State Parties to take action in ensuring the safety and protection of 

every child in every aspect of their life.136 Livingstone argues that although the full application 

of the CRC to the internet and ICT is yet to be tested and elaborated, it provides a structured 

framework to guide policy actions related to the rights of children in the digital era.137 Namibia 

ratified the CRC in 1990 without any reservations, thereby accepting full binding to the 

obligations set out in the CRC.138   

 

OCSEA is a violation of the rights of children to be protected from all forms of sexual 

exploitation and abuse.139 Article 34 of the CRC places a clear obligation on States parties to 

take action to protect children from these violations. It requires State parties to protect children 

from all forms of sexual exploitation and abuse and states as follows:  

States parties shall in particular take all appropriate national, bilateral, and multilateral 

measures to prevent: (a) the inducement or coercion of a child to engage in any unlawful 

sexual activity; (b) the exploitative use of children in prostitution or other unlawful sexual 

practices; (c) the exploitative use of children in pornographic performances and materials. 

 In his Commentary ‘The UN Convention on the Rights of the Child’, Tobin notes that the 

terms sexual abuse and sexual exploitation are not defined in the CRC.140 Van Bueren suggests 

 
 
134 Livingstone & Bulger op cit note 42 at 3.  
135 Ibid.  
136 Opal Masocha Sibanda Protection of Children’s Rights to Privacy and Freedom from Online Exploitation 

and Abuse in Southern Africa. A Case Study of South Africa and Zimbabwe Global Campus of Human Rights, 

2020) at 27. 
137 Ibid.  
138 OHCHR op cit note 128. 
139 See Article 34 discussed below. 
140 John Tobin The UN Convention on the Rights of the Child : a commentary Oxford public international law  

Oxford, Oxford University Press (2019) at 1315 
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that no definition was offered, probably because both terms are broad and overlapping concepts 

which risk being limited if defined.141 

 

Although Article 34 refers to ‘the exploitative use of children in pornographic performances 

and material’, the CRC falls short of the legal definition of the term provided.142 It does not 

specify whether such performances are carried out online or offline.143 Despite the lack of 

definition and the exact measures to be undertaken by state parties, it’s crucial to highlight that 

the most important international child rights convention explicitly identifies ‘child 

pornography’ as a form of sexual exploitation and child rights violation, and requires the 

member states to undertake various measures to address it.144 Building on Article 34, Article 

19 CRC calls on state parties to take, amongst others, all appropriate legislative measures to 

protect children from all forms of violence, including sexual abuse. Whilst Article 19 is not 

explicit on OCSEA, Tobin argues that child sexual abuse is also ‘an umbrella term’ which 

includes among others OCSEA.145 

 

Even though the CRC does not expressly refer to ‘online’ child sexual exploitation and abuse, 

the CRC Committee has reaffirmed in General Comment No. 25 (2021) on ‘children’s rights 

in relation to the digital environment’ the obligation of States parties to protect children from 

all forms of violence in the digital environment, including through legislative measures.146 

Dettmeijer-Vermeulen argued that although Article 34(c) CRC contains an obligation for States 

parties to prevent the exploitative use of children in pornographic performances and materials 

by all appropriate measures, the Convention does not explicitly mention criminal or penal law, 

thus leaving State parties with some discretion in the choice of measures they deem appropriate 

for the prevention of OCSEA in particular CSAM.147  Additionally, Simon argues that the 

 
 
141 Geraldine Van Bueren 'Child Sexual Abuse and Exploitation: A Suggested Human Rights Approach' (1994) 

2 International Journal of Children’s Right  at 45. 
142ECPAT op cit note 49 at 35. 
143 Ibid. at 35. 
144 UNICEF op cit note 30 at 12. 
145 Tobin op cit note 140 at 1315. 
146 UNICEF Legislating for the digital age: Global guide on improving legislative frameworks to protect 

children from online sexual exploitation and abuse (2022) New York, UNICEF,available at 

https://www.unicef.org/media/121261/file/Legislating%20for%20the%20digital%20age%20.pdf,  accessed 21 

May 2024 at 7. 
147Corinne Dettmeijer-Vermeulen 'Legal Challenges and Strategies for Combating Online Sexual Violence 

against Children: Making Children’s Rights Future-Proof' in Sloth-Neilson Ton Liefaard; Julia (ed) The United 

Nations Convention on the Rights of the Child: Taking Stock after 25 Years and Looking Ahead  The 

Nertherlands, Brill Nijhoff(2016)  at 47 
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provisions of the Convention alone set a good point of departure in addressing OCSEA, but is 

not comprehensive in addressing the problem, as States parties regulate and address OCSEA 

to varying degrees, for example, by criminalising some forms of OCSEA, i.e. the production 

and dissemination of CSAM, but not the possession of CSAM, which creates gaps in regulatory 

efforts that perpetrators can then exploit to abuse children online.148 

 

i. Analysis of Article 19: The right to protection against all forms of violence 

 

A mandatory obligation is imposed on States under Article 19 CRC to take all appropriate 

measures to protect the child from various harms. It must be noted that Article 19 should be 

interpreted with CRC General Comment No. 13. Tobin argues that the phrase ‘shall take’ is a 

term which leaves no leeway for the discretion of States parties, thus States parties are under a 

strict obligation to undertake all appropriate measures to fully implement this right for all 

children.149 This mandatory obligation is further supplemented by a general obligation under 

Article 2, which requires States to respect and ensure all the rights under the CRC, including 

Article 19.150 With respect to the obligation to protect enshrined in Article 19, and in the spirit 

of addressing OCSEA,  this translates into a requirement that States must take all appropriate 

measures to protect children from non-state actors from engaging in acts or omissions, 

intentionally or unintentionally, that would constitute violence and/or any of the other forms 

of harm listed under Article 19.151   

 

Concerning the question of resource constraints by State parties to fully implement Article 19, 

the position of the CRC Committee is clear that resource constraints cannot justify a State 

party’s failure to take any, or enough, of the measures that are required for child protection.152 

Tobin holds a diverging opinion that significant resources will be required by a state to both 

prevent the vast range of harms covered under Article 19 and to respond to a child’s needs 

when such harms do occur, thus, it would be unreasonable and impractical of the CRC 

Committee to insist that the obligation of States under Article 19 is immediate and must be 

 
 
148 June Simon et al 'Thirty years of the convention on the rights of the child: Developments in child sexual 

abuse and exploitation' (2020) 110 Child abuse & neglect  at 5. 
149 Tobin op cit note 73 at 705. 
150 Ibid. at 705. 
151 Ibid. at 705. 
152 General Comment No.13 (2011) The right of the child to freedom from all forms violence 2011  para 37. 
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secured irrespective of resources.153 This thesis thus aligns itself with Tobin's views and argues 

that the obligation of States under Article 19 is subject to progressive realisation.154 

According to the CRC Committee, the term ‘appropriate’ refers to a broad range of measures 

that cut across all sectors of Government, which must be used and effective in preventing and 

responding to all forms of violence.155 The CRC Committee further explains that effectiveness 

in this context requires an integrated, cohesive, interdisciplinary and coordinated system, 

informed by evidence in child protection.156 Tobin noted that States enjoy a significant level of 

discretion in determining which measures will be appropriate for Article 19, subject to two 

limitations. First, the measures must be effective in protecting children from the harms listed 

in Article 19, and second, the measures taken must be consistent with the other provisions of 

the CRC.157 He argues that, practically, it means that states must identify those children who 

are especially vulnerable to violence and abuse and take appropriate measures to protect such 

children from harm.158 

ii. Analysis of Article 34: Protection from sexual exploitation and sexual abuse 

Whilst Article 19 is generally regarded as the centrepiece in the CRC’s commitment to 

protecting children from all forms of violence,  Article 34 is designed to ensure strong measures 

to combat such harm and places onerous obligations on States parties to protect children from 

specific forms of commercial sexual exploitation and abuse, namely, unlawful sexual activity, 

prostitution, and pornography.159 The Luxembourg Guidelines define child sexual abuse as any 

sexual activity between a child and a closely related family member (incest) or between a child 

and an adult or older child from outside the family.160 It involves either explicit force or 

coercion, or, in cases where the victim cannot give consent because of his or her young age.161 

Tobin argues that although the terms sexual abuse and sexual exploitation overlap and are often 

used interchangeably, there is a growing tendency to interpret sexual exploitation as the sexual 

abuse of a child in which there is an exchange of something (whether direct or indirect, 

 
 
153 Tobin op cit note 140 at 705. 
154 Ibid. at 705. 
155 General Comment No.13 (2011) The right of the child to freedom from all forms violence para 39. 
156 Ibid.  
157 Tobin op cit note 140 at 706. 
158 Ibid. at 706. 
159 Ibid. at 1312. 
160 ECPAT op cit note 49 at 18. 
161 Ibid.at 19. 
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financial, or in some other form) between a third party, the perpetrator, or the child her/ 

himself.162 

The CRC does not define the terms ‘sexual exploitation’ and ‘sexual abuse’, and there was no 

discussion as to their meaning and scope during the drafting process.163 In General Comment 

No. 13, the CRC Committee provides a range of practices to be considered as falling within 

the scope of sexual abuse. These are the inducement or coercion of a child to engage in any 

unlawful or psychologically harmful sexual activity; the use of children in commercial sexual 

exploitation; the use of children in audio or visual images of sexual abuse; and child 

prostitution, sexual slavery, sexual exploitation, trafficking, and sale of children for sexual 

purposes and forced marriage.164 According to Tobin, child sexual abuse requires two 

elements: (1) sexual activities involving a child and (2) an abusive condition, such as coercion 

or a significant age gap between the participants, indicating a lack of consent.165 On the other 

hand, sexual exploitation in the context of Article 34 involves a nexus between the sexual abuse 

of a child and an exchange, whether direct or indirect, financial or in some other form, for the 

benefit of another person or persons.166 

In the spirit of Article 34, inducement refers to any manner of techniques used to induce a child 

to participate in unlawful sexual activity, such as an offer of financial compensation or the 

promise of care and affection. In contrast, coercion refers to the use or threat of force rather 

than more subtle forms of persuasion to engage a child in unlawful sexual activity.167 As the 

CRC does not contain the definition of sexual activity, the Luxembourg Guidelines suggest 

that sexual activity within the ambit of Article 34 refers to any real or simulated explicit and 

non-explicit sexual conduct or act of a sexual nature.168 

The CRC falls short of the definition of ‘pornography’. Tobin suggests that the definition of 

child pornographic performances and materials in Article 34 of the CRC should follow the 

 
 
162 Tobin op cit note 140 at 1314. 
163 Bueren op cit note 141 at 45. 
164 General Comment No.13 (2011) The right of the child to freedom from all forms violence para 18. 
165 Tobin op cit note 73 at 1316. 
166 Ibid.at 1318. 
167 Witting op cit note 29 at 50. 
168 ECPAT op cit note 49 at 3. 
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definition of child pornography in OPSC.169 He argues that this is problematic to the extent that 

the insistence under OPSC that the representation must depict explicit sexual activities 

excludes children’s engagement in non-explicit sexual activities.170 Through the inclusion of 

the phrase ‘by whatever means’, the definition extends to child pornography in which real 

children are used in performances and materials and simulated/ virtual ‘child pornography’ in 

which the images of a child engaged in sexual activities are generated without the use of real 

children by, for example, computer-generated CSAM.171 

 

Similar to the obligation placed on State parties under Article 19, Article 34 offers its unique 

formulation whereby states undertake to protect children from sexual abuse and exploitation.172 

The CRC Committee states that ‘shall take’ is a term which leaves no leeway for the discretion 

of state parties. Accordingly, States parties are under a strict obligation to undertake ‘all 

appropriate measures’ to fully implement this right for all children.’173    

 

b. Optional Protocol to the CRC on the sale of children, child prostitution and child 

pornography (OPSC) 

In 2000, the United Nations adopted the OPSC to supplement the CRC in promoting and 

safeguarding the rights of the child and protecting children from sale, sexual exploitation and 

sexual abuse.174 Namibia ratified OPSC on 16 April 2002, consequently becoming bound by 

the provisions of OPSC and its obligations.175 Similar to the CRC, OPSC was also adopted at 

a time when  ICT and social media were much less developed and less widespread, and when 

sexual offences against children did not have the close linkage to the digital environment that 

is often present today.176 Witting argues that the impetus for the development of the OPSC was 

 
 
169 Ibid. at 1326; Article 2 OPSC define ‘child pornography’ as any representation, by whatever means, of a 

child engaged in real or simulated explicit sexual activities or any representation of the sexual parts of a child 

for primarily sexual purposes. 
170 Tobin op cit note 140 at 1326. 
171 Ibid.at 1326. 
172 Ibid.at 1330. 
173 General Comment No.13 (2011) The right of the child to freedom from all forms violence para 37 
174 ECPAT Explanatory Report to the Guidelines regarding the implementation of the Optional Protocol to the 

Convention on the Rights of the Child on the sale of children, child prostitution and child pornography (2019) 

Bangkok, Thailand,  at 10. 
175 See OPSC ratification status available at 

https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/Treaty.aspx?Treaty=CRC&Lang=en accessed 23 

January 2024. 
176ECPAT op cit note 174 at 10. 

https://tbinternet.ohchr.org/_layouts/15/TreatyBodyExternal/Treaty.aspx?Treaty=CRC&Lang=en
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born out of major concerns about the surge in commercial child sexual exploitation and the 

impression that the CRC does not provide sufficient protection for child victims in such 

cases.177 A report by ECPAT International found that, despite CRC and OPSC being adopted 

before the digital age, they should not be viewed as outdated legal instruments with no 

relevance. The report further noted that to date, they remain the most comprehensive and 

universal international legal instruments for the rights of the child.178 Taking into account the 

historical background of the development of OPSC, guidelines regarding the implementation 

of OPSC and the ‘CRC General Comment 25 (2021) on children’s rights in relation to the 

digital environment’, it’s clear that a digital-specific interpretation of children’s rights 

enshrined in the CRC and OPSC should be applied.179   

 

Article 1 makes it mandatory for state parties to prohibit the sale of children, child prostitution 

and ‘child pornography’.180 Additionally, OPSC offers a legal definition of CSAM and 

criminalised conduct.181 This means that States parties must cover the above offences by 

substantive criminal law, not merely categorise them as administrative offences, as it aims to 

recognise the above offences as severe child rights violations, which require the full force of 

the law as a response.182 The obligation under Article 1 to prohibit the above offences is more 

explicit than the obligations under Articles 34 and 35 CRC. However, it is acknowledged that 

Article 1 needs to be read in conjunction with Articles 2 and 3, which provide for a minimum 

standard for a definition of these terms as well as for a catalogue of offences.183 Witting argued 

that Article 1 should be read in conjunction with Article 34 CRC, which broadly urges States 

parties to take all appropriate measures to prevent and respond to child abuse and 

exploitation.184 She acknowledged that while prohibiting certain behaviours through criminal 

law is a key strategy, criminal law alone is insufficient to curb these offences due to its 

complexity and involvement of various stakeholders.185 

 
 
177 Witting op cit note 29 at 24. 
178 Ibid. at 24 
179 Witting op cit note 29 at 25. 
180 Article 1 reads ‘States Parties shall prohibit the sale of children, child prostitution and child pornography as 

provided for by the present Protocol.’ 
181  UN General Assembly, Optional Protocol to the Convention on the Rights of the Child on the Sale of 

Children, Child Prostitution and Child Pornography, A/RES/54/263, 16 March 2001, 

https://www.refworld.org/legal/agreements/unga/2001/en/95783 [accessed 12 April 2024] see Article 1, 2 and 3. 
182 Witting op cit note 30 at 29. 
183 Ibid. at 29.  
184 Ibid. at 30 
185 Ibid. at 30 
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i. Analysis of Article 2 OPSC 

Article 2 (c) OPSC defines ‘child pornography’ as any representation, by whatever means, of 

a child engaged in real or simulated explicit sexual activities or any representation of the sexual 

parts of a child for primarily sexual purposes. This phrasing reflects the vast variety of 

depictions of child sexual abuse material, including, but not limited to, visual, audio, and 

written material, as well as physical objects such as sculptures.186 As OPSC does not define a 

child, a question arises as to what constitutes a child. Witting argues that reference should be 

made to the definition in Article 1 of the CRC, which defines a child as a person below the age 

of 18 years.187 On the question of the inclusion of virtual children as well as whether persons 

made to appear as children should fall under this definition, she argues that virtual depictions 

of existing children are covered by the provision (‘by whatever means’).188  

Article 2 OPSC requires State parties to criminalise real or simulated explicit sexual activities. 

With regard to the definition of sexual activities, there is no further definition or interpretation 

of sexual activities in OPSC.189  In the context of child prostitution, the CRC Committee offered 

the following definition of sexual activities which can also be applied here, i.e. at a minimum 

and whether real or simulated, all forms of sexual intercourse and intentional sexual touching 

involving a child, independent of the sex of all involved persons, and any lascivious exhibition 

of the genitals or the pubic area of a child’.190 In the context of ‘child pornography’, this term 

is further qualified by the addition of ‘explicit sexual activities. This means that depictions 

which merely suggest that children are engaged in sexual activities, such as erotic posing, do 

not fall under the scope of the OPSC.191 However, the question should be whether virtual 

children, as well as persons made to appear as children, should fall under this definition.  

The development of computer technology raises another issue regarding computer-generated 

CSAM.192 CSAM can be created by a computer without exploiting real children, and digital 

 
 
186 Ibid. at 47. 
187 Ibid. at 47. 
188 Ibid. at 47 
189  Ibid. at 48 
190 Ibid. at 48 
191 Ibid.  at 48 
192 Jisuk Woo 'The concept of harm in computer-generated images of child pornography' (2004) 22 The John 

Marshall journal of computer & information law  at 719. 
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images of adults may be modified to give the appearance that children are involved in the 

sexual acts, or images of children in sexual acts can be created without any real person or 

child.193 Defenders of computer-generated CSAM argue that such should not be illegal as there 

are no child victims harmed, whilst the counter-argument is that computer-generated CSAM 

could encourage actual CSAM, which then could harm children, thus it should be considered 

as CSAM.194 According to Witting, there is no doubt that Article 2 is one of the OPSC’s 

strongest features, which adds valuable weight in addition to Articles 34, 35, and 36 of the 

CRC.195  

 

ii. Analysis of Article 3 

With regard to the criminalised conduct, Article 3(1)(c) OPSC states that: 

Each State party shall ensure that, as a minimum, the following acts and activities are fully 

covered under its criminal or penal law, whether these offences are committed 

domestically or transnationally or on an individual or organised basis: [...] Producing, 

distributing, disseminating, importing, exporting, offering, selling, or possessing for the 

above purposes child pornography as defined in Article 2. 

This Article lays the minimum standard that States parties cannot fall short of in their 

national legislation, but States are free to enact more far-reaching legislation to protect 

children.196 The issue of mere possession of ‘child pornography’ in the context of OPSC 

has been debated. The main question is whether the phrase ‘for the above purposes’ refers 

to ‘producing, distributing, disseminating, importing, exporting, offering, selling’, or as 

per the suggestion in the CRC Committee’s Guidelines to ‘sexual exploitation’.197  

Witting argued that ‘the latter proposal clearly changes the language of the provision, as 

there is no mention of possession for the ‘purpose of sexual exploitation’. The CRC 

Committee seems to correct itself already in the next sentence by ‘strongly encouraging’ 

States parties to extend their criminal provisions to the ‘mere possession’ of such 

 
 
193 Ibid. at 719. 
194 Ibid. at 720. 
195 Witting op cit note 29 at 31. 
196 Ibid. at 55. 
197 Ibid. at 58. 
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material, thereby suggesting that ‘mere possession’ is not covered by the current wording 

of the OPSC.’198 

 

Witting criticised the OPSC for not covering emerging threats, i.e. accessing CSAM, 

where the material is only streamed and not downloaded, hence not possessed, and 

therefore clearly falls outside the scope of OPSC.199  The CRC Committee has 

acknowledged in its Guidelines regarding the implementation of OPSC the emerging 

nature of live streaming of CSAM and encouraged States parties to introduce criminal 

provisions which cover newly emerging means and modalities.200 Witting still criticised 

the CRC Committee on this, citing that it missed the opportunity in the Guidelines to 

explicitly request state parties to include the accessing of child sexual abuse material in 

their criminal provisions.201  

 

c. International Labour Organisation Convention on the Worst Forms of Child Labour 

1999 (No. 182) 

Namibia ratified the International Labour Organisation Convention No 182202 (ILO C182) on 

15 November 2000. ILO C182 was adopted by the United Nations member States in 1999 and 

calls on member States to take immediate and effective measures to secure the prohibition and 

elimination of the worst forms of child labour and to ensure effective implementation of its 

provisions, including penal and other sanctions.203 This Convention recognises the use, 

procuring or offering of a child for prostitution, for the production of pornography or for 

pornographic performances as child rights violations which require immediate prohibition and 

elimination as a matter of urgency.204 The only provision in ILO C182 relevant to OCSEA is 

 
 
198 Ibid. at 58. 
199 Ibid. at 59. 
200 Guidelines regarding the implementation of the Optional Protocol to the Convention on the Rights of the 

Child on the sale of children, child prostitution and child pornography para 2 and para 87 
201 Witting op cit note 29 at 59. 
202 International Labour Organization (ILO), Worst Forms of Child Labour Convention, C182, 17 June 

1999, C182, available at: https://www.refworld.org/docid/3ddb6e0c4.html [accessed 1 February 2023].  
203 Yvonne Nouwen Online Child Sexual Exploitation- A Common Understanding (2017) Thailand, ECPAT 

international,available at https://ecpat.org/wp-content/uploads/2021/05/SECO-Booklet_ebook-1.pdf, accessed 

on 06 February 2024. at 30. 
204 Joost Kooijmans 'Prostitution, Pornography and Pornographic Performances as Worst Forms of Child 

Labour: A Comment on Article 3(b) of ILO Convention 182' in 1 ed  Routledge(2008)  at 130. 
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Article 3(b), which prohibits the use, procuring or offering of a child for the production of 

pornography or pornographic performances.   

 

It must be noted that whilst ILO C182 criminalises child pornographic performances, which 

includes conduct related to live streaming of online sexual abuse, it does not cover all the other 

forms of OCSEA conduct, such as sexual extortion and online grooming of children.205 

Although the procurement of children for the production of ‘child pornography’ is criminalised, 

the Convention falls short of the definition of ‘child pornography’ or CSAM. Additionally, the 

ILO C182 does not establish a minimum threshold that States must comply with or meet in 

relation to national constitutions and legal frameworks regarding the criminalisation of 

prohibited conduct.206 Despite those shortcomings, it must be noted that ILO C182 explicitly 

identify and classifies 'child pornography/ performances' as one of the worst forms of child 

labour which should be criminalised by member States, thereby complementing the child rights 

violation approach in the CRC and OPSC and providing an additional angle for prosecution.207 

 

Nevertheless, Kooijmans argues that one of the primary obligations under this Convention is 

to immediately prohibit sexual exploitation in all its forms, through proper definitions, 

prohibitions and setting of appropriate penalties in domestic criminal law.208  

 

III. SOFT LAWS ON OCSEA 

 

a. CRC General comment No.13 (2011) on the right of the child to freedom from all forms 

of violence  

The CRC Committee issued General Comment No. 13 (2011) on the interpretation of Article 

19 of the CRC, regarding the right of the child to freedom from all forms of violence.209 They 

recognise that violence through ICTs poses a child protection risk,210 and may create avenues 

for sexual abuse of children to produce both visual and audio child abuse images facilitated by 

the internet and other ICTs as well as the process of taking, making, permitting to take, 

 
 
205 Ibid. at 31. 
206 Ibid. at 31 
207 Ibid. at 31 
208 Ibid at 139. 
209 General Comment No.13 (2011) The right of the child to freedom from all forms violence at 11 
210 Ibid. para 31 
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distributing, showing, possessing or advertising indecent photographs or pseudo photographs 

(morphing) and videos of children.211 The Committee acknowledges that through ICT, children 

may also be harassed or stalked and or coerced, lured, tricked, or persuaded into meeting 

strangers offline and groomed for involvement in sexual activities.212  

 

The CRC Committee interpreted the term ‘all appropriate measures’ in Article 19 CRC to refer 

to the broad range of measures which must be used by all sectors of State parties to effectively 

prevent and respond to all forms of violence.213 They urge state parties to review and amend 

domestic legislation in line with Article 19 and its implementation within the holistic 

framework of the CRC and to establish a comprehensive policy on child rights and ensure the 

absolute prohibition of all forms of violence against children in all settings and effective and 

appropriate sanctions against perpetrators. They also urged State parties to ensure that relevant 

legislation provides adequate protection of children in relation to media and ICT.214  

 

b. CRC General Comment 25 (2021) on children’s rights in relation to the digital 

environment  

The CRC Committee launched General Comment No. 25 (2021) on children’s rights in 

relation to the digital environment.215 They recognise the possibility of sex offenders using 

digital technologies to solicit children for sexual purposes and to participate in online child 

sexual abuse through the live video streaming, production, and distribution of child sexual 

abuse material and sexual extortion.216 The CRC Committee further acknowledged that 

OCSEA may also be perpetrated within a child’s circle of trust, by family or friends or, for 

adolescents, by intimate partners, and may include the non-consensual creation or sharing 

of sexualised text or images, such as self-generated content by solicitation and or 

coercion.217 The CRC Committee noted that States are required to develop legislative and 

administrative measures to combat violence against children in the digital environment, 

including regular review and updating to ensure they address the latest emerging trends.218  

 
 
211 Ibid. para 31 
212 Ibid. para 31 
213 Ibid. para 39.  
214 Ibid. para 4.1 
215 General comment No. 25 (2021) on children’s rights in relation to the digital environment 2021   
216 Ibid para 81 
217 Ibid. para 14. 
218 Witting  op cit note 29 at 28.  
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In this General Comment, the Committee provides guidance to member States on relevant 

legislative, policy, and other measures to ensure full compliance with their obligations 

under the CRC and OPSC, in light of the opportunities, risks, and challenges in promoting, 

respecting, protecting, and fulfilling all children’s rights in the digital environment.219 

States parties are encouraged to ensure the operation of effective child protection mechanisms 

online and safeguarding policies, while also respecting children’s other rights, in all settings 

where children access the digital environment.220 

 

The CRC Committee recommends that state parties should review, adopt, and update their 

national legislation in line with international human rights standards, to ensure that the digital 

environment is compatible with the rights set out in the CRC and its Optional Protocols.221  

With regard to the development of comprehensive national policies and strategies on child 

online protection, the CRC Committee encourage State parties to ensure that child online 

protection is integrated within national child protection policies.222 States parties should 

implement measures that protect children from risks, including cyberaggression and digital 

technology facilitated OCSEA, ensure the investigation of such crimes and provide remedies 

and support for children who are victims.223 In particular, the CRC Committee encourages 

States parties to take legislative and administrative measures to protect children from 

recognised and emerging risks of all forms of violence in the digital environment, which 

includes, among others, sexual exploitation and abuse.224 

 

Witting argued that General Comment No. 25 plays an important role in complementing the 

OPSC Guidelines (discussed below) and draws connections to other children’s rights and their 

interpretation in relation to the digital environment.225 

 

 
 
219 General comment No. 25 (2021) on children’s rights in relation to the digital environment para 7. 
220 Sabine K. Witting Walking a tightrope on an ethernet cable: The CRC Committee’s 25th General Comment 

Children’s Rights in relation to the digital environment (2021) Leiden, Leiden Law,  
221 Ibid. at 4. 
222 Ibid. at 5. 
223 Ibid. at 5. 
224 General comment No. 25 (2021) on children’s rights in relation to the digital environment para 121. 
225 Witting op cit note 29 at 29. 
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c. CRC Guidelines regarding the implementation of the Optional Protocol to the 

Convention on the Rights of the Child on the sale of children, child prostitution and child 

pornography  

In 2019, the CRC Committee adopted the ‘Guidelines regarding the implementation of the 

Optional Protocol to the CRC on the Sale of Children, Child Prostitution and Child 

Pornography’ (OPSC Guidelines).  The OPSC Guidelines aim to simplify the provisions 

contained in the OPSC and help State parties understand them in terms of implementation and 

compliance.226 A detailed discussion of the OPSC Guidelines was developed by ECPAT 

International, a global network of civil society organisations that works to end the sexual 

exploitation of children. The CRC Committee notes in the guidelines that whilst the CRC and 

OPSC are fully relevant and applicable in the digital environment, their provisions require an 

interpretation adapted to today’s realities.227 Witting, in her commentary on OPSC, argues that 

the CRC Committee therefore aims ‘to foster a deeper understanding of the Optional Protocol’s 

substantive provisions and the various modern forms of sale and sexual exploitation of children 

in light of developments in the digital environment and given the increase in knowledge and 

experience regarding the sale and sexual exploitation of children since its adoption.228 

 

In establishing national legislative frameworks, the CRC Committee recommends that States 

parties take into account technological advancements to ensure that their applicability is not 

eroded by future developments and to avoid loopholes associated with emerging concerns, 

including new forms of online sale and sexual exploitation.229 In relation to the criminalisation 

of OCSEA, the CRC Committee recommends that States parties adopt or strengthen, 

implement, and disseminate laws, administrative measures and social policies and programmes 

to prevent the offences covered by OPSC.230 States should also regularly assess and, when 

necessary, revise legislation and policies to guarantee that their legal and policy frameworks 

are adapted to rapidly changing realities. Finally, the committee recommends that the 

 
 
226 Witting op cit note 29 at 29 
227 Guidelines regarding the implementation of the Optional Protocol to the Convention on the Rights of the 

Child on the sale of children, child prostitution and child pornography at 1. 
228  Witting op cit note 29 at 26. 
229 Ibid. at 5. 
230 Ibid. at 8. 
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implementation of Article 3 of the OPSC requires the adoption of substantive criminal law that 

prohibits all the offences included in the OPSC.231  

 

d. Terminology Guidelines for the Protection of Children from Sexual Exploitation and 

Sexual Abuse (Luxembourg guidelines) 

The Terminology Guidelines for the Protection of Children from Sexual Exploitation and 

Sexual Abuse (‘Luxembourg Guidelines’) were adopted in 2018 by the Interagency Working 

Group in Luxembourg.232 The Luxembourg guidelines offer greater conceptual clarity on 

terminologies relating to all forms of abuse and exploitation of children (including OCSEA) to 

ensure stronger and more consistent advocacy, policy, and laws in all languages across the 

globe.233 It offers universally agreed terminologies and definitions of different forms of 

OCSEA, i.e., online grooming, CSAM, sextortion, etc.  The guidelines note that the 

inconsistent use of language and terms can lead to inconsistent laws and policy responses on 

the same issue.234 

f. Council of Europe Convention on the Protection of Children against Sexual 

Exploitation and Sexual Abuse 

The Council of Europe Convention on the Protection of Children against Sexual Exploitation 

and Sexual Abuse235 (also known as the Lanzarote Convention) focuses on procedural criminal 

legal measures to define and criminalise sexual exploitation of children-related crimes.236 It 

provides a legal framework for child sexual abuse and exploitation, not included in the CRC 

and OPSC, such as online grooming and all actions concerning the participation of a child in 

 
 
231 Article 3 OPSC reads: 1. Each State Party shall ensure that, as a minimum, the following acts and activities 

are fully covered under its criminal or penal law, whether such offences are committed domestically or 

transnationally or on an individual or organized basis:… (a) In the context of sale of children as defined in 

article 2:  (i) Offering, delivering or accepting, by whatever means, a child for the purpose of: a. Sexual 

exploitation of the child; (c) Producing, distributing, disseminating, importing, exporting, offering, selling or 

possessing for the above purposes child pornography as defined in article 2. 
232 The Group included amongst others, the African Committee on the Rights and Welfare of the Child, 

INTERPOL, the Office of the United Nations High Commissioner for Human Rights, the UN Committee on the 

Rights of the Child, the UN Special Rapporteur on the sale of children, child prostitution and child pornography, 

Special Representative of the United Nations Secretary General on Violence against Children, International 

Telecommunication Union, and UNICEF. 
233 ECPAT op cit note 50 at 22.  
234 Ibid. at 22 
235 Council of Europe. (2007). Convention on the Protection of Children against Sexual Exploitation and Sexual 

Abuse. 
236 Ibid. Article 18, Article 20, and Article 21. 
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pornographic performances.237 Although the Lanzarote Convention sets the best international 

standards and provides important guidelines to harmonise and apply an internationally 

comparable standard to national legislation,238 this Convention has not been ratified by 

Namibia; thus, it will not be further discussed. Likewise, the Council of Europe Convention on 

Cybercrime239 (also referred to as the Budapest Convention) is relevant to this topic as it offers 

a definition and requires criminalised conduct of CSAM. However, it is not ratified by 

Namibia, and thus it’s not binding and will not be discussed further.240  

g. Draft United Nations Cybercrime Convention 2024 

In December 2019, the United Nations General Assembly (UNGA) adopted resolution 74/247 

on ‘Countering the use of information and communications technologies for criminal 

purposes’. It established an open-ended ad hoc intergovernmental Committee of experts, to 

negotiate and elaborate a comprehensive international Convention to address cybercrime.241  

After three years of work, the ad hoc committee242 agreed on a draft Convention text on 09 

August 2024.243 The draft Convention is expected to be adopted by the UNGA later in 2024, 

thus becoming the first global legally binding instrument on cybercrime. At the time of the 

publication of this research, the draft Convention had not yet been adopted by the UNGA, and 

updates on the status of the Convention were not available in the public domain.  

 

 
 
237 Ibid. Article 23.  
238 UNICEF op cit note 31 at 5. 
239 Council of Europe. (2001). Convention on Cybercrime. 
240 Other important non-binding regional conventions includes Arab Convention on Combating Information 

Technology Offences; Declaration on the Protection of Children from All Forms of Online Exploitation and 

Abuse in the Association of Southeast Asian Nations; Economic Community of West African States’ Directive 

C/DIR 1/08/11 on Fighting Cyber Crime; EU Directive 2011/93 of the European Parliament and of the Council 

on combating the sexual abuse and sexual exploitation of children and child pornography; EU Directive 

2016/680 of the European Parliament and of the Council on the protection of natural persons with regard to the 

processing of personal data by competent authorities for the purposes of the prevention, investigation, detection 

or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such 

data (Directive 2016/680/EU). 
241 Resolution 74/247 Countering the use of information and communications technologies for criminal purposes 

2020 UNGA   
242 The open ended ad hoc intergovernmental committee of experts was created by the UN General Assembly 

through resolution 74/247 to negotiate and draft the Cybercrime Convention, taking into account existing 

international and regional instruments and to conduct a comprehensive study on cybercrime. The ad hoc 

committee consist of State representatives of all regions of the UN member States i.e. African Group, 

represented by Algeria, Egypt and Nigeria; the Asia Pacific Group represented by China, Japan and Indonesia; 

Eastern European Group represented by Estonia, Poland and Russia; Group of Latin America and the Caribbean 

represented by Dominican Republic, Nicaragua and Brazil; and Wester European and others Group represented 

by Australia, Portugal and the United States. 
243 UN United Nations - Member States finalize a new cybercrime convention (2024) New York, UNODC,  
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Namibia was amongst the nineteen African countries that contributed to the first three 

substantive sessions of the Cybercrime Ad Hoc Committee, putting forward proposals for 

criminal offences to be included in a Convention on cybercrime, noting that the Convention 

should strengthen international cooperation, and stressing the need to ensure protection of 

human rights while fighting cybercrime.244 Although this Convention has not yet been adopted, 

it represents a progressive step towards addressing OCSEA at the global level.  

 

Article 14 of the draft Convention provides for offences related to online child sexual abuse or 

child sexual exploitation material and calls on State parties to adopt such legislative and other 

measures to establish as criminal offences under their domestic law, when committed 

intentionally and without right, the following conduct:  

 

- Producing, offering, selling, distributing, transmitting, broadcasting, displaying, publishing 

or otherwise making available child sexual abuse or child sexual exploitation material 

through an information and communications technology system;  

- soliciting, procuring or accessing child sexual abuse or child sexual exploitation material 

through an information and communications technology system;  

- possessing or controlling child sexual abuse or child sexual exploitation material stored in 

an information and communications technology system or another storage medium and 

- financing the above-mentioned offences. 

 

The draft Convention defines ‘child sexual abuse or child sexual exploitation material’ in 

Article 14  to include visual material, and may include written or audio content, that depicts, 

describes or represents any person under eighteen years of age: engaging in real or simulated 

sexual activity; in the presence of a person engaging in any sexual activity; whose sexual parts 

are displayed for primarily sexual purposes; or subjected to torture or cruel, inhumane or 

degrading treatment or punishment and such material is sexual in nature. State Parties may 

require that the above-mentioned material be limited to material that depicts, describes or 

represents an existing person; or visually depicts child sexual abuse or child sexual 

exploitation. Additionally, sexting between minors is not criminalised under these provisions, 

nor is the consensual production, transmission, or possession of such material, where the 

 
 
244 Jovan Kurbalija Sorina Teleanu Stronger digital voices from Africa: Building African digital foreign policy 

and diplomacy (2022) DIPLO Foundation, at 88. 
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underlying conduct depicted is legal under domestic law and where such material is maintained 

exclusively for the private and consensual use of the persons involved. 

 

Article 15 deals with the solicitation or grooming to commit a sexual offence against a child 

and calls on State parties to adopt legislative measures to establish as criminal offences under 

their domestic law the act of unintentionally communicating, soliciting, grooming, or making 

any arrangement through an ICT system to commit a sexual offence against a child, as defined 

in domestic law, including for the commission of any of the offences established under Article 

14 of the Convention. 

 

An analysis of this draft Convention will not be provided further, as it has not yet been adopted 

and no specific date has been indicated for presentation and possible adoption by the UNGA. 

This thesis will, however, remark that the provisions of this draft Convention are progressive 

and could cover existing gaps in CRC and OPSC. 

 

IV. BINDING REGIONAL LEGAL FRAMEWORKS ON OCSEA 

 

a. African Charter on the Rights and Welfare of the Child 

The then Organisation of African Unity (now African Union) adopted the ACRWC in 1990.245 

This is the key regional human rights instrument addressing issues and rights of children in 

Africa. The Charter is binding on Namibia, following its ratification in 2004.246 The provisions 

on child abuse and sexual exploitation are, to a large extent, similar to those of the CRC.247 

Article 27 ACRWC requires States to protect children from sexual exploitation and abuse.248 

It further obliges State parties ‘to take measures to prevent the inducement, coercion or 

encouragement of a child to engage in any sexual activity, the use of children in prostitution or 

 
 
245 ACERWC 'Overview Of The African Charter On The Rights And Welfare Of The Child'  available at 

https://www.acerwc.africa/en/page/about-the-charter#:~:text=Of%20The%20Child-

,Overview%20Of%20The%20African%20Charter%20On%20The%20Rights%20And%20Welfare,force%20on

%2029%20November%201999, accessed on 13 June.2023. 
246 ACERWC op cit note 12. 
247 Danwood Mzikenge Chirwa 'The merits and demerits of the African Charter on the Rights and Welfare of the 

Child' (2002) 10 The International journal of children's rights  at 166. 
248 Organization of African Unity (OAU), African Charter on the Rights and Welfare of the Child, 11 July 

1990, CAB/LEG/24.9/49 (1990), available at: https://www.refworld.org/docid/3ae6b38c18.html [accessed 1 

February 2023]. 
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other sexual practices and the use of children in pornographic activities, performances and 

materials.’249 Under this Article, State parties undertake to protect children from all forms of 

sexual exploitation and sexual abuse, and to take measures to prevent the inducement, coercion 

or encouragement of a child to engage in any sexual activity, the use of children in prostitution 

or other sexual practices, including pornographic activities, performances, and materials.250  

 

In crafting this Article, Chirwa argues that the Charter has carefully avoided criticisms that 

have been levelled against the CRC concerning sexual exploitation.251 In comparison, the CRC 

provides in Article 34 that State parties must take all appropriate national, bilateral and 

multilateral measures to prevent the exploitative use of children in prostitution or other 

unlawful sexual practices, and the exploitative use of children in pornographic performances 

and materials, thus giving an impression that the use of children under 18 in pornography and 

prostitution that is not exploitative or unlawful is permissible.252 He concluded that the Charter 

must therefore be commended for dropping the two words  ‘exploitative’ and ‘unlawful’.253 

 

The Charter obliges state parties to take all appropriate measures, including legal, 

administrative, social, and educational measures, to protect the child from all forms of physical 

abuse or exploitation, including sexual abuse, while in the care of parents or guardians.254 

Emphasising the interpretation of Article 27, the ACRWC Committee in its General Comment 

No. 7 notes that State parties should ensure that national laws criminalise all CSAM-related 

acts such as the production, distribution, dissemination,  importing, exporting, offering, selling, 

or possessing for the purposes of sexual exploitation of CSAM.255 The ACRWC further urges 

member states to ensure that mere possession of CSAM is made a criminal offence.256 Even 

where CSAM are not possessed, such as where they are live live-streamed or viewed on a 

 
 
249 Ibid. Article 27. 
250 African Union Online Child Sexual Exploitation and Abuse (OCSEA) (2020) Addis Ababa, African Union, at 

2 
251 Chirwa op cit note 248 at 166. 
252Ibid. at 166 
253 Chirwa op cit note 248 at 166. 
254 Dejo Olowu 'Protecting children's rights in Africa: A critique of the African Charter on the Rights and 

Welfare of the Child' ibid. at 129. 
255 ACERWC op cit note 37 at 24 
256 Ibid.  at 24 
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webcam show in real time, a criminal sanction should be provided for.257 Penalties indicative 

of the severity of the offences should be spelt out by law to guide sentencing officers.258 

 

Article 15 ACRWC is relevant to OCSEA and calls on state parties to protect children from all 

forms of economic exploitation and from performing any work that is likely to be hazardous 

or to interfere with the child's physical, mental, spiritual, moral, or social development.259 The 

Charter further urges State parties to ensure that the relevant provisions of their criminal or 

penal codes cover all forms of CSAM, whether offline or online260 and that the recruitment, or 

coercion of a child into participating in pornographic performances or causing a child to 

participate in such performances, profiting from or otherwise exploiting a child for such 

purposes, and knowingly attending pornographic performances involving children should be 

criminalised in national legislation.261  

 

Additionally, Article 16 (1) requires state parties to adopt specific legislative, administrative, 

social and educational measures to ensure the protection of children from all forms of torture, 

inhuman or degrading treatment and especially physical or mental injury or abuse, neglect or 

maltreatment, including sexual abuse.262  

b. African Union Convention on Cyber Security and Personal Data Protection, (Malabo 

Convention) 

The AU adopted the Convention on Cyber Security and Personal Data Protection, (also known 

as the Malabo Convention), which spells out the options for an African-wide cyber security 

policy including combatting cybercrime.263 Article 29 (3) is an important provision for the topic 

at hand, which deals with content-related offences committed in cyberspace concerning 

 
 
257 Ibid. at 24 
258 Ibid. at 24 
259 Article 15 further calls on States Parties to ‘take all appropriate legislative and administrative measures to 

ensure the full implementation of this Article which covers both the formal and informal sectors of employment 

and having regard to the relevant provisions of the International Labour Organization’s instruments relating to 

children’. 
260 Ibid. at 24. 
261 Ibid. at 25. 
262 Article 16, Organization of African Unity (OAU), African Charter on the Rights and Welfare of the Child, 11 

July 1990, CAB/LEG/24.9/49 (1990), available at: https://www.refworld.org/docid/3ae6b38c18.html [accessed 

1 February 2023] 
263 African Union Convention on Cyber Security and Personal Data Protection, Approved by the African Union 

Executive Council in 2013, and adopted on 27 June 2014 available at: 

https://au.int/sites/default/files/treaties/29560-treaty-0048_-

_african_union_convention_on_cyber_security_and_personal_data_protection_e.pdf accessed 02 January 2023. 
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children and calls upon State parties to criminalise them. In particular, it provides for offences 

relating to the production, dissemination, accessing and possession of CSAM through a digital 

system. It calls on member States to take necessary legislative and or regulatory measures to 

criminalise offences provided for in the Malabo Convention at the national level, with 

prescribed penalties upon conviction.264 The Malabo Convention lays a progressive foundation 

for addressing CSAM, as it also criminalises digitally generated CSAM and acts of facilitating 

or providing access to pornographic content to a minor, which captures aspects of online 

grooming and sexual extortion.265 

 

Namibia ratified the Malabo Convention on 25 January 2019; however, the Convention faced 

significant challenges in attaining signatures and ratifications, in line with Article 36, which 

states that the Convention shall enter into force thirty days after the date of the receipt of the 

fifteenth instrument of ratification. It only entered into force on 08 June 2023 upon ratification 

by Mauritania, marking the 15th ratification.266 This Convention is thus fully binding on 

Namibia.  

 

This is the latest Convention addressing OCSEA ratified by Namibia just 5 years ago. All the 

national legal frameworks discussed in this research were enacted long before Namibia ratified 

the Malabo Convention. It will thus be unrealistic to expect national legislation to comply with 

this Convention, which recently came into force over a year ago. This research argue that 

Namibia has an opportunity to fully align its national laws with this Convention by aligning 

the national draft legislation on cybercrime and sexual exploitation with the Convention.   

 

Article 29(3) of the Malabo Convention requires State parties to take the necessary legislative 

and/or regulatory measures to make it a criminal offence to: produce, register, offer, 

manufacture, make available, disseminate, and transmit an image or a representation of ‘child 

pornography’ through a computer system. It also requires State parties to criminalise the 

procurement for oneself or for another person, import or have imported, and export or have 

 
 
264 Ibid. Article 19 (2). 
265 Nouwen  op cit note 203 at 35. 
266 See List of Countries which have signed, ratified or acceded to the African Union Convention on Cyber 

Security and Personal Data Protection available at  https://au.int/sites/default/files/treaties/29560-sl-

AFRICAN_UNION_CONVENTION_ON_CYBER_SECURITY_AND_PERSONAL_DATA_PROTECTION.

pdf accessed on 24 November 2024 

https://au.int/sites/default/files/treaties/29560-sl-AFRICAN_UNION_CONVENTION_ON_CYBER_SECURITY_AND_PERSONAL_DATA_PROTECTION.pdf
https://au.int/sites/default/files/treaties/29560-sl-AFRICAN_UNION_CONVENTION_ON_CYBER_SECURITY_AND_PERSONAL_DATA_PROTECTION.pdf
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exported an image or representation of child pornography through a computer system, and to 

possess an image or representation of child pornography in a computer system or on a computer 

data storage medium. It further requires State parties to criminalise the exposure of children to 

pornographic content.  

 

The Malabo Convention offers a comprehensive definition of ‘child pornography’ in Article 1, 

which includes any visual depiction, including any photograph, film, video, or image, whether 

made or produced by electronic, mechanical, or other means, of sexually explicit conduct, 

where the production of such visual depiction involves a minor. The definition further 

encompasses visual depiction of children, including in digital images, computer images, or 

computer-generated images, where a minor is engaging in sexually explicit conduct or when 

images of their sexual organs are produced or used for primarily sexual purposes and exploited 

with or without the child's knowledge. It also covers what can be termed as artificial 

intelligence-generated images, which include visual depictions which has been created, 

adapted, or modified to appear that a minor is engaging in sexually explicit conduct. 

 

VI. NON-BINDING REGIONAL INSTRUMENTS ON OCSEA 

 

a.  The African Union Child Online Safety and Empowerment Policy, 2024 

In February 2024, the AU adopted the Child Online Safety and Empowerment Policy at the 

44th Ordinary Session of the AU Executive Council in Addis Ababa, Ethiopia. The policy 

outlines key guiding principles that anchor the protection of children in the online environment, 

identifies key policy goals in the African context, and charts an implementation plan to assist 

the AU and its member states in realising the policy goals and objectives.267 It recognises that 

many countries in Africa broadly address sexual exploitation or ban pornography in general; 

however, these laws are not enough as they do not specifically address the criminal aspects of 

various forms of OCSEA. Furthermore, the policy notes the lack of harmonised definitions, 

approaches and legislative measures among member States on OCSEA, thus posing a 

considerable challenge in ensuring OCSEA offences are identified as well as offenders tracked, 

including outside national borders and eventually brought to justice.268  

 
 
267 Child Online Safety and Empowerment Policy 2024  at 4. 
268 Ibid. at 9. 
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 The policy goal on legal and regulatory frameworks aims to strengthen and realign the 

continental, regional and national legal and regulatory regimes related to child online safety. 

According to the policy, the delivery of the implementation plan will be coordinated by a newly 

established AU Child Online Safety Steering Committee, which will also be responsible for 

regularly reviewing and updating the plan to adapt to learnings within the context of its 

implementation and evolving international best practices.269 

 

b. SADC Model Law 

The Southern Africa Development Community (SADC) Model Law on Cybercrime was 

adopted in May 2008 by ministers responsible for ICTs through the AU, as a reference 

framework for the harmonisation of telecommunications and ICT policies and regulations in 

Sub-Saharan Africa. It serves as the basis for model policies and legislative texts that offer the 

prospect of a legislative landscape that includes cybercrime against children.270 The Model 

Law provides a legal definition and regulation of CSAM.271  

The model law defines a child as any person under the age of eighteen. ‘Child pornography’ is 

defined as pornographic material that depicts, presents, or represents a child engaged in 

sexually explicit conduct; a person appearing to be a child engaged in sexually explicit conduct; 

or images representing a child engaged in sexually explicit conduct, which includes any audio, 

visual or text pornographic material.272 The model law recommends that the following CSAM-

related offences should be criminalised when committed through a computer system. The 

production of ' child pornography’ for its distribution; offering or making available child 

‘pornography’; distribution or transmission of ‘child pornography’ and the procurement and/or 

obtaining child pornography for oneself or for another person.273  

The major shortcoming of the SADC Model Law is that it only covers one form of OCSEA, 

namely CSAM and does not address or refer to other forms of OCSEA, thus limiting its 

application. Despite this shortcoming, it remains one of the key instruments specific to Africa 

 
 
269 Ibid. at 12. 
270 Computer Crime and Cybercrime: Southern African Development Community (SADC) Model Law, 2013    
271 Ibid. at 7 
272 Ibid at 1 
273 Ibid at 7 
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and the SADC, addressing OCSEA, and its provisions can set the pace for national legislations 

on CSAM. 

VII. CONCLUSION  

 
Considering the legal analysis in this chapter, it remains clear that the CRC and OPSC are the 

most comprehensive international legal instruments on child rights, supplemented by the 

ACRWC and the Malabo Convention at the regional level. The CRC, OPSC, ILO C182, 

ACRWC and Malabo Convention are the binding international Conventions on Namibia, 

addressing the criminalisation of OCSEA. They provide legal definitions of required conduct 

and offer acts that should be criminalised by Member States. They all address the legal aspects 

of the criminalisation of CSAM-related offences and the use of children in pornographic 

performances. The next chapter will turn to the efforts of the Namibian government to 

domesticate the CRC, OPSC, ILO C182 and ACRWC. It will analyse the national legal 

landscape on OCSEA and will measure the current legal provisions on the criminalisation of 

all forms of OCSEA against international law, identify gaps in the legislation, and explore 

opportunities to address such gaps.  
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Table 1: Summary of conduct required to be criminalised under binding international 

law 
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Convention  Adoption 

date 

Ratification 

Date 

(Namibia) 

Required conduct to be criminalised 

Convention on the 

Rights of the Child 

(CRC) 

20/11/1989 30/09/1990 Article 34 

a) The inducement or coercion of a child to 

engage in any unlawful sexual activity.  

b) The exploitative use of children in 

prostitution or other unlawful sexual 

practices.  

c) The exploitative use of children in 

pornographic performances and 

materials.  

Optional Protocol on the 

Sale of Children, Child 

Prostitution and Child 

Pornography (OPSC) 

24/05/2000 16/04/2002 Article 3(1)(a)(i) Offering, delivering, or 

accepting, by whatever means, a child for the 

purpose of sexual exploitation. 

Article 3(1)(b)(b) Offering, obtaining, 

procuring, or providing a child for child 

prostitution. 

Article 3(1)(c) Producing, distributing, 

disseminating, importing, exporting, offering, 

selling, or possessing for the above purposes’ 

child pornography. 

Elements of child pornography are: 

Article 2(c) (c) Child pornography means any 

representation, by whatever means, of a child 

engaged in real or simulated explicit sexual 

activities or any representation of the sexual 

parts of a child for primarily sexual purposes. 

African Charter on the 

Rights and Welfare of 

the Child (ACRWC) 

11/07/1990 23/07/2004 Article 27 



 

 

52 

 

 

 

 

 

 

 

(a) the inducement, coercion, or encouragement 

of a child to engage in any sexual activity.  

(b) the use of children in prostitution or other 

sexual practices.  

(c) the use of children in pornographic activities, 

performances, and materials. 

International Labour 

Organisation 

Convention (ILO) No 

182 (ILO C182) 

17/06/1999 15/11/2000 Article 3(b) the use, procuring or offering of a 

child for prostitution, for the production of 

pornography or for pornographic performances. 

African Union 

Convention on Cyber 

Security and Personal 

Data Protection, 

(Malabo Convention) 

 

08/06/2023 25/01/2019 Article 29(3) require the following to be 

criminalised:   

produce, register, offer, manufacture, make 

available, disseminate child pornography  

procurement for oneself or for another person, 

import or have imported, and export or child 

pornography 

possess child pornography  

exposure of children to pornographic content.  
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CHAPTER 4: NATIONAL LEGAL FRAMEWORK RELATING TO OCSEA  

 

I. INTRODUCTION 

 

In Namibia, as in many countries, the rapid evolution of digital technologies and the broad 

uptake by the population have significantly outpaced policy and legislative development.274 To 

address challenges posed by digital technologies on the protection of children from abuse and 

exploitation, Namibia launched the Framework for Action in 2016 as the key instrument to 

guide the implementation of the Model National Response at the national level in addressing 

OCSEA.275  The Model National Response is a guiding document developed by the WeProtect 

Global Alliance, a global alliance that brings together over 280 members across the globe from 

governments, the private sector, civil society and intergovernmental organisations to develop 

policies and solutions to protect children from sexual exploitation and abuse online.   

 

The government of Namibia joined the WeProtect Global Alliance in 2016 and adopted the 

Model National Response, which is a document providing guidance and support to countries 

and organisations to help them build their response to child sexual exploitation online.276 To 

domesticate the Model National Response, the government of Namibia adopted the Framework 

for Action, which closely follows the six focus areas of the National Model Response: policy 

and governance, criminal justice, victim support, societal engagement, industry and media, and 

communications. Initiatives include research, professional capacity development, legal and 

regulatory reform, strengthening reporting mechanisms, strengthening response by law 

enforcement, prosecution, and social welfare sectors, building industry engagement, and 

raising awareness among learners and caregivers.277 

 

The model provides a framework for all actors to prevent, identify, and respond to online child 

sexual abuse and exploitation, and can serve as a country readiness assessment or diagnostic 

 
 
274 ECPAT, INTERPOL and UNICEF op cit note 1 at 21. 
275 We Protect Global Alliance Working examples of model national response capabilities and implementation 

available at https://www.weprotect.org/wp-content/uploads/Working-examples-of-WPGA-Model-National-

Response-capabilities-and-implementation.pdf, accessed on 05 February 2024. at 10. 
276 WeProtect Global Alliance 'The Model National Response: the Framework'  available at 

https://www.weprotect.org/model-national-response/, accessed on 23 June.2024. 
277 Ibid. 
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tool.278 The Model National Response takes a comprehensive approach to OCSEA and 

identifies seven enablers: cross-sector, multi-disciplinary collaboration; willingness to 

prosecute, functioning justice system, and rule of law; supportive reporting environment; aware 

and supportive public and professionals working with and for children; sufficient financial and 

human resources; national legal and policy frameworks in accordance with the CRC and other 

international and regional standards; data and evidence on OCSEA.  

 

As a member of the WeProtect Global Alliance, Namibia made a firm commitment to using 

the Model National Response to Preventing and Tackling Child Sexual Exploitation and Abuse 

to help organise its response to OCSEA.279 The Model National Response is a valuable tool for 

governments to organise and improve the level of their response. This chapter comprehensively 

analyses the government’s efforts to domesticate CRC, OPSC, ILO C182 and ACRWC through 

the enactment of the Child Care and Protection Act 3 of 2015. It examines, with a particular 

focus on criminalisation, different legal provisions protecting children from all forms of sexual 

abuse and exploitation, such as OCSEA. In particular, this chapter offers an analysis of the 

Constitution, Child Care and Protection Act 3 of 2025, Communications Act 8 of 2009, 

Publications Act 42 of 1974, and Indecent and Obscene Photographic Matter Act 37 of 1967. 

It also analyses government policies and initiatives on OCSEA and examines the level of 

interpretation of the laws on OCSEA by Namibian courts through case law.  

 

This section of the thesis measures the current legal provisions on the criminalisation of all 

forms of OCSEA against international law and identifies gaps in the legislation. It also 

discussed how the government has addressed some of the gaps in criminalisation through the 

Combatting of Sexual Exploitation Bill of 2019 and the Cybercrime Bill of 2020 and whether 

these legal provisions in totality meet international requirements.  

 
 
278 Ibid. 
279 ECPAT, INTERPOL and UNICEF op cit note 1 at 90 
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II. DEFINITION OF A CHILD 

The CRC280 and the ACRWC281 define a child as any person under the age of eighteen. The 

same definition was adopted by the CCPA, thus setting the age of majority in Namibia at 

eighteen.282 It must be noted that the age of sexual consent in Namibia is set at sixteen.283  

The CRC Committee has stated that children between the ages of sixteen and eighteen should 

not be legally able to consent to any form of sexual exploitation, including the creation of 

pornography. In particular, the Committee stated the following284:  

 

The CRC Committee emphasises that a child under the age of eighteen can never consent 

to any form of their sale, sexual exploitation or sexual abuse and that state parties must 

criminalise all the offences covered by OPSC, committed against any child up to the age 

of eighteen. Any presumed consent of a child to exploitative or abusive sexual acts should 

be considered null and void. 

 

III. NATIONAL LEGISLATION ADDRESSING OCSEA 

a. Constitution of Namibia 

The rights of children to be protected from economic exploitation are guaranteed in Article 15 

of the Namibian Constitution. Article 15 (2) of the Constitution states that ‘children are entitled 

to be protected from economic exploitation and shall not be employed in or required to perform 

work that is likely to be hazardous or to interfere with their education, or to be harmful to their 

health or physical, mental, spiritual, moral or social development.’  

 

 
 
280 See Article 1. 
281 See Article 2. 
282 Child Care and Protection Act 3 of 2015, Section 1. 
283 Section 2 of the Combating of Rape Act 8 of 2000 makes it a crime for anyone to engage in a sexual act (as 

defined in the Section 1 of the Rape Act) with a child under age 14 if there is an age gap of more than three 

years between the child and alleged perpetrator and only applies where there are no other coercive. 

circumstances as defined by the Act. The penalty clause in section 3 calls for a minimum sentence of 15 years 

imprisonment and maximum life imprisonment.  The Combating of Immoral Practices Act 21 of 1980 in section 

14 offer additional protection to children under the age of 16 where there is sexual contact with someone more 

than three years older. This is a lesser offence with no minimum sentence attached. This lesser crime is also 

broader, covering any ‘indecent or immoral act’ as well as the ‘sexual acts’ covered by the law on rape. The 

maximum penalty under this companion piece of legislation is a fine of N$40 000 or 10 years imprisonment, or 

both. 
284 Guidelines regarding the implementation of the Optional Protocol to the Convention on the Rights of the 

Child on the sale of children, child prostitution and child pornography para 72. 
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According to UNICEF Namibia, CSAM and live streaming of sexual abuse is deemed to be 

harmful to every child’s physical, mental, spiritual, moral and social development under 

international law and therefore, children are entitled to be protected from this form of sexual 

exploitation under the Namibian Constitution.285 Additionally, OCSEA violates the rights of 

children to liberty (Article 7), dignity (Article 8), privacy (Article 13), and expression (Article 

21 (1) of the Namibian Constitution).286 Article 5 of the Namibian Constitution vests the power 

to uphold the freedoms and rights enshrined in the Constitution in the executive, legislative, 

and judicial branches. In the context of OCSEA, this means that the legislature is obliged to 

enact legislation to protect children from all forms of child sexual exploitation and abuse.  

 

The status of international law and treaties is governed by Article 144 of the Constitution which 

reads:  

Unless otherwise provided by this Constitution or Act of Parliament, the general rules of 

public international law and international agreements binding upon Namibia under this 

Constitution shall form part of the law of Namibia. 

Namibia follows a monist approach to international law, which means that there is no legal 

requirement for further enabling legislation when applying international law to the domestic 

legal order.287 Dausab argues that the wording of Article 144 does not require an Act of 

Parliament to make international law part of the law of Namibia; hence, the Constitution 

regards international law as an integral part of the Namibian legal system.288  From the above 

Article, it would appear that treaties are, in principle, part of the law of Namibia and do not 

require incorporation or translation into Namibian law by legislation.289 

 

The effect of Article 144 is to accord both the general rules of public international law and 

international agreements direct and automatic application in Namibian domestic law, subject 

 
 
285 UNICEF op cit note 31 at 7. 
286 Ibid. at 7 
287 See Witting & Angula op cit note 26 at 12; D.J Devine 'The Relationship between International Law and 

Municipal Law in Light of the Constitution of the Republic of Namibia' (1994) 26 Case Western Reserve 

Journal of International Law  at 301. 
288 Yvonne Dausab 'International Law vis-à-vis Municipal Law: An Appraisal of Article 144 of the Namibian 

Constitution from a Human Rights Perspective' in Anton Bösl Nico Horn and André du Pisani (ed) 

Constitutional Democracy in Namibia: A Critical Analysis after Two Decades  Windhoek, Macmillan Education 

Namibia(2010) at 266. 
289 Devine op cit note 288 at 301. 
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to two primary qualifications, namely that the general rules of international law and 

international agreements may be excluded by the Constitution or an Act of Parliament.290 The 

OPSC, CRC, ILO Convention 182, and ACRWC are international agreements ratified by 

Namibia, and as such, they automatically form part of Namibian law, as neither the Constitution 

nor an Act of Parliament states anything to the contrary. Thus, there are no limitations to the 

principle of direct applicability regarding the above-mentioned treaties.291 Tsosa, however, 

argues that although the Namibian international law clause in Article 144 purports to make all 

international treaties automatically effective in Namibian municipal law, it does not completely 

erode the sovereign power of the Namibian legislative authority to transform treaties.292    

 

To confirm the relationship between international law and domestic law, the Namibian 

Supreme Court interpreted Article 144 in Government of the Republic of Namibia & Others v 

Mwilima & Others,293 and ruled that:  

The Namibian Parliament acceded to this Covenant on 28 November 1994. It also, on the same 

date, acceded to the First and Second Optional Protocols. [...] According to article 63(2)(e) read 

with article 144, international agreements binding upon Namibia under this Constitution shall 

form part of the law of Namibia. From this, it does not follow that the said article is now part 

of the Constitution of Namibia but being part of the law of Namibia it must be given effect. [...] 

As was pointed out by Mr Smuts, the state not only has an obligation to foster respect for 

international law and treaties as laid down by article 96(d) of the Constitution, but it is also 

clear that the International Covenant on Civil and Political Rights is binding upon the state and 

forms part of the law of Namibia by virtue of article 144 of the Constitution.  

In another supreme court case, the court found in S v Mushwena and Others294 that:  

As a matter of fact, as I have shown [...] the International Covenant on Civil and Political Rights 

and the U.N. Covenant and Protocol Relating to Refugees, have become part of public international 

law and by virtue of article 144, [have] become part of the law of Namibia. The whole process of 

taking the accused prisoner and handing them over to Namibian officials was also in conflict with 

the aforesaid principles and rules of public international law. 

 
 
290 Ibid. 301 
291 Witting & Angula op cit note 25 at 12. 
292 Onkemetse Tshosa 'The status of international law in Namibian national law: A critical appraisal of the 

constitutional strategy' (2010) 2 Namibian Law Journal  at 20 
293 Government of the Republic of Namibia & Others v Mwilima & Others 2002 (8) NASC at 42 
294 S v Mushwena and Others 2004 (2) NASC at 237 
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In the above-mentioned supreme court cases, human rights treaties were directly applied to 

unconditionally strengthen the legal position of rights holders.295 This will, however, be 

different from the direct application of the criminal law elements of OPSC, which aims to 

protect the rights of the victim. Whilst arguing for the direct application of OPSC in Namibian 

courts to fill the gap in national legislation regarding the criminalisation and prosecution of 

OCSEA, Witting and Angula noted that article 12(3) of the Namibian constitution requires that 

there needs to be a law criminalising the specific conduct at the time it took place, and second, 

that there must be a penalty prescribed for the said conduct at the time of the commission of 

the crime.296 They acknowledged that OPSC offers a comprehensive framework and definition 

of CSAM, but lacks a penalty for violation, whereas the CCPA offers a penalty clause but falls 

short of providing a definition of CSAM.297 They argued that to have a complete ‘set’ in the 

direct application of OPSC in Namibia, which meets the fair-trial requirements set out in 

Article 12, both provisions need to be combined, arguing that Articles 2 and 3 of the OPSC 

should be read in conjunction with section 234 of the CCPA to charge alleged perpetrators of 

OCSEA.298 

 

 This research thus aligns itself with their argument above and submits that the implications of 

not combining the OPSC and CCPA are that alleged perpetrators cannot be directly charged 

under Articles 2 and 3 of OPSC alone, as OPSC does not offer a prescribed sentence as required 

by the Constitution. On the contrary, if Articles 2 and 3 OPSC are with section 234 of the 

CCPA, the constitutional requirement will be met as the OPSC offers a clear definition of 

CSAM and the CCPA provides a penalty clause for criminal violations (a fine of N$50,000 or 

10 years imprisonment for CSAM-related offences).  This, however, remains theoretical as the 

application of the combined provisions of OPSC and CCPA is yet to be tested in the Namibian 

courts.  

 

 

 

 

 
 
295 Witting & Angula op cit note 25 at 14 
296 Ibid. at 15. 
297 Ibid.at 14. 
298 Ibid. at 15. 
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b. Child Care and Protection Act 3 of 2015 

The Child Care and Protection Act 3 of 2015 (CCPA) was enacted in 2015 and operationalised 

in 2019 with the gazetting of the Regulations and is the primary legislation on children’s rights 

in Namibia. OCSEA, in particular, the production of ‘child pornography’ is criminalised under 

Section 234 (1) (d) and subsection 7, which provides that:   

 (1) A person may not - 

 

(d) induce, procure, offer, allow, or cause a child to be used for purposes of 

creating child pornography, whether for reward or not; 

(7) A person who contravenes a provision of subsection (1) commits an offence and 

is liable on conviction to a fine not exceeding N$50,000 or to imprisonment for a period 

not exceeding 10 years or to both such fine and such imprisonment. 

 

Despite being enacted in 2015 when technology had advanced, the CCPA does not define ‘child 

pornography’ nor criminalise the mere possession of child sexual abuse material or any other 

form of OCSEA, hence leaving a considerable gap in the application of this law.299 Moreover, 

the provisions of the CCPA do not explicitly apply to conduct carried out in the online 

environment or using information and communication technologies.300  

The Regulations to the CCPA were gazetted on 30 January 2019, to operationalise the 

CCPA.301 Despite the CCPA criminalising ‘child pornography’ in section 234(1)(d), the CCPA 

regulations are silent on OCSEA, leaving a considerable gap in the implementation of the said 

provision. Given the lack of a definition of ‘child pornography’ in the CCPA itself, reference 

to ‘child pornography’ and a definition thereof would have been helpful in the implementation 

of section 234(1)(d). 

 

 

 
 
299 Ibid. at 4. 
300 INTERPOL, ECPAT and UNICEF op cit note 1 at 68  
301 CCPA Regulations No. 6829 
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c. Publications Act 42 of 1974 

Enacted during the colonial era in 1974 and adopted in 1990 as part of the laws of Namibia at 

independence, section 8 of the Publications Act deals with the production, distribution, 

importation or possession of certain publications or objects and provides that ‘no person shall 

produce an undesirable publication or object’. Section 47 defines publication to include ‘any 

newspaper published; any book, periodical, pamphlet, poster, or other printed matter; any 

writing or typescript which has in any manner been duplicated or made available to the public 

or any section of the public; any drawing, picture, illustration, painting, wood-cut or similar 

representation; any print, photograph, engraving or lithograph, any figure, cast, carving, statue 

or model; and any record, magnetic tape, sound-track (except a sound-track associated with a 

film) or any other object in or on which sound has been recorded for reproduction.’ The Act 

defines ‘undesirable publication’ to include, amongst others, any publication or object, film, or 

public entertainment for intended public entertainment if it or any part of it is indecent or 

obscene or is offensive or harmful to public morals.  

 

Section 8 requires that the publication is either ‘undesirable’ or is prohibited under Section 9 

(2). Additionally, section 27(2) deals with the ‘prohibition of performance of certain acts in 

relation to films’ and criminalises the exhibition, publication, and possession of prohibited or 

not approved films. Section 47 defines the term ‘undesirable’ as offensive or harmful to public 

morals. While the Publications Act defines publications which are offensive or harmful to 

public morals as ‘undesirable’, it does not specify if these would include CSAM.302 Witting 

and Angula argued that although online child sexual abuse material would be considered to be 

‘undesirable’ per definitionem, the lack of a specific definition for online child sexual material 

makes it impossible to predict its range.303 The penalty clause for contravention of section 

8(1)(b) is a fine of not more than R1000 or imprisonment for a period not exceeding six 

months.304  

 

 
 
302 INTERPOL ECPAT, and UNICEF Disrupting Harm in Namibia: Evidence on online child sexual 

exploitation and abuse. (2022) available at https://www.end-violence.org/sites/default/files/2022-

09/DH_Namibia_2_1.pdf, at 21 
303 Witting & Angula  op cit note 25 at 9 

304 See s 43 Publications Act 42 of 1974. 
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The sentence provided for under this Act is not adequate to cover child sexual abuse material 

and does not reflect the magnitude of child sexual abuse material, especially considering that 

some offenders possess millions of child sexual abuse materials. Although international legal 

frameworks don’t offer guidelines regarding penalties, leaving much to the discretion of 

member States, other countries within the region have taken proactive measures to impose 

heavier sentences for similar violations. In Botswana, similar offences of possession and 

accessing CSAM attract a penalty of up to P100,000 (approximately N$134,700).305 Whilst in 

Zimbabwe, Section 165A (2) calls for a maximum penalty of 10 years imprisonment or a level 

14 fine for offences related to possession, distribution, production, offering and procuring 

CSAM. Whilst those legal provisions are provided in law, this research could not find case law 

where such penalties were applied in practice, both in Botswana and Zimbabwe; thus, this 

research was not able to weigh in on the effectiveness of those provisions, safe to say that they 

are much stricter than the fine imposed under the Publications Act for similar offences.   

 

d. Communications Act 8 of 2009 

Section 117 (1) (c) Communications Act makes it an offence to make, create, solicit or initiate 

transmission of any comment, request, suggestion, proposal, image, or other communication, 

which is obscene, lewd, lascivious, filthy, or indecent, with intent to annoy, abuse, threaten, or 

harass another person by means of a telecommunications device. Additionally, section 117 (1) 

(d) criminalises the use of telecommunication devices to knowingly make, create, solicit; or 

initiate the transmission of any comment, request, suggestion, proposal, image, or other 

communication, which is obscene or indecent, knowing that the recipient of the communication 

is under eighteen years of age. The penalty clause in section 117 (2) provides for imprisonment 

for a period not exceeding 15 years, or a fine not exceeding N$1,000,000, or both such fine and 

such imprisonment.  Whilst section 117 (1) (c) can be arguably applied to include OCSEA, 

there are no specific references to forms of OCSEA, and this research did not find any case law 

where these provisions were referenced or relied on by State prosecutors in criminal cases of 

OCSEA in Namibia.  

 
 
305 See Section 16(1)(e) Cybercrime and Computer Related Matters Act 22 of 2007.  
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e. Indecent and Obscene Photographic Matter Act 37 of 1967 

Promulgated by the South African Parliament prior to Namibia’s independence and retained as 

part of the body of Namibia’s statutory law by the transitional provisions in the Constitution, 

the legislative purpose of this Act is reflected in the provisions of section 2 (1), which reads as 

follows:  

Any person who has in his possession any indecent or obscene photographic matter shall 

be guilty of an offence and liable on conviction to a fine not exceeding one thousand Rand 

or imprisonment for a period not exceeding one year or to both such fine and such 

imprisonment. 

Although still technically on Namibia’s law books, it has no force. Section 2 (1) was declared 

unconstitutional by the High Court in Fantasy Enterprises CC t/a Hustler The Shop v Minister 

of Home Affairs and Another; Nasilowski and Others v Minister of Justice and Others306. The 

court further ruled that the remainder of the Act was not severable from the invalid provision. 

Therefore, this law is effectively defunct. 

f. Electronics Transactions Act 4 of 2019 

The Electronic Transactions Act was enacted in 2020 after it was split from the Cybercrime 

Bill, from which the two pieces of legislation originated. The Electronic Transactions Act 

repealed the Computer Evidence Act 32 of 1985, which previously regulated the admissibility 

of electronic evidence.307 Although it doesn’t address the criminalisation aspect of OCSEA, 

it’s at the centre of the most recent attempts to prevent and respond to OCSEA, as it provides 

a comprehensive legal framework to address OCSEA in Namibia.308 Section 24 of the 

Electronic Transactions Act establishes the modalities of data retention. The Namibian law 

does not currently determine a retention duty for records/ information related to OCSEA by 

service providers. The Electronic Transactions Act further includes provisions related to the 

service providers’ liability for ‘unlawful activity’, which, although not explicitly defined in the 

law, can be interpreted to include any activity against the law, including CSAM. Section 54 of 

the Electronic Transactions Act provides for the removal of unlawful material upon written 

 
 
306 Fantasy Enterprises CC t/a Hustler The Shop v Minister of Home Affairs and Another; Nasilowski and 

Others v Minster of Justice and Others 1998 (1) (NAHC). 
307 Section 25, Electronic Transactions Act 04 of 2019. at 24 
308 ECPAT op cit note 68 at 21. 
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notice by any complainant. Despite the existence of these provisions, the language used in the 

legislation does not make it clear whether the take-down measure is mandatory or voluntary, 

nor whether it can be extended to OCSEA. Section 25 addresses the admissibility and evidential 

weight of data messages and computer evidence, which may be considered during the 

prosecution of OCSEA.  

h. Immoral Practices Act 21 of 1980 

Enacted in 1980 pre-independence and inherited by Namibia at independence in 1990, this 

statute addresses, amongst others, the combating of brothels, prostitution, and other immoral 

practices. It adopts the definition of ‘sexual act’ in the Combatting of Rape Act 8 of 2000, 

which includes sexual penetration and any other form of genital stimulation.  

 

Sections 5 and 6 of the Act deal with what can be classified as sexual exploitation and grooming 

offences. In particular, section 5 criminalises the procuration of females for unlawful carnal 

intercourse with another person and calls for a maximum penalty of 5 years imprisonment. 

Section 6 arguably deals with grooming and solicitation and criminalises facilitating 

communication or connection between a male and a female to enable the male to engage in 

unlawful carnal intercourse with a female. The penalty provided for contravening Section 6 is 

a maximum imprisonment period not exceeding five years. It must be noted that the above-

mentioned provisions are gender centred and only protect women and girls, thus leaving behind 

boys who might also fall victim to sexual exploitation and grooming. This Act was drafted 

prior to the internet and the adoption of the CRC; thus, the language doesn’t reference OCSEA; 

however, it is broad enough to be interpreted in the digital environment. These provisions are, 

however, not comprehensive and inclusive of the protection of boys, who are also at risk of 

OCSEA in Namibia.309  

 

Section 7 deals with enticing a person to the commission of immoral acts by means of 

solicitation or by indecently exhibiting himself or herself in public view. The Act falls short of 

the definition of an ‘immoral act’, and in practice, this section has been used for the prosecution 

of sex workers. Still, the wording and language are broad enough to apply to other scenarios, 

such as the enticement of children or indecent exposure to children in any setting, but still leave 

 
 
309 MGEPESW et al op cit note 22 at 41 

. 
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a considerable gap as to whether such a provision could be applied in the digital space and to 

OCSEA.  The penalty clause in Section 7 calls for a maximum penalty of a fine not exceeding 

two thousand rands or imprisonment for a period not exceeding two years or both such fine 

and such imprisonment, which arguably undermines the gravity of OCSEA and its impact on 

child victims.  

 

Lastly, Section 14 is also of relevance to OCSEA and the grooming of children. It deals with 

sexual offences against the youths. It criminalises committing indecent or immoral acts, 

solicitation, or enticement of a child to the commission of a sexual act or an indecent or immoral 

act, with children under the age of 16 of either sex if the perpetrator is at least three years older 

than the child or with mentally impaired females. Under this provision, a person cannot be held 

guilty of committing sexual acts with children under 16 years if they are married to the child. 

Section 2(3) of the Combating of Rape Act provides that marriage cannot be considered as a 

defence for charges of rape. It is unclear whether this provision can be expanded to all other 

sexual offences covered by the Combating of Immoral Practices Act, which could have an 

impact on the protection of children from sexual offences other than rape.310 

 

IV. DRAFT LEGISLATION 

As part of the government’s efforts to address cybercrime, sexual exploitation and abuse 

against children in Namibia, the government, through the Ministry of Information, 

Communication and Technology (MICT) and the Ministry of Justice, are currently working on 

draft legislation to cover the gaps on offences relating to cybercrime, sexual exploitation, and 

harassment.   The most recent successful attempt was through the enactment of the Electronic 

Transactions Act 4 of 2019. The two draft laws, namely, the draft Cybercrime Bill and the 

Combating of Harassment and Sexual Exploitation Bill, are at the centre of the most recent 

attempts to prevent and respond to OCSEA.  

a. Draft Cybercrime Bill, 2020 

Under the auspices of MICT, Namibia is currently developing the Cybercrime Bill. Among 

other things, the Cybercrime Bill aims to create offences relating to computer and information 

 
 
310 INTERPOL, ECPAT and UNICEF op cit note 1 at 21 
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systems and to provide for offences committed by or through computer or information systems. 

The possession, distribution, and production of CSAM are covered in Section 13, which 

criminalises conduct by any person, except the child depicted in the pornographic material in 

question, who intentionally: – produces, offers, distributes, transmits, procures, obtains or 

accesses ‘child pornography’ through an information system or any other manner. The penalty 

clause is a fine not exceeding N$100 000 or imprisonment for a period not exceeding ten years 

or both such fine and such imprisonment. 

 

It’s crucial to note that under the Cybercrime Bill, sexting between minors is not criminalised. 

Section 13 (2) provides that ‘a person does not contravene subsection (1)(e) of the Cybercrime 

Bill if that person possesses material complying with the definition of child pornography 

depicting a child who has voluntarily provided the material to that person and sexual 

intercourse between the child depicted and that person would not be an offence under the law 

of Namibia.’ This would mean that the age of sexual consent and the provisions of the 

Combatting of the Rape Act of 2000311 and the Combatting of Immoral Practices Act 21 of 

1980312 will become applicable.  

 

The Cybercrime Bill also addresses offences relating to online grooming of children. Section 

15313 deals with the solicitation and procurement of children under the age of sixteen years for 

the performance of a sexual act or the performance of any action complying with the definition 

of ‘child pornography’ or any attempt thereof. The Bill further criminalises online grooming, 

including arranging a meeting or attempts to arrange a meeting with such a child at which a 

sexual act or ‘child pornography’ is performed, discussed or suggested.  

 
 
311 See Section 2. Additionally, Section 2 (2) (d) defines coercive circumstances to include ‘circumstances 

where the complainant is under the age of fourteen years and the perpetrator is more than three years older than 

the complainant’. 
312 Section 14 Combatting of Immoral Practices Act 21 of 1980 reads: ‘Sexual offences with youths 14. Any 

person who - (a) commits or attempts to commit a sexual act with a child under the age of sixteen years; or (b) 

commits or attempts to commit an indecent or immoral act with such a child; or (c) solicits or entices such a 

child to the commission of a sexual act or an indecent or immoral act, and who - (i) is more than three years 

older than such a child; and (ii) is not married to such a child (whether under the general law or customary law), 

shall be guilty of an offence and liable on conviction to a fine not exceeding N$40 000 or to imprisonment for a 

period not exceeding ten years or to both such fine and such imprisonment.’ 
313 Section 15 (1) Cybercrime Bill 2020. 
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The Cybercrime Bill establishes extraterritorial jurisdiction over OCSEA offences committed 

against children in Namibia, irrespective of the perpetrator’s location worldwide.314  In terms 

of the Cybercrime Bill, a person guilty of the offence of grooming is liable, on conviction, to 

imprisonment for five years or a fine of N$20,000, or both such fine and imprisonment. The 

penalty for CSAM-related offences is $100 000 or imprisonment for a period not exceeding 

ten years or both such fine and such imprisonment. 

 

This research, therefore, concludes that the provisions relating to CSAM and online grooming 

in the Cybercrime Bill are comprehensive with regard to the criminalisation of OCSEA and are 

in line with Articles 1,2, and 3 of OPSC. Unfortunately, the drafting process of the Cybercrime 

Bill has taken over fifteen years, with various drafts of a cybercrime law having surfaced in 

public since 2013, and one even making it as far as being briefly tabled in the Namibian 

parliament in early 2017 before being withdrawn by the MICT, citing that the Bill required 

more work.315 As of 2024, the Cybercrime Bill has not yet been tabled before parliament. 

However, MICT updated that they are revisiting the Cybercrime Bill as part of the 

government’s strategy to overhaul the legislative and policy frameworks governing the ICT 

sector.316 They further stated that the review of the Cybercrime Bill is aligned with a redrafting 

of the Data Protection Bill and a review of the Communications Act of 2009. They indicated 

that the Cybercrime Bill will be tabled in parliament in 2024.317 At the time of the publication 

of this research, the Cybercrime Bill had not yet been presented to parliament. 

b. Draft Combating of Sexual Exploitation Bill 2020 

In 2019, the Ministry of Justice commenced a drafting process of a comprehensive Bill to 

address both online and offline sexual abuse and exploitation.  In its preamble, the Sexual 

Exploitation Bill creates offences aimed at ‘child pornography’,318 grooming and other forms 

 
 
314 Section 15 (2) Cybercrime Bill 2020 reads ‘Any person who, irrespective where he or she is in the world, 

performs any act referred to in subsection (1) in respect of a child, who is in Namibia at any time while any 

action referred to in subsection (1), occurs, is guilty of the offence of grooming.’  
315 Frederico Links Familiar Flaws – Unpacking Namibia’s draft Cybercrime Bill (2022) Windhoek, Institute 

for Public Policy Research (IPPR), at 2. 
316 Maihapa Ndjavera 'Cyber Crime Bill to hit parliament next year' New Era 2023  available at 

https://neweralive.na/posts/cyber-crime-bill-to-hit-parliament-next-year, accessed 22 August 2024 
317 Ibid. 
318 Section 24 (3) provides that ‘a child under the age of 16 years and a person with a severe mental disability are 

incapable of giving consent, but a parent or guardian or curator of such a person can consent to the use of an 

intimate image for legitimate purposes consistent with the best interests of the individual depicted.’ This means 

that children under the age of 16 are not capable of sharing intimate images. 
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of sexual exploitation, with particular attention to the protection of children and persons with 

severe mental disabilities. The Sexual Exploitation Bill defines ‘child pornography’ to include 

the depictions of explicit sexual acts, whether real or simulated, as well as certain sexually 

suggestive poses. Moreover, it covers ‘pornography’ depicting real children, real adults 

presented as children, and virtual child pornography which was made without the involvement 

of real persons.319  

 

The Sexual Exploitation Bill further provides for ‘pornographic performance’ involving 

children, which includes an exhibition of a sexual act or other sexually explicit conduct, real 

or simulated, aimed at an audience, including using electronic communications or 

telecommunications services. In terms of the Bill, some acts relating to the production and 

dissemination of CSAM are criminalised. This definition could be strengthened to include 

computer-generated images as required by international law, such as the Malabo Convention. 

The exclusion of cartoons and drawings is not in line with the Malabo Convention which calls 

on member states to criminalise images or any representation of child pornography, including 

audio, drawings and virtual representations.320 A precise phrasing, such as the guidance from 

the Luxembourg Guidelines, would help interpret the definition of ‘child pornography’.321 

 

Section 1 of the Sexual Exploitation Bill sets the age of a child at eighteen, in line with Article 

1 of the CRC. Compared to the definition of ‘child pornography’ in OPSC,322 the definition in 

the Sexual Exploitation Bill is closely aligned with the definition of ‘child pornography’, 

covering both real and simulated CSAM, adults made to appear as children, as well as realistic 

depiction of children. This definition is, however, not explicit on the inclusion of computer-

 
 
319 Section 2 (1) of the Bill reads ‘(1) For the purposes of this section, ‘child pornography’ means any 

representation, by any means, of (aa child, or a person appearing or represented to be a child, engaged in or 

subjected to sexual acts or other sexually explicit conduct, whether real or simulated; (b)the sexual parts of a child, 

or a person appearing or represented to be a child, for primarily sexual purposes; (c) a child, or a person appearing 

or represented to be a child, nude or semi-nude and represented in a sexually suggestive manner,  

and includes realistic depictions of (a), (b), or (c), regardless of whether or not such depictions represent or are 

based on actual individuals;’ 
320 Article 3(1)(b) of the African Union Convention on Cyber Security and Personal Data Protection 
321 ECPAT op cit note 49 at 36 provides that’ Any representation, by whatever means’ reflects the broad range 

of pornographic material available in a variety of media, which depict children in a manner intended to sexually 

arouse or gratify the user. This includes, but is not limited to, visual material such as photographs, movies, 

drawings, and cartoons; audio representations; live performances; written material in print or online; and 

physical objects such as sculptures, toys, or ornaments.’ 
322 See Section 2(3) OPSC which provides that ‘Child pornography means any representation, by whatever means, 

of a child engaged in real or simulated explicit sexual activities or any representation of the sexual parts of a child 

for primarily sexual purposes.’  
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generated images, thus leaving room for the exclusion of computer and AI-generated images. 

The Malabo Convention in Article 1 urged State parties to include in their national definitions 

of ‘child pornography’ digital images, computer images, or computer-generated images where 

a minor is engaging in sexually explicit conduct or when images of their sexual organs are 

produced or used for primarily sexual purposes and exploited with or without the child's 

knowledge. Additionally, the reference to the term ‘child pornography’ is problematic and 

should be replaced with CSAM, as the term ‘child pornography’ does not sufficiently reflect 

the true nature of victimisation. It likely conjures up images of younger-looking adults striking 

provocative poses, as opposed to the reality of an increasingly violent collection of photographs 

and videos depicting younger and younger children being violently victimised.323 

 

The recruitment and coercion of children to participate in pornographic performances or the 

production of ‘child pornography’ is prohibited in the draft Sexual Exploitation Bill. Profiting 

from the participation of a child in pornographic performances or the production of ‘child 

pornography’, as well as attending or viewing pornographic performances in person or 

virtually, where that performance involves the participation of a child, is prohibited. The 

exception clause in Section 2(4)(b) allows for possession of CSAM for a ‘legitimate purpose’ 

related to the administration of justice, science, medicine, education, or article as such does not 

pose an undue risk of harm to children. It is important to note that ‘article’ is not defined in the 

Sexual Exploitation Bill, and neither does the Sexual Exploitation Bill set limits to this 

exclusion.  

 

 

Online and offline grooming and solicitation of children is covered in Section 27 of the draft 

Sexual Exploitation Bill, which provides that any person who engages in conduct with or 

communicates with a child to facilitate the commission of any sexual act or for purposes of 

facilitating the commission of any offence under the Bill is guilty of a crime. As the Sexual 

Exploitation Bill is still at the drafting and consultation stage, the penalty clauses have not yet 

been discussed. The Sexual Exploitation Bill further criminalises the intentional exposure of 

 
 
323 Carissa Byrne Hessick Refining child pornography law : crime, language, and social consequences Law, 

meaning, and violence  Ann Arbor, University of Michigan Press (2016) at 120. 
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children to pornographic performances.324 Other provisions relevant to OCSEA in the Sexual 

Exploitation Bill include exposing a child to a sexual act;325 committing, benefitting from, 

furthering, facilitating, or promoting sexual exploitation;326 non-consensual distribution of 

intimate images;327 and voyeurism.328 

 

The provisions relating to grooming only apply to children under the age of sixteen years. It 

must be noted that there is no international treaty that establishes a legal age for sexual 

activities. The ACRWC, CRC, OPSC, and ILO C182 are silent with regard to the age of sexual 

consent, leaving it up to the States to establish this age.329 According to the ACRWC 

Committee of Experts, globally, at least half of all adolescents are sexually active before 

turning eighteen and in Africa, most adolescents engage in sexual intercourse for the first time 

between the ages of fifteen and eighteen. A significant number of adolescents are having sexual 

intercourse by the age of seventeen on the continent.330 The establishment of an age of consent 

relates to protective goals, recognising that very young children are incapable of consenting to 

sexual acts (below the age of maturity) and that older adolescent children must be protected 

from predatory adults.331 The CRC Committee, in its General Comment No. 20 (2016) on the 

implementation of the rights of the child during adolescence, reminds States parties of the 

obligation to recognise that persons up to the age of eighteen years are entitled to continuing 

protection from all forms of exploitation and abuse.332  

 

Information regarding the status of the Sexual Exploitation Bill is not in the public domain. 

According to the Legal Assistance Centre (LAC), a public law firm supporting the Sexual 

Exploitation Bill, LAC presented the Sexual Exploitation Bill to the National Child Online 

Protection Taskforce, the School Health Task Force, and at a consultative meeting on the 

 
 
324 Section 3 (3)(a) provides ‘An adult who intentionally exposes a vulnerable person to pornography commits 

an offence and is liable on conviction to [penalty]: Provided that - (a) for the purposes of this section, 

‘pornography’ means any realistic representation, by any means, of a person engaged in or being subjected to 

sexual acts, whether real or simulated, and regardless of whether or not the representation depicts or is based on 

an actual individual.;’ 
325 Section 4. 
326 Section 5. 
327 Section 6. 
328 Section 7. 
329 General Comment No 7 on Article 27 of the ACRWC ‘Sexual Exploitation’ 2021) para 47. 
330 Ibid. para 47 
331 Ibid. para 47 
332 General comment No. 20 (2016) on the implementation of the rights of the child during adolescence 2016  

para 40. 
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Cybercrime Bill convened by the MICT  and the Ministry of Gender Equality, Poverty 

Eradication and Social Welfare (MGEPESW) in October 2022.333 As of 2024, the status of the 

Sexual Exploitation Bill and its anticipated date of public consultations remains a mystery.  

 

V. NATIONAL POLICIES, PLANS AND REGULATIONS 

 

a. Harambee Prosperity Plan II 2021 – 2025 

The Harambee Prosperity Plan II is Namibia’s government action plan aimed at achieving 

economic recovery and inclusive growth. Pillar four, which deals with ‘infrastructure 

development’, lists ‘expand coverage for ICTs’ as a priority focus area under goal four. It 

acknowledges that the Cybercrime Bill will create a framework to regulate cyber activities and 

provide for the establishment of the National Cybersecurity Incident Response Team, along 

with the necessary infrastructure/ facilities.334 Whilst OCSEA is not mentioned under this 

pillar, one of the key performance indicators under pillar four is the enactment of the 

Cybercrime Bill by 2021. Whilst prioritising the enactment of the Cybercrime Bill is a positive 

step under the Harambee Prosperity Plan II, the Cybercrime Bill remains pending in 2024, 

nearly three years after the target of 2021, casting doubt on whether it will ever see the light of 

day.  

 

Additionally, pillar three deals with ‘social progression’ and lists 'arresting gender-based 

violence and violence against children’ as goal five.335 It acknowledges that violence against 

children is escalating in Namibia, with more children exposed to sexual violence, amongst 

other forms of violence.336 The Harambee Prosperity Plan II does not make any reference to 

addressing OCSEA under this pillar and only lists the finalisation and implementation of the 

‘national plan of action on violence against children’, as an activity under goal five. Overall, 

the key performance indicators of the Harambee Prosperity Plan II do not include OCSEA, 

leaving a considerable question of whether the criminalisation of OCSEA will be addressed 

 
 
333 Legal Assistance Centre 2022 in review- gender research and advocacy project (2022) available at 

http://www.lac.org.na/projects/grap/Pdf/2022-GRAP_annual_update.pdf, (accessed 07 September 2024) at 5. 
334 Harambee Prosperity Plan II  2021 - 2025 2021) at 64.  
335 Ibid. at 51 
336 Ibid. at 51. 
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and prioritised in the proposed ‘national plan of action on violence against children’ or during 

the implementation cycle of the Harambee Prosperity Plan II.  

 

b. Code of Conduct for Broadcasting Service License Regulations No. 6350 and 6603 

The regulations of the Communications Act No. 8 of 2009 attempt to address OCSEA in the 

code of conduct for broadcasters. The broadcasting service license regulations prescribe in 

section 4(1)(a) that broadcasting service licensees must not broadcast material which, judged 

within the context, contains a scene or scenes, simulated or real, of ‘child pornography’. The 

same provision is observed in Notice of Intention to Prescribe a Broadcasting Code No. 6603. 

Both regulations fall short of the definition of ‘child pornography’ as well as remedies for the 

violations of the above-mentioned codes.  

 

VIII. CASE LAW ON OCSEA IN NAMIBIA  

 
After a comprehensive review of case law in Namibia, this research did not find any Namibian 

finalised OCSEA-related cases in law reports, to test the application of criminal law in relation 

to OCSEA, this research however found one pending case before the Namibian High Court S 

V RF337 where the accused is indicted on various charges of sexual abuse of boys, of which 

seven counts are in contravention of section 234(1)(d) read with section 234(7) of the CCPA 

namely inducing, allowing or causing a child to be used to create ‘child pornography’, 

alternatively crimen injuria.338 Whilst this pending case deals with the disclosure of CSAM in 

judicial proceedings and does not directly deal with the criminalisation of OCSEA or the 

criminal elements of OCSEA under Namibian law, a few points are worth noting. Firstly, 

despite the shortcomings of Section 234(1)(d) of the CCPA, i.e. lack of definition of ‘child 

pornography’ and lack of criminalisation of accompanying acts, prosecutors in Namibia are 

relying on the said provisions to prosecute possession of CSAM. Secondly, the fact that the 

prosecutor has charged the accused with the common law offence of crimen injuria as an 

alternative charge to the contravention of Section 234(1)(d) of CCPA points to a lack of a 

comprehensive legal framework to adequately prosecute OCSEA-related cases in Namibia, in 

particular offences related to CSAM. Finally, the court order and ruling, as well as the direct 

 
 
337 S v RF (CC 1/2023) [2023] NAHCNLD 104 (11 October 2023) para 2 
338 Ibid. para 1. 

https://namiblii.org/akn/na/judgment/nahcnld/2023/104/eng@2023-10-11
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reference and application of CRC, OPSC, and ACRWC, reflect the willingness of Namibian 

courts to directly invoke legal provisions in binding international instruments ratified by 

Namibia to protect the rights of the child.  

In a motion application regarding the disclosure of police docket by the State to the defence in 

criminal proceedings in cases of CSAM-related charges, the court in S v RF339 discussed the 

‘administration of justice’ as a ground for possession of CSAM. In this application, the defence 

lodged an application before the court for the disclosure of 59 images (CSAM) allegedly found 

on the accused's electronic devices and copied onto a compact disk, which forms part of the 

docket and evidence to be presented by the state. The application was opposed by the state, 

citing the court's duty to protect the best interests of the child and further noting that there is a 

risk of these sensitive images being reproduced and published.340 The court dismissed the 

application whilst commending the state prosecutors for their stance in protecting the best 

interests of the vulnerable witnesses.341 The court relied on the best interest of the child 

principle enshrined in the CCPA, CRC and ACRWC342 and Article 8 (1)(e) of OPSC343 and 

ordered that the State provide the accused and/or his legal representatives the opportunity to 

privately view and consult regarding the 59 images in its possession relating to the charges 

contained in the indictment.344 The court held that public interest dictates that no risk should 

be created with the further copying and distribution of the alleged pornographic images of 

children. The court further held that the defence counsel, as an officer of the court, would treat 

the images with the desired respect; however, with every copy made, there is an increased risk 

of exposing the identity and violating the privacy of the alleged victims.345 The court concluded 

that when weighing the inconvenience against the risk of these images falling into the wrong 

 
 
339 S v RF (CC 1/2023) [2023] NAHCNLD 104 (11 October 2023) para 2  
340 Ibid para 3 
341 Ibid. para 17 
342 See section 3(1) Child Care and Protection Act 3 of 2015; Article 8 (3) of the Optional Protocol on the Sale 

of Children, Child Prostitution and Child Pornography; Article 4 of the African Charter on the Rights and 

Welfare of the Child. 
343 Article 8 deals with measures to be adopted to protect the rights and interests of child victims of the practices 

prohibited under the present Protocol at all stages of the criminal justice process. Article 8(1) (e) states that: 

‘Protecting, as appropriate, the privacy and identity of child victims and taking measures in accordance with 

national law to avoid the inappropriate dissemination of information that could lead to the identification of child 

victims.’ 
344 Ibid. para 19. 
345 Ibid. para 17. 

https://namiblii.org/akn/na/judgment/nahcnld/2023/104/eng@2023-10-11
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hands, and the possible infringement on the dignity of the children, the latter carries more 

weight.346 The court dismissed the application.347 

 

Another Namibian case that is relevant to the application of OCSEA provisions is S v Koch348 

where JP Damaseb of the High Court found that Namibian law does not define 'sexual 

exploitation' and there is also no internationally recognised definition of the concept. The court 

acknowledged that some international instruments, such as OPSC, list certain 'practices' as 

amounting to sexual exploitation of children, for example, the inducement or coercion of a 

child to engage in any unlawful sexual activity, and the exploitative use of children in 

prostitution or other 'sexual practices'. In the view of the court, the use of the word 'practices' 

in that context as opposed to 'sexual acts' is important because it recognises the reality that 

people derive sexual pleasure and gratification from children not only through actual physical 

contact but through other deviant behaviour. This case signals that moving forward, a clear 

definition of sexual exploitation is required in Namibian law to ensure that all sexual activities 

against children are addressed in their forms.  

 

IX. CONCLUSION 

 
This chapter provided an overview of the legal landscape of OCSEA in Namibia. It also 

discussed at length key legislation and national policies, regulations and action plans 

addressing different components of OCSEA, to demonstrate Namibia’s efforts to domesticate 

the CRC, OPSC and ACRWC in relation to the criminalisation of OCSEA. This chapter 

concluded that there is no single piece of legislation addressing OCSEA in Namibia. Whilst 

the review of existing legislation in Namibia indicates limitations in the current legislative 

framework dealing with OCSEA, there are opportunities to leverage policies and national plans 

under development by the government to mainstream the criminalisation of OCSEA. In 

particular, the national gender policy, national plan of action on gender-based violence, 

national plan of action on violence against children and the national agenda for children could 

be used as a tool to address OCSEA. This chapter found that as of 2024, there were no valid 

child rights and gender policies applicable to OCSEA in Namibia. There is room to legislate 

 
 
346 Ibid. para 18. 
347 Ibid. para 18. 
348 S v Koch 2018 (4) NR 1006 (HC). at 2. 
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through the enactment of the draft Cybercrime Bill and the Sexual Exploitation Bill (dates for 

the finalisation and presentation of both bills to parliament have not been announced by the 

government). As indicated above, the national legal framework only sporadically addresses 

OCSEA and the only legislation directly referring to ‘child pornography’ is the CCPA.  

 

This chapter demonstrated that the starting point for the rights of children in Namibia is the 

Constitution, which guarantees the rights of children to be protected from economic 

exploitation as outlined in Article 15.  The constitution also provides for the direct application 

of international conventions ratified by Namibia, such as CRC, OPSC, ILO C182, Malabo 

Convention and ACRWC in the domestic legal order, as Namibia follows a monist approach 

to international law, which means that above above-cited international conventions binding on 

Namibia are automatically part of the laws of Namibia, even without enabling legislation.349  

Practically, Namibia is under an international obligation to implement the above-mentioned 

conventions. Moving on from the constitution, this chapter offered a landscape of the current 

legal provisions addressing OCSEA, focusing on laws, regulations, policies, and national plans.  

 

The next chapter will critically assess the national provisions against international law and 

provide an analysis of their compliance with international law, or lack thereof.  

       

 

 

 

 

 

 

 
 
349 See Witting & Angula op cit note 25 at 12; Devine op cit note 288 at 301.  
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Summary table: criminalised OCSEA conduct under national law 

Form of OCSEA Relevant national law Specific provisions 

Grooming/ solicitation Combatting of Immoral 

Practices Act 21 of 1980 

Section 5 criminalise the procuration of 

females for the purpose of unlawful 

carnal intercourse with another person. 

Section 6 criminalise facilitating 

communication or connection between a 

male and a female for purposes of 

enabling the male to engage in unlawful 

carnal intercourse with a female. 

Section 7 criminalise enticing a person to 

the commission of immoral acts by 

means of solicitation or by exhibiting 

himself or herself in an indecent manner 

in public view. 

CSAM  Child Care and Protection Act 3 

of 2015 

Section 234(1)(d) criminalise the 

following acts: induce, procure, offer, 

allow, or cause a child to be used for 

purposes of creating child pornography, 

whether for reward or not. 

Publications Act 42 of 1974 

 

Section 8 criminalise the production, 

distribution, importation, or possession 

of undesirable publication or object 

Section 27(2) criminalise the exhibition, 

publication, and possession of prohibited 

or not approved films. 

Section 47 define ‘undesirable’ as 

amongst others offensive or harmful to 

public morals. 
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Communications Act 8 of 2009 

 

Section 117(1)(c) criminalise amongst 

other the following conduct: create, 

solicit, or initiate transmission of any 

comment, request, suggestion, proposal, 

image, or other communication, which is 

obscene, lewd, lascivious, filthy, or 

indecent, with intent to annoy, abuse, 

threaten, or harass another person by 

means of a telecommunications device. 

Section 117 (1) (d) criminalise the use of 

telecommunication devices to 

knowingly make, create, or solicit; or 

initiate the transmission of, any 

comment, request, suggestion, proposal, 

image, or other communication, which is 

obscene or indecent, knowing that the 

recipient of the communication is under 

18 years of age. 

Draft legislation 

Grooming/ 

Solicitation 

Cybercrime Bill Section 15 criminalise the solicitation 

and procurement of children under the 

age of 16 years for performance of a 

sexual act or for the performance of any 

action complying with the definition of 

‘child pornography’ or any attempt 

thereof, including arranging a meeting or 

attempts to arrange a meeting with such 

a child at which a sexual act or ‘child 

pornography’ is performed, discussed, or 

suggested.  

Sexual Exploitation Bill Section 3 criminalise the conduct of any 

person who engages in conduct with or 
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communicates with a child for the 

purpose of facilitating the commission of 

any sexual act or for purposes of 

facilitating the commission of any 

offence 

CSAM Cybercrime Bill Section 13 criminalise the following 

acts: production, offering, distribution, 

procurement, possession and accessing 

of ‘child pornography’. ‘Child 

pornography’ is clearly defined. 

Sexual Exploitation Bill Section 2 criminalise offences involving 

‘child pornography’ and pornographic 

performances, including the possession, 

production, distribution and recruitment 

of children.  ‘Child pornography’ is 

clearly defined. 
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CHAPTER 5: ANALYSIS OF NATIONAL LAWS ON OCSEA AGAINST 

INTERNATIONAL LAW REQUIREMENTS 

 

I. INTRODUCTION 

This chapter undertakes a comprehensive review of the requirements established in binding 

international conventions binding on Namibia (CRC, OPSC, ACRWC, ILO C182 and Malabo 

Convention) with regard to OCSEA and tests the national legislation addressing OCSEA 

against those requirements. It identifies gaps in legislation regarding the criminalisation of 

OCSEA. As already discussed in the previous chapters, criminalisation of OCSEA boils down 

to two main acts, namely CSAM-related offences (i.e. production, possession, offering, live 

streaming, computer, and AI and computer-generated CSAM, etc) and grooming-related 

offences (i.e. grooming, solicitation, sexual extortion, enticement, etc). Thus, this chapter will 

evaluate the legal requirements in light of the above classification.  

Regarding CSAM offences, the requirements under binding international law (OPSC, ILO 

C182, Malabo Convention, and the broader CRC and ACRWC, as discussed in Chapter 3) are 

clear. National legislation, as discussed in Chapter 4, will be assessed against these 

requirements. Regarding the requirements of grooming offences, the above-mentioned CRC, 

OPSC, ILO C182 Malabo Convention and ACRWC do not specifically require State parties to 

criminalise online grooming. Grooming is not explicitly mentioned in the OPSC. However, the 

CRC Committee emphasises that grooming can occur in the context of Article 2 of the OPSC 

and therefore falls within its scope.350  Acts which tend towards grooming may constitute an 

offence, for instance, where it involves the production and dissemination of child sexual abuse 

material.351 Both the draft Cybercrime Bill and the draft Sexual Exploitation Bill contain 

specific provisions on online grooming; thus, for these reasons, key provisions addressing 

grooming-related offences will be assessed in this chapter.  

 

 

 
 
350 Witting op cit note 29 at 50. 
351 General Comment No 7 on Article 27 of the ACRWC ‘Sexual Exploitation’  at 21. 
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II. OCSEA CRIMINALISED CONDUCT UNDER BINDING INTERNATIONAL 

LAW 

 

Under Article 34 of the CRC, there are three specific forms of sexual abuse that states are 

required to prevent namely: the inducement or coercion of a child to engage in any unlawful 

sexual activity; the exploitative use of children in prostitution or other unlawful sexual practices 

and the exploitative use of children in pornographic performances and materials. Article 1 of 

ILO C182 requires States to take immediate and effective measures to secure the prohibition 

and elimination of the worst forms of child labour as a matter of urgency.352 The OPSC requires 

State parties to criminalise the following acts: ‘producing, distributing, disseminating, 

importing, exporting, offering, selling, or possessing for the above purposes’ child 

pornography. Together with the definition of the term ‘child pornography’, the OPSC provides 

a solid criminal provision with regard to online CSAM.353 The definition of CSAM adopted 

from Article 2 of OPSC requires States to define ‘child pornography’ as any representation, by 

whatever means, of a child engaged in real or simulated explicit sexual activities or any 

representation of the sexual parts of a child for primarily sexual purposes.354  

 

Article 3 OPSC require State parties to criminalise the sexual exploitation of the child in the 

context of what the OPSC defines as the sale of children.355 Under Article 3(1)(a)(i), acts and 

activities in the context of the sale of children that state parties must criminalise at the national 

level include offering, delivering, or accepting a child for sexual exploitation of the child. States 

parties are encouraged by OPSC to ensure that legal provisions cover all forms of sexual 

exploitation and sexual abuse, including when they are facilitated through ICTs. 356 Article 

3(1)(b) OPSC requires the criminalisation of the acts of offering, obtaining, procuring, or 

providing a child for prostitution. In the context of OPSC, the CRC Committee recommends 

that State parties should prohibit by law any form of sexual exploitation of children in 

prostitution, including through the use of ICT.357 Article 3(b) ILO C182 refers to the 

 
 
352 Ibid. at 21 
353Witting & Angula op cit note 25 at 11. 
354 See Article 2 OPSC. 
355 See Article 3.1 (a)(i)(a) UN General Assembly, Optional Protocol to the Convention on the Rights of the 

Child on the Sale of Children, Child Prostitution and Child Pornography, 16 March 2001, A/RES/54/263, 

available at: https://www.refworld.org/docid/3ae6b38bc.html  [accessed 12 January 2023]. 
356 Guidelines regarding the implementation of the Optional Protocol to the Convention on the Rights of the 

Child on the sale of children, child prostitution and child pornography  at 11. 
357 Ibid. at 11. 

https://www.refworld.org/docid/3ae6b38bc.html
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prohibition of the use, procuring or offering of a child for prostitution, for the production of 

pornography or pornographic performances and requires State parties to criminalise such 

conduct in their national legislation.  

 

With regards to live streaming of CSAM, Napier, Teunissen and Boxall state that live online 

child sexual abuse involves broadcasting child sexual abuse over the internet to anywhere in 

the world.358 They acknowledged that whilst there is evidence that demands for this type of 

abuse are high, it is difficult to investigate and prosecute because once the live feed has been 

closed, there is no evidence that the abuse ever took place.359  Article 34 (c) of the CRC, Article 

27(c) of the ACRWC and Article 3(b) ILO C182 require the recruitment and use of a child for 

participation in any type of pornographic performance, whether online or offline, to be 

criminalised.360 It is crucial to note that live online child sexual abuse would fall under many 

existing legal provisions related to child sexual exploitation and sexual abuse, such as the 

production of CSAM when the live performance by the child is recorded or registered.361 This 

research found that ‘live-streaming child sexual abuse’ is not considered a stand-alone offence 

under international law and has no legal definition.  Likewise, it is not explicitly mentioned or 

explicitly criminalised in international and regional instruments engaged during this research. 

It is, however, implied that this kind of act may be criminalised under the sections of 

international instruments that prohibit the participation of a child in pornographic performances 

and accessing CSAM as provided for in the ILO C182.362  

 

The African Committee of Experts found that live streaming of child sexual abuse is 

particularly complex because it allows offenders to interact with child sexual abuse production 

in real-time and leave limited evidence, and thus recommends to State parties that new and 

emerging forms of OCSEA, such as live streaming of child sexual abuse, require that 

substantive criminal law be developed to accommodate them.363  Globally, only two 

international instruments contain an obligation to criminalise the solicitation of children for 

 
 
358 Sarah Napier et al 'How do child sexual abuse live streaming offenders access victims?' (2021) Trends and 

issues in crime and criminal justice  at 2. 
359 Ibid. at 2 
360 ECPAT op cit note 49 at 46. 
361 Ibid. at 46 
362 UNODC 'UNODC Teaching Module Series: Cybercrime Module 12 - Interpersonal Cybercrime'  available at 

https://sherloc.unodc.org/cld/en/education/tertiary/cybercrime/module-12/key-issues/online-child-sexual-

exploitation-and-abuse.html, accessed on 12 August.2024. 
363 ACERWC op cit note 37 at 27.  
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sexual purposes namely the Council of Europe Convention on the Protection of Children 

against sexual exploitation and sexual abuse, also known as the Lanzarote Convention364 and 

Directive 2012/29/EU of the European Parliament and of the Council of October 2012 

establishing minimum standards on the rights, support and protection of victims of crime, also 

known as the European Union Directive 2011/93.365 Although these instruments are not ratified 

by Namibia, they can serve as a guidance tool in crafting legislation addressing online 

grooming. 

 

III. ASSESSMENT OF NAMIBIA’s COMPLIANCE WITH BINDING 

INSTRUMENTS ON OCSEA 

The CCPA makes provision for the combating of CSAM and is the only national legislation 

directly referring to ‘child pornography’.  Section 234 (1) (d) provides that ‘a person may not 

induce, procure, offer, allow or cause a child to be used for purposes of creating child 

pornography, whether for reward or not.’ Witting and Angula argue that the first significant 

error of the CCPA  is the lack of a definition of the term ‘child pornography’, thus casting 

doubt as to whether the term ‘child pornography’ covers, for example, virtual child sexual 

abuse material, persons made to appear as minors or erotic posing.366 According to a report by 

UNICEF Namibia, the provision itself is too narrow and insufficient as it only criminalises the 

creation of CSAM and various support actions to the creation of CSAM.367 Therefore, 

distributing, disseminating, importing, exporting, offering, selling and possessing CSAM are 

not criminalised in the CCPA.368  

Additionally, live streaming, accessing CSAM and computer-generated CSAM is not 

criminalised. The participation of children in pornographic performances, as provided for in 

the ILO C182, is not explicitly criminalised but may be consumed under the general 

criminalisation of the production of CSAM. By not criminalising the dissemination, possession 

 
 
364 Council of Europe, Council of Europe Convention on the Protection of children against sexual exploitation 

and sexual abuse, CETS No.: 201, 12 July 2007, https://www.refworld.org/legal/agreements/coe/2007/en/76553 

[accessed 14 April 2024].  
365 European Union: Council of the European Union, Directive 2012/29/EU of the European Parliament and of 

the Council of October 2012 establishing minimum standards on the rights, support, and protection of victims of 

crime, and replacing Council Framework Decision 2001/220/JHA, L 315/57, 14 November 2012, 

https://www.refworld.org/legal/reglegislation/council/2012/en/96856 [accessed 14 April 2024]. 
366 Witting & Angula op cit note 26 at 7. 
367 UNICEF op cit note 31 at 31. 
368 Ibid. at 31.  
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and accessing (streaming) of CSAM, Namibia is at risk of becoming a haven for digital 

platforms that disseminate, download and stream CSAM, thus tolerating the re-victimisation 

of hundreds of thousands of child sexual abuse.369 Therefore, this thesis finds that the CCPA is 

not consistent with international law, and the deficit in the CCPA leaves a considerable legal 

gap in the protection of children in Namibia. 

Surprisingly, the drafters enacted a section for online offences against children which only 

focuses on ‘child pornography’, yet children face many other risks online, such as online 

grooming, live streaming and made-to-order CSAM, online sexual extortion, as well as AI and 

computer-generated CSAM.  Witting and Angula argued that such omission was not deliberate 

on the part of the legislators and termed it a ‘mere oversight’.370 They acknowledged that the 

Government of Namibia only put child online safety concerns on the political agenda from 

2016 onwards and that the text of the CCPA was largely developed before that.371  

Although the Publications Act 42 of 1974 (Publications Act) prohibits the production, 

possession and distribution of 'undesirable publications’ which are offensive or harmful to 

public morals,372 there are no specific mentions of CSAM, thus casting doubt as to the 

application of the definition of ‘undesirable publication’ to CSAM and OCSEA in general.373 

The Disrupting Harm Study found that the provisions of the Publications Act and the CCPA 

are ambiguous and generic, lacking a specific definition of CSAM and failing to criminalise 

related conduct.374 Similarly, Witting and Angula argued that even though it might be assumed 

that CSAM would be considered to be undesirable per definitionem, the lack of a specific 

definition for online CSAM makes it impossible to predict its range.375 A gap analysis 

conducted by UNICEF Namibia found that, although CSAM can be subsumed under Section 

47 as offensive or harmful to public morals, there is no clear definition of the term CSAM or 

‘child pornography’, as required by international law. Hence, the regulation in the Publications 

Act is not sufficient. No other forms of OCSEA are addressed in this Act. 

 
 
369 Witting & Angula op cit note 25 at 7. 
370 Ibid. at 21. 
371 Ibid. at 21. 
372 Section 47, Publication Act 42 of 1974. 
373 Ibid. at 7. 
374 ECPAT, INTERPOL, and UNICEF op cit note 1 at 21. 
375Witting & Angula op cit note 25 at 7. 
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Section 117 (1) (c) Communications Act  8 of 2009 makes it an offence to make, create, solicit, 

or initiate transmission of any comment, request, suggestion, proposal, image, or other 

communication, which is obscene, lewd, lascivious, filthy, or indecent, with intent to annoy, 

abuse, threaten, or harass another person by means of a telecommunications device. Whilst 

section 117 (1) (c) can arguably be applied to include OCSEA, there are no specific references 

to forms of OCSEA. This research thus concludes that section 117(1)(c) of the 

Communications Act 8 of 2009 is insufficient as the definition of terms such as 'obscene', 

'filthy' or 'indecent' is vague and does not set a clear standard for the criminalisation of 

CSAM.376 Section 117(1)(d) arguably deals with grooming of children. It criminalises 

explicitly the use of telecommunication devices to knowingly make, create, solicit or initiate 

the transmission of any comment, request, suggestion, proposal, image, or other 

communication, which is obscene or indecent, knowing that the recipient of the communication 

is under eighteen years of age. This provision is not sufficient to cover online grooming as it 

does not cover the solicitation of children for sexual purposes, which is a key element in the 

definition of online grooming.377 There are no other forms of OCSEA addressed in the Act.  

Offline grooming of children in Namibia is criminalised under Section 14 (c) of the Combating 

of Immoral Practices Act. It provides that any person who solicits or entices a child to the 

commission of a sexual act or an indecent or immoral act, and who is more than three years 

older than such a child and is not married to such a child (whether under the general law or 

customary law), shall be guilty of an offence and liable on conviction to a fine not exceeding 

N$40 000 or to imprisonment for a period not exceeding ten years or to both such fine and such 

imprisonment. This provision is very concerning and can hamper children’s protection and 

reporting of OCSEA-related offences.378 In particular, it creates ‘marriage to a child’ as a legal 

defence to the contravention,379 thus clearly stating that a person cannot be held guilty for 

committing sexual acts with children under the age of sixteen years if they are married to the 

child in question. This research acknowledges that Section 2(3) of the Combating of Rape Act 

No 8 of 2000 stipulates that marriage cannot be considered as a defence for charges of rape. 

 
 
376 Ibid. at 8. 
377 Witting & Angula op cit note 25 at 8. 
378 ECPAT, INTERPOL, and UNICEF op cit note 1 at 22. 
379 According to Section 26 of the Marriage Act No. 25 of 1961 (as amended in 2019), the legal age of marriage 

for both boys and girls is 18 years in Namibia. However, children below 18 years can marry with the written 

permission of either the Minister of Home Affairs or any public service member authorised on their behalf, or 

with the consent of a court or judge. 
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However, it is unclear whether this provision can be expanded to all other sexual offences 

covered by the Combating of Immoral Practices Act, which could have an impact on the 

protection of children from sexual offences other than rape.380  

This research thus argues that Sections 5381 and 6382 of the Immoral Practices Act are 

insufficient to address online grooming as they are not technology and child-specific, and only 

refer to females as victims and males as perpetrators of solicitation, whilst not recognising that 

boys can also be at risk of solicitation and females too can be potential perpetrators of 

solicitation of children. Likewise, this research found that Section 7383 is not sufficient. The 

Act falls short of the definition of an ‘immoral act’, but the wording and language are broad 

enough to apply to other scenarios, such as enticement of children or indecent exposure to 

children in schools, but still leaves a considerable gap in whether such a provision could be 

applied in the digital space and to OCSEA.  Except for the solicitation of children, this Act 

does not cover any other forms of OCSEA.  

 

IV.  WINDOW OF OPPORTUNITY: CYBERCRIME BILL AND SEXUAL 

EXPLOITATION BILL 

a. Draft Cybercrime Bill 

The draft Cybercrime Bill addresses online grooming and solicitation of children through 

Section 15 titled ‘Grooming’.  The key elements of the act required for the crime of online 

grooming under this Bill can be summarised as follows:  

- Any person who, while in Namibia, using a computer system or another 

communications device, procures or attempts to procure a child under the age of sixteen 

 
 
380 ECPAT, INTERPOL and UNICEF op cit note 1 at 22. 
381 Section 5 criminalise the procuration of females for the purpose of unlawful carnal intercourse with another 

person and calls for a maximum penalty of 5 years imprisonment. 
382 Section 6 deals with solicitation and criminalise facilitating communication or connection between a male and 

a female for purposes of enabling the male to engage in unlawful carnal intercourse with a female. The penalty 

provided for contravening Section 6 is a maximum imprisonment period not exceeding five years. 
383 Section 7 deals with enticing a person to the commission of immoral acts by means of solicitation or by 

exhibiting himself or herself in an indecent manner in public view. The penalty clause calls for a maximum penalty 

of a fine not exceeding two thousand rand or to imprisonment for a period not exceeding two years or to both such 

fine and such imprisonment. 
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for the performance of a sexual act or for the performance of any action complying with 

the definition of ‘child pornography’ irrespective of where that child is in the world. 

- Engages a child in conversations or exchanges data messages with that child to 

determine the child’s willingness to perform a sexual act or suggests the performance 

of such an act; or  

- arranges a meeting or attempts to arrange a meeting with a child at which any sexual 

act is performed, discussed, or suggested. 

Section 15 also criminalises any person who, irrespective of their location in the world, 

performs any act referred to above in respect of a child who is in Namibia at any time while 

any of the above-mentioned acts occur, is guilty of the offence of grooming. The penalty clause 

calls for imprisonment for five years or a fine of N$20,000, or both such fine and imprisonment.  

The elements in the draft Cybercrime Bill are sufficient to regulate online grooming. It adopts 

the definition of sexual act in Section 1 of the Combating of Rape Act, 2000384, which is a good 

start. Still, it might be problematic as the said definition is limited and only applies to rape and 

not to other forms of sexual conduct other than rape. Thus, this definition will have to be 

revisited and aligned with international standards to cover all forms of sexual abuse and 

exploitation. The ACERWC recommends that the following definition of sexual activity be 

adopted.385  

Sexual abuse/ activity includes both explicit and non-explicit sexual activities that cause 

harm, such as penetration, or acts that harm the sexual integrity of the child, such as 

lascivious exhibition of children’s genitals. Sexual touching of a child is a form of sexual 

abuse. While the term ‘sexual touching’ can of course have positive connotations when 

referring to adult consensual sexual relationships, it refers to abusive acts when committed 

on children, except where both parties are children over the age of sexual consent and the 

touching is consensual.  

 
 
384 Section 1 of the Combatting of Rape Act No 8 of 2000 define ‘sexual act’ means - (a) the insertion (to even 

the slightest degree) of the penis of a person into the vagina or anus or mouth of another person; or (b) the 

insertion of any other part of the body of a person or of any part of the body of an animal or of any object into 

the vagina or anus of another person, except where such insertion of any part of the body (other than the penis) 

of a person or of any object into the vagina or anus of another person is, consistent with sound medical 

practices, carried out for proper medical purposes; or (c) cunnilingus or any other form of genital stimulation. 
385 General Comment No 7 on Article 27 of the ACRWC ‘Sexual Exploitation’ at 9. 
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The current draft has taken progressive measures to criminalise CSAM-related offences, 

offering both a definition of ‘child pornography’ and the catalogue of offences. Section 1 

defines ‘child pornography’ as the depiction using images, sounds, text or in any other manner 

of a real or imaginary person who is under the age of eighteen years or who appears to be under 

the age of eighteen years or who is represented or held out to be below that age while 

performing a sexual act in such a manner that it strongly suggests that the child is performing 

such an act or is inviting such an act or while engaging in other sexually explicit conduct where 

the material is calculated or appears to be calculated to stimulate erotic, sadistic or masochistic 

feelings or emotions. It excludes the material whose primary purpose is scientific, educational, 

or artistic. 

 

It is worth noting that the definition is not limited to visual depiction but instead follows the 

principle of the OPSC, also encompassing text, sound, or other means. The next part of the 

provision is also clear and provides for the definition of a child in line with the CRC. Section 

13 criminalises the production of ‘child pornography’ for its distribution through an 

information system; the offering or making available, the distribution, procurement, possession 

and accessing of child pornography through ICTs. The catalogue of offences also includes 

accessing or live-streaming of CSAM. Section 16 is almost identical to Article 20(1) of the 

Lanzarote Convention and is therefore in line with the highest international standard.386 

However, the phrasing of section 13(1)(a) limits its applicability as the production of child 

pornography for private use is not criminalised. The Bill only covers production for its 

distribution and hence leaves a gap in the legislation. Those cases can, however, be prosecuted 

under possession of ‘child pornography’. Section 13 is limited to the use of information 

systems, but the provisions are broad enough to apply to offline CSAM, i.e. printed pictures, 

sculptures, etc. 

b. Draft Sexual Exploitation Bill 

The Draft Sexual Exploitation Bill aims to address online and offline sexual abuse and 

exploitation; thus, the language is not very specific to ICT. Section 3 deals with the grooming 

of children under the age of sixteen years old and identifies exposure of children to pornography 

as a means of grooming, hence criminalising it. The definition of grooming is broad enough to 

 
 
386 UNICEF op cit note 31 at 41. 
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cover all aspects of online grooming. In terms of the elements of the offence, the required 

conduct is communication with a child under the age of sixteen years for sexual exploitation 

and abuse. Subsection 2 is clear that it is immaterial whether or not a response is made to the 

communication; whether or not a sexual act or any offence is committed;  whether or not it is 

impossible that the sexual act or the offence to have been committed; whether or not the sexual 

act or other offence which was being facilitated was to be committed by the accused or by 

someone else; or whether or not a meeting between the accused and the child took place.  The 

criminalised conduct also includes the conduct of an adult who makes a false representation in 

communication with a child under the age of sixteen years, whereby the perpetrator is younger 

than he or she actually is or the perpetrator is someone other than who he or she is,  and also 

meets or arranges to meet with the child under the age of sixteen years. Attempts to commit 

online grooming and supporting acts are also criminalised, as well as benefiting from such 

offences. 

 

Section 2 of the draft Sexual Exploitation Bill defines ‘child pornography’ as any 

representation, by any means, of a child, or a person appearing or represented to be a child, 

engaged in or subjected to sexual acts or other sexually explicit conduct, whether real or 

simulated. The definition also captures the sexual parts of a child, nude or semi-nude, of a child 

or a person appearing to be a child represented in a sexually suggestive manner. It includes 

realistic depictions, regardless of whether such depictions represent or are based on actual 

individuals. 

 

Section 2 is very progressive as it introduces an attempt to commit CSAM-related offences. In 

particular, it criminalises the following conduct (including the attempts): possession, 

production and distribution of child pornography, recruitment or coercion of a child to 

participate in a pornographic performance or the production of child pornography, profits from 

the participation of a child in child pornography, attending or viewing a pornographic 

performance of a child in person or virtually. 

 

Section 2 provides that no person shall be convicted of a child pornography offence if the 

material or performance in question is held or was viewed or attended by the accused alone, 

exclusively for his or her own personal and private use. This section also does not consider the 

offence to have been committed if the production of such material did not use or involve any 

actual child who is more than three years younger than the child who committed the act. The 
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latter is not only confusing but also allows for AI and computer-generated CSAM. The former 

exclusion is problematic as it allows for CSAM to be possessed and consumed for personal 

use, as long as the alleged perpetrator is not disseminating such material, which ultimately 

contracts the possession requirement of CSAM in Article 29 (3) (c) of the Malabo Convention, 

which requires criminalisation of mere possession of CSAM. 

 

Another exclusion of child pornography, according to Section (2), is that no person shall be 

convicted of a child pornography offence if the material in question has a legitimate purpose 

related to the administration of justice, science, medicine, education, or art, and does not pose 

an undue risk of harm to children. This provision is problematic and should be excluded. The 

exclusion is discussed at length in the next segment.  

 

V.  CONCLUSION 

This chapter analysed the level of compliance of Namibian national legislation on OCSEA 

against binding international conventions and treaties ratified by Namibia. First, it summarised 

the required criminalised conduct under two main categories of OCSEA namely online 

grooming and CSAM-related offences. At the international level, this chapter focused on the 

requirements under the CRC, OPSC and ILO C182. At the regional level, this chapter 

considered the ACRWC and the Malabo Convention. In it’s assessment, this chapter found that 

the current national legislation does not adequately address OCSEA and that there are 

considerable gaps in the protection of children in the online space. It also found that the only 

national legislation explicitly referring to OCSEA is the CCPA, which also comes with its 

limitations in terms of the scope and application of the provisions on CSAM-related offences. 

This chapter further found that other than CSAM and to a certain extent offline grooming, no 

other forms of OCSEA are criminalised in Namibia. Whilst looking ahead through the window 

of opportunity offered by the draft Cybercrime Bill and draft Sexual Exploitation Bill to 

adequately regulate OCSEA in Namibia, this chapter argued that it boils down to two main 

categorisations of OCSEA- CSAM-related offences and online grooming-related offences. 

Once the provisions in national laws are comprehensive, as shown by both the two draft Bills 

discussed, all other forms of OCSEA will be subsumed into those two main offences, and 

prosecutors in Namibia will have a clear framework to prosecute OCSEA.  
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In the next and last chapter, this research will conclude with key findings, recap the research 

questions and answers and offer recommendations to duty-bearers in Namibia, to align national 

legislation with international law. 
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SUMMARY TABLE OF STATUS OF COMPLIANCE OF NATIONAL LAWS WITH 

BINDING INTERNATIONAL LAW ON OCSEA. 

Required 

conduct 

Convention National legislation  Compliance 

Y/N 

CSAM 

offences 

OPSC Article 3(1)(c) 

Production, 

distribution, 

dissemination, import, 

export, offer, selling or 

possession of child 

pornography  

Malabo Convention 

Article 29(3)- require 

the following:  

Produce, register, offer, 

manufacture, make 

available, disseminate, 

child pornography  

procurement for 

oneself or for another 

person, import or have 

imported, and export or 

child pornography 

possess child 

pornography  

exposure of children to 

pornographic content.  

ILO C182 

CCPA  

Section 234(1)(d) only criminalise 

the following- induce, procure, 

offer, allow, or cause a child to be 

used for purposes of creating child 

pornography, whether for reward 

or not. 

N 

Publications Act  

Section 47 only prohibits the 

production, possession, and 

distribution of 'undesirable' 

publications’ which are offensive 

or harmful to public morals 

N 

Communications Act 

Section 117(1)(c) criminalise:  

create, solicit, or initiate 

transmission of any comment, 

request, suggestion, proposal, 

image, or other communication, 

which is obscene, lewd, lascivious, 

filthy, or indecent, with intent to 

annoy, abuse, threaten, or harass 

another person by means of a 

telecommunications device. 

N 

Draft Cybercrime Bill 

 

Section 13 criminalises the 

production, offering or making 

Y 
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Article 3(b) requires 

the prohibition of the 

use, procuring or 

offering of a child for 

prostitution, for the 

production of 

pornography or for 

pornographic 

performances. 

 

available, distribution, 

procurement, possession and 

accessing child pornography 

through ICTCs.  

 

 

Draft Sexual Exploitation Bill 

Section 2 criminalises offences 

involving ‘child pornography’ and 

pornographic performances, 

including the possession, 

production, distribution and 

recruitment of children.  ‘Child 

pornography’ is clearly defined. 

 

Y 

Grooming 

related 

offences  

 

CRC Article 34 

requires the 

criminalisation of any 

inducement or coercion 

of a child to engage in 

any unlawful sexual 

activity 

Combating of Immoral Practices 

Act. Section 14 (c) of the It 

provides that any person who 

solicits or entices a child to the 

commission of a sexual act or an 

indecent or immoral act, and who 

is more than three years older than 

such a child and is not married to 

such a child. 

N 

Communications Act 8 of 2009 

Section 117(1)(d. It criminalises 

the use of telecommunication 

devices to knowingly make, create, 

solicit or initiate the transmission 

of any comment, request, 

suggestion, proposal, image, or 

other communication, which is 

N 
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obscene or indecent, knowing that 

the recipient of the communication 

is under eighteen years of age. 

Draft Cybercrime Bill 

The draft Cybercrime Bill 

addresses online grooming and 

solicitation of children through 

Section 15. It criminalises the 

following: procurement of a child 

under the age of sixteen for the 

performance of a sexual act or for 

the performance of any action 

complying with the definition of 

‘child pornography’;  engagement 

of a child for the purposes of 

determining the child’s willingness 

to perform a sexual act; or arranges 

a meeting with a child at which any 

sexual act is performed, discussed, 

or suggested. 

 

Y 

Draft Sexual Exploitation Bill 

Section 3 deals with grooming of 

children under the age of sixteen 

years old and identified exposure 

of children to pornography as a 

means of grooming, hence 

criminalising it. The definition of 

grooming is broad enough to cover 

all aspects of online grooming and 

Y 
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solicitation of children, sexual 

extortion.  
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CHAPTER 6: CONCLUSION AND RECOMMENDATIONS 

 
 
The main research question that this research intended to address is ‘To what extent does 

Namibia comply with international law obligations relating to the criminalisation of OCSEA?’ 

to answer the research question, this research considered two sub-questions, namely, ‘What 

does international law require in relation to the criminalisation of OCSEA? And do Namibia’s 

national laws and policies comply with international law obligations regarding the 

criminalisation of OCSEA?’ The first sub-question was addressed in Chapter 3 of this research, 

which dealt with the international legal framework, covering binding international legal 

instruments on Namibia and what they require with regard to the criminalisation of OCSEA. 

Chapter 3 provided the key concepts and definitions of OCSEA-related conduct as outlined in 

binding international instruments. The second sub-question was addressed through the 

comprehensive analysis of the national legal framework in Chapter 4 of this research which 

spells out the current criminalised OCSEA conduct in Namibia.  Chapter 5 comprehensively 

analysed the level of compliance and identified the gaps in national legislation by testing the 

national laws against binding international instruments. 

 

Overall, this research concludes that the current binding legislative measures in Namibia do 

not provide for a comprehensive definition of CSAM and a catalogue of offences in compliance 

with international law; thus, the current legal framework requires further legislative 

development.387 The existing national legislative instruments addressing OCSEA, as well as 

the draft laws, particularly the Cybercrime Bill and the Sexual Exploitation Bill, are a positive 

step taken by Namibia. These instruments can be further enriched and the legal gaps addressed 

to fully align with the CRC, OPSC, ACRWC, Malabo Convention, and ILO C182.  As  

discussed in chapters 4 and 5 above, this research note that the language and terminologies of 

the draft Cybercrime Bill and draft Sexual Exploitation Bill are not aligned with the 

recommended terminologies388 on OCSEA as stipulated in the Terminology Guidelines for the 

Protection of Children from Sexual Exploitation and Sexual Abuse (Luxembourg guidelines)389 

 
 
387 UNICEF 'Transnational Cybercrime against Children: An analysis of legal standards and concepts' in 

Sabroso-Wasserfall Dietrich Remmert and Anna (ed) Shaping the Human Security Landscape in Southern 

Africa: Namibia’s Foreign Relations and Coorperation with its Neigbouring Countries  Windhoek, Konrad 

Adenaur Stiftung(2018) at 183. 
388 The Draft Cybercrime Bill uses terminologies such as ‘child pornography’ which is not in line with the 

Luxembourg guidelines. 
389 ECPAT op cit note 49 at 58.  
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and in this chapter, this research will be offering recommendations for the alignment of 

terminologies to meet international standards.  

 

As both the Cybercrime Bill and Sexual Exploitation Bill have similar provisions on online 

grooming and CSAM, this research favours the fast-tracking and immediate adoption of the 

Cybercrime Bill over the Sexual Exploitation Bill, for the reason that the Cybercrime Bill is at 

an advanced stage and is referenced in national plans as a priority for enactment, whilst details 

regarding progress on the Sexual Exploitation Bill remains unavailable to the public and the 

timeline for finalisation remains unknown. Additionally, the Sexual Exploitation Bill in its 

current form is underdeveloped as penalties and remedies for violations have not yet been 

established. This research further argues that whilst the Sexual Exploitation Bill aims to address 

sexual offences both online and offline, OCSEA remains a form of cybercrime, with many 

other dimensions related to cybercrime, such as mutual legal assistance, victim identification, 

data retention by internet service providers and law enforcement collaboration on 

cybercrime.390 Thus, it will be appropriate to harmonise the laws through a comprehensive 

Cybercrime Bill. Although progress has been slow in enacting the Cybercrime Bill, this 

research believes that the Cybercrime Bill has better prospects of being enacted in the next 5 

years than the Sexual Exploitation Bill, which is still in the drafting stage.  

 

Whilst this research commends the holistic approach taken by the Sexual Exploitation Bill to 

address both online and offline sexual exploitation in one piece of legislation, this research 

found that the terminology in the Sexual Exploitation Bill is not technologically specific and 

the provisions are not very specific to children, thus casting doubt on the protection afforded 

to children within the provisions of the Bill.  

 

Additionally, the ‘child pornography’ provisions in the draft Cybercrime Bill are drafted in 

such a way that they cover both possession and distribution of CSAM online and offline, as 

they cover the distribution or transmission of ‘child pornography’ through an information 

system or in ‘any other manner’ which can be interpreted to mean offline. It also covers 

possession of ‘child pornography’ in a computer system or on a computer-data storage medium 

or in any other form, which can be interpreted in the offline space. 

 
 
390 Witting and Angula op cit note 25 at 21 
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Namibia underwent the State review under the CRC in May 2024, and the CRC Committee 

urged Namibia in their Concluding Observations to strengthen the legal framework on violence 

against children by expeditiously adopting the cybercrime and sexual exploitation bills, 

aligning existing legislation regarding OCSEA with international standards,391 signalling that 

the current legislative framework in Namibia is not in line with international standards. The 

CRC Committee further recommended that Namibia prevent and eliminate violence against 

children online by, inter alia, ensuring that national legal and policy frameworks clearly define 

and criminalise online grooming and adequately cover all forms of online violence, signalling 

that OCSEA is not sufficiently criminalised and defined in national legislation. Finally, 

Namibia also underwent a State review by the Committee on the International Covenant on 

Civil and Political Rights (ICCPR) in 2024. The ICCPR Committee was concerned by the 

prevalence of violence against children in Namibia and regrets the lack of information provided 

by the State on action taken to combat growing concerns about OCSEA.392 In their Concluding 

Observations, the ICCPR Committee recommended that the State take the steps necessary to 

combat OCSEA, including through the finalisation and adoption of the bill to combat sexual 

exploitation, in line with international standards. 

 

I. KEY FINDINGS  

a. CSAM-related offences  

Namibia has partially addressed CSAM offences in its national legislation through the 

CCPA,393 which is the only legislation directly addressing CSAM in Namibia.394 Even though 

the Act is criminalising ‘child pornography’, the provision is not sufficient and not consistent 

with international law. The CCPA does not define the term ‘child pornography’. The provision 

itself is too narrow as it only criminalises the creation of child pornography and various support 

 
 
391 UN Committee on the Rights of the Child (CRC), Concluding Observations on the Combined Fourth to Sixth 

Periodic Reports of Namibia, CRC/C/NAM/CO/4-6, 24 May 2024, 

https://www.refworld.org/policy/polrec/crc/2024/en/149005 [accessed 05 December 2024] at 7 para 24(a) 
392 UN Committee on the International Covenant and Civil and Political Rights (ICCPR), Concluding 

Observations on the Third Periodic Report of Namibia, CCPR/C/NAM/CO/3, 3 May 2024, available at 

https://documents.un.org/doc/undoc/gen/g24/056/25/pdf/g2405625.pdf [accessed 4 December 2024] at 9 para 36 

and 379b 
393 Child Care and Protection Act, 3 of 2015   
394 No. 3 of 2015. See Section 234(1)(d) which provides ‘A person may not -induce, procure, offer, allow, or cause 

a child to be used for purposes of creating child pornography, whether for reward or not. 

https://documents.un.org/doc/undoc/gen/g24/056/25/pdf/g2405625.pdf
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actions to the creation of child pornography, but fails to criminalise distributing, disseminating, 

importing, exporting, offering, selling, and possessing of child pornography. This leaves a 

considerable gap in the national legal framework, as the possession, dissemination and 

accessing ('streaming') of child sexual abuse material is not criminalised.395  

 

Although the Publications Act 42 of 1974 prohibits the production, possession, and distribution 

of undesirable publications, there are no specific mentions of CSAM; thus, casting doubt on 

the application of the definition of undesirable publication to CSAM and OCSEA in general is 

not prohibited.396 Likewise, this research found that section 117(1)(c) of the Communications 

Act 8 of 2009 is insufficient as the definition for terms such as obscene, filthy or indecent is 

vague and does not set a clear standard for the criminalisation of CSAM.397  

 

This research further found that there is a significant gap in the current legislation with regard 

to CSAM, as the provisions in the CCPA, Publications Act and Communications Act do not 

live up to the minimum standards of the CRC, OPSC, ILO C182 and ACRWC, thus Namibia 

is violating its international obligations in this field.398 As Namibia is currently developing 

legislation on cybercrimes and sexual exploitation, it is now an opportune time to draft 

legislation which does not only meet the mandatory international standards but also considers 

best practices from other legislations and regional conventions.399 

 

b. Online grooming and solicitation of children  

As offline solicitation/grooming of children offline is already criminalised in Namibia, the only 

question arises as to whether a specific online provision is required.400 This research found that 

legislation inadequately protects children when it includes sexual grooming of children in its 

definition of sexual exploitation but fails to provide specific language regarding ICT-facilitated 

sexual grooming with prescribed penalties.401  As of December 2024, there is no legislation in 

 
 
395 Witting & Angula op cit note 25 at 7. 
396 Witting & Angula op cit note 25 at 7. 
397 Ibid. at 8. 
398 UNICEF op cit note 31 at 7. 
399 Ibid.at 7. 
400 See section 14 (c) of the Combating of Immoral Practices, Act 21 of 1980, which does not limit the applicability 

to offline offences, this provision also covers online offences. 
401 ICMEC  op cit note 5 at 11.  
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Namibia explicitly criminalising online grooming of children for sexual purposes. 

Additionally, online grooming is not clearly defined in Namibian legislation or the penal 

code.402 Once enacted, the draft Cybercrime Bill will fill this gap, as Section 14 is specifically 

tailored to address grooming in the digital age. Additionally, the Combating of Sexual 

Exploitation Bill provides for the criminalisation of exposing children to pornography as a form 

of grooming.403 

 

II. CONSIDERATIONS FOR OCSEA PROVISIONS 

 
Mere provisions that ban child sexual abuse, including CSAM, without detailing the definition, 

specific criminal offences, criminal sanctions, and criminal punishments are insufficient to 

fully address CSAM.404  For purposes of CSAM, national legislation should define a child as 

anyone under the age of 18, regardless of the age of sexual consent, due to the rationale that 

whilst children under the age of eighteen years may be able to consent to sexual acts freely, 

they are not legally able to consent to any form of sexual exploitation, including CSAM.405 

Thus presumed consent by the child to CSAM is null and void.  

 

To ensure that there is no legal lacuna in the protection of children online and offline, CSAM 

should be explicitly defined in national legislation and include technology-specific 

terminology, so that there can be no doubt on the part of justice actors, law enforcement, and 

offenders regarding the legal requirements of the act.406 Additionally, the term CSAM should 

be used rather than ‘child pornography’ to accurately describe the nature and extent of the 

material, to avoid confusion regarding consent and highlight the abusive nature of the 

material.407  

 

Building on definitions in international legal instruments, the definition of CSAM should 

include, at the very minimum, any representation or depiction of a child engaged in a (real or 

simulated) sexual display, act, or performance primarily for sexual purposes.408 This includes 

 
 
402 UNICEF op cit note 01 at 10.  
403 INTERPOL, ECPAT and UNICEF op cit note 1 at 46. 
404 ICMEC op cit note 5 at 15. 
405(ICMEC)  at15 
406 Ibid. at 15 
407 ECPAT op cit note 49 at 38 
408UNICEF op cit note 30 at 9. 
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a nude or semi-nude depiction of a child in an unnatural or sexually suggestive posture.409 Other 

words and phrases within the definition of CSAM may also require explanation, i.e.  ‘simulated 

sexual conduct or AI-generated CSAM,’ ‘sexually explicit conduct,’ and ‘sexual display act or 

performance’.410 The definition of CSAM in national legislation and the penal code should 

cover all forms of CSAM, whether offline or online.  The definition should explicitly include 

‘any representation, by whatever means’411 which depicts children in a manner intended to 

sexually arouse or gratify the user, which includes, but is not limited to, visual material such 

as photographs, movies, drawings, and cartoons; audio representations; live performances; 

written material in print or online; and physical objects such as sculptures, toys, or 

ornaments.412 Although not explicitly mentioned, both the provisions of the draft Cybercrime 

Bill and the Sexual Exploitation Bill are broad enough to address this. 

 

Building on the recommendations from the ACRWC Committee of Experts, legislation should 

ensure that the production, distribution, dissemination, importation, exportation, offering, sale, 

possession, or access to CSAM is criminalised.413  Even where child sexual abuse materials are 

not ‘possessed’ – such as where they are live-streamed or viewed on a webcam show in real 

time a criminal sanction should be provided for.414 Penalties indicative of the severity and the 

magnitude, as well as taking into account different circumstances under which OCSEA crimes 

are committed, should be spelt out by law to guide sentencing officers. The catalogue of 

offences should include the following acts: production, procurement, distribution, possession, 

accessing CSAM and offering or making CSAM available.415  

 

As the Luxembourg Guidelines on Child Sexual Exploitation point out, the line between online 

and offline child sexual exploitation is often blurred, and the internet is a means, albeit very 

potent, to exploit children sexually; it is not, in and by itself, a distinct type of sexual 

exploitation.416 On the same point, the International Telecommunication Union (ITU) 

recommends that, whenever possible, legislation should be technology-neutral, so that its 

 
 
409 Ibid. at 9.  
410 Ibid. at 9. 
411 To reflects the broad range of pornographic material available in a variety of media, 
412 ECPAT op cit note 49 at 36. 
413ACERWC op cit note 37 at 24.  
414 Ibid. at 24. 
415 Ibid. at 24. 
416 ECPAT op cit note 49 at 27-8. 
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applicability is not eroded by future technological developments.417 This research thus suggest 

that in enacting legislation on OCSEA, policymakers in Namibia should work towards ensuring 

that child sexual abuse and exploitation conduct that is illegal offline is equally unlawful online. 

Additionally, harmonisation of national laws and international instruments should be 

prioritised to fill the legal loopholes and ensure that there can be no different interpretations of 

the same instruments by law enforcement, prosecutors, and judges on the criminalised conduct 

of OCSEA in Namibia.418   

 

To ensure compliance with OPSC, OCSEA legislation should criminalise the acts of recruiting, 

or coercing a child into participating in pornographic performances or causing a child to 

participate in such performances, profiting from or otherwise exploiting a child for such 

purposes, and knowingly attending pornographic performances involving children.419 

Similarly, penalties should be introduced for anyone (including parents and legal guardians) 

who acquiesces to their child’s participation in CSAM.420 Finally, national legislation should 

address online grooming or online enticement to prevent sex offenders from targeting children 

for sexual and other forms of gratification.  

 

The draft Cybercrime Bill and Sexual Exploitation Bill provide a unique opportunity to 

incorporate the key considerations discussed in this segment to address the gaps in legislation.  

As this research recommends that the OCSEA provision in both bills should be merged to 

provide comprehensive provisions on OCSEA that can be inserted into the Cybercrime Bill, 

the table below compares and summarises the key elements of each Bill and key considerations 

for final provisions. 

 

 
 
417 International Telecommunication Union (ITU) Guidelines for policy-makers on Child Online Protection 

(2020) available at https://www.itu.int/en/ITU-D/Cybersecurity/Documents/COP/Guidelines/2020-

translations/S-GEN-COP.POL_MAKERS-2020-PDF-E.pdf, accessed on 31 January 2024. at 31. 
418 Catharina Drejer et al 'Livestreaming Technology and Online Child Sexual Exploitation and Abuse: A 

Scoping Review' (2024) 25 Trauma, Violence, & Abuse  at 8. 
419 Guidelines regarding the implementation of the Optional Protocol to the Convention on the Rights of the 

Child on the sale of children, child prostitution and child pornography para 64. 
420 (ICMEC) op cit note 5 at 18.  
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III. RECOMMENDATIONS  

The urgency to protect children from violence, exploitation and abuse perpetrated through ICTs 

is a priority recognised in full by the international community; it is a goal underpinned by 

international agreements, treaties, and conventions, such as the CRC, OPSC, as well as regional 

treaties and agreements such as the ACRWC. The above-mentioned international Conventions 

have provided the most wide-ranging and internationally agreed standards and approaches to 

the protection of children, including the protection of children online, globally. In offering 

recommendations for legislative reform on OCSEA in Namibia, this research reflects on the 

African Union OCSEA Strategic Plan 2020 – 2025, which notes that the understanding and 

awareness of OCSEA and the capabilities to dismantle it have remained very limited among 

the AU Member States, partially due to a notable lack of scientific evidence documenting 

OCSEA’s actual prevalence and scope in Africa.421 Despite the scope and actual prevalence of 

OCSEA being unknown in Africa, there is evidence that proves that Africa as a region is not 

exempt from this threat, and Namibia is no exception, thus encouraging lawmakers to act 

now.422 

 

RECOMMENDATION 1: Harmonise OCSEA provisions in the draft Cybercrime Bill and 

Sexual Exploitation Bill and consolidate into one legislation to avoid duplication and 

inconsistencies  

 

As discussed in Chapters 4 and 5, OCSEA provisions in the Cybercrime Bill and Sexual 

Exploitation Bill are similar but also contain some inconsistencies which can be addressed by 

consolidating the OCSEA provisions in both Bills into one Bill. Although the Cybercrime Bill 

has stronger technology language, the same provisions on online grooming and CSAM can be 

interpreted and applicable to both online and offline spaces. Similarly, the Sexual Exploitation 

Bill, which uses neutral terminology to cover online and offline CSAM equally, ensures that 

both online and offline CSAM are criminalised. This research found that both the Sexual 

Exploitation Bill and Cybercrime Bill are each addressing online and offline sexual abuse and 

exploitation together in one piece of legislation, to ensure that prohibited conduct of OCSEA 

through ICT is also prohibited if it occurs by means of any other mechanisms. For instance, 

 
 
421 African Union op cit note 268 at 4. 
422 Ibid. at 4. 
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distributing CSAM flyers or magazines will be captured by both the Bill. To ensure 

comprehensive and complementary provisions, the CSAM provisions and definition in the 

Cybercrime Bill and Sexual Exploitation would be stronger if merged to cover all aspects of 

CSAM. 

 

To address legislative gaps in OCSEA, this research recommends that Namibia consolidate the 

provisions of OCSEA in the Cybercrime Bill and the Sexual Exploitation Bill into a single bill, 

and proceed to enact the Draft Cybercrime Bill as soon as practically possible. This approach 

will ensure that sexual exploitation and abuse of children is covered adequately both online 

and offline, regardless of the piece of legislation they are regulated under and will align the 

new law on OCSEA with OPSC.423 At this point, this research favours placing the consolidated 

provisions in the Cybercrime Bill, which is at an advanced stage and likely to be prioritised by 

the government for enactment, compared to the Sexual Exploitation Bill, which is still in draft 

and consultation with stakeholders, and the public has yet to commence.  

 

To ensure that the consolidated provisions meet international law, this research highly 

recommends that the government through the MGEPESW, Ministry of Justice and MICT and 

lawmakers, in particular the parliament of Namibia once the Bills are presented to them should 

take the following actions:  

- Change the terminology in the new provisions from ‘child pornography’ to ‘Child 

Sexual Abuse Material’ to emphasise the abusive nature of CSAM, that children cannot 

give consent to such abuse and also to ensure the terminology of CSAM and grooming 

in the Cybercrime Bill is aligned with the Luxembourg Terminology guidelines. 

(Ministry of Justice) 

- Revise the definition of ‘child pornography’ to explicitly include computer-generated 

images, AI images, and drawings and cover physical objects such as sculptures, toys, 

or ornaments depicting CSAM. (MICT, MGEPESW and Ministry of Justice) 

- Introduce penalties for anyone (including parent and legal guardians) who acquiesces 

to their child’s participation in CSAM, including benefitting or profiting from OCSEA. 

(Parliament) 

 
 
423 INTERPOL, ECPAT and UNICEF op cit note 1 at 98 
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- Ensure that Section 2(2) of the Sexual Exploitation Bill is not maintained and that 

possession of CSAM for a legitimate purpose related to the administration of justice, 

science, medicine, education, or art, or when possession does not pose an undue risk of 

harm to children, is not a defence. (Parliament) 

- Ensure that mere possession of CSAM for personal use is criminalised (Ministry of 

Justice) 

- Include attempts to commit the criminalised conduct (Ministry of Justice) 

Whilst this research primarily focused on the criminalisation of OCSEA, the fact that policies 

to protect child users of ICTs from sexual exploitation should not merely be reactive cannot be 

overlooked.424 The aim should be to prevent abuse before it takes place by building children’s 

capacity to reduce the risk of harm when using ICTs.425 This approach is in line with Article 

19 CRC on the right of children to be protected from abuse, which emphasises States’ 

obligation to implement, among other measures, educational initiatives to protect children from 

all forms of violence.426  

  

 
 
424 UNICEF op cit note 20 at 11. 
425 Ibid. at 11. 
426 Ibid. 
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LOOKING FORWARD: TABLE OF CYBERCRIME BILL AND SEXUAL 

EXPLOITATION BILL 

  

Criminalised 

conduct 

Cybercrime Bill Sexual Exploitation 

Bill 

Recommendation 

CSAM 

definition 

Depiction by means of 

images, sounds, text or in 

any other manner of a real 

or imaginary person who is 

under the age of eighteen 

years, who appears to be 

under the age of eighteen 

years or who is represented 

or held out to be below that 

age of eighteen –  

 

- while performing asexual 

act;  

- in such a manner that it 

strongly suggests that the 

child is performing such an 

act or is inviting such an 

act;  

- while engaging in other 

sexually explicit conduct 

where the material is 

calculated or appears to be 

calculated to stimulate 

erotic, sadistic or 

masochistic feelings or 

emotions:  

 

Provided that material 

whose primary purpose is 

Any representation, 

by any means, of - a 

child, or a person 

appearing or 

represented to be a 

child, engaged in or 

subjected to sexual 

acts or other sexually 

explicit conduct, 

whether real or 

simulated; the sexual 

parts of a child, or a 

person appearing or 

represented to be a 

child, for primarily 

sexual purposes;  

 

a child, or a person 

appearing or 

represented to be a 

child, nude or semi-

nude and represented 

in a sexually 

suggestive manner,  

and includes realistic 

depictions regardless 

of whether or not 

such depictions 

represent or are 

The provisions are 

quite similar, and 

arguably both cover 

computer generated 

CSAM and AI 

CSAM but it would 

be helpful to 

explicitly mention 

AI and computer-

generated images in 

the definitions. Both 

definitions do not 

cover offline 

physical objects such 

as sculptures, toys, or 

ornaments which 

should be included, 

those should also be 

incorporated into the 

consolidated 

definition. Both Bills 

should reconsider 

and replace the 

terminology 'child 

pornography’ with 

‘Child Sexual Abuse 

Material’ 
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scientific, educational or 

artistic is not child 

pornography. 

based on actual 

individuals. 

 

CSAM 

catalogue of 

offences 

Criminalises production, 

offering or making 

available, distribution or 

transmission, procurement 

or obtaining child 

pornography through an 

information system or in 

any other manner, and 

possession of child 

pornography in a computer 

system or on a computer-

data storage medium or in 

any other form; and 

obtaining access, through 

information and 

communication 

technologies or in any 

other manner to child 

pornography.  

 

The ‘phrasing through any 

other manner’ could be 

interpreted for offline acts. 

 

 

The criminalised 

conduct includes the 

following and any 

attempt: possession 

production and 

distribution of child 

pornography, 

recruitment or 

coercion of a child to 

participate in 

pornographic 

performance or the 

production of child 

pornography. profits, 

from the 

participation of a 

child in child 

pornography attends 

or view a 

pornographic 

performance of a 

child in person or 

virtually. 

 

There is no child 

pornography offence 

if the material or 

performance in 

question is held or 

was viewed or 

If consolidated, these 

provisions will offer 

a comprehensive and  

catalogue of 

offences, covering 

both online and 

offline CSAM 

offences. The 

Cybercrime Bill 

offer comprehensive 

conduct and 

technology language 

as recommended in 

OPSC but does not 

cover attempts and 

pornographic 

performances which 

is covered in the 

Sexual Exploitation 

Bill, thus making the 

two Bills 

complementary.  

 

The exclusion in 

Section 2 (2) is not in 

line with 

international 

standards and should 

be deleted all 

together.  
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attended by the 

accused alone, 

exclusively for his or 

her own personal and 

private use or if the 

production of such 

material did not use 

or involve any actual 

child who more than 

three years is 

younger than the 

child who committed 

the act.  

This exclusion is 

problematic and 

should be excluded. 

Online 

grooming  

Criminalises offenders in 

Namibia targeting children 

across the world or 

offenders outside Namibia 

targeting   children in 

Namibia. Specific to 

offenders communicating 

by means of a computer 

system or another 

communications device. 

Criminalise conduct is: 

 

Procures or attempts to 

procure a child under the 

age of 16 for the 

performance of a sexual act 

or for the performance of 

Defines grooming to 

include any person 

who engages in 

conduct with or 

communicates with a 

child for for the 

purpose of 

facilitating a sexual 

act. Its is immaterial 

whether or not a 

response is made to 

the communication; 

whether or not a 

sexual act or any 

offence under this 

Act is actually 

committed; whether 

Online grooming in 

the Cybercrime Bill 

is much broader in 

terms of jurisdiction, 

and applicable to 

children and 

perpetrators beyond 

Namibian borders, 

which will ensure 

enforcement of the 

provisions beyond 

Namibia through 

mutual legal 

assistance as a form 

of Cybercrime.  The 

catalogue of offences 

in the Sexual 
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any action complying with 

the definition of child 

pornography  

 

Engages a child in 

conversations or 

exchanges data messages 

with that child for the 

purposes of determining 

the child’s willingness to 

perform a sexual act or 

suggests the performance 

of such an act; or arranges 

a meeting or attempts to 

arrange a meeting with a 

child at which a sexual act 

is performed, discussed or 

suggested. 

 

Penalty clause is 

imprisonment for a period 

of five years or to a fine of 

N$20 000  

 

The wording of this 

provision does not cover 

offline grooming (which is 

already criminalised in the 

Immoral Practices Act) 

 

 

or not it is impossible 

that the sexual act or 

the offence under 

this Act referred to 

could have actually 

been committed;  

whether or not the 

sexual act or the 

offence under this 

Act which was being 

facilitated was to be 

committed by the 

accused or by 

someone else; or  

whether or not a 

meeting between the 

accused and the 

vulnerable person 

took place.  Exposing 

children to 

pornography by 

adults and dishonest 

communication with 

a child is also 

criminalised. Other 

criminalised acts 

include committing, 

benefitting from, 

furthering, 

facilitating or 

promoting sexual 

exploitation and 

dishonest 

Exploitation Bill is 

much more 

comprehensive and 

includes other 

offences linked to 

grooming such as 

dishonest 

communication, 

exposure to 

pornography and 

also applies to 

parents, guardians 

and other people who 

facilitate grooming. 

Merging and 

tweaking the 

language to make it 

applicable to ICTs 

and including the 

cross-boarder 

jurisdiction for 

online grooming will 

make strengthen 

these provisions.  
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communication with 

a child are also 

criminalised 
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