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Abstract

This thesis covers the investigation and implementation of a self-configuring wire-

less sensor network.

The investigation covers early network systems to modern wireless networks.
Several wireless networks were compared, with Bluetooth being selected as the
implemented network technology and the Zigbee 802.15.4 network standard being
selected for future implementations and developments.

The Bluetooth Protocol is described. An investigation into several different open
source protocol stacks was made with the BlueZ protocol stack being selected as
the implemented Bluetooth stack.

Wireless development platforms were also investigated and discussed, with the
Axis 82 Development platform being selected as the implemented development
platform. A Motornostix Canary was connected to the development platform
and used as the sensor input for the network.

The Network was implemented and tests were performed and described. Con-
clusions are made and possible future work is given.
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Chapter 1

Introduction

1.1 Subject

This thesis contains a study of presently available wireless technologies, along
with future and upcoming wireless technologies that are being designed. It also
describes the design and implementation of a self-configuring wireless sensor

network using an off-the-shelf communications protocol.

1.2 Background

The concept of using an electronic device, a sensor, to extract information from
a real-world environment is of great importance in modern day society. From
receiving weather information to monitoring large electrical generators, to count-
ing people entering a supermarket, modern society uses sensors in every modern

trade.

1.2.1 Industrial Sensors

Industry is highly reliant on sensor technology. All machinery, as well as industry
outputs, need to be closely monitored to ensure the stability and control of the

overall system. Human monitoring and observation have become both inadequate




and expensive and therefore electronic sensors, either analog or digital, have
become the common-place tool.

In the industrial environment, sensors are generally found under unusually harsh
conditions. Such harsh industrial conditions can be due to a multitude of factors:

radical temperature, high pressure, intense vibration.

Due to the nature of industry and safety standards, sensors are therefore required
to operate over extended periods under minimal maintenance, requiring them to
be robust.

Analysis of the vulnerable elements in the electronic sensor system reveals the
sensor’s communication systems between the physical sensors to be a weakness.
Communication cables are prone to wear as they are often on continuously mov-
ing machinery.

Industrial environments need to adhere to extremely stringent safety regulations.
These requirements also apply to positioning of cables and wires. This could
require a sensor which is five meters from a base station or other sensor, to be

wired with twenty-five meters of cable.

This extra expense could be extremely costly if one were to install many sensors.
The expenses are amplified even more as the installations have to be carried out
by safety qualified engineers to ensure compliance with the standards. This is

where wireless sensors come into their own.

1.2.2 Wireless Sensors

Wireless communication systems seem a suitable solution to overcome the prob-
lems inherent to the traditional wired approach. Two major problems are asso-
ciated with wireless solutions: cost and configuration.

Present wireless systems are extremely costly. Manufacture of wireless systems
is still on a reasonably small scale.

Current wireless systems also require a large amount of configuration to ensure
system functionality. This is mainly due to nodes in the network sharing the
same bandwidth.




Recent and continuing advances in wireless systems have brought about many
different standards in wireless communications. These advances anticipate that
the cost problem associated with these systems will be solved in the near future

as manufacture of units increases and technology develops.

1.3 Objectives

The objectives of this thesis are to investigate the present wireless systems avail-
able, to implement a self-configuring wireless sensor network and to establish a
direction towards which future wireless technologies will move.

1.4 Scope and Limitations

This thesis was started in 2002, when many of the current(2004) technologies on
the market were not available. Present technology could simplify some of the
complications encountered in this thesis.

Wireless technologies in the 2.4Ghz band were only considered as this is one of the
Industrial, Scientific and Medical Bands - frequency bands in which transceiver
equipment is freely used throughout most of the world. This particular frequency

band has many attributes which will be discussed in chapter 3.

A sparse sensor network was implemented, as the sensor units were costly and
limited funds where available.

One of the major limitations in this thesis, is the majority of references being
online references as opposed to journal written or paper-based references. This
is due to most of the work being done on this project having a highly dynamic
content. Published work on many of these topics had not appeared in archival

journals at the time of this project.




1.5 Plan of Development

Chapter 2 shows the progression of networks towards the network model that we
aspire to today. It covers the basic description of earlier network models including
their strengths and weaknesses. This chapter will also cover the models that are
currently used and the models that current technologies are pointing towards.

Chapter 3 shows the rationale behind the selection of the 2.4Ghz bandwidth. It
will then proceed to an investigation into the available wireless communication
standards using this bandwidth. The selection of Bluetooth as the implemented
wireless standard is justified in this chapter.

Chapter 4 discusses the Bluetooth Protocol in more depth and gives an overview
of the specification.

Chapter 5 describes the available wireless development platforms available in
2002 and the development platforms used. It also describes the benefits of each
and the complications of using the different platforms.

Chapter 6 discusses the different protocol stacks available. Commercial and Open
Source protocol stacks are both investigated. Selection of the implemented stack
is described in this chapter.

Chapter 7 gives an overview of the Motornostix Canary. The Canary, a device
developed for Web-enabled condition monitoring of heavy industrial machinery,
will be used as the sensing unit for the system setup.

Chapter 8 describes the software configuration process and the installation of the
software modules. Although the system used a Linux kernel, different modules
needed to be compiled for the AXIS ETRAX100LX processor. This chapter
describes the process and the different aspects of the steps that needed to be
taken.

The implementation of the self-configuring wireless sensor network is described

in chapter 9.
Results are presented in Chapter 10 and conclusions in Chapter 11.

Recommendations and future work are presented in Chapter 12, showing the
directions towards which continuing projects could head.




Chapter 2

Evolution of Network Standards

2.1 Networks

2.1.1 Network Basics

Many different networks exist around the world. From a group of friends knowing
each other, to a telephone system, to the Internet, to the functioning of the
human brain, these systems can all be called networks. A network is simply an

overall system consisting of two components: Nodes and Links.

hnde

Link

-

Figure 2.1: Two nodes connected with a link

A single node is a structure which can or cannot be joined to other nodes via a
link. A link is also generally referred to as an edge or a connection. Networks

consist of at least two or more nodes and at least one link. There is no upper




limit to the number of nodes, except that it must be a finite integer. When all
the nodes are connected to all the other nodes by links, we have reached the

maximum number of links allowed. This is called a globally coupled network
[42].

Mathematically, the limits of a network are:

nodes > 2
links > 1

nodes < 0o
. nodes(nodes—1)
links < =3

Globally coupled networks allow for nodes to communicate directly with all the
other nodes in the network. This is an optimal connection scheme in terms of
speed, signal quality and network robustness.

TN
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Figure 2.2: Order 5: Globally coupled network

The network is optimal in terms of speed, since assuming that all the links are
of the same quality, it will take the shortest time to communicate from one node
to another. Similarly, signal quality is ensured by error probability being kept
at the minimum. The network is regarded as robust because if a link is removed
between two nodes, the network has ample different pathways to link through to
the node by taking a route which is connected via another node.

The disadvantage of a globally coupled network is the number of links. For
any O(n) nodes, one needs O(n?) links. Realistically, this is both irrational and
requires a very large memory overhead for a large implementation of a network

system.




Figure 2.3: Robustness of globally coupled network: Three alternate routes be-
tween Nodes 4 and 5

This has lead to real-life networks being analysed to see how networks function
and operate. From years of analysis, several forms of networks have become
building blocks of networks and network theory. These can be seen in figure 2.4.

These network structures are self-explanatory ranging from ring networks, through
tree networks, to star networks, to bus networks. These networks can describe
real-world networks, such as a circles of friends, Family trees, Ethernet switches
and many more.

Most of these networks have been implemented with wire, and the IEEE formed
sub-groups of their IEEE 802 LAN/MAN network standard to represent their
different topologies and structures.

The improvements in research and implementations of networks, have led to
the improvements of nodes and links of networks. This has also led to the
requirements for modern links to use much higher data-rates, more inexpensive
materials, less deterioration in communications, and larger distances between

nodes.

One of the most successful solutions to the links problem has been the optical
fibre. Optical fibres can transmit and receive information at the speed of light,
while degradation of the signal is minimal. The cost of an optical fibre is by
material much less expensive then a conductive medium. Although optical fibre
is an excellent solution to modern network link requirements, the actual medium
still costs money whereas a technology using normal air as a medium would

eventually be much less expensive.
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Figure 2.4: Common Network structures

2.2 Wireless Networks

The use of using radio-frequencies to transmit information through space has
been at the fore-front of much recent research. Connecting nodes through space
requires an understanding of the concepts and implications behind these wireless

networks.

2.2.1 Describing Wireless Networks

Although much can be learnt from wire-based technology, wireless networks have
very different requirements, properties and constraints.

Wireless network nodes are exactly the same as normal network nodes, but the
links should be modeled differently. A wireless network link’s most predominant
feature is that instead of being a solid wired link, it covers a mostly spherical
area. Although spherical, a two-dimensional representation fulfills the majority
of needs in describing these wireless networks and such a 2-dimensional repre-




senlalion ean be seen o figure 2.5,

/ Link g Y

Fignre 2.0 Wireless network Node and Linkidizk]

Figare 2.0 shows that the links can be referred to us disks. A unit disk is a disk
with a diameter of ome. A link cxdsts betwoeen two nodes if che maxinmn distance
berween the nodey 18 one. S disf graphs 26 as reforred to by Alzoobi, Wan
aned Fricder [33] spattally degeribe bnportant properticg of wireless networks -

areas of stgnal strength and redundancy.

Fronn a wireless network described using unit-disk praphs, ke fienre 2.6, one
cai see that a well connected area is darker than a lightly conuected area. More
comnections allow for better seope of signal stremgth as well ay more redundant

nokles foose.

Because there is uo physical link between two nodes, a wireless network’s strae-
tre or topology st cither be self-realised (or self-ronfioured) by the notwork
or mannally coded in, From the workd's cxperience i wired networks, mannally
coding networks proves to be highly complex and error prome for medimm to large

networks, and iy thereofore not o recormnernedod oplion,

Assmning that a network comprises of equal nodes, for it to have the ability
to configure itselt reguites intelligence. Sinee the nodes should all be equal. (as
Liaving one o intelligeil controlling node requires manual placement to cnsire

coverage of all the other nodes) the Individial nodes all voquire iutelligenes.

Il the nodes are intelligent. they can self-organise themsebas inlo o nelwork

topology allowing for quick and clfeetive transmissions aronnd the network. 'The

Y
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Wireless sensors need intellizence. Not only for analvaiug and transmitting rele-
vanl dala, Ll also [or self-organisation and ronting to find ont where to send the
imformation. Tt the intormation iz seut in all directions, a neiwork grealer than
around H-sensor nodes, will be flooded with network traffic and maost transmission

of information will be loslk due L nelworle collisions.

If & neswe senesor-node 1w added to the network, the sensor network shourld allow for
inclusion withoul manual condiceration of Lhe whole network as this can become
highly complex and it may Le difficell to trace problem areas, Heroval of a node
is #lso a highly important point to address, as this could easily happen from a
node falliere or the node falling inlo sfeep mode for power conservation, These

factors requiive the seusor-network to rely on a highly dynamic nelwork structure.

Rouling packeis elliciently and clleetively Llroegh oo wireless sensor nelwork is
alzo an important criterion. Ior a large mumber of nodes, i posilion aod Leaas-
mission paths are not known, transmitting information along the shortest ronte

cin be highly complex,

With current developrnent areas focusing on small sensor-nodes i dense dis-
Lithution velworks, most of the currend research has pone o ellicient rouling

algorithms in dynamic networks and efficient power sources for these networks,

Tl ctrrent model for a wicedess sensor nelworke s described o feans 2.7,
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Figure 2.7 A Wireless Sensor Nelwork i place wilh Lhe [nternet

Many wireless sensors ace counerted throuph some form of gateway to the In-
ternel and can e visualised as oither s whole network anil or individual nodes,

The end-1mser or server Lhen views the inlormation across tlus Internet.
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2.2.3 Selection Criteria of a Wireless Sensor Network De-

velopment Platform

As wireless networks are only recently becoming commercially viable solutions for
many new applications, development platforms on which to develop new products
are costly. As many international standards already exist for all parts of wireless
sensor systems, creating one from scratch is therefore redundant. Chapter 3
discusses the different wireless links available, and the one which was selected,
while Chapter 4 discusses the implemented link. Chapter 5 discusses the selection

of a sensor-node development platform and the implemented platform.

12
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Chapter 3

Investigation into Wireless
Standards

3.1 Earlier Wireless Systems

Wireless connections have been around for many years. Early devices were con-
nected with wireless modems implemented with RS-232 interfaces. These devices
would transmit on a single band using narrow-band frequency modulation chan-
nels [43].

Unfortunately, using only a single band allows only two devices to communicate
at a time. This creates a problem for multiple devices operating in a local
environment as interference from one device will destroy packets from another
device.

This led to the need of creating communication channels which “share” a band-
width allocation. The solution to this is “Spread Spectrum” communication.
Spread Spectrum techniques spread the required signal over a wider than sig-
nal required frequency band, thus creating a signal which resembles noise. This
“noise-like” signal is hard to detect, intercept or demodulate. Because of these
reasons, Spread Spectrum techniques allow many different devices to commu-
nicate with each other over the same bandwidth allocations. Spread spectrum
signals must have the following characteristics: the bandwidth of the transmit-
ted signal must be much greater then the data signal bandwidth, and the signal




being travsmitted must bawe some funclion applied to it which does not contain

ahv lransuntted 1nformation.

Tha two most common Spread Spectrum Modulation rechniques are Direcl Se-
guence Spread Spectourn (DRSS ) aud Froquency Hopping Spread Spectrinm (FHSS)
|13]. Each of these technignes have advantages and disadvantages depending on

the application.

FHSS wus first patented by Hedy Lamarr and Georse Anthedl in the Lamare-
Antheil patent of 1942 [12]. Tt is still used today in many military applications.
FLSS mnplements a system of tarrow bandwadth signals which jump or bep
around at a muach bigher bancdwidih inoa pattern, The tocelver can then de-
madulate the signal by knowing the correct pattern to hop around o, LThe
Lamarc-Antheil pateot deseribas {his technigue much like plano players playing

a duet,

Figure 3.1: Constant Bnergy Distribution across Proqueney Band of Frequency

[Topping Spread Spectrium as seen fromn a spectyum analyser |15]

I'he spectynn analvsis of FIISS shown in figure 3.1 shows the individual narrow
bt frogmencies spread across the eotire bamd beine agilised. This palterh

closely resembles white noise spread acrozs the frequency spectruin.

PHrect Sequenes Spread Speclrumn does non hop aronnd the requeney band, bur
rather spreads or smears the signal over the whaole band ot the same Lime. This s
pertorme:d by the nse of o higher fregueney psendorandom noise sienal multiplied
tor the signal which can be filtered out by multipdyving the same pseudorandom

noise signal on the recciver side |20

L¥SSS s represented n figure 3.2

11



Figure 320 Non-Constant Enevgy Distrvibation of Direcl Sequence Spread Spoec

trun s secr from s spectrimn analyser [15]

Ay DISES dues not have to coustant!y re-tune the recetver Lo Lhe dillerent (re-
quency channeks, hishoer dala-rates and shorter delays are generally obtained with
355, FHES, on the olher hand, can avoid radio “januane” as 6 will op to
another frequency. whereas the [DSSS can only dilute the jarning signal by Lhe

speond peondarandorn nodse sienal [

Ax FHES and 13555 arve Lighly tmmune to conventional sourees of radio-frequency
iuterference, wlen nsed g close envionment they can severely impede each
other’s performance. Initiadly teuding Lo be more mmnne so noise, o DSSS sienal
will vadically be destroyed with just a few FHSS transceivers within the same
ranpge aud frequency band (4], The FHES sigual will tend to degrade “gracefully”
as the sipnal will slowly appear to worsen, Uulortuuately, neithoer spreadine

alporithun works well when competing at very close range,

Une of Lhe major disacvanlaees of wircless Lechwolopies 5 Lhe enlarcoment by
goverumental authorities to ensure that wireless transmitters of any type must
abide by povernmental rules and policies. Since these povernmental rules are
dilfercut aud diverse i waay dillersnl conulries, o best world-wide standard

appears theoretically impossible.

3.2 The Industrial, Scientific and Medical Bands

The Industrial, Seientifie and Medical Bands are a set of [requency baunds zel

aside by the International Telecomnuumicasion Uhidon (ITT). These bands ace
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reserved internationally for non-commercial use and designed for radio-frequency
equipment in the Industrial, Scientific and Medical field. These bands are set
aside for Equipment which use radio frequencies for non-communication purposes
- such as Microwave Heating. Transmission in these frequency bands does not
require license fees. This has led to the use of these frequency bands for many
local wireless networking technologies, even though they have been set aside for

non-comimunication purposes.

Under Radio Regulation $5.150, the ITU recommends that in Region 1 the fol-
lowing frequency bands be reserved for ISM purposes [13].

e 13553 - 13567 kHz

26957 - 27283 kHz

40.66 - 40.70 MHz

433.05 - 434.79 MHz

2400 - 2500 MHz

5725 - 5875 MHz

24 - 24.25 GHz

Although these bandwidths are recommended to be reserved, the I'TU does not
have the authority to enforce these regulations on national governments. This
means that the I'TU can only recommend to governmental authorities to reserve
these bands for ISM uses. Realistically, most governments do not fully comply
with ITU Allocations.

South African radio frequency bandwidth allocations are set by The Independent
Communications Authority of South Africa (ICASA) [5]. South African Alloca-
tions are the same as ITU region one, except they exclude the 26957 - 27283 kHz
frequency band.

One of the more popular ISM frequency bands in Region 2 (Americas) of the
ITU, is the 902-928 MHz band. This bandwidth is unfortunately a licensed band
in South Africa for Vehicle Tracking systems and RFID tags [9]. Using this
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bandwidth for wireless sensor transmissions is thus illegal. Region 2 areas are
also restricted to only using the 2400-2483.5 MHz band.

Using a higher bandwidth allows for a higher data-rate. Unfortunately, higher
bandwidth limits indoor transmission range as signal reflections off objects are
much higher. A higher bandwidth also requires more transistors in the imple-
mentation of the transceiver, and is thus much more expensive. Therefore a
compromise must be made for increasing frequency (for data-throughput) to
decreasing frequency (for immunity to reflections, and therefore an increase in
range).

The 2400 - 2500 MHz frequency spectrum seems ideal, as it occupies a reasonably
low frequency band for transmission in a crowded environment as well as a high
enough bandwidth for a reasonable data-rate. This band is also the lowest almost

internationally recognised open frequency bands.

With the constant developments of wide-band radio transceivers, higher fre-
quency band radios have become cheaper to implement and develop (Moore’s
Law [31]). As soon as the costs were sufficiently reduced, consumer products
and standards rapidly developed and were implemented.

The first highly anticipated wireless networking standards arrived between 1997
and 1999. Of these, IEEE 802.11 and Bluetooth were the most predominant.

3.3 IEEE 802.11

The following brief overview is based on facts deriving from the Wikipedia [6].

IEEE 802.11 was started as a working group to develop Wireless Local Area
Networks or W-LANs. The first 802.11 wireless standard was released in 1997.
The 802.11 wireless networking standard allowed for many different modulation
techniques and several different operating modes. The 802.11 standard was not
a very set and defined standard, and therefore not widely implemented when it

was released.

The 1997 802.11 standard, now referred to as 802.11 legacy, had a maximum
data-rate of 2Mbits per second and a selection of either DSSS, FHSS or infrared
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as a transmission method. Most 802.11 products used DSSS, with no products
ever using the infrared method as the IrDA standard dominated the Infrared
wireless market. The FHSS and DSSS transmission methods use the 2.4Ghz
ISM band.

Later in 1999, the 802.11a and 802.11b standards were released as improvements
on the 802.11 (now legacy) standard. 802.11a used the 5GHz ISM band with a
maximum speed throughput of 54Mbits/s, while 802.11b used the 2.4GHz ISM
band with a now improved maximum speed throughput of 11Mbits/s. The Wi-Fi
Alliance was also formed in 1999 to certify interoperability of LAN devices based
on the IEEE 802.11 standard.

Although the 802.11a standard was released in 1999, commercial products only
started shipping in mid-2001. At 5GHz the 802.11a standard does not provide as
great a distance of transmission and reception as the 2.4GHz 802.11b standard.
The 802.11a standard was also only cleared for European use in around mid-2002
as the HIPERLAN standard was being investigated in using the frequency [6].

The 802.11b standard enjoyed much more commercial success with the first
highly successful implementation of the standard in 1999 with the Apple Air-
port.

The 802.11g standard emerged in 2003 as an improvement on the 802.11b stan-
dard. 802.11g, which is backward compatible with 802.11b, uses orthogonal fre-
quency division multiplezing (OFDM) to increase the speed of raw data transfer
to 54Mbits/s. Apple was again first to implement the standard in their Airport
Extreme product.

3.4 Bluetooth

Bluetooth technology started in 1994, as an investigation into a low-cost, low-
power radio interface between mobile phones and their accessories [21]. The
name Bluetooth was chosen from the Viking King Harald Bluetooth who united
Denmark and Norway in 960 A.D. Similarly Bluetooth technology stands to unite
the telecommunications industry with the computing industry.

The first Bluetooth Specification, 1.0 was released in July 1999. This specifi-
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cation proved to be to quite erroneous and the specification 1.0B was released
by the end of the year. The first products were released in early 2000 and were
compliant with 1.0B. From these products, it was obvious that specification was
ambiguous and various implementations noticeably different. In the first few
months of 2001, the Bluetooth Specification 1.1 was released, which was much
clearer and unambiguous. After Bluetooth was accepted as the IEEE 802.15.1
Protocol Standard, Bluetooth Specification 1.2 was released in November 2003.
Most current Bluetooth products comply with Bluetooth Specification 1.1 [16],
but are moving towards Bluetooth Specification 1.2.

The Bluetooth Specification is discussed more in detail in Chapter 4.

3.5 IEEE 802.15

Most of this section is derived from [31].

The Wireless Personal Area Network Study Group (WPAN) was started by the
802.11 working group when they realised the need for complementary standards
of low-complexity, low-power consumption networks in the Personal Operating
Space (POS) [25]. The Study Group was formed in March 1998. One year
later on the 11 March 1999, the IEEE 802 LMSC (LAN and MAN Standards
Committee) upgraded the WPAN study group into the IEEE 802.15 Working
Group.

The IEEE 802.15 working group currently consists of four sub-task groups,
namely: 802.15.1, 802.15.2, 802.15.3 and 802.15.4.

IEEE 802.15.1 is derived from and complies with the fundamental Bluetooth 1.1
specification [22]. The IEEE 802.15.1 was accepted by the IEEE standards board
on the 15th of April 2002.

IEEE 802.15.2 describes recommended practices for Coexistence in Unlicensed
Bands. Specifically, 802.15.2 was created to allow mechanisms in the network
standards to facilitate 802.11 networks to exist with 802.15 networks without

signal interference [7].

IEEE 802.15.3 was created for High-Rate WPAN Multimedia and Digital Imag-
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ing equipment. The draft standard is already complete, and the maximum speed
for this standard is 55Mbit/s.

IEEE 802.15.4 was created for Low-Rate WPANSs. This standard is designed for
use by automation applications, sensors and interactive toys. The IEEE 802.15.4~
2003 Standard was completed in May 2003. The Standard only covers the lower
Physical and Media Access Control layers. Higher layers for this standard have
been developed by the Zigbee Alliance (An Organisation formed by a consortium
of companies interested in manufacturing and implementing the Standard).

3.6 IEEE 802.15.4 and The Zigbee Alliance

One of the main niche markets that the IEEE 802.15.4 standard was designed
for is Wireless Sensor Networks. The standard allows for multiple frequency
band usage, specifically the 868.0 to 868.6 MHz Band (European Standard), the
902.0 to 928.0MHz band (American Standard) and the 2.40 to 2.48 GHz Band

(International Standard).

Many of the problems associated with wireless sensor networks (see Chapter
2.2.2) have been corrected by the features of the IEEE 802.15.4 specification.

To minimise power consumption, IEEE 802.15.4 was designed to support very
low duty cycles. This means that the transmitter and receiver can be inactive for
over 99% of the time they are working. The standard also allows for extremely
short network synchronisation packets (544 ps see [31]) called beacon packets.
The time between these packet transmissions can also be adjusted to very long
intervals (over 4 minutes). The standard has a mode where synchronisation is
not required (in star network topologies ) allowing for almost indefinite battery
life.

The standard uses different modulation schemes in the different frequency bands
ensuring low power consumption while maintaining relative implementation sim-
plicity. The modulation schemes are further spread using DSSS. The standard
also implements half-duplex communication, so that both receiver and transmit-
ter do not have to be on for communications, thus reducing power consumption

even more.
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For security, the lower layers of 802.15.4 can use any of seven defined security
suites all using different feature combinations of the Advanced Encryption Stan-
dard (AES) Algorithm. The seven different suites allow for different levels of
encryption, integrity and freshness. Encryption is used for the encoding of the
data information. Integrity is used for the data packets not being modified or ma-
nipulated by outside nodes, and freshness is a unique key to identify the current

communication session.

The Zigbee Alliance is a non-profit industry consortium creating higher-level
protocol layers for the IEEE 802.15.4 standard. Specifically they are focusing on
different network topologies and data-security for multiple devices. The higher
level protocol layers are referred to as application profiles [24].

The Zighee Network layer makes use of several network topologies, namely Star,
Cluster-Tree, and Mesh. This allows for very complex network structures. There
are three different node types in the Zigbee Network. These are the network Co-
ordinator, the full-function device (FFD) and the reduced function device (RFD)
[41].

The network coordinator is the most powerful device and requires the most mem-
ory and processing power. It controls the whole network and therefore requires
the most memory to locate the devices, and more processing power to route the
addresses.

A full-function device implements a complete set of the lower level services of the
IEEE 802.15.4 standard, allowing it to act as a network coordinator (if required)
as well as a network device to simply send and receive information. The full-
function device is ideally suited as a network router to route packets between
RFD’s and the network coordinator.

The reduced function device has a small set of the low level services, allowing it
to typically be a simple information gathering point, connecting the network to
a real world variable. The RFD’s were designed to allow for exceedingly simple

nodes, such as light switches.

Each IEEE 802.15.4 device has a 64-bit IEEE assigned identifier address, allowing
for an almost infinite amount of devices participating in a network. This long
device identifier can be swapped for a shorter 16-bit identifier at the start of the
network setup to allow quicker communication.
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3.7 Discussion and Selection of Wireless Stan-
dards

Wireless Technologies are currently rapidly changing and evolving to fill specific
and unique markets. There will not be one wireless technology for all network
systems for a very long time. Focusing in on the requirements and needs of
the networking problem is of high importance in selecting the specific wireless
networking standard.

Currently the best upcoming solution for developing a wireless sensor network
is the IEEE 802.15.4 Standard. This is because the IEEE 802.15.4 standard has
been designed specifically to solve the problems associated with wireless sensor
networks. Unfortunately at the time of this work, the standard had not yet been
ratified and no commercial products had yet been released.

The 802.11 Standard was not selected for an implementation because it required
too many system resources, and was specifically aimed at high-speed local area
networks (LAN’s).

The Bluetooth standard, which aimed at both low-power and many types of
implementation, proved to be the most viable standard, and was thus selected
as the network link for the implementation of a self-configuring wireless sensor
network.

Table 3.1 gives a brief overview of the current technologies available and the
seemingly linear evolution from complexity to simplicity. A point to note is
the IEEE 802.15 Working Group is not meant to be a competing standards
group to IEEE 802.11, but rather a complementary wireless standards group
to existing wireless technologies. The 802.11 and 802.15 standards should be
seen as a suite of protocols designed for solving large-scale wireless networks to
small scale wireless networks, with data-rates, range and complexity decreasing
towards 802.15.4.

Table 3.1 shows an interesting anti-intuitive trend of decreasing complexity and
bandwidth with an increase in time. With the abundant computing power avail-
able today, it is clear that there still exists a need for focus, and attention to

simplicity for the requirements of a wireless network. The first 802.11 stan-
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Wi-Fi Bluetooth Zigbee
IEEE 802.11 | IEEE 802.15.1 | IEEE 802.15.4
WLAN WPAN WPAN
First Standard released 1997 1999 2003
Range 100m 10m - 100m 10m - 100m +
Date Rate 2-11 Mb/s 1 Mb/s < 0.25Mb/s
Complexity High Medium Very Low
System Resources IMB+ 250K B+ 4KB - 32KB
Battery Life (days) 5-5 1-7 100 - 1000+
Power Consumption 400+mA TX 40mA TX 30mA TX
20mA standby | .2mA standby | 3uA standby

Table 3.1: Comparison of different wireless technologies

dard which allowed for Infrared technology as well as two methods of Spread
Spectrum techniques was very unsuccessful because the focus was too broad.
Bluetooth, which initially tried to be a universal cable-replacement technology,
was very unsuccessful in this attempt as it tried to be too much. As individual
requirements are analysed and decided on, a better solution can be obtained and
implemented. The Zigbee Standard will attempt to fill the Wireless Sensor Net-
work requirements, and therefore the ideal choice for a wireless link technology.
Unfortunately, at the time of this thesis, the Zighee standard was not fully de-
veloped. Bluetooth was selected as the implemented wireless link, as it provided

the closest solution to the requirements for a wireless sensor network.

The next chapter describes the details of the implemented wireless technology,
Bluetooth.
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Chapter 4

Bluetooth

The Bluetooth Specification is written and controlled by a group of companies
which are referred to as the Bluetooth Special Interest Group or Bluetooth SIG.
The latest version of the Specification is version 1.2 and was released in Novem-
ber 2003. As the majority of the work for this project was done before this,
this version of the Bluetooth Specification will not be discussed in the following
Chapter.

Most of the following Chapter is derived from the Nokia Bluetooth Technology
Overview [16] and the Nokia Bluetooth Protocol Architecture document[39].

4.1 Specification Overview

The Bluetooth System is divided into several different system blocks. The blocks
can be visualised in a protocol stack. The stack comprises of different layers, each
of which each protocol adds functionality and abstraction, allowing the highest

layer to send and receive very simple commands to achieve very complex tasks.

The Bluetooth protocol stack is divided into two separate stacks: the Hardware
Stack, known as the Bluetooth Controller, and the Software Stack, also referred
to as the Bluetooth Host. The controller and the host communicate with each
other through the Host Controller Interface (HCI) layer.

The next sections will describe the Hardware and Software Layers.
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Figuree 4.1 The Bluetooth Stack - System Blocks

4.2 The Bluetooth Controller

The Bluetooth Cantroller comprises of thres main components, The Bhuwctooth
Radio (Radio laver}, the link controller { Baschand layer) and the Link manager
(Link Manager layer). The Host to Controller Interface {HCI sits on top of
Link Manager laver allowing [or commumeation to the Software Stack, 'The HCIT
allows for a command interface to the Link Manager, Baseband and Radio layers.
The HCD laver can therelore alse sit above higher lavers, as i ondy provides a
link hetween software and hardware and provides no real abstraction in terims of

the softwire stack.

1.2.1 Radio Laver

The Bluetooth Racdio uses FHES in the 2400-2444.0 MHz ISM frequency band
for its over-the-air communication. This bandwidih s divided inte 79 different
1.00 MHz channets. The remainiug frequency is nsed as a lower guacd band of
2MUz and & upper guard band of 3.5 Mllz. This 18 to comply with different

countries sul-ol-band regulations,



The Bluetooth Radio can be of different power classes as described in Table 4.1.
The different power classes can implement power control for minimum interfer-

ence and device power consumption.

Power Maximum Nominal Minimum
Class Power Output | Power Output | Power Output

1 | 100mW (20dBm) N/A 1mW (0dBm)
2 2.5mW (4dBm) | ImW (0dBm) | 0.25mW (-6dBm)
3 1mW (0dBm) N/A N/A

Table 4.1: Power Class of Bluetooth Radios

4.2.2 Baseband Layer

The Baseband Layer is responsible for most of the Network architecture behind
Bluetooth.

A Bluetooth Network connection is called a piconet. In a piconet, there must
be at least one master, while all the other nodes act as slaves. One master can
control up to a maximum of seven active slaves. The slaves cannot communicate
with each other, they can only communicate with the Master. These connections
are called point-to-point and point-to-multipoint connections. In a piconet the
physical channel is divided up between all participants. This means that the

maximum bandwidth is shared among all the nodes.

@ @
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Figure 4.2: Two Piconet examples: a point to point connection and a point to

multi-point connection

Although a master can only communicate with seven active slaves, many more
parked slaves can remain synchronised to the master, but not partake in the

communication. These parked slaves can join the network to become active at a
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later stage without any connection establishment procedure to the piconet. The
parked slaves are also controlled by the Master node.

A Master is defined during the connection establishment procedure. The device
which initiates the connection is the Master while the other device(s) are the

slaves.

The physical channel frequency-hopping algorithm used to communicate between
a Master and its slaves is set by the 48-bit Master’s Bluetooth Identity Address
and the Master clock. This address is comparable to a Ethernet wired networks
Media Access Control or MAC address, and is assigned by the IEEE. The Master
will also allocate time-slots and data-rates for the slaves to transmit information
to the Master.

A slave can be a slave to more then one piconet, and a slave can also be a
Master of another piconet. This multi-piconet network is then called a scatternet.
Scatternet support in modern Bluetooth devices is limited.

Baseband Protocol

All data transfers are packet based. A packet is made up of three parts: an
access code, a header and a payload (Data). The Access code consists of 72 bits,
and the header 54 bits, while the payload consists of a variable bit-length of 0 to
2745 bits.

Two types of communication links are defined in the Bluetooth Specification.
These are Asynchronous Connectionless (ACL) Links, primarily for data trans-
mission, and Synchronous Connection Orientated (SCO) links for point-to-point
simultaneous voice communication. SCO links are mainly used for voice com-

munications and therefore will not be discussed further.

ACL Links support data-rates of up to 723kbps in a single direction with 57.6kbps
in the opposite direction. ACL links also have support for broadcast transmis-
sions thus allowing for a Master to communicate the same information to all of
the slaves.

ACL links also provide error correction and error checking schemes for operation

in crowded and noisy environments. The three methods used are Forward Error
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Correction (FEC), Automatic Repeat Request (ARQ) and Cyclic Redundancy
Check (CRC).

ACL packets are sent in time slots of size either one, three or five slots. Using
one time slot packets, the maximum transmission speed is 172.8kbps while using
five slot packets the maximum one-way transmission speed is 723kbps, while
the reverse speed is 57.6kbps. Most packets contain a 16-bit CRC code. Re-
transmission of packets is performed if there is no acknowledgement of packet
reception.

4.2.3 Link Manager Layer

The link manager layer is responsible for establishing connections for the Blue-
tooth device. The Link Manager is controlled through the Link Manager Protocol
(LMP). The connection establishment procedure is controlled by a state machine.
The two major states are standby and connection. These two states describe the
Bluetooth device when it is at rest waiting to make connections, and when the

device is in a connected state (already in communication with a device).

In the standby state, the Bluetooth device wakes up and listens for two different
types of connection request messages every 1.28 seconds. When the device wakes
up and listens, it only listens on one of the 32 defined listening frequencies. In
the connection state, the Bluetooth device can operate in several different modes.

To changeover from the standby state into the connection state two procedures
have to be followed before a connection can be made. These are called inquiry

and page procedures.

The inquiry procedure, performed by the master, finds devices which are available
and returns the device address and system clock. This allows the master to page
other devices and establish a connection with the slave device. Without the
device address and system clock a page procedure can not be completed. Once

a connection is terminated, the master can reconnect without a inquiry process.

As the device in standby mode wakes up only every 1.28 seconds and listens on
a single channel, finding devices with an inquiry is time consuming at almost 40
seconds. When a master sends a page message to a specific slave device, it sends

the page message once on 16 simultaneous frequencies and if there is no response
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it sends the same message on the 16 other frequencies. This sets the maximum
connection time to a relatively low 2.56 seconds for devices which know each
other’s addresses.

Once a device is in a connection mode, it operates in one of four modes: Ac-
tive, Sniff, Hold and Park. Active mode is where the device is participating in
communications. Sniff mode is where the slave device is put to listen very infre-
quently on a specific time slot. Hold mode allows for a device to participate in
other piconets (thus allowing for scatternets). Park mode allows a slave device
to remain synchronised to the master, but not participate in communications.
This allows for more than seven devices to communicate to a Master in the same

piconet.

4.2.4 Logical Link Control and Adaptation Protocol Layer

The Logical Link Control and Adaptation Protocol (L2CAP) layer is responsible
for managing links from upper layers over the baseband. It multiplexes different
data-streams over the physical ACL links and can provide connection-orientated
or connectionless data services to higher layers. The L2CAP layer also provides

segmentation and re-assembly of packets allowing higher level protocols to send
and receive L2CAP packets of 64 kilobytes.

The L2CAP layer can almost be seen as the critical link between the higher layers
and the Bluetooth Controller. L2CAP is the lowest link level a user should use
when creating a Bluetooth connection to another device. Preferably the user
should use the virtual serial port (RFCOMM) Protocol Layer to connect to
another device.

4.2.5 RFCOMM Protocol Layer

The RFCOMM Protocol is regarded as the cable replacement protocol, as it
emulates RS 232 signals over a wireless link (Radio Frequency Communications
Port). The RFCOMM protocol can thus support legacy devices which previously
used an RS-232 link to communicate with a device. The specific manner in which

to create a link is defined in the Serial Port Profile (see Bluetooth Profiles - section
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42.9).

4.2.6 Telephony Protocol Layer

The Telephony Control Protocol Layer (TCS-Binary or TCS) is s bit orientated
protocol. This protocol allows for connections and the control of speech and data,
calls between different Bluetooth Devices. This would be used to start SCO links
to other Bluetooth Devices.

4.2.7 Service Discovery Protocol Layer

The Service Discovery Protocol (SDP) is a very important Protocol. It allows
for all devices to communicate to each other which services they have, and also
the characteristics of the remote Bluetooth Devices. Devices have to negotiate a

common service to both devices before a connection can be established

4.2.8 High-Level Bluetooth Protocols

Several higher level protocols have been included in the Bluetooth stack. These
protocols are not mandatory in the stack, but allow for different usage-models of
Bluetooth technology defined by the Bluetooth Profiles. These protocols are also
not Bluetooth specific and have been adopted from other network standards.

As the Bluetooth Standard evolved many new adopted protocols have appeared
and have been added to the specification in Errata. These can be seen in the
Bluetooth Website [19]. The Bluetooth version 1.1 Protocols above the RF-
COMM layer are described in Table 4.2.

4.2.9 Bluetooth Profiles

To allow many different vendors and manufacturers around the world to make
their products successfully interact and correctly function together, the Blue-
tooth SIG developed several usage-models to describe how devices should per-
form specific functions. These usage-models resulted in a set of Profiles which
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Abbreviation Name Description
PPP Point to Point Used for Internet communications
Protocol over R5-232
P Internet Protocol Adopted for Internet Connections
UDP User Datagram Adopted for Internet Connections
Protocol
TCP Transmission Control Adopted for Internet Connections
Protocol
AT - AT - A set of commands to allow
Commands Commands communications with modems and faxes
OBEX Object Exchange Adopted from IrDA for
communications with hand-held devices
vCard/vCal Business Card and Calendar
Information formats adopted from IrDA
WAP Wireless Application Used for connecting the Internet
Protocol and telephony based services to
cellphones and other wireless devices
WAE WAP Application Environment using WAP to render
Environment, wireless services transparent

Table 4.2: High-Level Bluetooth Protocols

describe how one device should behave when communicating to another device

for a specific purpose. These profiles are included in the Specification thus enforc-

ing the usage-models and allowing for seamless interoperability between different

vendors.

The profiles are also written describing mandatory and optional feature sets of

the profile. By using these profiles, vendors can release their products specifying

exactly what profile the product supports.

The Profiles are also layered, thus allowing for a much higher level of device

inter-operability. There are three main Profiles, namely [38]:

GAP The Generic Access Profile describes the process two devices have to per-

form to discover each other and establish a connection between each other.
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All Bluetooth devices must have this Profile to be able to communicate to
another device

SDAP The Service Discovery Access Profile describes how a device queries an-
other device to find out which services and protocols the other device has

to initiate the specific profile communication.

SPP The Serial Port Profile is the simplest communication profile which allows

for a device connection which emulates a serial port over a Bluetooth link.

As new uses for Bluetooth develop, so will (and do) the profiles. Currently there
are many new Profiles which have been added to the Specification in errata. By
consulting the website, one can see which version of the specification support
which profiles {19].

4.3 BNEP and the PAN Profile

One of the important profiles which was developed, was the Personal Area Net-
work Profile (PAN) used for Internet over Bluetooth. Initially, there were two
forms of this Profile, one over the RFCOMM protocol, and more recently a PAN
profile over the Bluetooth Network Encapsulation Protocol (BNEP) protacol.

The BNEP protocol sits directly on top of the L2ZCAP layer and allows for com-
mon network packets (such as IPv4 and IPX) to be sent and received [14]. By
communicating directly through the L2CAP layer, a much greater proportion
of the bandwidth can be allocated to data throughput. By using BNEP over
Bluetooth devices can be linked to the Internet transparently. BNEP also en-

capsulates common 802.3/Ethernet network packets.

By creating the PAN profile and the world-wide realisation of the importance of
networks within the Personal Operating Space (POS), Bluetooth was adopted by
the IEEE 802 LAN/MAN standards committee as the IEEE 802.15.1 Standard
- The first IEEE Personal Area Network standard.

The PAN profile has three main components:

NAP The Network Access Point is the device which acts as a relay between a
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group of Bluetooth devices and a higher level network infrastructure such

as the Internet.

GN The Group ad-hoc Network is a device which relays network packets between
a piconet. No higher-level network is included and the network consists of

purely the Bluetooth nodes in the piconet.

PANU The PAN User is a client to either the GN or NAP device.

The PAN profile relies only on the GAP profile. Currently the PAN profile does
not include automatic network formation, ad-hoc networking of multiple piconets
or Quality of Services, but future versions of this Profile would most probably

include these topics [34].

The PAN profile and the BNEP protocol was used in this thesis. Chapter 9
describes the use of a PAN profile implementation used in a wireless sensor

network environment.

The next chapter describes the selected development platform on which the Blue-

tooth devices were developed.
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Chapter 5

Selection of a Wireless

Development Platform

As wrated 1n the heginmng of this thesis, a development placloro was required

Loy itinte the stady and implementation.

The scudv was dowe with the Blnetootl Protocol as the favinred Wireless stan-
dard,  Oue of the major reguirements tor the systen was bow cost, while the
svstem had to remain highly Hexible, This chaprer describes the development

platforms tested and investigated, wiile a diseussion follows at the end.

5.1 The Teleca-Comtec Development Boards

Figure 5.1 The Teleca-Comtec Development Boavds



5.1.1 Kit Contents

Two Ericsson development kits were acquired during the initial stages of the
project to investigate the possibilities and requirements entailed. The develop-
ment kits where manufactured by a Swedish company called Teleca-Comtec and
licensed under Ericsson.

Each kit comprised of a development board with both a USB and a serial inter-
face. The development board had a Bluetooth radio and a Bluetooth stack up
to the HCI layer. No extra hardware was provided.

A software stack was made available with the development boards written by
Ericsson. This stack was pre-compiled for the Windows Operating System and
written for a Visual C working environment. No other Software was made avail-
able for the boards.

5.1.2 Tests

The chipsets used on the boards were the ROK 101 007 Ericsson chipsets. These
chipsets were some of the earlier Bluetooth chipsets, and had serious problems
and hardware issues. The kits where shown to be unreliable and the software
stack provided by Ericsson not fully debugged. Of serious concern was the USB
Interface which would not re-initialise after a board crash, limiting development

use to the serial port.

We found that the software stack supplied with the board, was not well writ-
ten and constant major updates where being provided over the Internet which
required major modifications of user written software code. The stack was also
not Open Source and provided support for only basic Bluetooth functionality.

Using these boards unfolded two main differences in Bluetooth implementations.
Generally, commercially available Bluetooth stacks used the Windows Operating
System as a basis for a development environment, while Open Source and freely
available Bluetooth protocol stacks used Linux as a basis for a development
environment. Since cost of hardware and software was a major limitation, Linux

was more highly regarded for a basis of a development environment.
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5.2 Crossbow Motes and TinyOS

In 1998, The University of California, Berkeley, started a project called “Smart
Dust” to create sub-millimetre wireless sensors for military and commercial ap-
plications [36] [27]. From this project, they created macro-“motes” which were
released commercially by a company called Crossbow.

The Mote kits consist of three different components, a data-acquisition board, a
radio and processor board (motes) and an interface board (to a computer). The
different components must be plugged and linked together to form a wireless

sensor network, with each mote having a data-acquisition board linked to it.

There are many different kinds of data-acquisition boards which can capture
several kinds of sensor information such as light, accelerometer readings, mag-
netometer readings and pressure readings. Some of the devices also have analog

inputs to allow for other sensors to be attached to the data-acquisition boards.

There are many different motes as well. The different motes communicate on
different frequency channels as well as having different processing power and
size. The motes can be purchased for around four frequency bands sets. The
sets are 433.1-434.8MHz, 868-870MHz, 902-928MHz, and 313.9-316.1MHz. Since
the data throughput is very low, the devices require very little bandwidth. If
the devices were required for larger data-throughput, the frequencies used for
transmission and reception would severely impede the data throughput.

All the motes use an operating system called TinyOS, which is a very light Open
Source operating system designed at the University of Berkeley for wireless sensor
networks. TinyOS which was first released in May 2002, has become one of the
leading wireless sensor network operating systems in the world. TinyOS, which

uses basic C to program software, allows for rapid and efficient development.

The interface boards allow for programming the motes as well as interfacing the
network to a single point. The interface board requires a mote radio attached to

it to communicate with the rest of the network.

The mote kits are very popular in America and Europe and much research has
been done using these kits. Unfortunately, the kits are relatively expensive, and

a basic kit allowing one to set up an intelligent network costs $2000, while the
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most basic kit which only allows for data-capture of pressure, light, temperature
and sound costs $300.

5.3 The Axis Development Board with Blue-
tooth

Axis, a Swedish company specialising in Network solutions for computer periph-
erals, created a freely available Open Source Bluetooth Software Stack. The
software stack, known as OpenBT conforms to the Bluetooth Protocol Standard

1.1 and was the first ever Open Source Software stack to be released.

To complement the OpenBT Software stack, Axis released a development board
using an Axis ETRAXI100LX processor and a generic Bluetooth module. This
development kit, called the Axis Development board for Bluetooth, is configured
as an Access Point(LAP Profile) for Bluetooth Networks and Devices on delivery.

The ETRAX100LX processor can run a full Linux kernel, and is therefore an
excellent development tool for users comfortable with the Linux software envi-
ronment. This also allows for inexpensive development as software licensing is

unnecessary.

The board was selected as a development platform in 2002 due to its inexpensive
price in comparison to other available solutions as well as its capabilities in terms

of processing power and expansibility.

Limitations of the board included a maximum limit of four users connecting to

the board and not seven as specified in the Specification.

5.3.1 Features of the Axis Board with Bluetooth
The board features:

o 1 ETRAX 100LX processor
e 1 RS-232 port

e 1 Ethernet 10/100MB port
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[Figure 5.2 The Axis Development board witlh Bluetooth
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o 1 Class 1 Bluetooth Module
e 4 Megabytes RAM Memory

e 2 Megabytes FLASH Memory

The Axis ETRAX 100LX processor is a feature rich 100MIPS 32-bit RISC
processor. The design goal behind the ETRAX 100LX was to create a high-
performance, low-cost, easy to implement processor allowing one to put periph-
eral devices on a network. The ETRAX 100LX was specifically designed for use
with Linux and therefore includes a Memory Management Unit or MMU. The
MMU allows for native Linux support. This is very different to other embedded

processors which require an entirely different version of Linux (uClinux) [11].

The single RS-232 port is a very useful interface as it is simple to use and im-
plement a device to communicate with this port. Although the ETRAX 100LX
has two general 10 ports providing much more functionality, these pins are not
accessible on this development platform. This is unfortunate and limits the ex-
tensibility of this development platform

The board has a 10/100MB ethernet port allowing for instantaneous internet
connectivity. The ethernet port, which is built in internally in the processor
can be configured in software and allows simple modification of the normally
hardware set MAC address.

The Bluetooth module included on the development board is connected to the
processor via USB. The Bluetooth module is of power class 2 which means it has

a nominal power output of ImW (0dBm) and a range of around 10 metres.

Four megabytes of onboard volatile memory is provided on the board, while
two megabytes of onboard FLASH memory is provided for information storage.
Although this may seem like excess memory, much of it is used by the Linux
kernel, and many useful applications need to be removed in order to make large

applications fit on the board’s memory.

Since the end of 2003 the Axis Development board with Bluetooth has been dis-
continued. Since then, the AXIS 82 Development platform with a Bluetooth USB

device has been the recommended solution for continuation of similar research.
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5.4 The Axis 82 Development Platform

b early 20083, Axis released the Axis ETEAX LDOLN 5056 or Multi-Clip Mod-
nle, This Inteprated Cirent jnclhiuded all the necessary coranponents sned stands
b itsedl s s Dl computer. The MOM was designed as s (ull computer for

cinbedding in hardware device poripherals wsed wirh wodern compnters,

Figure n.4: The Asxas 82 Development board

The MOM, whiclh reguires ouly o 3.3Volt power supply and a 208Hz crestal

oscillator to tunetion as a full computer. includes the following:

o ETRAX J00LX processor
o 2 Mbwtes of Flash mcinory
o 5 Mbyvtes of S1IHIAM memaory

o Ethernet Transceiver

Thia Integrated Circunl which comes in o 27mm by 2Tmm package allows [or
tabepration into admost auy lncdware systein, As an cthornet transcerver resides
ot the MOM. connecting the MOM to an ethernet connection requires only a

LT connecter |with banlt in isolation magnetics).
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The Axis 82 Development board which was released with the launch of the MCM,
not only provided an excellent platform for development, it had the following
features:

s 1 ETRAX 100LX MCM 2+8

4 Mbytes of external Flash memory

8 Mbytes of external SDRAM memory

2 RS-232 serial ports

1 RS-485/RS-422 serial port

2 Ethernet ports (1 Full 100MBit and 1 Realtek 8150 12MBit USB Ether-
net)

1 USB port

Full Access to the general IO pins

Using this board allows one to create a multitude of network services simply and
efficiently. At a total cost of $295 the board is a very competitive development
solution.

5.5 Bluetooth Modules

As a wireless interface for the Axis 82 Development platforms, two Abocom Class
2 Bluetooth Modules with CSR. (Cambridge Silicon Radio) chipsets were used in
this project. The Modules have a USB interface and are supplied with Windows
WIDCOMM software. The modules were inexpensive at a cost of around R400

each.

A single Mitsumi WIF-0402C USB Bluetooth module was used as well. This
device proved troublesome with the OpenBT stack, but worked successfully with
the BlueZ stack. Several other minor problems were encountered with this mod-

ule and this module is therefore not recommended for future use.
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Figure 5.4 Ve Abocomn Bluetooth Moriudes

5.6 Comparison of Development Platforms

O the investigated and tested svstems. the platforms described above proved to
be the most viable solutions e the nuuronm price range (a5 mnch commercial
development 15 bewng done in the field. many of the preducts available are very
expensive). Each system had advantages and dizadvantazes, with the linal svs-
tem being chosen not only on the basis of svstem bepefits, but also the experience

of the developing team.

Table 5.1 shows a gquick overview of the dilferent svstems, and theor idivicdaal

characteristics.

The Teleca-Comtes boards are plam sunple Blustooth Badios, The major advan-
tage of nsing these hoards as a Wireless Development Plaiform is the previous
exporience and knowledse paned by previous work having been done with the
hoards, The Windows-basod software stack i siiople to use, even though it has
mminor Haws., The major disadvantages with the boards ate that they Lhave no
intellivenes awd therefore require additional hardware to run the software stack.
As they are desighied for Windews, the hardware requirel to gnplement the stack

would be gnite advanced and therefore also quite expensive.

Ihe Crosshow mote kits seem a verv good solution. One of the major adsan-
tapes of the Ints, s that thev have bheen used by many imstitutions aronnd the
WﬂI']fl H-“"] L] r['!gu:["']{!'d Ullll( F R T_ul]l‘ H1-LLII"]Ler U[ ‘n"n."iI'{!]_l_‘..“'\'.‘ci SIS nl_!tw’fﬂ'kﬁ 'd['!'
vielopment, The kits are also sold moa complete poekare aud armve as a0 [ully
tunetioning wireless seusor uetwork. Unlortunately, the kits do not bave the ahil-
ity to it erface with external sensor devices, except for a very simple analog sienal
mpit. This disadvantage, along with the expensive price-range at the beginniny

of the project rendered the Crosshow Mote Kits as a non-ideal solution.
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The Axis development board with Bluetooth had many advantages when looked
at as a development platform. It had a simple serial interface for data input from
almost any device, along with a Bluetooth module for wireless communications.
The Axis development team having also created the first open-source Bluetooth
Software Stack made this development platform seem ideally suited for a wireless

sensor network.

The Axis82 development board was used as a development platform later in
the project as the Axis development board with Bluetooth had been removed
from the market and replaced with the Axis82 development board. The Axis82
development platform has even more benefits than the Axis development board
with Bluetooth.
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Teleca-Comtec Crossbow Axis board Axis82 with
Boards Mote Kit with Bluetooth | Bluetooth Module
Cost (2002) $500 $2000 $500 N/A
Cost (2004) $500 $900 N/A $300
Number 1 3 N/A 1
of Nodes
Total System $1500+ $900 $1500 $1000**
Cost (3 nodes)
Radio YES YES YES NO*
Processor N/A Atmel ETRAX100LX | ETRAXI00LX
ATMEGA 128L MCM
Speed N/A ~8MIPS 100MIPS 100MIPS
Non-Volatile N/A 512KB 2 MBytes 6 MBytes
Memory
External RS232 Custom RS232 RS232 RS485
Ports USB Ethernet USB Ethernet
Development Windows Windows Linux Linux
Environment Linux
Operating N/A TinyOS Linux Linux
System kernel 2.4 kernel 2.4

* Note: Separate USB Bluetooth Modules are required for the Axis82 Develop-

ment Platform

** Note: This price does include the extra Bluetooth modules

Table 5.1: Comparison of Development Platforms
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Chapter 6

Selecting a Bluetooth Protocol
Stack

Many different Bluetooth Protocol Stacks exist. The selections are varied and
the implementations are markedly different. This results in substantial incom-
patibility between different devices, which for the realisation of a standard, can

be a serious concern.

Thus, selection of a good, solid Stack implementation is vital for a self-configuring

wireless sensor network.

There are presently several commercially available software stacks. These are
generally expensive and therefore not considered in this thesis. For an overview
of the commercially available stacks, the Bluetooth Weblogs website [10] provides

an excellent starting point.

Four open source software stacks are described in this chapter. Each stack was
developed with different goals and architectures behind them. To choose a stack,
different components are analysed and rating criteria extracted to establish which

protocol stack provides the best solution for this thesis.




6.1 Protocol Selection Criteria

Selecting a protocol stack is not specifically just comparing advantages and dis-
advantages of what the stack has to offer. A comparison of the support and
documentation of these stacks is vital as well as the community of support for
these software modules. Selecting a poorly supported module leads to neglect in
smaller problems, where a well supported stack can provide solutions to larger

problems.

Since all the freely available stacks are open source, they are all continuous devel-
opment projects, rampant with small errors and continuously updated through
an open-source CVS repository - SourceForge [23]. Getting the latest version of
the code through the SourceForge website and placing questions and troubles on
the mailing list is the maintenance and support mechanism for these development

projects.

6.2 OpenBT

The OpenBT software stack was developed by Axis Communications in Sweden
(1]. The stack is renowned as one of the closest implementations of the Bluetooth
Specification 1.1. Having started in April 1999, it was the first Open Source

Software Stack available.

OpenBT supports the following Bluetooth protocols:

s SDP
e L2CAP

e RFCOMM

OpenBT also supports the following Bluetooth profiles:

SPP The Serial Port Profile is supported with OpenBT as described in chapter
4,
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DUN Dial up Networking allows for devices to connect to the Internet via a

modem or such device.

LAN The Local Area Network Access Profile allows for Internet over the RF-
COMM layer. It has been removed from recent Specifications and replaced
with the PAN profile.

PAN Limited PAN profile use over RFECOMM was developed for the Axis De-
veloper board with Bluetooth.

Although the stack is well implemented and comprises of the most important
Stack Layer implementations, this stack has not been very user friendly or greeted
with much support from the worldwide community. The last stable version
of this stack implementation was released in October 2001. This means that
the implementation has fallen behind the other stacks and is now almost not
supported at all.

A newer version of the OpenBT stack for the Axis Developer board for Bluetooth
also supports the PAN profile for Personal Area Networks. The PAN profile
which is described in chapter 3, is regarded as the new standard profile for
Bluetooth network communications (see Chapter 3).

At the start of this thesis, the OpenBT Bluetooth Protocol Stack was selected as
the simplest and most supported stack implementation. This proved over time to
be a mistake as the BlueZ protocol stack was selected as the official stack of the
Linux Operating System and thereby embraced by the worldwide development

community as the stack of choice.

6.3 IBM BlueDrekar

IBM BlueDrekar, which was started in July 2000, was not a open source software
stack, but it was a freely available software stack for the Linux platform. Due
to it not being open source, the stack was not investigated and has subsequently
been removed as a freely available stack from the Internet [2]. IBM BlueDrekar

was never well supported.
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6.4 Affix

The Affix Bluetooth Protocol Stack, which was developed by Nokia Research
Group in Helsinki, Finland, is one of the newer freely available stacks [18]. Having
been first started at the end of November, 2001 it has gained good support and

is now the most powerful freely available software stack.

6.4.1 Features

The Affix stack has a modular implementation allowing for simplicity and re-use.
The Affix stack is constantly being updated and continually improved. Having
been developed by Nokia the Affix stack is also aimed for use in small devices

such as microcontrollers.
The Affix stack also supports many profiles including the following of interest
[18]:

e DialUp Networking Profile

e LAN Access Profile

e PAN Profile

Affix is currently the only stack which has some support for the Bluetooth Pro-

tocol Specification version 1.2.

The Affix stack comes in two parts: The Kernel based modules - affix-kernel,

and the tools, libraries and daemons.

6.4.2 Implementation Details

Implementing the Affix Protocol Stack on Linux relies on a self-configuring in-
stallation program. This program does not support the Cris-Axis cross-compile
tools and therefore was unsuccessfully ported to the Axis ETRAX100LX board.
It has been noted that with modifications, the stack will run on the Axis 82

Development board.
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6.5 BlueZ

Started in May 2001, BlueZ became the official Linux Stack implementation in
June 2001 [40]. BlueZ is currently the most popular and widely used Open Source

stack implementation.

6.5.1 Features

BlueZ supports many protocols including the BNEP protocol [40]. BlueZ also
supports the following profiles of interest to this work:

e Dial Up Networking Profile
o Local Area Networking Profile
e Personal Area Network Profile

e Human Interface Device Profile

BlueZ Kernel drivers are supplied with all Linux Kernels from version 2.4.18.
This means that implementation into any Linux compatible hardware requires
little software configuration. The userspace libraries and tools are supplied off the
Website as different tool collections. The current tools also allow the following
extended functionality: passcode authentication helpers, Packet Analysis tools,

Emulation Tools and Firmware loaders for certain chipsets.

The BlueZ software stack has excellent support for both kernel modules and

userspace programs.

6.5.2 Discussion and Implementation

At the beginning of this work, the OpenBT protocol stack was selected as the
best stack to use. The stack appeared as the most stable and well developed
stack, and was relatively simple and easy to install and configure. At the time,
the BlueZ stack consisted of many smaller modules which had to be individually

installed and configured for support and overall system working.
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The OpenBT stack was also originally developed by Axis, which had a cost-
effective development platform available for implementation and testing (see
chapter 5). The OpenBT stack was used effectively for simple Bluetooth com-
munications and links on the RFCOMM protocol layer.

As the PAN Profile became more common place, the OpenBT stack could not
provide a fully functional and easy to use solution to the changing environment.
As the OpenBT stack had not been updated since 2001, another stack option

was required.

The selection between Affix and BlueZ was decided upon the best support for
the development environment used, and the support for the PAN Profile, as
PAN usage was vital to this work. As BlueZ is the official Linux stack, and
has implemented a fully functional BNEP protocol (for PAN use), The BlueZ
protocol stack was selected as the best protocol stack and implemented in the

wireless sensor network.

Implementing the BlueZ stack into the Axis 82 Development platform requires

steps which are described in chapter 8.
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Chapter 7

The Motornostix Canary

7.1 The Canary

The Motornostix Canary was developed in South Africa by a company called
Motornostix [8]. The canary’s main design goal was to implement a hardware
device to be used in an Industrial environment as a heavy machine monitoring

tool and report back device.

The canary connects several sensors and actuators to a central node and then
communicates via a bus to a central receiving node. This bus uses a RS-485
communication protocol to communicate with the Master Scanner node which
then packages the Information and transmits it over the Internet. The Master
Scanner Node is generally a workstation, while the canaries are all microcontroller

based sensor-nodes.

Although Canaries are deployed in industry using RS485 cables, the limitations
due to cable laying policies and the expense of the cables, require alternative
wireless solutions to be found. The RS485 Communication protocol, which
uses point-to-multipoint connections, resembles the Bluetooth Architecture, and
therefore Bluetooth is a very good wireless solution to implement with the Ca-

nary.

The Canary has many actuators and sensors on-board allowing for measurements

of temperature, vibration, current, speed and flux.




[igure 7.1: The Motornostix Canary
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A Linux library toolkit was written in C for communication with the Canary in
this work. The toolkit allows for basic communication with the Canary, including
error correction and packet numbering for ordering of the information. The code

can be seen in Appendix B.

The Library was created for advanced communications with the Canary. As
device communication data retrieval details could not be obtained, the Library
was not used in the final implementation, but is provided for future development.

The details of the protocol is proprietary and can be obtained from Motornostix.
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Chapter 8

Configuring Software with the

Axis Development Board

Setting up the development environment for a wireless sensor network involves
initialising and configuring several different devices and software components.
As the components were designed with different concepts and thinking behind

them, bringing them together can be challenging and troublesome.

This chapter details the different components and modules which were used and

modified for the setup of the development environment

8.1 Cross-compiler Tools

As the Axis ETRAX100LX does not run a 1386 architecture, a set of tools is
required to compile the source code for the processor. These tools are called
cross-compilers as they compile software on one processor for another processor.

The tools provided by Axis are called the Cris cross-compiler tools.

As the tools are for development purposes and constantly being changed, they
are very poorly documented and features are not well described. Hands-on expe-
rience with the tool sets provides the best understanding and knowledge of the

current tools.

To Compile the kernel for the Axis 82 board, the Cris-Cross Compiler tools ver-




sion 1.56 in conjunction with the Axis Development board utils version 1.92 was
used. Following the rudimentary installation instructions allowed for installation
into a system. The Linux Kernel 2.4.26 was also used and patched with an Axis

patch downloaded from the website.

8.2 BlueZ

The Axis 82 Development board, uses a Linux kernel 2.4.26 which must be
patched and modified. The BlueZ library drivers and utils version 2.7 were
used in this project. To successfully add the BlueZ libraries and utils to this
Linux kernel, several modifications are required to the code for it to successfully

compile.

The first modification requires the user to add in the BlueZ kernel mode drivers
supplied with the Linux Kernel. Modifying the Makefile in the Linux Kernel and
uncommenting the BlueZ kernel mode drivers allows the kernel mode drivers to
be installed and added to the Kernel. Uncommenting the Kernel Protocol drivers

is also required for the BlueZ protocols to work.

A new makefile had to be written for the BlueZ library files. The Makefile
can be seen in appendix C. The Makefile points the configuration scripts at
the correct cross-compiling tools, and the output directories to the correct final

target directories.

8.3 Linux Bridge Utils

To allow the nodes to relay IP Packets to and from the network, the Linux Bridge
Utils had to be compiled and added into the Axis board kernel. By adding minor
modifications to the individual Makefiles in all the directories of the source, the

bridge utils were added to the kernel.

To get the Bridge Utils to function, Advanced IP Packet options must be selected
in the Linux Kernel and IP Filtering should also be selected. Other Kernel level

features enable extensive IP level packet control.

55




8.4 Scripts

To set the scripts to start automatically on the Axis board, the inittab file needs
to be modified to include the automatic scripts. Commands can be supplied to
set the scripts to run only once or respawn if killed. Different run levels are also

required to check the state of the board startup.
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Chapter 9

Implementation of
Self-configuring wireless sensor

network

A self-configuring wireless sensor was implemented using 3 AXIS 82 development
boards with 3 USB Bluetooth Modules and a single Motornostix Canary. The
overall description of the implementation is presented in this chapter.

9.1 Overall Implementation

The implementation of a self-configuring wireless sensor network, depends on
several different components which have to interface with each other and work
coherently together to function correctly. The major components are sensors,

processing and data-capture boards, and a wireless network technology.

To realise the final implementation, several different off-the-shelf solutions were
selected for use in this project. The wireless communications technology used
was Bluetooth (see Chapter 4) and the sensor used was a Motornostix Canary
(see Chapter 7). The processing and data-capture board used was a Axis 82
Development board (see Chapter 5). The wireless Interface used was a Bluetooth
Module connected to the Axis board through the USB port.




9.2 System Set-up

The overall system setup was implemented with ttwee nodes, A single Canary
was used as the data-capturing tool. The Canary was switehed botween different

uordes to test the confipnratien abilivies ol the pelwork,

£a kg
a4
Ethernet IsE
: wE F
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Bluedooth #ireless
Coormechion:
LUTH CASLE

Figure Y.1; 1The wverall system setup

The Network was accessed from commpnters attached outside of the selup cou-
nected o the eherned switeh, Althougl the network was not tested from differ-

ent iternational areas, this setup proved that the system worked on the [uternet.,

9.3 Node Setup

Each node’s software was instalied and configured (xactly the same. Lach node
cottained an address look-up table to conlipure the hostname. Bluetooth Address
and I Number. This laokup table was stored as a confignration [ile on the node
so Lt it conld be casily and quickly modified and npdated from anywhere on

the networls,

The Software for cach wetwork node consists of tlhree main components: The
Clanary Background Server, The Connection Manager/ Role Switch and the Web

[nterkace, These three software packages worked topether ro imitialise and inple-
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ment the sensor network.

9.3.1 The Canary Background Server

Due to the closed communication standard of the Motornostix Canary, commu-
nication with the Canary is complex and troublesome. Several different factors

increased the complexity of the interface.

An ATEN IC-485S RS232 - RS485 converter was used to connect the Canary
to the serial port of the Axis board. Two settings on the converter allowed for
flexibility, but finding the correct setting along with errors in the Linux code for

driving the serial port caused many difficulties.

Communication with the Motornostix Canary was complicated by the limited
documentation of the protocol. Although enough information was acquired for
sending and receiving commands to and from the Canary, no documentation was

acquired for receiving captured data from the canary sensors.

The background server was written in C. The basic Flow diagram for the program

can be seen in figure 9.2.

The background server core’s functionality lay in a select statement waiting on
several files. The select statement must first have several filedescriptors initialised
and then waits on those file descriptors. As soon as there is any activity on the
file descriptors the select statement continues returning the file descriptor and
inquires whether the data is trying to be read or trying to be written.

The select statement is run at a kernel level and is therefore extremely efficient
and wastes no processing power. Because the Canary is not polled at this level,

data traffic through the serial port remains very low.

The file pipe is created for inter-process communication or IPC. IPC allows one to
send and receive commands from within one program to another program. This
allows other programs to communicate with the Canary through the Background
Driver. Other programs can therefore send data to the Canary without having to
be concerned with packet structure and error correction. This is all maintained

by the background server.
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9.3.2 The Connection Manager / Role Switch

The Connection Manager initialised the Nodes mlo the differens roles depending
on the hardware connccted to the different Nodes, In this conlipuration, there
were only two roles, namely Master and Slave. It then started the correct drivers

and put the Canary into the different Suates.

The Connection Manager was wrillen as a Linnx Shell Seript ane the flow dia-

pram can be =een in fisure 9.3 with (lie code in Appendiz A2
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Figure 4.3 'T'he Connection Manager / Hole Switch

The conneetion manager stacrs the Initiad daemons and programs requized for

wireless commmmmnications. It then chiecks (o see whellier o Bluetooth device =
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connected, and if so, set the hostname as configured to the device address. If
no name exists for the device, the device can still participate in the wireless
communications, but the user is notified that the device should be named. Only

one device in the network can have no configured name.

Once the device name has been set, the connection manager checks to see whether
the device has acquired an IP Number from a Dynamic Host Configuration Pro-
tocol (DHCP) request on the Ethernet port. The DHCP request was made during
the initial startup of the device. If the device has an IP number, the device is
switched into Master mode, whereas if it does not have an IP number, the node
assumes that no ethernet connection is available and the device switches into

Slave mode.

In Master Mode the device first enables IP forwarding. This allows IP packets
to be transferred to different network adapters. It then sets up a bridge which
allows for intelligent routing and then adds the adapters to the bridge. It then
starts up the BlueZ PAN daemon with a NAP profile. The daemon is configured
to listen for all devices to connect to it, but to ensure that this device controls
the Bluetooth network and is set as Master of the piconet. The service is then
registered with the SDP daemon which was started up at the beginning of the
shell script.

When the device is initialised as a Slave, the PAN daemon is immediately started.
The daemon is started with parameters to search throughout the network for a
device running a NAP service. Once a NAP service is found a connection to the

device is made.

Once two devices have created a Bluetooth connection, there is still some com-
munication set-up to be done before the devices can send and receive IP Packets.
For the devices to automate this procedure, help is acquired from the BlueZ Pro-
tocol stack which will automatically run a shell script in the BlueZ configuration
directory when a new connection is made. The configuration script created for

this system can be seen in Appendix A.2.2.

The script first ascertains whether the device is in Master or Slave mode. In
Master mode, the new adapter is added to the bridge and the IP Number set to
0.0.0.0. In Slave mode the device acquires the IP number which it was assigned
in the Configuration file and initialises itself with the IP. If there is no IP Number
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assigned, the device will initialise itself with an IP assigned to all non-configured
devices. It then sets the device to route all its packets through the Masters bridge
at the location specified in the configuration file.

The devices can now communicate with the rest of the network. As the Master
has been set into IP Forwarding mode, it can not be contacted on its IP Number.

9.3.3 The Web Interface

The Web Interface was created to view the data captured by the Canary and
see which devices were connected to the Canary. To enable the device to display
dynamic data, the Web Interface was written as a Common Gateway Interface
(CGI) script. This meant that the file was very similar to a normal Linux shell
script, except that it outputted information wrapped in HTML. This was imple-
mented as a here file. The code for the Web Interface can be seen in Appendix
A.4.1. The Web Interface also contained sub-scripts which actually retrieved

information and sent data as required to the various device components.

The first component, called cancheck, simply polls the Canary while the user
is viewing the page to see whether a Canary is connected to the development
board.

All previous data is stored on the board under the previous data directory with
a date stamp. Thus every time the board is restarted the backup script is run
to save previous data. This previous data can be viewed with the two scripts

named showpreviousdata and previousdata.
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Chapter 10

Tests and Results

A self-configuring wireless sensor network was created using three Axis 82 Devel-
opment boards. No external hardware was required for implementing the sensor
network. The only external hardware used, was to view the information received

from the Canaries.

The following chapter describes several tests and results obtained from the de-
vices to describe the features and limitations of the devices. Tests described are
broken up into different levels to illustrate the problem areas and functionality
of Self-Configuring Wireless Sensor Networks. The tests are described starting
from a single node and ending in tests performed on the full network.

10.1 Sensor Node Tests and Results

As only a single Canary was available for use in this work, It was important to
ensure that multiple Canaries would be able to be used in the network. The ap-
proach used to test this was to connect and disconnect the Canary from multiple

nodes in the network.

Canaries could successfully be connected and unconnected from the nodes via
the Serial port. No problems in communication were found and the nodes were

aware that the Canaries were connected or disconnected.




10.2 Network Tests and Results

The devices were set up in several different environments to test whether the
devices could automatically detect each other and see the impacts of different
environmental conditions. The devices were also restarted and stopped at differ-
ent time-intervals to demonstrate real-world node failures to see if the network

would be able to re-initialise itself.

Devices initialised as slaves could be stopped and started successfully, but unfor-
tunately the node connected via RJ-45 would not successfully re-initialise itself to
the fully functional previous state. If the nodes remained started and moved out
of range with each other and were then brought back into range, the connection

would successfully re-initialise.
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Chapter 11
Conclusions

A Self-configuring Wireless Sensor network was decomposed into several differ-
ent components and each component was investigated and analysed. From the

analysis a self-configuring wireless sensor network was implemented.

The different components of the sensor network consist of a sensor, a node, a wire-

less link, node-intelligence for routing, and node-intelligence for self-configuration.

Several wireless technologies were investigated. The Bluetooth wireless technol-

ogy was selected as the most practical to implement and use.

Different development platforms were investigated. The AXIS development board
with Bluetooth was selected as the most affordable and easy to use development

platform to develop the sensor network.

From the worldwide available Bluetooth Software Stacks, commercial and freely
available stacks were investigated. The OpenBT software stack was first imple-
mented and then changed over to the BlueZ software stack as it became necessary

to implement newer and more advanced techniques during the course of this work.

A simple self-configuring wireless sensor network was created and implemented.
The network was adaptive in terms of movement of the nodes, and addition of
new slave nodes to the network. The network was self-configuring as it could
decide what its role was in the network and have the ability to fulfill that role.

A self-configuring wireless sensor network requires some level of configuration for

identifying individual nodes.
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Chapter 12

Recommendations and Future

Work

12.1 Further Investigations

As the need for Wireless Sensor Networks rapidly increases throughout the world,
new technologies will arise that solve many of the current problems such as rout-
ing, sensor-intelligence and power consumption. Currently the technology that
is leading the way in all of these fields is the Zigbee Alliance and IEEE 802.15.4.

It is therefore of high importance to investigate the use of these technologies.

Later investigations should also be made into the IEEE 1451 Standards Working
Group. This working group, which is especially aimed at smart sensors, has a sub-
working group for intelligent wireless sensors called the IEEE 1451.5. Currently
they are still in the process of creating a draft standard for wireless sensors, but

it is expected to be complete soon.

12.2 Sensor Recommendations

Using the current system set-up, several further projects could be completed and
carried out. Currently, the development boards are connected to the Canaries
via the RS-232 port which in turn is connected to a RS232 to RS485 connector.




As the Canaries use RS485 as their communications protocol, and the develop-
ment boards have an RS485 interface, connecting the Canary to the develop-
ment board over this port would be a definite further step in development of this
project. This would also immediately allow for multiple Canaries to be attached
to the board, and thereby increasing the amount of sensor devices enormously.

As data from the Canaries sensors was never fully accessed, a project could
be created on fully accessing the data, and graphically representing it on the
Internet. This could be achieved by getting proper access to the development

code of the Canaries as well as using the current network setup.

12.3 Wireless Communications Recommendations

As a wireless development platform, the Axis82 development board serves as
an excellent starting point. Using the current setup an additional role could be
added to the network. This “Relay” node could transmit packets between the
Master Node and the Slave node, thereby increasing the distance and topology
of the network system. This functionality, already inherent in newer technologies
(such as Zigbee) would be interesting to investigate before the newer technologies

are released.

Due to the abilities of the development platform used, other current wireless
technologies apart from Bluetooth could also be implemented in a wireless sensor
network. Of specific interest would be the 802.11b/g network standards. These
standards, which have many commercial USB connectors available, could be

implemented and tested and compared to the current network setup.

A multi-wireless standard node could also be created with this development board
allowing for multiple network standards to connect to a single node. This could
be a very interesting project, as a study could be done on both interference of
frequencies of similar technologies as well as device interaction between devices

of different wireless standards.
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12.4 Interesting Projects

A few smaller interesting projects could be developed in terms of the importance
of roles and role-based sensor networks [37] [32]. Similar nodes, such as in a
Robot Soccer Team, could be developed to define a captain, defender and striker
of the team. All players/nodes can take on any individual role, but much more
benefit is gained by the team/network if individual roles are assigned from within

the team/network.

A further extension of this project could be the implementation of a soccer pass.
One node/player preparing the other node/player for data transmission/ball and
sending the information, which is actually the ball across an unknown medium/-
field.

As the Apple Computer Company has been one of the leaders of the IEEE 802.11
wireless networking standard, they have released several interesting open-source
projects to help with wireless networking. One of these, called Rendezvous is a
system for creating instant networking of devices and computers with dynami-
cally discoverable services registered on the network. Rendezvous is based on IP

networks.

Other interesting technologies include the IEEE 1451.5 Draft Standard for a
Smart Transducer Interface for Semsors and Actuators. This working group
which is part of the Wireless Sensor Working Group, appear to be close to having

a new standard for Wireless Sensor Interfaces really soon.
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Appendix A

Program Listing

A.1 Canary Background Server

1 #include <sys/time.h>

2 #include <sys/types.h>

3 #include <sys/stat.h>

4 #include <fcntl.h>

5 #include <unistd.h>

6 #include <assert.h>

7 #include <stdioc.h>

8 #include <asm/termios.h>
9

12 #define FALSE 0

13 #define TRUE 1

4 /#

15 This Program runs communication between the Canary aend the SERVERFIFO File

16 This allows for communication to the canary via the SERVERFIFU file stored in

the mnt directory

17 This files outputs all capiured datae into and XML stored file called candatea.

zml

8 */

19

20

21

22 JavxwxsirxxConfiguration Settings for Canary Serversrsxxiw/
3 AR RE AR KRR AF I A ERRAEFRAFIRRARR R IR FRR A RB R RIFREFREFAARRAKA RS
24

25 //The Serialport Setiings where the Canary is connected to:

26 #define MODEM_DEVICE "/dev/ttysS2"

27 #define BAUDRATE B115200

28

20 //The FIFO Named pipe name

30 #define FIFO_FILE "/mnt/flash/SERVERFIFO" //The Pipe We will be using
foer IPC

31

32 //The Data File used to dump the canary data

33 #define DATA_FILE “/mnt/flash/candata.xml"

34

35

36 #define WELCOMENOTE1 "Back Ground Canary Server Started- Built 22 June 04
)

37 #define WELCOMENOTE2 "Writtenm by D de Jager - 2004"

38
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39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
80
61
&2
63

64
65
66
67
68
89
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
a0
91
92
23
94
95
98
97

88
99
100
101
102
03

104
105
106
107
108

//Debugging Info on or off?
int debug = FALSE;

/ewnkkENDRConfiguration Settings for Canary Serverstxxxssx/
e A e o e e 3 e s K e o A e o o R o R S R S e R A R )

void dump_fds(char #*name, fd_set *set, int max_fd)

{

1

int i;
if (I debug) return;

fprintf (stderr, "%s:",name);
for(i=0;i<max_fd;i++)
{
if (FD_ISSET(i,set))
{

}

fprintf (stderr,"%d,", i);

}
fprintf (stderr,"\n");

int main()

{

long BAUD; // derived baud rate from command
line

long DATABITS;

long STOPBITS;

long PARITYON;

long PARITY;

//File Descriptor Values
int serial;

int Pipe;

int OutputData;

//Useul Variables

int j; //Counter for While loop in Pipe to ensure reads are correct
int re; //rc is used for number of reads/writes returned
int hex; //used to convert decimal to chars

//File Descriptor Sets to Use
fd_set readfds;

fd_set writefds;

fd_set exceptfds;

struct timeval tv;

int max_£d;

/*inbound and outbound keep track of whether
we have a character already read which needs
tc be sent 4im that direction the _char and _data
variables are the data buffersx/

int outbound;

char outbound_char;

int inbound;

int inbound_data[1024];

//pipe_outbound keeps track of whether we have data bound for Canary
from the FPipe

//while readbuf stores the message from the Pipe

int pipe_outbound;

char readbuf [80];

//8etup Serial port information
struct termios oldtio, newtio; //0ld and new port seittings for

serial port

/#Test command to send the Canary for communications retrievalx*/
char buf[14]; //Canary Command Buffer

//General Variables
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109

110

111
112
113
114
1i5
116
117
118
118
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
138
140
141
142
143
144
145

146
147
148
149

150
181
152
183
154
158
156
187
158
159
160
161
162
163
164
185
166
167
168
169
170
171
172
173
174
175
176
177

int serial_read_count; //Counter to say how many byles read from
Serial Port

int modem _bits; //Used to set the RTS Signals for the 232-485
Convertor

//After Declaring Variables Set their values
BAUD = BAUDRATE; //BAUDRATE declared in Config section

DATABITS = (88; //C88 declared in termios.h
STOPBITS = 0;

PARITYON = 0;

PARITY = 0O;

//Default Canary Command to recieve a response from the canary

buf [0] = 0x08;
buf [1] = 0x01;
buf (2] = 0x00;
buf [3] = 0x00;
buf {4] = 0x01;
buf [6] = 0x02;
buf [6] = 0x00;
buf [7] = 0x00;
buf [8] = 0x00;
buf [8] = 0x02;
buf [10] = 0x38;
buf [11] = Oxbe;
buf [12] = Oxa0;
buf [13] = Oxff;
buf [14] = *\07;

SrusrwrknsnwwnkwkOpen Controlling Devices *skdskskknhksnkussn/
A A o e A o o o o e K e ke e S e o e o S 6 o o e oK 0 3K o R e R O Nk K

//0pen Serial Port on MODEM _DEVICE and set settings reffered to in
man termios’

serial = open(MODEM_DEVICE, OQ_RDWR | 0O_NOCTTY | O_NONBLOCK);

assert (serial >=0);

tcgetattr(serial ,&oldtio); // save current port settings

newtio.c_cflag = BAUD | CRTSCTS | DATABITS | STOPBITS | PARITYON |
PARITY | CLOCAL | CREAD;

newtio.c_ iflag = IGNPAR;

newtic.c_oflag 0;

newtio.c_lflag 0; //ICANON ;

newtio.c_cc[VMIN]I=1;

newtio.c_cc[VTIME]=0;

teflush(serial, TCIFLUSH);

tesetatty {(serial , TCSANDW ,&newtio)

//Open Pipe for IPC Get the File Descriptor for the select call
nkfifo (FIFO_FILE ,06686);

Pipe = open(FIFO_FILE,O_RDONLY |O_NONBLOCK| O_SYNC);

assert (Pipe»=0);

fentl (Pipe ,F_SETFL, O_RDONLY | O_SYNC);

//O0pen OutputData File to Write Data from the Canary to
OutputData = open(DATA_FILE, O_CREATIO_WRONLY [D_APPEND, 0666);
assert (JutputData>=0)};

SerknnnkssrnndixEND Open Controlling Devices##dsshsssdssnn/
Ve R R s R Ry Y S R E R SRR SR R Ve
//Display Welcome Note

fprintf (stderr, WELCOMENOTE1L);

fprintf (stderr, WELCOMENOTE2);
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178
179
180
181
182
183
184
185
186
187
i88
189
190
191
192
193

184
195

196

197

188
199

200
201
202
203
204
205
206
207

208
209

210

211
212
213

214
215
216
217
218
219
220
221
222
223
224
225

226
227
228
226
230
231
232
233
234
235
238
237
238
238
240

if (debug) //Show Debug File descriptors
{

fprintf (stderr, "serial=%d\n", serial);
fprintf (stderr, "Pipe=%d\n", Pipe);
}

//Initialising Variables
serial_read_count=0;
outbound = inbound =0;
pipe_outbound =0;

//Start main while Loop
while (1)
{

//writefds Checking the Write File Descriptor for anything
ready to write

FD_ZERD (&writefds);

if (inbound) FD_SET(OutputData, &writefds); //if data inbound
from serial get ready to write to file

if (outbound) FD_SET(serial, &writefds); //if data outbound
to the serial write to serial

if (pipe_outbound) //%f data outbound to Pipe
set it to go to the Pipe

{

if (debug) fprintf(stderr,"\nReseting pipe_outbound
for next pipe read\n");

close(Pipe);
Pipe = open(FIFO_FILE,O_RDONLY |OD_NONBLOCK! DO_SYNC);
assert (Pipe>=0);
fentl (Pipe ,F_SETFL, O_RDONLY | O_SYNC);
pipe_outbound =0;

}

//readfds Checking the Read File Descriptor for anything
ready to be Read

FD_ZEROD (&readfds);

if ('outbound) FD_SET(Pipe, &readfds); /+If we have no data in

outbound get ready to read from Piper/

if (tinbound) FD_SET(serial, &readfds); //If we have no Data
inbound from Serial carryon waiting

//if(Ipipe_outbound) FD_SET(Pipe, Hreadfds);

//Check to see what 13 the Maxzimum file descriptor for the
Select Statement and add one

max_£fd =0;

if (serial » max_fd) max_fd = serial;

if (Pipe > max_fd) max_fd = Pipe;

if (OutputData > max_fd) max_fd = OutputData;

max_fd++;

if (debug) fprintf(stderr, "max_fd=}d\n", max_£d);

tv.tv_sec = 10; //Resets the Select Call every 10 seconds

tv.tv_usec = 0;

//Dump file descriptors with appropriate wvalues - Only showed
%

//Debug is set to I

dump.fds("read in",&kreadfds, max_fd);

dump _fds ("write in", &writefds, max_fd);

//Wait om this
r¢ = select(max_fd, &readfds, &writefds, NULL, &tv);

dunp_fds("read out", &readfds, max_fd);
dump_fds{("write out", &writefds, max_=£fd);

//Different Sets of Information sending

//We can read Data from the Pipe
if (FD_ISSET (Pipe, &readfds))

78




241
242

243
244

245
248
247
248

249
250
251
252
253
254
255
256
257
258
259
260
261

262
263
264
265
266
2687
268
269
270
271
272
273
274
275
276
277

278
279
280
281
282
283
284
285
286
287
288
289
290
281
292
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300
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308

if (debug) fprintf(stderr, "\nReading Outbound Pipe\n
L .

rc¢ = read(Pipe,&readbuf ,80);

read (Pipe, NULL,1); //Just added to Close PipeReads
rris

readbuf [rc] = *\0’;

pipe.outbound=1;

//If Incoming PIPE command is "SendPacket” Write to
serial port

if (strcmp{readbuf, "“SendPacket") == 0) outbound =1;

if (strcmp{readbuf, "Quit") == 0) break;

//We can read Data from the Serial Port
if (FD_ISSET (serial, &readfds))

{
if (debug) fprintf(stderr, "\nreadimg inbound\n");
while (xc>0)
{
rc¢ = read(serial, &inbound_datal
serial _read_count],1);
serial_read_count++;
}
if (serial_read_count >Q) inbound=1;
}

//We can write Data to the Pipe
if (FD_ISSET(Pipe, &writefds))
{
if (debug) fprintf(stderr, "\nwriting inbound to Pipeln");

//We can write Data to the File

//This just basically writes all the data recieved into
JutputData File

//Declared in the Config file as DATA_FILE

if (FD_ISSET (OutputData, &writefds))

{
for{(j=0;j<serial_read_count;j++)
hex = inbound_datal[j] »>>4;
if (hex> 8)
hex +=87;
else
hex+=48;
write (OutputData, &hex,1);
hex = inbound_datalj] & OxF;
if C(hex> 9)
hex +=87;
else
hex+=48;
write (QutputData, &hex,1);
}
hex = ’\n’;
write (OutputData, &hex,1);
//Make sure there 4is no-more DATA in
if (rc >0} inbound=0;
//Re-Initialise Serdal_read_count for Serial Input
serial_read_count =0;
¥
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310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
328
326
327
328
329
330
331
332
333
334
335
338
337
338
339
340
341
342
343

345
3486
347

//We can write Date to the Serial Port

if (FD_ISSET(serial, &writefds))
{
if (debug) fprintf (stderr,

"\nwriting outbound\an"};

//8et the RIS Line correctly to ensure Transmission

//Set RTS High

ioctl(serial, TIOCMGET, &modem_bits);

modem_bits |= TIOCM_RTS;

ioctl (serial, TIOCMSET, &modem_bits);

//Get the Data from the Port

rc = write(serial ,buf,14);

//Set RTS Louw

tecsetattr (serial, TCSADRAIN,

modem_bits &= “TIOCM_RTS;

&newtio);

ioctl(serial, TIOCMSET, é&modem_bits);

if (rc>»0) outbound=0;

} //End main while loop

fprintf (stderr ,"\nThank you for running Canary Server\n");

tcsetattr (serial , TCSANOW ,&oldtio);
//Close the File Descriptors

close(serial);

close (Pipe);
close (OutputData);

} //End main () Function

A.1.1 Pipe communication Tool
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Excerpt from "Linuxz Programmer’s Guide - Chapter 6"

(Clopyright 1984{-1895, Scott Burkett
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MODULE: fifoclient.c
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*/

#include <stdio.h>
#include <stdlib.h>

#define FIFO_FILE "/mnt/flash/SERVERFIFQ"
int main{int arge, char #argv[])
{
FILE #fp;
if ( arge t= 2 ) {
printf ("USAGE: cchat [stringli\n®);
printf (" To send a Packet to Canary:
ll);
exit (1);
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22
23
24
25
26
7
28
29
30
31
32

A.2 Connection Manager / Role Switch

if ((fp = fopen(FIFO_FILE, “w")) == NULL) {
perror("fopen");
exit (1);

}

fputs(argvi1], fp);

fclose (fp);
return (0);

A.2.1 Node Initialisation

© W =G B WA e
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29
30
31
32
a3
34
35
36
37
38
38
40
41
42
43
44
45

47

#!/bin/sh

PANIP="$(cat /etc/canServ.conf | grep PANIP | cut =-d= -f2)"
IPADDRESS="$(cat /var/log/messages |grep eth0 |grep IP|cut -4’"’
CONFIGFILE=8(cat /etc/canServ,conf | grep BTDEVICE | cut -d=
#Start the same services for both Masters and Slaves

heid

sleep 1

#Get the BD Address now that HCI is up

BDADDRESS="$(hciconfig |grep °*BD Address’® | cut ~d *> * -£3 )*
sdpd

#Check to See which device is up and running
#BDADDRESS="TEST TO SEE IF IT WORKS"
#BDADDRESS="00:E0:98:8F:AD:3B"

if [ -z "$BDADDRESS" ] ;
then
echo "No Blustooth Desvice Present”
echo "Not enrolling onte Bluetooth Network"”

_f2) L

exit O
else
echo "Device:$BDADDRESS - Found®
echo "Searching Config for device SBNAME"
DEVICEENTRY="${cat /etc/canServ.conf | grep BTDEVICE | grep "$BDADDRESS™)
"
if [ -z "$DEVICEENTRY" ]
then
echo "Device Not found!”
echo "Setting Device to Wildcard entry"
UNKNOWNDEVICE="$(cat /etc/canServ.conf | grep "x")"
NAME=%(echo $UNKNOWNDEVICE | cut =-d= ~£3)
echo "Unknown Device $BDADDRESS set with name $NAME"
else
NAME=$%$(echo S$DEVICEENTRY | cut ~-d= -£3)
echo "Device $BDADDRESS found with name $NAME"
fi
fi

#Set the HUSTNAME as defined in previous section
hostname $NAME
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51
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54
55
56
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59
60
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63
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65
66
67
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69
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71
72
73
74
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78
79
80
81
82
83
84
85
86
87
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100
101

echo "HOSTNAME=\"$NAME\" " > /etc/conf.d/hostname

#Check if there was an IP Address Found from the DHCP Server
#This will set whether the device is the Master or a Slave

if [ -z "$IPADDRESS"]; then
echo "No IP Address Found - Setting Role as PAN User"
echo "Starting up PAN Driver as PANU"
pand ~-role PANU --search --service NAP --nodetach ~-persist

else
echo "IP Address - $IPADDRESS Found =~ Setting Role as PAN Master"
echo "Enabling IP Forwading"
echo "1" > /proc/sys/net/ipvd/ip_forward
echo "Enabling Rogue Packet Filtering on all interfaces"
for f in /proc/sys/mnet/ipvé4d/conf/#/rp_filter;do
echo 1 >> $f
echo $f
done

iptables -t nat -A POSTROUTING -o eth0 -j MASQUERADE
iptables -A FORWARD -i pan0 -j ACCEPT
iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT

#Set up the Bridge and show it out

echo "Setting up Canary Bridge”

echo "Creating Bridge panO"

brctl addbr pan0

sleep 1

echo "Configuring Bridge to IP Address $PANIP®
ifconfig panO $PANIP

sleep 1

#aecho "Turning off listening and learning on Canary Bridge"
#brctl setfd pamO 0

#sleep 1

#echo "Turning Minimum Spanning Tree 0ff on Bridge"
#brctl stp pan0 off

#sleep 1

echo "Adding Interface ethO to Canary Bridge"

bretl addif pan® etho

sleep 1

echo "Starting up PAN Driver as NAP"
pand --listen --role NAP --master
sleep 1

echo "Adding NAP service to SDP"

sdptool add NAP

slesp 1

brctl show

brctl showmacs panO

#0nce the bridge has made a conmection the script /etc/bluetooth/pan/dev-
up is

#run and the device is brought up

A.2.2 dev-up: Device Initialisation

WM = U W e

ot
fw]

#1/bin/sh

#Complete the Connection

PANIP=$(cat /etc/canServ.conf | grep PANIP | cut ~d= -£2)
IPADDRESS="¢$ (brctl show |lgrep panO)"
LOGFILE=/var/log/messages

BDADDRESS="$(hciconfig |grep ’BD Address’ | cut -4 * * ~-£f3 )"
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11 if [ -n "$IPADDRESS™ 1 ;

12 then

13 eacho "Role Set as Master - dev-up Script connected dsvice $1 on $2%
1>>$LOGFILE

14 brctl addif pan0O $i

15 sleep 1

16 ifconfig $1 0.0.0.0

17

18 else

19 echo "Role Set as Slave - dev-up Script connected device $1 on $2¢
1>>$LOGFILE

20 DEVICEENTRY="$§(cat /etc/canServ.conf | grep BTDEVICE | grep "
$BDADDRESS") "

21 if [ -z "$DEVICEENTRY" ]

22 then

23 UNKNOWNDEVICE="$(cat /etc/canServ.conf | grep "#")"

24 IP=$(echo QUNKNOWNDEVICE | cut =-d= -f4 | cut =-d "’ -£2)

25 echo "IP Address $IP assigned to UNKNOWN $1 Device" 1>>

$LOGFILE

26 ifconfig $1 $IP

27

28

29 else

30 IP=$(echo $DEVICEENTRY | cut -d= -f4 | cut -d *"? -£2)

31 echo "IP Address $IP assigned to $1 " 1>>$LOGFILE

32 ifconfig $1 $IP

33 fi

a4 sleep 1

35 route add 0.0.0.0 gw $PANIP

36 fi

A.3 canServ.conf: Device Configuration

1 #Configuration File for Canaries,

2 #Add an entry for each new Bluetooth

3 #Device

4

5 PANIP=192.168.0.10

6

7 BTDEVICE="00:A40:96:20:42: A0"="Blue"="192.168.0.21"

8 BTDEVICE="00:E0:98:85:8E:17"="Aqua"="1982.168.0,22"

9 BTDEVICE="QO0:E0:98:9F:AD:3B"="Marine"="192.,168.0.23"
10 BTDEVICE="#"="Billy"="192.168.99"

A.4 Web Interface

A.4.1 Web CGI Scripts

Main Web here file

#!'/bin/sh

HBBRBBRBRBHERBEEBE CONSTANTS

1
2
3
4 # Canary Configuration Page
5
6 HOSTNAME=$(hostname)
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title="Welcome to Canary Server S$SHOSTNAME"

8

9 #IPADDRESS="§(cat /var/log/messages [grep eth0 |grep IP {cut -d’%’ -f2)"
i0 #BLUETOOTHADDRESS=$(hciconfig | grep ’BD Address’ | cut -d ’ * -£3)
11  PANCONNECTIONS="$(pand --show)"

12 CANCHECK="$(cancheck)”

13 CANDATA="$(cat /mnt/flash/candata.xml)"

14 PREDATALIST="$(previousdata)"

15

16 #BHBVALBLBLLBSH4E Web Page

17 cat <<= _EOF_

18 <HTML >

19 <HEAD>

20 <META HTTP-EQUIV="Refresh" CONTENT="5; URL=/admin-bin/config.cgi">
21 <TITLE>

22 $title

23 </TITLE>

24 </HEAD>

25

26 <BODY >

27 <Hi>$title </H1>

28 <TABLE>

29 <TR>

30 <TH>Current Date</TH>

31 <TD>$(date +"%x %xr 42")</TD>
32 </TR>

33 Clw =
34 <TR>
35 <TH>IP Address</TH>

36 <TD>$IPADDRESS </TD>

37 </TR>
38 <TR>

39 <TH»>Bluetooth Address</TH>
40 <TD> $BLUETOOTHADDRESS </TD>
41 </TR>
42 =->
43 <TR>
44 <TH>Personal Area Connections</TH>
45 <TD>$PANCONNECTIONS </TD>
48 </TR>
47 <TR>
48 <TH>Canary Connected</TH>

49 <TD>$CANCHECK </TD>

50 </TR>

51 <TR>

52 <TH>Canary Data</TH>
53 <TD>»$CANDATA</TD>

54 </TR>

55 <TR>

56 <TH>Previous Canary Data</TH>
87 <TD>$PREDATALIST </TD>

58 </TR>

59
60 </TABLE>

61 </BODY >

62 </HTHML >

63 _EOF_

cancheck.sh

1 #t/bin/sh

2

3

4 #This program polls the Canary and checks for any ocutput
5 #If output is detected, reply "Canary Present" otherwise reply "No Canary

<

Detected"

BEFORE =0
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33
34
35
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37

AFTER=0
TEST1i=$(cat /mnt/flash/candata.xml)
for i in $TEST1

do
BEFORE=$ (($BEFORE + 1))
done

#echo "$BEFORE lines before Canary Test®
cchat.cgi SendPacket

sleep 1

TEST2=$(cat /mnt/flash/candata.xml)

for i in $TEST2

do
AFTER=$ (($AFTER + 1))
done

#echo "$AFTER lines after Canary Test®

if $(test $AFTER -gt $BEFURE); then
echo "Canary Present”

else
echo "No Canary Detected"

fi

A.4.2 Previous Data Scripts

previousdata.sh

1 #!/bin/sh

2

3

4 #This allows one to view a list of the previous Canary Data that has besen
recieved

5

6 DATA=${(ls /mmnt/flash/candata |[uniq {cut -d’ ’> -f1)

7

8 for i in $DATA

8 do echo "<A HREF=\"/admin-bin/show_predata.cgi?/mnt/flash/candata/$i/candata.
xml\">$i</4> @

10 done

show _predata.sh

-
LRI =R B o A

#!/vin/sh
#This allows one to view the previous Data

FILE="$§(cat $1)°

cat <<~ _ _EOFD__

<HTML>
<HEAD >
<TITLE>FILE LISTING OF $1 </TITLE>
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12 </HEAD >

13

14

15 <BODY>

16 <Hi>File listing of $1</H1>
17 <BR>

18 $FILE

19 </BODY >

20

21 </HTHML>

22

23 __EOFD__

backupdata.sh

1 #!'/bin/sh

2

3

4 #This program saves the data into a backup directory and clears candata.xml
5

6 DATE=%(date +%F)

7 chmod 666 /mnt/flash/candata.xml

8 mkdir /mnt/flash/candata

9 mkdir /mnt/flash/candata/$DATE

10 c¢p /mnt/flash/candata.xml /mnt/flash/candata/$DATE
11 rm /mnt/flash/candata.zxml

12 """ > /mnt/flash/candata.xml
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Appendix B

Canary Communication Protocol
Code

B.1 General Commands

B.1.1 mtnx.h

[T S e T S R Y

#define DATALENGTH 1023

struct DATA_PACKET {

int Bource_Device_ Address;
int Destination_Device_Address;
int Protocol_Identifier;
int Command;

char DATAIDATALENGTH+1];
int INTDATA[DATALENGTH];
int data_length;

int Packet_Number;

int CRC_CHECK;

int ETx;

};

void Display_Packet(struct DATA_PACKET Data_Packet_to_display); //Displays
the Data Packet in Human Readable Form

struct DATA_PACKET build_packet{int Source_Device_Address,
int Destination_Device Address, int Protocol_Identifier, int Command,
int data, int Packet_Number, int CRC_CHECK, int ETx); //Constructs
a Data Packet

int Length(struct DATA_PACKET Data_Packet_to_measure); //Length of Whole
Data Packet ezcluding ETz characters

87




B.1.2 mtnx.c
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37

58

59
60

61

62

83

/#*New Program to take data only when there is data on the linex/

#include <stdlib.h> /» Dirk added Staendard Library Header */
#include <stdio.h> /% Standard tnput/output definitions »/
#include <string.h> /¥ String function definitions x/
/S/#include <unistd.h> /% UNIX standard function definitions =/
#include <fentl.h> /¥ File control definitions =»/

#include <errno.h> /% Error number definitions #/

S/ #include <termios.h> /# POSIX terminal control definitions */

#include <asm/unistd.h> /#» UNIX standard function definitions =/
#include <asm/termios.h> /+ POSIX terminal control definitions #/

#include <sys/types.h>
#include <sys/stat.h>

#include "mtax.h" /#0ur Header File with Packet Structures*/
#include "mtnx_recv.h"

#define _POSIX_SOURCE 1 /#* PUSIX compliant source */
#define FALSE O
#define TRUE 1

#define CRCPOLY 0x9005

Sk kwskkrkrkxx END Function Definitions***************/

//BRead data stream until o key ts pressed and then send packet
//Continue reading data stream

int Length(struct DATA_PACKET Data_Packet_to_measure)

{
if (Data_Packet_to_measure.CRC_CHECK == -1)

{

return strlen(Data_Packet_to_measure.DATA)+16;
alse

return strlen(Data_Packet_to_measure.DATA)+20;

}
{
}

3

void Display_Packet(struct DATA_PACKET Data_Packet_to_display)
{
int i=0;
printf ("\r\n*kexsxsxrrtws*xex*Human Readable Packet Information
Sokkokkok ko k kR kkkkk )

printf ("\r\nSource Device Address:¥4.4x\r\n", Data_Packet_to_display.

Source _Device_Address);

printf ("\tSocurce Device Type:%2.2x\r\n", Data.Packet_to_display.

Source_Device_Address >>10);

printf ("\tSource Device Identifier:%3.3x\r\n", Data_Packet_to_display.

Source_Device_Address & 1023);

printf("Destination Device Address:}4.4x\r\n", Data_Packet_to_display.

Destination_Device_Address);

printf ("\tDestination Device Type:%2.2x\r\n", Data_Packet_to_display.

Destination_Device_Address >>10);
printf("\tDestination Device Identifier:%3.3x\r\n",
Data_.Packet_ to_display.Destination Device_ Address & 1023) ;

88




64 printf ("Protocol Identifier:%2.2x\r\n", Data_Packet_to_display.
Protocol _Identifier);

65 printf ("Command Code:%2.2x\r\n", Data_Packet_to_display.Command)};

66 printf("Data to be Transmitted:");

67 for (i=0;i<Data_Packet_to_display.data_length;i++)

68 {

69 printf("%2.2x",Data_Packet_to_display.INTDATA[i]);

70

71 printf ("\r\nPacket Number:%4.4x\r\n", Data_Packet_te_display.
Packet _Number);

72 printf ("CRC Check Code:%4.4x\r\n", Data_Packet_to_display.CRC_CHECK);

73 printf ("End-of ~-Transmission Characters:%4.4x\r\n", Data_Packet_toc_display
LETx)

74 printf ("s#ssskxxxskx+END Human Readable Packet Information
sukkekbkkrkekixk\r\n\n");

75}

76

77 struct DATA_PACKET build_packet(int Source_Device_Address,

78 int Destination_Device_Address, int Protocol_Tdentifier, int Command,

79 int data, int Packet_Number, int CRC_CHECK, int ETx)

so 1

81 struct DATA_PACKET d;

82 d.Source_Device_Address = Source_Device_Address;

83 d.Destination Device_Address = Destination_Device_Addrsess;

84 d.Protocol _Identifier = Protocol_Identifier;

85 d.Command = Command;

86 d.INTDATA[0] = data;

87 d.INTDATA[1} = 0

88 d.Packet _Number = Packet_Nunmber;

89 d.CRC_CHECK = CRC_CHECK;

a0 d.ETx = ETx;

91 d.data_length = 2;

92 return d;

93

94 }

B.2 Receive Commands

B.2.1 mtnx_recv.h

; SrEkgknkwkrdkkxkFunction Definitions swxssdnnsnkxrshs/

2 struct DATA_PACKET Get_New_Packet{int f£d);

z int *Remove ETx_Sequencing{(int #*incoming_data);

; int Check_Incoming CRC(int #incoming _data, int length);
13 int Incoming_Length(int *incoming_data);

11 SHvxnxsswsxsEND Function Definitions»srsssshsswnnsss/

B.2.2 mtnx_recv.c

/*New Program to take deta only when there is data on the linex/

#include <stdio.h> /* Standard input/output definitions =/

1
2
3 #include <stdlib.h> /¥ Dirk added Standard Library Header =/
4
5 #include <string.h> /* String funciion defindtions #/
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35

//#include <unistd.h> /* UNIX standard funcition definitions %/
#include <fcntl.h> /* File control definitions */
#include <errno.h> /% Error number definitions */
S/#include <termios.h> /% POSIX terminal control definitions »/

#include <asm/unistd.h> /* UNIX standard function definitions %/
#include <asm/termios.h> /+* PUSIX terminal control definitions */

#include <sys/types.h>
#include <sys/stat.h>

#include "mtnx.h" /#0ur Header File with Packet Strucituresr/
#include "mtnx_recv.h"

#define _POSIX_SOURCE 1 /% POSIX compliant source =/
#define FALSE O
#define TRUE 1

#define CRCPOLY Ox9005

struct DATA_PACKET Get_New_Packet (int f£d)
{

struct DATA_PACKET tempPacket;

int #*tempints = malloc (1024);

char buf [1024]; //buffer for where data is put

int dirty, nbytes;

int length_.of_packet;

int total_ints;

int 1,3;

int #*begin_ints;

int H_Value;

int res=0;

unsigned char Inl;

begin_ints = tempints;
dirty=0;

printf ("Getting Datal!®);
while{(dirty !=10)
{

res = read(fd,buf,1024);
printf ("\n\r#*#**%d Bytes Read: ",res};

if (res>0)
{
for (i=0; i<res; i++}) //for all chars in string
{
Inl = buflil;
*tempints = Ini;
tempints++;
} //end of for all chars in string
} /lend if res?

tempints~-;
if (*tempints == Oxff)
{
tempints --;
if (*tempints == Oxal)
{
printf ("Correct Packet Recisvedi\r\n");
dirty=10;
}
tempints++;
}
else
{
printf ("Packet not Completedir\n"};
dirty++;
}
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79 tempints++;

80

81

82 Slprintf ("\r\nZd Dirty Bits\r", dirty);

83 S

84 printf("Ye ¥, *tempints);

85 if (#tempints == Ozff)

86 {

a7 tempints --;

88 if(*tempints == Ozal)

89 {

90 printf("Correct Packet Recieved\r\n”);

91

92 else

93 {

94 printf("Packet not Completed\rin”);

95

96 }

97 tempints++;

98

99 }

100 else

101 {

102 printf ("Packet not Completed\rin’);

103

104 */

105

106 ¥

107

108 total_ ints = tempints -~ begin_ints;

109 tempints = begin_ints;

110

111 for{i=0;i<total_ints;i++)

112 {

113 printf{("%2.2x ",tempints[i]);

114

115 printf ("\r\n");

116

117

1i8

119 tempints = Remove_ ETx_Sequencing(tempints);

120

121 //Calculate how long the packet is in bytes

122 length_of_packet = Incoming Length{(tempints);

123 //length_of_packet = total_ints;

124 //printf("The Packet is Jd Bytes long”,length_of_packet);

125

126 //Check the CRC

127 Check_Incoming CRC(tempints, (length_of_packet~2));

128

129 //length_of_packet +=2;

130 //If the length of the Packet has enough bytes

131 if (length_of_packet > 9)

132 {

133

134 //8tart with Source ID

135 tempPacket .Source_Device_Address = (tempints[0] << 8) + (tempints
[11);

136

137 //Continue with Destination Device ID

138 tempPacket .Destination_Device_Address = (tempints[2] << 8) + (
tempints [3]1);

139

140 //Protocol Identifier

141 tempPacket .Protocol_Identifier = (tempints(4]1);

142

143 //Command

144 tempPacket . Command = (tempints[5]);

145

1486

147 //Integer Data

148 for(i=0;i< length_of _packet -6;i++)

149 {
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151
152
153
154
155
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157
158

159

160
161

162
163

164
165
166
167
168
168
170
171
172
173
174
175
176
77
178
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182
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184
185
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187
188
189
190
191
192
163
184
195
i96
197
188
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
218
217
218

int

int

¥

tempPacket . INTDATA[i] = tempints[i+6];

//Integer Data Length
tempPacket .data_ length = total_ints-2-6-4;
//printf ("Total Ints: Xd\n?", total_ints);

//The Packet Number

tempPacket.Packet Number = ((tempints[length_of_packet-6] << 8) +
{(tempints [length_of _packet-5]));

//printf (*The Packet Number is:J4{.4{z\n", tempPacket.Packet_Number

B

tempPacket .CRC_CHECK = ((tempints[length_of_packet-4] << 8) + (
tempints [length_of _packet -3]));

tempPacket .ETx = OxaOff;

//Display_Packet (tempPacket); //Display’s the Packet Data
in a Human friendly Form

return{tempPacket);

Incoming_Length(int #*incoming_data)

int *begin;
int dirty=0;

begin = incoming_data;
while(dirty t= 1)
{
if (*incoming_data == 255)
{
incoming_data--;
if (*incoming_data == 160)
dirty=1;
incoming_data++;
}
incoming_data++;
}
dirty = incoming_data - begin;

return(dirty);

Check_Incoming CRC(int *incoming_data, int length)

int
int
int
int

CRCH
CRCL

i3,

= CRCPOLY >>8;
= CRCPOLY & OxFF;
Carry, CRCDati, CRCHigh, CRCLow;

Returned _Value;

CRCHigh

= incoming_data[0];

if {length > 1}
{

else

¥

CRCL

CRCLow = incoming_datall];

ow = 0;

for (i=1;i < length+1l;i++)

if (length >2 k& (i < length -1})
{
CRCDatl = incoming_data(i+i];

else
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219 {

220 CRCDatl = 0,

221 }

222 for (j=1; J < 9;j++)

223 {

224 Carry = (CRCHigh & 0x80) »>> 7;
225 if (Carry > 0)

226 {

227 CRCHigh = CRCHigh =~ CRCH;
228 CRCLow = CRCLow ~ CRCL;
229 }

230 CRCHigh (CRCHigh << 1) & OxFF;

231 CRCHigh CRCHigh + ((CRCLow & 0x80) »>> 7);

232 CRCLow = (CRCLow << 1) & OxFF;

233 CRCLow = CRCLow + ((CRCDatl & 0x80) »> 7);

234 CRCDatli = (CRCDatl << 1)& OxFF;

235 ¥

236 }

237

238 Returned_Value = (CRCHigh << 8) + CRCLow;

239 if (Returned_Value i= 0)

240 printf ("\r\mCRC Calculation Errer:%4.4x!!!!!\r\n\n",Returned_Value);

241 return Returned_Value;

242

243

244

245 }

246

247 int #*Remove_ETx_Sequencing(int *incoming_data)

248 |

249

250 int dirty;

251 int 1=0, j=0;

252 int *temp = malloc (1024);

253 int Bad_Packet=0;

254 int Escapes=0;

255 dirty = FALSE;

256 while (dirty t!= TRUE)

257 {

258

259 if (incoming_datafi] == 0x1i0)

260 {

261

262 switch(incoming datal[i+1])

263 {

264 case 0x10:

265 temp[j] = incoming _datali+1];

266 i +=2;

267 Escapes++;

268 break;

269 case 0Oxa0:

270 templj] = incoming_datal[i+1];

271 i +=2;

272 Escapes++;

273 break;

274 case Oxff:

275 temp[j] = incoming_datali+1];

276 i +=2;

277 Escapes++;

278 break;

279 default:

280 //8ingularity Escape Character found in
Packet!

281 printf ("Singularity in Escape Character
Sequence - Bad Packet\r\n");

282 temp[j] = incoming_datalil;

283 Bad_Packet ++;

284 i++;

285 break;

286 }

287

288 }

289 else

93




290 {

291 temp[j] = incoming_datalil;
292 it+;

203 }

294

295

296

297 s

298 if {(incoming_datal[j] == 25B)
299 {

300 if (incoming_datal[j~-1] == 160)
301 {

302 dirty = TRUE;

303 }

304 }

305 ¥

306 temp{j] = Oxff;

307 jH+;

308

309 /*printf ("Packet with removed Escape Character bytes ds:\n\t");
310 for (i=0;4i<j;1++)

311

312 prantf ("42.2z", temp [i]);

313 }

314 */

315 if (Escapes>0)

316 {

317 printf ("Escapes:jd\r\n",Escapes);
318 printf ("Packet with removed Escape Character bytes is:\r\n");
319 for (i=0;i<(j-Escapes);i++)
320 {

321 printf("%2.2x *,templil);
322

323 printf ("\r\n");

324

325

326 }

327 if {(Bad_Packet != 0)

328 temp = NULL;

329

330 //printf("\nEnd\n");

331 return temp;

332 free(temp);

333

334}

B.3 Send Commands

B.3.1 mtnx send.h

2 SEakkmkgxxvkxnxxkFunction Definitions ksxdsrdnssnssss/

3 int Send_New_Packet (FILE =xfd, struct DATA_PACKET Data_Packet_to_send);
Prototype -~ Working

4

5

6 //Upper Level Packet Functions

7 //int Send_Packet (int fd, struct DATA_PACKET Data_Packet_to_send);

8

9 //struct DATA_PACKET Get_Packet (int fd); //Returns a packet from the
Data_line

10

11 struct DATA_PACKET Append_CRC(struct DATA_PACKET Data_Packet_to_Append);
//Appends CRC to Packet!
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12
13 int *Add_Ints_ETx_Sequencing(int #*tempintarray, struct DATA_PACKET

Data_Packet_ to_include_ETx_seqn); //4dds prototype escape Character
sequence

14

15 int Calculate_ CRC(struct DATA_PACKET Data_Packet_to_check); //NEEDS TO BE
MODIFIED

16

17 int * ByteArray(struct DATA_PACKET Data_Packet_to_Convert); V4
Converts the wvalues of the DataPacket to a Byte Array

18

19 int Byte_Length(struct DATA_PACKET Data_Packet_to_measure); Y
Returns the number of bytes in the Packet

20

21 int Check CRC(struct DATA_PACKET Data_Packet_to_check); i
Returns True if Correct else returns False

22

23

24 ukkwskaiskk END Function Definitions swxsskssssnnssxsn/

B.3.2 mtnx_send.c

/*New Program to take data only when there 1s data on the lines/

1

2

3 #include <stdlib.h> /¥ Dirk added Standard Library Header #*/

4 #include <stdio.h> /% Standard input//output definitions »/

5 #include <string.h> /% Siring funciion definitions »/

6 S/#include <unistd.h> /* UNIX standard function definitions »/
7 #include <fcntl.h> /% File control definitions #/

8 #include <errnc.h> /* Error number definitions »/

8 //#include <termios.h> /% POSIX terminal control definitions +/

11 #include <asm/unistd.h> /» UNIX siandard function definitions */
12 #include <asm/termios.h> /+ PUSIX terminal control definitions #*/

14 #include <sys/types.h>
15 #include <sys/stat.h>

17 #include "mtnx.h" /*Jur Header File with Packet Structuresx/
18 #include "mtux_send.h”
19 #include <time.h> /*New Header File for Pauses */

21 #define _POSIX_SOQURCE 1 /+ POSIX compliant source »/
22 #define FALSE O

23 #define TRUE 1

25 #define CRCPOLY 0x8005

28 int Send_New_Packet (FILE *fd, struct DATA_PACKET Data_Packet_to_send)
26 {

30 int Packet_Length, check_ write, i , dirty, #*begin;

31 int *temp = malloc (1024);

32

33 dirty= FALSE;

34 begin = temp;

35 Packet Length = 0;

38

3r if (Data_Packet_to_send.CRC_CHECK == -1)

38

39 printf ("Appending CRC Value to packet\r\n");

40 Data_Packet_to_send = Append_ CRC(Data_Packet_to_send};
41 }

42

43 Check_CRC(Data_Packet_to_send);

44

45 temp = Add_Ints_ETx_Sequencing(temp, Data_Packet_to_send);
46
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47 //Now see how long the packet is with the Escape Character Sequences by

counting
48 while(dirty != TRUE)
49 {
50 if (*temp == Oxff)
51 {
52 temp ~—;
53 if (#temp == 0Oxal)
54 {
55 dirty = TRUE;
56 temp = begin;
57 }
58 else
59 {
60 temp+=2;
61
62 }
63 Packet _Length++;
64 ¥
65 else
66 {
67 temp++;
68 Packet _Length++;
69 ¥
70 }
71 dirty = FALSE;
72 printf{("Sending: %d Bytes\n", Packet_Length);
73
74 for(i=0;i<Packet_Length;i++)
75 {
76 printf("}2.2x" ,xtemp);
77 check_write = furite(temp, 1 , 1, f£d);
8 temp++,;
79 }
80
&1
82 fflush(£fd);
83
84 //temp = Bytedrray(Data_Packet_to_send);
85 S
86 for (i=0; 4 < Byte_Length(Data_Packet_to_send)+2 ; i++)
87 {
88 printf ("}2.2z" ,*temp);
89 temp++;
90
91 printf("\n*);
92 */
23
94 //Packet_Length = Incoming_Lengih(temp);
95
96 //check_write = furite(temp, 1 , Packet_Length, fd);
97 check _write = Packet_Length;
98
99 //Error Messages
100 if (check_write < Packet_Length)
101 {
102 if (check_write == ~1)
103 {
104 printf ("ERROR -~ Could not write Packet!\n");
105 }
106 else
107 {
108 printf ("Write Error - Only %d out of %d Bytes Writtean\n",
check _write, Packet_Length);
109 }
110 }
111 else
112 {
113 printf ("Wrote Packet to Port\n");
114 }
115
116
117}
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118
119
120
121

122
123
124
125
126
127
128
12¢
130
131
132
133
134

135
136
137
138

139
140

141
142
143
144
145

146
147
148
149
150
151
152

153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
168
170
171
172
173
174
175
176
177
178
179
180
i81
182
183
184

int *Add_Ints ETx_Sequencing(int #*tempintarray, struct DATA_PACKET
Data_Packet_to_include ETx_seqn)

{

int *begin_int_array;

int i,k,Escapes;
k=0;
Escapes=0;

//tempintarray =

begin_int_array

for(i=0; i < Byt

if (Byte

else

}
if (Escapes >0)
{

printf ("Tota

//4dd end of Pac
*tempintarray= 0
tempintarray++;

*tempintarray= O

//For Debugging

0
ByteArray(Data_Packet_to_include ETx_seqn)[i] == 0x10)
{

malloc (1024);
= tempintarray;

e_Length(Data_Packet_to_include_ETx_seqn);i++)

Array(Data_Packet_to_include_ETx_seqn)[i] ==

*tempintarray = 0xl10;

tempintarray++;

#*tempintarray = ByteArray{(Data_Packet_to_include_ETx_seqn
30ids

tempintarray++;

printf ("Escape Characters 0x10 inserted in Byte([¥d]l\a", i

?
Escapes++;

*tempintarray = ByteArray(Data_Packet_to_include ETx_seqn
yIid;

tempintarray++;

1 Number of Escape Characters in Packet = %d\n", Escapas)

ket Characters
%xal;

xff;

Purposes

k = tempintarray - begin_int_array + 1;

tempintarray = begin_int_array;

el

Jor (i=0;4i<k;i++)

{
printf("J2.2z", xtempintarray);
tempintarray++;

F

printf (“\n");
#/

return{begin_int

_array);

int Check_CRC(struct DATA_PACKET Data_Packet_to_check)
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185 {

186 int temp;

187 if (Data_Packet_to_check.CRC_CHECK != ~-1)

188 {

189 printf ("The CRC value is:%4.4x - ",Data_Packet_to_check.CRC_CHECK
¥

190 temp = Calculate CRC(Data_Packet_to_check);

191 if (temp == 0)

192 {

193 printf ("CRC Check has returned zero - correct packet\n");

194 return TRUE;

185 }

196 else

187 {

198 printf ("ERROR CRC Check has returned a non-zeroc value

%4.4x% \n",tenp);

199 return FALSE;

200 ¥

201 }

202}

203

204

205

208

207 int Byte_Length(struct DATA_PACKET Data_Packet_to_measurs)

208 {

209 int temp;

210 temp = Data_Packet_to_measure.data_length + 8;

211 if (Data_Packet_to_measure.CRC_CHECK != =-1)

212 {

213 temp +=2;

214 }

215 //printf ("The Packet has Jd bytes in totalln”, temp);

216 return temp;

217

218}

219

220

221 int *ByteArray(struct DATA_PACKET Data_Packet_to_Convert)

222 o

223 int *tempPacket = malleoc(1024);

224 int temp;

225

226 int upperByte, lowerByte;

227 int Length_of Data_Integsers;

228 int i = 0;

229 int counter=0;

230 int dirty=0;

231

232 temp = Data_Packet_ to_Convert.Source Device_ Address;

233 tempPacket [0] = temp >>8;

234 tempPacket [1] = temp & OxFF;

235 //printf("Byte 1: Je\tByte 2: Jz\n", tempPacket [0], tempPacket [1]);

236

237 tenp = Data_Packet_to_Convert.Destination _Device Address;

238 tempPacket [2] = temp »>8;

239 tempPacket [3] = temp & OxFF;

240 tempPacket [4] = Data_Packet_to_Convert.Protocol_Identifier & OxFF; //
Ensure one Byte;

241 tempPacket [5] = Data_Packet_to_Convert.Command & OxFF; //Ensure one Byte;

242 counter = 6;

243 for (i = 0;i < Data_Packet_to_Convert.data_length;i++)

244 {

245 tempPacket [counter] = Data_Packet_to_Convert.INTDATA[i];

246 counter++;

247 }

248

249 //counter++;

250 tempPacket [counter] = Data_Packet_to_Convert.Packet_ Number >>8;

251 countear++;

252 tempPacket[counter] = Data_Packet_to_Convert.Packet Number & OxFF;

253

254 if (Data_Packet_to_Convert.CRC_CHECK t= =-1)
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255 {

256 temp = Data_Packet _to_Convert.CRC_CHECK;

257 counter++;

258 tempPacket [counter] = Data_Packet_to_Convert.CRC_CHECK >>8;
259 counter++;

260 tempPacket [counter] = Data_Packet_to_Convert.CRC_CHECK & OxFF;
261 }

262

263

264

265

266 // for (i=0; 4< counter+li;i++)

267 //

288  // printf ("TempPacket [fd] Byte Value:X2.2z\n",i, tempPacket[i]);
268 // }

270

271 return tempPacket;

272 free (tempPacket);

273

274}

275

276

278

279

280

281

282

283 struct DATA_PACKET Append CRC(struct DATA_PACKET Data_Packet_to_Append)
284 {

285 if (Data_Packet_to_Append.CRC_CHECK i= -1}

286 {

287 printf ("\nCRC Already calculated and Appended!\n");

288 }

289 else

290 {

291 Data_Packet _to_Append.CRC_CHECK = Calculate_ CRC(
Data_Packet_to_Append);

292 }

293 return Data_Packet_to_Append;

264 }

295

296

297 int Calculate CRC(struct DATA_PACKET Data_Packet_to_check)

208 {

299 int CRCH = CRCPOLY >>8;

300 int CRCL = CRCPOLY & OxFF;

301 int 1,j, Carry, CRCDatl, CRCHigh, CRCLow;

302 int Returned_Value;

303

304 CRCHigh = ByteArray(Data_Packet_to_check) [0];

308

306 if (Byte_Length(Data_Packet_to_check) > 1)

307 {

308 CRCLow = ByteArray(Data_Packet_to_check) [1];

309 ¥

310 else

311 CRCLow = 0;

312

313 for (i=1;1 < (Byte_Length(Data_Packet_to_check)+1);i++)

a4 {

315 if (Byte_Length{(Data_Packet_to_check) >2 && (i < Byte_Length(
Data_Packet _to_check) ~1))

316 {

317 CRCDatli = ByteArray(Data_Packet_to_check)[i+1];

318 ¥

319 else

320 {

321 CRCDatl = 0;

322 ¥

323 for (j=1; j < 9;j++)

324 {

325 Carry = (CRCHigh & 0x80) »>> 7;
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326 if (Carry > Q)

327

328 CRCHigh = CRCHigh ~ CRCH;

329 CRCLow = CRCLow ~ CRCL;

330 ¥

331 CRCHigh = (CRCHigh << 1) & OxFF;

332 CRCHigh = CRCHigh + ((CRCLow & 0x80) >> 7);
a33 CRCLow = (CRCLow << 1) & OxFF;

334 CRCLow = CRCLow + ((CRCDatl & Ox80) »> 7);
335 CRCDatl = (CRCDati << 1)& OxFF;

336 }

337 }

338

339 Returned_Value = (CRCHigh << 8) + CRCLow;

340 printf ("\nCRC Calculation:%4.4x\n\n", Returned._Value);

341 return Returned _Value;

342

343 }
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Appendix C

Makefile listing

1 AXIS_USBABLE_LIBS = GLIBC

2 dinclude $(AXIS_TOP_DIR)/tools/build/Rules.axis

3

4 PROGS = bluez-1libs bluez-utils

5

6 INSTDIR = $(prefix)/bin

7 INSTMODE = 0765

8 INSTOWNER = root

9 INSTGROUP = root

10

11 BLUEZLIBDIR = $(AXIS_TOP_DIR)/apps/bluetocoth/bluez-libs~-2.7

12 BLUEZUTILSDIR = $(AXIS_TOP_DIR)/apps/bluetocoth/bluez-utils=-2.7

13

14 .PHONY: $(PROGS)

15

16 all: $(PROGS)

17

18 install: $(PROGS) bluez-utils-install

19

20 clean: bluez-libs-clean bluez-utils-clean

21

22 bluez-libs:

23 @if [ t ~-f $(BLUEZLIBDIR)/Makefile ]; then \

24 cd $(BLUEZLIBDIR); \

25 CC="$(CC)" LD="$(LD)" LDFLAGS="$(LDFLAGS)" LDLIBS="$(LDLIBS)"

./configure \

26 ~-prefix=$(AXIS_TOP_DIR)/target/cris-axis-linux-gnu \

27 --gysconfdir=$ (AXIS_TOP_DIR)/target/cris-axis-linux-gnu/etc \

28 -~host=cris~axis-linux-gnu \

29 ~~1ibdir=$(AXIS_TOP_DIR)/target/cris-axis~-linux-gnu \

30 ~-includedir=$(AXIS_TOP_DIR)/target/cris-axis-linux-gnu/
include \

31 --with-kernel=$ (AXIS_TOP_DIR)/os/linux ; \

32 fi

33 @3 (MAKE) -C $(BLUEZLIBDIR); \

34

35

36

37 bluez~-utils: bluez-libs-install

38 if [ ' -f $(BLUEZUTILSDIR)/Makefile J]; then \

39 cd $(BLUEZUTILSDIR); \

40 CC="g(CC)" LD="¢(LD)" LDFLAGS="$(LDFLAGS)" ./configure \

41 ~-prefix=$ (AXIS_TOP_DIR)/target/cris-axis-linux~-gnu \

42 ~-gysconfdir=$(AXIS_TOP_DIR)/target/cris-axis-linux-gnu/etc \

43 --host=cris-axis-linux-gnu \

44 ~-1ibdir=$ (AXIS_TOP_DIR)/target/cris-axis-linux~-gnu \

45 ~-~includedir=$(AXIS_TOP_DIR)/target/cris~-axis~linux-gnu/

include \
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46
47
48
49
50
31
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71

~-with~kernel=$ (AXIS_TOP_DIR)/os/linux \
--cache-file=/dev/null --without-glib ; \
f£i
©®$ (MAKE) ~C $(BLUEZUTILSDIR); \

bluez-libs~install: bluez-~utils
@$ (MAKE) ~-C $(BLUEZLIBDIR) prefix=8$(prefix) install

bluez-utils~-install: bluez-libs-install
@$ (MAKE) ~-C $(BLUEZUTILSDIR) prefix=$(prefix) install

bluez-libs-clean:
@if [ ~f $(BLUEZLIBDIR)/Makefile ]; then \
$(MAKE) -C $(BLUEZLIBDIR) clean; \
fi

blusz-utils~-clean:
@if [ -f $(BLUEZUTILSDIR)/Makefile ]; thenm \
$(MAKE) -C $(BLUEZUTILSDIR) clean; \
fi

bluetooth:
@if [ -f bluetooth/Makefile ]; then \
$(MAKEY =-C bluetooth/ hei_uart.o; \
£i
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Appendix D

CD-Rom Insert
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