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SClleat;on nm he '"-""'11 ill fl.)':lltc 2.5, 

,. ~\ , 
\ 

• I , 
, 
/ 

\ 

/ 
Fi~lll'e 2.<" Wireless llet"'Jrk Nod" ami Lillk(d isk) 

Fig;ure 2.<, shol<-'b that the lillks C,lll be referred to ,,~disks. A nllit disk is a disk 

wi t h " eli al ,,,,h'r of ()l"' . A I ill I; C'xi~t, IJ<'t",;('"n Iwo n(K\es if t hf maxinlHlll di~tan(" 

11('t"T<'U the' no,ic ')S i~ OJH'. Unit-cli,,'k !IHlph,,":jf>1 as rdC'rn,d to ily AlwJUlli, \Vim 

Hilt! Fri"d"r [:nJ spatially d"ocriiJ,· important ProI-"'rti(~s of \VitJ'J..s~ ""tworks -

area.~ uf signal strellgth alld redUlldallcy 

From It \\ireJ..~s aetwork d"scriI J(,1 \1~illg uHit-dioL gnll-'hs, lik" llgnre 2,6. one 

C311 s('€ that a well connC'l'te ri area i~ darkfr than a lightly conllected area. \ lor<' 

conn"ction~ allow for Iwn<'r SCOP(' of signal ~tr""gth a~ \wll a~ IllOf(' r<~IUIHbnt 

nod"s to U8<'. 

Because there is llO physica l lillk hetv.iefn two n(K\e~_ a wireleiSS llft\vork'~ strw:­

tllr<' or topology 1l11l~t, ('itl",r 1)(' s"It~r<'idis"d (or ,,'df-(,(mjignn-d) ily tlw nC'twork 

or lIHUllLail,v (;o,lc-d ill , From the' wodd'~ (~xp(~ri('llc,' ill wir"d rlC'tw(Jrks, manually 

codill~ networLs prov,'s to be highly (~)mpl ex and error pr()]H' fur ][H'dimll to br:>:,' 

n!'twor'" ,,,,,1 is t,lH'rd'orC' nol il n'(;OlIlHl"nd"d opeion, 

Asswnill~ that il network l"mpri>;es of eql\al nori,'s, for it to hiw<' til<' i,hiIi!",. 

to configur~ itself ""qllin')S inkll1g'('11(;(' Sill"" tile' lOod,'s ~IJOuld ali 1,,-, "ql\aL (as 

11ClVin;\ oro(.' mOw irw ·lI iW.'llC comroIIillg; bode rKjuil'es manual ]J inC"][l('nt to ('n~llf(' 

cowra~e of all th,' othfr n(K\<'sl t,)", indivi'hml lL()d,,~ all dXlllirC' illtdlig;('IlC\', 

If ell(' [Jocks ion' inl-!: llig;fnt. they can ""'If·urgi",i,,,' IhC'lJls"h-l'~ illtO " l~'eworL 

topology allowing for <Flick "lOd ..JT(.'cli\'€ trallsrni~sions 'In)l1nd I.h" n~t,,·ork. TIM' 
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~,J{)~ ",N dl [l JC! ,"'.1 dIp un SUOllJl.llSJJ i'A\h-':! "1nd ,n,)1U;Umlhl.L ~!'l.l. '1.LO.I\'.ldU 

alp JO ''''',1 ¥jl '!'l1"\ "'jl",!H1lUIHlm {)'j "1'1" ;lq 0) 'l;)!.~dP U()IlB.I.1UJil ,)oJllOS-.h)M0d 

lI'H'" 'Ii ,1n .th)11Bq \) JO m.JO.! l] l~ql1~ ~~.TIlll:<J.I .Io~m'" "TP "),m~UlI Sq"I"J!." '"! OJ 

,mo 'dJ,H\OS .I~,,,od al{l " 'JOSH,'" '''' '1'>,1)''' H .TO H!.I,»!~,) ')""l.Lnd<m ~<;()lU dlll ,j() ,lUO 

"qUI' lm.""']".l 1''''' ~"lq,,!.Ll"' w1l).Lrx..! 

-Tl1! " I1JO 1)111")(1.11 plI" .II"!';.! q"I'lH!.L""' IT"'!>"""l" "'il .10 d\W"A SS«J()Jd UBJ l()~UJS 

jUdilma1UI uy ';nuJilljJ~lIH \H~l\'l ;iTT1.\ Iil ~.I08n*, TIT 1 xnqd "'1 1J\n SUl,) IS,\' 1l'T"'! 1U1 

-UdTU0J );»>1""["''' 'SjTJ,)]]ulLlll"lm I'Llll s~",~"d()l",;ll' p<:>,\i'O[OU LP"'1 IU''''''l (Y.j ,ma 

-~,JlfBm~A.ms-,)lU011 01 saunjJ1JUI JO iJUT.TO' mom pH.! 1~~11)]J! ('~ '~m"'l~.'~ 1JO!l 

'l~lllbJU piJ.ml Pl"U"Hll''l KIU1!lTTU lUO.I] "lIO!'lH,,!]duu '[[Ol,mIllU 10) p iNlL d.LH s..t(Jli 

-m'S -~"[qH)lHA l'''')ll''''l~ OlU) "" l'lH)ll~' 1HJ),,([<1 'P~ALl(),J ) \)\\1 ~".JlAdp ",m 81n8u.18 

~1·1()'\\'F\\l ·l()~1J')S ~~d[d.I!A\ {,.{,.{, 

, Wo_ ,l1mllL()l :lLl"!l!'lHl[(UU pLn< '0_ (.1-S]-\O ""Il ) 

lllllUUl](h UIllWnl1W llUll'njJUl 8UI\(Il,lOll]1' lllH]YlOl ]U~.I~ll'P ~n"Yl ',).' ]0 ,'111 ljJW,-.s 

-"-1 lTJ;l.un,) '1,"lj'lln,l';'l.L \lU !"'lll) ')~" ! UHjjuoiil'l ,[lOA" )"" ,11,,!~!u,,-)ilO~H.£ l"'''!ldo 

''1")1' )i,,!dd'll[,'~,\l' 

.{q ~l") L ~,)dUlrOJ lllll.-IVJI (8 s\j(hull >CorP-1UllL \l,\[\·1L lj-Ln.-l\lJ_\I O>SJ]~llA\ V 0.,. J,lllll l,:[ 
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\Vird,,~~ S"H"or~ ll('"d iHt,elligeIt('e. Not only for analY6illg and nan,mitting rel~­

\'anl. ,hl,,1, I,ml. ,11>;0 [or odf-orgmlioal iOJl ilItd rollt,i Itg to filtd Ollt, wil('f(' to "''''1'1 tlw 

iltform"t,ion Tf the information b O€llt in all diredious, a nclwork greul.er tlmn 

unJllJld ~)-""lt"()[ Hod,,", wi ll be llood,~1 "'ith It('twork tntftk "nd ntOt-t t ran~mi&-iOll 

of inforrnatioll will be lo"L due 1.0 ltd"mrk wlljsiOIt". 

If a It(',,' ",'H",lr-n",k i, ",Id,,.j to til(' n"twork, the ""noor net-work should allOK for 

iItduS10It w1l11O"1. IlH1ltlml ('oHliglln11.iolt of Lh(' whol" H"nnlrk ilS thi" eilll i)('('om" 

highly complex and it llMy bc diJ1icull. to I race pnlhlcIll area6, H"Ulo\'al of a llodc 

i" ,,1"'0 il highly important point t.o addres>o, as thi" could ea.'il,\' happen from a 

node failure Or I hc Jlode fallilt!,: 1It1.0 .'iN'!! umd" for pow"r eOItN'rwlt,;Olt, Tilt,"" 

fa('tor" reqllin: the 9€llwr-network to rely on a highly dYllamic lleLwork sl ruclurc. 

abo an important criterion, I'M a largc lltulllJCr of nodes, if posiLioll ,111d I,mns­

miOl'ion paths are not known, tmn",mitting inforltliltion along the ~horte;t rome 

(',m j)C highly ('oIllplex, 

\\'ith ,'mn'nt, dewlopment area" rc><"using on "'mall N'n80r-nodes in dens" di;;­

I.rilJllI JOIl lleLworb, Illo,1 of I.lle cllncItI rcsc,u-ch has goIte iIllo dIicicHI. mUl.ing 

algoritilll16 in dynamic net\vorh aud eflieiellt powcr sources for these net\vorks, 

1'1", (;U!'l"JlL Illod,'1 for a wirdC>;., "ell"," lldwork j~ d&erib"d iJl f'!-,:(lw 2,7. 

- -"'~" ... - "-""" 
"',~ " ... -"".,, -- -""-,,~,, .. "., ... 

~ 
- -/ ~ 

" < 

Internet 

IIlimv wireles" SCllNlrS Me L<llllleelRd lhnlllgh somc form of gat("'lay to tIl(' lll­

krnel. awl cau be vi ~ualioe<l ilS ('itlwr" wholc Jld-work (lJlil. or iJldi\'idual nodes, 

Th,' end-ll",'r or ""rwr llH,It ,'jews the illformatioll acrclS.~ tIl<' lnt('Tlwt, 

II 
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l)('inS tr;\lhlllitted must h,we s<'llW fundion "ppli€o 10 it. whirh does not contain 

,uly !.[HIl~lllltt . ('{i 1llfunllation. 

Tlw tWfl HillS!' (ot""l[)On Spn"HI Sl'rdrUnl :\Iodllliltion I.w;hni'llw~ ill(' Oi[(,(,t S,,­

'l'lCl lC€ Spn'ad Spc'ctl Um (OSSS) awl FTr"l\lCll~r Hupping Spread Sj)€.-:t.[l 111' (FHS,':i) 

1 1.;1 Ell eh of' t hft*' teell11i(j1Je; 11 aw ad "antaw'; n,nd disad vanlago .. , depc'nding on 

th(' "pplical.ion. 

FHSS Wlk~ first. l'"t€lIterl by Hedy Lamarr and Geor::\e Anth"il ill I.lw Llluan­

Aul.lll'iillilt"nt uf 1!J42 1121 . It is st,illll:;€o toriay ill mallY milit.ary applicatiOlh. 

FIlSS iIlljlkIlll'IlI.~ it sysl.('m of nanow Imndwi,lt,h si,.;n".I, which j lllnp ur hop 

aroulld at a IllilCh 11Iglwr balKlwldlh in a pal.l.ern, The nX;el\~~T can t.hell ,Ie­

J[)oouiatc th" 'ignal Ily knowing t,h~ COlT~ct patt€rJl to hop arollnd lll, Tile 

LmlUlrr-Antheil p""ellt de,cril"-,,, !.hi~ t(x'ilIli'llll' Jtluch lik€ pianu plny€T' playing 

a duet. 

l'igllH' :\,1: Constant Enc'lgy OistriiJHtion acro>s Frequenc,\' Dand of Fro"-jll€llCY 

II{Jppil lg Spread Spednllll as """,n frUln a ;pectTlllll analysl'f 11~J 

Ill(' ~pe<'t,nlnl analy,jo uf nlSS sho\\'l1 III figllf€ 3.1 show~ tll€ illdivi,illal n"rrOIl· 

baml fmqll('ll!'ies :;pn'"d "tT(hS Ul(' ('Htin' baHd I)('m~ utiliH,d This pal,tern 

dn,,~ly rO',,·mbl.-·, white Iloi~e spn'fI(l a(:[a;, the fr~quen"y ~pedrum. 

Direct ScqU('lIl"' Spr('",1 Sp<'l'I,rUJ[) do,-', nul. hop arnnnil I.h" fwquency b'Uld, but 

rather spreads or ,m€arS t.h€ siglH1I owr the' whol" I"'-HOIll, t \o" SinH" l,im". This is 

p€rform(~l by tIl(' US" nf a higl"'r t:rr~jl,,'nl',\' pseudorandolll noise si::\nal llJultipli€d 

1.0 1.\0" si"Jml which C<Ul IJC filtered om by !llllltiplying th~ Salll€ p>«>urionllldom 

lloi~e signal on th€ rec('iwr sid" 120 

OSSS is fepres€nte<1 in figllr(' 3.2: 

H 
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FlgUl'e:J 2' l\()n-Con~t8.llt Energ\' Distnbnlioll or llirece s.''l,,''n'~, Sl""ad Spe" 

tillm '" "Hl fl'om a 'pPCtr1.1lJl aHaly~r [l:'] 

A, DSSS does not, h8.\-~ W clH":'t8.ntly r~-tun~ the receiver 10 Lilt" diITen, ae [r<-'­

'illeflcy c]"lrlrw l" highu dal"a-mt'" ami " hf)rt.~r deby; are generally (.btainoo with 

DSSS. Fl!SS. ()Il the "I her h'1wJ, (~ O iwoid radio "jmlllIling "" it "" II ILOI' to 

,tw.ther frp(jl1c",y whel'eas the DSSS CUll emly dllUl.~ Uw jJ(["'nug SlgIJfll l,.v ehe 

'P,,';)<I p8('(jdor~ndolfl lIoi", ,; ii\lIil l 1·1·. 

A~ F HSS aTld DSSS me highly 11 ",n une te. ~()nvent l(lllal sources ()f radio-irc,! n"llCY 

illeerferene", w]wn l1'wd ill a cl""w "Tlviromnenl. I.hey caTl severely llnpede e,,~h 

()ther's performflnce. Inieifllly Lellding cO b" lIWl'(' iUllllllliC to aoi,;", a OSSS ,;ignill 

wi ll l'adically he de,troyed with j%t a few FHSS transceivers \yiLhill the same 

rMIg'(' aad f""ll1(""T b;Uld 141. Th" FHSS ,igw.1 wil l tpnd I.() degrade "gracet\llly" 

as the ~igna l will slowly appear to worsen. Ullforellllald,-, (wiehe,. spreadin)'; 

"lg'orithlJl WOl'k.; wdl wheH coJtlpeting at very cl()se raJlge. 

One of elle major disadyalleag'(>S of "'Ird"s>< eeclawlog'i,,~ is el", enfoH'''lll"nL by 

govermHPlltal a.llthoritiw; to em;ure that wireleo.~ transmitters of any type must 

"bid" by g"'""l'lllH"lltill l'llk, ,md IK)lici"". ~ince the"" governmental l'1lie, are 

dillen'ilL a.ild diye,."" iil mall,- diiTerene ('Ol1ileri",,-, a besl ,,,,,rld-,nd,' slfIndfl,.d 

appears theorptlcally lInpo~sihle 

:3.2 The Industrial , Scientific and IVTedical Bands 

TIl<' IndllstriaJ, Scienlific a.IJd1-l"dical Lhnds a.re a set o[ frequency bflllUS sec 

as ide bv the lntprnational T"i<-{;OlllllHmi,,"tioll UnioJL (ITCj. T]w,;" bands are 

L\ 
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4.2 

Baseband Layer 

Radio 

----~~ 

The Bluetooth Controller 

TIlE' RlllPt()oth Comrollpr rnmpri,ws of t.hn, · main rompOlwntN, Tlw 1I1netooth 

[tJdio (Ibdw lay!'r), tll<' Illlk CfJll[.rrJlkr (ilm;dmlHllrWf'r,i and thp Link m~n~"'f'r 

(Lillk />'lAll~",pr l~ypr ) Thp H",;t, to C() m.roll~r Im.~d"c" {lieu ~its 011 eop fJf 

Llllk :'hIlag"r lay,-r aUOWlll1', lor OJUlUlUIllGltlOIl to t.llp S()ft,warf' Stack, The He] 

fl. U()WS fur ". mmm.J.llri intprf~cp t·o thf' Link ;"'ldlldg~r, Bdsebdlld and Radio ht: .. ~rs 

The !l eI la,,,-r """I Ilwrdnr(' " I"" ",1 >Lbov" Ill~h"I I"~'('rs_ ;lS 11, rJllly provJ<ks" 

link lwtWN'll ;;()ft,w~rf' fl., ><i ilarrl\mrp and provirif.s no redl ahsr,rdctioll in t~rrllS of 

t h~ soft,,·al'e Sl ~ ( k . 

1.2.1 Radio Laye r 

'I'llf' Hh",t,,{)ti, r{".eli" \1'''" FHSS i .. rh" L"iJ(I·~"~:l " '\lH~ fSI>.--t fl"" lll"" <:Y himr! 

[or it s over·tlw·air CUlllIllUlliml-!OIl. I hi" bandwidth l~ di"ideu illto 79 JiJ[~l'eIlt 

1.0 .\1H7. d Jannpls 'I'hp rcnMiEillg fr('<.ju"nry is 11 . .,.,d as ~ lowpr ","'<HI band of 

2"lIlz dlld a upp~r gUIl.Hl bl<lld of :3 ." .\'l!lz This 1S to ~ulllply with ditf~r"nt. 

~oUllI.rj('s oUe·oj'· bilIld r"",ubllOllS 
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Chapter 5 

Selection of a Wireless 

Development Platform 

As stMf'd III tlw iwgilllllllg v[ tillS tb,',;o, a devel0PItlent platform Wll.S requirc'<l 

In lIll[.mle th" S1.11(1\" mod llllpklIl('lltat1"U 

The ,tulk w~, um", wIth j,h,' Illnctootli Protc,..o ) as th" fav"nr,~l \Virdn"" "t"n­

ulla.!. Oll" of t,il(' n"'.]Clr rp(l1111'~ mpllts for t h~ syst,~m o.'as low met, whil~ thp 

svst~m had 10 rPlllillll hIghly fipxll>k Thii' chapter Je'KnLci' the UeVclOl'lllenl 

piatforIui' lebleu ll.ud illVL'i'ti);flted. whil~ a d is('ussioll follow. at T, h~ pwL 

5.1 The Teleca-Comtec Development Boards 

Fil',urp ;)_1' T h", 'j",]pca-Comtec Dpwjopment Boards 
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5.4 The Axis 82 Development Platform 

III p,u:h 200~, AXIS rdc'N-d t,]'" AXle E'1RAX WllX :>1C:>-1 01 .\-Iulti-( 'llljJ :>1"u­

nip, Thi, hlt'''W ~t"d ('in:lllt. illclnriHri ~ ll t,h~ Ilf),,<:,;smy {'()rn]"'l]('llt., Imd ~t""U" 

Ly 1t,d l 'C' " fnll ""mput.d'. Tlw "'C\f w'tS d~'lgl1"l liS 'l InE o:umpHtN I'm 

~lIlbcduiu;,; ill hardw",p d,'vic" pcnphHrnls nSl'd wnh 1Il0riP[1l "ornp"t.R[~, 

Figure!jJ The AXIS 82 Llcn'lojJmeul bOJIU 

'1],,' MC.\-l, ",Iudl r'"l"lI~S uHlv a :1.3V"lt 1"""(" ""pply ""') " L(I~1Hl crvst,,1 

a<ci lhtor (.0 functiOll "8 "lull eomputer illclude" the folluwillg: 

• ETTtAX ] iJOLX prucl'8.'Dr 

• 2 ~nW1P~ of Fl"sh m~m"rv 

• S \Toyt"'" uf SllHA\T ml'mory 

• EthpTI1Pt Tr~n"('eivPT 

Thi" lm~grat.ed CircUlt whIch come>< in a 27mm by 27mm jJ"cbg~ " l,ows [or 

lIlc~gratiun iulo ,1lIllU~11llIY Imrdwm~ SF[.~lIl, As lUI ~thC[Ill't. tmIl~~ciwr w,icks 

Ull thp ~·1C':\1. ('Ol1l1HctllW; thp :>'IC",I t·o "n pt.hpTllPt C'fllll1t'<:tiOll r~quir p" ()nly " 

CTP {'Ol1llPctHr [wIth hUllt III isolat]()n Illa:o;nptics) 
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5.6 Comparison of Development Platforms 

Of t hf' lnw,;r.il':atml "nnl.('8tP<1 ,vst.Plll.' tlw plo.tforiM nr, .. r:rilx-d i).hov~ provr<i 1.0 

\w t lw lIlost "iaIJic solutions in til<' ll\111nmlln price mlLge (,~~ mnch comlIl('r~ial 

devdopllWllt IS b"lIlg dOlle ill thf' TIpld_ lllil.lly of thp prodnds av~ ibblf' AT" ,'prv 

exppnsino). Each syst~m had ad"anlages and di""d,'aIlla~L"'. ".-'lih tlw fmal sys­

t.em \)('iIl~ dlOselll101 olllv ollthp baSIs oj "-,"sl.em hf'nPTIts, b11t also IhA e"p"rimlC<' 

of Ill<' rjpveloping t~'UIl. 

Tablf' ~ ) "hows a qUI ck On'rvw", of thl' ,.hll"r~nt "y"tClH". mId Ul('U' ]Udl"ldual 

char ada 1" t. i~"_ 

The 'l,».o""-Comt ,,,· hoard, arc I'IA.Ul sun 1'1,' lJhl('t,ooih Il nd io.'_ Th~ lllajor ~d\"Hl­

t.n g" of llf;l]lK th"8P j,oo,rns "-, a \V,r pl"", DA,·.,joprllf'nt Pln.t fCllIIl i~ the Jlr~"ious 

"xp< .. ri('Il~~ and kllowk-.J~e gai]l<'u by p[('V10n~ work havilll': 1)("'11 dOllC wilh Ul(' 

hoards _ TIl(' Wllldow,,-h.iOCd softwMf' ,t."d., H sLHlplp to 11''', f'W" t.l10111';1> It h,,-, 

'HlTLOt fin"' "_ Tlw major di,ud"'llltag~" "'!I.h t1w boa,d" aI'<' that 1.1H',v h,w,-" llO 

lllldli~('1l('" .md thprrforc r<''llllrp "d,htl()JlA.l hardwarp to rlln th ~ ~oftwarp st.H"k 

As they 8 ' c rl"SI l'''L-J for \Vi ltdo",~. t-li< .. lmrd",at " Ii'q Ill! W t.Oj lJ1j pl" Ill<'llt tlw , lack 

would I", '1m!." a,holll""U "-,,d j.Jh,rdor(' also 'lUll" ""pensl"" . 

I'll<' Cn""lrow lllute kIt s 'I'''1Il'' ",,!>' ~uuu .-nlntioll ()w' of the llllljOr advan­

tages of t. hp klt s, IS that. t.hpv hnvp iw pn USf'd ltv many 1I1SlllutlOl;''' a round thp 

worl,) alH I .J.i.'- l"g~],I,'d ~llll',"1 a.' tlH' ",.,.,,,lu,rd of w,rd",,," ''!.')It'o] r,dwOlh d ,-­

vt'lOl'lIlel1j. The kil." an, al"" .-;old jJl" complete p"dmge fllJ(i "HIV'- ,k~" flllly 

f11lLctiuning wiwlp,,-, ""'-'W,,)! uptwork. Cnl'ortullilTf'ly_ tllP kit._ do not haw the abi l­

ity to in! ~rfa~l' " ... it h external "l'IlS0l' d,·vic,,;;. ' ,,",c"pl [or a \'('r~, ;HlIlph, armlog ~igual 

III 1'" t.. ThIS di.",,']vallt"l':e, aio llK wit h t.hf' P"PPllSI\'~ pr i c~- r"-ni':~ at I hf' bf'gllmiI1~ 

of tlw projc'C'l wudl'wd tlw Cro~"how MOl~ Kit~ a.s a w >n-inl'al so lutlOJ L 

42 
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Flgure 7 1: The ;o..1otornostix Canar} 
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9.2 System Set-up 

The oWlal1 sYSWl!l "" tnp WRI' iIllpl(,Ul"11t"d will! lim'(' Ilodl'll , A SiIlgI~ Canary 

w," u:;ed a, llw data-cal'l"nring tool The Can~ry was switd",c/ hctW'~"l dill~r"Ill 

!)ud,," tu t ('ot tl", ,unfignmt," 'IL abili",," or t I", IiClwork. 

Ethernet 
S"'ltdl 

rh~ l\etwnrh wa, accessed from '''''npnt ers "tt fl.Ch"d outsid,' of th" ,,,cup "U11-

lle<:t"d to I.h" Edwrnel ~wit,dl. AitllOngil \.Iw netw"l'h wa.'\ not tP"t~d frolt, differ­

ent IllterIlfltionH I al(,f~~, t.hi.; s('t II P pru\ul t hat Ul(, syst,(' III work~d OIl dw i11krnet. 

9.3 Node Setup 

E,,,,io llod,"s softw"".,' W>l,." iu,t."llml aIld ",,!)h!,:Llr, ~1 cXilnlv th" ""Hl<'. E"dl nude 

eOIlt,alTlcd an ,,,-Id[(= look-up lahl,' to o::lIlli~Ul'P tlw h", [ name, BlllPtooth Add""'5 

a nd IP l\umber. T h15lookllp t,,,hl,, w,,, stonxl ~s a "U11[j~nralifm [lie on th~ norle 

so tlml il cunld lJl' ~a"ily alld ljuic!dy modified and npd"t,,,1 from anywh~l''' OIl 

t h" nd,work 

Tlw Soft,W~I''' I'm ('adi nl'\wuIk Iluck COIlolStS nf thr~~ main componentoS' T I", 

('awu'\" Backgronnd Server. Thp Cc nlllE'ct lon )'la!U11':('r/Ruir' SW1["h and thp \\"eb 

iIlkl'face, 'T'h~, e thwe ,;oftwarp p~Cblg"S wurk,,,1 tug~thE'r 1,0 initi ali:l<C and implp-
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"l .. ,,, ",,, .• 
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• . ",'_ .. ,,' 
,,,,,. h ~ ~"'" ,,,,,._,,, 

,."""',.., 
""""",0"" 
"-_S"':~ 

~ 

I--

,»<,,.,,. "w-, ~ 
W'"..-..;, 

«Y~_\"'-1-;;~~' 
" --

C"''''',O,'' >0 c-,.-,",,,,,,-
''',," , ... ,,, ... , 
",,' ~ ..... r~" 

F· ...... '_ ~.~ 

., ..... "'" '"'' i 
""'."~ 

figure 9,~, I' hf' C"mny n~LCkgl'()llTld Server Program 

fill 
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0.;{.2 The Connection .rvlanager / Role Switch 

TIle' ('OlllHx'tion \,rn,lll<g~r init ialised the .\lod,,,, mto lile' ciiif('u,llt ro les dep~ndiHg 

on the h"l'dw,ll'e COIlD('(wd I<J til(' diffeH)nt I\odes. In LiJis wllfigllwt iou, llle'n ' 

were only two roles, namely t..bA"f "'Hi Sbw. It tlo~n stl<rted th~ ~orrect drivers 

and plll, tloe Can.v!· into th~ different 51,,,Les. 

Th~ Connection t..L:cw:u,er W'h~ wriLI('u ", a Li,lllX Shell S""ipt and th~ How di,,· 

grarn Cl<ll Iw ~n in h~\ll'e 9.3 with Ihe code ill Appelldix ,1, .2.1 

.~. 'N.' 
,~.,~.' " 
,~ , yo 

,,",,",, ~ 
,,' ... ~,.,-----I 

~"''''''''''~ 1"-' """"', 

Lc-_-

'-:';:~::::::I 
'-"'~ •. -

• 

"" 
!.~' .• ~ \ ... "I ..... ".,­•• 

F--3J--I'"',-~·~I 
'" " 

w" _,, •• · 
,,,'~. ~ .,. ..... 
••• 

! 
,-",.,..-., 

I ,- .... ~" .. 
"".'--" 
. _ ..... _-_ .... --
,._, -"" . _.to, •• ", 
~ 

- I 

Fi)';lUe ~U: The Coulledion \IUll"!ier ,/ l10te Switch 

TIH' ('onrH'cot,iou maIm)!;('r s l"n~ Ilw inilml du.ernolls "nd jJl'Ol';rams requ i'eri for 

wirel""" communi(,ations It j,f",n d",cks 10 i'-ee ",helller H illuetoodl device is 

0 1 
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.1 

#include <sys/time.h> 
2 #include <sys/types.h> 
3 #include <sys/stat.h> 
4 #include <fcntl.h> 
5 #include <unistd.h> 
6 #include <assert.h> 
7 #include <stdio.h> 
8 #include <asm/termios.h> 
9 

10 

11 
12 #def ine FALSE 0 
13 #define TRUE 1 
14 1* 
15 This 
16 This 

runs communication between the 
communication to the canary 

and the SERVERFIFO Fi Le 
SERVERFIFO fiLe stored in 

17 This 
ire.ct 

Le.s outputs a captured data into and XML stored fiLe. called candata. 

18 *1 
19 
20 
21 

xm 

22 1*********Configuration Settings for Canary Server"'**"'*"'*1 
23 1********************************************************1 
24 
25 Settings where the Canary is connected to: 
26 #define "/dev/ttyS2" 
27 #define BAUDRATE Bl15200 
28 
29 liThe FIFO Named ipe name 
30 #define 

for IPC 
31 

32 liThe Data FiLe used to 
33 #define DATA_FILE 
34 
35 
36 #define WELCOMENOTE1 

-" 
37 #define WELCOMENOTE2 
38 

"/mnt / f lash/ SERVERFIFO" liThe Pipe We wi U be tiS ing 

"Back Ground Canary Server Started- Built 22 June 04 

"Written by D de Jager - 2004" 
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39 
40 

41 

on or off? 

42 /*****END*Configuration Settings for Canary Server*******/ 
43 /********************************************************/ 
44 

45 void dump_fds(char *name, fd_set *set, int max_fd) 
46 { 

47 
48 
49 

50 

51 
52 
53 

54 
55 

int i; 
if(!debug) return; 

{ 

(stderr, "Xs:",name); 
(i=O;i<max_fd;i++) 

if (FD_ISSET(i,set» 
{ 

fprintf(stderr,"Xd,", i); 
56 } 

57 } 

58 fprintf (stderr , "\n") ; 
59 } 

60 

61 int main 0 
62 { 

63 long BAUD; // derived baud rate from command 

64 

65 

66 
67 

68 

69 
70 

71 

72 
73 

74 

75 

76 

77 

78 
79 

80 

81 
82 
83 

84 

85 

86 

87 

88 

89 
90 
91 

92 
93 

94 

95 

96 

97 

98 

99 

100 
101 
102 

103 

104 
105 
106 
101 

108 

line 
long DATABITS; 
long STOPBITS; 
long PARITYON; 
long PARITY; 

//File Descriptor VaLues 
int serial; 
int Pipe; 
int OutputData; 

//Useul Variables 
int j ; //Counter 
int re; //rc is 
int hex; 

//File Descriptor Sets to Use 
fd_set readfds; 
fd_set writefds; 
fd_set exceptfds; 
struct timeval tv; 
int max_fd; 

tes returned 
to chars 

/*inbound and outbound keep track whether 
we have a character a read ch needs 
to be sent in that direct on the _char and _data 
variables are the data buffers*/ 

int outbound; 
char outbound_char; 
int inbound; 
int inbound_data [1024] ; 

are correct 

keeps track of whether we have data bound for Canary 

stores the message from the Pipe 
int pipe_outbound; 
char readbuf [80] ; 

information //Setup Serial 
struct termios 

serial port 
io, newtio; //OLd and new port settings for 

/*Test command to send the Canary communications retrievaL*/ 
char buf [14]; //Canary Command. 

//General Variables 
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109 

110 

111 
112 

113 

114 
115 

ll6 

117 

118 

119 

120 
121 

122 
123 

124 
125 

126 
127 

128 
129 

130 

131 

132 

133 

134 

135 

136 

137 

138 

139 

140 

141 
142 

143 

144 

145 

146 

147 

148 

149 

150 
151 

152 

153 

154 
155 
156 
157 

158 

159 

160 

161 

162 

163 

164 

165 

166 
167 

168 

169 

170 

171 
172 

173 

174 

175 
176 

177 

int serial_read_count; IICounter to say how many bytes read from 
Seria~ Port 

int mOdem_bits; IIUsed to set the RTS Signa~s for the 232-485 
Convertor 

er Decl Variables Set their values 
= BAUDRATE; UDRATE declared in section 

DATABITS CS8; IICS8 declared in termios. 
STOPBITS = 0; 
PARITYON = 0; 
PARITY = 0; 

l t Canary 
Ox08; 
OxOl; 
OxOO; 
OxOO; 
OxOl; 
Ox02; 
OxOO; 
OxOO; 
OxOO; 
Ox02 ; 

Command to recieve a response from the canary 
buf 
buf [1] 
buf [2] 
buf [3] 
buf [4] 
buf [5] 
buf [6J 
buf [7] 
buf [8] 
buf [9] 
buf [10J 
buf [11] 
buf[12] 
buf [13] 
buf [14] 

Ox38; 
Oxbe; 
OxaO; 
Oxff; 
'\0' ; 

1****************Open Controlling Devices****************1 
1********************************************************1 

IIOpen Serial Port on MODEM_DEVICE and set settings reffered to in 
man termios' 

serial = open(MODEM_DEVICE, O_RDWR I O_NOCTTY 
assert(serial>=O); 
tcgetattr(serial,&oldtio); II save current 
newtio.c_cf BAUD I CRTSCTS I DATABITS 

PARITY I I CREAD; 
newtio.c_iflag IGNPAR; 
newtio.c_oflag 0; 
newtio.c_lf 0; IIICANON; 
newtio.c_cc J=l; 
newtio.c_cc[VTIMEJ=O; 
tcflush(serial, TCIFLUSH); 
tcsetattr(serial,TCSANOW,&newtio); 

sett 
STOPBITS PARITYON I 

IPC Get the FiLe Descriptor for the seLect caLL 
,0666) ; 

(FIFO_FILE,O_RDONLY IO_NONBLOCKI O_SYNC); 
assert ( >=0) ; 
fcntl(Pipe.F_SETFL, O_RDONLY I O_SYNC); 

IIOpen OutputData FiLe to Write Data from the 
OutputData (DATA_FILE, O_CREATIO_WRONLY 0666) ; 
assert( >=0); 

I***************END Open ControLLing Devices*************1 
1***************************************************** ***/ 
IIDispLay Welcome Note 

(stderr, WELCOMENOTE1); 
(stderr, WELCOMENOTE2); 
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178 

179 
180 

181 

182 

183 

184 

185 

186 

187 

188 

189 

190 

191 

192 

193 

194 

195 

196 

197 

198 

199 

200 

201 

202 

203 

204 
205 

206 
207 

208 
209 

210 

211 

212 

213 

214 
215 

216 

217 

218 
219 

220 

221 

222 

223 

224 

225 

226 

227 

228 

229 

230 

231 

232 

233 

234 

235 
236 
237 

238 

239 

240 

if (debug) 
{ 

//Show Debug FiLe descriptors 

} 

(stderr, ·serial=Xd\n", serial); 
(stderr, ·Pipe=Xd\n", Pipe); 

//Initialising Variables 
serial_read_count=O; 
outbound = inbound =0; 
pipe_outbound =0; 

//Start main whiLe Loop 
while(l) 
{ 

Checking the Write File Descriptor for anything 
to write 

) ; 
if (inbound) FD _SET ( 

from seriaL t 
, 8I;writefds); //if data inbound 

to write to fi le 
if (outbound) ( 

to the serial write to 
, 8I;writefds); //if data outbound 
serial 

if ( ) //if data outbound to Pipe 
Pipe 

{ 

if (debug) fprintf(stderr,"\nReseting pipe_outbound 
for next pipe read\n"); 

close(Pipe) 
Pipe = ,O_RDONLY IO_NONBLOCKI O_SYNC); 

} 

the Read File Descriptor for anything 

) ; 
if(loutbound) FD_SET(Pipe, 

outbound t ready to read 
if(linbound) (serial, 

inbound from Serial 
//if(!pipe_outbound) FD_SET 

we have no data in 

we have no Data 

//Check to see what is the Maximum file descriptor for the 
Se~ect Statement and add one 

max_fd =0; 
if(serial > max_fd) max_fd 
if(Pipe > max_fd) max_fd 
if( > max_fd) 

serial; 

= OutputData; 

if (debug) 
tv.tv_sec 
tv.tv_usec = 0; 

Cstderr, "max_fd=Xd\n", max_fd); 
//Resets the SeLect CaLL every 10 seconds 

Le descriptors with appropriate vaLues - Only showed 

is set to 1 
("read in" ,&readfds , max_fd); 

dump_fde("write in", &writefds, max_fd); 

//Wait on this 
rc K select(max_fd, &readfds, &writefds, NULL, 8I;tv); 

dump_fds("read out", &readfds, max_fd); 
dump_fdsC"write out", &writefds, max_fd); 

//Different Sets of Information sending 

//We can read Data 
if(FD_ISSET(Pipe, 

~~----~----- ------~~ ~~~~---~--~~.~~---~ ~ 
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241 

242 

243 

244 

245 

246 

247 

248 

249 
250 

251 

252 
253 

254 

255 

256 

257 

258 

259 

260 

261 

262 

263 
264 

265 

266 
267 

268 

269 

270 

271 
272 

273 

274 

275 

276 
277 

278 

279 

280 

281 

282 

283 

284 

285 

286 
287 

288 

289 

290 
291 
292 

293 

294 
295 

296 
297 

298 

299 

300 

301 

302 

303 
304 

305 

306 

307 

308 

{ 

} 

if (debug) 
" ) ; 

rc = read 
read( 

! ! 

fprintf(stderr, "\nReading Outbound Pipe\n 

,&readbuf ,80); 
,1); IIJust added to Close PipeReads 

readbuf[rc] '\0'; 
pipe_outbound-1; 

IIIf Incoming PIPE command is "SendPacket" Write to 
serial port 

if(strcmp(readbuf, "SendPacket") -- 0) outbound -1; 
if (strcmp(readbuf , "Quit") == 0) break; 

IIWe can read Data 
if(FD_ISSET(serial, 
{ 

Serial Port 
) ) 

} 

if (debug) fprintf(stderr, "\nreading inbound\n"); 
while (re >0) 
{ 

} 

rc - read(serial, &;inbound_data[ 
serial_read_count] ,1) ; 

serial_read_count++; 

if (serial_read_count >0) inbound-1; 

IIWe can write Data to the Pipe 
if(FD_ISSET(Pipe, &writefds» 
{ 

if(debug) fprintf(stderr, "\nwriting inbound to Pipe\n"); 

} 

IIWe can write Data to the FiLe 
IIThis just basicaL ly writes at t the data recieved into 

OutputData Fi te 
IIDeclared in the Config file as DATA_FILE 
if(FD_ISSET(OutputData, kwritefds» 
{ 

} 

for(j=O;j<serial_read_count;j++) 
{ 

} 

hex = inbound_data [j] »4; 

if (hex> 9) 
hex +=87; 

else 
hex+=48; 

wri te ( 
hex = 

if (hex> 9) 
hex +=87; 

else 
hex+=48; 

, &hex, 1) ; 
[j] &; OxF; 

write(OutputData, khex,l); 

hex = '\n'; 
write(OutputData, &;hex,l); 

IIMake sure there is no-more DATA in 
if (rc >0) inbound=O; 
IIRe-Initiatise Seriat_read_count for SeriaL Input 
serial_read_count =0; 
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309 
310 
311 
312 

313 
314 
315 
316 
317 
318 
319 
320 
321 
322 
323 

324 
325 
326 
327 
328 
329 
330 
331 
332 
333 
334 
335 
336 

337 
338 

339 
340 

341 

342 
343 
344 
345 
346 
347 

2 
3 

} 

1.1 

} 

//We can write Data to the Serial Port 
if(FD_ISSET(serial, kwritefds» 
{ 

} 

//Set RTS High 

(stderr, "\nwriting outbound\n"); 
Line correctly to ensure Transmission 

ioctl(serial, TIOCMGET, kmodem_bits); 
modem_bits 1= TIOCM_RTS; 
ioctl(serial, TIOCMSET, &modem_bits); 

//Set RTS Low 
tcsetattr(serial, TCSADRAIN, &newtio); 
modem_bits &= -TIOCM_RTS; 
ioctl(serial, TIOCMSET, &modem_bits); 
if (rc>O) outbound=O; 

//End main while loop 

fprintf(stderr,"\nThank you for running Canary Server\n"); 

tcsetattr(serial,TCSANOW,&oldtio); 
//CLose the File Descriptors 

close(serial); 
close(Pipe); 
close(OutputData); 

//End main () Function 

**************************************************************************** 

"Lin""x 's Guide - Chapter 6" 
Burkett 

4 ***************************************************************************** 

5 MODULE: fifoclient.c 
6 **************************************************************************** 

7 
8 #include <stdio.h> 
9 #include <stdlib.h> 

10 
11 #define FIFO_FILE 
12 

"/mnt/flash/SERVERFIFO" 

13 int main (int argc, char ,. argv [] ) 
14 { 

15 

16 
17 
18 

19 

20 
21 

FILE *ip; 

if 

} 

argc ! = 2 ) { 
pr intf ( "USAGE: c chat 
printfC" 

") ; 
exit(l); 

Canary: cchat SendPacket\n 
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22 
23 

24 
25 

26 

27 
28 
29 

if«fp = fopen(FIFO_FILE, "V"» 
perror("fopen"); 
exit(!); 

} 

fputs (argv [1], fp); 

30 fclose ( 
31 return 
32 } 

.1 

#!/bin/sh 
2 
3 

NULL) { 

/ 

4 PANIP-"$(cat letc/canServ.conf I grep PANIP I 
5 IPADDRESS="$(cat Ivar/log/messages Igrep ethO 
6 CONFIGFILE=$(cat letc/canServ.conf I grep 
7 

8 

-d= -f2)" 
IPlcut -d"" -f2)" 

I cut -d- -f2) 

9 #Start the same services for both Masters and Slaves 
10 hc id 
11 sleep 1 
12 #Get the BD Address nov that HCI is up 
13 BDADDRESS·"$(hciconfig Igrep 'BD Address' I cut -d ' , -f3)" 
14 sdpd 
15 

16 #Check to See vhich device is 
17 #BDADDRESS-"TEST TO SEE IF IT 
18 #BDADDRESS="OO:EO:98:9F:AD:3B" 
19 

20 if [ -z "$BDADDRESS" ] 
21 then 

and running 

~ echo "No Bluetooth Device Present" 
n echo "Not enrolling onto Bluetooth Netvork" 
24 exi t 0 
25 else 
w echo "Device:$BDADDRESS - Found" 
H Config for device $NAME" 
~ cat letc/canServ.conf I grep BTDEVICE I grep "$BDADDRESS") 

29 if [ -z "$DEVICEENTRY" ] 
30 then 
31 
32 
33 

34 

35 

36 else 

echo Not found!" 
Device to Wildcard entry" 

-"$(cat letc/canServ.conf I grep ".")" 
NAME-$(echo $UNKNOWNDEVICE I cut -d- -f3) 
echo "Unknovn Device IBDADDRESS set vith name INAME" 

37 NAME=I (echo IDEVICEENTRY I cut -d= -f3) 
38 echo "Device $BDADDRESS found with name INAME" 
39 fi 
40 
41 

42 
43 fi 
44 
45 
46 #Set the HOSTNAME as defined in previous section 
47 hostname INAME 



Univ
ers

ity
 of

 C
ap

e T
ow

n

48 echo "HOSTNAME=\"$NAME\" " > letc/coni.d/hostname 
49 

50 
51 #Check if there was an IP Address Found from the DHCP Server 
52 #This will set whether the device is the Master or a Slave 
53 

54 if [ -z "$IPADDRESS"]; then 
M echo "No IP Address Found - Setting Role as PAN User" 
~ echo "Start PAN Driver as PANU" 
57 pand --role --search --service NAP --nodetach --persist 
58 
59 else 
60 echo "IP Address IIPADDRESS Found - Setting Role as PAN Master" 
61 echo "Enabling IP 
62 echo "I" > Iproc/sys/netl 
63 Packet on all interfaces" 
64 lipv4/conf/*/rp_filter;do 
65 echo 
66 echo 
67 done 
68 

69 iptables -t nat -A POSTROUTING -0 ethO -j MASQUERADE 
70 iptables -A FORWARD -i panO -j ACCEPT 
71 iptables -A FORWARD -m state state ESTABLISHED,RELATED -j ACCEPT 
12 
73 

#Set up the 
echo "Setting 
echo "Creating 
brctl addbr panO 

Bridge" 
panO" 

74 

75 

76 
77 

78 

79 

80 

81 

sleep 1 
echo "Coni Bridge to IP Address IPANIP" 
if coni ig panO 

1 
~ "Turning off listening and learning on Canary Bridge" 
g 'brctl setfd panO 0 
84 .sleep 1 
85 'echo " Minimum Spanning Tree Off on Bridge" 
86 #brctl stp off 
87 • 1 

u Interface ethO to Canary Bridge" 
89 panO ethO 
90 sleep 1 

91 echo "Starting up PAN Driver as NAP" 
92 --listen --role NAP --master 
93 1 
w to SDP" 
95 
96 

97 

98 showmacs panO 
99 #Once the bridge has made a connection the script letc/bluetooth/pan/dev-

up is 
100 #run and the device is brought up 
101 fi 

.2 

1 #!/bin/sh 
2 
3 the Connection 
4 (cat letc/canServ.conf I PANI? I cut -d= -f2) 
5 IPADDRESS="$(brctl show Igrep panO) 
6 LOGFILE=I var I 
7 BDADDRESS="$( cut -d ' , -f3 )" 
8 

9 
10 
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11 if [-n "$IPADDRESS" ] 
12 then 
13 echo "Role Set as Master - dev-up Script connected device $1 on $2" 

14 
15 

16 

17 

18 

19 

20 

21 
22 
23 
24 
25 

26 

27 
28 
29 
30 

31 
32 
33 

34 

35 
36 

else 

f1 

1» $LOGFILE 
brctl addif panO $1 
sleep 1 
ifconfig $1 0.0.0.0 

echo "Role Set as Slave - dev-up Script connected device $1 on $2" 
l»$LOGFILE 

DEVICEENTRY-"$(cat /etc/canServ.conf I grep BTDEVICE I grep " 
$BDADDRESS")" 

if [ -z "$DEVICEENTRY" ] ; 
then 

else 

f1 
sleep 1 

UNKNOVNDEVICE-"$(cat /etc/canServ.conf I grep ".")" 
IP-$(echo $UNKNOVNDEVICE I cut -d- -f4 I cut -d '''' -f2) 
echo "IP Address $IP assigned to UNKNOVN $1 Device" 1» 

$LOGFILE 
Hconfig $1 $IP 

IP-$(echo $DEVICEENTRY I cut -d= -f4 I cut -d '" I -f2) 
echo "IP Address $IP assigned to $1 " l»$LOGFILE 
ifconfig $1 $IP 

route add 0.0.0.0 gw $PANIP 

#Configuration File for Canaries I 

2 #Add an entry for each new Bluetooth 
3 #Device 
4 

5 PANIP-192.168.0.10 
6 

7 BTDEVICE-"00:AO:96:20:42:AO"·"Blue"·"192.168.0.21" 
8 BTDEVICE-"00:EO:98:85:8E:17"-" "-"192.168.0.22" 
9 BTDEVICE-"00:EO:98:9F:AD:3B"-" 

10 BTDEVICE-"."·"Billy"·"192.168.99" 

.1 

1 #!/bin/sh 
2 
3 

4 
5 

6 HOSTNAME-$(hostname) 

"-"192.168.0.23" 
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7 title-"Welcome to Canary Server IROSTNAME" 
8 

9 #IPADDRESS-"I(cat Ivarl ethO 
10 #BLUETOOTHADDRESS=$(hci Address 
11 PANCONNECTIDNS-"IC 
12 CANCHECK-"I( )" 
13 CANDATA-"I(cat Imnt/flash/candata.xml)" 
14 PREDATALIST="I(previousdata)" 
15 
16 ################# Web Page 
17 cat «- EDF 
18 <RTML> 
19 <READ> 

IP Icut -d"" -f2)" 
cut -d ' , -f3) 

~ <META RTTP-EQUIV·nRefresh" CONTENT- n5; URL-/admin-bin/config.cgi"> 
21 <TITLE> 
~ Ititle 
23 </TITLE> 
24 </HEAD> 
25 

26 <BODY> 
27 <Hl>ltitle</H1> 
28 <TABLE> 
29 <TR> 
30 

31 

32 <ITR> 
33 < 1 __ 

34 <TR> 

<TH>Current Date</TH> 
<TD>I(date +"%x %r %Z")</TD> 

35 <TH>IP Address </TR> 
36 <TD>IIPADDRESS</TD> 
37 
38 

39 
40 

</TR> 
<TR> 

41 </TR> 
42 --> 
43 <TR> 

<TH>Bluetooth Address</TH> 
<TD> IBLUETOOTHADDRESS <lTD> 

44 <TH>Personal Area Connections </TR> 
45 <TD>$PANCONNECTIONS <lTD> 
46 

47 
48 

49 
50 

51 

52 
53 
54 

55 
56 

57 

58 
59 

60 </TABLE> 
61 <I BODY > 
62 </HTML> 
63 _EOF_ 

1 #!/bin/sh 
2 
3 

4 #This program 
5 #If output is 

Detected" 
6 

7 BEFDRE-O 

<ITR> 
<TR> 

</TR> 
<TR> 

</TR> 
<TR> 

</TR> 

Connected </TH > 
<lTD> 

<TH Data </TR> 
<ITO> 

<TH > Previous 
<TD>$PREDATALIST 

Data</TH> 
> 

Canary and checks for 
, reply "Canary Present" 

84 

reply "No Canary 
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8 AFTER=O 
9 

10 TEST1=$(cat /mnt/flash/candata.xml) 
11 
12 for i in $TEST1 
13 
14 do 
15 BEFORE=I«IBEFORE + 1» 
16 done 
17 

18 
19 

W lecho "$BEFORE lines before Canary Test" 
21 cchat.cgi SendPacket 
22 1 
23 (cat /mnt/flash/candata.xml) 
24 
~ for i in $TEST2 
26 
27 do 
28 AFTER-I«IAFTER + 1» 
29 done 
30 

31 #echo" $AFTER lines after Canary Test" 
32 
~ if $(test IAFTER 
U echo "Canary 
35 else 
~ echo "No Canary Detected" 
37 fi 

2 
3 

#!/bin/sh 

then 

4 #This allows one to view a list of the previous Canary Data that has been 
recieved 

5 
6 DATA-lOs /mnt/flash/candata luniq Icut -d' '-f1) 
7 

8 for i in $DATA 
9 do echo "cA HREF-\"/admin-bin/show_predata.cgi?/mnt/flash/candata/$i/candata. 

xml\">lic/A> " 
10 done 

I!/bin/sh 
2 #This allows one to view the previous Data 
3 

4 FILE="$(cat 11)" 
5 
6 cat cc- __ EOFD __ 
7 

8 
9 cHTML> 

10 CHEAD> 
11 cTITLE>FILE LISTING OF 11 C/TITLE> 

~~~~~~~~~- ---------. 
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12 </HEAD> 
13 
14 
15 <BODY> 
16 <Hl>File 
17 <BR> 
18 $FILE 
19 </BODY> 
20 
21 </HTML> 
22 
23 __ EOFD __ 

1 #!/bin/sh 
2 

3 

listing of $l</Hl> 

4 #This program saves the data into a backup directory and clears candata.xml 
5 

6 DATE=$(date +%F) 
7 chmod 666 /mnt/flash/candata.xml 
8 mkdir /mnt/flash/candata 
9 mkdir /mnt/flash/candata/$DATE 

10 cp /mnt/flash/candata.xml /mnt/flash/candata/$DATE 
11 rm /mnt/flash/candata.xml 
12 > /mnt/flash/candata.xml 
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.1 

.1.1 

#define DATALENGTH 1023 
2 

3 struct DATA_PACKET { 
4 int Source_Device_Address; 
5 int Destination_Deviee_Address; 
6 int Protocol_Identifier; 
7 int Command; 
8 char DATA[DATALENGTH+l); 
9 int INTDATA[DATALENGTH); 

10 int 
11 int 
12 int 
13 int ETx; 
14 }; 

15 
16 

17 
18 

19 void Di 
the 

(struct DATA_PACKET Data_Packet_to_display); //DispLays 
a Packet in Human Readable Form 

20 
21 
22 
23 

24 

struct DATA_PACKET build_packet(int Source_Deviee_Address, 
int Destination_Deviee_Address, int Protocol_Identifier, 
int data, int Packet_Number, int CRC_CHECK, int ETx); 

a Data Packet 

int Command, 
//Constructs 

25 int (struct DATA_PACKET Data_Paeket_to_measure); 
a Packet excLuding ETx characters 

//Length of Whole 
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.1.2 

1 /*New Program to take data onLy when there is data on the line*/ 
2 
3 #include <stdlib.h> /* Dirk added Standard 
4 #include <stdio.h> /* Standard 
5 #include < .h> /* 

Header */ 
tions */ 

tions */ 
6 //#include td.h> /* 
7 #include <fcntl.h> /* File control 
8 #include <errno.h> /* Error number 

tions */ 

*/ 
9 //#include <termios.h> /* POSIX termina definitions */ 

10 

11 #include <asm/unistd.h> /* UNIX standard function 
12 #include <asm/termios.h> /* POSIX terminal control 
13 

14 #include <sys/types.h> 
15 #include <sys/stat.h> 
16 

tions */ 
tions */ 

17 #include "mtnx.h" /*Our Header File with Packet Structures*/ 
18 #include "mtnx_recv.h" 
19 

20 #define _POSIX_SOURCE 1 /* POSIX compliant source */ 
21 #define FALSE 0 
22 #define TRUE 1 
~ 

u #define CRCPOLY Ox9005 
25 
w 
27 
28 
W 
30 

31 /***********END Function Definitions***************/ 
32 
g 

34 //Read data stream untiL a key is pressed and then send packet 
35 //Continue reading data stream 
~ 

37 
38 int Length(struct DATA_PACKET Data_Packet_to_measure) 
39 { 
40 if (Data_Packet_to_measure.CRC_CHECK == -1) 
41 { 
42 return strlen(Data_Packet_to_measure.DATA)+16: 
~ 

« 
45 
46 
47 

48 
49 
50 } 

51 

} 
else 

{ 

} 

52 void Display_Packet(struct DATA_PACKET Data_Packet_to_display) 
53 { 
U int i=O; 
M printfC·\r\n ••••••••••••••••• Human Readable Packet Information 

*****************11); 
W printfC·\r\nSource Device Address:X4.4x\r\n", Data_Packet_to_display. 

Source_Device_Address); 
H printfC"\tSource Device Type:X2.2x\r\n", Data_Paeket_to_display. 

Source_Device_Address »10); 
~ printfC"\tSource Device Identifier:X3.3x\r\n", Data_Packet_to_display. 

Source_Device_Address & 1023); 
59 
60 printfC·Destination Device Address:X4.4x\r\n", Data_Packet_to_display. 

Destination_Deviee_Address): 
61 printfC·\tDestinatlon Device Type:X2.2x\r\n", Data_Paeket_to_display. 

Destination_Device_Address »10): 
m printfC"\tDestination Device Identifier:X3.3x\r\n·, 

Data_Paeket_to_display.Destination_Device_Address & 1023): 
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~ printfC"Protocol Identifier:X2.2x\r\n", Data_Packet_to_display. 
Protocol_Identifier); 

65 printfC"Command Code:X2.2x\r\n", Data_Packet_to_display.Command); 
~ C·Data to be Transmitted:·); 
67 Ci=O;i<Data_Packet_to_display.data_length;i++) 
68 { 

69 
70 } 
71 printfC"\r\nPacket Number:X4.4x\r\n", Data_Packet_to_display. 

Packet_Number) ; 
n printfC"CRC Check Code:X4.4x\r\n", Data_Packet_to_display.CRC_CHECK); 
n printf("End-of-Transmission Characters:X4.4x\r\n·, Data_Packet_to_display 

.ETx); 
~ printf("* •• *.*** ••••• END Human Readable Packet Information 

••••• * ••••••••••• \r\n\n·); 
75 } 

76 

77 struct DATA_PACKET build_packet(int Source_Device_Address, 
78 int Destination_Device_Address, int Protocol_Identifier, int Command, 
79 int data. int Packet_Number, int CRC_CHECK, int ETx) 
80 { 
81 struct DATA_PACKET d; 
82 d.Source_Device_Address = Source_Device_Address; 
83 d.Destination_Device_Address = Destination_Device_Address; 
84 d.Protocol_Identifier = Protocol_Identifier; 
85 d.Command - Command; 
~ d.INTDATA[O] = data; 
87 d.INTDATA[1] = 0; 
88 d.Packet_Number = Packet_Number; 
89 d.CRC_CHECK = CRC_CHECK; 
90 d.ETx - ETx; 
91 d.data_length = 2; 
92 return d; 
93 

94 } 

.1 

2 /***************Function Dejinitions***************/ 
3 
4 struct DATA_PACKET Get_New_PacketCint fd); 
5 
6 int .Remove_ETx_Sequencing(int .incoming_data); 
'7 
8 int Check_Incoming_CRC(int .incoming_data, int length); 
9 

10 

11 

.2 

/*New Program to take data onLy when there is data on the Line*/ 
2 
3 #include <stdlib.h> 
4 #include <stdio.h> 
5 #include <string.h> 

/* Dirk added Standard 
/* Standard 
/* 

Header */ 
tions */ 

tions */ 
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6 II#incLude <unistd.h> 1* UNIX standard 
7 #include <fcntl.h> 1* File control 

tion tions *1 

8 #include <errno.h> 1* Error number *1 
9 II#incLude <termios.h> 1* POSIX termina definitions *1 

10 

11 #include <asm/unistd.h> 1* UNIX standard function 
12 #include <asm/termios.h> 1* POSIX terminal control 
13 
14 #include <sys/types.h> 
15 #include <sys/stat .h> 
16 

tions *1 
tions *1 

17 #include "mtnx.h" I*Our Header File with Packet Structures*1 
U #include "mtnx_recv.h" 
19 
20 #define POSIX_SOURCE 1 1* POSIX compliant source *1 
21 #define FALSE 0 
22 #define TRUE 1 
23 
M #define CRCPOLY Ox9005 
25 
26 
27 struct DATA_PACKET Get_New_PacketCint fd) 
28 { 

~ struct DATA PACKET 
30 

31 

32 int dirty, nbytes; 
33 

34 

int _packet; 
int 

35 int 
36 int 
37 int 
U int res-a; 

s' , 

39 unsigned char Inl; 
40 
41 begin_ints = tempints; 
42 dirty=O; 
43 

44 

45 
46 { 

47 

(" Gett 
(dirty ! 

Data! ") ; 

Ilbuffer for where data is put 

48 

49 

res = read(fd,buf ,1024); 
printf("\n\r***%d Bytes Read: ",res); 

50 

51 

52 
53 

54 

55 

56 

57 

58 

59 

60 
61 

62 

63 

64 
65 

66 

67 
68 

69 

70 

71 

72 
13 

74 

15 
76 

77 
78 

if (res >0) 
{ 

for (i=O; i<res; i++) 
{ 

In1 buf [1]; 
Ini; 

Ilfor aLL chars in string 

} aLL chars in string 
} Ilend if res 

} 

else 
{ 

} 

} 

Oxft) 

== OxaO) 

printfC"Correct Packet Recieved\r\n"); 
dirty=lO; 

tempints++; 

not Completed\r\n"); 
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19 

80 
81 

tempints++; 

//printJ ("\r\nY.d Dirty Bits \r", dirty); 
/* 

ints); 

== O",aO) 

82 
83 

84 

85 

86 
87 

88 
89 

90 

91 

92 
93 

94 

95 

printJ(OCorrect Packet Recieved\rln"); 
} 
eLse 
{ 

printJ ("Packet not CompLeted \rln oJ; 

96 
91 

98 
} 
eLse 
{ 

} 
tempints++; 

99 
100 

101 
102 
103 

104 

printJ ("Packet not CompZeted \r\n "); 

105 

106 } 

107 

108 total_ints = tempints - begin_ints; 
109 tempints = begin_ints; 
110 

111 for (i=O; i<total_ints; i++) 
112 { 

113 printf("%2.2x ",tempints[i]); 
114 } 

115 printf("\r\n"); 
116 

117 
118 
119 tempints = Remove_ETx_Sequencing(tempints); 
120 

121 

122 

123 

124 

125 

//CaLcuLate how L 

126 //Check the CRC 

s) ; 

121 Check_Incoming_CRC (tempints, (length_ot_packet -2»; 
128 
129 +=2; 
1W the Packet has enough bytes 
131 if 
132 

133 

134 

135 

136 

137 

138 

139 

140 
141 

142 

143 

144 
145 

146 

141 

148 
149 

//start with Source ID 
tempPackst.Sourcs_Devics_Address 

[1] ) ; 
(tempints [0] « 8) + (tempints 

//Continue with Destination Device ID 
tempPacket.Destination_Device_Address 

tempints [3] ) ; 
(tempints [2] « 8) + ( 

tempPacket. 
er 
Identifier (tempints [4]) ; 

//Command. 
tempPacket.Command 

Data 

(tempints [5]); 

//Int 
for(i 
{ 

;i< length_of_packet-6;i++) 
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150 
151 

152 
153 

154 

155 

tempPacket.INTDATA[i] tempints [i+6]; 
} 

IIInteger Data Length 
tempPacket. 
IlprintJ ("TotaL 

= total_ints-2-6-4; 
Y.d\n", totaL_ints); 

156 

157 

158 

159 

liThe Packet Number 
tempPacket.Packet_Number 

( [ 
IlprintJ 

) ,. 

[length_oi_packet -6] « 8) + 

tempPacket.Packet_Number 

160 

161 tempPacket.CRC_CHECK 
[ 

«tempints [length_oi_packet -4] « 8) + ( 
-3]) ) ; 

162 

163 

164 

165 } 

166 

1M return(tempPacket); 
168 

169 } 

170 

171 
172 int Incoming_Length(int *incoming_data) 
173 { 

In int .begin; 
1~ int dirty-O; 
176 

177 
178 

179 { 

180 

181 

182 
183 

184 

185 

if (* incoming_data 255) 
{ 

incoming_data--; 
if ('" incoming_dat a 160) 

186 } 

187 incoming_data ++; 
188 } 

189 

100 dirty = incoming_data - begin; 
191 return(dirty); 
192 

193 } 

194 

IIDispLay's the Packet Data 

195 int Check_Incoming_CRC(int "'incoming_data, int length) 
196 { 

197 

198 int eRCH = CRCPOLY »8; 

lW int CRCL - CRCPOLY a OxFF; 
wo int i,j, Carry, CRCDat1, CRCHigh, CRCLow; 
201 int Returned_Value; 
202 
203 CRCHigh = incoming_data [0]; 
204 
205 if (length> 1) 
206 { 

207 CRCLow = incoming_data [1] ; 
208 } 

209 

210 

211 

else 
CRCLow 0; 

212 for (i-l;i < length+l;i++) 
213 { 

214 if (length >2 aa (i < length -1» 
215 { 

216 CRCDat1 - incoming_data [i+1]; 
217 } 

218 else 



Univ
ers

ity
of 

Cap
e T

ow
n

219 
220 

221 
222 
223 
224 
225 

226 
227 
228 
229 
230 

{ 

CRCDatl = 0; 
} 

fer (j = 1; j < 9; j ++) 
{ 

= (CRCHigh & Ox80) » 7; 
if Carry> 0) 

{ 

} 

CRCHigh = CRCHigh - CRCH; 
CRCLew CRCLew - CRCL; 

« 1) & OxFF; 
231 

232 
+ «CRCLow & Ox80) » 7); 

CRCLew = (CRCLow « 1) & OxFF; 
233 

234 
CRCLew = CRCLew + «CRCDat1 & Ox80) » 7); 
CRCDatl = (CRCDatl « 1)& OxFF; 

235 } 

236 } 
231 

238 Returned_Value = ( « 8) + CRCLow; 
239 if (Returned_Value 
~o printf ("\r\nCRC Calculation Error:%4.4x!!!! !\r\n\n",Returned_Value); 
~l return Returned_Value; 
242 
243 
244 

245 } 

246 

247 int *Remove_ETx_Sequencing(int *inceming_data) 
248 { 
249 

250 int dirty; 
251 int i=O, j=O; 
~2 = malloc(1024); 
253 
254 

255 
256 TRUE) 

if (incoming_data[i] 
{ 

Oxl0) 

switch(inceming_data[i+l]) 
{ 

case OxlO: 
] = incoming_data[i+l]; 

++; 

case OxaO: 
temp[j] = inceming_data[i+l]; 
i +=2; 

++; 

case 
= incoming_data[i+l]; 

++; 

default: 

257 
258 
259 
260 

261 

262 
263 

264 
265 

266 

267 

268 
269 

270 

271 

272 

273 

274 

275 
276 

277 

278 
279 

280 Escape Character found in 

281 

282 
283 

284 

285 
286 
287 
288 

289 

} 

else 

} 

i++; 
break; 

Character 
") ; 
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290 
291 

292 
293 
294 

295 
296 
297 
298 

299 
300 
301 
302 
303 
304 
305 
306 
301 
308 
309 

310 
311 

312 
313 
314 

315 
316 
317 
318 
319 
320 
321 
322 

323 
324 

325 
326 
327 
328 
329 

330 
331 

332 
333 
334 } 

.3.1 

1 

{ 

temp [j] 
i++; 

incoming_data[i]; 

} 

++; 
(incoming_data[j] == 255) 

{ 

if (incoming_data [j -1] 160) 

} 
temp[j] 
j ++; 

} 

{ 

dirty = TRUE; 
} 

Oxff; 

I*prin 
for (i 

{ 

("Packet with removed Escape Character bytes is:\n\t"); 
i<j;i++) 

printf ("7.2. 2x", temp [0); 
} 

*1 
if (Escapes >0) 
{ 

printf(" :Xd\r\n", 
printfC" with removed 

for (i=O;i«j-Escapes);i++) 
{ 

printf("X2.2x ",temp[i]); 
} 

printfC"\r\n"); 

} 

if (Bad_Packet ! = 0) 
temp = NULL; 

Ilprintf (" \ nEnd \ n"); 
return temp; 
free (temp); 

Character bytes is:\r\n"); 

2 1***************Function Definitions***************1 
3 int Send_New_Packet(FILE *fd, struct DATA_PACKET Data_Packet_to_send); 

Prototype - Working 
4 

5 
6 
7 

8 

er LeveL Packet Functions 
Send_Packet(int fd, struct DATA_PACKET Data_Packet_to_send): 

IINew 

9 Iistruct DATA_PACKET Get_Packet(int fd); 
Data_line 

liRe turns a packet from the 

10 
11 struct DATA_PACKET 

IIApp 
(struct DATA_PACKET Data_Packet_to_Append); 
Packet! 
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12 
13 int *Add_Ints_ETx_SequencingCint ,. 

Data_Packet_to_include_ETx_seqn); 
sequence 

, struct DATA_PACKET 
prototype escape Character 

14 
15 int Calculate_CRC(struct DATA_PACKET Data_Packet_to_check); 

MODIFIED 
IINEEDS TO BE 

16 
17 int,. (struct DATA_PACKET Data_Packet_to_Convert); 

vatues of the DataPacket to a Byte Array 
18 
19 int (struct DATA_PACKET Data_Packet_to_measure); 

number of bytes in the Packet 
20 
21 int Check_CRC(struct DATA_PACKET Data_Packet_to_check); 

Returns True if Correct else returns FaZse 
22 
23 

24 I***********END Function Definitions***************1 

2 

1 I*New Program to take data only when there is data on the tine*1 
2 
3 #include <stdlib.h> 1* Standard 
4 #include <stdio.h> 1* 
5 #include <string.h> 1* 

Header */ 
tions *1 

tions *1 
6 II#include <unistd.h> 1* 
7 #include <fcntl.h> 1* File control 
8 #include <errno.h> 1* Error number 

tions *1 

*1 
9 /1#incLude <termios.h> 1* POSIX termina definitions *1 

10 
11 #include <asm/unistd.h> 1* UNIX standard function 
12 #include <asm/termios.h> 1* POSIX terminat controL 
13 

14 #include <sys/types.h> 
15 #include <aya/stat .h> 
16 

tions *1 
tions *1 

17 #include "mtnx.h" I*Our Header Fite with Packet Structures*1 
18 #include "mtnx_send.h" 
19 #include <time.h> I*New Header File for Pauses *1 
20 
21 #define _POSIX_SOURCE 1 1* POSIX compliant source *1 
22 #define FALSE 0 
23 #define TRUE 1 
24 
25 #define CRCPOLY Ox9005 
26 
27 

28 
29 
30 

31 
32 

int Send_New_Packet(FILE *fd, struct DATA_PACKET Data_Packet_to_send) 
{ 

int Packet 
int *temp = 

, check_write, i , dirty, *begin; 
(1024) ; 

33 

34 

35 

36 

37 

38 
39 

40 

dirty= FALSE; 

= 0; 

if (Data_Packet_to_send.CRC_CHECK 
{ 

41 } 

42 
43 Check_CRC(Data_Packet_to_send); 
44 

-1) 

45 temp = Add_Ints_ETx_Sequencing(temp, Data_Packet_to_send); 
46 

II 

II 

II 
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47 

48 
49 
50 
51 
52 
53 

54 
55 
56 
57 
58 

59 

60 
61 
62 

63 
64 
65 

66 
67 
68 

69 
10 
71 

72 

73 

74 

15 

76 

11 

78 

79 

80 
81 
82 
83 
84 
85 

86 

87 

88 

89 
90 
91 
92 

93 

94 

95 
96 

97 
98 
99 

100 
101 
102 

103 
104 
105 

106 
107 

108 

109 
110 
111 

112 

113 
114 

115 
116 

117 } 

//Now see how tong the packet is with the Escape Character Sequences by 
counting 

while(dirty != TRUE) 
{ 

} 

} 
else 
{ 

} 

} 
else 
{ 

Oxff) 

== OxaO) 

dirty = TRUE; 
temp = begin; 

temp+=2 ; 

} 

Packet_Length++; 

= FALSE; 
("Sending: %d Bytes\n", Packet_Length); 

for(i=O;i<Packet_Length;i++) 
{ 

temp++; 
} 

fflush(fd) ; 

1 , 1, fd); 

//temp = ByteArray(Data_Packet_to_send); 
/* 

} 

tf("Y.2.2x",*temp); 
emp ++; 

(" \ 11. "); 

Incoming_Length(temp); 

i++) 

//check_write 
check_write = 

te (temp, 1 , Packet_Length, fa); 
_Length; 

//Error Messages 
if (check_write < Packet_Length) 
{ 

if (check_write == -1) 
{ 

printfC"ERROR - Could not write Packet!\n"); 

} 
else 
{ 

} 

} 
else 
{ 

} 

printf("Write Error -
check_write, Packet 

printfC"Wrote Packet to Port\n"); 

out of %d Bytes Written\n", 
) ; 
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118 
119 

120 
121 int *tempintarray, struct DATA_PACKET 

) 
122 { 
123 
124 
125 
126 
127 
128 
129 
130 
131 

iot * 
int i. 
k=O; 
Escapes=O; 

//tempintarray = maLLoc(1024); 
begin_int_array = tempintarray; 

132 
133 

for(i=O; i < Byte_Length(Data_Packet_to_include_ETx_seqn);i++) 
{ 

134 if 

135 
136 
137 
138 

139 

(Data_Packet_to_include_ETx_seqn)[i] 
(Data_Packet_to_include_ETx_seqn) [1] 

OxIO; 

tempintarray++; 

OxFF II 
OxIO) 

140 printf("Escape Characters OxlO inserted in Byte[Xd]\n", i 
) ; 

141 
142 
143 

144 

145 

146 
147 
148 
149 

} 

} 
else 

{ 

} 

150 if (Escapes >0) 
151 { 

Escapes++; 

tempintarray++; 

152 printf("Total Number of Escape Characters in Packet 

153 } 
154 
155 

156 //Add end of Packet Characters 
157 OxaO; 
158 
159 *tempintarray= Oxff; 
160 
161 
162 //For Debugging Purposes 
163 
164 

165 
166 

167 

k = t 

168 
169 
170 
171 
172 } 

(i =0; i <k; i ++) 

("X2.2x",*tempintarray); 
array ++; 

173 (" \ n") ; 
174 
175 
Ire returnCbegin_int_array); 
177 
178 } 

179 
180 

181 

182 
183 

+ 1; 

184 int Check_CRC(struct DATA_PACKET Data_Packet_to_check) 

'l.d\n", Escapes) 
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185 

186 

187 

188 

189 

190 

191 

192 

193 

194 

195 

196 

197 

198 

199 

200 
201 

{ 

202 } 

203 

204 

205 

206 

tnt temp; 
if (Data_Packet_to_check.CRC_CHECK != -1) 

{ 

} 

printfC"The CRC value is:%4.4x ·,Data_Packet_to_check.CRC_CHECK 
) ; 

= Calculate_CRCCData_Packet_to_check); 
if temp == 0) 

{ 

} 
else 

{ 

} 

printfC"CRC Check has returned zero - correct packet\n"); 
return TRUE; 

printf("ERROR eRe Check has returned a non-zero value 
%4.4x \n",temp); 

return FALSE; 

207 int Byte_Length(struct DATA_PACKET Data_Packet_to_measure) 
208 { 

209 int 
210 _to_measure. data_length + 8; 
211 if Data_Packet_to_measure. CRC_CHECK != -1) 
212 { 

213 temp +=2; 
214 } 

215 //printf ("The Packet has Y.d bytes in totaL In", temp); 
216 return temp; 
217 

218 } 

219 

220 

221 int *ByteArrayCstruct DATA_PACKET Data_Packet_to_Convert) 
222 { 

223 

224 

225 

226 

227 

228 

229 

230 

231 

232 

233 

234 

235 

236 

237 

238 

239 

240 

int *tempPacket 
int temp; 

malloc (1024) ; 

int 
int 

, lowerByte; 
_Data_Integers; 

int i = 0; 
int counter =0; 
int dirty=O; 

Data_Packet_to_Convert.Source_Device_Address; 
[0] = temp »8; 
[1] = II; OxFF; 

//printf("Byte 1: \tByte 2: Y.x\n",tempPacket[O),tempPacket[1)); 

Data_Packet_to_Convert.Destination_Device_Address; 
[2) temp »8; 
[3] = temp &; OxFF; 
[4] = Data_Packet_to_Convert.Protocol_Identifier II; OxFF; // 
one te; 

241 tempPacket[5] = a_Packet_to_Convert.Command & OxFF; //Ensure one Byte; 
242 counter = 6; 
243 for (i = O;i < Data_Packet_to_Convert.data_length;i++) 
244 { 

245 

246 

247 
248 

249 
250 

251 
252 

253 

} 

tempPacket[counter] 
counter++; 

//counter++; 
tempPacket[counter] 
counter++; 
tempPacket[counter] 

Data Packet to Convert INTDATA[i]; 
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255 
256 

257 

258 

259 

260 

261 

262 

263 

264 

265 

266 // 

261 // 

{ 

} 

counter++: 
tempPacket[counter] 
counter++: 
tempPacket[counter] 

for (i=O; i< counter+l; i++) 
{ 

»8; 

268 // print! (" TempPacke t [7.d.] Byte Va rue: 7.2.2:2> In", i, tempPacke t [i]) ; 
269 // } 
270 
271 return 
272 free ( 
273 

274 } 

275 

276 

271 

278 

279 

280 
281 
282 

283 struct DATA_PACKET Append_CRC(struct DATA_PACKET Data_Packet_to_Append) 
284 { 

~5 if (Data_Packet_to_Append.CRC_CHECK !- -1) 
286 { 

~7 printf("\nCRC Already calculated and Appended!\n"); 
288 } 

289 else 
290 { 
291 

292 } 

Data_Packet_to_Append.CRC_CHECK 
Data_Packet_to_Append): 

293 return Data_Packet_to_Append; 
294 } 

295 

296 

297 int Calculate_CRC(struct DATA_PACKET Data_Packet_to_check) 
298 { 

~9 int CRCH - CRCPOLY »8; 
300 int CRCL - CRCPOLY /I(; OxFF; 
WI lnt i,j, Carry, CRCDatl, CRCHigh, CRCLow: 
302 int Returned_Value: 
303 

305 

306 if (Byte_Length(Data_Packet_to_check) > 1) 
307 { 

308 CRCLow - ByteArray(Data_Packet_to_check) [1]: 
309 } 

310 

311 

312 

else 
CRCLow Q. , 

313 for (i=l;i < (Byte_Length(Data_Packet_to_check)+l):i++) 
314 { 

316 

317 
318 

319 
320 

321 

322 
323 

324 
325 

if 

{ 

} 

else 
{ 

} 

(Data_Packet_to_check) >2 /1(;/1(; (1 < Byte_Length( 
_to_check) -1)) 

CRCDatl - 0; 

for ( =1; j < 9;j++) 

Carry = (CRCHigh & Ox80) » 7; 
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326 
327 
328 

329 
330 
331 
332 
333 
334 
335 
336 

337 
338 
339 
340 
341 
342 
343 } 

} 
} 

if (Carry> 0) 
{ 

} 

CRCHigh = CRCHigh • CRCH; 
CRCLoy = CRCLoy - CRCL; 

= (CRCHigh « 1) & OxFF; 
= CRCHigh + « CRCLoy & Ox80) » 7); 

CRCLoy = (CRCLoY « 1) & OxFF; 
CRCLoy = CRCLoy + «CRCDati & Ox80) » 7); 
CRCDat1 = (CRCDatl « 1)& OxFF; 

Returned_Value = ( 
printf ("\nCRC Calculat 
return Returned_Value; 

« 8) + CRCLoy; 
:X4.4x\n\n" ,Returned_Value) ; 
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1 AXIS_USABLE_LIBS = GLIBC 
2 include $(AXIS_TOP_OIR)/tools/build/Rules.axis 
3 
4 PROGS = bluez libs bluez-utils 
5 
6 INSTDIR 
7 INSTMODE 
8 INS TOWNER 
9 INSTGROUP 

10 

root 
root 

ix)/bin 

11 BLUEZLIBDIR $(AXIS_TOP_DIR)/ 
12 BLUEZUTILSOIR = $(AXIS_TOP_DIR) 

/bluetooth/bluez-libs-2.7 
/bluetooth/bluez-utils-2.7 

13 

14 • PHONY: $ (PROGS) 
15 
16 all: $ (PROGS) 
17 

18 install: $(PROGS) bluez-utils-install 
HI 

20 clean: bluez-libs-clean bluez-utils-elean 
21 
22 

23 
24 
25 

26 
27 

28 
29 
30 

31 

32 
33 

34 

35 

36 
37 

38 
39 
40 

41 
42 

43 

44 

45 

bluez-libs: 
hf 

fi 

-f $(BLUEZLIBDIR)/Makefile ]; then \ 
cd $(BLUEZLIBOIR); \ 
CC="$(CC)" LD="$(LD)" LDFLAGS·"$(LDFLAGS)" LDLIBS·"$(LDLIBS)" 

./eon! \ 
--prefix=$( /cris-axis-linux-gnu \ 

/cris-axis-linux-gnu/ete \ 
=eris -axis -linux 

libdir=$(AXIS_TOP_DIR /eris axis-linux-gnu \ 
--ineludedir=$(AXIS_TOP_DIR) target/cris-axis-linux-gnu/ 

include \ 
--with-kernel=$(AXIS_TOP_DIR)/os/linux ; \ 

~$(MAKE) -C $(BLUEZLIBDIR); \ 

bluez-utils: 
if[ 

bluez-libs-install 
-f $(BLUEZUTILSDIR)/Makefile ]; then \ 

ed $(BLUEZUTILSDIR); \ 
CC·"$(CC)" LD-"$(LO)" LDFLAGS·"$(LDFLAGS)" ./configure \ 
--prefix=$(AXIS_TOP_DIR) /eris-axis linux-gnu \ 

sysconfdir=$(AXIS_TOP_DIR) /cris-axis-linux-gnu/etc \ 
--host=cris-axis-linux \ 
--libdir=$(AXIS_TOP_DIR 
--ineludedir=$(AXIS_TOP_DIR) 

include \ 

/cris-axis-linux-gnu \ 
/cris-axis-linux-gnu/ 



Univ
ers

ity
 of

 C
ap

e T
ow

n

46 
47 
48 
49 

50 

51 

--with-kernel=$(AXIS_TOP_DIR)/os/linux \ 
--cache-file=/dev/null --without-glib; \ 

fi 
0$(MAKE) -C $(BLUEZUTILSDIR); 

52 bluez-libs install: bluez-utils 
53 0$(MAKE) -C $(BLUEZLIBDIR) prefix=$(prefix) install 
54 

55 bluez-utils-install: bluez-libs-install 
56 ~$(MAKE) -C $(BLUEZUTILSDIR) prefix=$(prefix) install 
57 
~ bluez-libs-clean: 
59 (Cif [ -f $(BLUEZLIBDIR)/Makefile ]; then \ 
60 $(MAKE) -C $(BLUEZLIBDIR) clean; \ 
61 fi 
62 
~ bluez-utils-clean: 
64 (Cif [ -f $(BLUEZUTILSDIR)/Makefile ]; then \ 
65 $(MAKE) -C $(BLUEZUTILSDIR) clean; \ 
66 fi 
67 

68 bluetooth: 
69 0if 
10 

71 fi 

-f bluetooth/Makefile J; then \ 
$(MAKE) -C bluetooth/ hei_uart.o; 

102 
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103 



Univ
ers

ity
 of

 C
ap

e T
ow

n




