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Abstract

Each year the world’s dependency on the internet grows, especially its functionality relating
to critical infrastructure and social connections. More than 80% of internet traffic is encrypted
using Transport Layer Security (TLS) protocol, and it is predicted that this number will
increase [8]. However, threat actors are also increasingly using the TLS protocol to hide
malicious activities such as Command and Control, loading malware into a network, and

exfiltration of sensitive data.

The use of TLS by threat actors poses a challenge to security professionals as traditional
techniques used in the detection of HTTP malware cannot be applied in detecting Hyper-
text Transfer Protocol Secure (HTTPS) encrypted malware. To manage this, companies
are using a traditional method called Transport Layer Security Inspection (TLSI), which
involves decrypting packets to do full packet inspection. TLSI is expensive in computational

performance and complexity, and over and above all, it violates the users’ privacy.

Researchers from Cisco have proposed that it is possible to identify malicious encrypted
traffic by techniques other than TLSI and that the unencrypted TLS handshake messages,
certificates, and flow metadata of malicious traffic are distinct from benign. These differences
can be effectively used in machine learning to classify malicious and benign encrypted traffic
[35].

This dissertation aims to assess the feasibility and effectiveness of the proposed alternative
to TLSI. We sourced thousands of malware and benign flows and then used the Cisco tool
called Joy to extract the features from the unencrypted TLS handshake messages, certificates,
and flow metadata. To understand the characteristic behaviour between malicious and benign
flows, we did a data exploration, summarized the unique values of the features from our
datasets, and compared them with the feature values from the Cisco datasets used in the
research paper [35]. We then selected features that had the most differentiating power in
our dataset. The selected features were inputs into the two supervised classifiers: logistic

regression and random forest. The classifiers were trained and tested on the offline datasets
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of benign and malware features, and we observed that the random forest performed better
with an average accuracy of 98.92%. We concluded that it is viable and effective to use
alternative techniques to detect HTTPS malware without TLSI.
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Chapter 1

Introduction

1.1 Context and Motivation

Malware had a benign beginning in the 1970s, with Creeper being the first experiment
designed to test how a program might move between computers. In the 1980s, researchers
became more interested in the behaviour of a ’virus’ in terms of how it replicates itself,
infecting computer systems, and how fast it spread through systems. However, over time
malware has been used to destruct systems and critical infrastructure. On 02 November 1988,
the Morris Worm spread via the Internet. It was the first malware to substantially impact
infecting a network of computers connected to the Internet, and it brought down networks
within 24 hours [55] [37].

All malware writers and cybercriminals aim to disseminate their malware across computer(s)
to perform different functions such as stealing, encrypting, or deleting sensitive data, altering
or hijacking core computing functions monitoring users’ computer activities without their
permission. To achieve this, they use phishing emails, social engineering, and malicious
websites as entry vectors and Command and Control (C2) servers for communication between

the infected system and the threat actors’ machines.

In the 21st-century, malware has grown exponentially both in numbers and infections spread.
Malware is becoming more sophisticated with the rising number of users’ and critical in-
frastructures’ dependence on the internet. The internet has evolved to the 21st-century
battleground where malware is used to launch attacks on businesses’ and countries’ critical
infrastructure. "Unlike traditional combat operations, cyberattacks do not require sophis-

ticated weaponry to carry out their warfare. On the cyber battlefield, a single individual
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with a laptop computer can wreak havoc on a business, the economy, and even our critical

infrastructure"” [28].

The Internet was initially built with no security in mind, “We didn’t focus on how you could
wreck this system intentionally. You could argue with hindsight that we should have, but
getting this thing to work at all was non-trivial.” [12] said Vinton G. Cerf, Google vice
president who in the 1970s and 80s designed vital building blocks of the Internet. There was
no privacy, authentication, or checking the traffic integrity, which made it natural for attackers
to use the HTTP protocol for malicious use. This vulnerability demanded the existence of
HTTPS. HTTPS does the same as HTTP: transferring and receiving information on the web,
but securely by encrypting the data using one of the associated cryptographic protocols TLS
or Secure Sockets Layer (SSL). These cryptographic protocols provide integrity and privacy.
Unfortunately, privacy does not mean security; threat actors are also adopting the use of
TLS to hide their malicious activities such as Command and Control, loading malware into a

network, and exfiltration of sensitive data.

TLS uses the X.509 certificate for server authentication; X. 509 certificates contain a public
key and a hostname, organization, or individual identity [25]. Certificates give users some
assurance that the website or application they are using is legitimate. Some of the available
certificates belong to malicious websites and should not be trusted. Security professionals
have made efforts to identify certificates that belong to malicious websites, which has led
to threat actors stealing legitimate certificates to evade detection. The benefit of having
legitimate certificates for their malware is so great that there are criminal organizations dedi-
cated solely to stealing certificates and selling them to other cybercriminals. These criminal

organizations have now even created malware designed just to steal digital certificates.

In the February 2018 Zscaler SSL Threat Report, it is stated that since July 2017, the amount
of SSL encrypted traffic on the Zscaler Cloud has increased by 10% to a total of 70% of all
web traffic. The report also indicates that Zscaler cloud blocks an average of 8.4 million
requests in SSL/TLS-based traffic daily, 600,000 of those containing advanced threats [11].
Moreover, the February 2019 Zscaler SSL Threat Report states that nearly 90% of the internet
traffic moves over encrypted channels and that in the second half of 2018, the Zscaler cloud
blocked 1.7 billion threats hidden in SSL traffic, which translates to an average of 9.1 million
advanced threats blocked daily. The trend is clear, and we can expect the numbers to increase,

especially given how cheap and easy it is to obtain valid TLS certificates [27].

A great deal of research has been done in detection of HTTP malware which involves

inspecting the full packet. Packet inspection in the case of HTTPS means decrypting the
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packet, inspecting the decrypted content for threats, and then re-encrypting the traffic before
it enters or leaves the network. This technique is called TLSI and it is expensive in terms of
performance and complexity. Besides these technical issues it violates the integrity of the
packet and privacy of the users, who expect that with SSL/TLS they have a secure end-to-end

connection between their browser and the destination server.

In November 2019, the United States of America National Security Agency (NSA) published
an advisory that addresses the risks behind TLSI and provides mitigation measures for
weakened security in organizations that use TLSI products [30]. The challenges in TLSI
strengthen the need for research on malware HTTPS/encrypted traffic detection without

decryption.

A promising result for an alternative to TLSI has been published by a team of researchers from
Cisco. The researchers published the paper "Deciphering Malware’s use of TLS (without
Decryption)" proving that it is possible to detect malware while preserving privacy. They
studied different malware families’ use of TLS, observed the TLS handshake and extracted
features from the flow metadata, certificates, and clienthello and serverhello messages [35].
They applied machine learning classifiers to each malware family, resulting in a multi-class

classification problem.

This project aims to replicate the study done by the Cisco team and analyze the feasibility and
effectiveness of their approach. The main difference with our study is that the classification
will be independent of the malware families. The machine learning classifiers will be applied
to all malware flows regardless of their respective malware families. We aim to have a binary

classification, testing whether the flows are benign or malicious.

1.2 Overview of the Thesis

This dissertation is structured as follows: the second chapter outlines how data is transmitted
over the internet using the TLS protocol, explains how malware uses TLS, the challenges in
using TLSI to detect such malware, and presents current research on the alternative to TLSI.
The third chapter details the lab environment and the implementation of the machine learning
classifier, which includes data sourcing and flow filtering. The fourth chapter explores the
data behavior and the selection of relevant features. The fifth chapter presents the flows’
preprocessing and the machine learning models used for the classification and outlines; the

testing of the flows, presents the results of the classification models, and analyzes their
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performance. The sixth chapter discusses the results of the models, the project’s limitations,

and ways we could improve it.



Chapter 2
Background

The background chapter covers the technical context within which the dissertation will be
done. This chapter presents the TPC/IP protocol details, cryptography algorithms used
in the TLS encryption, digital certificate, and TLS handshake messages to understand the
metadata and fields relevant to flag the malicious flows. In addition, the chapter also presents
characteristics of malware using TLS, the challenges in the TLSI method used to detect
encrypted malware traffic, current research on the alternative to TLSI, and machine learning

classifiers used for anomaly detection.

2.1 Transmission Control Protocol/ Internet Protocol Model

The Transmission Control Protocol (TCP) enables clients and servers to communicate by
sending packets successfully and intact over a network. The TCP/IP model defines how data
is organised and transmitted between the client and server. The model is a combination of

four layers: application, transport, internet, and network.

2.1.1 Application

The application layer is responsible for initiating requests at the application level and is
concerned mainly with human interaction and the implementation of related protocols. It uses
different protocols to complete the requests for different programs; some of the protocols
used by the application layer include HTTP, HTTPS, and DNS. The application layer uses
ports to pass on the data to the transport layer. The use of the ports makes it easier for the

transport layer to understand the type of data from the application layer [49].
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2.1.2 Transport

The transport layer performs host-to-host communications either the same or different hosts
and on either the local network or remote networks separated by routers [48]. The transport
layer uses Transmission Control Protocol (TCP) and User Datagram Protocol (UDP). TCP is

preferred because of its reliability in ensuring data is transferred and reaches the host [44].

2.1.3 Internet

The internet layer handles packing, addressing, and routing packets over the network using
the internet protocol (IP). The IP information is attached to each packet, and this information

helps routers send packets to the right host [50].

2.1.4 Network

The network layer is responsible for the physical host-to-host delivery of packets through the
network by encapsulating the IP packets into frames transmitted by the network and mapping

IP addresses into physical addresses.

2.1.5 NetFlow

We can not talk about the IP and TCP protocol without talking about NetFlow. NetFlow
represents all IP packets that pass in a network during a specified period, sharing the same 1P
protocol, source and destination IPs and ports. [40]. NetFlow answers questions regarding IP

traffic: who, what, where, when, and how.

2.2 Cryptography Algorithms and Certificates

Before we look at the TLS/SSL protocol, we first need to understand cryptography fundamen-
tals. Cryptography is the study of mathematical techniques to provide information security
[54]. Cryptography uses encryption and decryption to ensure that the information or message

cannot be read or understood by an eavesdropper.

2.2.1 Symmetric Encryption

Private key or symmetric encryption involves only one secret key to encrypt and decrypt

information. The drawback with symmetric key encryption is that it requires both the sender
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and receiver of the information to exchange the key used to encrypt the information before

decryption.

2.2.2 Asymmetric Encryption

Public key or asymmetric encryption uses two keys, one to encrypt and the other to decrypt.
The encryption is done with the recipient’s public key, and decryption is done with the

receiver’s private key.

2.2.3 Cryptography Algorithms Key Strength

The security level of a cryptosystem is the number of operations required to defeat the
objective of security. A brute force attack is how a cryptosystem gets breached, where an
attach tries all possible keys to decrypt the encrypted information. The feasibility of a brute
force attack depends on the length of the private key. In general, the longer a key is, the

better security it provides, assuming it is genuinely random [6].

Key Size (bits) Number of Alternative | Time required at 10°
Keys Decryption/us
32 232 =43x10° 2.15 milliseconds
56 26 =72 % 101° 10 hours
128 2128 =43 10% 5.4 x10™ years
168 2168 — 3.7 % 10 5.9 x10% years

Table 2.1 The average time required for exhaustive key search

However, key length on its own is not sufficient to ensure the security of the encrypted
information. The absolute strength of a key also depends on the algorithm used for encryption.

Some algorithms are inherently stronger than others for any given key length.

2.2.4 Hybrid Cryptosystem

A hybrid cryptosystem makes use of the advantages in both symmetric and asymmetric
encryption, where asymmetric encryption is used for distributing the symmetric keys and
symmetric encryption is used for encryption and decryption of the information. Figure 2.1

shows how a hybrid cryptosystem uses both symmetric and asymmetric encryption.
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Figure 2.1 Hybrid Cryptosystem [57]

2.2.5 Hashing

Hashing requires no key or secret information; hashing is a cryptography method that
converts any form of data into a unique irreversible fixed-size binary string. The unique
irreversible fixed-size string is called the hash value’, "'message digest’, ’digital fingerprint’,
or "checksum’. The primary use of hashing is to validate THE integrity of a piece of data.
Two files can be assumed to be identical only if the checksums generated from each file,
using the same cryptographic hash function, are identical [20]. The encrypted hash and other

information like the hashing algorithm are known as a digital signature.

2.2.6 Certificates

A digital certificate is a cryptographic file that contains a digital signature. In the SSL/TLS
context, a digital certificate is an X.509 certificate that asserts server identity and facilitates
encrypted connections. The certificate binds the signing key to the server, and the digital
signature informs the client that the server can be trusted. Certificates can be self-signed;

however, certificates are more trusted when signed by a Certificate Authority (CA) [26].
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Certificate Chain

The Chain of Trust refers to tracing the server’s SSL certificate back to a Certificate Authority.
There are three parts to the chain of trust: server, intermediate CA, and root CA. Figure 2.2
shows how to obtain a certificate and tracing it back to the root CA through the certificate
chain.

Owner’s DN

tificat
Issuer's (CA) DN Get certificate

|
Owner's public key ‘
|
|

E Issuer’s (CA) signature

1 | Issuers(CA)DN |
—‘ Owner's public key ‘

Verify signature

if
| Issuer's (Root CA) DN »— Get certiicate

| Issuer's (Root CA) signature ‘

Root CASDN |

Verify signature

|
|[ Root CA's public key ‘
|

Root CA's signature ‘

Figure 2.2 Certificate Chain [24]



10 Background

2.3 Transport Layer Security

Confidentiality, Integrity, and Availability, known as the CIA triad, is a security model created
to guide information security policies within an organization. These three elements of the
CIA triad are considered the three most essential components of security. Below are the
definitions from the ISO 27001 Standard [29]

» Confidentiality: "property that information is not made available or disclosed to

unauthorized individuals, entities, or processes".
* Integrity: "property of accuracy and completeness".

* Availability: "property of being accessible and usable upon demand by an authorized

entity".

The Internet was generally not built with security in mind, and this is why it is natural for the
CIA triad to be compromised. This vulnerability demanded the existence of HTTPS. HTTPS
does the same as HTTP, but securely by encrypting the data using cryptographic protocols
and TLS/SSL. These protocols provide integrity and privacy

SSL and TLS are cryptographic protocols that use the cryptography algorithms explained
in Section 2.2 to provide authentication and data encryption between servers, clients, and
applications operating over a network. TLS evolved from SSL protocol, but SSL is no longer

considered secure.

The TCP/IP model explained in Section 2.1 data is passed from the highest to the lowest
layer, the TLS/SSL protocol is between the application and transport layer.

Application

ge
Spec

1. Application 1.Application

Socket

2.Transport
2.Transport

Lk
R

3.Internet = :
3.Internet =
2. Transport
— o]
— S s

Figure 2.3 SSL/TLS Architecture [13]
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Below is the whole history of SSL and TLS releases:
* SSL 1.0: security issues prevented its release.

* SSL 2.0: released in 1995. Deprecated in 2011 and has known security issues.

SSL 3.0: released in 1996. Deprecated in 2015 and has known security issues.

TLS 1.0: released in 1999 as an upgrade to SSL 3.0 and deprecated in 2020.

TLS 1.1: released in 2006 and deprecated in 2020.

TLS 1.2: released in 2008.

TLS 1.3: released in 2018.

TLS 1.2 is currently the most widely implemented version of TLS and offers improve-
ments over the older version, and it supports multiple key exchange algorithms and several
cryptography algorithms. Even with the improvements, there are still concerns about the
overall security, privacy, performance, and network overhead of TLS 1.2. These concerns are
addressed in TLS 1.3 with a faster and simpler TLS handshake, more secure ciphersuites,
and Zero Round-Trip Time (0-RTT) key exchanges to further streamline the TLS handshake
[42].

TLS1.3
(Full Handshake)

TLS1.2
(Full Handshake)

om

Client Server Client
? O
O,
" Hou, i s"::f:u_;;; .
Ot ‘ =0
- et o e
P et
O R A7 Ty
key, 100ms Hrpp = ~ ;\n’\‘“‘
u'-‘ha,:; hange ™ ~ . '?ew:e';'— =
Pec, "’Td . : (AD ------------ _ 5 4)
- .‘Q\w .= ?005’3
- na® pe PR
(O < [ — 4
Hrr 200ms
9t st T CD 77777777777 v
- ’p;(:s“

Figure 2.4 Comparison of TLS 1.3 and TLS 1.2 Handshake [42]
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Background

2.3.1 Handshake

The SSL/TLS handshake enables the SSL/TLS client and server to establish the secret keys

with which they communicate. Below are the steps that enable the SSL/TLS client and server

to communicate with each other:

Agree on the version of the protocol to use.

Select cryptographic algorithms.

distribution approach discussed in Section 2.2.4.

Client Server

Authenticate each other by exchanging and validating digital certificates.

Use asymmetric encryption techniques to generate a shared secret key. SSL/TLS

then uses the shared key for the symmetric encryption of messages. This is the key

Client Hello

server Hello

Init
ge, Certificate

geryer's Certificate, ServerKeyExchange LETREETE.

_R;q;est(all optional

Gerver Hello Done

CJiL’nrﬁeyExchange

(Depends on py algorithm selected during Hello EX)
Certificate Verify

Change CipherSpec
(Signals transition i ciphering methods)

Finished

Change ClpherSpec

Finished

| Hello Message
Fhase

b~ Client
Exchange

| Cipher
Change

Figure 2.5 TLS Handshake [21]
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Client Hello

The session begins with the client saying "Hello". The client provides the following:

» Version: TLS protocol version number that the client wants to use for communication

with the server.

* Client random: 32-byte pseudorandom number used to calculate the Master secret and

create the encryption key.
 Session identifier: unique number used by the client to identify a session.

* Ciphersuites: list of ciphersuites supported by the client ordered by the client’s prefer-
ence. The ciphersuite structure: TLS_Key Exchange Algorithms_Digital Signature
Algorithm_Bulk Encryption Algorithms_Message Authentication Code Algorithms.
An example TLS_ ECDHE_RSA_WITH_AES_128_GCM_SHA?256.

» Compression method: list of methods that will are used for compressing data before it

gets encrypted.

» Extension: list of additional information provided to the server which is clear on what
the server should do with the information in both cases where the server supports the

information or not.

¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.8 (@x@3el)

Length: 512

¥ Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (8x8383)
Random: B83a3df94cd2974a15b49cf@oblffe3cf2531617df7@d41b2389d8@9b85193bb
Session ID Length: 32
Session ID: 486a4fb@addabafo@cac5f35153244a3e68cTaf36b50116b7e48cRas88534bd
Cipher Suites Length: 86
Cipher Suites (43 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 349
Extension: server name {len=18)
Extension: ec_point_formats (len=4)
Extension: supported_groups (len=12)
Extension: session_ticket (len=@8)
Extension: encrypt_then_mac (len=@)
Extension: extended_master_secret (len=8)
Extension: post_handshake_auth (len=@)
Extension: signature_algorithms (len=48)
Extension: supported_versions (len=9)
Extension: psk_key_exchange_modes (len=2)
Extension: key_share (len=38)
Extension: padding (len=17@)

Figure 2.6 Client Hello
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Server Hello
The server says "Hello" back. The server provides the following:

» Server version: highest TLS protocol version supported by the server and supported

by the client.
* Server random: 32-byte pseudorandom number used to generate the Master Secret.

* Session identifier: unique number to identify the session for the corresponding con-

nection with the client.

* Ciphersuite: single strongest ciphersuite that both the server and the client support.

If there is no supporting cipher suite, then a handshake failure alert is created.

* Compression method: compression algorithm agreed by both the server and the

client; this is optional.

» Extension: extensions agreed by both the server and the client.

¥ Transport Layer Security
¥ TLSvl.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@8x0363)

Length: 69

¥ Handshake Protocol: Server Hello

Handshake Type: Server Helle (2)
Length: 65
Version: TLS 1.2 (@x8383)
Random: fSba2df434d@367c5ad3@6hd4dcBeac3er?7221524d46ch12c021316c2b49b58
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (@xc@2f)
Compression Methed: null (@)
Extensions Length: 25
Extension: renegotiation_info (len=1)
Extension: server_name (len=8)
Extension: ec_point_formats (len=4)
Extension: session_ticket (len=@)
Extension: extended_master_secret (len=8)

Figure 2.7 Server Hello



2.3 Transport Layer Security 15

Server Certificates

The server sends the client a chain of X.509 certificates to authenticate its public key.

¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (9xB363)
Length: 4544
v Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 4540
Certificates Length: 4537
¥ Certificates (4537 bytes)

Certificate Length: 1463
v Certificate: 388265b33032049ba003020102621100b318bald08alalcdf33b1d6748e72a53300d0609... (id-at-commonName=".zvuch. com)

v signedCertificate
version: v3 (2)
serialllumber: @x80h319bal408alalcdf33bld6748e72a53
signature (sha2S6WithRSAEncryption)
issuer: rdnsequence (@)
validity
subject: rdnsequence (@)
subjectPublickeyInfo
extensions: 9 items
algorithmldentifier (sha256WithRSAEncryption)
Padding: @

Certificate

Certificate
Certificate

encrypted: 7abef

Certificate:

089551¢573a636a7832717aam

-4f7725afeat79f

Length: 1559
305206133052037ha00302010202107d5b512604760a11db74168bbC5 30da7 300d06092a..

Length: 1566

(id-at-commonName=Sectigo RSA Domain Validation Secure Server CA,id-at-organizationNa.

Trust RSA Certification Authority,id-at-organizationName=The US..

30820502308203C62003020162021001Fd6d367 ca3casiaslbbce:

(id-at-

Figure 2.8 Server Certificates

Key Exchange

Both the server and the client have public and private keys, both parties distribute their public
key to each other. To calculate the encryption key, both parties use their private keys and
each other’s public keys. Figures 2.8 and 2.9 show the key exchange between the client and

SErver.

V¥ Transport Layer Security
¥ TLSvl.2 Record Layer: Handshake Protocel: Server Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 388
*~ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 296
¥ EC Diffie-Hellman Server Params
Curve Type: named_curve (@x83)
Named Curve: x25519 (@x88ld)
Pubkey Length: 32
Pubkey: 94a7386dcdcad95ccf2016b88ceBT3chBcadbacabaa’38calaf7c7ad13f37952
Signature Algorithm: rsa_pss_rsae_sha256 (@x@83@4)

Signature Length: 256
Signature: 33bda7elb33f79975787a64@b3becac8a262f36cT27a11d365bf@18achd63f5343956d45..

Figure 2.9 Server Key Exchange
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¥ Transport Layer Security
¥ TLSvw1.2 Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (8x83683)
Length: 37
¥ Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (18)
Length: 33
¥ EC Diffie-Hellman Client Params
Pubkey Length: 32
Pubkey: @absRaleeedsesff2e3cfredfadcdi?ads8c33eplaofadr?f77649984%a0cTen?

Figure 2.10 Client Key Exchange

Server Done

The server indicates it has finished the handshake with the client.

4 |Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: @

Figure 2.11 Server Done

Change Cipher Spec

Notifies both the client and server that the traffic will be encrypted under the negotiated
CipherSpec and keys.

4 |TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
Version: TLS 1.2 (Bx@383)
Length: 1
Change Cipher Spec Message

Figure 2.12 Cipher Change
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2.4 TLS-based Malware

Several known malware use SSL/TLS to hide their malicious traffic, such as IcedID, Emotet,
Trickbot, and many more. Below we highlight some of the TLS behaviours exhibited by the
three malware. An extensive list of malware using TLS is in Appendix C. The tactics and
techniques used by the malware discussed in this section are found in the MITRE ATT&CK
database [17].

2.4.1 Emotet

Emotet first emerged in June 2014 and was primarily used to target the banking sector [17].
Emotet spreads through spam emails; the emails may contain familiar branding designed
to look like a legitimate email to persuade users to click the malicious file(s) containing

JavaScript code.

> B e
Pas’ N
Spam email with URL leads to Macro downloads Loader downloads
malicious URL malicious macro Emotet's loader next-stage payloads,
payload executes G&C commands

Figure 2.13 Emotet infection chain [16]

Emotet has become modular after evolving from malicious JavaScript files to macro-enabled
documents to retrieve the virus payload from C2 servers. Emotet is also a downloader for
other malware variants such as TrickBot, Qakbot IcedID [17], and Figure 2.14 and Figure
2.15 show this. Emotet mainly uses the HTTPS protocol for its communication, but it also
uses HTTP over ports such as 20, 22, 7080, and 50000.
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- 2020-07-21-Emotet-infection-with-Qakbot.pcap -t

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[](nttp.request or tis.nandshake.type eq 1) and !(ssdp) and !(ip.addr eq 52.0.0.0/8) and {(ip.addr eq 40.0.0.0/8) and !(ip.addid - -|

Dst port Host Info -

14: 182.50.151.87 80 umeedupvanfoundation.com GET /blogs/JB5HY27F
14: 104.238.82.165 443 kipliani.com client Hello
14: 163.44.168.22 80 phamthuan.com GET /wp-admin/h/ H1
14: 134.209.38.89 80 rmacadetstore.com GET /cwu/l6y/ HTTP/
14: 134.209.38.89 443 rmacadetstore.com Client Hello
14: 104.28.22.107 80 fivestarcleanerstx.com GET /h/procurement;
14: 139.59.228.88 443 www.thelibrarysamui.com Client Hello
14: 124.45.106.173 443 124.45.106.173:443 POST /Edif/ HTTP/1.
14: 124.45.106.173 443 124.45.106.173:443 POST /G3tJeBBYQ455)
14: 124.45.106.173 443 124.45.106.173:443 POST /LOEkr/IFWDb8/
14: 124.45.106.173 443 124.45.106.173:443 POST /01G3KKGd/ HT1
14: 124.45.106.173 443 124.45.106.173:443 POST /LFKovAiCaYSt(
14: 198.144.158.120 443 198.144.158.120:443 POST /SyijpY8HtMg7y
14: 124.45.106.173 443 124.45.106.173:443 POST /qlQ1/XqzH/1p$
14: 124.45.106.173 443 124.45.106.173:443 POST /0f680LBb/B17]
14: 124.45.106.173 443 124.45.106.173:443 POST /AvPxevvv0/NNc
15: 124.45.106.173 443 124.45.106.173:443 POST /rkalLBO7N/ HT1
15: 124.45.106.173 443 124.45.106.173:443 POST /iTOzKR1/z6hI
15: 198.144.158.120 443 198.144.158.120:443 POST /NnDwHpPG HTTP/
15: 124.45.106.173 443 124.45.106.173:443 POST /PXX8rq7y23ji)
15: 198.144.158.120 443 198.144.158.120:443 POST /Jevuka8q8RYAF
15: 198.144.158.120 443 198.144.158.120:443 POST /xBtHgDZqg92bcc
15: 124.45.106.173 443 124.45.106.173:443 POST /69W36/RzDkJoC
15: 24.234.86.201 995 client Hello
15: 24.234.86.201 995 Cclient Hello
5 24.234.86.201 995 Qakbot client Hello
15: 24.234.86.201 995 Cclient Hello

15: 24.234.86.201 995 Client Hello ~

Figure 2.14 Emotet with Qakbot [16]

v 2020-07-20-Emotet-epoch-1-infection-with-Trickbot-gtag-mor113.pcap -+ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
[A](nttp.request or tis.nandshake.type eq 1) and (ssdp) and Xip.addr eq 52.0.0.0/8) and Xip.addr eq 40.0.0.0/8) ]
Time Dst port Host Info =
2gR0-07-20 15:14.. 150.95.105.197 443 gachchiulua.com.vn client Hello
0-07-20 15:14.. 103.227.176.27 80 wellnessheautyhub.com GET /wp-admin/ntQ549/
2(p0-07-20 15:15.. 181.30.69.50 80 181.30.69.50 POST /wjAI/ HTTP/1.1
2(p0-07-20 15:15.. 181.30.69.50 80 181.30.69.50 POST /SvMWYXh70/MZ61y1
2(p0-07-20 15:15.. 181.30.69.50 80 181.30.69.50 POST /DVUCKFbRXF/UHS9]
fﬂiE— =20 15:15.. 51.159.23.217 443 51.159.23.217:443 POST /IXNQuQ/xBsfCQ8/2
Emotet ©® 15:15.. 181.30.69.50 80 181.30.69.50 POST /z7BCp2epYYRzeY17
0 15:15.. 51.159.23.217 443 51.159.23.217:443 POST /60RL1G1rvdSroPzZk
2(p0-07-20 15:15.. 181.30.69.50 80 181.30.69.50 POST /fkj8exGygIjKJIGUy
2(p0-07-20 15:16.. 181.30.69.50 80 181.30.69.50 POST /mThQB/QLWTXQzZtC
2(p0-07-20 15:16.. 181.30.69.50 80 181.30.69.50 POST /uhjLaKb/cDGcx0L7
2(p0-07-20 15:16.. 51.159.23.217 443 51.159.23.217:443 POST /nXU®S/mPq4Zrmlar
2(p0-07-20 15:16.. 181.30.69.50 80 181.30.69.50 POST /rCTWPu5w7jPeCsn/
2 15:16.. 51.159.23.217 443 51.159.23.217:443 POST /imfHTdDMAfd/vVvAQ
2 15:17.. 181.30.69.50 80 181.30.69.50 POST /85dwsZHvd7PgK/oc
15:17.. 181.30.69.50 80 181.30.69.50 POST /C7AnID1DdWPmDCaC
15:18.. 190.136.178.52 449 Client He
15:18.. 116.202.244.153 80 icanhazip.com GET / HTTP/1.1
15:23.. 190.136.178.52 449 client Hello
15:24.. 92.63.105.67 447 client Hello
15:24.. 190.136.178.52 449 client Hello
U 15:24.. 190.136.178.52 449 client Hello
15:24.. 194.5.249.157 443 194.5.249.157:443 POST /mor113/DESKTOP-W
15:24.. 190.136.178.52 449 client Hello -

Figure 2.15 Emotet with Trickbot [16]
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2.4.2 IcedID

IcedID is a modular banking malware designed to steal financial information that has been
observed in the wild since 2017 [17]. IcedID spreads via malspam emails typically containing

Office file attachments and used Emotet as a downloaded in multiple campaigns.

L] \http.request or ssl.handshake.type eq 1 [X] '| Expression... +
Time Dst port Host Info =
2020-03-03 18:31:56 89.42.218.21 443 cataclean.ro Client Hello
2020-03-03 18:32:46 89.42.223.153 80 ventilator-aer.ro GET /wp-content/uploads/20z
2020-03-03 18:32:54 209.97.173.196 443 happyhunters.pw Client Hello
2020-03-03 18:33:01 37.120.140.244 80 jagerteam.top GET /data3.php?E8C4ABC4592/
2020-03-03 18:34:01 37.120.140.244 443 jagerteam.top Client Hello
2020-03-03 18:34:02 37.120.140.244 443 jagerteam.top Client Hello
2020-03-03 18:34:02 37.120.140.244 443 jagerteam.top Client Hello
2020-03-03 18:34:02 37.120.140.244 443 jagerteam.top Client Hello
2020-03-03 18:34:02 37.120.140.244 443 jagerteam.top Client Hello

2020-03-03 18:34:03 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 18:39:02 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 18:44:03 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 18:49:04 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 18:54:06 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 18:59:07 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 19:04:08 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 19:09:10 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 19:14:11 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 19:19:12 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 19:24:14 37.120.140.244 443 freeclubcargo.club Client Hello
2020-03-03 19:29:15 37.120.140.244 443 freeclubcargo.club Client Hello -

Figure 2.16 Traffic from the infection filtered in Wireshark [16]

IcedID uses TLS in all of its C2 communications and the SSL certificates are self-signed.

Figure 2.17 shows that the issuer and the subject are the same.

W Certificate: 388203083082017PaR03020102020900h7e1ad@358e9c5c5300d06092a864886F70d0101.. (id-at-commonName=A7Wz4PrVay.net)
~ signedCertificate
version: v3 (2)
serialNumber: @x@@b7elad@35@edc5cs
signature (sha2Se6WithRSAEncryption)
“ issuer: rdnSequence (@)
rdnSequence: 1 item (id-at-commonMame=87Wz4PrVay.net)
validity
v subject: rdnSequence (@)
rdnSequence: 1 item (id-at-commonName=87Wz4PrVay.net)
subjectPublickeyInfo
extensions: 3 items
algorithmIdentifier (sha256WithRSAEncryption)
Padding: @
encrypted: 6cd3e25b7bcblf®9a32a@89c33da6bel78abfbesf3a0498a93b89c99750cccIZebclB4c..

Figure 2.17 IcedID self-signed certificate [16]
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2.4.3 Trickbot

Trickbot is a module-based malware that emerged in late 2016 and was initially identified
as a banking Trojan, but it has gradually extended its functionalities to collect credentials
from its victims’ email accounts, browsers and installed network apps [4]. Trickbot uses the

HTTPS protocol to communicate with its C2 servers.

Am o} RE Qe=sZEF s = QT

M=

Ne. e Seurce Destnten Pl Lengh  Info
2733 2020-87-20 17:18:21,883495 18.7.208.101 196.136.178.52 TLSv1 212 Client Hello
2735 2020-87-2@ 17:18:23,043380 190.136.178.52 19.7.20.101 TLsvl 1319 server Hello, Certificate, Server Key Exchange, Server Hello Done
2736 2020-87-20 17:18:23,849503 18.7.208.101 196.136.178.52 TLSv1 155 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2738 2020-87-20 17:18 ,916343 190.136.178.52 10.7.20.101 TLSvl 3@4 New Sessien Ticket, Change Cipher Spec, Encrypted Handshake Message
2739 2020-87-20 17:18:33,933946 18.7.28.101 196.136.178.52 TLSv1 288 Applicatien Data, Application Data

2743 2020-07-20 1]

2756 2020-07-20 1| M Wireshark . Packet 2739 . 2020-07-20-Emotet-epoch-1-infection-with-Trickbot-gtag-mor113.pcap

2764 2020-87-20 1]

2766 2020-087-20 1] Frame 2739: 288 bytes on wire (2304 bits), 288 bytes captured (2384 bits)

2768 2020-67-20 1] Ethernet II, Src: HewlettP_lc:47:ae (@0:0@8:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:f1)
2769 2020-07-20 1] Internet Protocol Version 4, Src: 18.7.26.161, Dst: 198.136.175.52

2771 2020-87-20 1| Transmission Control Protecol, Src Port: 56285, Dst Port: 449, Seq: 26@, Ack: 1516, Len: 234

2772 2020-@7-20 1| | v Transport Layer Security

2780 2020-87-20 1] Vv TiLsvi Record Layer: Application Data Protecol: Application Data

2792 2020-67-20 1] Content Type: Application Data (23)

2794 2020-87-20 1] version: TLS 1.0 (@xe3el)

2799 2020-07-20 1] Length: 32

2802 2020-67-20 1| Encrypted Application Data: fGadc3cl9edcd3sfdea7a5654b10e71ad3f0800772b537d0df93ceasdfa56517
2811 2020-87-28 1 v TLSV1 Record Layer: Application Data Protacol: Application Data

2814 2020-07-20 1] Content Type: Application Data (23)

2816 2020-87-20 1] version: TLS 1.2 (@x@3e1)

2818 2020-07-20 1| Length: 192

2819 2020-87-20 1 Encrypted Application Data: 8lcd3be6715e434c39b6ed7b797cde44eeasf1762d15ac1737fe448c773d3b98853C5a38..
2521 2020-67-20 1]

2823 2020-87-20 1]

2525 2020-67-20 1]

Figure 2.18 Trickbot from the infection filtered in Wireshark [16]

In Figure 2.16, we established that Trickbot communicates over HTTPS; another interesting
thing about Figure 2.18 is its use of TLS 1.0 in 2020 as the vulnerabilities of this version are

known.
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2.5 Challenges in TLSI

Most enterprises use TLSI to inspect traffic contents before forwarding the packets inside
and outside the network. However, this method has drawbacks. Below is a summary of the
drawbacks discussed in the NSA report [30] , The Security Impact of HTTPS Interception
[38] paper and The Risks of SSL Inspection [39] article.

* The NSA report highlighted risks around Forward Proxy, TLS session, and Certificate
Authority. A forward proxy that forwards decrypted traffic to external inspection
devices could misroute the traffic and expose sensitive traffic to unauthorized or weakly
protected networks. Unexpected changes in TLS certificates received from external

servers might indicate man-in-the-middle attacks against the proxy.

* In some cases, the TLSI software fails to validate the certificates of systems that it

connects to, leaving the client not knowing if they are connected to a legitimate site.

* When detecting a certificate error, some of the TLSI software will first send the client’s
request to the server before notifying the client about the error. This communication

allows the attacker to be still able to view or modify the client’s sensitive data.

* Some of the TLSI software deploy TLS libraries with minimal customization, and the

default settings for these libraries are vulnerable, making the TLSI itself vulnerable.

» TLSI is expensive in terms of performance and complexity, and this causes a drop in

the network’s performance.
* Decrypting packets for inspection is a violation of privacy.

* The products that perform the TLSI keep track of all the TLS certificates and keeps

them needed for packet decryption, and managing this process is complex and costly.

2.6 Alternative to TLSI

Most of the network detection work has focused on techniques to detect HTTP malware.
Therefore, there is limited research around the detection of HTTPS malware without decryp-

tion.

In Jakub Loko, Jan Kohout, Premysl Cech, Tomas Skopall and Tomas Pevny’s paper on
"k-NN Classification of Malware in HTTPS Traffic Using the Metric Space Approach” [46],
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they presented the efficiency of metric indexing for approximate k-NN search over datasets
of sparse high-dimensional descriptors of network traffic which reduce false-positive rates
by an order of magnitude when compared to the ECM linear classifier while keeping the

classification fast enough.

In FrantiSek Strasak’s paper "Detection of HTTPS Malware Traffic", a goal was set to detect
HTTPS malware connections by extracting new features [56]. He obtained malware data
from the Bro IDS program and he grouped; flows, SSL data, and X.509 certificates. For
benign data, he used data from the Stratosphere project and created, by hand, his datasets.
He used the algorithms: Neural Networks, XGBoost, and Random Forest to classify the
HTTPS malware traffic. FrantiSek Strasdk’s classifier had an accuracy of at least 96.64%.
With the work of these key papers in mind, we now describe the problem statement for the
research and an intended methodology to replicate, understand and assess these alternative

approaches.

In Blake Anderson and David McGrew’s work on ‘Identifying Encrypted Malware Traffic
with Contextual Flow Data’ [35], they studied the differences in behaviour between benign
and malware traffic using TLS handshake meta-data, DNS contextual flows linked to the
encrypted flow, and the HTTP headers of HTTP contextual flows. They used the 10-fold
cross-validation and 11-logistic regression machine learning supervised model with data
features from DNS, TLS and HTTP flows from the same source IP address within a 5-minute
window. The classifier they used had results of final accuracy is 99.993% and 0.00% false
discovery rate. Their malicious dataset was collected from January to April 2016 from a
commercial sandbox environment that receives user submissions and the benign dataset was

collected during a 5-day period in April 2016 from a large enterprise network’s DMZ.

In Blake Anderson, Subharthi Paul and David McGrew’s paper on ‘Deciphering Malware’s
use of TLS (without Decryption)’ [33], their approach focused on using TLS within malware
families to identify what characteristics of the specific family make it difficult to classify.
They analyzed the differences between the benign and malware TLS parameters. They used
a commercial sandbox environment to collect the first five minutes of a malware sample’s
network activity, and for benign traffic they collected TLS encrypted flows from an enterprise
network. A logistic regression classifier with an 11 penalty was used as the supervised
algorithm with the data features: flow metadata, sequence of packet lengths and times, byte
distribution, and unencrypted TLS header information. The classifier depended on client-side

TLS features and had an accuracy of 90.3% for the family attribution problem when restricted
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to a single encrypted flow and an accuracy of 93.2% when they used all encrypted flows

within a 5-minute window.

2.7 Anomaly Detection and Machine Learning

Machine learning is a combination of computational methods using experience to prove
performance or make accurate predictions [47] by learning, meaning acquiring skills or
knowledge by synthesizing useful concepts from historical data. Machine learning algorithms
can do their learning either in a supervised or unsupervised manner, and the main difference

between the algorithms is whether the data used for training is labelled or unlabelled.

* Supervised algorithms take data that is already labelled with ground truth and build a
model that can predict the labels of unlabelled [53].

* Unsupervised algorithms take unlabelled data and learn patterns within, such that the

new data can be mapped onto these patterns [53].

Our study is inspired by the research done by the Cisco team [35]; therefore, we also used
supervised models. In Section 2.6, we discussed different researchers’ approaches, and in
all cases, the models were supervised classifiers. Moreover, supervised learning is more
developed and understood than unsupervised learning [41], and it better suits our study as

we have structure labeled data as input into the classifiers

In this study two classifiers will be considered:

* Logistic regression analyses a dataset of independent variables that determine an

outcome and the outcome only has two possible outcomes (binary output).

* Random forest builds multiple decision trees the forest and merges them to get an

averaged output to get a more accurate and stable prediction.

The Cisco team in [34] studied six common machine learning algorithms: linear regression,
11/12-1ogistic regression, decision tree, random forest ensemble, support vector machine,
and multi-layer perceptron, on how effective they are in classifying encrypted malware and

random forest algorithm outperformed competing methods.
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2.7.1 k-fold Cross-Validation

When evaluating predictive models, the datasets are partition into training and testing sets.
Figuring out a split that will not affect the performance of the models cause noisy or
biased estimates is a challenge. The k-fold cross-validation provides a way to improve the

performance of machine learning models.

In k-fold cross-validation, the original dataset is randomly split into k equal size subsets
and one subset is used for testing, and the remaining k-1 subsets are used for training. The
classification model is then executed k times, each run a different set is selected as the testing
set. The k results are then averaged to produce a single estimation. The advantage of this
method is that all observations are used for both training and validation [1]. Below is an

example of 5-fold cross-validation.

Data

&

Training Test

Test

Test

Test

Test

Figure 2.19 5-fold cross-validation

There is no science behind the selection of the k value. However, in the books Applied
Predictive Modeling [43] and An Introduction to Statistical Learning [41] k=10 was found
to provide a good trade-off of low computational cost and low bias in estimating model

performance.
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2.8 Summary

This chapter detailed; how data moves over the internet, malware uses the HTTPS protocol,
and the different methods to detect malware over HTTPS.

The TCP protocol ensures that all data sent in a stream from client to server is in the
correct order and is intact. The TCP protocol establishes the connection enabling the HTTP
protocol to instruct the client and server how to read and process the data. To ensure
that the data is transmitted securely, the client and server must agree "handshake’ on the
cryptographic algorithms and keys for privacy and authentication. The SSL/TLS protocol
does this handshake. The combination of the HTTP and TLS protocol is the HTTPS protocol.

Malware authors make use of the HTTPS protocol to hide the malware and evade detection.
Through the analysis of IcedID, Emotet, and Trickbot, we noted that Malware distinctly uses
TLS compared to benign use. This behavior is the basis of the machine learning classification

model to detect malware without decryption.



Chapter 3
Design and Architecture

Data is the most important part of Machine Learning; we cannot train any classification
model without data. Therefore, it is essential to understand the origins of our data for better
interpretation and use. The first section details the process and techniques used to build an
isolated lab environment separate from the local machine to capture malware traffic packets.
The second section presents how and where the benign and malicious traffic packets were
sourced. The third section shows the process of combining the traffic packets to respective
TLS flows and filtering the final TLS flows used in the classification models. Figure 3.1

shows a high-level view of the experiment.
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Figure 3.1 Experiment Design



3.1 Lab Environment 29

3.1 Lab Environment

The lab is a Windows 7 Host running a VirtualBox Windows 10 guess Virtual machine (VM).
A VM is an isolated environment that appears to be a whole computer but only has access
to a portion of the computer resources. Virtual machine gives user the illusion of running

directly on the physical machine [31].

A VM provides an isolated environment that allows researchers to trigger malware, intercept
it and analyse its actions in a controlled environment. However, with the rising use of
VMs for malware analysis, malware developers are actively trying to stop such analysis by
detecting VMs.

Some of the common side-effects on VM detection by malware are that the malware:
* Does not connect with its C2 servers.
» Keeps its malicious code encrypted.
* Shuts down the VM

There are currently three categories of methods for locally detecting the presence of a
VirtualBox VM, looking for VM artefacts in:

1. Hardware
2. Registry, File systems and Processes / Services

3. Memory

To counter malware detecting that it is in a VM, we make changes in some of the VM'’s

artefacts mentioned above.

3.1.1 Hardware

Most of the modern user machines have the following hardware properties:
* 4G or more memory size
* More than 1 CPU core processor

¢ 80G or more drive size
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Therefore, we changed our windows 10 VM default hardware allocate to 4G memory size, 2

CPU core processors, and an 80G drive.

A VM gives an abstract view of hardware components through the MAC address, BIOS,
USB controllers, and other adapters. Malware queries the hardware component to detected
the virtualized hardware. A MAC address is a unique identifier assigned to Network Interface
Controllers on a machine. The prefix of a MAC address indicates the network adapter’s
vendor and the prefix for VirtualBox is 08:00:27, as seen in Figure 3.2. We then changed the
VM’s MAC address to the host’s MAC address C85B77ES52190 as seen in Figure 3.3

{2 Final Lab - Settings ? x
B General Network

M System Adapter 1 Adapter 2 Adapter 3 Adapter 4

- Display Enable Network Adapter

a Attached to: |NAT -

’,J orage Name:

(I/—' Audio V' Advanced

ﬂl Network Adapter Type: |Intel PRO/1000 MT Desktop (82540EM) =
o Promiscuous Mode: | Deny

:\’_} Serial Ports -.

' MAC Address: |0800270B530A | &

o—) UsB Cable Connected

I_— Shared Folders Port Forwarding

Figure 3.2 VM’s Original MAC
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;—/\ Use Cable Connected
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Figure 3.3 VM’s New MAC

The Win32_BIOS and Win32_ComputerSystem base classes are used to retrieve and change
a VM’s computer make and model (manufacturer name, model number) and other hardware
details. Figure 3.4 shows the VM'’s original hardware details and the SMBIOSBIOS Version
and Model values have the value "VirtualBox" which would immediately alert the malware
that it is in a VM. We then used the Win32 base class script in Figure 3.5 to change these

values to the host’s values and the new VM'’s values are in Figure 3.6.

findows Powershell
NYTHIRG

Figure 3.4 VM’s Original Hardware Details
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#pragma namespace ("\\\\.\\root\\cimv2")
class Win32_BIOS

{
[key] string SMBIOSBIOSVersion;
string Manufacturer;
string SerialNumber;
string Name;
uintl6 BiosCharacteristics[];
string Version;

s

[DYNPROPS]

instance of Win32 BIOS

{
SMBIOSBIOSVersion = "V2.98";
Manufacturer = "TOSHIBA™;
SerialNumber= "z913179@W";
Mame ="Ver 1.8@PARTTEL";
BiosCharacteristics = {4,7,8,9};
Version= "TOSQCI - 6840000 ;

Is

class Win32 ComputerSystem

I
L

[key] string Mame;
string Domain;

string Manufacturer;
string Model;

string OEMStringArray[];
string PrimaryOwnerName;

s

instance of Win32_ComputerSystem
1
Mame = "DESKTOP-65NBTIG™;
Domain = "WORKGROUP™;
Manufacturer = "TOSHIBA™;
Model = "Satellite™;
OEMStringArray = {"Welcomes to the Jungle"};
PrimaryOwneriName = "Miranda”;

Figure 3.5 Win32 Base Classes Script
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EN Windows PowerShell

Windows Pow 1
Copyright (C) Microsoft Corporation. All rights reserved.
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PS5 C:Wsers\NYTMIR®81> Get-WmiObject Win32_ComputerSystem
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Name

Primar nerhame : Miranda
TotalPhysicalMemory :

Figure 3.6 Win32 Base Classes Change

3.1.2 Registry, File systems and Processes / Services

The registry is a hierarchical database that contains critical data for the operation of Windows
and the applications and services that run on Windows [23]. Virtualized Windows environ-
ments will often contain various registry entries not commonly found on physical machines,
the presence of which helps the malware detect that it is running on a VM. Whenever a
new VM is spawned, the guest operating system (OS) leaves registry keys related to it.
Appendix A shows the lists of VirtualBox files. Most of these files below are generated when
VirtualBox guest addition is installed; guest addition allows the transfer of data from USB
to the VM machine. Ejecting guest addition will automatically remove the files. Figure 3.7

shows the registry of the VM after we changed its registry keys values to the host.
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Figure 3.7 VM’s Registry Change

3.1.3 Memory

The location of various memory structures, especially Interrupt Descriptor Table (IDT),
varies in a VM compared to a physical machine. In November 2004, a researcher named
Joanna Rutkowska introduced code called "The Red Pill". Her code runs a single machine
language instruction called Store Interrupt Descriptor Table (SIDT); this instruction stores
the contents of the IDT Register, and the IDT is typically located at OxffXXXXXX, while on
a VM it is located at 0xe8XXXXXX [45]. Unfortunately, there is no counter for the memory
check. Any malware with the capability to do the memory check will immediately know it is

in a VM. Emotet is one of the malware families that have this capability.

3.2 Data sources

To train and test our supervised classification algorithms, we need features extracted from
both the malware and benign TLS flows. This chapter presents where the TLS flows were

sources and how the features got extracted.
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3.2.1 Benign Data

The benign data is the combination of requests to the United States of America’s universities’
websites and the domains of the websites in Alexa [3] top 500 websites visited in: South
Africa, Nigeria, Kenya, Ghana, China, Canada, United Kingdom, South Korea, United States
of America, Australia, Denmark, India, Netherlands, Switzerland, Hong Kong and Russia.
After filtering out overlapping websites in Alexa top 500 websites for the countries and
combining them with university websites, it came to a total of 6540 websites. To increase
the number of packets, we downloaded more pcap files of traffic coming from Windows
machines from the Stratosphere IPS 2017 database [15].

3.2.2 Malware Data

One of the challenges of analyzing malware using HTTPS is the lack of an excellent public
dataset. For this study, we wanted to verify if the claim made by the Cisco team in [35] from
2016 still holds as malware evolves and adopts new ways of evading detection.We got 40000
malware samples from VirusTotal academic malware sample repository for the second half
of 2019 submissions to accomplish this. The malware samples were not labelled whether
they use HTTP or HTTPS connection. Therefore, we attempted to execute "all" the samples

and only capture the flows of the malware samples that use the HTTPS protocol.

The 40000 malware samples from VirusTotal were all in a zipped file which we unzipped
inside the VM as we wanted to automate the execution of the malware samples. Manually
executing one malware sample at a time would have been impossible in terms of time
consumption. Among the 40000 samples, the most advanced malware with the VM detection
memory check capability discussed in Section 3.1.3 were in the VM. We managed to capture
some packets; however, the VM repeatedly crashed, and we continuously rolled back to
the base image of the VM, but in the end, it became difficult to capture packets for all the

samples.

To increase the number of TLS packets, we sourced more data from malware-traffic-
analysis.net [16], downloaded pcap files for the years: 2018 and 2019. The final pcap files

are a combination of the ones captured in the lab and those from malware-traffic-analysis.net.
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3.2.3 Benign TLS Packet Capture

A python script executed the automated HTTPS requests to the clean websites in the host
environment, and Wireshark captured the packet. For each HTTPS request: redirects were

not allowed, and only packets through port 443 were captured.

3.2.4 Malware TLS Packet Capture

The malware samples were transferred to the guest VM. Each malware sample was executed
and allowed to run for 5 minutes, and the packets of the malicious traffic were captured with
Fakenet-NG. FakeNet-NG is a next-generation dynamic network an analysis tool for malware
analysis, and it allows analysts to intercept and redirect all or specific network traffic while
simulating legitimate network services [10]. Packets captured with Fakenet-NG were saved
as Wireshark pcap files. In our experiment, Fakenet-NG is set up to only listen to HTTPS

connections made by the malware.

3.3 Flow Filtering and Feature Extraction

The respective malware and benign packets were combined into one big pcap file on Wire-
shark resulting in one malware pcap file and one benign pcap file. Figure 3.8 gives an
overview of how we changed the pcap files to flow, filtered the flows, and extracted features

from the flows.

Cisco Joy tool Python script Python script

Extraction of TLS o
— > . » > ! >
flows flows hstot features

peap files JSON files dictionaries List of dictionaries

Filtering of TLS o Extraction of

Figure 3.8 Feature extraction pipeline

The open-source Cisco Joy [5] tool was used to extract features from the pcap files and
stores them in JSON files. Joy combines the packets into flows, and each flow has the
following features: flow metadata, non-encrypted TLS data, certificate, the sequence of
packet lengths and sequence of packet times (SPLT) of TLS records, and the empirical
probability distribution of the bytes within the data portion of a flow.

Flows with an incomplete handshake and the TLS data from the clientHello, serverHello,

certificate, and clientKeyExchange messages were discarded. The number of packets for
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each malware file flow is independent, some malware traffic will have more packets than
other. Malware flows with more packets can introduce bias in the model. Therefore, to ensure

non-bias in the packet distribution only the first 300 packets in each flow were selected.

For the SPLT features to be effective, flows with less than three packets in each direction
were removed. Some of the pcap files from malware-traffic-analysis.net [16] were captured
beyond the 5 minute period we set to capture both benign and malicious packets. Therefore,

we remove packets that occurred after the 5 minutes windows.

As a precaution to verify that the TLS flows we observed were indeed malware behavior,
not a consequence of Windows 10 or 7’s default TLS library, we removed any TLS sessions
having the same ordered ciphersuite list as the default SChannel implementation. [35]. The
default Windows 10 and 7 SChannel implementation list is in Appendix B. Table 3.1 shows

the number of flows before and after filtering.

TLS Flows Before Filtering After Filtering
Benign 80321 65863
Malicious 10201 6735

Table 3.1 TLS flows filtering
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3.4 Summary

The VM’s hardware, registry, file systems, and services were changed to increase the
chances of the malware executable not detecting that it is in an isolated environment. The
malicious data sourced as executable files from VirusTotal and packets from malware-traffic-
analysis.net; the executable files were ran in the lab, and their traffic packets capture with
Fake-Net.

The benign data sourced as packets from the Stratosphere IPS 2017 database and HTTPS
requests to the United States of America’s universities’ websites and the domains of the
websites in Alexa top 500 websites visited in 21 countries. The requests’ packets were

captured in the lab with Wireshark.

Both malicious and benign packets were parsed into flows in JSON files using the Cisco
tool Joy. The tool combined the packets into flows, and each flow has the following features:
flow metadata, non-encrypted TLS data, certificate, the sequence of lengths and arrival
times of TLS records, and the empirical probability distribution of the bytes within the data
portion of a flow. Flows with less than three packets in each direction or captured beyond
the 5 minute period or ciphersuite list that matched the default Windows 10 and 7 SChannel
implementations were filtered out.The final flows are 65863 benign flows and 6735 malicious

flows.
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Data Exploration and Features

Detecting HTTPS malware without decryption using machine learning supervised classifiers
can only work if there are clear differences in malware and benign TLS flows behaviour. In
Section 2.4, we discussed different malware traffic behaviours over TLS, and now we verify
the existence of the distinct characteristics in our own benign and malware flows. Since our
study is inspired by the Cisco team’s research [35], we use their features as a baseline and
compare the trends they found in their dataset with ones in our dataset. This chapter details

the selection of the features for our study.

4.1 Cisco Dataset

The figures in this section are all taken from the Cisco paper [35], and in all the figures the

red bars represent malware data and the blue represents benign data.

4.1.1 TLS Clients

The Cisco team reported that malware infected clients offer a unique set of ciphersuites com-
pared to normal clients. The ciphersuites are usual weak or outdated and not recommended
for use. In addition, malware clients hardly advertised diverse extensions compared to benign

clients. This can be seen in Figure 4.1.

In Section 2.2.3, we established that the key strength of the depends on its length and the
encryption algorithm. However, the Cisco team found that the client’s public key length has
discriminatory power; most of the benign traffic used a 512-bit (ECDHE_RSA) public key
and malware almost exclusively used a 2048-bit (DHE_RSA) public key [35].
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4.1.2 TLS Servers

Cisco reported that the C2 servers selected weaker ciphersuites compared to servers for
benign communication and that lack of diversity in the extensions offered by malware clients

resulted in the malware C2 servers rarely selecting extensions.

The presence of an SSL/TLS certification gives the impression that the traffic is not malicious,
and this makes a certificate a valuable resource to threat actors as it can reduce the chance
of early malware detection. Cisco reported that malicious servers send more self-signed
certificates compared to normal servers and that there is no specific certificate period of
validity that distinguishes malware and benign certificates. However, specific periods were

used more often than others in the certificates’ period of validity.

Selected Ciphersuites

Selected TLS Extensions
T T T T T T T —
B HEl Benign

50 Bl Malware

Percentage of Flows

Figure 4.3 Selected ciphersuites and extensions [35]
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Figure 4.4 Server certificate [35]
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4.1.3 Distributions

The size and Timing of the first few packets allow us to estimate the type of data inside the
encrypted channel [14]. A sequence of packet lengths helps us understand how the malware
communicates with its command control server and the time interval between packets helps
understand how the malware writes to the disk. Figure 4.5 shows the clear difference between

benign and malware sequencing of packet lengths and time.

Data Exfiltration

src ) dst srcj—L s @
|

Self-Signed Certificate
Initial Page Load Autocomplete Page Refresh

Figure 4.5 Packet lengths and inter-arrival time [7]

Byte Distribution
The byte distribution is a length-256 array representing probability that a specific byte value
appears in the payload of a packet within a flow.

Sequence of Packet Lengths and Times (SPLT)

The Markov chain is used to model the sequence of packet lengths and times data [35]. The
Markov chain property is that given the present state, the probability of the future state is
independent of the past, meaning the future depends only on the present and not on the past.
In relation to Figure 4.6, the Markov chain helps us at a point in time look at the packet
length or inter-packet time and predict the next possible packet length or inter-packet time.
Those predictions help us build a sequence of packet length or inter-packet time, which when

analysed can help classify whether traffic is malicious or not.

The Markov Chain information can be captured in a matrix, the current states are listed
vertically, and the subsequent potential states are listed horizontally. The values in the matrix

are the number of transitions the current state can move to a potential state.

Implementation of the SPLT

* SPLT elements are collected for the first 50 packets of a flow and zero-length payloads
are ignored [35].
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* Length values are discretized into equally sized bins of 150-byte bins.
* Time values are discretized into equally sized bins of 50 milliseconds bins.

* A matrix T is then constructed where i is the row position of the current bin and j
is the column position of the potential bin. Each entry T'[i: j] counts the number of

transitions between bin i and j.
* Ten bins were used for both the length and times, resulting in a 10 x 10 matrices.

* The rows of T are then normalized to ensure a proper Markov chain [35].
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4.2 QOur Dataset

The list of all the ciphersuites and extensions observed in our dataset is in Appendix C.

4.2.1 TLS Clients

In Figure 4.7, we see that the malware-infected clients offered more ciphersuites than normal
clients. This is interesting as the Cisco team observed that clients infected with malware
offered a limited number of ciphersuites, leading to servers selecting weak ciphers. Figure 4.6
does not show all the ciphersuites offered for visual clarity. Nonetheless, we noted that 59%
of the ciphersuites that malware-infected clients only offered are either legacy or ciphersuites
that should be avoided. Therefore, there is a clear difference between the ciphersuites offered

by malware-infected and benign clients.

In Figure 4.6, we see that the top ten ciphersuites offered by both malware and benign
flows are almost the same. However, it is worth noting that 0 x 000a was offed mostly by
infected clients, which is aligned with the Cisco team’s findings. Benign clients also offer this

ciphersuite, just not with the same frequency as infected clients. The 0 x 000a ciphersuite is
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Figure 4.6 Offered ciphersuites
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Please note that some values of the of the offered ciphersuites were omitted for clarity of

presentation.
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Figure 4.7 Number of offered ciphersuites

In Figure 4.8, we see both the benign and malicious clients offered diverse extensions. The
benign clients mainly advertised the extensions 0 x 0000 (server name), 0 x 000a (supported
groups), and 0 x 000 f (heartbeat) and rarely offered 0 x 0018 (token binding) and 0 x ff01

(renegotiation info).
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Figure 4.8 Offered extensions

In Figure 4.9, we see both benign and malicious clients mostly used the 266-bit and 528-bit
key keys. The benign clients exclusively used the 1072-bit, 3088-bit, and 4112-bit keys. This
exclusive selection of key length emphasizes that the client’s public key has discriminatory

power; there is a clear difference in the use of the key length.
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Figure 4.9 Client key length

4.2.2 TLS Servers

In the previous section, we discussed the ciphersuite 0 x 000a, and now in Figure 4.10, we
see benign servers only selected the ciphersuite. A small ratio of the benign flows selected
the ciphersuite, but this is intriguing as malware-infected clients mostly offered it. Therefore,

unexpected for benign servers to select it.

In Figure 4.10, we see that some ciphersuites were selected by benign servers more than
malicious servers and vice-versa selected them. All the ciphersuites that were selected by

both benign and malicious servers are still recommended for use.
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Figure 4.10 Selected ciphersuites
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Both the benign and malicious servers were offered diverse extensions and they selected rela-
tively the same extensions in different proportions with the exception of 0 x 000a (supported

groups) exclusively selected by benign servers.
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Figure 4.11 Selected extensions
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4.3 Feature Selection

This section presents the selected features for our classification models and elaborates on the

exclusion of some features based on the observed behaviour of our dataset.

Feature Set Feature Name
. Sequence of packet lengths
SPLT - - -
. Sequence of packet inter-arrival times
. Number of inbound bytes
. Number of outbound bytes
. Number of inbound packets
. Number of outbound packets
. Total duration of the flow in seconds.
. Byte distribution
9. Offered ciphersuites
10. Advertised TLS extensions
11. Client’s public key length
12. TLS client
13. Selected ciphersuites
14. Selected TLS extensions
15. Validity of certificate (In Days)
16. Number of SAN entries
Table 4.1 Features from the Cisco paper [35]

Flow Metadata

0| | O\ N | W[ —

Packet Payloads

Unencrypted TLS Information

Table 4.1 contains all the features in the Cisco paper [35], and our features will be a subset

of these features.

There is a strong correlation between the selected (ciphersuites and extensions) and offered
(ciphersuites and extensions) as the selected are the subset of the offered. In Section 4.2.2,
we highlighted that all the selected ciphersuites are still recommended for use. Therefore, it

is sufficient to only focus on offered ciphersuites and extensions.

The certificate features are also ignored as we only observed 2.2% certificate flows in the
malware flows and 1.1% in the benign flows. On Wireshark the certificate data is not
always in its packet, sometimes the data is in the server hello packet and we are assuming
that Joy did not extract the certificate information from the server hello packets. We are

excluding certificate features as we are concerned that they will introduce inconsistencies in
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the classification. Table 4.2 contains the final selected features, the subset of the features in

Table 1. These are the features that will be used on our supervised algorithms.

Feature Set Feature Name Type
SPLT 1. Sequence of packet lengths Matrix
2. Sequence of packet inter-arrival | Matrix
times
3. Number of inbound bytes Integer
4. Number of outbound bytes Integer
5. Number of inbound packets Integer
Flow Metadata 6. Number of outbound packets Integer
7. Source port Integer
8. Destination port Integer
9. Total duration of the flow in Float
seconds
Packet Payloads 10. Byte distribution Float vector
8. Offered ciphersuites Binary vector
Unencrypted TLS Information| 11. Advertised TLS extensions Binary vector
12. Client’s public key length Integer

4.4 Summary

Table 4.2 Selected features

The features from the Cisco study [35] were used as a baseline for our data exploration to

select the features for our machine learning models. The Cisco data showed that the malware

uniquely uses HTTPS compared to benign, looking at ciphersuites, extensions, client key

length, the validity of a certificate in days, byte distribution, and SPLT.

QOur data also showed some similarities:

* Malware-infected clients offered more legacy or ciphersuites that should be avoided

compared to benign clients.

* The ciphersuite 0 x 000a was offered by both benign and malicious clients but primarily

by malicious clients.

* The different client key lengths did not necessarily match the ones from the Cisco

dataset, but there was a clear difference between the benign and malicious clients’ key

lengths.
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Differences between our data and Cisco’s:
* Only benign servers selected the 0 x 000a ciphersuite, small ratio but worth mentioning.

 All the ciphersuites selected by both benign and malicious servers are still recom-

mended for use.

» Malicious clients also offered diverse extensions even though it was not in the same

proportion as the benign clients.

The selected features for our machine learning: sequence of packet lengths, sequence of
packet inter-arrival times, number of inbound bytes, number of outbound bytes, number of
inbound packets, number of outbound packets, source port, destination port, total duration of
the flow in seconds, byte distribution, offered ciphersuites, advertised TLS extensions, and

client’s public key length.



Chapter 5
Testing and Results

This chapter outlines the implementation of classification of the flows from features pre-
processing, model implementation, testing datasets, and testing metrics. This chapter also

presents the results of both the supervised algorithms and their performances.

5.1 Preprocessing

The classifiers used in this project only take numeric attributes as inputs. Therefore, the raw
data (text format) extracted from both the benign and malicious flows must be transformed
to numeric values. The features are independent of each; therefore, their numeric values
will be on different scales, and a massive difference in the scale can cause issues when the
features are combined during modelling. To avoid this, we normalize the data by creating
new values that maintain the general distribution and ratios in the source data while keeping

values within a scale applied across all numeric columns used in the model [52].

5.1.1 Binary Vectors

The data labels: 1=benign and O=malware. Figure 4.1 shows

create L1st OT Known clphersultes
create a list of known extensions

for each flow:
create a new empty array of zeros for ciphersuites
create a new empty array of zeros for extensions
for each offered ciphersuite
lookup the ciphersuites/extension in the respective array and get index of the ciphersuite/extension
index ciphersuites/extensions zeros array and change the @ to i

Figure 5.1 Pseudo code to change datasets to binary values
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5.1.2 Normalize Data

The normalization technique involves shifting and rescaling values to end up in the O to 1
range [22]. Features with high and wide ranges get more and consequently introduce bias in
the classifier. The pseudocode in Figure 5.1 change datasets to binary values introduce bias
in the classifier. Normalization aims to change the numeric values of features to a standard

scale without distorting differences in the ranges of values.

5.2 Models

Two classification models, logistic regression and random forest were tested. A short
description of these models is in Section 2.7. Python 3.8 [18] and the open-source machine-

learning library scikit-learn[19] were used to implemented the classification models.

5.3 Testing Datasets

The 10-Fold cross-validation was performed to evaluate both the logistic regression and
random forest model. Section 2.7.1 explains the k-Fold cross-validation process and why we
selected k = 10. The data was shuffled before splitting it into the 10 folds, and this was done

to ensure there is no bias introduced into the models during training.

5.4 'Testing Metrics

To test the effectiveness of the models’ classification, we have to test their accuracy. In this
study, Negative (N) indicates benign flows, and Positive (P) indicates malware flows. The
classifier can make a correct or an incorrect prediction. Each prediction can be one of the

four outcomes in Figure 5.2, based on how it matches up to the actual value.
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‘ Actual Values ‘

Predicted Values

Negative Positive
FP
Negative ™
True Negative False positive
Positive FN ™

False Negative

True Positive

Figure 5.2 Confusion matrix with 2 class labels

True Positive (TP): predicted it is malware and it is malware.

* True Negative (TN): predicted it is benign and it is benign.

* False Positive (FP): predicted it i malware but it is benign.

 False Negative (FN): predicted it is benign but it is malware.

The four metrics in Figure 5.3 are used to evaluate the models.

Predicted

True precision + recall precision
False recall not considered
True False

Actual

Figure 5.3 Confusion matrix with 2 class labels
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* Accuracy: the number of correct predictions made as a ratio of all predictions made.

e Precision: the ratio how often is it correct %,

Recall: the ratio of true positives to everything positive TPQ—PFN

* [ -score: is the harmonic mean of the precision and recall, where an F1 score reaches

its best value at 1 (perfect precision and recall) and worst at 0. F| = S ——

precision +

recall
precisionxrecall
precision+recall

5.5 Results

As mentioned in Section 5.2, two different models were tested with features extracted from
the benign and malware flows. We present the results of both the logistic regression and

random forest models and compare the models’ performance.

5.5.1 Model Parameters
Logistic Regression

The logistic regression classifier has three parameters: solver, penalty, and C. The solver
is the algorithm used in the optimization problem, and in our case, we used the bilinear
algorithm. During the model’s training, it is important to avoid overfitting; avoid the model
describing the random error in the data rather than the relationships between features. To
counter overfitting, regularization is used by penalizing high-valued regression coefficients.
The penalty is used to specify the norm used in the penalization, and we used L1. The

parameter C is the inverse of regularization strength [51], and we used 1.
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Random Forrest

In section 2.7, we explained that the random forest classifier uses a number (N) of decision
trees, and selecting the right N for our experiment is a crucial step. Trees smoothen the
average output of trees, which in turn increases the accuracy of the algorithm. However, a
large number of trees is computationally expensive, so we must find the N that works best

for our model.

Figure 5.5 plots the average accuracy of the random forest classifier 10-Fold cross-validation
results for different values of N. Looking at the plot, 20 trees offer a good tradeoff between
accuracy and computation time. Moreover, in the case the results are rounded up to the

second decimal, all the values are 0.99.

Average accuracy respective to the number of trees

0,9305
0,99

0,98595

o
o
o
o

0,9885

Average accuracy

0,988

0,9875
0 100 200 300 400 500 600

Number of trees

Figure 5.4 Average accuracy with respective number of trees(N)
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5.6 Model Performance

5.6.1 Cross-Validation

The 10-fold cross-validation results for both models are shown in Table 5.1. The screenshots

of all the fold results are in Appendix D.

Feature Combination Logistic Regression Random Forest
TLS 97.28% 97.54%
Meta + SPLT + BD 98.14% 98.52%
Meta + SPLT + BD + 98.90% 98.92%
TLS

Table 5.1 10-Fold models Average Accuracy

Both the logistic regression and random forest were used in the Cisco research papers [33]
[34] [35]. The results from these studies consistently show that the random forest performs
better than the logistic regression. Looking at our results in table 5.1, the random forest

classifier outperformed the logistic regression classifier as expected.

Feature Combination Accuracy
TLS 98.2%
Meta + SPLT + BD 98.9%
Meta + SPLT + BD + TLS 99.6%

Table 5.2 Random forest Average Accuracy from Cisco [35]

Table 5.1 also shows that models’ performances improve with more features and that the
Meta + SPLT + BD + TLS feature combination yields the best results. Our results reconcile

with the Cisco results in Table 5.2 concerning the feature combination.



5.6 Model Performance 57

5.6.2 Confusion Matrix

In Section 5.6.1, we established that the random forest is the better classifier for our classifi-
cation problem. Therefore, we will only look at the effectiveness of only the random forest
classifier using the testing metrics mentioned in Section 5.4. Table 5.3 shows the results of
the 10-fold with the feature combination Meta + SPLT + BD + TLS.

Folds No.Mal | No.Benign TP TN FP FN
1 639 1384 635 1367 17
2 643 1380 632 1368 12 11
3 689 1334 683 1327 7
4 639 1384 632 1367 17 7
5 677 1347 669 1336 11 8
6 662 1361 656 1350 11 6
7 649 1374 636 1349 25 13
8 616 1407 610 1389 18
9 648 1375 637 1366 9 11
10 648 1376 644 1361 15

Table 5.3 Testing Metrics

Benign

True Label

Malware

Benign Malware
Predicted label

Figure 5.5 Random forest: confusion matrix with 2 class labels
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Testing Metrics

0,99
0,9895
0,989
0,9885
0,988

0,9875
Precision Recall F1- Score

Figure 5.6 Random forest: Testing metrics

The results are impressive, with a near 100% accuracy, and almost all malware samples were
found with great testing metrics. It is argued that these kinds of results are commonly inflated
due to two pervasive sources of experimental bias: spatial bias caused by distributions of
training and testing data that are not representative of a real-world deployment; and temporal
bias caused by incorrect time splits of training and testing sets, leading to impossible

configurations [32].

Malware evolves improving its capabilities and ability to evade detection, resulting in new
variants. Users and systems generating benign traffic also change behaviours with progressive
technology. Therefore, time has an impact on the models. The K-Fold cross-validation
ignores the time-sensitivity and assumes that all flows are identically distributed in time. This
assumption results in a positively biased classifier, as there is a high likelihood of correct

classification than considering time-heterogeneous distributions.

5.7 Summary

Two classification models, logistic regression and random forest were tested and evaluated.
The features for both models were extracted from flows, converted to numeric values, and

normalized. The 10-Fold cross-validation was performed to evaluate both models.
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Three feature combination used for testing; TLS, flow meta + TLS+ bytes Distribution
and flow meta + TLS+ bytes distribution + SPLT. The results improved with the increased
number of features for both models; therefore, the flow meta + TLS+ bytes distribution +
SPLT combination yielded better results. The random forest model outperformed the logistic

regression in all feature combinations.
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Discussion

6.1 Related Work

Detecting malicious encrypted traffic is a challenge for the security research community and
the TLSI solution violates privacy, one of the security fundamentals. Several researchers
have taken an interest in researching alternatives to TLSI. However, the most comprehensive

study still comes from Cisco.

The set of features between our classifier and Cisco’s differ as we excluded: total duration of
the flow, TLS client, selected ciphersuites, selected extensions, the validity of the certificate,
and the number of SAN entries in our experiment. Looking at Tables 5.1 and 5.2, Cisco got
better results; even though the difference is in small decimals, it would matter in a network
with millions of flows. It is not easy to point the exact contributor to the differences in
experiments’ results. It could be any of the factors: the size of the training dataset, the choice
of features, the number of trees in the case of the random forest classifier, and classification

based on malware family.

6.2 Limitations

The performance of a classifier depends on the relationship between the features and training
and testing datasets. We wanted to use recent malware samples to see if there is a distinct
change in the behaviour of TLS metadata, but we could not collect enough flows as our lab
environment kept on crashing. Malware can be relevant for weeks or years depending on
its activities and capabilities. Therefore, it is difficult to be confident about the period the

current dataset will be useful for research. In an ideal experiment: every malware using TLS
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is included, the dataset maintained with new variants, and regularly remove old malware so

that the classifier can detect recent malicious flows.

Finding malware samples, setting up an undetectable sandbox environment, and capturing
malicious flows are not easy and time-consuming. Benign flows should be easier to collect;
however, it is challenging to simulate the dataset to represent different normal user behaviours.

To add complexity, "normal" sites are sometimes hijacked and used for malicious activities.

The research done in detecting encrypted traffic is made public, which means attackers
know the behaviour of the features we feed into the classifiers. The attackers could trick the
classifier by changing the behaviour of the malware so that its communications would be

almost indistinguishable from normal ones.

We used a combination of independent features to make the classification robust as there is
no way of having a single parameter that is a sure sign of infection. However, we still cannot
avoid false positives, which is a challenge for the analysts responsible for monitoring alerts

as they have time constraints invalidating each false positive alert.

6.3 Possible Improvements

6.3.1 Data

* The malware samples we got from VirusTotal, and the captured files from malware-
analysis.net did not have any tag whether or not the malware uses TLS for any of
the communications. The security community needs to create a database of malware

samples or captured files with TLS communication.

* To ensure that benign traffic is clean, we did a reputation lookup on VirusTotal and this
step could be eliminated by getting the traffic from a few trusted and well-protected

hosts.

* In our dataset, we did not see any malware samples that are use TLSv1.3 and we can
not conclusively say malware samples are not using this version as this observation
is subjective to our dataset. However, with the increase in adaptation of TLSv1.3, it

would be interesting to see if it has any or no effect on the classification.
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6.3.2 Classification

To improve the robustness of the classifier, we could include features from other types of
protocols like DNS and HTTP headers. DNS is arguably one of the most critical systems
as it facilitates the translation of the text-based URLs we type into search bars into the
numerical IP addresses that computers use to communicate with each other. We could apply
some of the features from EXPOSURE, a system that detects malicious domains by utilizing

passive, large-scale DNS analysis techniques [36]. Figure 6.1 shows the 15 features used in

EXPOSURE.

Feature Set H # Feature Name
1 Short life
Time-Based 2 Daily similarity
Features 3 Repeating patterns
4 Access ratio
5 Number of distinct IP addresses
DNS Answer-Based || 6 Number of distinct countries
Features 7 Number of domains share the IP with
8 Reverse DNS query results
9 Average TTL
TTL 10 | Standard Deviation of TTL
Value-Based 11 | Number of distinct TTL values
Features 12 | Number of TTL change
3 | Percentage usage of specific TTL ranges
Domain Name- 14 | % of numerical characters
Based Features 15 | % of the length of the LMS

Figure 6.1 Features from EXPOSURE [36]

In another Cisco paper, they used data features from TLS handshake metadata, DNS con-
textual flows linked to the encrypted flow, and the HTTP headers of HTTP contextual flows

from the same source IP address within a 5 minute window [35]. Figure 6.2 shows the top 10

features from the paper.
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Weight | Feature

3.38 DNS Suffix org

2.99 DNS TTL 3600

2.62 TLS Ciphersuite TLS_RSA_WITH_RC4_128_SHA
2.28 HTTP Field accept-encoding

1.95 TLS Ciphersuite

SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA
1.78 HTTP Field location

1.38 DNS Alexa: None

1.21 TLS Ciphersuite TLS_RSA_WITH_RC4_128_MD5
1.12 HTTP Server nginx

1.11 HTTP Code 404

Figure 6.2 Features from multiple protocols [35]

Currently, we have a binary classification benign or malware; there is no attribution to
malware families. It would also be helpful to have malware family classification as an output,

which would improve tactics used by the security response teams.



Chapter 7
Conclusion

Our research aims to validate the feasibility and effectiveness of detecting malware HTTPS
traffic without decryption as an alternative to TLSI and preserving privacy. The study was
based on the assumption that malware authors configure their TLS servers and malware in
a unique way, such that their HTTPS traffic has distinct features from normal traffic. The
features were extracted from our datasets containing actual malware and benign traffic. The
set of features consisted of TLS, flow metadata, SPLT, and byte distribution to describe the
behaviour of HTTPS traffic. Two classifiers, logistic regression and random forest were

trained and tested, and random forest performed better with an average accuracy of 98.92%.

The classifiers have limitations and could be reworked to reduce the number of false pos-
itives. However, even with the limitation, the approach discussed in this dissertation has
an advantage over TLSI as it is not computationally expensive and does not violate users’
privacy. We conclude that malware behavior over HTTPS is distinct from benign traffic and
that these distinct characteristics can be used in creating meaningful features for machine

learning models that achieve satisfactory classification.
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Appendix A

VirtualBox Guest Addition Files

The list of VirtualBox guest addition files from [9]

C:\windows\ System32\ Drivers\ VBoxMouse.sys
C:\windows\ System32\ Drivers\ VBoxGuest.sys
C:\windows\System32\ Drivers\ VBoxSF.sys
C:\windows\ System32\Drivers\ VBoxVideo.sys
C:\windows\ System32\ vboxdisp.dll
C:\windows\ System32\ vboxhook.dll
C:\windows\ System32\ vboxmrxnp.dll
C:\windows\ System32\ vboxogl.dll
C:\windows\ System32\ vboxoglarrayspu.dll
C:\windows\ System32\ vboxoglcrutil.dll
C:\windows\ System32\ vboxoglerrorspu.dll

C:\windows\ System32\ vboxoglfeedbackspu.dll
C:\windows\ System32\ vboxoglpackspu.dll

C:\windows\ System32\ vboxoglpassthroughspu.dil
C:\windows\ System32\ vboxservice.exe
C:\windows\ System32\ vboxtray.exe
C:\windows\System32\ VBoxControl.exe



Appendix B

Window TLS Ciphersuites

B.1 Windows 10

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128 _GCM_SHA256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_NULL_SHA?256
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TLS_RSA_WITH_NULL_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256;
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_DES_CBC_SHA
TLS_DHE_DSS_WITH_DES_CBC_SHA
TLS_DHE_DSS_EXPORT1024_WITH_DES_CBC_SHA
TLS_RSA_WITH_NULL_MD5
TLS_RSA_EXPORT1024_WITH_RC4_56_SHA
TLS_RSA_EXPORT_WITH_RC4_40_MD5
TLS_RSA_EXPORT1024_WITH_DES_CBC_SHA
TLS_PSK_WITH_AES_256_GCM_SHA384
TLS_PSK_WITH_AES_128_GCM_SHA256
TLS_PSK_WITH_AES_256_CBC_SHA384
TLS_PSK_WITH_AES_128_CBC_SHA256
TLS_PSK_WITH_NULL_SHA384
TLS_PSK_WITH_NULL_SHA256

B.2 Windows 7

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256_P384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA_P384
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
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TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 P384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256_P256
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256_P384
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384_P384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256_P256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256_P384
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA_P256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA_P384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA_P256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA_P384
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_NULL_SHA?256
TLS_RSA_WITH_NULL_SHA
SSL_CK_RC4_128_WITH_MDS5
SSL_CK_DES_192_EDE3_CBC_WITH_MDS5
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P521
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256_P521
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P521
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P521
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384_P521
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256_P521
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 P521
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256_P521
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA_P521
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA_P521
TLS_RSA_WITH_DES_CBC_SHA
TLS_RSA_EXPORT1024_WITH_RC4_56_SHA
TLS_RSA_EXPORT1024_WITH_DES_CBC_SHA
TLS_RSA_EXPORT_WITH_RC4_40_MD5
TLS_RSA_WITH_NULL_MD5
TLS_DHE_DSS_WITH_DES_CBC_SHA
TLS_DHE_DSS_EXPORT1024_WITH_DES_CBC_SHA
SSL_CK_DES_64_CBC_WITH_MD5
SSL_CK_RC4_128_EXPORT40_WITH_MD5



Appendix C

TLS Parameters Codes

C.1 Ciphersuites

Table C.1 lists all ciphersuites extracted from the training dataset, which represents 96

distinct ciphersuites. Their level of security evaluated on ciphersuite.info [2]

Table C.1 TLS Ciphersuites

Hex.

Usage

Description

0xcO011

AVOID

TLS_ECDHE_RSA_WITH_RC4_128_SHA

0x002f

RECOMMENDED

TLS_RSA_WITH_AES_128_CBC_SHA

Oxc014

RECOMMENDED

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

0xc00a

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

0x0035

RECOMMENDED

TLS_RSA_WITH_AES_256_CBC_SHA

0xc009

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

0xc013

RECOMMENDED

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

0xc02f

RECOMMENDED

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA?256

0xc02c

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

0xc02b

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

0xc030

RECOMMENDED

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

0x0039

RECOMMENDED

TLS_DHE_RSA_WITH_AES_256_CBC_SHA

0x0033

RECOMMENDED

TLS_DHE_RSA_WITH_AES_128_CBC_SHA

0x000a

LEGACY

TLS_RSA_WITH_3DES_EDE_CBC_SHA

0xc024

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

0xc027

RECOMMENDED

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA?256
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0xc028

RECOMMENDED

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

0x009¢

RECOMMENDED

TLS_RSA_WITH_AES_128_GCM_SHA256

0x003c

RECOMMENDED

TLS_RSA_WITH_AES_128_CBC_SHA256

0x003d

RECOMMENDED

TLS_RSA_WITH_AES_256_CBC_SHA256

0x009d

RECOMMENDED

TLS_RSA_WITH_AES_256_GCM_SHA384

0xc023

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

Oxc0al

RECOMMENDED

TLS_RSA_WITH_AES_256_CCM_8

0xcQae

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8

0xc09e

RECOMMENDED

TLS_DHE_RSA_WITH_AES_128_CCM

0x006b

RECOMMENDED

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256

0xc0a3

RECOMMENDED

TLS_DHE_RSA_WITH_AES_256_CCM_8

0xc0a0

RECOMMENDED

TLS_RSA_WITH_AES_128_CCM_8

0xc09f

RECOMMENDED

TLS_DHE_RSA_WITH_AES_256_CCM

0x009f

RECOMMENDED

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

0xcQaf

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8

0OxcOad

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_256_CCM

0x009e

RECOMMENDED

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

0xc09d

RECOMMENDED

TLS_RSA_WITH_AES_256_CCM

0xc09c

RECOMMENDED

TLS_RSA_WITH_AES_128_CCM

0xcQac

RECOMMENDED

TLS_ECDHE_ECDSA_WITH_AES_128_CCM

0Oxc0a2

RECOMMENDED

TLS_DHE_RSA_WITH_AES_128 CCM_8

0x0038

RECOMMENDED

TLS_DHE_DSS_WITH_AES_256_CBC_SHA

0x0032

RECOMMENDED

TLS_DHE_DSS_WITH_AES_128_CBC_SHA

4

AVOID

TLS_RSA_WITH_RC4_128_MD5

0x0013

LEGACY

TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA

5

AVOID

TLS_RSA_WITH_RC4_128_SHA

0x006a

RECOMMENDED

TLS_DHE_DSS_WITH_AES_256_CBC_SHA256

0x0040

RECOMMENDED

TLS_DHE_DSS_WITH_AES_128_CBC_SHA256

0xc012

LEGACY

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

0xc002

AVOID

TLS_ECDH_ECDSA_WITH_RC4_128_SHA

0xc00c

AVOID

TLS_ECDH_RSA_WITH_RC4_128_SHA

0xc007

AVOID

TLS_ECDHE_ECDSA_WITH_RC4_128_SHA

0x0010

LEGACY

TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA
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85 LEGACY TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA
0xc003 | LEGACY TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
0xc008 | LEGACY TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
0x0069 | LEGACY TLS_DH_RSA_WITH_AES_256_CBC_SHA?256
0x0016 | LEGACY TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
0x0086 | LEGACY TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA
0xc00d | LEGACY TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA
0x0031 | LEGACY TLS_DH_RSA_WITH_AES_128_CBC_SHA

0x00a5 | LEGACY TLS_DH_DSS_WITH_AES_256_GCM_SHA384
0x0043 | LEGACY TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA
0x003f | LEGACY TLS_DH_RSA_WITH_AES_128_CBC_SHA?256
0x0042 | LEGACY TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA
0x0036 | LEGACY TLS_DH_DSS_WITH_AES_256_CBC_SHA

0x00a4 | LEGACY TLS_DH_DSS_WITH_AES_128 _GCM_SHA256
0x000d | LEGACY TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA
0x003e | LEGACY TLS_DH_DSS_WITH_AES_128_CBC_SHA256
0x0037 | LEGACY TLS_DH_RSA_WITH_AES_256_CBC_SHA

0x0007 | LEGACY TLS_RSA_WITH_IDEA_CBC_SHA

0x00al | LEGACY TLS_DH_RSA_WITH_AES_256_GCM_SHA384
0x0098 | LEGACY TLS_DH_RSA_WITH_SEED_CBC_SHA

0x0068 | LEGACY TLS_DH_DSS_WITH_AES_256_CBC_SHA256
0x00a0 | LEGACY TLS_DH_RSA_WITH_AES_128_GCM_SHA256
0x0030 | LEGACY TLS_DH_DSS_WITH_AES_128_CBC_SHA

0x00a3 | RECOMMENDED | TLS_DHE_DSS_WITH_AES_256_GCM_SHA384
0x00a2 | RECOMMENDED | TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
0x0099 | RECOMMENDED | TLS_DHE_DSS_WITH_SEED_CBC_SHA

0x0087 | RECOMMENDED | TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA
0xc00f | RECOMMENDED | TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
0x0084 | RECOMMENDED | TLS_RSA_WITH_CAMELLIA_256_CBC_SHA
0xc004 | RECOMMENDED | TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA
0xc005 | RECOMMENDED | TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
0xc025 | RECOMMENDED | TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256
0xc02e | RECOMMENDED | TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384
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RECOMMENDED

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA

0xc032

RECOMMENDED

TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384

0xc00e

RECOMMENDED

TLS_ECDH_RSA_WITH_AES_128_CBC_SHA

0xc026

RECOMMENDED

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384

0xc02a

RECOMMENDED

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384

0xc031

RECOMMENDED

TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256

0x0041

RECOMMENDED

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA

0x009a

RECOMMENDED

TLS_DHE_RSA_WITH_SEED_CBC_SHA

0xc029

RECOMMENDED

TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256

0x0045

RECOMMENDED

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA

0xc02d

RECOMMENDED

TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256

0x0044

RECOMMENDED

TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA

0x0096

RECOMMENDED

TLS_RSA_WITH_SEED_CBC_SHA
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C.2 Extensions

Table C.2 lists all extensions seen in the training dataset. It represents 14 out of 44. exten-

sions.

Hex. Dec. | Description

0x0000 0 server_name

0x0005 5 status_request

0x000a 10 supported_groups

0x000b 11 ec_point_formats

0x000d 13 signature_algorithms
0x000f 15 heartbeat
0x0010 16 | application_layer_protocol_negotiation

0x0012 18 signed_certificate_timestamp
0x0015 21 padding
0x0016 | 22 | encrypt_then_mac

0x0017 23 extended_master_secret

0x0018 24 token_binding

0x0023 35 session_ticket

0xff01 | 65281 | renegotiation_info
Table C.2 TLS extensions




Appendix D

Logistic Regression Results

Figure D.1 TLS Feature
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Logistic Regression Results

MNum Posi

9023419

Figure D.2 Flow Meta, SPLT and Bytes Distribution Features
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Num Positive: 13722

Num Negative: 6518

[e, 1, 2, 3, 4]

Features Used:
Metadata
Packet Lengths
Packet Times
Byte Distributiocn
TLS Information

Total Features: 661

non-zero parameters:

acc_cv

9.986159169558173

correct cv

1995

acc_cv

B8.9915966386554622

correct_cv

2086

acc_cv

8.9871478002965892

correct_cv

1997

acc_cv

8.9876421156697973

correct_cwv
19938

acc_cv
8.9925889328863241
correct_cv

2883

acc_cv
@.9981136925358379
correct_cv

2083

acc_cv
@.98681364310430054
correct_cv

1999

acc_cv
8.990603087909846
correct_cwv

2e84

acc_cv
8.99860830873809846
correct_cv

2e84

acc_cv
@.9856719367588933
correct_cv

1995

Figure D.3 TLS, Flow Meta, SPLT and Bytes Distribution Features
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Random Forest Results

Features Used:
TLS In
[Total Features:

Figure E.1 TLS Feature
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Random Forest Results

Figure E.2 Flow Meta, SPLT and Bytes Distribution Features
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e Distribution
Information
1 Features: 661

8438854

Figure E.3 TLS, Flow Meta, SPLT and Bytes Distribution Features





