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Synopsis

The IETF proposed the Diffserv architecture as a means to provide preferential
service for delay and loss sensitive applications. One of the service clusses offercd by
Diffserv is the Assured Forwarding (AF) class. Because of scalability concerns. [ETF
specifications recommend that microflow and aggregate-unaware active buffer
management mechanisms such as RIO (Random early detection with In/Out-of-
profile) be used in the core of Diffserv networks implementing AF. Such mechanisms
have, however, been shown to provide poor performuance with regard to fairness.
stability and network control. Furthermore, recent advances in router technology now
allow routers to implement more advanced scheduling and buffer munagement

mechanisms on high-seed ports.

This thesis evaluates the performance improvements that mauy be realized when
implementing the Diffserv AF core using a hierarchical microflow and aggregate-
aware buffer management mechanism instead of RIO. The author motivates. proposes
and specifies such o mechanism. The mechanism. referred to us H-MAQ or
Hierarchical multi drop-precedence queue state Microflow-Aware Queuing, is
evaluated on a testbed that compares the performance of a RIO network core with an

H-MAQ network core The results of these evaluations are presented.

The results obtained show that H-MAQ provides fairness that is comparable to R1O w
the microflow level. At the aggregate level, H-MAQ networks were shown to be
effective in implemeniing precise quantitative allocation of resources to aggregates on

all network hinks. This was not the case for R1O networks.
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Glossary

Bursty
DRR
DSCP

Edge router

EF

Elastic Flow

FIFO
FIPL

Flow

FPGA

FPX

FRED
Full Duplex

Assured Forwarding — a Diffserv service cluss.
ACKnowledgement packet — a small TCP packet used to
acknowledge receipt of a data packet.

A collection of microflows that come {rom or are bound for a give
clhient and form part of that client’s SLA.

ATM Port Interface Controller — a network interface chip.
Asynchronous Transfer Mode — refer Appendix A.

Data that is transferred or transmitted in short, uneven spurts.
Deficit Round Robin — a fair packet scheduling mechanism.
Diffseryv Code Point — a field in the IP header of a packet that
specifies the packet’s service level in a Diffserv network.

A router that lies on the boundary of a network domain. Edge
routers are often responsible for admission control.

Expedited Forwarding — a Diffserv service class.

A ne work flow without hard bandwidth or delay requirements.
First In First Out — a queuing / dequeuing policy.

Fast [P Lookup — an efficient algorithm for linding a packet’s next
hop.

A series of packets travelling between a TCP or UDP socket pair.
Equivalent to microflow.

Fie

¢ Programmable Gate Array — an integrated circuit that can be

prog ammed in the field after munufucture.

n

Fielc Programmuble port eXtender — an FPGA based port processor

on the MSR. Designed primarily to perform IP lookups.

A link or port that can carry traffic in both directions

stmultaneously.
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Goodput

H-MAQ

[ETE

IPvd

IPvo

[SP

Jitter

Microflow

MPLS

MSR

MTU

North Bridge

NTP
NTPQ

OS]

Police rate

pPVvC
QSDRR

The wmount of data correctly received by a traffic sink in a specified
amount of time. Compare with throughput.

Hierarchical multi drop-precedence queue state Microflow-Aware
Queuing. The proposed bufter munagement and scheduling
mechanism for use in core routers.

Interiet Engineering Task Force — an Internet standards body.

The tourth version of IP. This IP version currently predominates in
the Internet.

A new version of [P that includes an increased address space and the
addition of a flow label.

Interaet Service Provider — a company selling network resources.
Large variations in the transit time for packets travelling through a
network. Also called delay varation.

Packets that are identical in terms of the 5-tuple: source address:
destination address; source port; destination port and protocol. A
flow as seen at the packet level.

Mult: Protocol Label Switching - a label-switching technology in
which packets are appended with locally significant MPLS labels at
the MPLS network’s ingress.

Mult:-Service Router —a router developed Tor research at The
Applied Research Laboratory. Washington University.

Maximum Transmission Unit — the largest size packet that a
network can transmit without lragmentation.

A computer chip that implements the CPU interface and memory
interface. Compare with South Bridge.

Network Time Protocol —a mechanism for synchronising computers.
Network Time Protocol Query — a program that queries NTP servers
abou: their current state.

Oper Systems Interconnect — a layered model desceribing protocols
for communicating systems

The maximum allowable data rate as enforced by a policing system.
Permanent Virtual Circuit — refer Appendix A — ATM

Quete State Deficit Round Robin - a scheduling mechanism and

drop policy.
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RED Random Early Detection — a microflow unaware active bufter
management mechanism.

RSVP Resource reSerVation setup Protocol — a protocol for reserving
netvork resources.

RFC Req.est For Comments — an IETF standards track document.

RIO Random early detection with In/Out-of-profile - a microtlow-
unaware active buffer management mechanism with mult drop

precedence levels.

SE Switching Element — a component of an ATM switch fabric.
SLA Service Level Agreement - an agreement between a user and a

netvork operator that spectfies the level of service the user receives.
Soft-State A nctwork connection that expires if not periodically refreshed.
South Bridge A computer chip that runs onboard devices such as IDE controllers

and sound. Compare with North Bridge.

SPC Smart Port Card - a multipurpose MSR port processor.

Target rate The rate at which a traffic source attempts to send data.

TCP Transmission Control Protocol — a flow-controlled transport layer
protocol.

Throughput The amount of data transferred across a link in a specified time.

Con pare with goodput.

TSW Time Sliding Window — a meter of a microflow s data rate.

UDP User Datagram Protocol = a non-flow-controlled transport layer
protocol.

VCl Virtual Channel Identifier — refer Appendix A - ATM

VOQ Virtual Output Queue — a queue on the input port of a router. There

is a VOQ associated with each destination port.
WUGS Wasington University Gigabit Switch - the switching component of

an M SR.



Chapter 12 Introduction

Chapter 1

Introduction

1.1 Background Information

Inittadly. the Internet was used as a medium for data communications with
predominantly non re: I-time applications such us email. newsgroups and file transfer.
Such traffic i1s termed elastic as it can tolerate a fair delay before reaching the
receiver. With the current convergence of data und telecommunications networks, as
well as with the increase in the use of multimedia applications, there is an increasing
need for the Internet 'o carry real-time traffic such as voice and video. Such traffic
types have stringent requirements in terms of bandwidth. delay and correct delivery.
One of the technologics that were designed to enable the Internet to provide adequate
service levels to non-clastic traffic was Diffserv. This mechunism provides improved
service levels to non-clastic traffic by prioriusing such traffic classes. The advent of
this technology is considered important in the Internet’s development. as 1t will cquip

the Internet to carry real-time media.



Chapier 1 Inteoduction

The Diffserv model voas designed to maximise simplicity and scalabilitv.  Diffsery
involves the use of a state-aware network edge that polices incoming microflows™ on
an individual basis. The network edge is also responsible for marking the Diffservy
Code Point (DSCP) 1n the [P hcaders of incoming packets. The value of a pucket’s
DSCP determines the level of service that it should reccive in the network core. The
network elements in the core are assumed to be unaware of individual microflows.
These elements simplv use DSCPs to determine the level of service that each packet
should receive. Such microflow-unaware mechanisms are said to be desirable, as they

are computationally simple.

The Diffserv model maximises network scalubility by pushing the complexity to the
edge of the nctwork. The rationale for this is that because data rates are highest in the
network core. the data path in core network elements should be as simple and efticient

as possible.

One of the service clusses offered by Diftserv is the Assured Forwarding (AF) class.
This class has multiple drop precedence levels. This is intended to maximise
utthzation by allowinz traffic sources to inject additional traffic into the network at
the risk of a higher proportion of puckets being dropped. The mechunism works as
follows: Should a source exceed its negotiated sending rate. all offending packets are
remarked with a higher drop precedence level at the edge of the Diffserv network.
Should congestion occur in the core of the Diffserv network, the core network
elements will drop tie packets with the higher drop precedence levels first. By
gambling on there not being any congestion in the network core. traffic sources may

receive increased data rates.

[t has been recommended that active queuing mechanisms such as RIO (Random
early detection with n/Out-of-profile) be used to implement the Ditfserv AF cluss in
core routers. Such mechantsms ure considered desirable. as

e They are computationally simple,

" The term microflow. as ased in this thesis, refers to a correlaied series of packets that consist of the
five-tuple: source address. destination address. protocol number. source port and destination port. This

is the finest granularity with which network elements can identity similarity beiween packets.

[
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They limit average queue size,
They handle multiple drop precedence levels, and

They provide better tairness than simple drop-tail queues.

1.2 Problem Description

Although the use of microflow-unaware active queuing mechanisms, such as RIO has

been recommended fcr the Diffserv AF implementation, such mechanisms have been

found to have a number of drawbacks. These are listed below.

There is unfairmess between competing microflows as well as competing
aggregates when hey differ in terms of:

e Transport protocol makeup (TCP or UDP),

*  Average rounc lrip time, and

s Average packct size.

Because the Internet’s traffic makeup is so very diverse. any unfairness relating to
traftic type will hive very real repercussions.

There is unfairness between aggregates with different allowanle data rates. This is
explained as follows: At the cdge of the Dilfserv network. packets wre policed
according to then aggreguate’s Service Level Agreement (SLA). Once i the core
of the Diffserv network, identically marked packets [rom aggreguates with higher
service levels are treated the same as those from aggregates with Jower service
levels. This causcs unfairness because, for example, excess network cuapacity is
not allocated according to the SLLAs of the competing aggregutes. This can put the
aggregates with h gher SLLAs at a disadvantage.

There 1s unfairness between competing aggregates that have the same SLAs. but
differ in terms ol the number of microtlows that they contain, For example, two
companics may have identical SLAs with an Internet Service Provider. These
SLAs would spe:ify the company’s network connectivity at aggregate level. If
one of the compunies has more microflows than the other. the company with less

microtlows will ¢ften be disadvantaged

~An aggregate 1s a colletion of microflows that come from or are bound tor a given client and form
part of that client’s SLA.

(5]
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e The use of mechanisms such as RIO has been shown to result in instability when
capacities are high and round trip times are long. This causes jitter, packet losses.

under-uttlisation and reduced responsiveness.

In addition to the intrinsic unfairness, these factors result in the behaviour of the
Ditfserv network core not being predictable, but being affected by a number of fuctors
relating to the traffic seing carried. This means that although Diffserv does provide
relative service differentiation, 1t is unable to provide quantifiable service levels
without being used 11 conjunction with network over-provisioning. The value of
providing relative. rather than quantifiable service levels. is questionable as SLAs are
specified in absolute, not relative terms. Furthermore, because the Diflserv core is not
aware of competing aggregates, it is not possible to explicitly provision for them. This

makes the precise control of Diffserv networks an impossible task.

1.3 Objectives

Recent advances in router technology enable core network elements to provide
microflow and aggrecate-aware buffer management and scheduling on high-speed
nctwork ports. This obviates the need for Diffserv networks to use simple microtiow-
unaware mechanisms such as RIO in Diffserv network cores. This study explores the
degree to which the performance of Diffserv networks implementing the AF cluss of
service may be improved by the use of a microflow. aggregute and DSCP-uware

buffer management mechanism in core network elements.

The need for such a buffer management mechanism is motivated and a specification is
provided. The specifizd mechanism, referred to as H-MAQ or Hierarchical mulu
drop-precedence queuc state Microflow-Aware Queuing, wus evaluated on a testbed.
The results of the eva uations are given. Using these results. this study compares the
performance of a Diftserv network where H-MAQ 1s implemented in the core with
that where RIO is implemented. The benefits of using H-MAQ rather than a

microflow and aggregate-unaware mechanism are thus demonstrated.
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1.4 Scope and Limitations

This study considers tie performance of Diffserv networks uccording to whether the
buffer management mechanisms in core network elements are microflow and
aggregate-aware or mot. A microflow, ageregate and DSCP-aware mechanism 1s
motivated and specif:ed. Thereupon its performance is compared with that of a
microflow and aggregate-unaware mechanism. This comparisor is made based on a
series of comparative evaluations that were performed on a nretwork testbed. The

comparisons are made using factors such as fairness and controllability as indices.

Employing H-MAQ i1 stead of RIO would in general require the addition of a number

of signalling paths. These would be needed to allocate resources to aggregates on
internal links of the network. These signalling paths are. howeyer, not considered in
this study. Only the functionality of the network elements with regard to user traffic is

considered. Further, only the Diffserv AF class of service is considered.

This study 18 concerned with [P network functionality only. Little attention is given to
lower laver protocols. In particular, no attention 18 given to the synergies that exist
when quality of service-aware protocols such as ATM are used in conjunction with

IP.

1.5 Development Plan

The remuinder of this document is organised as tollows:

e Chapter 2 provides the reader with the necessary background information on a
number of topics. It begins with a discussion on Internet protocols. The nature of
Internet traffic 1s investigated next. The chapter continues with a discussion of
three mechanisms for implementing improved quality of service. These are over-
provisioning, Intscrv and Diffserv respectively. The Diffserv AF class of scrvice
15 examined in greater detail next. A section follows this on the interoperation of
quality of service nechanisms to provide end-to-end quality of service.

¢ Because of the relative complexity of H-MAQ. and the fuct that it 1s run on
routers. 1t 1s necessary to analyse router architecture in detwl. Chapter 3 begins
with an overview of the role of the router in IP networks. A description of pust.

present and future router architectures follows. Thercatter. there is a discussion on
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the capabilitics of current routers. There is a discussion on router buffer
management and scheduling best practice. Finally, the architecture of the gigabit
router used in the author’s implementation is described in detail.

Chapter 4 describes the design considerations of H-MAQ. It motivates the use of a
microflow and aggregate-awarc mechanism by noting the performance limitations
of using mechanisms such as RIO to implement the Diftserv AF core. Thereafter.
the overall design of H-MAQ is considered. This is followed by a discussion on
H-MAQ's feasibility. Finally, the scope ol the author’s implementation is given.
Chapter 5 provides a technical specification for the implementation of H-MAQ.
This is done in two parts. Firstly, the modifications required on the edge routers
are discussed, whereupon the implementation of the H-MAQ core is specified.
Chapter 6 describes the design and implementation of the testbed used to evuluate
H-MAQ and compare its performance with that of RIO. The testbed's topology,
hardware implementation, traffic sources. router mechanisms, and data collection
mechanism are all described here.

Chapter 7 describes the evaluations that were performed on the testbed. It also
describes the results of the evaluations and gives an analysis of the results.
Chapter 8 gives the conclusions drawn from the evaluations as applicable to
Diffserv AF network performance in general.

Chapter 9 makes recommendations for future work.

Finally, two appendices give details on ATM as well as on the development and

testing procedure for the author’s RIO implementation.

¢
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Chapter 2

Literature Review

2.1 Internet Protocols

The following section introduces the Open Systems Interconnect (OSI) model for
describing the hierarcnical protocol stack ol computer networks. Individual Internet

protocols are then considered with reference to this model.

2.1.1 The Layered Structure of Internet Protocols

The task of allowing applications that are hosted on separate machines to
communicate 1s a complex one. Becausc of this inherent complexity, it is usetul 1o use
a layered model to describe the process. This approach facilitates the abstraction of
detail at many levels. Although the OSI model has been criticised for being too rigid.
it will be reviewed here as it provides a context for « descripiion of the Internet’s

constituent protocols. Figure | tlustrates the OSI model.
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Transmitting End-Sy<tem

Layer 70 Application | ayer

Layer 62 Presentation Layer

Layer 5 Session Larver

Laver < Trunsport Liser

Laver 3: Network Laver

Laver 20 Data Lo

Laver 1: Physical L er

Receiving End-System

Laver 70 Apphcavon Layoy

Laver 6 Presentation Luver

Layer 50 Session Luayer

Layer 4 Transport Layer

Layer 30 Network Layer

Lover 20 Dat Laver

Laver 1 Physical Layer

Phystcal Link

Figure 1: The OSI model

Figure 1 demonstrates that identical layered architectures are duplicated on both the

transmitting and the receiving end-systems.

The diagram tlustrates that when an

application on one end system-needs to send data to that on another end-svstem, the

data 1s initially sent down the stack to the Physical Layer. The data is then sent to the

receiving end-system before being translated back up the stack. The following points

describe the role of each layer on the OSI stack [1].

The Application Layer consists of the user applications that need to be connected.
This refers to applications such as web browsers and FTP.

The Presentation laver translates data from the apphcation’s format to a format
understood by the network and vice versa.

The Session Layer is responsible for estublishing. managing, and terminating
connections between applications

The Trunsport Laver provides transparent transfer of data between end systems.
This includes error recovery and flow-control.

The Network Layer addresses the routing and switching issues required 1o create a
logical circuit between the end-systems.

The Data Layer is concerned with the data being encoded into bits. This layer

handles the physicul medium as well as frame synchronisation.
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e The Physical Layer consists of the physical medium, be it air, fibre or wire.

2.1.2 Network Layer Protocols

The Internet Protocol (IP) operates at the network layer of the OSI protocol stack.

When a packet is passed down to the IP Layer, an IP header is appended to the packet.

This header contains information relating to the packet such as the source and the

destination addresses of the packet. The IPv4 header format is illustrated in Figure 2.

Byte
0

4
8
12

16

ol TT [T T T sl [T T Tl ITTTIT laal [TITT]
lf\’,rotqcol Header DSCP Un- Total Lenath
ersion Length e otal Leng
Packet ID Flags Fragment Oftset
Time to Live Protocol Header Checksum
Source Address
Destination Address

Figure 2: The IPv4 header format (20 bytes total)

A new version of IP, namely IPv6 is currently on the IETF standards track [2]. Two

notable differences between IPv4 and IPv6 follow.

e [Pv6 has a far larger address space than [Pv4.

e The [Pv6 packet header includes a flow label. The flow label, together with the

source address, may be used by network elements to uniquely identify traffic

sources [3]. This is beneficial as it means that higher-layer protocol headers need

not be examined at routers for flows to be uniquely identified.

IP provides a datagram service to the protocols above it. By a datagram service, it is

meant that the IP service has the following characteristics:

e [P is a connectionless packet delivery service. This means that no [P layer

connection set-up procedure occurs before data transmission and that the

communicating end-systems don’t maintain one another’s state.

e [P is unreliable. This means that IP senders have no verification mechanisms to

ensure that a transmitted IP packet is ever received.
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[P does not include any flow-control mechanisms. These are implemented in the

layers above IP.

2.1.3 Transport Layer Protocols

Both Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are
found above the Network Layer. Although the position of these protocols corresponds
to the Transport Layer of the OSI Model, only TCP provides error recovery and flow-
control as specified by the OSI model. However, because UDP is considered a peer to

TCP, it will be included in this section too.

2.1.3.1 Transmission Control Protocol (TCP)

TCP provides an end-to-end connection abstraction. This means that TCP hides
transport details such as multiplexing and error recovery from the above layers.
When TCP receives cata from the layer above it, it splits that data into packets. Each
packet gets a TCP header appended to it. The TCP header format is illustrated in

Figure 3.
Source Port Destination Port
Sequence Number
Acknowledgment Number
gﬂa;:t Header Information Window
Checksum Urgent Pointer

Figure 3: The TCP header format (20 bytes total)

Data packets are transmitted using connection orientated data transfers. A connection

must thus be negotiated between two communicating parties before data may be sent.

TCP is said to provide guaranteed delivery. This means that should a TCP packet be
lost in the network, the TCP sender will re-send it until the packet is delivered. This is
achieved as follows: Before transmission, a TCP sender saves a local copy of all
packets. It then transmits them using the unreliable IP datagram service described in

Section 2.1.2. If a packet is lost or corrupted in the network, the transmitter re-sends

10
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it. If the receiver acknowledges that it has got a packet, the transmitter may delcte its

local copy.

Because TCP provides an in-order service, if a packet is lost in a network, no
subsequent packets may be delivered to the above layers of the receiver until the lost

packet has been retransmitted by the sender and received by the receiver.

2.1.3.2 TCP Flow-control

In a scenario where data is being transferred from a sender to a receiver, there is two-
way communication between the two end points. The sender transmits data packets to
the receiver. The receiver then signifies receipt of the data packets by sending

acknowledgement packets (ACKs) back to the sender.

TCP senders use a congestion window to determine the maximum number of packets
that may be in the network at any given time. Whenever a TCP sender receives an
acknowledgement it knows the acknowledged packet has been received and is no
longer in transit on the network. It is thus safe for the sender to transmit another
packet. In a scenario where there are few scnders and the network is not congested,
senders may safely be allowed a large congestion window. Howcver i1 the network is
approaching congesticn, the senders should reduce their congestion windows so that
the total number of packets in the network is reduced. TCP senders receive feedback

about the amount of congestion in the network by monitoring dropped packets.

TCP’s sliding window mechanism will now be considered in detail. When a
connection is first established, the congestion window for that connection is set to one
packet. TCP then enters an initial phase of multiplicative congestion window increase.
First, the one packet is transmitted. Upon the receipt of tha® packet’s ACK, the
congestion window is doubled. Two packets are transmitted. U'pon rcceipt of these
two ACKs the congestion window is again doubled. This multiplicative increase
continues until a packet is lost in the network. When a packet is lost, the receiver
indicates this by sending duplicate ACKs to the source upon the receipt of cach packet
subsequent to the lost packet. When the source receives these, it deduces which
packet was lost and re-transmits the lost packet. Because the loss of a packet indicates

that there is congestion in the network, the source now halves its congestion window.

11
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From this point on, the source goes into congestion avoidance mode. Here the TCP
window size increases additively until another packet is lost. When this happens, the
window size is again halved. In the case of multiple packet losses, it is possible that a
source will not receive any ACKs. If this happens, the source is forced to wait for a
timeout to occur before it can resend the packets. During this wait, the congestion
window size is reduced to one packet. This occurrence is very damaging to TCP

throughput. Figure 4 shows a possible TCP congestion window profile over time.

TCP Congestion Window Over Time

Initial  Single Packet Congestion Single Packet Congestion

Increase Loss Avoidance Loss Avoidance

2L _ i L

Packets

Time

Figure 4: An example TCP congestion window profile over time

This demonstrates that with the exception of the start of a new connection, TCP uses a
linear increase and an exponential decrease when manipulating its congestion
window. The exponential decrease is necessary because congestion grows
exponentially in networks. Figure 4 also demonstrates that TCP congestion control

results in bursty traffic profiles.

The increase in TCP sending rates is affected by the connection’s round trip time.
This is so because TCP sources need to wait for the receipt of ACK packets before
sending further data. If the round trip time for a connection is long, the increased
delay in receiving the ACKS results in the connection ramping up its sending rates

more slowly than it wculd if the connection had a shorter round trip time.

12



Chapter 2: Literature Review

2.1.3.3 User Datagram Protocol (UDP)

By re-transmitting packets that are lost or corrupted in the network, TCP provides a
guaranteed service. There are, however, applications for which this service is not
desirable. An example of this is real-time voice transfer. When a real-time voice
stream is being sent across an [P network, the stream can tolerate the loss of a certain
proportion of the packets without significant degradation of sound quality. If a
network transmitting a voice stream loses a packet, it is preferable for the receiver to
compensate for the lost packet rather than wait for it to be re-sent by the source. This
is because the time required for the packet to be re-sent is often prohibitively high.
One can use UDP as an alternative to TCP for time-dependent applications. UDP is a
datagram protocol. As such it provides a connectionless, non-guaranteed service.

Figure 5 shows the UDP header.

Source Port Destination Port

Length Checksum

Figure 5: The UDP header format (8 bytes total)

It is clear from its header that UDP is a very simple protocol. Should a source need to
send data, it splits the data into packets, adds the UDP header and sends the packets
down to the IP layer. The UDP receiver does not acknowledge the receipt of packets.

UDP does not include any form of flow-control or congestion avoidance. Users are
thus able to send as much data into networks as they wish. Sending more packets into

a network than the network can handle does, of course, result in high packet losses.

2.1.4 The Effect of Transport Protocols on Fairness

The previous sections describe how although TCP includes a flow-control
mechanism, UDP contains none. This section considers link fairness in the light of

transport layer flow-control mechanisms.
In general, routers receive packets and send them out on links. In the case where a

given link’s available bandwidth is limited, the router should share the link’s available

bandwidth fairly amongst all contending parties. This is done by dividing the traffic

13
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sources into microflows and sharing the output link bandwidth between them.
Microflows are packets that are identical in terms of the 3-tuple: source address:
destination address; wource port; destination port and protocol. This is the linest
granularity at which routers are able to identufy similarity between packets.

Microflows are equiv: lent to the transport layer flows mentioned in Section 2.1.3.

A theoretically fair hink-sharing mechanism mayv be implemented on a router by
providing a scparate queue for each microflow present. Arriving dackets are placed on
their corresponding ¢ eue. A deficit round robin scheduler services the queues. The
real life fairness of such a mechanism is, however. strongly affected by the trunsport
protocols that are ru1 on the end stations. The resultant unlairness when traffic
sources with different transport layer protocols compele for a resource is described

below.

Should a TCP packet be dropped due to queue overtlow. that packet’s source will
subsequently reduce its data rate by at least half. This is due 10 the transport layer
flow-control of TCP. Should a UDP packet be dropped because of queue overflow,
the sending rate of th2 source will be unaffected. This is because UDP has no (low-
control. On the contrary, many UDP application sources incresse their sending rate

when packets are droyped to provide better forward error correction.

In the above example. even though both the TCP and the UDP sources were treated
fairly at the packet level, their resultant data rates were far from fair. Transport layer
protocols thus make providing fine granularity fairness to microflows a near
impossible task. This is due to large differences m how TCP and UDP respond o
packet losses and TC ”’s coarsc-grained response to packet losscs. The fact that TCP

flow-control is affected by round trip times also limits microflow fairness.

2.2 The Nature of Internet Traffic

In order to perform relevant evaluations of buffer management und scheduling
mechanisms. it is necessary for testbed conditions to model as closely as possible
those expericnced in real networks. It is thus necessury to consider the nature of

Internet tratfic. Finding current data on Internet traftic is a difficult task as few

14
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carriers releuse such cuta. Using the data that was found. this section describes the
volume and composition of Internet traffic. It also discusses how Internet traftic may

change 1n the future.

When characterising Ir ternet traffic, the following attributes should be considered:
e The volume of trafiic and the number of concurrent microtlows on core links.
* The application types that source the traffic.

¢ Transport Layer protocols {TCP or UDP).

e Predominant packct sizes.

Each of these topics will be dealt with individually in the sections below.

2.2.1 Internet Core Traffic Volume

The growth in Internet usage has been described as explosive. Some have cven
claimed that Internet usage has been doubling every three months. Andrew Odlyzko
debunked these claims in late 2000 as being nothing more than a pitch aimed at
selling network hard'vare. Odlyzko stated that growth rates have levelled off at
approximately 100% per vyear [4]. This suggests compliance to Moore’s law.
Overestimations of the Internet’s growth rate resulted in compunies increasing their
network capacities g-eatly. The realisation that network capacity far outstripped
demand was one of the primary factors leading to the Telecom Crash in 2000.
Subsequent to the crish, increases i network capacity have slowed dramatically.
TeleGeography. Inc. found that total growth of international link bandwidth had
shrunk to less than 40% during 2001 and 2002 [3]. This reducion in the growth of
capacity suggests that service providers are waiting for demand to catch up with the

supply of bandwidth.

In terms of Internet core link capacity, Internet service providers currently tend to use
links of up to 2.4 Gigibits per second (OC-48) [6.7]. Such trunks can carry thousands

to hundreds of thousuands of concuirent microflows [8.9].

2.2.2 Application Sources of Internet Traffic

Figure 6 presents the application byte composition for selected applications using two

samples of Internet traffic, one from the year 1997 and the other from 2001/2. The

J—
I
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1997 data was collected by MCI along one of their trunks [ 10]. The 2001/2 Data was
found at the CAIDA (Cooperative Association for Internet Data) web site [11] and
provides a breakdown of the traffic composition at the Sun Dizgo Network Access

Point over a year beginning on 14 March 2001.

Traffic Type 1997 Byte Volume 2001/2 Byte Volume
HTTP 75% 28

FastTrack <1% 9%
SSH <1% 6% |
FTP 2-8% 5% |
SQUID <1% 5%

Shoutcast (real-time) <% 34

IRC <% 1

NNTP 4% <17 |
DNS 1-2% <l

RealPlaver (real time) 0.5-2.5% <]

Figure 6: Application byte volumes in 1997 and 2001/2

Figure 6 demonstrates o marked change in the application byte-:omposition between
the samples taken in 1997 and in 2001/2. This signifies thut the distribution of
application traftic found on the Internet is dynamic and retflects the public’s shifting
favour. A notable obszrvation is that a large number of new applications scem o be
displacing existing apolications such as HTTP. Also noteworthy is that in 200172, the

amount of real-time triffic remaimed modest.

Quantitauvely predict ng future application traffic compositions is not posstible. It is.
however. plausible th.t should the Internet’s quality of service improve to the extent
where real-time traffic can be adequately carried, there will be a rapid uptake of
services such as Voice Over [P and video-conferencing. This witl markedly increase

the byte volume of re:l-time traftic applications.

16
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2.2.3 Distribution of Internet Traffic according to Transport Protocol

During 1997. MCI co lected traflic data from their trunks |10 . The data collected
demonstrated that 937% of the byte composition was TCP wraftic and that the
remaining 3% was UDP. A report of traffic at the NASA Ames Internet exchange
between May 1999 and March 2000 had an identical trarsport protocol byte

composttion [12].

In summary, the majority of Internet traftic is TCP and the propertion of TCP to UDP
traffic remained constant between the years 1997 and 2000, The transport protocol
distribution 1s a goveried by the mix of applications. Should there be an increase in
the amount of real-time applications in the future, it is likely that the proportion of

UDP trattic will increase. This point is explained in Section 2.1.3.3.

2.2.4 Distribution of Internet Traffic according to Packet Size

During March 1998, data collected at FIX West demonstrated that alimost half of the
packets were less thar 44 bvtes. 18% were between 532 and 576 bytes. And almost
18% were 1500 bytes. Although there were muny +44-bvie puckets. thev only formed a
5% byte volume wheieas the 1500-byte packets made up more than half of the byte
volume [13]. A repcrt of traffic at the NASA Ames Interret exchange During

February 2000 had a s:milar packet size distribution [12].

The 44-byte packets may be attributed to ACK packets and small packets such as
Telnet packets. Packets of approximately 576 bytes come from TCP stacks that do not
implement Maximum Transmission Unit (MTU) discovery and 1500-byte packets

come from Ethernets { 14].

2.3 Over-Provisioning for Quality of Service

One proposed mechanism for providing quality of service in networks 1s to simply
over-provision a best effort network. In this model, Internet Service Providers (ISPs)
ensure that the sustainable throughput of a given link or exchanze 1s greater then the
maximum expected demand. Such a network would theorctically never have any

congestion and thus provide a high quality of scrvice to all traftic.



This model for providing quality of service does. however. have the following

shortcomings.

e [t is not possible for networks to be transparent at all times. Equipment failures,
inaccurate forecasts and unexpected traffic surges can all resultin situations where
the available capacity exceeds demand [13]. Under such conditions, there is no
mechanism for pricritising non-clastic microtlows.

e There is a tendercy for ISPs to overbook in an effort o improve network
utilization and increase prolits. That ISPs will overbook by fuctors of 5 1o [0 1s to
be expected [15]. The extent of overbooking can be cxpected to incrcase in future.
This is because the global growth in Internet traffic is currently far higher than the
growth in network capacity. This 1s quantified in Section 2.2.1.

e The model of best effort with over-provisioning is an inefficient use of network
resources. This is so because all traffic. whether 1t 1s elastic or not is treated
identically. By ratier prioritising the non-elastic traffic. it s possible to realise
acceptable network performance for all traffic with far gcreater utilization of

network capacity.

For the reasons stated above, it can be argued thut over-provisioning does not provide

a desirable solution to the quality of service problem.

2.4 Intserv for Quality of Service

One of the first mechanisms proposed for providing tiered quadity of service in IP
networks was Intserv. The Internet Engineering Task Force (IETE) Intserv Working

Group specified Intserv [10].

2.4.1 The Intserv Mechanism

The Intserv model allows users to make end-to-end reservations. This ensures that the
network can provide the required service to the users. The mechunism works hand-in-
hand with ReSource ~eserVation setup Protocol (RSVPI [17]. Should an application
require a given end-to-end service, it must {irst make a reservetion using RSVP. In
RSVP. a path messaze is sent from the source to the recipient. The path message
primes cach Intserv router along the path to expect o reservinion message. Upon

receipt of a path message, the end-point sends a reservation messuge buck to the

13
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source along the same path. As the message moves upstream, each network element
makes a reservation fo - that particular microflow. If the resources aren’t available. the
request 1s denied. Conversely, if the resources arc available on all routers along the

path, a soft-state connection is created and data may be sent.

Intserv 1s not considcred to be an adequate solution for providing Internet scale
quality of service, as there are scalability concerns. Should Intserv be timplemented in
the Internet. core routers would be required 1o perform RSVP resource allecation. to
store per-microflow stute and to perform per-microflow queuing for a large number of
microflows. Providingz this functionality for a large number of microflows is

considered excessively demanding in terms of computational resources.

2.4.2 Intserv Classes of Service

There are two main service classes that are provided by Intseryv networks. These are
Guaranteed Service und Controlled Load Service. The Guaranieed Service cluss is
suitable for applications with strict real-time delivery requirements. This class of
service provides an assured level of bandwidth and a firm maximum end-to-end delay
guarantee. The Convrolled Load Service class provides no firm quantitative
guarantees. The service provided by the network is equivalent to that experienced by a
best etfort microflow on a lightly loaded network. This service 15 switable for

applications that can tolerate a small amount of loss and delayv.

2.5 Diffserv for Quality of Service

The TETFE Ditfserv Working Group (concluded in March 2003). specified Diffserv as

a mechanism for prov:ding tiered quality of service in IP networks [18].

2.5.1 The Diffserv Mechanism

Ditfserv was proposcd as a solution to Intserv’s scalability problem. Diffserv solves
this problem by introducing traffic aggregation. The mechanism works as follows: If
the packets of a given microllow are destined for a Diffserv network. then the packets
are classified and marked betore entering the network. This can happen at the traffic
source or at one of the Diffserv network’s edge routers. The packets are marked

according to the class of service that they should receive. This ‘nformation is placed

19



in the packet’s Diffserr Code Point (DSCP). which is stored mn the [P header. The six
bit DSCP, together with two currently unused bits. replaces the eight bit IPv4 Type of
Service field [19]. Refer Figure 2 for an illustration of the 1P heuder. Core routers in
Diffserv networks only have to consider the DSCP of a packet to decide what service
that packet should receive. A router’s response to a DSCP 13 known as its “per hop
behaviour.” Employing the mechanism described above. relative differential services
may be provided. In order to further improve the performance of Diffserv. it is
necessary for policing to be performed at the edges of the Diffserv network. By
limiting the traffic entering a Diffserv network and providing class-aware scheduling
in the core, 1t 1s possible to provide bounded relative quality of scrvice across Dillsery

networks.

Should a client wish to use the services of a Diffserv network. it negotiates a Service
Level Agreement (SLA) with that network. It may then begin sending data into the
network. At the border of the network, the traffic coming from that client is policed
according to its SLA. This can involve dropping offending packets, or marking them

so that they are the first to be dropped in the event of network congestion.

The Ditfserv model wsumes that aggregate and microflow-uware policing und buffer
management are possible on the edge routers of the network but not in the core. This
is based on the assumption that the traffic volume in the core s prohibitively high.
Because aggregate and microtlow-unaware bulfer munagement and scheduling is
used in the core. the e <tent to which the network enginecer can control and monitor the
network’s performance is severely limited. The network’s core behaves, in many
respects, like a black box. As a result of this, for adequate levels of service to be
achieved, it 1s necessury for an appreciable amount of over-provisioning to take place.

Refer Section 2.3 for comments relating to this practice.

2.5.2 Diffserv Classes of Service

The IETF defines the Expedited Forwarding (EF) and the Assured Forwarding (AF)
classes of service. EF provides a virtual leased hine service. It wes designed for traffic
that requires strict bounds on delay as well as guaranteed bandwidth. EF packets that

exceed their negotiated rate are dropped at the ingress to the Diffserv network. By
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contrast. AF was designed to provide a service similar to that which a lightly loaded
network provides. It i+ intended for traffic types that require guaranteed bandwidth
with less stringent delay requirements. AF packets thuat exceed their negotiated rate

are re-marked to a higher drop precedence level at the Diffsery ingress.

Whereas EF is allocated a single DSCP, the AF cluss comprises lour independent sub-
classes of service. each containing three drop precedence levels [20]. AF thus has a
total of 12 DSCP valuzs allocated to 1t. The four sub-classes are intended to provide
tered levels of service within AF. The three drop precedence levels are intended lor
situations where traffic sources wish to inject additional traffic into the network at the
risk of a higher number of packets being dropped. This mechanism works as follows:
Should a source exceed its negotiated sending rate, ull offending packets are re-
marked with a higher drop precedence level when they enter the Diffserv network.
Traffic sources may thus trade off throughput with pucket losses. Networks may
aggregate the three drop precedence levels into two [20]. It has been suggested that
the use of 12 sub-classes and drop precedence levels in AF hus not been properly

motivated and that a sinaller number would have sufficed [21].

The use of strict pricrity queuing is recommended for EF packets in the core of
Diffserv networks. as EF traftic should not be affected by tratfic of lower service
classes [22]. Priority queuing ensures that no non-EF packet :s sent whilst an EF
packet is waiting to be sent. The use of priority queuing for EF puckets means that EF
is an extremely expensive service. This 1s because EF requires a substantial
reservation of network resources and EF tratfic can excessively disadvantage traffic
classes with lower priorities [23]. It also results in an increase in the burstiness and

jitter of EF traffic profiles. This is especially problematic on fong paths [24].

Because this study coicerns the AF traffic class, AF architectures will be considered

in greater detail in the next section.
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2.6 Diffserv AF Architectures

This section describes the commonly accepted way ol implementing AF and then

some of the problems rurrounding this implementation. Finally. some of the proposed

workarounds to these problems are considered.

2.6.1 The Diffserv AF Mechanism

This description of the accepted mechanism for implementing Al was compiled using
the relevant IETF RFC's as well as technical reports on experiments evaluating which
mechamisms arc prefe able. In Section 2.5.1. it was explained that the behaviour of
Diffserv edge routers is very different from that of routers in the core ol Diffserv
networks. As a result. edge and core router behaviour and architecture will be dealt

with In separate sections.

2.6.1.1 Diffserv AF Fdge Router Behaviour and Architecture

As described in Section 2.5. 1. 1t is desirable for edge routers on Diffserv networks 1o
implement a policing and packet tugging mechanism. This ensures that the amount
and type of traftic entering the network does not exceed that waich the network can
handle. The traffic may also be monitored for billing purposes at the edge of the

Diffserv network.

In the scenario where a Diffserv network is to provide an AF connectivity service to
an aggregate client such as a business, the client 1s required 10 set up a data link
leading to an edge reuter of the Diffserv domain. Further. a service level ugreement
must be compiled detailing the amount of data that the chient mav send on each of the
AF sub-classes. The client 1s required to mark the DSCP of packets within its network
to indicate which packets should recetve what AF service. The router at the edge of
the AF network is required to police, re-mark and possibly drep the packets before
sending them into the network core. This 1s necessary as the client network may

accidentally or maliciously send packets in excess of its service level agreement.

In the scenario where a client’s service level agreement allows 1t to send X Kbps of
AF! traffic into a Diffserv network, it marks packets of that azgregate as AF1 and

sends them to the ecge router. The edge router uses a profile meter called the Time
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Shliding Window (TSW) to monitor the incoming tratfic. If the chient uses less than its
allowable data rate. all packets are marked at the lowest drop precedence level. If the
chient sends traffic at 1 rate higher than X Kbps. the policing algorithm marks the
excess packets to a gher drop precedence level. A mucrcflow-aware policing
mechanism 1s consider:2d desirable as it helps o ensure that should a client exceed 1ts
service level agreement. all users from that client receive a similarly reduced service

[25].

2.6.1.2 Diffserv AF Core Router Behaviour and Architecture
In this section an ove view of the architecture ol core routers implementing AF is

given, followed by a desceription of some active random drop algorithms.

2.6.1.2.a Diffserv AF Core Router Architecture Overview

Active random droppers such as Random Early Detection (RED) are required lor A
to minimise long-terir congestion [20,22]. Although no recommendations are made
about which specific 1andom dropper mechanisms should be implemented. Random
Early Detection with In/Out-of-profile (RIO) has been found to work better than other
microflow-unaware active queuing mechanisms such us Weighted RED [26]. RIO 1s

thus a popular choice for AF networks.
Figure 7 shows a router architecture that may be used to achieve the service specified
for AF by RFC 2597 [7].

RI1O Queue

Weighted Round

Rabin Scheduler

Towards

Sub-cluss 1 [ ] ] T 11 rrirrr

Qutput Port

Sub-class 2 [ ] T [

Suh-class 3 [_]_1 | I I A

Sub-class 4+ [ 1 1 I T O I I

Figure 7: Router architecture with four RIO gueucs
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The AF core router’s buffer management and scheduling architecture consists of four
RIO queues that Tead 1o a weighted round robin scheduler. There are four queues as
cach of the four Al sub-clusses i1s assigned its own RIO queue. This provides
tsolation between the AF sub-classes. The output of the scheduler leads to the output
port with the possible ‘nclusion of, for example, a priority scheculer on the data path

if EF 1s implemented 01 the same network.

Because in-order delivery is specified for microflows of the same AF sub-class [27],
packets from the same sub-class with differing drop precedence levels share the same
RIO queue. The probability of arriving packets being enqueued versus being dropped.
however, depends on the drop priority of the packet. Note that although the IP DSCP
makes provision for three drop precedence levels within cach AF sub-class, AF

compliant networks need only implement two drop precedence fevels [27].

RED was tirst proposed in 1993 by S. Floyd and V. Jacobson [28]. RIO was proposed
i 1998 {25]. RIO is similar to RED except that it includes provision for multiple drop
precedence levels. RED will be described next. This will enable an easy

understanding of RIO. which will be described in the subsequent section,

2.6.1.2.b Random Early Detection (RED)

The RED mechamsni uses a single First In First Out (FIFO) queue. The buffer
management algorithim stores the average butfer occupancy (¢g) ol this queue, as
well as minimum anl maximum thresholds for ave. These are called Thresh and
MaxThresh respectively. It also stores a variable called Linterm, which determines the
probability of a packet being dropped when it is between Thresh and MaxThresh.
Precisely how the above variables determine whether an armving packet will be

dropped or enqueued s shown in Figure 8.
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Packet Drop Probability versus Average Bulfer Occupancy
No Early Drops Possibality of Early Drops in Al ariy tig puchets are

in this quadrant this yuadrant dropped
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Figure 8: The probabilitv of RED dropping an incoming packet as a function of average buffer

occupancy

When a packet arrives. if avyg is below Thresh. the packetis enqueued. I avy is ubove
MaxThresh. the packet in dropped. I avg is between Thresh and MaxThires/i, the
packet is dropped with a probability P(avg) which increases as «vg moves trom the
Thresh to MaxThresh. By the appropriate tuning of Thresh. MaxThresh and Linterm,

1t is possible to specify the desired average buffer occupancy level.

The setting of Thresh determines the level of buffer occupancy at which the gateway
starts requesting reduced sending rates from senders. Setting this value too high
results in bursty traffic sources being penalised. Setting it too low results in reduced
link utihzaton [28]. Linterm is used to determine the rute at which the probability of
dropping a packet ncreases as avg exceeds Thresh. It 1s recommended that the

gradient of the P(avg) not be too great otherwise cxcessive osciliztion results {28,

The average queue size (avg) is determined by an exponentiaily weighted moving

average. The followir ¢ equation defines the mechanism:

New avg = (1 - g_weicht)avg + g_weight . current_buffer_occupancy

12
h
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As can be scen, g_weight may be used to alter the rate at which avg responds to
changes in the queue length. By increasing ¢ sveight, avg is made more responsive to

cwrirent buffer occupancy levels.

When avg is between tliresh and MaxThresh. the function that cetermines whether a
packet should be dropped should perform drops according to a uniform rather than a
geometric random fun:tion. This minimises the probability of many packets being

dropped consecutively.

Packets are dequeued Tom RED queues in the same way that normal drop-tail FIFO

queues are dequeued.

The benefits of using RED buffer management rather than a simple drop-tail queuc

are as follows [28].

e Through the astute sclection of parameters within the router. notably the maximum
and minimum thresholds, 1t 1s possible to specify the desired average buffer
occupancy.

e When packet losscs do occur. they tend to occur in isolation rather than
consecutively, as often happens with normal drop-tail FIFO queuing. As a result,
TCP tlows are better able to recover from packet losses.

e Fairness i1s improvel without the need for per-channel-awureness. This is because
the probability of 1 packet from a given microflow being dropped 1s roughly
proportional to that nicroflow’s buffer occupancy level.

e Bursty traffic is not penalised, as is the case with drop-tail FIFO queuing. This is
because using the verage queue size to determine drop probability amortizes the
effect of short bursts.

» The global synchroisation problem is avoided. Because the probability of a drop
occurring increases gradually with avg. 1t 1s unbikelyv that muny flows  will
simultaneously suffer packet drops with the result that they all reduce their

congestion window thus causing the link to be under-utilized.

2.6.1.2.c Random Early Detection with In/Out-of-profile (R10)
As stated previously. the RIO mechanism is very similar to RED except that there is

provision for multipl: drop precedence levels. A packet that is marked as being out-
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of-profile at the network edge will be treated differently from an in-profile puacket
once 1t reaches in the retwork core. Whereas RED uses ave to determine the average
butfer occupancy. RIO uses both avg_in and avg_roral. avg_in stores the average
number of in-profile puckets stored in the bufter. avg_rotal siores the average number

of in-profile as well as out-of-profile packets.

RIO also has separatc “in” and “out™ thresholds for cach of the RED thresholds:
Thresh, MaxThresh and Lintersn. Simulation studies have found that these RIO
parameters should be staggered to ensure that in-profile puckets aren’t appreciably
disadvantaged by the presence of out-of-profile packets [206]. Staggered puramcters
are tllustrated Figure 9. The top graph m Figure 9 describes the probability of an
arriving out-of-profile packet being discarded when it arrives ut a router whilst the
bottom graph in Figure 9 describes the probability of an wrtving in-prolile pucket
being discarded. Note that avgln and aveToral are used respectively on the X-axes of

the two graphs.

Packet Drop Probability for In-Profile Packets and for Out-of-Profile Packets

Drop
Probubility

Piaveln;

0 /

Threshin Maxthreshin
Average In-profile BulTer Occupaney dave/ny =

Drop

Probabihity

Plavgfotd

ThreshOat MaxThresiitnr

Average Bulfer Oceupaney tovgloraiy —»

Figure 9: Staggered parameters -A comparison of packet drop probuability graphs for in-profile

and out-of-profile packets
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The parameters for Ptavgln) and PlavgTotal) in Figure 9 are staggered. This is so
because Threshin is lurger than MaxThreshOur. In effect this means that before RIO
starts dropping in-profile packets, it will be in a state where it drops all arriving out-
of-profile packets. This provides greater isolation of in-profile puckets from out-of-

profile puackets.

2.6.2 Performance of the Diffserv AI' Mechanism
This section considers the performance of the AF traffic class. It first deals with some
of the shortcomings of Diffserv AF and then proposed solutions to those shortcomings

are considered.

2.6.2.1 Shortcomings of the Diffserv AF Mechanism

The Diffserv architectiire means that core routers need only to consider the DSCP of

packets as well as current congestion levels when making buffer management

decisions. This results in simple core router implementations. It does. however.

introduce a number of problems. The problems. which fall into three categories. ure

listed below.

1. There is per-microflow unfairness within each AF sub-class [21] . In particular,
there is unfuirness when competing microflows difter in the following arcas:

e Transport protocol: microflows with unresponsive transport layer protocols
such as UDP receive higher throughput than microflows with responsive
transport layer Hrotocols such as TCP.

e Round trip times: TCP microflows with longer round trip times are less robust
than microflows with shorter round trip times. They thus reccive less than
their fair share of the available bandwidth. This means that unfairness would
result from the following scenario: Two end-users are in contention for a
limited resource. but whercas the one user i1s downloading from a server in the
same city, the other user is downloading from a server or the other side of the

world. Refer Scction 2.1.3.2 for an explanation of this phenomenon.

~In the author’s opinion. e experiments in this paper were tlawed by the tict that the out-of-profiic
AF packets were placed on the best effort queuc. This is contrary o Diffsery specifications.
Nonetheless. the author fedls that many of the results of this paper remain volid as they correlate with
the author’s own results.

28



B

Chapter 20 Liverature Review

e Packet size: microflows with larger pucket sizes receive higher throughput of
data than microflows with smaller packet sizes.

There is per-aggregate unfairness when the aggregates, or the typical microflows

within them, differ in terms of the following [21,29.30].

e Transport prctocol: aggregates containing  predominantly  unresponsive
transport layer protocols receive higher throughput than aggregates with
predominantly responsive transport layer protocols. A client company thut has
a UDP-heavy raffic profile would thus be advantaged over o company that
has predominantly TCP tratfic.

e Round trip times: TCP microflows with longer round trip times are less robust
than those with shorter round trip times. Aggregales containing TCP
microflows with predominantly longer round trip times thus receive less than
their fair sharc of the available bandwidth. For exampie. a client company
who’s data tra fic is made up predominantly of TCP flows to a branch at a
distant location would be disadvantaged should it be in contention with a
company that communicates predominantly with a branch in the same city.

e Packet size: aggregates conlaining predominantly larger pucket sizes receive
higher throughput than aggregates with predominantly smaller packet sizes.

e Aggregate Service Level: once in the core of the Diffsery network. idenucally
marked packets from aggregates with Jarger allowable data rates are treated
the same as those from aggregates with smaller allowable data rates. This can
be unfair to the aggregates with larger allowable data rates. For example, a
company with a large contract would be disadvantaged when contending for
excess bandwidth against a company with a small contract.

e Number of microflows: when aggregates containing many TCP microtlows
compete with aggregates containing fewer TCP microliows. the uggregates
containing many microflows often receive more than their fuir share of the
available bandwvidth.

Using Random Ewly Detection or similar mechanisms such ¢s RIO on TCP traffic

has been shown to result in instability [31]. This 1s most problematic n situutions

where link capacit es are high and delays are long. These conditions wre exactly
what one would ¢xpect to find across Diftserv networks in the Internet. The

instability can have the following results:
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e Increased end-1o-end jitter
* Increased packet losses
e Under-utilized network links

e Reduced responsiveness for interactive applications.

The factors mentioned above result in the behaviour of the Diffserv network core not
being predictable but Jdepending on a number of factors reluting to traffic type. As a
result., the AF class cannot, without significunt over-provisioning, offer absolute
guarantees. It can at best offer relative service differentiaton between classes
[26,32,33]. The value of providing a relative service to applications is questionable as

real applications have -equirements that are absolutely quantifiab.e.

A further implication is that because the Diftserv core 1s not aggregate-aware, 1t 15 not
possible to control tiwe allocation of bandwidth to aggregates. This means that

providing an adequate service once again necessitates over-provisioning.

2.6.2.2 Workarounds for the Diffserv AF Shortcomings
This section describes some of the mechuanisms that have bteen proposed as an
improvement on the ciussic Diffserv model. These mechanisms were touted as solving

one or more of the problems listed in the previous section.

Dynamic Packet Statz was proposed in 1999 to improve fairness by fucilitating
communication between core and edge Diffserv routers [34]. This was achieved by
placing per-microflov: state in the header of euach pucket that was sent into the
Diffserv core. The mechanism is problematic, as it 1s not compatible with the current

[Pv4 header. It also incurs a great overhead on the forwarding plane,

Fair Allocation Derivitive Estimation (FADE) with feedback control was proposed in
1999 [35]. This mechanism improved fairness by facilitating communication between
core and edge Diffserv routers. This was achieved by usinz dynamic feedback
signatling. The mechunism was expanded upon in 20001 with the proposal ol an
efficient fair allocation estimation technique [23]. The work donc on FADE should be

considered to be syne gistic to this study’s proposal because although it proposcs the
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use of a stateless core its signalling and dynamic bandwidth allocation mechanisms

may be integrated into the mechanism presented in this thesis,

In a 2000 proposal [30]. it was suggested that edge routers monitor packet losses in
the Diftserv network by querying core routers. If the edge routers detect that certain
microflows/aggregates aren’t responding to packet losses. they throtile them before
admitting them into the network. A 2001 paper by A. Habib proposed a similar

solution [371].

A 2000 paper suggested the use of Fair RED (FRED) in the core of Diffserv networks
[38] FRED keeps state for currently buftered microflows and is thus able to isolate the
non-responsive ones. .Although this mechanism did improve fairness in simulations,
non-responsive microilows still received approximately 40% more than their fair
share of the available bandwidth using FRED. Further. a 2002 paper contended that
there were no appreciable benefits n using a random drop policy 1t the buffer

management mechanism stores state for backiogged microflows [39].

A 2002 paper reportec on simulations aimed at evaluating whether microtlow-aware
buffer management schemes were able to produce better network performance than
microflow-unaware mochanisms such as RED [39]. This paper also evaluated the
relative performance of a number of variants of the schemes. It was found that better

fairness and microflow isolation may be achicved when using microflow-aware butfer

management mechanisms.

A 2002 paper considered the performance consequences ol a modification to RED
that takes packet size into account when determining whether to enqueued or drop
arriving packets. It was found that by performing early drops on large packets with a
higher probability thun on small packets, 1t was possible to improve fairness when
competing flows differed in terms of their average packet size [40]. A tfurther

advantage of this scheine is that ACK packets wre less likely to be dropped.
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2.7 End-to-End Quality of Service

Previous sections have introduced a number of quality of service mechanisms. It is

notable that these mechanisms are not mutually exclusive. On the contrary, an end-to-

end connection with a guaranteed service level may involve a number of quality of

service mechanisms. Figure 10 illustrates one such scenario.

Diffserv Edge Edge Over-
Network  § Router Router Provisioned
_/ Network
— Edge \
Edge
Router
Router
Edge Edge
-] Router Router
End- Intsery Intserv End-
Network 1 Network 2 user B

user A

Figure 10: An end-to-end connection with Intserv, Diffserv, and over-provisioned best effort

networks

To illustrate the sequence of events needed to establish a connection involving many

quality of service mechanisms, we will consider the scenario that End-user A wishes

to set up a one-way broadcast to End-user B. This sequence assumes that both end-

users are Intserv capable.

End-user A sends a RSVP path message towards End-user B. This message
describes the requirements of the data traffic that it intends to send.

The RSVP message goes through the routers in Intserv Network 1. This initiates
standard RSVP processing.

The RSPV path message passes transparently through the Diffserv as well as the
over-provisioned best effort networks [41].

The RSVP path message goes through the routers in Intserv Network 2. This
initiates standard RSVP processing.

End-user B receives the RSVP path message and responds by sending an RSVP

reservation message.
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e The RSVP reservution message is sent buck along the path specified by the path
message. As it passes through the routers on Intserv Network 2. thev perform
admission control. If they have the availuble resources theyv store the necessary
state for a connection. If not, then the request is rejected.

e The RSVP reservition message reaches Intserv Network 27s edge router. It that
router deems the necessary resources to be available on the adjacent best cffort
network then it sto es the necessary state for the connection.

e The RSVP reservation message is sent transparently through the over-provisioned
best effort network as well as the Diffserv network.

e When the RSVP reservation message reaches the edge router on Intsery Network
. admission control processing is triggered. It is necessary for this router to
establish whether there are sufficient resources avatlable on the virtual link
between it and Intserv Network 2. This may involve a comparison between the
current service level specification and current reservations. [t may also involve a
re-negotiation of tie service level specification with the Diffserv and best clfort
networks —althoug this would not happen with all new RSVP connections. It that
router deems the recessary resources to be available, it stores the necessary state
for a connection. This could include the appropriate DSCP for the packets.

o The RSVP reservution message goes through the routers of Intsery Network 2. As
it passes through. the routers perform admission control. If the resources are
available. they store the necessary state for the connection.

e The RSVP reservition message reaches End-user A. This message indicates that
the connection has been accepted. It may also specify the DSCP to be used on

subsequent packets.

Once a connection hus been established, data may begin to flow. The following

sequence describes the events as a data packet travels trom End-user A to End-user B.

* End-user A sends i data packet. This may or may not have the appropriate DSCP.

e The packet passes through Intserv Network 1 where it follows the path installed
by the RSVP path message.

e At Intserv Networ< I's border router, the packet’s DSCP 1s marked. The packet is

thus subscribed to the appropriuate Diffserv service class.
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¢ When the packet reaches the Diffserv network edge router, it is policed. It
necessary, 1t is re-marked to a higher drop precedence level. The packet then
passes through the Diffserv network - recciving its corresponding service level.

e The packet passes through the over-provisioned best effert network where it
receives the same service as all other packets.

e The packet passes through Intserv Network 2 in the sume way it passed through
Intserv Network 1.

e End-user B receives the packet.

The above steps demonstrate how 1t is possibie for guarunteed end-to-cnd connections
to be estublished across networks with dispurate quality of service mechanisms. The
key factor necessary in such connections is for the various networks to be able to
interoperate. For example, when the edge router on Intserv Network 1 was required to
assess the availability of resources on the Diffserv network, it had to determine
whether the Diffserv network was able to provide then necessary service. Similarly,
the Diffserv network had to be aware of the level of service thut could be expected
from the best effort network. It is in this way that service-level information may be

cascaded upstream anc end-to-end quality of service 1s made possible.
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Chapter 3

Router Architecture and Operation

3.1 The Role of the Router

The role of the router is primarily to forward IP packets towards their destinations.
Further, it is necessary for routers to buffer packets so that bursts and temporary
congestion are absorbed. Routers have a number of ports that connect them to other
routers or end systems. Routers use routing tables and the destination address stored
in the packet header to determine where u packet should be sent next. The next
destination of a packer is referred to as its next hop. Because Internet routes and end-
systems are always changing. it is necessuary that routers frequently update their
routing tables. This 1s done automatically using protocols that enable communication
between routers. Common protocols for updating routing tubles include Border
Gateway Protocol (BGP). Open Shortest Path First (OSPEF). Intermediate Svstem to

Intermediate System (1S-1S), and Routing Information Protocol (RIP).

3.2 The History of Router Architectures

The evolution of router architectures has been spurred on by ever increasing data rate

requirements. This section describes how router architectures have evolved [S].
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The first generation of routers consisted of general-purpose single processor
computers with multiple network cards. The network cards were connected to the
CPU by a shared bus. Arriving packets were forwarded to the CPU. The CPU
determined which output port they should be sent to and send them to the appropriate
network card. The dat: path thus required packets to traverse the shared bus twice. In
addition to forwardinz packets, the CPU was required to perform routing table
updates as well as implement control protocols.

The second generation of routers addressed both the CPU and the shured bus
bottlenecks by introducing the multiple processor — shared bus architecture. With this
architecture. more of the forwarding computation was performed on the incoming port
cards. Arriving packe's were thus usually sent directly from the mput port to the
output port. The meclanism worked as follows: The first ariving packet of a flow
was sent 1o the CPU, The CPU determined the output port Tor the packet. It sent the
packet to this port as well as sending a cache entry to the iput port. When further
packets belonging to tus flow arrived at the incoming port. the card was able to use
its cache entry to send the packet directly to the output port. This mechanism reduced
the load on the shared bus as well as on the CPU. Further enhancements to this
architecture involved copying the entire routing table onto each port card. This meant

that the initial packet of a connection no longer had to be sent to the CPU

The third generation of routers had multiple processors on the port cards as before,
but used space switch:ng instead of the shared bus. This design alleviated the shared
bus bottleneck of second-generation routers by introducing a high speed switching
tabric that connected the port cards. This allowed data rates 'o be increased by a

number of orders of magnitude.

The next bottleneck n throughput was packet processing at the port cards. This
problem was alleviated with the shared parallel processors — space switching
architecture. This optimisation was made possible by the observaton that it 1s unusual
for all port cards to be backlogged at the same time. The sharing of forwarding
engines was made possible by sepurating them from the port cards. This architecture

is tlustrated in Figure 11.
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Figure 11: The shared parallel processors — space switching router architecture

The architecture illustrated in Figure 11 worked as follows: When a packet arrived at
a port card, its header was sent over the switch fabric to one of many dedicated
forwarding engines. The forwarding engine determined the outgoing port and
informed the incoming port of this. The packet was then sent to the appropriate output
port. Because only packet headers were sent to the forwarding engine, the overhead of
sending payloads across the switch fabric was minimised. This architecture made it

possible to increase the port density of routers.

The previous architecture was motivated by the assumption that port cards are not
able to perform destination lookups at the rate of packet arrivals during a traffic burst.
However port processor chips that are able to perform lookups at line speeds of up to

160 Gigabits per second have subsequently been released [42].

3.3 Present and Future Router Architectures

Most modern high-performance routers as well as many routers that are currently in
development use a switch fabric architecture with distributed buffer memory and
forwarding capabilities [43]. This architecture has a centralised route processor that
duplicates its routing table in each of the port cards. The port cards, which are full
duplex, each have local processors, input queues, Virtual Output Queues (VOQs),
internal buffers, as well as output queues. The input queue stores newly arrived
packets. The VOQs store packets whose IP lookup has been performed and are
waiting to be sent to the appropriate outgoing port via the switch fabric. The internal

buffer stores packets that have been enqueued by an internal buffer management
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mechanism. The output queue stores packets that are waiting to be sent to their next
hop. A switch fabric connects the port cards to each other as well as to the route
processor. Figure 12 shows the data path of a typical high-performance router with

three ports.

Port Card 1 Switch Fabric
e VOQ?2
e L11pULE QUi kz (High Speed Interconnect)
VOQ 3 N
[nternai
Output Queue
P Buffer
Port Card 2
e VOQ |
Input Queue }
VOQ 3
e Internal /
- Output Queue }é 3
I —— Bufter
Port Card 3
VOQ |
Iput Queue
VOQ?2

e Internal
- QCutput Queuc rz

Butfer

Figure 12: The data puth of a router with a switch fabric architecture und distributed butfer

memory and forwarding

The following sequence of events occurs when a packet from an cxternal source

arrives at Port Card 1.

¢ The packet is placed on Port Card s input queue. The contents of the packet
header are read. The port card performs a routing lookup bused on the packet
header’s destination address and determines the packet’s next hop.

¢ The packet is sent to the VOQ corresponding to its destination port.

e The packet 1s sent through the switch fabric to the appropriale port card’s internal

buffer. The port curds™ internal buffers are the main packet buffers for the router.

38



Chapter 3 Roater Architecture and Operation

[t 1s here that temporary congestion ts absorbed and output link sharing is
performed. Buffer management and scheduling schemes such as RIO and DRR
are implemented here.

s The packet is sent to the output queue whereupon it 1s sent to its next hop.

The following paragraphs motivate and elaborate on the above duta path.

The input buffer’s role is to store packets from tralfic bursts should the lookup engine
become backlogged. However, it is not desirable that packets be stored in this buffer
for too long. as the piioritisation of delay sensitive traflic 1s not possible here due to
the packets™ headers having not vet been analysed. A further drawback of having long
queues here 1s head-of-line blocking. This will be dealt with in the following
paragraph. Because modern port cards are now uable to perform packet lookups at line
speeds [44]. there 1s 10 reason why more than one packet should be stored i this

buffer at any given time.

After the next hop lockup the packets are sent to one ot the por: card’s VOQs where
they wait for the swich fabric to send them to the receiving port card. There is a
separate VOQ corresponding to each destination port card. This prevents head-of-line
blocking. Head-of-line blocking can occur in a scenario where one output port is
backlogged and can’t accept any more packels, but another output port is idle. If a
single queue were used for packets destined for the switch fabric and the packet at the
front of the queue was destined for the backlogged port. it would be necessary to wait
for that packet to be dequeued before any packets could be sent to the idle port.
Because the input port processor would be blocked from sending packets to the idle

port, it would be wastcful of network resources.

As stated previously. the internal buffer of the sending port card 1s where most of the
router’s queuing occu s, It 1s here where quahty of service policies are implemented
and packet marking or dropping should occur. The reason that the majority of the
buffering must be performed on the output port rather than the input port is that all

packets here are competing for the same resource. namelv the output link.
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The output queue must be kept short as, because it 1s a FIFO. 1t hus no quality of
service capabilities. This queue’s primary role is to provide u simple interfuce for the

transmission hardwarc to dequeue.

3.4 Scalability and Microflow-awareness

Although router capacity has increased by a factor of about ten in the past five vears
{45], the similarly rapid growth of the Internet means that the ability of Internet core
routers to process da.a sufficiently quickly is still of critical concern. This section
addresses the ability of routers to scale up to high data rates. The issue of sculability is
particularly relevant to this study as H-MAQ 1s demanding in terms of computational
resources. It is thus necessary to consider its viability in this regard. The issue of
scalability was touchd on previously when considering the relative merits of the
Ditfserv and Intserv models. There are two aspects to this topic. namely the amount of
data or packets that routers can process in a given ume. as well as the complexity of
operations that the routers are able to perform on the puackets given these time
constraints. Some exumples of complex operations are prioritising puckets based on
thetr DSCPs. performing microflow lookups. and performing per-microflow fair
queuing. This sectior: considers the performance bottlenecks of modern routers as
well as the state of the art technologies that define the maximum capabilities on these
bottlenecks. Note that the issue of routing table scalability will not be considered. as it

does not relate to this study.

In Section 3.3 it was shown that user traffic passes through two types of clements in
modern routers. These are the switch fabric and the port processors. Both of these

elements will be dealt with in tum.

3.4.1 Limitations in Switch Fabric Technology
Modern switch fabrics are able to switch data at rates in the order of Terabits per
second [46]. Becaus: the switch fabric’s role is simply to forward puckets. no

complex operations nced be considered.
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3.4.2 Limitations in Port Processor Technology

The second element that will be dealt with is the port processor. The basic operations
that are performed hcre are next hop lookups us well as butfering. Current port
processors are able 1o perform these functions as well as providing service
differentiation based on the DSCP of puackets at line speeds of 160 Gigabits per

second [47].

A more challenging service offering is to provide all of the functions mentioned

above as well as to provide per-microflow lookups and queuing for packets in the

internal buffers. Providing such a service poses the following challenges.

e The processor necds to perform microllow lookups for all packets before they
may be enqueued by the internal buffer.

e The processor nceds to be capable of supporting sepurate queucs for all
microflows.

These challenges are ¢ calt with separately in the sections below.

3.4.2.1 Performing Microflow Lookups

It has been verified using Verilog that. using currently avatlable hardware
components, 1t is possible to perform per-microflow lookups und queuing on port
processors at line speeds of 10 Gigabits per second [6]. Furthermore. the company
EZchip has, since Oc .ober 2001, been producing port processors that are capable of
performing per-microtlow lookups and buffering at line speeds of 10 Gigabits per
second [44]. As described in Section 2.1.2, the adoption of IPv6 will muke future

microflow lookups eusier due to the introduction of the IP flow label.

In Section 2.2.1 it was stated that Internet service providers currently use links of up
to 2.4 Gigabits per second. As described above. currentlv avarlable routers are able to

perform microflow-aware packet lookups and buffering at above this rute.

3.4.2.2 Supporting Separate Queues for all Microflows on Port Processors

The number of active microflows generally increases with mcressed data rates. There
1s thus a concern that Internet core routers will be unable to store state for all active
microflows. This sect on demonstrates that this is not the case by first discussing the

maximum number of microflow queues that core routers would need to support. and
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then demonstrating that current routers are able to efficiently support this number of

queues.

In Section 2.2.1, 1t was stated that Internet core links carry thousands to hundreds of
thousands of concurrent flows. Microtlow-aware core routers do not. however, need
to have separate queues for this many microtlows. For a router to implement per-
microflow queuing, 1t is not necessary to huave a separate queue for all uctive
microflows. but only lor backlogged microflows. Because of the bursty nature of TCP
traffic. the number of backlogged microflows at any given time is far less than the
number of microflows constituting active connections across a given link [8]. In
addition to this, the iumber of microflows for which a router must store stite is
limited by its intern:] buffer size. Consider the case of a router buffering for a
maximum of 100 ms on a 2.4 Gigabit per second output link. If the mean packet size
is 500 bytes. the worst-case scenario in which each buffered packet belongs to a

different microflow re quires 60 000 separate queues.

The above points give a ceiling to the number of separate queues that port processors
need to support. Because River Delta Networks was producing port modules that can
support 256 000 queucs before 2001 [48], it 1s clear that this perceived limitation is of
little concern. Furthcrmore, continuing technological advances will increase the

number of queues that routers can support.

3.5 Best Practices for Per-Microflow Queuing

This section lists some best practice techniques to be implemented on routers
employing per-microfiow queuing. These techniques are recommended based on the
results of simulation experiments that compared fair queuing mechanisms. The

relevance of these practices is that they are all employed in H-MAQ.

e  When packets necd o be dropped from buffers. thev should be dropped from the
front of the queucs that they are in. This policy. known as drop-from-front, is
beneficial as it provides TCP with an early indication of nctwork congestion. It

has ulso been shov n to prevent timeouts Irom occurring on TCP traffic sources by
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encouraging fast retransmit [39]. Furthermore, it reduces queuing delay when
packet-drop levels are high.

Using fair schedulers does not alone provide adequate fairness. Fair schedulers
should be used in conjunction with appropriate drop policies [39].

If per-microflow queuing is used, there 1s little value in persisting to use global
random drop mecanisms. Using per-queue drop policies such as longest queue
drop helps to prov de near perfect microflow isolation [39].

The Queue State Deficit Round Robin (QSDRR) scheduling and drop mechanism
has been found to provide better fairness than conventional DRR [49]. QSDRR is
similar to DRR cexcept that whereas when DRR 1s used. a packet 1s always
dropped from the longest queue, with QSDRR. once a drop queue has been
selected, that quet e remains the drop queue until there 1s no queue that is shorter
than the drop qu:ue. The QSDRR drop policy 1s also more computationally
efficient because when determining the next drop queue in QSDRR, it is usually

not necessary to examine the queue lengths of all microflow gueues.

3.6 A High-performance Router Architecture Examined

This section examines the architecture ot u high-performunce router in detail. The

router examined herc is the Multi-Service Router (MSR) developed by The Applied

Research Laboratory. Washington University. USA [49]. There are three motivations

for using the MSR as an example implementation. Firstly, the design of the MSR is

such that it reflects proprietary high-performance routers closely. Secondly, because

this router 1s not prop ietary, the author had uccess to details about its inner workings.

And finally, because the MSR forms the basis of the author’s implementation. 1t 1s

useful that its architecture be described thoroughly.

The MSR has the following key features.

Line speeds of up 1o 2.4 Gigabits per second.

A switch fabric capable of 160 Gigabits per second.
Wire speed packet classification and routing.
Microflow-specili: processing of data streams.
Support for qualit of service guarantees.

Distributed queutr g to ensure high throughput. even under extreme overload.



o Support for various signalling protocols such as MPLS and RSVP.

e Active networking functionality.

o Dynamic loading of kernel modules from the control processor.

Chapter 3: Router Architecture and Operation

Firstly the hardware components of the MSR are examined in detail. Then its boot up

and configuration procedures are described. Finally its overall operation is described.

3.6.1 The Hardware Components of the MSR

The MSR consists of an ATM switch fabric with embedded programmable processors

on each port, (Please refer to Appendix A for an introduction to ATM.) Figure 13

illustrates this architecture,

Control
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Figure 13: An overview of the MSR hardware showing the switch fabric, switch ports, Field

@ Switch Fabric

&

&)

t Py Fy Fy Fy Ay F

< JZ2112] 12[2] |211&| 2118 (||| |E||2
13 £33 £1|& 118 E11l& 1138
| | | | | |

—

§ FPX FPX FPX FPX FPX FPX

-]

N N R I . K ' O

‘g- SPC SPC SPC SPC SPC SPC

i A A A A

3 v v vV v Vv Y

QELC LC LC LC LC LC

EAJIA‘LA*A‘LAéA%

Programmable port eXtenders (FPXs), Smart Port Cards (SPCs) and line cards

The MSR’s ATM switch core comprises a Washington University Gigabit Switch

(WUGS). The port processors consist of Field Programmable port eXtenders (FPXs)
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as well as Smart Port Cards (SPCs). Each element of the MSR will now be dealt with

i detaili.

3.6.1.1 Control Processor

The control processor is i software program that runs on a stand-alone machine. This
machine is attached o a network that is physically connected to one of the MSR line
cards. Dedicated ATM Permanent Virtual Circuits (PVCs) logically connect the
control processor to the MSR. The control processor uses ATM control cells to
communicate explicitly with the switch core as well as with all port processors. The
control processor runs software that is responsible for booting, configuring and

controlling the MSR s well as monitoring its status.

3.6.1.2 ATM Switch Core

As stated previously. the ATM switch core comprises a WUGS [51]. This consists of

an ATM switch fabric with eight input ports and eight output ports. The features of

the WUGS are as follows:

e Each port is capable of operating at rates up to 2.4 Gigabits per second.

e The switch fabric is capable of throughputs of 160 Gigabits per second.

e The WUGS handles multicast efficiently.

e The WUGS suphorts packet level discard, otherwise known us early packet
discard. This meuns that should congestion cause the dropping of ATM cells, the
WUGS will drop all cells belonging to a single 1P packet rather than dropping

cells from many packets. This minimises the number of corrupted [P packets.

The WUGS’s ports wre connected by four parallel matrices of Switching Elements
(SEs). These paraliel planes each operate deterministically to distribute the load. The
SE interconnect is shown in Figure 14 and is a good example of a Benes Topology
with k = 2. Load dis:ribution thus occurs on the first stage of SEs whilst the second

and third stages are used to route cells towards their appropriate output ports.
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Figure 14: A Benes Topology -the internal structure of a WUGS

When the input port receives a cell from an external link, the cell is sent to a receive
buffer. Once the switch is ready to receive the cell, it is sent to the Virtual
Path/Circuit Translation table. This provides the necessary ATM-layer routing
information. The cell is then ascribed an internal cell header whereupon it is
effectively split up into four parts so that each part, together with its internal header,

may be sent to one of the four switch element networks.

The cell fragments are sent to the first stage of switch elements where load
distribution is performed. Here, adjacent switch elements employ hardware flow-
control to distribute the flow of cells to successive stages. This eliminates the
possibility of cell loss within the SE network and minimises buffer requirements.
Latter switching elements use internal cell headers to switch cell fragments towards

their proper output ports.

Once through the SE network, the cell fragments are sent to the appropriate output
ports. At the output ports they are reassembled and sent to the output buffers before

being transmitted.

The control processer controls the WUGS using a dedicated PVC. This control is

performed in real-time using writes to the Virtual Path/Circuit Translation table.
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3.6.1.3 Field Programmable Port Extender

The FPX is a Field Programmable Gate Array (FPGA) based system [52,53]. The

FPX, which is used as a port processor on the MSR, has the following features.

e The FPX interfaces at line speeds up to of 2.4 Gigabits per second.

e The FPX is guaranteed to perform 9 million IPv4 lookups per second in the worst
case. Assuming an average packet size of 256 bytes, this translates to 18.4
Gigabits per second.

e The FPX can support 10 000 forwarding table updates per second with less than
9% degradation in lookup performance.

e The FPX is implemented using dynamic hardware plugins, which combine the re-
programmability of a software-based system with the performance of a hardware
system.

e The FPX can be reprogrammed over the network by the MSR’s control processor.

Figure 15 gives an overview of the FPX architecture. The FPX uses SRAM to store
the forwarding table. It also contains two FPGAs. One of these is used to implement
the network interface device and the other performs functions related to IP lookups
and forwarding table updates. The lookup engines, which implement Eatherton and
Dittia’s Tree Bitmap Algorithm [54], are time division multiplexed to use all available

memory bandwidth on the SRAM interface.

SRAM Interface (Forwarding Tree Bitmap)

(' by

FIPL Engine Controller

Control

Processor

Packet /O

FIPL Wrapper
} * Packet /O
From
» To
Line Network Interface Device Switch
Card o

Figure 15: An overview of the FPX architecture showing the data path
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The FPX module needs only perform IP lookups on data packets arriving from the
line cards. Packets arriving from the switch do not, of course, require lookups as they
have already had their lookup performed. These packets may thus pass transparently
through the FPX. When a data packet from the line card arrives at the network
interface device, it is sent to the Fast I[P Lookup (FIPL) wrapper. The FIPL wrapper
extracts the packet’s destination address and sends this to the FIPL engine controller.
The FIPL engine controller enqueues the address and sends it to the next free FIPL
engine. It also arbitrates the various FIPL engines’ forwarding tree accesses on the
SRAM. The FIPL lookup engine performs a longest-prefix map and returns the next
hop value for the given packet to the FIPL engine controller. The controller passes
this on to the [P Wrapper. Based on the next hop value, the IP wrapper sets the ATM
V(I that the packet should be sent to the switch on. This VCI determines which
output port the packet will be switched to. The packet is then sent to the switch via the

network interface device.

Packets that contain forwarding table updates are forwarded to the control processor.

The control processor then updates the forwarding tree on the FPXs” SRAM.

3.6.1.4 Smart Port Card

The SPC is effectively a compact Intel computer that serves as a port processor when
sandwiched between the line card and the FPX on an MSR [55]. Figure 16 illustrates
the SPC architecture.

166 KHz Intel MMX Embedded Processor
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Figure 16: The SPC architecture
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A 166 MHz MMX Intel chip constitutes the North Bridge processor of the SPC whilst
a system FPGA provides the South Bridge functionality. The SPC has 64 MBytes of
DRAM, as well as a. Washington University ATM Port Interface Controller (APIC)
host-network interface [56]. The APIC is a network interface chip that allows the SPC
to selectively intercept data travelling between the FPX and the switch. Each port of

the APIC is capable of full duplex data rates up to 1.2 Gigabits per second.

The SPC runs a moditied version of NetBSD and can be booted over the network by
the control processor. The control processor first separately downloads the NetBSD
kernel and filesystem to the SPC before initiating the booting of the SPC. The SPC
contains a serial port that can be connected to a standalone workstation. This allows a

user to open an SPC terminal window from the workstation.

The SPC’s role in the MSR is to perform buffering as well as to perform any non-
standard operations such as:

¢ Providing differential quality of service

¢ Packet monitoring and marking

o [P lookups in the absence of the FPX.

Figure 17 illustrates a simplified IP processing data path for the SPC.
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Figure 17: A simplified SPC data path
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When data packets arive at the SPC APIC from the previous hop. they are sent 10 u
receive buffer. The SPC then performs device specific processing on the puckets. This
could include operations such as monitoring for the purpose ol billing. policing. or
marking packets. If no FPX is present on that port, then the SPC must perform IP
lookups. The SPC is. however, not as fast us the FPX at performing this function.
Once all local processing is completed, the SPC sends the packets to the output
queues. There is a separate output queue for every destination port on the router. This
is designed to prevent head-of-linc blocking. The packets are dequeued from these
output buffers according to a distributed queueing algorithm. Tais will be explained

further in Section 3.6.3.

When data packets wirive at the SPC APIC from the switch side, they are enqucued.
Device specilic processing is performed on these packets as berore. The puackets are
then sent to the internal buffer. This is the primary output buffer for cach port of the
router. It 1s here that buffer management mechanisms such as RED or fair queuing are
implemented. Packets are removed from this buffer as per the scheduling mechanism
and sent to the FIFO output queue. This queue, which is wlways kept short, is

dequeued by the APIC.

The SPC 1II, which was released in 2002, is an upgrade to the SPC. This port card
contains a 700MHz Pentium-III processor as well as 256 MB ot SDRAM [37] und 15
intended for use by port applications requiring intensive computitional power as well

as high data rates.

3.6.1.5 Line Card

The role of the hne card is simply to provide physical layer trenslation between the
MSR and the connected network(s). The following media ure supported: dual 155
Mbps OC-3 SONET. 622 Mbps OC-12 SONET. 1.2 Gbps HP G-Link as well as dual

1.2 Gbps HP G-Link. A Gigabit Ethernet line card 1s currently under development.

3.6.2 Booting and Configuration of the MSR

As stated previously. the control processor uses dedicated PVCs 1o communicate with
the MSR. There are VCls that are dedicated to communication with the switch as well

as VClIs for communication with each port processor. For exariple. port processors
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send data to the control processor on VCI number 40 + 1 where 1 1s their port number.

Two-way communication is thus possible.

MSR system configuration begins with ATM switch configuration. This sets up the
communication paths between the control processor and all port processors.
Following this. the switch discovery phase can begin. Here. the control processor
ascertains which port processors and line cards are on each port. This 1s done by
sending control cells (b each potential port processor. The receiving port processors in
turn report their presence as well as that of the adjacent cards. The control processor
then begins downloading a NetBSD kernel and @ memory-resident file system to each
SPC. This is done using a multicast VC. The SPCs are then booted whereupon euach
one is sent its port location using MSR control messages. The FPXs are then
mitialised i a simitar manner, In the case ol the FPX, u progran: and configuration is
loaded into the application FPGA’s reprogram memory. The control processor then
sends a control cell. which initiates the reprogramming of the FPGA using the

contents of the reprogram memory.

The MSR then runs “Zebra [38], which i1s a route-finding program. The routing data
received 1s used to populate the control processor’s routing table. Bused on this, the
control processor computes the forwarding table for each port. It there is an FPX on a
given port, the forwarding table is sent there. If no FPX i1s present then the forwarding
table must be sent to the SPC, which will perform the lookups instead. Any changes

made to the routing tu>le are propagated down to the forwarding tables.

3.6.3 The Operation of the MSR

The general mechanism whereby the MSR processes packets 1s as follows: When a
packet arrives at an input port, an IP lookup is performed. This lookup determines
which output port the packet should be switched to. The port processor sends the
pucket to the switch using the ATM VCI that corresponds to this port. The switch then
forwards the packet to its appropriate output port bused on the VCI that 1t was
received on. The output port buffers the packet il necessary before sending it on to its

next hop.



Chapter 31 Ro ner Architecture and Operation
It has been stated previously that although packets should primarily be butfered at the
output port. there are a number of packet queues throughout twe MSR. In order to
ensure that the MSR behaves as an output queuing router, « distributed quecuing
mechanism is employed [59]. This mechanism prevents sustained congestion on the
internal links of the MSR and in so doing prevents reductions in throughputl. Put
differently: the MSR uses virtual outpul queuing to prevent internal congestion and

head-ot-line blocking.

The mechanism employs o coarse scheduling approuach whereby cach input port
periodically {every 100us) broadcasts its backlog to each output port. Output ports
similarly broadcast information about their output rates and queue lengths. Input ports

are thus able to calculate the rate at which they should send data to each output port.

easily able to adjust their VC's pacing on the APIC to control the flow of data towards
the output port. It is thus possible to keep data moving to the output ports in a timely

manner without causing internal congestion.

Chapter 4 will descrine the design issues taken into consideration when the proposed

mechanism was created. with reference o the architecture of modern routers.

LI
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Chapter 4

Design Considerations

4.1 Motivation for H-MAQ

Diffserv is u populir technology for implementing tiered service levels m [P
networks. One of the main reasons for this is its ability to scale to large network sizes.
The conventional witdom is that a microtlow-unawure active buffer management
mechanism such as RIO should be used in the core of Diffserv networks. The
drawbacks of using such mechanisms were discussed in detuil 17 Section 2.6.2.1 and
can be summarised as being hmited fairness, unpredictab:hity, instability and

uncontrollability.

Not being able to predict the behaviour of a network quantitatively means that it is
only possible to offer relative service differentiation between clusses and not absolute
guarantees [32]. The value of providing a relative service is questionable as SLAs are
defined in absolute. not relative terms. This means that network operators once again
have to resort to the extensive use of over-provisioning to guarantee services. This
results in the shortcomings given in Section 2.3. A further dravwback 1t that because
the core’s behaviour is unpredictable and highly dependent on traffic tvpe. a large and

unexpected change in traffic profile could result in a network suddenly not being able

joy
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to provide a contracted service to a client. Such an outage can result in large penalties

being incurred.

As a solution to thesc problems, this study proposes the employment of core network
clements that are aware of competing microflows and aggregates. as well as being
aware of competing packets’” DSCPs like RIO. Using such a mechanism has the
following benefits:

e Network managers would be able to explicitly allocate retwork resources to
aggregates making it possible to provide service guarantees on an aggregate busis.

e Fuairness would be improved within aggregates. This would provide a more
predictable service to end-users.

e Access control could be improved to make better use of network resources. One
reason is that core routers would have access to explicit information about the
reservation and u.ilization of resources by aggregates along all mternal network
links. Another reason is that resources would be explicitly allocated to aggregates
on all hinks of the network.

o Netrwork utilization would be increased because a more predictable, controllable
and stable networ core would reduce the amount of over-provisioning needed.

¢ Should a Diffserv network migrate to the proposed mechanism, external interfaces
with other networks or chients would not need to be changed. This 1s because the
mechanism concerns only the inner workings of the Diffserv network.

e Because the proposed mechanism uses a drop-from-front packet drop policy, TCP
responsiveness would be improved, as described in Section 3.3,

e Because the prcposed mechamsm provides the means 1o allocate different
maximum butfer sizes to different aggregates, it would be simple to support
specialized services such as a low delay service for individual aggregates. This is

described in Section 5.2.1.

Although it is possible to implement the proposed routers incrementally on a Diffserv
network. it is only once all core routers in the network implement H-MAQ and
effective admission control exists that the behaviour of truffic would become
predictable and cdmrolluble. Only once this predictability and controllability have

been achieved, does it become possible to guarantee quantitatively the service levels

"1
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offered by a Diffse v network without significant over-provisioning. As was
mentioned above, should a network migrate to H-MAQ, it is only the network’s
mternal interfaces tha would have to be modified. The network would still offer a
Diffserv service to the outside world and, as a result, existing external interfaces and

service level agreements would not need to be changed.

4.2 Overview of H-MAQ Networks

This section gives an overview of the operation of H-MAQ networks. This is done in
three parts: first the behaviour required of the edge network elements is described. and
then the behaviour ol the H-MAQ core network elements. Finallr | the overall network

design 1s described.

4.2.1 Edge Network Element Behaviour

With regards to user traffic, the behaviour of cdge routers implementing Ditfserv AF
where H-MAQ is imblemented in the core is identical to that when standard RIO
routers exist in the core. These routers perform policing of aggregates to limit load on
the core. Aggregates wre policed on a per-microflow basis. Excess 1s re-marked 1o a

higher drop precedence level or, in the extreme case, dropped.

The behaviour required of edge routers when H-MAQ is imp.emented in the core
does. however, differ from the standard case with regards signalling. In addition to
standard Diffserv signalling. the proposed routers are required to reserve resources for

aggregates on core rou ters within the Ditfserv network explicitly,

4.2.2 H-MAQ Core Network Element Behaviour

The behaviour of cor: routers implementing H-MAQ differs markedly from that of
classic Diffserv core routers. The proposed routers implement a hierarchical
scheduling mechanism that provides guarantees to aggregates by explicitly allocating
link capacity to them. Within cach aggregate there is a microflow-aware fair queuing
mechanism that allocutes a separate FIFO queue to each microtlow. These queucs are
serviced using Deficit Round Robin (DRR) [60]. A drop precedence-aware variation
of QSDRR s drop policy is implemented on cach aggregate. The benefits of this drop-

from-front policy are described in Section 3.5.
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4.2.3 Overall Network Design

The overall design of H-MAQ enabled Diffserv AF networks allows the control of
resource allocation at all network elements both on the edge and the core of the
network. This model differs from the standard Diffserv model where only the edge of
the network 1is controllable, and the core is both largely uncontrollable and

unpredictable. The design of H-MAQ will be specified more clearly in Chapter 5.

4.3 Feasibility of Proposed Mechanism

The proposed design does raise the issue of scalability. This 1s because it has a
microflow-aware core and because it performs resource alocation at a finer
granulurity than concentonal Diffserv networks, There we two arcas where the
scalability of the proposed mechanism could be brought into question. These wre in

network signalling :nd in the processing of user traffic. These areas will be

considered next.

4.3.1 Signalling Feasibility of Proposed Mechanism

The proposed mechaism employs signalling paths whereby edge routers explicitly
allocate resources to aggregates on core links. Becuuse this resource allocation is
performed on an aggregate basis, rather then on a per-microfiow basis. as is the case
with Intserv. there 1s no reason why any scalability problems should be incurred. In
the extreme case. stutic provisioning would eliminate the need for such signalling
paths. Using dynami: mechanisms such as aggregate RSVP [61] would, however,
result in more flexible networks. Furthermore. the use of label-switching technologies
such as Mult Protocol Label Switching (MPLS) would make uggregate detection

simpler in Diffserv nctworks.

4.3.2 User Traffic Feasibility of Proposed Mechanism

It has been suggested that per-microflow fair link sharing 1s proh:bitively expensive to
perform on router pcort processors because of its computational overhead. This issue
was considered in detail in Section 3.4.2 with the conclusion being that current port
processors are able to perform these functions at line speeds above those of current

Internet core routers.
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[n Section 2.2.1, it was stated that the usage of the Internet 1s loubling on a vearly
basis. Section 3.4 stated that router capacity increased by only 1 factor of ten in the
last five years. It 1s thus clear that router capucity 1s not cwrently matching the
Internet’s growth. This situation is more sustainable than it may at first appear as not
only are router capacities increasing, but so too are the number of routers in the
Internet. Nonetheless. if the Internet of the future is to provide guaranteed service
levels together with high levels of resource utilization. router manufacturers will be
required to rise to the challenge of producing increasingly poverful microflow and

aggreguale-aware routes.

4.4 Scope of Implementation

This project aims to address the shortcomings related to Diffserv AF that were

described in Section 2.6.2.1. This is donc by the proposal und evaluation of an

alternative buffer maiagement mechanism (H-MAQ) to bhe used in core network

routers. The evaluaticns will consider all ol the shortcomings discussed in Section

2.6.2.1 excepting the tollowing two issues.

» The issue of the effect of packet size on fairness will be omitted as it can be
remedied stmply by employing a mechanism that tukes pacxet size into account

when determining whether to enqueue or drop arriving packets. This mechanism

e The issue of instubility will not be considered, as the author was unable to
demonstrate that H-MAQ is more stable than RIO. This was due to limitations in
the ability of the traffic sources to generate sufficient traffic volumes. It is.
however, the author’s opinion that H-MAQ does provide better stability than
mechanisms such as R1O. This 1s because H-MAQ. unlike RIO. includes no low-

pass filtering component.

The following chapter gives a technical specification for H-MAQ. This specitfication
forms the blueprint of the author’s implementation. It 1s notable that this specification
considers buffer management and scheduling only. No signalling is considered. It can,
however. be argued trat the required signalling functions are trivial due to the fact
that should reservations be performed, this would happen on a per-aggregate basis.

Such reservations would thus be infrequent. The specification considers only one AF
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sub-class of service but the results apply to all four AF classes. This is because the AF
classes ure specified t» behave independently. Only two drop precedence levels will
be considered rather taan the maximum pernussible number of three. This conforms

to [ETF specifications as described in Section 2.5.2.

A
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Chapter 5

Technical Specification for

Implementation

5.1 Edge Router Mechanism

The edge router is responsible for policing traffic entering the Diffserv AF network.
The policing should occur on an aggregate basis as well as on a microflow basis. This
is tmplemented as follows: The router periodically divides the data rate for each
aggregate between its competing microflows. This yields the police rate (Rp) for each
microflow. If a microflow’s sending rate exceeds its police rate, the edge router
begins marking that microflow’s packets as being out-of-profile. This is done using

the Time Sliding Window (TSW) tagger [25].

The TSW tagger consists of two distinct parts: a rate estimator and a tagging
algorithm. The rate estimator estimates each microflow’s sending rate upon each
packet arrival. It maintains three state variables: Win_length, which is a pre-
configured window length measured in units of time; Avg_rate, which is the current
rate estimation; and 7T front, which is the time of the last packet arrival. Their initial

values are:
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Win_length = a constant,
Avg_rate = Rp;
T front =0;

Upon each packet arrival, the state variables are updated as follows:

Bvtes_in_TSW = Avg_rate * Win_length;

New_bytes = Bytes_in_TSW + pki_size;
Avg_rate = New_bytes /( current_time =T _front + Win_length );
T front = current_packet_arrival _time;

This decaying rate estimator produces the Avg_rare variable that is used by the
tagging algorithm. The tagging algorithm looks for the point where a microflow rate

exceeds 1.33 * Rp. At this point the tagger starts tagging packets as out-of-profile.

Both the in- and out-of-profile packets are sent into the core of the Ditfserv network.
In the extreme case where the link connecting the edge router to the rest of the

Diffserv network is congested, the edge router may drop packets.

5.2 Core Router Mechanism

The proposed H-MAQ) core router mechanism is described it this section. The section
begins with a discussion on the allocation of internal buffers. Thereafter, the data flow

is described. Finally, H-MAQ’s drop policy is described.

5.2.1 H-MAQ Internal Buffer Allocation

As described in Section 3.3, the internal buffer of a router port is the primary buffer
for packets that are to exit on that port. In general, ports with higher data output rates
can tolerate larger internal buffers without incurring excessive delay. This is because
they are dequeued more frequently. The amount of buffer space that is allocated to the
internal buffers of output links is governed by the trade-off between link utilization
and permissible delay. Allowing longer queues results in increased delays whilst

shorter queues can result in underflow leading to reduced link utilization.

H-MAQ uses a per-aggregate buffer allocation policy. This means that each aggregate

is allocated a certain amount of internal buffer space. In general, the amount of buffer

60



Chapter 5: Technical Spectfication for Implementation

space that is allocated to an aggregate should be proportional to its share of the output
link. This would provide similar delay and utilization characteristics for all
aggregates. Nonetheless, this need not be the case. Should a given client require a
customised service, such as a low-delay service, this could be provided simply by
reducing the amount of internal buffer space allocated to that aggregate. This point

highlights the high degree of flexibility that the proposed solution provides.

5.2.2 H-MAQ Data Flow

H-MAQ routers implement a hierarchical scheduling mechanism that provides
guarantees to aggrecates by explicitly allocating link capacity to them. The core
routers are required to perform aggregate-aware and microflow-aware queuing. In
addition, the mechanism takes into account the drop precedence of packets. Figure 18
shows an example of a logical data path that may be found on the output port of a core

router implementing H-MAQ.
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Figure 18: An example of an H-MAQ logical data path

This is an example of a data path for the case where there are two aggregates sharing
an output link. In prauctice, the number of aggregates could be far greater. The data

path includes a packet classifier, and two banks of queues. Each bank of queues is
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allocated to a separate aggregate. Within each bank of queues, there is a separate
queue for each microflow. There is a microflow scheduler allocated to each aggregate.
This scheduler services each microflow queue belonging to that aggregate in turn
using Deficit Round Robin (DRR). In the final stage, the aggregate scheduler puts the
traffic from each aggregate onto the output link according to the aggregates' service
level agreements. Any excess available bandwidth is shared out amongst backlogged

aggregates in proportion to their service level agreements.

5.2.3 H-MAQ Drop Policy

H-MAQ uses a drop policy that is an enhancement of the QSDRR drop policy. This
enhancement extends QSDRR to be able to handle multiple drop precedence levels as
well as multiple aggregates. The drop policy maintains a separate drop queue pointer
for each aggregate. This improves isolation between aggregates. The drop policy for a

single aggregate is explained below. This mechanism is duplicated for each aggregate.

If the arrival of a packet means that an aggregate has exceeded its allowable buffer
space, a search is performed to find the microflow queue with the highest number of
bytes belonging to out-of-profile packets. This queue becomes the drop queue. The
out-of-profile packet that is closest to the front of the drop queue is discarded.
Assuming that the aggregate remains in excess of its allowable buffer space, packets
will continue to be removed from the drop queue until it has fewer out-of-profile
bytes than any other queue. Once this happens, the queue with the most out-of-profile
bytes becomes the new drop queue. This process continues until the aggregate is no

longer in excess of its allowable buffer space.

Should the network be ill provisioned, it is possible that an aggregate could be in
excess of its allowable buffer space whilst that aggregate has no out-of-profile packets
enqueued. If this happens, a search is performed to find the queue with the most bytes
in it. This queue becomes the drop queue. The packet that is at the front of the drop
queue is discarded. Assuming that the aggregate remains in excess of its allowable
buffer space and that no out-of-profile packets arrive, packets will continue to be
removed from the drop queue until it has fewer bytes than any other queue. Once this

happens, the queue with the most bytes becomes the new drop queue. If, at any stage,
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an out-of-profile packet arrives, the drop queue will be changed to the queue with the

out-of-profile packet in it, so that the newly arrived out-of-profile packet is removed.
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Chapter 6

Design and Implementation of Testbed

6.1 Choice of Platform

Both discrete event simulations and network emulation can be used to evaluate

network architectures. Network emulation is considered to be more desirable as it

models real networks more closely. The following points relate to these models:

e Emulated networks run real protocols. This improves their accuracy in modelling
real networks.

e The processing overhead in emulated networks is real. This, once again, improves
their accuracy.

e The accuracy of simulators as well as the modelling assumptions that they use are
questionable.

For these reasons the author chose network emulation to evaluate the proposed

network architecture.
The author considered using The Click Modular Router as his testbed router

implementation [62]. Click routers run on multipurpose Linux machines and are

capable of supporting advanced quality of service mechanisms. The author decided
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against using The Click Modular Router because multipurpose machines are not

representative of the physical architectures of real Internet routers.

The Washington University MSR was chosen as the platform for the author’s
implementation. This router’s architecture is described in detail in Section 3.6 and is
representative  of current high-performance routers. Because the MSR is a
development router, the code running on its SPCs is open source. This gave the author
full control of the router’s behaviour. It also meant that the author had access to many

programming tools and macros that had been written for MSR developers.

6.2 Hardware Components

The testbed was implemented using a single MSR and two end stations. The MSR
consisted of a WUGS with an SPC and a line card on two of its ports. No FPXs were
used in the testbed as performing fast IP lookups was not considered to be of critical

importance.

The end stations were each implemented on 1GHz Pentium machines running
NetBSD 1.4.1 as their operating systems. Each end station had an APIC card that was
connected to one of the two MSR line cards using fibre-optic cables. The MSR’s

control processor was run on one of the end stations.

6.3 Network Topology
Figure 19 illustrates the conceptual topology that forms the basis of the author’s
evaluations.
: | Ditfserv Netwerk>
Aggregate .
Traffic Edge
Source | Router 1 —J‘ f*
Traffic
. Core
2 Router :W, Sink
Aggregate Edge
Traffic Router 2
Source 2 .

Figure 19: Conceptual topology of testbed
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This topology includes two aggregate traffic sources that send data to a Diffserv
network. When the packets reach the Diffserv network edge routers, policing and
remarking takes place. This occurs on a microflow basis according to the aggregates’
SLAs. The packets are then sent to the core router and from there to the traffic sink.
The link from the core router to the traffic sink is the primary resource that traffic
sources compete for. The ACKs return to the traffic sources along the same path.
There is no network congestion along the ACK path. A delay is incurred on all links

and network elements.

The previous conceptual topology was emulated using the hardware components
described in Section 6.2. Figure 20 shows how the topology was implemented using

these components.

2 Edge Routers

Delay Emulator

NetBSD Machine MSR NetBSD
Machine
2 Aggregate Traffic | | Core router;
Sources; Traffic Sink;

Data Collection

Figure 20: Implementation of testbed

Figure 20 shows that both aggregate traffic sources and both edge routers were
implemented on a single NetBSD machine. The traffic sink for both aggregate traffic
sources was also impiemented on a single NetBSD machine. The delay emulator was
implemented on Port 1 of the MSR and affected packets on the return path only. The
delay emulator’s implementation allowed the author to select which traffic flows or
aggregates should incur a delay, and how long that delay should be. Both RIO and H-
MAQ were implemented alternately on both ports of the MSR. The following sections

describe the components of the testbed in detail.

6.4 Traffic Sources

It is important that the traffic sources are able to respond to feedback from the
network. As a result, the use of traces as traffic sources is not appropriate. A number
of existing software packages simulate network traffic sources. The author considered

using GenSyn [63] and NetPerf [64], for example, but was unable to do so as they did
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not run on NetBSD. The author thus decided to write his own traffic generator

program.

When designing a network traffic generator, it is necessary to consider the nature of
Internet traffic. Not only is the current makeup of Internet traffic applications
divergent, as shown in Section 2.2.2, but this is changing continually. Furthermore,
one needs to consider what the effect on application traffic makeup will be when
technologies such as Diffserv make the transport of real-time traffic on IP networks
possible. Presumably the best effort data traffic will continue to increase as it has been
doing, but there will be a great increase in real-time traffic such as streaming voice
and video. Because such traffic is likely to be carried using Diffserv, the application

makeup of future Dif serv traffic may be very different from what it is currently.

The author considered the viability of simulating streaming GSM encoded voice as
well as streaming MPEG 2 encoded video. These would require data rates of 13Kbps
and 6Mbps respectively. Because the author’s evaluations required hundreds of traffic
sources to be interleaved, it was clear that that the modelling of all of these traffic

sources would not be possible on the testbed due to hardware limitations.

The author thus decided to implement a generic traffic source that did not attempt to
mimic the data flow of any application in particular. An advantage of this approach is
that using a single generic traffic source instead of simulating a number of
applications eliminated an extraneous variable from the experiments. Conclusions

could thus be drawn more clearly from testbed data.

The aggregate traffic source consisted of between 50 and 300 independent processes.
Each process represented an application level traffic source. Each application traffic
source opened a single TCP or UDP socket that was used to send packets into the
network. The packets were sent into the network with an exponentially distributed
random inter-arrival :ime. This minimized correlation between the packet send times
of each application traffic source. In times of extreme network congestion, the
exponential traffic sources would decay into persistent sources. The TCP sources
were, of course, also limited by TCP flow-control. The application traffic source

processes went to sleep between packet sends to minimise their use of processor
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resources. The packe! size used was 500 bytes, which is close to the mean value for
Internet traffic. The average data rate of the traffic and the transport protocol were

determined by the experiment.

6.5 Edge Router

As stated in Section 5.1, the role of the edge router is to police and, where necessary,
re-mark packets. These functions are performed on a per-microflow basis using the
algorithm described in Section 5.1. The policing and re-marking was performed on
the same NetBSD machines as the traffic sources. Because the policing and re-
marking is performed on a per-microflow basis, it was decided that each application
traffic source process would also be responsible for policing that microflow. The
DSCP of each departing packet thus only needed to be set once. The police rate was

determined by the experiment.

6.6 Core Router

The core router was implemented using an MSR. The MSR’s external link rates were
set to 4 Mbps and its internal link rates were set to 6 Mbps. To ensure that the router’s
backlogged packets were queued primarily at the internal buffers of SPCs, the rate at
which packets were dequeued from here was set to 1.5 Mbps. The size of the internal
buffers was limited to 200 packets. Because of the low load on the input ports of the
router and the fact that only two ports were used, it was not necessary to use

distributed queuing on the MSR.

The MSR uses a hasking table to identify which microflow the packets that are to be
enqueued 1n the internal buffer belong to. Because the microflows in the experiments
differed only in destination port and protocol, it was necessary to modify the hashing
function to give greater weight to these elements. It was also necessary to increase the
total size of the hash table to 10 000. Only once these modifications had been made

did each microflow tend to hash to a unique hash value.

In order to evaluate the performance of H-MAQ, it was necessary to test its
performance as well as the performance of the best performing microflow-unaware

active queuing mechanism, namely RIO (refer Section 2.6.1.2.c). Both of these
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mechanisms were thus implemented on the router. The mechanisms were responsible
for buffering packets before sending them towards their destination as well as for

providing fair link utilization.

The mechanisms were implemented as kernel modules on the SPCs. The RIO
implementation was written following the relevant specifications [25,28]. A simple
FIFO queue that was written by F. Kuhns of Washington University was used as the
basis for the author’s RIO implementation. Refer Appendix B for a description of the
RIO development and testing procedure. As stated in Section 2.6.1.2, RIO includes a
number of tuneable parameters. The author chose values for the in- and out-of-profile
Linterm (LintermIn and LintermQOut) as recommended by the RIO designers. The
choice of Threshin, MaxThreshln, ThreshOut and MaxThreshOut were determined
firstly by the acceptable buffer occupancy levels for experiments; as well as by the
designer’s recommendation of having staggered parameters with maximum thresholds
of at least twice the minimum thresholds. The ¢_weight parameter was chosen so as to
fall within the range set by the RED designers. The RED designers specify that
q_weight should be above 0.001 and below the value that is determined by the

following equation:

—g _weight)* -1

L+1+ a { Thresh

g _weight

Where L = the maximum burst size. Letting Thresh = MaxThreshin = 30 and
allowing a maximum burst size of 40 packets, the following constraint was arrived at:
q_weight <0.09. Thus,

0.09 > g_weight > 0.001.

For this simulation i+ was found that a value of 0.04 for ¢_weight produced good
results by allowing bursty traffic whilst converging to equilibrium in an acceptable

time.

The chosen RIO parameters were as follows:

q_weight = 0.04
Lintermin = 50
LintermOut = 20
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MaxThreshin = 160
Threshin = 80
MaxThreshOut = 60
ThreshOut = 30

H-MAQ was implemented according to the specification given in Section 5.2. The
author’s implementation used static provisioning of resources to the two aggregates as
well as static drop thresholds on each queue. If ever an aggregate was to be dequeued,
but it had no backlozged packets, the excess capacity would be given to the other
aggregate. The author’s implementation was created by extending a QSDRR buffer
management mechanism written by A. Kantawala and F. Kuhns of Washington

University.

6.7 Traffic Sink

The traffic sink was implemented on a single NetBSD machine. This machine, which
was connected to Pori 2 of the MSR, was responsible for listening for incoming UDP
and TCP connections. Once a connection had been made, the sink would receive all
incoming packets. Upon receiving a packet, the sink would write the data pertaining
to that packet to a file. Once a packet’s relevant data had been stored the packet was

discarded.

6.8 Delay Emulator

The author used a loadable kernel module, written by A. Kantawala, on the MSR to
emulate network delay. This module buffered arriving packets for a fixed duration as
determined by the experiment. Because it is possible to specify which microflows the
delay emulator affects, the author was able to emulate ditferent round trip times for
different microflows or aggregates. The delay emulator was run on Port 1 of the MSR

and affected packets on the return path.
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6.9 Data Collection

Data collected during experiments needed to include the data rate of microflows and
aggregates as well as the transit delay for packets. Experimental data collection was

performed as follows.

All end stations were synchronised using the Network Time Protocol (NTP), which is
an open source program used to synchronise computers over networks [65]. NTP is
said to provide sub-raillisecond precision when used to synchronise computers that
are on the same LAN [66]. The NTPQ query program was used to inspect the offsets
between two of the end stations. The results of this command, run at 11:40 on 05
March 2003, confirmed an offset of only 7 microseconds. This is illustrated in Figure

21.

[roct@maya ~]#ntpg -p
remote refid st t when poll reach delay affset disp

*yucatan.uct.exy LOCAL(0) 11 u 1 64 377 G.42 -0.067 0.93
Figure 21: A sample ntpq —p command’s output

Before sending data packets, traffic sources would check the current time using the
gettimeofday function and place this in the packet payload. The packets would pass
through the testbed network until being received by the traffic sink. Upon receipt, the
sink checked the current time and wrote this, together with the time that the packet
was sent, to a log file. Using the send time and the arrival time, it was possible to
determine the transit delay of the packet. In addition to the send and receive times,
other information pertaining to the packets was stored. This information included the
DSCP of the packet, the source address of the packet, the source port of the packet
and the packet size. A log file was thus produced that detailed the network behaviour
during experiments. This log file could later be analysed to determine the

experimental findings.
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Chapter 7

Evaluations, Results and Analysis

This chapter describes the evaluations that were performed on the testbed, the results
obtained and an analysis of the results. The evaluations compare the performance of a
Diffserv AF network with RIO implemented in its core routers to a Diffserv AF
network with H-MAQ implemented in its core routers. For each round of evaluations,
the set-up of the testbed is described. The results of the evaluation and then an
analysis of the results follow this. Note that because all data was collected at the
traffic sink, all statistics for throughput and fairness quote the effective throughput

values — also known as goodput.

7.1 Microflow Fairness — Transport Protocol

Following is a compurison between the performance of a Diffserv network that has
RIO in its core and that of a Diffserv network with H-MAQ implemented in the core,
using microflow fairress according to transport protocol as its performance metric.
The scenario of competing individual end-users within an aggregate using different
transport layer protocols is being emulated here. An example could be the case where
one user is browsing the web (TCP), and their colleague is simultaneously using a

UDP voice over IP service.
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7.1.1 Evaluation

In this round of evaluations, 100 microflow traffic sources were started. Of these, 90
were TCP sources and the remaining 10 were UDP sources. The TCP to UDP ratio
was thus similar to what would be found in the Internet. The sources all started
between 0 and 2 seconds. They sent packets through the network for 100 seconds.
Data was collected between 10 and 90 seconds. The target rate of the sources and the

police rate were as described in the Results section.

7.1.2 Results

Figure 22 gives the results of the evaluation that considers microflow fairness

according to transport protocol.

Proportion of Bandwidth Consumed by TCP Sources according
to Target Rate
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Figure 22: The proportion of bandwidth consumed by the TCP sources when they make up 90%

of the competing sources

Figure 22 shows the results of 20 experiments in which the source target rates, the
police rates, as well as the core router mechanism were all varied. The graph shows
that when the sources’ target rates were set to 10 Kbps, the TCP sources consumed
between 89 and 90% of the used bandwidth. This was irrespective of whether RIO or
H-MAQ was used in the core. When the source target rates were set to 30 Kbps and

RIO was used in the core, the TCP sources consumed approximately 80% of the used
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bandwidth. When H-MAQ was used in the core, the TCP sources consumed
approximately 77% of the used bandwidth. Vanations in the police rate had little

effect on the proportion of bandwidth consumed by the TCP sources.

7.1.3 Analysis of Results

Because the TCP sources make up 90% of the total number of sources, they should
ideally consume that proportion of the bandwidth. However, because only TCP has
transport level flow-control, it receives significantly less than 90% as congestion
levels increase. This is demonstrated in Figure 22. A comparison between the
performance of RIO and H-MAQ reveals that when the target rates were 10 Kbps and
there was thus no congestion, both the RIO and H-MAQ networks showed good
results. When the tarzet rates were 30 Kbps, both the RIO and the H-MAQ network
cores showed reduced fairness. The RIO core was, however, 4% fairer to the TCP

sources than the H-MAQ core.

The RIO core performed better than the H-MAQ core because of differences between
the traffic profiles of TCP and UDP. Whereas UDP has a smooth traffic profile, TCP
has a more bursty traffic profile due to its flow-control mechanism. This is explained
in Section 2.1.3.2. Because the RIO drop mechanism monitors the average buffer
occupancy level rather than the current buffer occupancy level as H-MAQ does,
TCP’s bursts are more easily absorbed by the RIO buffer. This puts TCP at an

advantage.

The performance comparison between H-MAQ and RIO may be summarised as
follows: In times of low congestion, H-MAQ and RIO had similar performance.

When the congestion levels were high, RIO performed 4% better than H-MAQ.

7.2 Microflow Fairness — Round Trip Times

Following is a comparison between the performance of a Diffserv network that has
RIO in its core and that of a Diffserv network with H-MAQ implemented in the core,
using microflow fairness according to round trip time as its performance metric. The
scenario being emulated here is that of competing individual TCP end-users within an

aggregate being subject to different round trip times. An example could be the case
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where one user is performing an FTP transfer to a nearby branch, and their colleague
is simultaneously doing an FTP transfer to a branch in a distant city. Only TCP is

considered because the concept of round trip time is meaningless in the case of UDP.

7.2.1 Evaluation

In this round of evaluations, 120 TCP microflow traffic sources were started between
0 and 2 seconds. They sent packets through the network for 100 seconds. Data was
collected between 10 and 90 seconds. The target rate of the sources and the police rate
were as described in the Results section. On the return path, half of the microflow

traffic sources were subject to a delay with approximate values of 50, 200 or 400ms.

7.2.2 Results

Figure 23 gives the results of the evaluation that considers TCP microflow fairness

according to round trip time.
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Figure 23: The proportion of bandwidth consumed by the delayed sources according to target

rate when all packets are in-profile
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Figure 23 shows the results of 30 experiments in which the round trip times for half of
the microflows were varied, as well as the source target rates and the core router
mechanism. This shows that in general, as the delay time increases, fairness
decreases. On the left-hand side of the graph, the delayed sources received
approximately 50% of the resources. This proportion decreased persistently as the

sources’ target rates ircreased.
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Figure 24: The proportion of bandwidth consumed by the delayed sources according to police

rate when the target rate is 50 Kbps and the delay is 200ms

Figure 24 shows the results of 8 experiments where the target rate was set to 50 Kbps
and the delay for half of the microflows was set to 200ms, but both the police rate and

the core router mechanism were varied. The resultant series are flat graphs for both

RIO and H-MAQ.

7.2.3 Analysis of Results

Because half of the TCP microflows were delayed in the experiments, the delayed
sources should ideally consume half of the used bandwidth. The delayed sources
tended to receive less than this proportion due to the fact that having long round trip

times reduces the rate at which TCP sources ramp up their sending rates. Figure 23
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shows that for both RIO and H-MAQ), the longer the round trip time of the delayed

microflows, the less bandwidth was consumed by these sources.

A further observation is that as the target rates increase, the fairness decreases. This
phenomenon is explained as follows: In Figure 23, when the target rates were only 5
Kbps, TCP flow-control did not limit sending rates. As the target rates increased, the
inability of the delayed sources to ramp up their sending rates proportionately became
a limiting factor. This trend continued towards the right-hand side of the graph where

the delayed sources were at the greatest disadvantage.

Figure 23 shows that H-MAQ provided fairness that varied from being equal to that of
RIO to being 18% better than RIO.

Figure 24 shows that varying the police rate had no appreciable effect on the relative
throughput of the sources that varied in terms of their round trip times. This held true

for both RIO and H-MAQ.

7.3 Aggregate Fairness and Control — Transport Protocol

Following is a comparison between the performance of a Diffserv network that has
RIO in its core and that of a Diffserv network with H-MAQ implemented in the core,
using aggregate fairness and control according to transport protocol as its
performance metric. This round of evaluations emulates the scenario when two
competing aggregate clients of a Diffserv network are identical in terms of SLA and
number of microflows, but whilst one client sends predominantly TCP traffic, the

other sends predominantly UDP traffic.

7.3.1 Evaluation

In this round of evaluations, 300 microflow traffic sources were started. Of these, half
belonged to Aggregate 1 and half belonged to Aggregate 2. Aggregate 1’s sources all
used TCP and Aggregate 2’s sources all used UDP. The sources all started between 0
and 2 seconds. They sent packets through the network for 100 seconds. Data was

collected between 10 and 90 seconds. The target rate of the sources and the police rate
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were as described in the Results section. In the case of H-MAQ, each aggregate was

explicitly allocated half of the available bandwidth.

7.3.2 Results

Figure 25 gives the results of the evaluation that considers aggregate faimess

according to transport protocol.
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Figure 25: The proportion of bandwidth consumed by the TCP aggregate according to target

rate when all packets are in-profile

Figure 25 shows the proportion of used bandwidth consumed by the TCP aggregate
when all packets are marked as being in-profile. When the target rate was 5 Kbps,
50% of the throughput was from the TCP aggregate. This was so for both RIO and H-
MAQ. In the case of RIO, as the target rates increased the proportion of TCP
aggregate traffic decreased linearly. In the case of H-MAQ, increases in the target

rates had no effect on the proportion of TCP aggregate traffic. This remained at a

constant 50%.
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RIO: Proportion of Bandwidth Consumed by TCP Aggregate
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Figure 26: The proportion of bandwidth consumed by the TCP aggregate according to police

and target rates when RIO is used in the network core

Figure 26 shows the proportion of used bandwidth consumed by the TCP aggregate
when RIO is implemented in the core of the network. This figure shows how this
proportion varies according to both the target rate and the police rate. The graph
shows that although the TCP aggregate’s proportion of bandwidth decreases with
increased target rates, there is an optimal police rate that increases the TCP
aggregate’s proportion. In the case when the target rate is 10 Kbps, the proportion of

bandwidth consumed by the TCP aggregate levels off at 30% but peaks at 41% where
the police rate is 14 Kbps.
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H-MAQ: Proportion of Bandwidth Consumed by TCP Aggregate
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Figure 27: The proportion of bandwidth consumed by the TCP aggregate according to police

and iarget rates when H-MAQ is used in the network core

Figure 27 shows the results for the same evaluation as before, except that in this case
the core router implemented H-MAQ. This graph shows that for all police rates and

target rates, the TCP aggregate received a constant 50% of the used bandwidth.

7.3.3 Analysis of Results

Because the aggregates are identical in terms of their SLA, they should each consume
half of the used bandwidth. In Figure 25, when the target rate was only 5 Kbps, the
TCP aggregate received 50% of the bandwidth. This is because there was little
contention within the network and the microflow sources were all able to send packets
at their target rates. In the case where RIO was implemented in the core, as the target
rate increased, the proportion of bandwidth consumed by the TCP aggregate
decreased linearly. This decrease signified degradation in the network’s performance.
In the case of H-MAQ, the TCP aggregate consumed a fixed 50% for all target rates.
This demonstrated that the fixed allocation of resources to the aggregates was

effective.
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Figure 26 demonstrates that when the RIO network is congested, aggregate fairness
may be improved by applying effective policing. The “hump” in the graph is
explained as follows: When the police rate was low, all packets were out-of-profile
and where thus treated identically. When the police rate was high, all packets were in-
profile and were still treated identically. When police rates were similar to the target
rates, the situation arose where most UDP packets were out-of-profile and most TCP
packets were in-profile. This is because TCP’s flow-control was causing the TCP
packets to be preferentially marked. It was thus shown that RIO’s performance can be
improved by up to 27% when effective policing and marking is performed at the
network edge. But even so, RIO’s performance continued to degrade with increased

target rates.

By contrast, Figure 27 demonstrates that when H-MAQ was used, all combinations of
police rates and target rates resulted in the TCP aggregate consuming 50% of the used

bandwidth.

In summary, although effective policing was shown to improve RIO’s performance,
this was still shown to degrade consistently with increased target rates. The network
that had H-MAQ in its core was shown to be fair in all cases and thus demonstrated

the precise controllability of H-MAQ networks.

7.4 Aggregate Fairness and Control — Round Trip Times

Following is a comparison between the performance of a Diffserv network that has
RIO in its core and that of a Diffserv network with H-MAQ implemented in the core.
This section uses aggregate fairness and control according to round trip time as its
performance metric. This round of evaluations compares the throughput for two
identical aggregates that have different round trip times on their TCP flows. The
situation being emulated is one where a Diffserv network has two competing
aggregate clients. The clients are identical in terms of their SLA and number of
microflows, but they differ in that one client is sending TCP traffic to a nearby

branch, and the other is sending TCP traffic to a branch further away.
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7.4.1 Evaluation

In this round of evaluations, 300 TCP traffic sources were started, half belonging to
Aggregate 1 and half belonging to Aggregate 2. Aggregate 1’s packets were subject to
a delay on the return path. The duration of this delay was determined by the
experiment. The sources all started between 0 and 2 seconds. They sent packets
through the network for 100 seconds. Data was collected between 10 and 90 seconds.
The target rate of the sources was as described in the Results section as was the police
rate. In the case of H-MAQ, each aggregate was explicitly allocated a half of the
available bandwidth.

7.4.2 Results

Figure 28 gives the results of the evaluation that considers aggregate fairness when

one of the aggregates is subject to a greater round trip time.
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Figure 28: The proportion of bandwidth consumed by the delayed aggregate according to target

rate when all packets are in-profile

Figure 28 shows the proportion of used bandwidth consumed by the delayed
aggregate when all packets are marked as being in-profile. When the sender target rate
was 5 Kbps, the delayed aggregate consumed 50% of the bandwidth. This was so for
both RIO and H-MAQ and applied to the 50ms and 200ms delay times. In the case of
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RIO, as the target rate increased the proportion of TCP aggregate traffic decreased
linearly. Furthermore, increases in the delay time resulted in further decreases to the
delayed aggregate’s proportion of bandwidth. In the case of H-MAQ, increases in the
target rate had no effect on the proportion of TCP aggregate traffic. This was true for
both the 50ms and 200ms delay. The proportion of bandwidth for the delayed

aggregate remained a constant 50%.
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Figure 29: The proportion of bandwidth consumed by the delayed aggregate according to target

and police rates when the delay is approximately S0ms and RIO is used

Figure 29 shows the proportion of used bandwidth consumed by the delayed
aggregate when RIO is implemented in the core of the network and Aggregate 1 is
subject to an additional delay of 50ms. Figure 29 shows how the delayed aggregate’s
proportion of bandwidth consumed varies according to both the target rate and the
police rate. The grapl also shows that although the delayed aggregate’s proportion of
bandwidth decreases with increased target rates, there is an optimal police rate, which
increases the delayed aggregate’s proportion of bandwidth. For example, when the
target rate is 15 Kbps, the proportion of bandwidth consumed by the delayed
aggregate levels off at approximately 28% but peaks at 41% where the police rate is
12 Kbps.

83



Chapter 7: Evaluations, Results and Analysis

H-MAQ: Proportion of Bandwidth Consumed by Delayed Aggregate
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Figure 30: The proportion of bandwidth consumed by the delayed aggregate according to target
and police rates when the delay is approximately S0ms and H-MAQ is used

Figure 30 shows the results for the same evaluation as before, except that in this case
the core router implemented H-MAQ. This graph shows that for all police rates and

target rates, the delayed aggregate received a constant 50% of used bandwidth.

7.4.3 Analysis of Results

Because the aggregates are identical in terms of their SLA, they should both receive
50% of the used bandwidth. On the far left-hand side of Figure 28, the delayed
aggregate received 50% of the bandwidth. This was so because there was no
contention within the network. The microflow sources were able to send packets at
their target rates without being hindered by TCP flow-control or packet losses. In the
case where RIO was implemented in the core, as the target rate increased, the
proportion of traffic consumed by the delayed aggregate decreased linearly.
Furthermore, increased delays resulted in still lower faimess for the delayed
aggregate. This decrease signified degradation in the network’s performance. In the

case of H-MAQ, the TCP aggregate received a fixed 50% for all tested target rates
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and delays. This demonstrated that when H-MAQ was used, the fixed allocation of

resources (o aggregates was effective.

Figure 29 demonstrates that when the RIO network is congested, aggregate fairness
may be improved by applying effective policing. The “hump” in the graph is
explained as follows: When the police rate was low, all packets were out-of-profile
and where thus treated identically. When the police rate was high, all packets were in-
profile and were still treated identically. When police rates were similar to target
rates, the situation arose where most delayed packets were in-profile and most other
packets were out-of-profile. This is because TCP’s flow-control was causing the
delayed packets to be preferentially marked. It was thus shown that RIO’s
performance can be improved by up to 52% when effective policing and marking is
performed at the network edge. But even so, RIO’s performance continued to degrade
with increased target rates. Furthermore, perfect fairness could never be achieved by
RIO under these circamstances because should the delayed sources indeed achieve
their allocated 50% bandwidth consumption, the edge policing and remarking
mechanism would no longer provide them with an advantage and the delayed

aggregate’s consumption would once again drop.

By contrast, Figure 30 demonstrates that when H-MAQ was used, all combinations of
police rates and target rates resulted in the TCP aggregate receiving 50% of the used

bandwidth.

In summary, although effective policing was shown to improve RIO’s performance,
RIO’s performance was still shown to degrade consistently with increased target rates.
The network that had H-MAQ in its core was shown to be fair under all tested

conditions and thus demonstrated the precise controllability of H-MAQ networks.

7.5 Aggregate Fairness and Control — Aggregate Service
Level

Following is a comperison between the performance of a Diffserv network that has
RIO in its core and that of a Diffserv network with H-MAQ implemented in the core,

using aggregate fairness and control as its performance metric. This round of
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evaluations compares the throughput for two aggregates. One of the aggregates has a
SLA that allows it to send a quarter of the total traffic. The other aggregate’s SLA
allows it to send three quarters of the total traffic. Both aggregates have the same
number of traffic sources. The emulation thus reflects the scenario where a Diffserv
network has two competing aggregate clients. Both clients are the same size, but one

of the clients has subscribed to a cheaper service option.

7.5.1 Evaluation

In this round of evaluations, between 50 and 200 traffic sources were started. Of
these, half belonged to Aggregate 1 and half belonged to Aggregate 2. For each
experiment, the target rate for all sources was set to 20 Kbps. The police rate for the
tratfic sources belonging to the aggregate with the higher service level was set to 20
Kbps. The police rate for the aggregate traffic sources belonging to the aggregate with
the lower service level was set to 6.667 Kbps. The police rates were thus equivalent to
that which a commercial Diffserv network would use to control the aggregates’
utilization of the network according to their SLAs. The network’s performance was
evaluated for both TCP and UDP traffic. The sources all started between O and 2
seconds. They sent packets through the network for 100 seconds. Data was collected
between 10 and 90 seconds. In the case of H-MAQ, the smaller aggregate was
explicitly allocated a quarter of the available bandwidth. The larger aggregate was

explicitly allocated the remaining three-quarters.

7.5.2 Results

Figure 31 gives the results of the evaluation that considers aggregate fairness when
one of the aggregates has a SLA which allows it to consume one quarter of the total

bandwidth.
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Figure 31: The proportion of bandwidth consumed by the aggregate with a quarter-sized service

level according to the total number of TCP sources

Figure 31 shows that when there were only 50 sources, the aggregate with the lower
service level consumed approximately half of the used bandwidth. In the case of both
RIO TCP and RIO UDP, as the number of sources increased, the proportion of
bandwidth consumed by the aggregate with the lower service level decreased slowly.
This rate of decrease accelerated after 100 sources so that when there were 200
sources, the aggregate with the lower service level received less than 18% of the used

bandwidth.

In the case of H-MAQ, as the number of sources increased, the proportion of
bandwidth consumed by the aggregate with the lower service level decreased. This
trend continued until the aggregate with the lower service level had reached one
quarter of the total bandwidth. This point was reached at 100 sources for UDP and
150 sources for TCP. Beyond this point, the proportion of bandwidth consumed by

the aggregate with the lower service level remained fixed at one quarter.
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7.5.3 Analysis of Results

Because the aggregate with the lower service level has a SLA that entitles it to a
quarter of the total bandwidth, it should indeed consume that proportion of the used
bandwidth. Similarly, the aggregate with the higher service level should receive three
quarters of the bandwidth. That is, of course, contingent on its traffic sources having
sufficient packets to send. Figure 31 shows the proportion of bandwidth received by
that aggregate for an increasing number of sources. Because the police rate was
unaltered as the number of sources increased, what this graph demonstrates is the
changing proportion of bandwidth received by the aggregate with the lower service
level as network congestion increases. When there were only 50 sources, there was no
congestion in the network. Because no packets were dropped and target rates were
reachable, each source was able to send packets at its target rate. The aggregates’
consumption of bandwidth was thus proportional to the number of microflows in each

aggregate.

In the case of the RIO UDP and RIO TCP series, the increasingly negative slope
reflects increasing network congestion. This is explained as follows: Under all
network congestion lzvels, more of the packets belonging to the aggregate with the
lower service level were marked as being out-of-profile. When there was little
congestion, as was the case when there were 50 sources, few packets were dropped,
and so the fact that the aggregate with the lower service level was more strictly
policed was of little consequence. As the number of sources increased, so too did
congestion levels. This resulted in more packets being dropped. Because the
aggregate with the lower service level had more out-of-profile packets in the network,
a higher proportion of that aggregate’s packets were dropped. The aggregate with the
lower service level was thus over-penalized. The steep slope of the RIO UDP and
RIO TCP series at the point where they intersect the “0.25 proportion of bandwidth”
line indicates the rareness of the conditions under which Diffserv networks with R1O
cores provide adequate fairness. Furthermore, it is not possible to control the
operating point for Diffserv networks with regards to their position on the x axis of

Figure 31 as this is governed by network congestion levels.
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In the case of H-MAQ UDP and H-MAQ TCP, the proportion of bandwidth
consumed by the aggregate with the lower service level converged to one quarter as
the number of sources increased. On the left-hand side of these convergence points,
the fact that the aggrezate with the lower service level received more than a quarter of
the bandwidth reflects the fact that at this low utilization level, the aggregate with the
higher service level was not able to consume all of the resources that had been
allocated to it. These resources were thus unused or were handed over to the other
aggregate. The fact that the UDP sources converged before the TCP sources reflects
the fact that UDP sources consume bandwidth more aggressively, due to having no

transport layer flow-control.

In summary, the network with the RIO core was shown to be ineffective in providing
services to aggregates in proportion to their SLAs, and the network with the H-MAQ
core was found to provide precise faimess and controllability with regards to resource

allocation.

7.6 Aggregate Fairness and Control — Number of Flows Per
Aggregate

Following i1s a comparison between the performances of a Diffserv network that has
RIO in its core and that when H-MAQ is implemented in the core using aggregate
fairness and control as its performance metric. This round of evaluations compares the
throughput of two aggregates. Both aggregates have identical SLAs. They do,
however, differ in that one of the aggregates has one third as many traffic sources as
the other. The emulation thus reflects the scenario where a Diffserv network has two
competing aggregate clients. Both clients have the same SLA, but one client has twice

as many end-users as “he other.

7.6.1 Evaluation

In this round of evaluations, 400 traffic sources were started. Of these, 133 belonged
to Aggregate 1 and 207 belonged to Aggregate 2. For each experiment, the target rate
for all sources was set to 15 Kbps. The police rates were varied with the constraint
that the product of the number of sources for Aggregate 1 and the police rate for

Aggregate 1 was equal to the product of the number of sources for Aggregate 2 and
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the police rate for Aggregate 2. The police rates were thus equivalent to those that a
commercial Diffserv network would use to control aggregates’ utilization of the
network according to their SLAs. The network performance was evaluated for both
TCP and UDP traffic. The sources all started between 0 and 2 seconds. They sent
packets through the network for 100 seconds. Data was collected between 10 and 90
seconds. In the case of H-MAQ, each aggregate was explicitly allocated half of the

available bandwidth.

7.6.2 Results

Figure 32 gives the results of the evaluation that considers aggregate fairness when

one of the aggregates has twice as many microflow traffic sources as the other.
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Figure 32: The proportion of bandwidth consumed by the aggregate with fewer microflows

according to the percent of delivered packets that are in-profile

Figure 32 shows tha: in the case of the RIO UDP and RIO TCP series, when the
percent of delivered packets that were in-profile was either O or 100 (i.e. all delivered
packets were out-of-profile or in-profile respectively) the aggregate with fewer
sources consumed 33% of the used bandwidth. Between 45 and 95 on the x axis, the

aggregate with fewer sources consumed more than half of the used bandwidth.
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In the case of both H-MAQ UDP and H-MAQ TCP, each aggregate consumed 50%

of the used bandwidth for all x axis values.

7.6.3 Analysis of Results

Because the aggregates are identical in terms of their SLA, they should both receive
50% of the bandwidih. In the case of the RIO UDP and RIO TCP series, when all
packets were marked the same, as was the case on the far left and right-hand sides of
the graph, the aggregate with a third of the microflows consumed that proportion of
the used bandwidth. This is the part of the graph where policing was indiscriminate
and all packets were treated identically. Each aggregate thus consumed bandwidth in
proportion to its number of constituent sources. Between 45 and 95 on the x axis, the
aggregate with fewer sources consumed more than half of the used bandwidth. This is
explained as follows: Because Aggregate 1 had fewer sources, each of its traffic
sources was allowed a higher data rate before being marked as out-of-profile.
Between 45 and 95 on the x axis, most Aggregate | packets that were sent were in-
profile and most Aggregate 2 packets that were sent were out-of-profile. The policing
mechanism was thus shown to be too effective at putting Aggregate 1 at an advantage.
This was unfair to Aggregate 2. On the x axis, as one moves from 45 to 0, the
proportion of Aggregate 1 packets that were in-profile also decreased. This evened
out the treatment that Aggregate 1 and Aggregate 2 packets received. Although there
were two instantaneous points at which the RIO network gave 50% of used bandwidth
to both aggregates, the percentage of packets that are in-profile at any given time

cannot be kept constant as this is governed by network utilization levels.

In the case of H-MAQ UDP and H-MAQ TCP, the fact that the each aggregate always
consumed 50% of the bandwidth indicates the high level of fairness and

controllability of Diftserv networks with H-MAQ cores.

In summary, a Diffserv network with an H-MAQ core was shown to provide precise
fairness and controllability to aggregates with differing numbers of microflows for
both TCP and UPD traffic. This is in stark contrast to the case of a RIO network core

where poor fairness vsas prevalent.
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Chapter 8

Conclusions

From the results of Chapter 7, a number of conclusions may be drawn regarding the
performances of Diffserv networks with RIO and H-MAQ network cores. These
conclusions are presented below in two sections: microflow fairness, and aggregate
fairness and control. Finally, the overall performance of the proposed solution is

considered in light of the previous sections.

8.1 Microflow Fairness

The problem statement of this thesis noted that networks with R1O cores have been
shown to provide poor microflow fairness when competing microflows differ in terms
of their transport protocol and round trip time. An alternative mechanism, namely H-
MAQ, was proposed, specified and implemented. The per-microflow fairness of a
Diffserv network with H-MAQ in its core was compared with that where RIO was
used in its core. The following points assess the relative performance of the two
mechanisms.
e When TCP traffic sources compete for resources against UDP traffic sources,
networks with a RIO core were shown to be slightly fairer than networks with an

H-MAQ core.
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When TCP sources with long round trip times compete for resources against TCP
sources with shorler round trip times, networks with an H-MAQ core were shown

to provide equal to better performance than networks with a RIO core.

8.2 Aggregate Fairness and Control

The problem statement of this thesis noted that it is not possible to adequately control

resource allocation in Diffserv networks when RIO is used in core network elements.

An alternative mechanism, namely H-MAQ, was thus proposed, specified and

implemented. This mechanism permits precise resource allocation at an aggregate

level. H-MAQ’s performance was compared to that of RIO for a number of cases

where aggregates were competing for resources. The following points describe the

performance of the two mechanisms for different network conditions.

When aggregates with TCP traffic sources compete for resources against
aggregates with UUDP sources, the networks with H-MAQ cores were found to
provide fair and controllable resource allocation according to the aggregates’
SLAs. This was n contrast to the networks with RIO cores, which are unfair to
aggregates with TCP sources.

When TCP aggregates with long round trip times compete for resources against
aggregates with chorter round trip times, the networks with H-MAQ cores were
found to provide fair and controllable resource allocation according to the
aggregates’ SLAs. This is in contrast to the networks with RIO cores, which are
unfair to the aggregates with long round trip times.

When aggregates with smaller SLAs compete for resources against aggregates
with larger SLLAs, the networks with H-MAQ cores were found to be effective in
providing precise resource allocation according to the aggregates’ SLAs. This was
in contrast to networks with RIO cores, which can be unfair to aggregates of both
smaller and larger SLAs depending on network congestion levels. This holds true
for both TCP and UDP traffic.

When aggregates with many traffic sources compete for resources against
aggregates with fewer traffic sources, networks with H-MAQ cores were found to
provide fair and controllable resource allocation according to the aggregates’

SLAs. This is in contrast to networks with a RIO core, which can be unfair to
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either aggregate, depending on network utilization levels. This holds true for both

TCP and UDP trafic.

8.3 Overall Performance of H-MAQ

At the microflow level, the performance of Diffserv networks with H-MAQ cores was
shown to be comparable to that of Diffserv networks with RIO cores. At the aggregate
level, networks with H-MAQ cores were shown to be capable of providing exact
control of resource allocation. Being able to provide this high level of network control
means that should H-MAQ be used in Diffserv AF networks instead of RIO, over-
provisioning would no longer be necessary to provide guaranteed services to

aggregates.
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Chapter 9

Recommendations and Future Work

There 1s scope for -esecarch aimed at improving the fairness of H-MAQ at the
microflow level. This work should consider alternative drop policies as well as the
feasibility and performance of a system whereby a separate RIO queue is allocated to

each aggregate.

In the H-MAQ core. when an out-of-profile packet needs to be dropped from a
microflow queue, a scarch is performed to find the out-of-profile packet that is closest
to the front of the qaeue. This packet is then dropped. The author suggests that a
modification to the H-MAQ mechanism be investigated which causes the packet at
the front of the queue to be dropped. This is regardless of whether it is in- or out-of-
profile. Because all packets in a given microflow queue are from the same traffic
source, it should not negatively affect that microflow source if an in-profile packet
were dropped insteac of an out-of-profile packet. The benefits of this modification
would be as follows:
¢ Dropping the pac<et that is at the front of the queue rather than doing a search to
find the first out-of-profile packet would result in a more computationally efficient
algorithm.
» Because the dropped packet would always be the one at the front of the queue, the
traffic source would be informed of the packet loss sooner. This would improve

TCP responsiveness.
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The effect of different packet marking policies needs to be investigated, this is
especially necessary when microflow and aggregate-unaware mechanisms such as
RIO are used in the nztwork core. In particular, there should be investigations into the
performance of Diffserv networks when marking mechanisms mark only surplus
packets as being out-of-profile rather than marking all packets as being out-of-profile

when microflow sources exceed their police rate.
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Appendices

Appendix A: Asynchronous Transfer
Mode

This appendix introduces ATM as well as well as describing its use in carrying IP

traffic.

A.1 Introduction to ATM

Asynchronous Transfer Mode (ATM) is a networking technology based on
asynchronously switching small 53 Byte cells through networks. ATM is connection
orientated, which means that an explicit connection setup is required before data may
be sent across an ATM network. Because ATM was designed to support real-time
traffic such as voice and video, it uses sophisticated congestion control mechanisms
that interleave data traffic with control cells. These congestion control mechanisms

are able to limit traffic on a per-connection basis as well as a per-aggregate basis.

ATM data links are divided into a number of virtual paths, each of which is divided
into a number of viitual channels. This configuration enables network elements to
easily perform shaping or policing on paths or on individual channels. A Virtual
Channel Identifier (VCI) together with a Virtual Path Identifier (VPI) may be used to

uniquely identify a virtual channel along a given link. A permanent Virtual Circuit
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(PVC) is a permanent connection between two ATM end systems that uses a fixed

VPI/VCL

A.2 IP Over ATM

ATM is implemented extensively throughout the Internet. This is done using the IP
over ATM architecture. IP over ATM works as follows: IP packets entering the ATM
network are broken into a number of ATM cells. The cells are sent through the ATM
network. At the egress of the ATM network, the IP packets are re-assembled

whereupon they can continue towards their destination.
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Appendix B: RIO Development and
Testing

Because the author’s implementation of RIO was to be used as the benchmark against
which the proposed rechanism was to be compared, it was necessary that the RIO
implementation be correct. Note that although the proposed mechanism was tested in
a similar way to that of RIO, its verification is not be presented in a separate appendix

as the results of this study adequately demonstrate its correctness.

B.1 RIO Development

The RIO mechanism was implemented using a simple FIFO drop-tail queue as a
template. This kernel module was written by Fred Kuhn of Washington University’s
Applied Research Latoratory. Using a drop-tail module as a template ensured that the
basic buffer management operations such as initialising a packet scheduler and
dropping an arriving packet had already been verified. The RIO module was

implemented according to pseudo-code obtained from the relevant papers [25,28].

B.2 RIO Testing

The first stage of testing consisted of a number of complete code walkthroughs.
During this process, each line was critically evaluated in the context of the program.
Once this was complete, the second stage of testing began. During this stage, the
author performed real-time monitoring of the variables that formed part of the RIO
mechanism. This took place whilst packets were moving through the router. These
variables were outputied to a terminal window by the SPCs on with the RIO kernel
modules were run. Only once the author was satisfied that RIO’s internal variables
were correct did the final round of tests begin. The final round of tests was aimed at

ensuring that RIO behaved as it was designed to.
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Figure 33 not only demonstrates that the RIO implementation performed as expected,
but also offers an insight into how the mechanism works. The graph shows the delay
incurred from the time that each packet was transmitted unti] the time that it reached
the receiver. This delay is a function of the time spent by packets in the buffers of the
router. The network topology was as described in Section 6.3. Figure 33 compares the
delay when a simple FIFO drop-tail queue was implemented at the router with the
delay when a RIO queue was used. In the case of RIO, there is a further comparison
between when the packets are policed as being in-profile versus when they are out-of-
profile. This distinction is meaningless in the case of drop-tail as drop-tail ignores the
DSCP of packets. In this experiment, 70 UDP traffic sources were started
simultaneously. They each sent out 500 byte packets that had exponentially
distributed inter-arrival times with an average data rate of 40 Kbps. This meant that a
total of 2.8 Mbps were being sent. A maximum number of 200 packets were permitted
in the MSR’s output buffer. In the case of RIO, Threshin, MaxThreshin ThreshOut
and MaxThreshOut were set to 40, 80, 90 and 140 respectively. The router’s output
link data rate was throttled to approximately 160kbps to ensure congestion in the
router’s output buffer. Note that the delay incurred in the testbed router was far

greater than that which would be permitted on commercial network.
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Figure 33: Relative queuing delay for RIO and drop-tail
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Figure 33 shows that in the case of the drop-tail queue, the buffers filled up
progressively at the start of the experiment and remained at that high level. In the case
of RIO with in-profile packets, the buffers filled up as with drop-tail. They then
stabilized at a lower l2vel. In the case of RIO with out-of-profile packets, the buffers
filled up as before, but stabilized at a still lower level. These three levels reflect the
maximum number of packets allowed in the FIFO drop-tail queue, MaxThreshIn and

MaxThreshOut respectively.

A further point that is of interest is that for both RIO data series, there was an initial
overshoot before buffzr occupancy levels stabilized. This overshoot was expected, as
there is a lag before RIO’s average buffer occupancy variables reach their maximum

thresholds and reflect persistent congestion.
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