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Abstract 

The COVID-19 pandemic has significantly impacted cybersecurity practices in South African 

organisations across various sectors, including financial services, healthcare, retail, and 

technology, with vulnerabilities arising from remote work, digital infrastructure, and financial 

strain. This study applied Engström’s Activity Theory Framework to explore the effects of the 

pandemic on cyber-threats, vulnerabilities, and organisational responses. The findings reveal 

that remote workers faced significant vulnerabilities during the pandemic, making them 

susceptible to phishing and social engineering attacks. The study highlights the importance of 

cybersecurity awareness training and education for employees in South African organisations. 

The economic instability of South Africa during the pandemic led to an increased appeal of 

cyber-threats, underscoring the need for enhanced cybersecurity strategies. The study’s 

findings provide practical recommendations for enhancing cybersecurity strategies, including 

the adoption of secure remote work solutions and the development of incident response plans. 

The results underscore the importance of cybersecurity awareness training and education for 

employees. The study’s methodology involved conducting 30 semi-structured interviews with 

South African organisations from the financial, healthcare, retail, and technology sectors, 

employing thematic analysis to delve into the realm of cybersecurity management practices 

during the pandemic. Despite its limitations, including a limited data sample and potential lack 

of generalisability to all South African organisations, this study contributes to the existing 

literature and provides valuable insights for policymakers, organisations, and cybersecurity 

professionals. The findings suggest that to mitigate risks, organisations should prioritise 

cybersecurity and invest in comprehensive cybersecurity solutions. Employee training is 

essential for enhancing cybersecurity awareness and preventing cyberattacks. Regulatory 

compliance is crucial for ensuring data privacy and security standards are met. Investments in 

digital infrastructure and cybersecurity education and training are also recommended to equip 

future professionals with the necessary skills to address emerging cyber threats. Future research 

should consider expanding data sources and conducting long-term analyses to gain a more 

comprehensive understanding of the cybersecurity challenges during and beyond the 

pandemic. 

Keywords: COVID-19, Cybersecurity, cybersecurity awareness training, remote work, South 

African organisations, vulnerabilities. 
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Chapter 1: Introduction  

Chapter 1 provides an overview and background to provide context for the research. The 

research problem and justification are presented, followed by the study’s research questions, 

objective, and its intended contribution to further research.  

1.1 Background  

As a result of the Coronavirus disease 2019 (COVID-19) pandemic, there have been significant 

changes in the way businesses operate. Amankwah-Amoah et al. (2021) emphasise the growing 

importance of technology in facilitating these shifts. Technology adoption played a crucial role 

in ensuring business continuity during the pandemic (AlShamsi et al., 2020). The outbreak 

exposed the digital divide between organisations that had invested in technology and those that 

had not (Lythreatis et al., 2022).  

Organisations with pre-existing digital infrastructures were more effectively able to navigate 

the technology challenges caused by the pandemic (Bryant et al., 2020). However, this rapid 

transition to remote work and digital platforms exposed organisations to new vulnerabilities, 

with cybercriminals taking advantage of weaknesses in their cybersecurity strategies (Saleous 

et al., 2021). Therefore, Chigada and Madzinga (2021) stressed the importance for 

organisations to assess and enhance their cybersecurity measures to combat the emerging 

threats brought about by the pandemic. 

1.2 Problem statement 

Due to the pandemic causing a rapid shift to digitalisation, concerns regarding cybersecurity 

had emerged (Pandey & Pal, 2020). Table 1.1 provides a summary of reported cyberattacks 

across various countries, illustrating the extent of these threats and their correlation with remote 

work activities. 
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Table 1.1: Top 2 Countries from Each Continent During the COVID-19 Pandemic based on the Global 

Cybersecurity Exposure Index  

Continent Top 2 Least Scores Top 2 Worst Scores 

Europe 1. Finland (0.110) 1. Bulgaria (0.483)  
2. Denmark (0.117) 2. China (0.483) 

Oceania 1. Australia (0.131) 1. Papua New Guinea (0.755)  
2. New Zealand (0.179) 2. Solomon Islands (0.762) 

Asia 1. Japan (0.138) 1. Myanmar (0.910)  
2. South Korea (0.269) 2. Afghanistan (1.000) 

North America 1. United States (0.145) 1. Mexico (0.483)  
2. Canada (0.207) 2. Nicaragua (0.600) 

Africa 1. Mauritius (0.200) 1. Nigeria (0.614)  
2. South Africa (0.417) 2. Tunisia (0.614) 

South America 1. Chile (0.469) 1. Bolivia (0.783)  
2. Argentina (0.514) 2. Venezuela (0.807) 

Source: PasswordManagers (2020) 

The Cybersecurity Exposure Index (CEI) is a comprehensive metric that evaluates the level of 

exposure to cybercrime across different countries, with scores ranging from 0 to 1. A higher 

score indicates greater vulnerability and exposure to cyber threats, highlighting the relative 

state of cybersecurity within a specific nation. This index is vital for understanding the global 

landscape of cybersecurity, guiding policymakers, businesses, and organisations in making 

informed decisions regarding cyber defences and resource allocation. 

In the context of this research, South Africa stood out as a critical case study. Although it 

ranked second in Africa for the least exposure to cybercrime, with a score of 0.417, placing it 

34th out of 85 countries overall, this position is still concerning. When compared to countries 

like Mauritius, which had a significantly lower score of 0.200, South Africa’s relatively high 

exposure indicates underlying vulnerabilities. Given the economic and technological landscape 

of South Africa, understanding its cybersecurity challenges is crucial, especially as the nation 

increasingly integrates digital solutions across various sectors.  

The effects of COVID-19 on South African-based organisations have proven to be significant 

and necessitated urgent attention. During the pandemic, many South African businesses, like 

those around the world, shifted to remote working models, which heightened the risk of cyber 

threats. Despite South Africa's position as one of the least exposed countries in Africa, its 

overall score indicated a noteworthy susceptibility when analysed alongside other nations. For 

instance, while Australia and New Zealand maintained low scores of 0.131 and 0.179, 

respectively, South Africa’s score placed it in a vulnerable position - the risks were amplified 

due to inadequate cybersecurity infrastructure and increased online activity during lockdowns. 

Hence, investigating how organisations in South Africa adapted to these challenges, and the 
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implications for their cybersecurity resilience, was vital in understanding the broader impacts 

of the pandemic. 

Several research gaps were identified at the intersection of cybersecurity and COVID-19 

(Hernández, 2023). The areas of research that needed to be addressed included: the rise in 

cybersecurity threats during the pandemic (Yadav, 2021); the impact on the cybersecurity 

workforce, and the use of technology in the fight against COVID-19 (Baz et al., 2021); the 

effects of digitalisation (Pandey & Pal, 2020); and the evolution of cybersecurity threats, 

especially social engineering, and how it had been linked to the spread of COVID-19 (Hijji & 

Alam, 2021). 

Due to the rapid digitalisation, cybercriminals had more opportunities to take advantage of 

weaknesses in the organisations’ information systems (Saeed et al., 2023a). This meant that the 

intensity of cybersecurity-threats increased, as the proportion of time spent online increased 

(Ashraf et al., 2022). Thus, it was important to conduct a study to determine how COVID-19 

had attributed to that increase (Chigada & Madzinga, 2021).  

Conducting research on cybersecurity resilience in South Africa (SA) is especially important 

due to the country’s unique socioeconomic, geopolitical, and technological environment (Bote, 

2019). Understanding the SA cybersecurity landscape requires considering factors such as the 

country’s history of political instability, economic inequality, and digital divide (Mphatheni & 

Maluleke, 2022). This holds true for this study analysing the effects of COVID-19 on 

cybersecurity in SA organisations, because the pandemic brought about unprecedented changes 

to the socioeconomic landscape in the country. With the sudden shift to remote work and digital 

operations, many organisations had to quickly adapt their cybersecurity measures to the 

changing landscape. SA’s geopolitical environment also played a role in these organisations’ 

ability to maintain cybersecurity resilience during the pandemic (Calandro, 2020). The country 

has faced challenges in the past with high levels of cybercrime due to factors such as limited 

law enforcement resources and a lack of cybersecurity awareness amongst the general 

population (Shingange, 2022). This study analysing the effects of COVID-19 on cybersecurity 

in SA organisations was crucial in understanding the effects of the pandemic on their 

cybersecurity posture.  

1.3 Research questions and objectives  

The rising reliance on digital technology and the lack of adequate defences made SA 

organisations bigger targets for cybercriminals. A thorough investigation into the problem was 



4 

 

required because of COVID-19, to gauge its effects on the cybersecurity of SA organisations. 

The answers to the “how” portion of the questions was offered by Engeström’s Activity Theory 

Framework (ATF), which was used in this study. The researcher conducted a qualitative study 

to respond to the following research questions: 

Primary Research Question: What are the COVID-19 effects on cybersecurity in organisations 

in SA? 

➢ Secondary Research Question 1: How has COVID-19-induced remote work threatened 

cybersecurity in organisations based in SA? 

➢ Secondary Research Question 2: How has COVID-19 changed the way organisations 

practise cybersecurity awareness in SA? 

➢ Secondary Research Question 3: By being based in SA, how have organisations become 

more appealing to COVID-19 cybersecurity-threats? 

➢ Main research objective: The research objective was to investigate the effects of 

COVID-19 on cybersecurity practices in SA organisations, with the aim of identifying 

potential vulnerabilities and devising efficient tactics to enhance cybersecurity and 

address the challenges arising from the pandemic. This objective specifically focused 

on analysing the “cybersecurity management activity” within the broader organisational 

context, which involved implementing processes and systems to protect digital assets 

from cyber-threats. 

1.4 Intended contributions  

The intended contribution of this research study was to provide insight into the specific effects 

of COVID-19 on cybersecurity in SA organisations. This included: the impact of COVID-19 

and remote work on cybersecurity; the emergence and development of cybersecurity-threats 

during the pandemic; and the importance of improved cyber-awareness practices in managing 

risks during COVID-19. By using Engeström’s ATF and conducting a qualitative study, the 

researcher aimed to answer the research questions and provide practical recommendations for 

enhancing cybersecurity in SA organisations, both during and after a crisis. The study’s 

findings and recommendations are expected to have a significant impact on further research 

and the cybersecurity landscape in SA. 

1.5 Chapter 1 Summary  

Chapter 1 establishes the research context by discussing the effects of the COVID-19 pandemic 

on business operations and cybersecurity. It outlines the significant challenges organisations 
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encountered while adopting digital technologies during the pandemic, which subsequently led 

to an increase in cybersecurity threats. The chapter identifies critical research gaps at the 

intersection of cybersecurity and COVID-19, with a particular focus on the South African 

landscape. It also articulates specific research questions intended to explore the effects of the 

pandemic on cybersecurity practices within organisations. Additionally, the chapter highlights 

the intended contributions of the study, which aim to enhance understanding of these dynamics 

and improve cybersecurity resilience amongst South African organisations.  
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Chapter 2: Literature review 

This chapter defines cybersecurity and cybercrime. It also provides an analysis of the current 

state of the cybersecurity landscape in SA and a description of COVID-19. The chapter 

investigates the cybersecurity-threats posed by cybercrime to organisations. Academic theories 

and their relevance in the study are discussed. The researcher elucidates the ATF, emphasising 

its fundamental concepts and its implementation in real-life scenarios within the cybersecurity 

realm. Finally, the researcher explores the framework’s relationship with information systems, 

followed by an examination of whether its underlying rationale is applicable for this type of 

research. 

2.1. Cybersecurity defined 

Academic discussions about “cybersecurity” in the past have been vague and influenced by 

personal opinions, rather than by an objective analysis. As a result, three scholars conducted a 

study to develop a comprehensive and standardised definition. Based on their research, they 

crafted a unique and meticulous definition, that applied to the specific realm of cybersecurity 

examined in this study. Their definition was presented as:  

“Cybersecurity is the organization and collection of resources, processes, and 

structures, used to protect cyberspace and cyberspace-enabled systems, from 

occurrences, that misalign de jure from de facto property rights” (Craigen et al., 

2014:17). 

Comprehensive cybersecurity measures involve more than just traditional perimeter defences, 

such as firewalls and antivirus solutions (Thomas & Sule, 2023). Proper cybersecurity 

management necessitates skilled personnel, well-established threat identification and response 

protocols, and unyielding systems capable of withstanding potential attacks (Furnell, 2021). To 

ensure a competent cybersecurity strategy, collaboration with external stakeholders such as 

suppliers, customers, and industry partners, along with internal departments including 

information technology (IT), risk management, legal and compliance is critical (Colicchia et 

al., 2019). Continuous learning and adaptation of best practices, trends, and threats in the 

cybersecurity field is essential. However, the above conceptualisation of cybersecurity poses a 

challenge, as it does not offer definitive structures, procedures or resources, as individual 

organisations may interpret cybersecurity requirements differently based on their unique needs 

and available resources. 
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Cybersecurity measures cannot be universally applied and should be flexible to adapt to 

varying circumstances, based on factors like size, industry, and risk profile (Sungkur & 

Maharaj, 2021). This implies that organisations must customise their security plans to suit their 

specific requirements without being overly rigid. It is crucial to define cybersecurity in a non-

prescriptive manner (Barry et al., 2022). This highlights the fact that cybersecurity is 

continuously evolving; thus, it is essential to avoid fixed definitions. 

It is important to protect cyberspace and associated systems by utilising defence tools and 

techniques, such as intrusion detection and prevention systems, firewalls, encryption, and 

antivirus software (Zheng et al., 2022). This inclusive protection strategy is aimed at addressing 

both intentional and unintentional threats resulting from system vulnerabilities or user errors, 

as well as natural disasters or power outages. This phrase underpins the vital nature of 

cybersecurity in the present interconnected world, where cyberspace plays an essential role in 

almost every aspect of human life (Goutam, 2021). Therefore, the implementation of effective 

cybersecurity measures is crucial to safeguard various entities, including individuals, 

organisations, and governments. Thus, the security of such entities relies heavily on successful 

cybersecurity implementation. 

Lastly, the phrase “misalign de jure from de facto property rights” pertains to distinct aspects 

of ownership and control, which have been extensively studied in relation to cybersecurity and 

digital assets. Digital assets refers to digital representations of value (Popescu, 2021). Examples 

of digital assets include cryptocurrencies such as bitcoin, Ethereum, and Litecoin, which are 

increasingly being used in industries such as banking, real estate, and healthcare (Rejeb et al., 

2021). The phrase forms a part of Ostrom and Hess’s (2011) property rights framework, which 

includes seven elements: access, extraction, contribution, removal, management, exclusion, 

and alienation. Craigen et al. (2014) define cybersecurity incidents as actions or events that 

create a discrepancy between actual (de facto) and perceived (de jure) property rights, whether 

intentionally or unintentionally, and whether detected or unknown. This suggests that 

cybersecurity measures may differ from legal protections on paper and implementing both 

standards is critical to securing cyberspace and its related systems (Al-Hawamleh et al., 2020).  

2.1.1 How cybersecurity is threatened 

The demand for cybersecurity has noticeably increased in recent years due to the rise in both 

the prevalence and complexity of cyber-threats (Grobler et al., 2021). Cybercrime has emerged 

as a major global issue, posing significant challenges for cybersecurity (Khiralla, 2020). The 
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effects of cybercrime are extensive, with individuals, organisations, and governments 

experiencing severe negative consequences.  

2.2 Cybercrime defined 

The increasing use of the Internet has led to a rise in cybercrime, which is a growing concern 

in modern society (Arab, 2020). While researchers have various definitions of cybercrime, 

many associate it with digital technology or the Internet. However, cybercrime’s multifaceted 

nature makes it difficult to define comprehensively. As a result, countries can categorise 

cybercrime based on their unique perspectives to better understand its impact and 

characteristics (Bhowmik, 2023). 

Protrka (2021) proposed that the United Kingdom (UK)’s Crown Prosecution Service classify 

cybercrime into two categories: cyber-dependent and cyber-enabled crimes. This categorisation 

assists law enforcement officials in comprehending and handling different types of cybercrime 

effectively.  

Cyber-dependent crimes are solely reliant on IT and include activities like hacking (Maimon 

& Louderback, 2019). These crimes are committed through the use of a computer system or 

electronic communication tools, such as the Internet or mobile devices (Brosnan, 2021). Illegal 

acts include hacking, phishing, and identity theft. The prevalence of cyber-dependent crimes is 

growing globally, and criminals are becoming more sophisticated in their methods (Chowdhury 

& Fahim, 2020). To combat these crimes, education, awareness and robust cybersecurity 

measures are necessary (Bada & Nurse, 2019). 

Cyber-enabled crimes require the integration of technology into traditional crimes, such as 

online fraud or cyberbullying (Nwankwo et al., 2022). These crimes involve the use of 

computer technology or the Internet (Akdemir & Lawless, 2020). Various criminal acts make 

use of these methods, including cyberstalking, identity theft, hacking, and malware attacks (Al-

Khater et al., 2020). As technology becomes more sophisticated, cyber-enabled crimes have 

become more complex, making it challenging for law enforcement and cybersecurity 

professionals to prevent and detect them (Maimon & Louderback, 2019). Addressing cyber-

enabled crimes requires collaboration amongst diverse stakeholders, such as law enforcement 

agencies, companies, and academic institutions (Dupont & Whelan, 2021). 

2.2.1 Types of cybercrime 

Exploring why people partake in cybercrime and its consequent effects on individuals and 

establishments, may benefit from the adoption of criminological, sociological, and 
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psychological theories. Social Identity Theory (SIT), for example, offers one probable 

approach to understanding the motivation behind cybercrime. According to SIT, individuals 

may undertake criminal activities as a means of attaining social status or membership in a 

specific group (Tajfel & Turner, 2004). Such groups could comprise hackers or online 

communities that encourage illegal actions. Psychological Strain Theory (ST) presents a 

valuable framework that suggests that people may resort to criminal behaviour as a coping 

strategy against stressors and negative emotions that plague their lives (Agnew & White, 1992). 

ST expounds on the reasons why individuals who feel marginalised or powerless in their daily 

lives, resort to online crime to exert control over their environment or gain a sense of agency. 

According to Shaw and McKay’s (1942) Social Disorganisation Theory (SDT), the aspects of 

a community can heavily impact the incidence of delinquency. Communities that have high 

poverty rates, high levels of unemployment, and frequent residential mobility, are more 

susceptible to social disorganisation. This, in turn, can lead to elevated criminal activity such 

as cybercrime (Shaw & McKay, 1942). It suggests that individuals who came from 

disadvantaged backgrounds are more inclined to participate in online criminal activities for the 

purpose of financial gain. The implications of cybercrime for organisations can be elucidated 

by employing an organisational theory, such as Social Exchange Theory (SET), which focuses 

on the impact of interpersonal and organisational relationships on attitudes and behaviours 

(Blau, 1964). It argues that individuals may disengage or resort to dysfunctional behaviours if 

negative consequences result from the involvement in cybercrime. Consequently, organisations 

that are repeatedly targeted with cyber-attacks are at risk of losing the trust and support of their 

staff, which can have disastrous repercussions. Figure 2.1 illustrates an array of categories 

showing various subtypes of cybercrime that are often interconnected during a cyber-attack. 

Given the increasing role of technology in society, the threat of cybercrime is ongoing, making 

it imperative to identify distinct types of cybercrime explained by relevant theories.  

 

Figure 2.1: Types of Cybercrime  

Source: Lallie et al. (2021)  



10 

 

 

2.2.1.1 Hacking 

Hacking is an illegal activity where an individual gains unauthorised access to a computer 

system or network to obtain sensitive information or disrupt its normal operations for personal, 

political, or financial reasons (Steinmetz, 2022). The reasons behind hacking can be attributed 

to ST, which suggests that individuals engage in illegal activities, including hacking, when they 

encounter obstacles or lack legitimate opportunities to achieve their goals (Agnew & White, 

1992). The Social Learning Theory (SLT) also influences hacking, as people may be influenced 

by their peers to engage in such activities (Bernatzky et al., 2021). ST provides insights into 

hacking behaviours, explaining that individuals engage in such activities when they experience 

stressful life events, such as financial hardship or social exclusion, that limit their opportunities 

to achieve their goals. Research studies have supported this connection between ST and 

hacking, finding strain and stressful life events to be significant predictors of hacking amongst 

college students (Hay & Ray, 2020). The studies identified that cybercrime involvement, 

including hacking, was significantly predicted by strain, social learning, and low self-control 

(Stalans & Donner, 2018). While ST provides a useful framework for understanding hacking 

behaviours, not all individuals experiencing stressful life events will engage in hacking. Other 

factors, such as personality traits and social factors, may also influence such behaviours (Choi 

et al., 2019). Prevention strategies for hacking should consider individual, social, and 

environmental factors to adopt a multidimensional approach. 

2.2.1.2 Malware 

Malware is a type of software designed to harm or disrupt computer systems without user 

consent (Ngo et al., 2020). Examples of malware include viruses, trojans, and spyware (Prasad 

& Rohokale, 2020). Rational Choice Theory (RCT) can help determine the motives behind 

malware creation and distribution. In RCT, individuals engage in cybercrime when they believe 

that the rewards outweigh the potential negative consequences (Cornish & Clarke, 1989). 

Financial gain, political motivations, or a desire for retaliation may drive malware creators. 

Studies on the link between RCT and malware indicate that individuals engage in cybercrime 

for goals such as financial gain, status, or excitement (Collier et al., 2020). People’s incentives 

to create malware are influenced by their perception of benefits and the likelihood of being 

detected (Morrison, 2022). RCT provides valuable insights into understanding how 

cybercriminals make decisions, which can help organisations protect themselves from potential 

attacks. 
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2.2.1.3 Denial-of-service attack  

Denial-of-service (DoS) attacks involve deliberately overwhelming a website or network with 

excessive traffic or requests to disrupt its operation, making it challenging for authorised users 

to access it (Gulihar & Gupta, 2020). According to SDT, the absence of supervision, regulation, 

and social control in cyberspace could lead to a breakdown of legal norms and collective 

efficacy, creating an environment conducive to cybercrime (Shaw & McKay, 1942). In SDT, 

the absence of supervision, regulation, and social control in cyberspace can lead to the 

breakdown of legal norms and collective efficacy, creating an environment that encourages 

cybercrime. DoS attacks may be launched by hackers to gain recognition or express 

dissatisfaction with certain institutions or belief systems. These motivations align with SLT, 

which posits that individuals learn through observing and imitating the actions of others 

(Bandura & Walters, 1977). Consequently, hackers may engage in DoS attacks for their 

perceived self-interests. 

2.2.1.4 Financial fraud 

Financial fraud is a form of cybercrime that involves using manipulation or deception 

techniques to deceive individuals or organisations into giving away valuable assets or money 

(Reurink, 2019). Fraud Theory (FT) offers insight into fraudulent activities by explaining the 

thought processes behind them. The fraud triangle model, a key aspect of FT, emphasises the 

significance of pressure, rationalisation, and opportunity. These elements can lead to financial 

fraud through a calculated analysis of benefits, abilities, and prospects. To gain a deeper 

understanding of financial fraud, researchers have explored the connection between FT and 

various studies. Individuals with access to organisational resources were more likely to commit 

fraud than those who did not (Hashim et al., 2020). People who justified their actions were 

more inclined to engage in financial fraud (Utami et al., 2019. 

2.2.1.5 Phishing 

Phishing is classified as a deceitful and fraudulent technique that involves sending fake emails 

or setting up misleading websites to trick people into providing their sensitive information, 

such as bank account details, passwords, or social security numbers (Orunsolu et al., 2022). 

SET underpins the fundamentals of such cybercrime, where attackers rely on tactics such as 

persuasion and psychological manipulation to manipulate victims into revealing their 

information (Musuva, 2019). To increase the perpetrators’ chances of success, phishing attacks 

exploit cognitive biases such as urgency, authority, and trust. The success of phishing attacks 
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relies heavily on SET, as it involves deceiving victims by posing as trustworthy entities or using 

other means of manipulation. Research has established that attackers can control the thought 

process of their targets through psychological manipulation and persuasion techniques, which 

increases their likelihood of success (Wang et al., 2021). These attacks employ cognitive biases 

to increase their effectiveness, making it crucial to educate individuals and organisations on 

how to mitigate such risks (Shahbaznezhad et al., 2021). For example, attackers may use logos 

and brand names of reputable companies or false testimonials to lure victims into providing 

their sensitive information (Alabdan, 2020). 

2.2.1.6 Pharming 

Pharming is a type of cyber-attack that involves manipulating a website’s domain name system 

(DNS) records to redirect users to a fraudulent website (Alkhalil et al., 2021). This fake website 

appears identical to the genuine one and prompts users to provide sensitive personal 

information, such as usernames and passwords, which can be exploited by the attacker. 

Pharming attacks can be seen as an example of a crime facilitated by modern technology, 

requiring a certain level of technical expertise to execute (Kalajžić, 2019). The success of the 

attack depends on the vulnerability of the target website and its users, and the lack of effective 

guardianship, such as proper website security measures, can make it easier for attackers to carry 

out such attacks. Routine Activity Theory (RAT) posits that crimes increase with motivated 

offenders, suitable targets, and lack of guardianship. Badamasi et al. (2019) connect pharming 

to RAT, highlighting the role of offenders and vulnerable targets driven by financial or personal 

motives for successful attacks. 

2.2.1.7 Extortion 

Extortion is the illegal practice of obtaining goods, services, or money through coercion or 

threats (Abdulhameed, 2021) with significant impacts on individuals and society. Deterrence 

Theory (DT) explains the relationship between extortion and crime deterrence (Stigler & 

Becker, 1977). Their study revealed that increasing the costs of punishment, like raising fines 

or imprisonment severity, can deter potential extortionists. The threat of detection and arrest 

acts as a significant deterrent against extortion (Shavell, 1992). Deterrence can also prevent 

organised crime, such as extortion rings that use threats, violence, or blackmail to coerce money 

or resources from individuals or businesses (Ryan, 2020). Enhancing the likelihood of arrest 

and conviction for these groups can effectively deter their activities (Paternoster, 2019). 
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2.3. COVID-19 defined 

The pandemic caused by COVID-19 rapidly escalated into a worldwide crisis, because of the 

virus’s highly contagious nature. To mitigate the spread of the virus, numerous countries 

implemented rigorous lockdowns and physical distancing policies. These measures were 

implemented with the aim of reducing the rapid transmission of the virus and inhibiting its 

further spread. For this study, COVID-19 is defined as: 

“An infectious disease primarily transmitted through droplets of saliva or nose 

discharge, when the infected individual sneezes or coughs” (Xu et al., 2020:1). 

The COVID-19 pandemic has heightened concerns about cybersecurity-threats, leading 

researchers to examine theories like the Theory of Planned Behaviour (TPB). With TPB, 

individuals are driven by their intentions, influenced by their attitude, social norms, and 

perceived control over their actions (Ulker-Demirel & Ciftci, 2020). In this pandemic era, the 

TPB sheds light on why people might be more vulnerable to cyber-attacks. Individuals with a 

positive or neutral view towards risky online behaviours may be more prone to engaging in 

them due to increased online activity during the pandemic, potentially aggravating feelings of 

social isolation (Ulker-Demirel & Ciftci, 2020). 

2.3.1 SA organisations during COVID-19 

Apakah (2021) highlights the importance of analysing the effects of COVID-19 on 

cybersecurity in organisations situated in African countries such as SA. This importance 

stemmed from the following reasons. Firstly, SA, with its burgeoning economy and a 

significant online presence, is highly susceptible to cyber-attacks, which had become more 

intense due to COVID-19 (Ndemo, 2021). Hence, comprehending how COVID-19 has affected 

cybersecurity was crucial in mitigating risks and bolstering resilience against cyber-attacks. 

Secondly, the pandemic has adversely affected numerous sectors of the SA economy, such as 

tourism, hospitality, and events, resulting in income and job losses (Sucheran, 2022). Since 

organisations in these sectors depend heavily on digital operations, understanding how the 

pandemic may have intensified these cybersecurity risks is vital. Thirdly, social-economic 

inequity in SA has made it increasingly challenging to defend against cyber-attacks, as the 

digital divide and lack of cybersecurity knowledge in some communities has heightened 

vulnerability to such attacks (African Union, 2020). Consequently, examining the effects of 

COVID-19 on cybersecurity practices will provide organisations with valuable insights into 

how the pandemic has impacted the cybersecurity-threats, mitigation strategies, and policies. 
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Thus, such a study is critical in aiding decision-making processes, building organisations’ 

resilience to cyber-attacks, and ensuring business continuity, even during crises.  

Organisational analysis is crucial for comprehending the challenges and opportunities they 

encounter, as well as the attitudes of their employees towards them. Organisation size varies 

significantly based on industry, purpose, and management structure, ranging from a small 

group of individuals to several thousand or even millions (Longo, 2023). Small-sized 

organisations exhibit greater agility and adaptability, while larger ones have more resources, 

providing an advantage in their respective industries (Houston, 2019). The optimal size of an 

organisation is determined by its goals and available resources, as per Cabanias (2019). 

Research within an organisation is crucial for identifying critical performance and 

competitiveness-enhancing factors (Ubaid, 2023). 

Identifying skills gaps and training requirements can be achieved through specific training 

programmes (Di Sabato & Savov, 2023). Organisations possess a unique culture and structure 

that can considerably shape employee performance and behaviour, distinguishing them from 

companies or firms. Research suggests that cultural factors play a crucial role in creating a 

satisfying and stable work environment, thereby retaining employees (Cherian et al., 2021). 

Organisational research offers crucial insights into the functioning of departments, teams, and 

individuals, enabling more informed decision-making regarding human resources. 

2.4 ATF defined 

The ATF provides a comprehensive framework for understanding the various elements and 

relationships within an activity system. The ATF builds on Leontiev’s (1978) work, identifying 

six key elements: subject, tools, community, division of labour, rules, object, resulting in the 

outcome (Figure 2.2), which aid in comprehending the intricate interrelationships amongst 

various elements in activity systems, particularly in organisational contexts (Roberts, 2020). 

2.4.1 The activity 

Activities are systematic arrangements of human actions and experiences that occur within a 

specific socio-historical context (Engeström, 1987). Activities are specific actions performed 

by humans in a cultural and societal environment, influenced by interactions between 

individuals and their environment, resulting in a dynamic and evolving process, and providing 

insight into the evolving nature of human action in specific contexts (Nardi, 1996).  
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2.4.2 The elements 

The Subject element refers to the individuals or groups actively engaged in the tasks and 

working towards achieving the object. These subjects are the participants involved in the 

activity and play a central role in the system (Engeström, 2001).  

The Tools element, an important element in the framework, encompasses the resources, 

technologies, and materials utilised to support and facilitate the activity. They range from 

physical tools to digital platforms and knowledge resources. These tools play a crucial role in 

enabling individuals or groups to accomplish the objectives of the activity system (Engeström, 

1987). 

The Community element recognises the significance of social interaction and collaboration 

within activity systems. It involves the formation of a community that facilitates knowledge 

sharing, support, and coordination amongst the individuals or groups involved. The community 

provides an environment for collective learning and problem-solving (Engeström, 2001). 

The Division of Labour element refers to the allocation of tasks and responsibilities amongst 

individuals or groups within the activity system. It recognises that different roles and expertise 

are necessary to achieve the objectives of the activity. This ensures efficient utilisation of 

resources and promotes specialisation in the system (Engeström, 2001).  

The Rules element acts as the guidelines, regulations, and procedures that govern the activity 

system. They provide structure, norms, and standards that dictate how the activity should be 

conducted. Compliance with these rules is vital for effective functioning and coordination 

within the system (Engeström, 2001).  

The Object element is the action that is performed to achieve the outcome, and the outcome is 

the transformative result of the subject’s active engagement with an activity (Hasan & Banna, 

2012).  

The Outcome of the activity is influenced by the complex interplay of the ATF elements, with 

the object element and its underlying actions serving as a key driving force in shaping the 

outcome (Engeström, 2001). As shown in Figure 2.2, the outcome of the ATF is not considered 

as a separate element but rather as the result or consequence of the activity system (Engeström, 

1987). 
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Figure 2.2: Activity Framework Diagram.  

Source: Engeström (1987) 

 

2.4.3 ATF appropriateness for the current study 

The utilisation of frameworks, including the Social-Technical Systems (STS) framework and 

the Unified Theory of Acceptance and Use of Technology (UTAUT), has been customary to 

analyse cybersecurity in different contexts. The research context revealed that neither of these 

frameworks is entirely suitable for this study. The inadequacy is primarily due to their inability 

to address the unique systemic and contextual factors, as well as the specific challenges posed 

by the pandemic. 

Firstly, the STS framework explores the interplay between social and technical aspects within 

a system (Cherns, 1976). The system’s effectiveness is influenced by comprehending not only 

its technical aspects but also the social context in which it operates. This framework may not 

be fully applicable for studying the impact of COVID-19 on cybersecurity in SA organisations. 

While the STS framework focuses on the interplay between social and technical aspects, it may 

overlook the significance of user input and the impact on system usability (Orlikowski, 2000), 
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which may limit the ability to capture the nuances of real-world work environments. The lack 

of explicit guidance or methods for understanding dynamic interactions between technical 

systems and social context (Geels, 2004), further hinders its suitability for studying the effects 

of COVID-19 on cybersecurity.  

The ATF is more applicable, as it explicitly emphasises the social and organisational 

dimensions. User involvement in system design and development is important and is crucial in 

understanding the effects of COVID-19 on cybersecurity (Nardi, 1996). The need to understand 

work practices and their influence on system design and usability, aligns well with studying the 

impact of COVID-19 on cybersecurity (Kaptelinin & Nardi, 2006). The authors provide tools 

like activity diagrams for analysing and designing socio-technical systems, offering a 

comprehensive understanding of the dynamics impacted by COVID-19. The ATF approach is 

more suitable for studying the impact of COVID-19 on cybersecurity in SA organisations. 

The UTAUT primarily focuses on individual-level behaviours and attitudes towards technology 

adoption and use (Venkatesh et al., 2003). While it considers contradictions and tensions 

(Orlikowski, 2000), it does not extensively address the organisational factors and dynamics 

influencing technology acceptance, adoption, and use (Agarwal & Prasad, 1998). UTAUT does 

not provide specific guidance for designing interventions to address the complex socio-

technical challenges (Leonardi, 2012). The ATF emphasises collective action, social 

collaboration, and the broader social and organisational contexts of technology adoption and 

use (Engeström, 1987). It recognises the presence of contradictions and tensions within social 

systems and provides a framework to analyse and address them (Nardi, 1996:7-16). The ATF 

offers a comprehensive framework for studying the broader impacts, transformations, and 

consequences of technology implementation within a social context (Karanasios, 2018). It also 

provides practical tools for intervention and change management within socio-technical 

systems (Pahl-Wostl, 2007). The ATF was found to be more suitable for studying and analysing 

the impact of COVID-19 on cybersecurity. It offered a holistic perspective that accounts for 

the social, collaborative, and organisational aspects involved in technology adoption and use. 

The framework provides a method to comprehend contradictions, explore broader contexts, 

and devise strategies to tackle intricate socio-technical issues. 

The ATF was suitable for this study because it focused on understanding and resolving 

problems within a specific activity, which in this case was the cybersecurity management 

activity during the pandemic (Kshetri, 2021). The cybersecurity management activity 
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encompasses various processes, practices, and systems implemented by organisations to 

protect their digital assets from cyber-threats; it refers to the strategic planning, 

implementation, and oversight of initiatives that aim to protect and manage an organisation’s 

digital assets and infrastructure (Limba et al., 2017). This includes activities like risk 

assessment, development of cybersecurity policies and procedures, incident response planning, 

employee training and awareness programmes, regular monitoring and analysis of cyber-

threats, and continuous improvement of security measures (Parsola, 2022). This ensures an 

organisation’s IT systems’ confidentiality, integrity, and availability, while mitigating risks and 

responding effectively to cybersecurity incidents (Ghelani, 2022). 

The ATF enabled the researcher to analyse the interaction of cybersecurity management 

elements and their impact on external factors like the pandemic. The framework offers a 

comprehensive analysis of system dynamics, identifying potential barriers, tensions, and 

contradictions that could either hinder or enhance cybersecurity efforts. Within the specific 

activity of cybersecurity management during the pandemic, the ATF facilitated an analysis of 

the problems that had emerged due to the pandemic. The researcher utilised this framework to 

analyse the challenges and obstacles faced by organisations and individuals in managing 

cybersecurity in these crises. The study offers a comprehensive understanding of the 

complexities of cybersecurity management activity systems and their impact during the 

pandemic. 

2.4.4 ATF appropriateness 

The application of ATF in the cybersecurity research in SA, has proven to be highly appropriate. 

The ATF considers not only the technological aspects but also the social and cultural contexts, 

making it a suitable framework for examining the complexities of cybersecurity (Durst et al., 

2020). Its relevance in SA is heightened because of the country’s diverse population and 

cultural landscape. The ATF aids researchers in comprehending the processes of protecting 

digital assets from cyberattacks, considering social and cultural factors influencing 

cybersecurity practices. The increasing cybersecurity concerns in SA, as highlighted by 

Kritzinger et al. (2023), bolster the relevance of the ATF in this research area. It allows 

researchers to identify the elements involved in cybersecurity and examine their respective 

actions, providing a valuable tool for comprehending the factors that influence cybersecurity 

actions of individuals, groups, organisations, and governmental entities within the SA context. 

By considering the broader sociocultural context and the interdependencies amongst different 
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actors, the ATF provides a nuanced understanding of the cybersecurity landscape in SA (Zomer 

et al., 2021). 

2.4.5 Past ATF applications in cybersecurity 

In recent times, digital technology has witnessed a surge in the significance of cybersecurity as 

a critical concern. The ATF is amongst the various frameworks used by scholars in SA to 

navigate through the complexities of cybersecurity, such as education, training, and 

organisational responses to incidents. The first application focused on the transformative 

development of students’ cyber defence consciousness over time (Kam & Shang, 2019). 

Through interviews and analysis of transcripts, Kam and Shang highlighted the internalisation 

of skills and knowledge, reliance on community support, and the division of labour in 

teamwork.  

Karjalainen and Ojala (2023) examined the requirements for optimal in-service training in 

dealing with cybersecurity incidents. They identified three fundamental components and four 

elements of optimal training, aligning with the principles of ATF. The approach emphasises the 

significance of comprehensive cyber-practice in enhancing readiness and competence in real-

life incidents, highlighting the intricate interactions between individuals, tools, and contexts. 

Østby and Kowalski (2022) focused on crisis management exercises to facilitate learning and 

organisational change. By implementing a triple-loop learning process and utilising reflection 

and debrief techniques, they found that these exercises supported learning and contributed to 

organisational change in the field of information security management. 

2.4.6 ATF contradictions explained 

Kuutti (1996) defines contradictions as disparities in an activity system due to norm conflicts, 

communication issues, and resource shortages. Engeström (1987) introduced the four stages of 

contradiction model, which addresses conflicts and contradictions through cooperative learning 

and advancement as potential resolutions. He proposed that primary contradictions in 

cybersecurity can be categorised into subject-object, subject-tool, object-outcome, community-

tool, and community-division of labour. 

Secondary contradictions arise when two or three fundamental elements conflict, like the 

labour-outcome conflict in IT professionals’ ability to fulfil their duties, leading to 

cybersecurity issues (Kuutti, 1996). Tertiary contradictions, consisting of three or four critical 

elements, can pose significant cybersecurity-threats. For instance, the subject-community-

division of labour-outcome contradiction may occur due to the lack of IT professional support, 
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leading to cybersecurity failures (Kuutti, 1996). Lastly, there are four contradictions that affect 

all six critical elements simultaneously, potentially leading to systemic issues. An illustration 

of the subject-object-division of labour-outcome conflict may arise when IT experts are ill-

equipped to handle emerging threats, resulting in unfavourable outcomes for system security 

(Kuutti, 1996). 

2.4.7 ATF and its relationship with information systems 

The utilisation of information systems within organisations is inherently linked to individual 

employee behaviour, subsequently affecting how such systems are conceived, implemented, 

and designed (Mursu et al., 2007). The ATF has enabled scholars to understand how 

information systems within organisations shape human behaviour, aiming to enhance human 

activities and optimise corporate objectives (Iyamu & Shaanika, 2019). To explore the interplay 

between human, social, and technological systems, the application of the ATF supports the 

creation and development of information systems by assessing various system elements and 

their complementary activities within the operational environment (Iyamu & Shaanika, 2019).  

2.5 Chapter 2 Summary 

Chapter 2 offers a thorough exploration of cybersecurity and cybercrime, defining essential 

concepts while analysing the current cybersecurity environment in South Africa amid the 

COVID-19 pandemic. This chapter outlines the escalating threats that cybercrime poses to 

organisations and discusses pertinent academic theories that elucidate the motivations behind 

cybercriminal behaviour. The Activity Theory Framework (ATF) is introduced, showcasing its 

structure and usefulness in understanding the intricate challenges of cybersecurity management 

within organisational settings. It stresses the dynamic nature of cybersecurity and the necessity 

for customised strategies to tackle specific organisational issues, especially given the 

intensified risks during the pandemic. Finally, the relevance of the ATF is underscored due to 

its capability to navigate the interaction between technical and social aspects of cybersecurity 

practices.  
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Chapter 3: Research methodology 

The selection of a research approach is a crucial stage in any research endeavour, and this study 

justified its choice by providing a rationale for the methodology used (Saunders et al., 2009). 

Before commencing the research process, it is crucial to define the study’s objectives and 

methodology. The research onion model, introduced by Saunders et al. (2009), visually 

represents the research phases (Figure 3.1). 

 

Figure 3.1: The Research Onion.  

Source: Saunders et al. (2009) 

 

3.1. Research philosophy  

The adoption of a research paradigm or philosophy results in two primary benefits (Saunders 

et al., 2009). Research approaches, including pragmatism, positivism, realism, and 

interpretivism, guide and select effective techniques in various research philosophies (Mbanaso 

et al., 2023). Pragmatism focuses on research questions, while positivism advocates for 

empirical observation and quantitative analysis as the only acceptable methods for enhancing 

scientific knowledge. The realism paradigm employs both quantitative and qualitative methods 

to study the social world, taking into account personal experiences and biases. 
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3.1.1 Epistemology and ontology 

Epistemology refers to the branch of philosophy that examines how knowledge is acquired, 

justified, and understood (Sol & Heng, 2022). It deals with questions such as how knowledge 

is obtained, what constitutes valid knowledge, and how we can determine the truth or reliability 

of our beliefs and claims. Ontology refers to the branch of philosophy that explores the nature 

of existence and reality. It deals with questions related to what things exist, what their essential 

properties are, and how these things are related to each other (Khatri, 2020). 

Interpretivism is an epistemological approach that focuses on understanding individuals’ 

subjective experiences and interpretations of the social world (Pervin & Mokhtar, 2022). It 

recognises that knowledge is constructed through interpretive processes and emphasises the 

importance of understanding the meanings and interpretations that individuals attribute to their 

experiences. Interpretivism is chosen to analyse subjective cybersecurity expert experiences in 

SA organisations, focusing on COVID-19-related threats, aiming to understand and interpret 

their perspectives. 

Subjective ontology is a philosophical perspective that acknowledges and recognises the 

existence of different subjective experiences, perceptions and realities (Bauchan. 2023). It 

emphasises that individuals and organisations have their own unique perspectives, values, and 

contexts that influence their understanding of the world. By adopting subjective ontology, the 

study acknowledged the variability in cybersecurity needs and practices amongst organisations 

and emphasises the importance of individual realities in shaping knowledge and decision-

making processes. This ontology aligned with the goal of recognising and considering the 

diverse experiences and perspectives of cybersecurity experts in SA organisations. These 

philosophical concepts allowed for an inductive approach, enabling the study to collect and 

analyse data from cybersecurity experts’ experiences and perspectives, ultimately uncovering 

meaningful insights and patterns.  

3.1.2 Inductive and deductive 

A study that adopts a subjectivism ontological paradigm and interpretivism epistemology is 

better suited for an inductive approach (Al-Ababneh, 2020). The researcher conducted 30 semi-

structured interviews (Appendix A) to understand the subjective experiences and perspectives 

regarding the impact of COVID-19 on cybersecurity in SA organisations. Inductive reasoning 

enabled the researcher to extract insights from participant observations and experiences. By 

focusing on the participants’ subjective viewpoints, the study aimed to capture the diverse 
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perspectives and nuances associated with the complex phenomenon of COVID-19’s impact on 

cybersecurity in SA organisations.  

In subjectivism and interpretivism, a deductive approach may not be the most suitable, as it 

typically involves testing pre-established theories or hypotheses and making predictions based 

on general principles (Gilgun, 2019). The study focuses on comprehending and interpreting the 

subjective experiences and meanings that individuals attribute to their realities. The researcher 

sought to develop a rich and contextualised understanding by allowing the findings to emerge 

organically from the data, rather than imposing pre-established hypotheses or frameworks 

(Johnson & Christensen, 2017). The researcher employed thematic analysis, a qualitative data 

analysis technique, to carefully analyse the data collected through the interviews (Braun & 

Clarke, 2006).  

The researcher utilised a subjectivist ontology and interpretivist epistemology to identify 

patterns, themes, and theoretical insights related to COVID-19’s impact on cybersecurity in SA 

organisations. The study utilised an inductive approach to apply the ATF, aiming to derive 

insights from participant observations and experiences. This aligned with the goals of the ATF, 

which sought to understand the interrelationships and social dynamics of human activities 

within specific contexts (Engeström, 1999). 

3.2. Research purpose  

Bhattacherjee (2012) categorised research purposes into three distinct groups: exploratory, 

descriptive, and explanatory. Despite each category having a distinct purpose, it is frequently 

necessary to combine them to achieve research objectives. Exploratory research aims to 

establish a fundamental understanding of a specific subject and generate fresh hypotheses and 

concepts for future research (Stebbins, 2001). Qualitative data collection methods like 

interviews, focus groups, and observations are often used alongside quantitative data 

collection. Descriptive research aims to describe and make sense of the features of a population 

or phenomenon (Zegeye et al., 2009). The objective of this type of research is to provide a 

comprehensive account of a given situation, including relevant demographics, behaviours, 

attitudes, and preferences. Gathering data for such research is achieved using quantitative 

techniques such as surveys, questionnaires, and structured observations.  

Explanatory research aims to understand the mechanisms underlying observed relationships 

between independent variables, often involving experimental or quasi-experimental designs to 

examine manipulated variables’ effects. Explanatory research involves hypothesis testing and 
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theory creation to predict and control the phenomenon under investigation. The descriptor-

explanatory approach is employed to break down research questions into sub-questions, each 

with unique descriptors and explanations, in order to attain a comprehensive understanding of 

the research topic. This approach is typically used for descriptive or explanatory research 

purposes (Saunders et al., 2009). This study, classified as qualitative research, was subdivided 

into explanatory and descriptor-explanatory categories. 

The research primarily aimed to examine the impact of COVID-19 on cybersecurity practices 

in SA organisations and offer recommendations for improving their security measures. To attain 

a complete understanding of the changes in cybersecurity measures spurred on by the COVID-

19 pandemic in SA, the research relied on secondary research questions. The study’s conceptual 

framework employed Engeström’s ATF to provide an in-depth view of the cybersecurity 

landscape during the pandemic. Using descriptive and explanatory analyses, the interactions of 

various actors and their roles in the framework, the author was able to highlight the multifarious 

nature of the cybersecurity landscape during the pandemic.  

3.3. Research time 

Researchers commonly use longitudinal and cross-sectional research methods in the field of 

social science. Longitudinal research is advantageous for tracking phenomena and gathering 

data over time, but it can be time-consuming and expensive, while cross-sectional research 

collects data at a specific moment (Rindfleisch et al., 2008). It is more efficient and cost-

effective, but it provides limited understanding. Researchers must consider their research 

question, budget, and time constraints when choosing a methodology. In this case, a cross-

sectional approach was chosen for efficiency and cost-effectiveness. 

3.4. Data requirements, types and sources 

The researcher conducted a thorough research by considering various data forms, origins, and 

demands within the methodology process, which included gathering, interpreting, and 

examining data. The researcher carefully selected data demands, types, and origins based on 

the research question, concept, and sample size to ensure a high-quality research outcome. The 

research project’s quality and significance were significantly enhanced by data collection and 

analysis, utilising 30 semi-structured interviews with cybersecurity professionals in SA 

organisations, as shown in Table 3.1. 

To enhance the research findings, organisational information such as industry and size was also 

collected. These data were sourced from online databases, including Google Scholar, JSTOR, 
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EBSCO, and PubMed, as well as university libraries and archives. The study utilised various 

sources to integrate interview results into existing literature, focusing on the impact of COVID-

19 on cybersecurity. This involved analysing the effects on security strategies and procedures, 

security breaches and attacks, technology investments and upgrades, as well as remote working 

policies and procedures. The study gathered cybersecurity professionals’ perspectives on the 

COVID-19 crisis, offering insights into future predictions, preparedness, and suggestions for 

enhancements in the field. 

Table 3.1: Data Requirements, Data Types and Data Sources 

 

Source: Researcher’s own 

 

3.5. Target population and sample strategy 

During the qualitative study, the researcher had the option to choose from three different 

sampling techniques: theory, convenience, or judgement (Marshall, 1996). The convenience 

sampling method was found to yield less precise results due to the researcher’s aim to reduce 

study time and cost (Neuman, 2014). The theoretical sampling method was commonly used in 

a grounded theoretical approach, involving iterative sampling, analysis, and testing against a 

specific hypothesis. The judgement sampling technique, also known as purposive sampling, 

was widely used due to the researcher’s deep understanding of the research topic, relevant 

literature, and the study itself (Patton, 1987).  

The study utilised purposive selection to select cybersecurity professionals with extensive 

knowledge to gauge the impact of COVID-19 on organisational cybersecurity. Their 

proficiency was crucial in understanding the challenges encountered by organisations, the 
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vulnerabilities that emerged during the pandemic, and the measures taken to combat cyber-

threats. The prevalence of remote work, online collaboration tools, and cloud-based solutions 

due to the COVID-19 outbreak compromising the cybersecurity status of organisations.  

Cybersecurity professionals could provide critical insights concerning the issues they faced in 

securing their networks and data. During the pandemic, cyber-threats and attacks emerged, and 

the role of cybersecurity professionals was quintessential in managing and reducing these 

threats. It was imperative to conduct thorough interviews with these experts to comprehend the 

latest methods and antics employed by cybercriminals who targeted SA organisations during 

the pandemic, which triggered changes in attitudes and behaviours of employees, clients, and 

other cybersecurity stakeholders. Interviewing cybersecurity professionals would aid the 

researcher in comprehending human factors that influenced cybersecurity-threats and their 

evolution post-outbreak.  

3.6. Research instrument 

Conducting data collection using a deductive approach in qualitative research relies on having 

clear and distinguishable concepts (Hyde, 2000). The aim was to investigate the variables of 

the ATF that represented the concepts under exploration. It was crucial to have a proper 

understanding of the research topics before data collection began. Table 3.2 shows the themes 

derived from the ATF elements. 

Table 3.2: Activity system elements study representations 

 



27 

 

 

Source: Researcher’s own 

 

3.7. Research data collection method 

Semi-structured interviews allow for a deeper understanding of subjective experiences and 

perspectives (Johnson & Christensen, 2017). The open-ended nature of these interviews 

enables participants to express themselves freely, providing rich and nuanced data. The 

flexibility and adaptability of semi-structured interviews allows for the analysis of unexpected 

topics or issues that may arise during the interviews. This flexibility ensured that the research 

remained responsive and adaptive to emerging themes or insights that were important to the 

participants. The semi-structured interviews allowed participants to share their thoughts, 

concerns, and challenges in their own words, ensuring that the data collected was grounded in 

their lived experiences. Building rapport and trust with participants was essential in semi-
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structured interviews to encourage open sharing. Hence, establishing rapport and engagement 

facilitated a deeper level of analysis and understanding of the research topic (Johnson & 

Christensen, 2017). 

3.8. Ethics 

The researcher implemented measures to increase study participation while upholding ethical 

standards to ensure ethical conduct and maintain the organisation’s integrity and reputation. 

Firstly, the researcher ensured participant anonymity, creating a secure environment for them 

to share their experiences and perspectives without fear of negative consequences. Secondly, 

the researcher received valuable feedback from diverse participants, resulting in a 

comprehensive and representative understanding of the topic under investigation due to the 

emphasis on increased participation. Thirdly, the researcher upheld ethical standards by 

obtaining informed consent, preserving confidentiality, and protecting participant identities, 

with transcripts and materials carefully crafted to maintain anonymity. Unique participant 

codes were assigned to everyone to safeguard their identities and maintain confidentiality 

during the analysis and reporting stages of the study. The researcher adhered to ethical 

protocols by obtaining authorisation to interview external cybersecurity specialists (Appendix 

B), ensuring participants were informed about the study’s purpose, rights, and confidentiality 

measures. 

3.9. Data analysis 

In 2006, a comprehensive study was carried out using the widely recognised Braun and Clarke 

methodology for thematic analysis. The researcher analysed interview transcripts, ensuring an 

understanding of the data, resulting in the development of initial codes for subsequent analysis 

phases and substantiating themes with participants’ personal experiences and statements, 

thereby providing valuable insights. Potential themes were identified by examining 

relationships and patterns within the codes. This analysis allowed for ongoing refinement and 

evaluation of themes through the merging or division of concepts as necessary. Finally, the 

researcher conducted a thematic analysis of the data, identifying and interpreting the underlying 

patterns and connections, making a significant contribution to the research field. This approach 

ensured that the final themes accurately reflected the overall concepts and ideas extracted from 

the data.  
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The study identified four key themes: COVID-19-related cybercrime types, vulnerabilities 

exposed, cybersecurity challenges faced by professionals, and cybersecurity strategies 

employed by these professionals.  

3.10. An examination of the data 

The researcher transcribed all interviews after conducting the initial interviews, allowing for 

the adaptation and modification of questions based on previous results, accelerating the 

process. The Braun and Clarke (2006) framework, which incorporates inductive and deductive 

reasoning in analysing qualitative data, was utilised and presented in Figure 3.2. To implement 

Ollerenshaw and Creswell’s (2002) methodology, the researcher used NVivo, a qualitative data 

analysis program recommended by Saunders et al. (2009). The software enabled precise 

tracking of participant data sets, themes, quotes, and codes, using the Ollerenshaw and Creswell 

approach for methodical analysis to identify patterns, themes, and correlations. With the use of 

NVivo, various data types, including interview transcripts, field notes, papers, and multimedia, 

were efficiently and systematically processed as illustrated in Figure 3.2. 

 

Figure 3.2: Modified version of Ollerenshaw and Creswell 

Source: Ollerenshaw and Creswell (2002:266 – fig 9.4) 

 

3.10.1 Step 1: Familiarising yourself with your data 

The researcher conducted interviews to identify key ideas and phrases for further analysis, 

grouping them into themes to structure the raw data. The researcher continuously refined 

categories and subcategories to ensure understanding, detecting patterns of similarity, and 

incorporating new themes and concepts as they emerged. This phase was crucial in setting the 

groundwork for analysing the data further, as emphasised by various sources (Braun & Clarke, 

2006; Vaismoradi et al., 2016; Rodgers & Cowles, 1993).  
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3.10.2 Step 2: Creating initial codes 

Writing is a valuable tool for expressing ideas, identifying gaps in information, and guiding 

targeted investigations in research hypothesis development and theoretical framework 

development. Note-taking, a systematic and documented data analysis technique, can reduce 

researcher bias and enhance the recognition of subtle nuances in data, such as tone and 

nonverbal signs.  

The study emphasises the importance of taking notes after transcription for a thorough 

qualitative data analysis, thereby enhancing the understanding of participants’ experiences and 

viewpoints. The tool helped identify themes, codes, and theoretical frameworks, reduced 

researcher bias, and captured data complexities not easily distinguishable through transcripts 

or recordings (Braun & Clarke, 2006; Vaismoradi et al., 2016; Rodgers & Cowles, 1993). 

Coding was initiated and refined during the process (Figure 3.3). 

 

Figure 3.3: Development of coding 

Source: Researcher’s own 

 

3.10.3 Step 3: Looking for themes 

Historically, data analysis utilised the deductive method without focusing on classification, 

aiming to understand data by organising related codes and comprehending their complexity. 

The researcher utilised a deductive methodology to identify themes that directly addressed their 

research question, allowing a comprehensive exploration of the data’s intricacies. The 

deductive method was used exclusively to identify and develop themes that aligned with the 

research objectives, accurately capturing the collected data (Vaismoradi et al., 2016; Braun & 

Clarke, 2006; Patton, 1987). 
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3.10.4 Step 4: Examining themes 

Following the analytical process, the identified themes were refined and augmented to align 

with research objectives, ensuring relevance to the topic, and the data was sorted and 

scrutinised for a comprehensive analysis. The modifications made to the process of theme 

analysis proved to be beneficial in preserving the authenticity and significance of the study 

(Braun & Clarke, 2006; Maguire & Delahunt, 2017).  

3.10.5 Step 5: Specifying and naming themes 

Figures 3.4 and 3.5 depict the development of themes, emphasising the importance of 

understanding the underlying rationales that highlight their appeal or significance throughout 

the investigation. Scholars noted the interconnectedness amongst the themes and the potential 

existence of secondary or subsidiary sub-themes (Braun & Clarke, 2006; Vaismoradi et al., 

2016). The assigned appellations for each theme should be informative and straightforward, 

ensuring research continuity without ambiguity. 

 

Figure 3.4: Modified version of Braun and Clarke  

Source: Braun and Clarke (2006:21 – fig. 6) 

 

 

Figure 3.5: Development of coding 

Source: Researcher’s own 
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3.10.6 Step 6: Creating the report 

In accordance with Braun and Clarke’s (2006) recommendation to create a concise and precise 

report without using overused phrases, a narrative analysis of the dataset was conducted to 

validate the credibility of the data segments linked to the prevalent topics. To ascertain their 

reliability, a brief and methodical inquiry was executed. As a result, the definitive document 

recorded the outcomes of this approach (Braun & Clarke, 2006). 

3.11. Tools used 

The researcher conducted a preliminary analysis using Microsoft Word and Excel, followed by 

a comprehensive analysis using NVivo software to identify key correlations or codes. The 

study’s rigour and quality were enhanced by combining manual and NVivo analyses, enabling 

a more comprehensive examination of the data. However, the researcher faced difficulties in 

analysing underlying themes due to the lack of semantic processing in NVivo software. 

Bhattacherjee (2012) emphasised caution when using multiple software programs in data 

analysis, citing the increased likelihood of errors and the difficulties in organising information. 

Using popular data analysis programs could lead to misunderstandings of data as well 

(Bhattacherjee, 2012). Pickard (2007) recommends consistent record-keeping for data 

accessibility. The researcher organised data in NVivo and digital files, creating backup copies 

in Microsoft OneDrive for accurate preservation. 

3.12. Research project plan 

The researcher planned and composed each chapter of their Master’s Dissertation from April 

2023 to June 2024, starting with background research, research questions, and objectives. Next, 

they gathered literature for Chapter 2, followed by designing the research methodology for 

Chapter 3 and conducting data collection and analysis. The researcher then drafted and refined 

each chapter, presented findings in Chapter 4, discussed them in Chapter 5, and concluded by 

submitting the final draft for evaluation. Table 3.3 shows the timeline breakdown of tasks per 

chapter. 
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Table 3.3: Dissertation Timeline 

 

Source: Researcher’s own 

3.13 Chapter 3 Summary  

Chapter 3 outlines the research methodology employed in this study, detailing the research 

philosophy, epistemology, and ontology that underpin the analysis of cybersecurity experts' 

experiences during the COVID-19 pandemic. The chapter discusses the deductive thematic 

analysis adopted, which allows for movement from a conceptual model to identify themes 

using the predictions of that model. This approach emphasises the subjective perspectives of 

participants while ensuring structured analysis. A pragmatic paradigm stance is indicated, 

permitting the use of both qualitative and quantitative methods. The chapter delineates the 

research purpose, time framework, data requirements, sampling strategy, and ethical 

considerations involved. Additionally, it describes the data analysis process, tools utilised, and 

the timeline of the research project. Overall, it provides a comprehensive overview of the 

methodological framework guiding the investigation into the effects of COVID-19 on 

cybersecurity practices in South African organisations.  
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Chapter 4: Findings and discussion  

The study employed thematic analysis, following the method outlined by Braun and Clarke, 

(2006) to delve into the realm of cybersecurity management practices in SA organisations 

during the pandemic. The study identified key themes under the elements within the 

cybersecurity management strategies, based on existing literature and academic theories. 

 

4.1 Ensuring the reliability of research findings 

The researcher practiced reliability, accuracy, and dependability of the research findings using 

a structured approach involving member-checking to authentically capture the cybersecurity 

professionals’ experiences. Member-checking is a validation technique necessary for credible 

qualitative research. It helped verify the findings with participants to ensure data accuracy and 

credibility, sharing key findings and seeking feedback (Motulsky, 2021). An audit trail was 

crucial for transparency, accountability, and independent verification of research steps, 

enhancing the credibility of the study (Carcary, 2009). Thus, the researcher’s reflexivity and 

critical stance were instrumental in ensuring objectivity, rigour, and trustworthiness of their 

findings, by acknowledging and addressing their own positionality (Shufutinsky, 2020). 

 

4.2 Validating the study’s findings 

The study ensured internal validity through structured interviews, promoting candid responses, 

reducing biases, and building trust with participants to enhance credibility. The research 

context was detailed to highlight SA organisations’ unique challenges during the pandemic, 

and its reliability was ensured through reflexivity. Reflexivity in research involves being aware 

of and actively considering one’s own biases and assumptions to ensure accurate findings 

(Darawsheh, 2014). The study’s findings were confirmed through direct quotes and participant 

validation, ensuring accurate representation of participants’ unique perspectives and 

experiences. Table 4.1 provides information pertaining to the 30 participants. 

(Some information such as participant name, age and the organisations’ names could not be 

disclosed due to confidentiality agreements). 
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Table 4.1: Consolidated table of participants’ data 
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Source: Researcher’s own 

 

4.3 Preliminary assessment 

To provide a deeper understanding of the activity theory elements, the researcher conducted a 

preliminary assessment of the study. The assessment aimed to identify key themes, patterns, 
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and relationships that would inform and contextualise the analysis of the other elements in this 

section later. 

4.3.1 Theme 1: Vulnerability assessment 

Participants highlighted which industry was most susceptible to cybersecurity-threats during 

the pandemic. According to participant P3, a cybersecurity consultant working in the 

technology and security industry based in Johannesburg and Pretoria stated:  

“I couldn’t really say if there was a particular company that was affected, but just 

overall in the space, there’s been a lot of threat actors.”  

This suggests that the entire cyberspace, rather than specific companies, has been exposed to 

an increased number of cyber-threats. 

Participant P5, a cybersecurity and technology risk consultant in a company with branches in 

Johannesburg, Cape Town, and Durban, further emphasised that:  

“SA is regarded as an economic powerhouse - a lot of international companies 

operating in SA, for an organisation to be vulnerable to attacks, it doesn’t necessarily 

need to be in any country, but it also depends on the type of information or the type of 

business you are into.”  

They went on to explain that cybercriminals have a motive, citing examples such as data being 

“the new oil and corporate espionage”. 

Participant P13, a head of research development and innovation in cybersecurity, with their 

organisation operating in Johannesburg, Pretoria, and Cape Town, noted that:  

“I wouldn’t say it’s a specific industry or type of business that has been attacked - but 

everything at the moment, I’ve seen lots of weird combinations.”  

This shows that cybercriminals are targeting a wide range of industries and organisations. 

In contrast, participant P14, a cloud penetration tester in the financial services industry, 

representing branches in Johannesburg, Cape Town, Pretoria, Durban, Gqeberha, and 

Bloemfontein, noted that:  

“The financial institutions and governments are mostly affected from cybercrime - it 

was a bit more, especially during the Russian-Ukraine war.”….“Cyber-threats had 
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increased slightly more during the COVID-19 period; and by that - when you’re looking 

at cybercrime, they’re different levels of cyber criminals”. 

Participants P21 and P29 highlighted the importance of government institutions and data 

centres being targeted by cybercriminals. Participant P21, a cybersecurity manager working in 

the professional services in the accounting industry and based in Johannesburg, Pretoria, Cape 

Town, and Durban, stated that: 

“Most attacks now, I believe, target government institutions, they know what attacks 

are typically used when they see that most companies are vulnerable in this particular 

environment or in this prosperous country”.  

Participant P29, a manager in cybersecurity working in professional services and accounting, 

with branches in Bloemfontein, Cape Town, Durban, East London, eMalahleni, Middleburg, 

Kimberley, Mahikeng, Pietermaritzburg, Gqeberha, Robertson, Stellenbosch and Worcester 

noted that:  

“Data centres play a crucial role in housing various services for organisations. These 

data centres may be located in India, Australia, the United States, or any other country. 

If a SA organisation’s data is hosted in these data centres, it could have an impact.” 

Based on these findings, the convergence of motivated offenders (cybercriminals) and suitable 

targets (financial institutions and governments) increases the likelihood of criminal activity 

occurring when there is a lack of capable guardians (adequate security measures) (Clarke & 

Felson, 1993). In this context, the increasing presence of threat actors, SA’s attractiveness to 

cybercriminals, and vulnerability across industries create a conducive environment for criminal 

activity. Thus, the lack of capable guardians, such as inadequate security measures, allows these 

crimes to go unpunished. 

4.3.2 Theme 2: Digitisation 

The analysis of participant responses revealed a consistent pattern of concern regarding the 

catalyst that triggered the increased focus on cybersecurity, specifically the COVID-19 

pandemic and the rapid digitisation that accompanied it. Participant P22, a senior specialist in 

IT security, employed in an organisation with over 1,000 employees, emphasised that:  

“I think it was more the digitisation of organisations because, I mean COVID-19 was 

there, it was just people were trying to figure out how to operate under the new normal. 

So they move to the digital realm and because of that, like I said earlier, they adopted 
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a whole bunch of new software tools, processes, but they didn’t really consider security 

elements, because it generally takes longer if you do that and they want it to get up and 

running as quick as possible. So they digitised, but they don’t really secure - it was more 

on the digitisation of processes to make sure people still had access to things.”  

This sentiment is echoed by existing literature, which highlights the importance of 

organisations adapting security measures to the remote work environment (Boughrous et al., 

2021). This is in line with the concepts of Social Disorganisation Theory (SDT), which suggests 

that disruptions in the social structure, such as the rapid shift to remote work, can lead to an 

increase in crime and deviant behaviour (Shaw & McKay, 1942). For example, in the context 

of multi-factor authentication (MFA) implementation and remote work, these disruptions could 

have created new opportunities for cyber-threats and attacks, requiring organisations to adapt 

security measures, maintain processes, and address vulnerabilities to prevent security breaches. 

Participant P23, a senior cybersecurity consultant in a 500-person organisation, said:  

“Definitely digitisation - There was a shift with companies moving or needing to move 

to a remote workforce and I think all the way through, from like 2020, when COVID 

hit, till now, we are still actually seeing that companies are utilising that work from 

home model. Somewhere you go, maybe 50% of your time is spent in the office, and the 

rest of the time is spent working remotely. We were already geared up for COVID remote 

work as an IT technology provider. For others, yes, we were busy helping them get 

remote, which allows them to become remote workers.” 

This observation is consistent with literature that discusses the challenges of balancing security 

and speed during the swift adoption of new technologies during the pandemic (He et al., 2021). 

The literature supports participant P24’s perspective by incorporating elements of Social 

Theory (ST), which suggests that organisations may have prioritised speed and efficiency over 

security measures in the face of rapid digitalisation due to stress and strain (Merton, 1936). 

This trade-off could have resulted in vulnerabilities that cyber-attackers could exploit. 

4.3.3 Theme 3: Incident scenario identification and analysis 

Regarding possible incident scenarios and tracking phishing trends to strengthen cybersecurity 

measures, the participants provided their first-hand experiences and viewpoints on the 

prevalent cybersecurity challenges during the pandemic. Their insights have been instrumental 

in showcasing the necessary actions to tackle evolving threats and vulnerabilities. Due to the 

sensitive and confidential nature of the attacks, participants were unable to disclose specific 
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details regarding other types of cybercrime, including data breaches, distributed denial-of-

service (DDoS) attacks, and extortion attempts.  

4.3.3.1 Sub-Theme 3.1: Increase in phishing attacks 

The COVID-19 pandemic has led to a significant increase in cybercrime, with participants in 

the study highlighting the rise of phishing attacks as a major concern. According to participant 

P1, “Cybercrime, has increased as a whole.” This was because the pandemic created an 

environment where individuals were more susceptible to cyber-attacks, as they were more 

likely to engage in risky behaviour in pursuit of financial or emotional support. Participant P7 

said: “There were a lot more cybercrime cases throughout the COVID times.” Participant P8 

remarked that: “The phishing things are almost like a daily occurrence, especially during 

2021.” This showcased that the frequency and persistence of these attacks created a sense of 

urgency and vulnerability amongst individuals.  

Participant P2 noted that phishing attacks were particularly effective during the pandemic, 

mentioning that:  

“Falling for a phishing attack is not just going to give me access to your whole network 

- There were many layers of security that had to be overcome to breach a company, 

phishing worked so well once they got through the perimeter.”  

Many participants highlighted the ease with which individuals were targeted by phishing 

emails. Participant P4 mentioned that: “People were an easy target when it came to phishing 

emails”. Participant P6 added: “Many SA websites lacked HTTPS encryption, making it easier 

for hackers to intercept data.” Thus, the lack of encryption and the ease with which individuals 

were targeted by phishing emails made it a prime target for cybercriminals. 

The participants’ insights can be explained by the theory of RCT (Morrison, 2022). According 

to this theory, individuals make decisions based on their subjective probability of success and 

the potential benefits of their actions. In the context of phishing attacks, individuals may be 

more likely to engage in risky behaviour if they perceive the benefits to be high (for example, 

financial gain or access to valuable information). The pandemic may have created an 

environment where individuals are more susceptible to these types of rational choices, as they 

may be more desperate for financial or emotional support. 

4.3.3.2 Sub-Theme 3.2: Increase in social engineering attacks 

The COVID-19 pandemic has led to a surge in social engineering attacks, which have become 

a significant concern for organisations. A thematic analysis of participant experiences and 



42 

 

existing literature on cybercrime trends during times of crisis has established the common 

theme of an increase in social engineering attacks. Participant P5, with over 21 years’ IT 

experience, including 10 years’ cybersecurity experience, noted that:  

“We’ve witnessed a lot of social engineering attacks, especially business email 

compromise.” 

This observation aligns with research that has found an increase in these attacks during the 

pandemic (Chigada & Madzinga, 2021). Social engineering attacks involve cybercriminals 

exploiting human vulnerabilities, such as trust and urgency, to manipulate individuals into 

divulging sensitive information or performing unauthorised actions (Momoh et al., 2023).  

Participant P6, with over seven years’ IT and cybersecurity experience, recounted an episode 

where trust was exploited using the chief executive officer (CEO)’s wife’s Gmail account, 

stating that: “Some incidents involved phishing emails or social engineering.” This incident 

exemplifies the underlying principles of the Social Learning Theory (SLT), which suggests that 

individuals may be influenced by observing those in positions of authority (Bandura, 1977). In 

this case, the cybercriminal targeted the CEO’s wife’s email account to gain unauthorised 

access, leveraging the trust associated with their relationship. The SLT highlights the 

importance of understanding how individuals learn and adopt behaviours, including those 

related to cybersecurity. To address social engineering attacks, the Social Cognitive Theory 

(SCT) provides insights into individual factors that influence behaviour change (Bandura, 

1989). The SCT emphasises self-efficacy - an individual’s belief in their ability to perform a 

specific behaviour. Thus, enhancing employees’ self-efficacy in detecting and mitigating social 

engineering attacks is vital to preventing such incidents. 

Education and awareness programmes play a crucial role in building self-efficacy and 

empowering individuals to recognise and respond effectively to social engineering tactics 

(Mahanta & Maringati, 2023). By providing employees with knowledge about common social 

engineering techniques, the consequences of falling prey to such attacks, and strategies for 

vigilance, organisations can enhance their ability to identify and mitigate potential risks. 

4.3.4 Theme 4: COVID-19-themed incidents 

The common theme of COVID-19-themed incidents was identified through a series of 

cybersecurity breaches and incidents reported by participants at the height of the pandemic, 

showcasing the specific targeting and exploitation of pandemic-related vulnerabilities.  
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According to participant P8,  

“There had been a spike in spam and phishing attacks with a COVID-19 theme, taking 

advantage of people’s heightened desperation during the pandemic.”  

Participant P9 noted that they “Saw a sort of spike in spam and phishing attacks with a COVID-

19 theme.” This suggests that cybercriminals took advantage of the pandemic by using 

COVID-19-themed emails and messages to trick individuals into revealing sensitive 

information and capitalised on the public’s heightened emotions and fears surrounding the 

pandemic, launching targeted attacks that exploited vulnerabilities. 

Participant P24, with auditing and compliance experience, noted that:  

“The number of threat-related incidents logged in our SOC had increased during 

COVID-19. Hackers exploited the lack of additional security measures when people 

worked from home.”  

As a result, vulnerability of remote workers was exposed, often leaving them without adequate 

security measures to protect themselves against cyber-attacks. 

Participant P27, with penetration testing (PenTest) skills, further discussed how:  

“COVID-19 information was used to lure victims in phishing attacks. There was a spike 

in cyber-attacks, but organisations were learning from each other to stay ahead.”  

This indicates that organisations were adapting to the changing threat landscape by sharing 

knowledge and best practices to stay ahead of emerging threats. 

Participant P29, with skills in ethical hacking, shared that:  

“Malicious actors posed as COVID-19 officials to gain access to buildings - people fell 

for COVID-19 related threats.”  

Participant P20 added that:  

“Emails enticed people to click, download software, read articles, follow links because 

there’s a bit of sensation, around COVID-19 so attackers can generally leverage off 

that.”  

This demonstrates the cunning nature and adaptability of cybercriminals, who can easily take 

advantage of crisis situations to further their malicious goals. As a result, these insights align 

with research findings that have shown a significant increase in COVID-19-themed phishing 



44 

 

attacks during the pandemic (Minnaar, 2020). Cybercriminals are leveraging people’s fears and 

anxieties surrounding COVID-19 to deceive them into falling for malicious schemes. 

 

4.4 Subject element 

This study analysed 30 SA cybersecurity professionals to understand the effects of COVID-19 

on their work (Table 4.1). The participants, including cybersecurity engineers and consultants, 

had diverse roles and varied levels of experience in IT and cybersecurity. They were located in 

various cities across SA, demonstrating broad geographic representation. 

Working across industries like technology and finance, they offered perspectives on 

cybersecurity challenges across sectors. The organisations they worked for ranged in size from 

small businesses with 10 employees to large corporations with over 10,000 employees, 

showing diverse organisational sizes and cybersecurity needs. Participants held bachelor’s and 

master’s degrees with certifications from institutions like the International Information System 

Security Certification Consortium (ISC2) and the Computing Technology Industry Association 

(CompTIA). They specialise in areas like network security, compliance, incident response, 

penetration testing, and cloud security, with advanced certifications like Certified Information 

Security Manager (CISM) and Certified Ethical Hacker (CEH), showcasing expertise.  

 

4.5 Tools element 

The interview participants provided a diverse range of tools and technologies used in their 

cybersecurity management practices. The variety of tools and technologies used indicated a 

comprehensive approach to cybersecurity management across different sectors and 

organisations represented by the participants. Due to COVID-19 restrictions, these 

professionals relied on remote access tools and collaboration platforms to effectively manage 

and monitor cybersecurity systems in a remote working environment, within the cybersecurity 

management activity. To safeguard organisations against cyber-threats, it was crucial to 

implement a comprehensive cybersecurity strategy.  

A range of tools were available to help prevent and detect attacks, including Mimecast, 

phishing simulations, and vulnerability scans. These tools were supplemented by advanced 

threat detection and response capabilities offered by endpoint detection and response (EDR) 

solutions and Microsoft Defender, while antivirus tools continued to play a vital role in 

providing real-time protection against malware and other types of threats. For a comprehensive 
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overview of the various cybersecurity tools that can be used to enhance an organisation’s 

cybersecurity posture, see Table 4.2.  

Table 4.2: Consolidated table of tools used 

 



46 

 

 

Source: Researcher’s own 

 

Table 4.3 highlights the common themes that emerged from the analysis of these tools, 

providing valuable insights into the most effective ways to manage cybersecurity-threats. The 

analysis of the cybersecurity management tools revealed several key themes that emerged from 

the participants’ discussions. One of the most prominent themes was the importance of 

safeguarding email communications, with a specific tool being mentioned as a key solution in 

this area, Mimecast. The use of simulated phishing attacks was also highlighted as a crucial 

step in identifying and mitigating email-based threats. This theme suggests that organisations 

should prioritise email security to prevent successful attacks. Another theme that emerged was 

the importance of real-time threat detection and response. The mention of advanced endpoint 

detection and response solutions and Microsoft Defender suggests that participants value the 

ability to quickly detect and respond to threats. This theme highlights the need for organisations 

to have robust monitoring capabilities in place to stay ahead of emerging threats. 
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The theme of vulnerability assessment and remediation also emerged, indicating the 

importance of identifying and addressing vulnerabilities in systems and applications. This 

theme suggests that organisations should prioritise vulnerability scanning as a critical step in 

maintaining the security and integrity of their infrastructure. Finally, the theme of antivirus 

software was mentioned, highlighting the ongoing importance of traditional antivirus solutions 

in protecting against malware threats. This theme suggests that organisations should continue 

to invest in robust antivirus solutions to complement their more advanced cybersecurity tools. 

Table 4.3: Cybersecurity management tools usage common theme  

 

Source: Researcher’s own 

 

The COVID-19 pandemic has had a profound effect on the cybersecurity landscape, and 

professionals in the field have demonstrated the crucial role of social learning in adapting to 

the evolving threat environment. According to Bandura and Walters’ Social Learning Theory 

(SLT), individuals learn from observing others and their experiences, influencing their 

behaviour and decision-making (Bandura & Walters, 1977). This theory was applied to analyse 

the participants’ perspectives on the Tools element, highlighting the importance of adopting 

best practices in cybersecurity. Firstly, participant P6, a cybersecurity consultant, exemplified 

social learning by embracing the consensus on the value of open-source tools in understanding 

security incidents, mentioning, that:  

“I would deploy a lot of open-source tools just so that I can get a better understanding 

because most organisations only have the basics, antivirus and a firewall.”  
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The participant further emphasised the importance of these tools in remote work settings, 

stating that:  

“The traditional perimeter, represented by the firewall, has diminished in relevance as 

users operate from home. This necessitates the deployment of open-source tools to 

collect evidence and analyse logs comprehensively.”  

Recent studies have underscored the effectiveness of open-source tools in enhancing incident 

response capabilities (Liang et al., 2024). Secondly, participant P7, a cybersecurity specialist, 

also adopted this approach, using tools as a “form of gaining a latch” to search and analyse 

targets, stating:  

“We do use tools as a form of gaining a latch. So a latch is the term used to basically 

just grab on to something that you can then use to search or do a little bit more due 

diligence on the targets, but we mostly use Boolean. Boolean is basically using the 

Google language to its advantage.”  

The adoption of best practices aligned with recent research by Kour et al. (2023), which 

demonstrated the significance of using advanced search techniques to pinpoint security 

vulnerabilities in organisational systems. Thirdly, participant P8, a cyber-defence incident 

responder, highlighted that:  

“It was an issue to find the proper tools and resources to distribute the necessary 

diagnostic tools and implement the proper troubleshooting processes.”  

Acknowledging these challenges, the professional drew on his social learning experiences and 

observations to navigate through incident response obstacles. Recent studies have emphasised 

the importance of investing in advanced incident response tools to bolster organisational 

resilience against cyber-threats during remote work scenarios (Karakasilioti, 2024). Participant 

P13, a head of research development and innovation in cybersecurity, leveraged the SLT by 

advocating for the use of visualisation tools to help organisations understand their threat 

landscape, stating that:  

“We also have a couple of tools that helped visualise the threat landscape for each 

organisation that we monitor. So we have a couple of vulnerability scans that we do for 

them when we tell them, like, ‘listen up, these are your easier attackable targets’.”  
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Recent research has supported the use of visualisation tools in cybersecurity risk assessment, 

underlining their ability to enhance decision-making processes by providing comprehensive 

insights into complex threat environments (Saeed et al., 2023b). Lastly, participant P16, an 

experienced information officer and security engineer, emphasised the importance of 

implementing strong security measures, such as using complex passwords for example stating: 

“In this meeting room, I could say ‘air con chair wall roof,’ and that would become my 

password, and it would be quite secure because an attacker would find it very difficult 

to brute force that.”  

The adoption of best practices aligns with the latest findings in password security research by 

Rakha (2023), which highlighted the necessity of implementing robust authentication measures 

to protect against evolving cyber-threats in remote work settings. 

Figure 4.1: Importance of Tools 

Source: Researcher’s own 

 

4.6 Community element 

The Community element underscores the significance of social interaction and collaboration 

amongst cybersecurity professionals. This fosters an environment for knowledge-sharing, 

support, and coordination amongst the individuals or groups involved. The community 

provides an environment for collective learning and problem-solving (Engeström, 2001). 

4.6.1 Community common main theme 1: Implementation of policies 

Implementing policies in an organisation involves creating, enforcing, and monitoring rules 

and guidelines to achieve objectives like compliance, risk management, and a safe working 

environment. The researcher’s analysis revealed a common theme in policy implementation. 



50 

 

Thus, organisations prioritised the development and implementation of policies as a critical 

component of their cybersecurity strategy to mitigate risks, protect sensitive information, and 

enhance their security posture during the pandemic. 

Participant P1, an acting head of information security (IS) governance, highlighted the 

importance of swift strategy adjustments to address emerging risks in a rapidly evolving 

environment, emphasising that:  

“With COVID-19 and the desperate people who wanted to access the policies, you 

know, they needed immediate access to staff or personnel and I think how we had to 

change digitally or in terms of technology to set this up, played a big contributing factor 

in the service that we were able to offer to customers.”  

The pandemic has underscored the urgency of technological changes, underlining the need for 

agile policies to effectively respond to dynamic cybersecurity challenges. Piduru (2022) 

supported this notion, highlighting the importance of adapting policies to address emerging 

threats. Participant P3, a cybersecurity consultant, noted:  

“Because we are so small as a company, we don’t really have the need for widespread 

policies like they do at logical operations”.  

According to Sikder and Islam (2023), they emphasised the importance of tailored policy 

implementation in enhancing cybersecurity resilience for small and medium-sized enterprises 

To combat new cybersecurity risks, policies were developed and enforced to secure remote 

access to systems and mitigate threats like phishing attacks. Participant P7, a cybersecurity 

specialist, highlighted the importance of proper sub-security policies, stating that:  

“If they didn’t employ proper sub security policies before COVID-19, enforcing it 

during COVID-19 when your employees are working from home, it’s much harder.”  

Borkovich and Skovira (2020) supported the concept that COVID-19 pandemic’s sudden onset 

disrupted the development and implementation of remote work policies, leaving many 

organisations ill-prepared to address insider threats. training and infrastructure (Lang et al. 

(2023). 

Participant P8, a cyber-defence incident responder, emphasised the importance of effective 

communication and shared responsibility for cybersecurity, stating:  
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“You had to have policies and people had to stick through to those rules. It was very 

difficult to start those policies because most of the time people didn’t know, they just 

didn’t know whose responsibility was what”.  

Beyond the policies themselves, successful implementation hinged on communicating policies 

effectively, establishing shared responsibility for cybersecurity, and providing ongoing 

education and training to employees. Maathuis and Chockalingam (2022) highlighted the 

importance of education and communication in strengthening cybersecurity practices within 

organisations. Participant P9, a cybersecurity director, further emphasised the importance of 

integrating cybersecurity policies into organisational strategies, mentioning that:  

“Policies are connected to the information security management system. So with us and 

with our clients, as we start off with the security objective within the security strategy, 

and then the next step is your high-level or your top-tier information security policy, 

and from your information security policy that focuses on the security objective, then it 

is rolled out into your second-tier policies - that is quite a range”.  

The integration of cybersecurity policies into organisational strategies was crucial, as they 

significantly supported an organisation’s mission and vision. Al-Hawamleh (2024b) 

accentuated the importance of aligning cybersecurity policies with organisational objectives 

for enhanced effectiveness. 

4.6.2 Community common main theme 2: Cultivating a cybersecurity-aware culture and 

environment 

The concept of cultivating a cybersecurity-aware culture involves promoting behaviours, 

attitudes, and practices that prioritise and enhance cybersecurity within an organisation. 

Participants emphasised the significance of fostering a culture of cybersecurity awareness and 

education, creating proactive and resilient cybersecurity measures in response to the COVID-

19 pandemic’s challenges. 

Participant P1, from an organisation with over 50 people, emphasised the need to expand 

cybersecurity understanding beyond work laptops, stating that:  

“Cybersecurity is bigger than just your computer at work... It’s your digital footprint.”  

This aligns with Mughal (2020), who stressed the importance of educating employees about 

the risks associated with their digital activities. Participant P6, from an organisation of 10 

people, highlighted that:  
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“Curiosity was the biggest thing when we had engagements with staff to ask why you 

clicked.”  

This approach is supported by research on interactive training methods, such as Mungo (2023), 

who advocated for interactive training methods to enhance cybersecurity awareness and 

behaviour.  

Participant P7, working with 10 people, placed more emphasis on advising staff and trusting 

their maturity, stating that:  

“We pretty much advise on what to do - We hope our staff are more adults than anything 

else”.  

This approach is supported by research on trust and maturity, which suggests that individuals 

who are trusted and empowered to make decisions are more likely to take ownership of their 

work and adopt secure behaviours (Alshaikh & Adamson, 2021). 

Participants highlighted the critical role of staff training within organisations. Participant P17, 

working in an organisation with over 500 employees, stressed that:  

“If your staff is not trained enough, then you’re just wasting your time because it is a 

matter of time till you get breached”.  

This aligns with the insights of Bada and Nurse (2019), who highlighted how insufficient 

training leaves organisations susceptible to breaches. Participants emphasised the importance 

of raising awareness in preventing and mitigating social engineering attacks. Participant P30, 

working in an organisation of over 200 people, highlighted that: “The first thing is to make 

people aware”. This aligns with Hove (2020), who stressed the significance of boosting 

employees’ awareness of social engineering tactics to thwart successful attacks. 

Participants in the study shared various strategies for fostering a culture of cybersecurity 

awareness within their organisations. These strategies aimed to educate employees, promote 

collaboration, and encourage knowledge-sharing. One approach was to engage in community 

efforts and discussions to raise awareness about cybersecurity topics. Participant P2, working 

in an organisation with over 10,000 people, suggested that:  

“What we do is engage in discussions at conferences, write blog posts, and join 

community efforts to raise awareness about various topics. Recently, we have also 

formed partnerships with the blue team, which is a group of security professionals who 
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provide solutions to protect against cyber-threats. This collaboration allows us to offer 

our clients exclusive deals, such as an add-on for their browsers that helps detect and 

prevent phishing attacks. So, yes, we are actively involved in these initiatives.” 

Another approach was to educate employees through personal stories and experiences. 

Participant P3, working in an organisation with over 50 employees, shared that:  

“Just educating other people, it sounds like a blog about what they do and then from 

there, hopefully, people will read it, try to like, create their own security measures, you 

know.”  

In addition to these approaches, participant P4 noted that:  

“Monthly articles - basically just get steps of what’s been happening within the 

cyberspace and then share it with the employees as well.”  

Personalised communication was also highlighted as a key strategy for user education. 

Participant P8 emphasised that:  

“It’s important to communicate with users on an individual level, whether it’s through 

email or WhatsApp groups, personalised messages and customised information make 

people feel more comfortable and approachable.” 

Participant P9 further stressed:  

“We actually have a programmer’s source. So we provide newsletters, writings, and 

blogs to our clients.”  

However, participant P28 noted a different trend, where organisations often hoard knowledge, 

hindering cybersecurity efforts, stating that:  

“When it comes to defenders, most companies tend to keep knowledge to themselves 

because it becomes their intellectual property. So if I share with another company, we 

are essentially sharing the money-making strategies. Until companies on the defending 

side break that, we will not be able to start catching up on these attackers.”  

This sentiment is supported by Alhogail (2021), who found that collaboration and information-

sharing amongst cybersecurity professionals have a positive impact. Thus, it is crucial to be 

able to create a knowledge sharing environment. 
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4.7 Division of labour element 

The Division of Labour element involves the allocation of tasks and responsibilities amongst 

individuals or groups within the activity system. It acknowledges the need for different roles 

and expertise to achieve the objectives of the activity, ensuring efficient resource utilisation 

and promoting specialisation in the system. 

4.7.1 Division of labour common main theme 1: Comprehensive security controls, team 

processes and addressing skills scarcity 

Thematic analysis reveals a shared concern for comprehensive security controls and skills 

scarcity, indicating common strategies amongst participants in addressing critical cybersecurity 

management aspects. Participants emphasised the significance of implementing robust security 

measures to combat cyber-threats and acknowledged the challenge of locating skilled 

professionals in the cybersecurity field.  

Participant P9, a cybersecurity expert with a PhD in Computer Security from the University of 

South Africa, emphasised the need for “Proper controls in-depth kind of approach” to mitigate 

potential attacks. This concept aligns with the defence-in-depth strategy, which involves 

deploying multiple layers of defences to create overlapping barriers against potential attackers 

(Ning & Jiang, 2022). However, participant P9 highlighted the challenge of cybersecurity skills 

scarcity, noting that:  

“there is a big or massive lack of skills” and “if you look at that, you say, oh, you know 

what, then there was a big issue.”  

This scarcity is linked to the cybersecurity skills gap caused by evolving threats and inadequate 

education and training programmes (Jordan, 2022). 

Participant P11, a cybersecurity expert with a Master of Technology in Computer and 

Information Systems Security and Information Assurance from the Cape Peninsula University 

of Technology, further emphasised the importance of continuity in cybersecurity practices 

during the pandemic, stating:  

“The COVID-19 threats wouldn’t follow a different process, right? So the process we 

followed prior to COVID-19 would apply as basically, you know, what addressing risk 

in dealing with vulnerabilities and remediating things.”  
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This approach is reflected in the comprehensive protection approach by combining risk 

management disciplines (Stine et al., 2020). This method helps organisations address 

cybersecurity risks during disruptions, ensuring critical system and data continuity. 

Participant P13, a cybersecurity expert with a Master of Science in Computer Science from the 

University of Pretoria, highlighted the importance of proactive measures in identifying and 

fixing system vulnerabilities, mentioning, that:  

“We have a couple of vulnerability scans that we do for them when we tell them, like, 

listen up, these are your easier attackable targets, and we run blue teams of them, and 

what we have also now started doing for all the normal users is having cybersecurity 

challenges where we create cyber challenges for the normal person to try and see if 

they can hack into a system.” 

This approach aligns with Rantalaiho (2024), who emphasised the importance of vulnerability 

scans, continuous monitoring, and cybersecurity challenges in identifying and fixing system 

vulnerabilities. 

4.7.2 Division of labour common main theme 2: Efficient task allocation and responsibility-

sharing 

During the thematic analysis, the common theme of efficient task allocation and responsibility-

sharing emerged as participants discussed their experiences with dividing labour and resources 

effectively to achieve organisational goals. This theme was identified through the shared 

recognition of the importance of clear delegation of tasks, roles, and responsibilities to enhance 

productivity and collaboration within their teams.  

Participant P5, a cybersecurity and technology risk consultant with 10 years’ experience, noted 

that:  

“We had to now move all our critical systems into a managed SOC team. Where this 

24-hour monitoring and response is also adopted, we have adopted EDRs [Endpoint 

Detection and Response] for device detection and response.”  

This approach is in line with Erdıvan’s (2024) recommendations for effective cybersecurity 

management, which stressed the necessity of maintaining dedicated SOC teams and utilising 

advanced technologies like EDRs for effective cybersecurity operations. By assigning 

specialised roles within the SOC team, organisations ensured that individuals possessed the 
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requisite skills and knowledge to carry out specific tasks, including continuous monitoring, 

incident response, and threat hunting. 

The importance of specialisation in cybersecurity operations was also highlighted. Participant 

P3, a cybersecurity consultant with five years’ experience, emphasised:  

“So if there are any incidents, then a few of the team will join. They call it the war room. 

When there’s something really intense happening and we need to stop someone, you 

know, like immediately. So we’d all jump in at the same time.”  

This aligns with Nyre-Yu’s (2019) research on the benefits of division of labour and 

specialisation in improving productivity. 

Effective coordination and communication were stressed as critical components of 

cybersecurity operations. Participant P15, a cybersecurity engineer with five years’ experience, 

highlighted the importance of clear and concise communication during cybersecurity incidents, 

stating that:  

“The responsibilities split, so cybersecurity is not just an information security 

responsibility - What we would do as information security would be to talk to you 

directly and say, ‘Listen, this is what happened because we don’t know. What we don’t 

want to do is cause panic from your side.”  

This viewpoint resonates with literature advocating for a holistic approach to cybersecurity, 

stressing the need for cooperation and shared responsibilities across teams and departments 

(Jha & Jha, 2023). 

The importance of access control was also emphasised by participant P30. This cybersecurity 

software engineer in Cape Town, with seven years’ experience, brought up the importance of 

revoking access for departed employees, stating that:  

“In my observation of various companies, I have witnessed the process of revoking 

access to certain services for employees who have left many years ago, while still 

claiming to be actively employed, and it became apparent that there were only five 

visible windows due to remote desktop connections, whereas the actual processing was 

questionable, leading to concerns about the repercussions for those who resign or are 

terminated, including managers, as well as the circumstances surrounding employees 

who have left their jobs.”  
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This highlights the Principle of Least Privilege (Saltzer & Schroeder, 1975), which advocates 

for granting minimal access required for job functions (Bernal, 2009). In conclusion, revoking 

access rights to former employees is a critical step in ensuring the security and integrity of a 

company’s systems and data, and should be a top priority for any organisation that values its 

sensitive information. 

4.8 Rules element 

During the COVID-19 pandemic, cybersecurity professionals adhered to rules governed by the 

Protection of Personal Information (POPI) Act, number 4 of 2013, hereafter referred to as the 

POPI Act (South Africa, 2013). Compliance with the POPI Act ensures the lawful and secure 

handling of personal data, safeguarding it from unauthorised access or misuse.  

4.8.1 Rules common main theme 3: Relevance of industry frameworks and standards  

Participants highlighted the significance of complying with industry frameworks and standards 

like the US National Institute of Standards and Technology (NIST), ISO, and the US Center 

for Internet Security (CIS) to showcase an organisation’s commitment to cybersecurity best 

practices. Adhering to these guidelines fosters efficient incident management, demonstrating a 

proactive stance towards cybersecurity risk mitigation. 

 

The Institutional Theory, as outlined by Burdon and Sorour (2020), emphasises the importance 

of industry frameworks and standards in cybersecurity. These guidelines are influenced by 

external pressures from stakeholders like customers, regulators, and peers, demonstrating 

organisations’ commitment to cybersecurity and mitigating risks. Participant P20, a 

cybersecurity manager, and participant P23, a senior cybersecurity consultant, both emphasised 

the importance of following industry frameworks. Participant P20 stated that:  

“Every company should follow a cybersecurity framework such like NIST, ISO, and 

CIS”, 

and participant P23 stating that:  

“All organisations will have an organisational IT security policy - NIST cyber security 

framework being the more popular ones”.  

These frameworks are not only recognised as best practices but also serve as institutional 

pressures for organisations in the cybersecurity sector to establish and uphold effective 

cybersecurity measures (Ogbanufe et al., 2021). By adhering to these standards, organisations 
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can signal their legitimacy and credibility to stakeholders who prioritise robust cybersecurity 

practices. Participant P26, an IT security analyst with over seven years’ IT and cybersecurity 

experience, noted that:  

“We do have enough standards - ISO 7001, the standard we are compliant to and also 

COBIT, yes, that is for governance and your ITIL for incident management.”  

The existence of standards that were adhered to in the past, such as International Organization 

for Standardization (ISO) 27001 for compliance and Control Objectives for Information and 

Related Technology (COBIT) for governance, along with utilising Information Technology 

Infrastructure Library (ITIL) for incident management. Complying with these standards not 

only assists organisations in managing and responding to security incidents more effectively 

but also aligns them with the expectations of their institutional environment (D’Arcy & 

Basoglu, 2022). This emphasis on following established standards is in line with 

recommendations from cybersecurity scholars (Al-Hawamleh, 2024a) advocating for 

implementing industry best practices to bolster cybersecurity defence mechanisms. 

 

The discussion touched on the importance of legislation in combatting cybercrime. Participant 

P11, a security solutions architect with considerable technology and cybersecurity expertise, 

pointed out that: 

“The lack of legislation in African countries made them more appealing targets for 

cybercriminals.”  

This observation resonates with existing literature, further underscoring the significance of 

robust cybersecurity strategies in these regions (Kritzinger, 2020). This emphasises the need 

for comprehensive cybersecurity strategies, legislation, adequate resource allocation, and 

training to enhance cyber-defences in developing countries. Institutional Theory explains the 

necessity for comprehensive cybersecurity strategies and legislation in developing countries, 

which often lack the institutional structures and regulations essential for robust cybersecurity 

practices, making them more vulnerable to cyber-threats (Singh & Alshammari, 2020). 

 

Participant P9, a director with over 21 years’ IT and cybersecurity experience in the retail / 

fashion industry also noted the absence of a nationwide cybersecurity strategy in the past from 

a government perspective. They highlighted that:  
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“From a government perspective, we still don’t have a cybersecurity strategy 

nationwide - Do we? You know, POPI is the only sort of regulation in terms of 

compliance that is around.”  

This observation is in line with critiques from cybersecurity experts (Malatji et al., 2020) who 

have pointed out the lack of comprehensive national cybersecurity strategies in various 

countries, such as SA. Participant P18, a senior IT security engineer with over six years’ IT and 

cybersecurity experience in the technology / software industry, noted that:  

 

“We didn’t have regulations in place until recently with POPIA, but there were still 

many attacks happening as SA was listed amongst the top ten countries for cyber-

attacks.”  

 

This indicates that despite the regulatory gap, a significant number of cyber-attacks have been 

observed in the SA, thus Johns (2020) highlighted the global prevalence of cyber-attacks and 

the urgent need for robust cybersecurity regulations in SA to address and mitigate this growing 

threat. Participant P20, an information security analyst with more than four years’ IT 

experience and over three years’ cybersecurity experience, highlighted:  

 

“Funding for cybersecurity was limited -However, new legislations like the cybercrimes 

bill and POPIA were driving the awareness of cybersecurity in the country.”  

 

This finding aligns with research by cybersecurity experts Sekgololo (2020), emphasising the 

importance of legislative measures in driving cybersecurity awareness and resilience. To 

further confirm previous findings, participant P24, an IT governance, risk and compliance 

manager with over 13 years’ IT experience and more than two years’ cybersecurity experience, 

expressed that, “What makes us vulnerable as a country is the lack of laws that we have around 

it.” Their expertise in IT governance and compliance emphasises the crucial role of regulatory 

frameworks in protecting against cyber-threats. This perspective can be further supported by 

the notion that implementing legal policies and laws cannot fully address cybersecurity issues, 

but consulting with technologically advanced security experts is crucial to fortify the existing 

legislative framework and prioritise international legal protections and guidelines, especially 

in the rapidly digitising African continent (Olofinbiyi, 2022). The participant’s assertion was 

corroborated by participant P20, a cybersecurity manager, who mentioned that, “We had a 

lower level of cyber maturity in SA compared to first-world countries.” This observation aligns 
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with the findings of previous research, which delineated the challenges encountered by 

developing countries in establishing resilient cybersecurity measures (Singh & Alshammari, 

2020). Kritzinger (2020) outlined challenges faced by developing countries in establishing 

resilient cybersecurity measures. Limited resources, skills, and regulatory frameworks hinder 

progress in achieving cyber-maturity in these countries. Thus, the lower cyber-maturity in SA 

emphasises the need for improvement and adoption of best practices to combat escalating 

cyber-threats in the region. 

 

4.9 Object element 

The Object aligns with the activities of a cybersecurity management system by focusing on the 

actions employed by cybersecurity professionals. Key activities in a cybersecurity management 

system involve conducting risk assessments, deploying secure remote access solutions, 

enhancing employee awareness and training, and implementing incident response plans.  

4.9.1 Object common main theme 1: Phishing simulation and awareness training 

In the realm of cybersecurity, the strategic implementation of regular phishing simulations and 

awareness training programmes emerged as a pivotal action against potential threats. This 

multifaceted approach involves not only testing the resilience of organisational defences but 

empowering employees with the knowledge and skills to recognise and respond to phishing 

attempts effectively.  

4.9.1.1 Sub-theme: Phishing simulation techniques 

Past research has emphasised the importance of aligning simulated phishing attacks with 

established industry guidelines and best practices. Participant P1, a vulnerability assessment 

expert, underscored the significance of these simulations by stating:  

“These simulations were designed to mimic actual phishing attempts and were 

internally benchmarked against real-life scenarios.”  

This approach sheds light on the proactive strategies that organisations can employ to bolster 

employees’ awareness and response to phishing-threats. This echoes the advice of 

cybersecurity experts who advocate for immersive hands-on training to empower employees 

in identifying and thwarting phishing attacks (Roepke et al., 2020). 
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Participant P10, a Certified Information Systems Security Professional, highlighted the 

importance of phishing simulations in identifying and mitigating phishing-threats. They 

explained:  

“Things like phishing simulations where I would send a person an email from a spoofed 

email address and check if they fall for the text and look out for things like misspellings, 

incorrect formatting, or the use of critical naming. This way, you can identify a phishing 

email and have a ‘phish’ button to report it.”  

This participant’s specialised knowledge lends credence to the effectiveness of phishing 

simulation techniques in pinpointing and mitigating phishing-threats within organisational 

settings. This underscores the importance of integrating industry expertise into cybersecurity 

training initiatives to ensure their efficacy (Hakimi et al., 2024). 

Participant P12, with a BCom in Management Information Systems from the University of 

Western Cape, shared a notable experience that:  

“We got a lot of phishing reports from a lot of staff, and this was increased in volume. 

A lot of staff were reporting that they were receiving these emails, whether it was from 

a Mastercard or from some kind of online consumer company.”  

This corroborates the prevailing notion that active phishing simulation exercises can foster a 

vigilant organisational culture in the face of evolving cybersecurity-threats. 

4.9.1.2 Sub-theme: Cybersecurity Training and assessment methods 

An examination of past training and assessment methods revealed a need for harmonisation 

with adapting to remote work, specifically to enhance the effectiveness of the cybersecurity-

aware culture and environment under the Community element, building upon the actionable 

steps previously discussed. Participant P5, a cybersecurity expert, emphasised the importance 

of addressing the “People aspects of cybersecurity” by introducing cybersecurity awareness 

tools and interactive training platforms. According to participant P5: 

“The people aspects of cybersecurity were the one that we needed to deal with so we 

brought in cybersecurity awareness tools like KnowBe4 to assist a user when training 

simulations, phishing simulations, and the likes for benchmarking and targeted 

training.”  
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This approach aligns with the Social Learning Theory (SLT), which suggests that individuals 

learn by observing others and imitating their behaviour (Bandura, 1977). Interactive training 

platforms provide opportunities for employees to observe and learn from simulated phishing-

threats, helping to educate them about potential cybersecurity risks (Alhashmi et al., 2021). By 

utilising benchmarking and targeted training, organisations can identify knowledge gaps and 

tailor their training programmes accordingly, aligning with the principles of SLT. 

Participant P6, working in the technology and security industry, highlighted the importance of 

“Changing the security paradigm by emphasising hygiene.” This is achieved through the 

“Triple Ts” approach, which includes testing, training, and targeted exercises. According to 

P6’s organisation:  

“The Triple Ts approach, which includes testing and training employees. After training, 

we assess their knowledge through quizzes. Additionally, we conduct purple teaming 

exercises to evaluate their response to real-world scenarios.”  

This approach reflects the principles of Experiential Learning Theory (ELT) and Action 

Learning Theory (ALT), which emphasise the importance of hands-on experience and applying 

knowledge in real-world scenarios to drive learning and growth (Kolb, 1984; Angafor et al., 

2020). 

Participant P13, who works in the technology and security industry, took a gamified approach 

to cybersecurity training:  

“We have a couple of awareness programs, and what we have also now started doing 

for all the normal users is having cyber challenges where we create cyber challenges 

for the normal person to try and see if they can hack into a system. Just to show them 

how easy some of these attacks actually are.”  

This approach aligns with the Cognitive Load Theory (CLT), which suggests that individuals 

have a limited capacity for processing information, and effective learning occurs when 

information is presented in a manner that optimises cognitive load (Kolb, 1984). Thus, by 

engaging users in gamified cybersecurity challenges, organisations can increase motivation and 

attention, making the learning process more effective (Wu et al., 2021). 

In addition to these approaches, Participant P28 from the financial services industry highlighted 

the importance of encouraging employees to actively participate in cybersecurity efforts: 
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“Some companies have now deployed technologies where users can report some of 

these phishing attacks, or as and when they come in, they report anything they feel is 

suspicious. I know some of our clients reward employees for reporting such instances.”  

This approach aligns with existing literature that emphasises encouraging employees to 

actively participate in cybersecurity efforts (Mitcham, 2024). The literature has noted the 

importance of organisations implementing reporting systems to facilitate the submission of 

incident reports. By enabling employees to easily report phishing attacks, organisations 

promote a stronger cybersecurity culture within their workforce. The literature has examined 

the effectiveness of rewarding employees for reporting instances of phishing. This practice 

demonstrates an organisation’s commitment to building a positive cybersecurity culture and 

incentivises vigilant behaviour. Previous studies have shown that implementing a reward 

system for reporting incidents can significantly improve the overall reporting rate (Slonka et 

al., 2023). 

The COVID-19 pandemic led to unprecedented challenges for organisations, including 

maintaining business continuity and ensuring the security of employees and data. As companies 

transitioned to remote work, they had to quickly adapt to new technologies, workflows, and 

cybersecurity-threats. In this context, cybersecurity training and awareness became essential 

for organisations to educate and equip employees to handle the unique challenges of working 

from home. Participant P19 insights into the importance of adapting cybersecurity training and 

awareness strategies to meet the changing needs of remote work, mentioning that,  

“Before COVID started...there were a lot of scams going around the Internet asking 

people to click here and here to learn more about COVID-19...So we quickly had to 

change our perspective and be more secure.”  

This aligns with the literature on the importance of contextually relevant and tailored training 

programmes that address specific job roles and environments (Fagbule, 2023). Adapting 

training content to the remote work context ensures that employees receive targeted guidance 

and support to navigate the unique cybersecurity challenges associated with working from 

home.  

In terms of cybersecurity awareness campaigns, Participants P19 and P20, senior technical 

information and cybersecurity services specialist, and information security analyst 

respectively, discussed the incorporation of COVID-19 themes into their training content. By 

leveraging current events and issues, organisations can create relatable training content that 
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increases employees’ understanding of the specific risks and challenges associated with 

COVID-19-related scams and phishing campaigns. This aligns with the theory of situated 

learning (Lave & Wenger, 1991). The study also highlighted the importance of weighing costs 

and benefits when making decisions about remote work shifts (Homans, 1958). 

Participant P20 emphasised the importance of using current events and topics to exploit human 

vulnerabilities, stating: 

“When COVID started and people were working from home, then we had to oppose 

and make sure that we sent a lot of content...related to how they work now or how they 

were currently.” 

This aligns with the concept of SIT (Cialdini, 1993), which suggests that people are more likely 

to respond to requests that are consistent with their existing attitudes and behaviours. 

Participant P20 highlighted the effectiveness of using COVID-19 information in phishing 

campaigns:  

“We have used COVID-19 information such as vaccine...in some of the phishing 

campaigns...so yes, those were two years basically.”  

This demonstrates the importance of using current events and topics to simulate real-world 

scenarios and exploit human vulnerabilities. 

Regular training activities played a crucial role in keeping employees aware and updated on 

cybersecurity-threats. Participant P4, a deputy director of protection services, emphasised the 

importance of consistent engagement:  

“On a monthly basis, we would at least send out through activities…which were 

compulsory... Focusing on a topic of a week.”  

This approach aligns with the literature on the effectiveness of regular training in keeping 

employees aware of cybersecurity-threats (Hijji & Alam, 2022). 

Participant P15, a cybersecurity engineer, highlighted the importance of concise training 

sessions: 

“There’s training that you could push out, like 5-minute videos and then like a quick 

test... To ensure that the staff members are aware of what the phishing attack may look 

like.”  
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This approach aligns with the theory of microlearning, which suggests that short and focused 

training sessions are more effective in capturing and retaining employees’ attention (Loh-Joey, 

2021).  

 

4.9.2 Object common main theme 2: Multi-factor authentication implementation 

The common theme of the relevance of industry frameworks and standards in the 

implementation of MFA was identified through the analysis of the participants’ experiences 

that highlighted the importance of aligning security measures with established guidelines and 

regulations to enhance overall cybersecurity resilience. During the discussion on MFA 

implementation, participants highlighted the importance of persuasive communication to gain 

executive and managerial support. Participant P10, with over 17 years’ IT experience, 

emphasised that:  

“We had to persuade the CEO, persuade the managers, and they had to recognise that 

it was a vital thing to prevent the threats. It’s actually vital that you use multi-factor 

authentication because - if credentials are stolen, it could lead to things like business 

email compromise that could lead to bigger disasters” and added, “Technical 

implications became a massive cost implication because many organisations didn’t 

have the capability for multi-factor authentication.”.  

This aligns with existing literature on MFA adoption challenges, where perceived behavioural 

control, as per the TPB (Ajzen, 1991), influences employees’ intentions to adopt MFA based 

on the technical complexities. Participant P10’s statement highlights the need for effective 

change management strategies in cybersecurity measures adoption, aligning with Omoyiola 

and Mckeeby’s (2023) findings. Persuasive communication can influence subjective norms, 

impacting employees’ intentions to adopt MFA positively. 

Participant P18, with six years’ experience in IT, underscored the importance of organisational 

policies in driving changes and technology adoption:  

“Look, we are within our organisation’s IT policy, and there is also subsequent, 

information security policy and ICTS policy to drive changes and also, you know, if the 

policy is in place, then you can measure against that in your effectiveness as well. If 

there’s something that happened, you can refer back to the policy, like for example, our 

motivation to enable MFA.” 
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Literature emphasises aligned organisational policies to drive security practices and technology 

adoption (Kunduru et al., 2023). External factors like organisational policies influence 

perceived behavioural control over MFA usage and intentions to adopt it. 

Participant P17, a cybersecurity specialist, acknowledged that:  

“The majority of organisations based off of what I’ve seen have implemented - MFA, 

single-sign-on, but that can also be kind of a risk.”  

This statement is consistent with literature on MFA risks and security challenges like reliance 

on a single device and social engineering attacks (Tolbert, 2021). External barriers like 

maintaining secure single-sign-on capabilities affect perceived behavioural control over MFA 

usage and intentions to adopt it. Participant P23, with two years’ IT experience, highlighted:  

“So you want to protect your identity? Simple things like stronger passwords. Multi-

factor authentication Those are actually vital. They are the basics and the vital elements 

to protecting the identity because that’s what the attacker targets. He wants to get your 

information, your login details, and so forth.”  

Individual attitudes towards multi-factor authentication (MFA) and strong passwords play a 

crucial role in determining one’s intentions to adopt and utilise these measures. This aligns with 

the existing body of research, which consistently highlights the importance of MFA and strong 

passwords for effective identity protection (Das et al., 2020). 

Participant P11, with over 13 years’ IT experience, warned of cybercriminals bypassing 

security measures. The participant noted that:  

“There’s definitely an increase in phishing - a lot of companies are implementing multi-

factor authentication by default. So needless to say, you know cyber-criminals are 

looking at ways to get around that.”  

This statement underscores the ongoing challenge of data protection (Belmabrouk, 2023). 

Participant P17 cautioned that:  

“So the way that it changed now is that obviously people couldn’t go into work and 

everything was done on a device that would need to be. Managed, or secured remotely. 

So that means that the networks or the Internet, the Wi-Fi that we connect to would be, 

external devices. That are connecting to company resources like your home Wi-Fi, your 

home Wi-Fi is compromised, there has to be additional security controls that are in 
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place like we had like VPN multi-factor authentication. So majority of organisations 

based on what I’ve seen have implemented, obviously a work from home policy and the 

first thing is always VPN access and multi-factor authentication. And then obviously it 

also single sign on. So single-sign-on is kind of a different thing because we may have 

single-sign-on. We have to make sure that it integrates with all other systems just to 

make it easier for users. But that can also be kind of a risk, so in the context of COVID, 

everywhere phishing attempts have obviously been increasing and the larger the 

phishing pool, the more likely your chances are actually getting credentials and then 

organisations network and obviously be compromised”. 

This can be explained further that COVID-19 pandemic has underscored the necessity of 

crafting and implementing flexible security measures that can adapt to the rapidly changing 

threat landscape. As security fatigue becomes a growing concern, it is essential to recognise its 

potential consequences, including decreased employee attention and increased susceptibility to 

phishing attacks, as noted by Nobles (2022). Consequently, to mitigate these risks, 

organisations must adopt a forward-thinking approach to security, incorporating advanced 

threat detection and response capabilities. This may involve employing machine learning and 

artificial intelligence to analyse threat patterns and identify vulnerabilities, as well as regularly 

providing security awareness training and phishing simulations to educate employees on the 

latest tactics and techniques used by attackers. By taking these steps, organisations can 

significantly reduce the likelihood of security breaches and ensure the continued 

confidentiality, integrity, and availability of their sensitive data. 

4.9.3 Object common main theme 3: Remote work adaptation 

The COVID-19 pandemic has brought about a significant shift to remote work, presenting new 

challenges and vulnerabilities in the realm of cybersecurity. Participants in the study shared 

their experiences and insights, highlighting the importance of understanding the unique 

challenges and risks associated with remote work. 

The transition to remote work environments has been a major factor in the increased risk of 

cyber-threats. As participant P11, a security solutions architect in the energy / petroleum 

industry, and participant P29, a cybersecurity manager working in professional services / 

accounting, noted:  

“Organisations couldn’t manage their networks effectively because of the whole work 

from home, which was the head office network”.  
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This sentiment is consistent with existing research on one of the vulnerabilities introduced by 

remote work (Bispham et al., 2021). Building on recent studies, the shift to remote work has 

amplified the threat of cyber-attacks, particularly phishing campaigns, due to the challenges 

organisations face in maintaining robust network management and security protocols (Jimmy, 

2024). 

The shift to remote work was a notable phenomenon during the pandemic, as participant P11 

acknowledged:  

“So with COVID-19, I’d say the most notable thing was a shift from people working 

from the office to people working from home.”  

This external pressure led to a collective change in behaviour. For participant P11, one of the 

biggest challenges was “getting hold of users, due to the nature of everything.” Organisations 

should have promoted collective responsibility and open communication about risks, 

influencing individuals to be more cautious. The Technology Acceptance Model (TAM) 

explains individuals’ behaviour in remote work and cybersecurity based on their perceived 

usefulness and ease of use of cybersecurity measures. Organisations could have encouraged 

the adoption of user-friendly cybersecurity tools and other cybersecurity measures by 

highlighting their usefulness and simplicity (Sala & Martiri, 2023). Participant P1, an acting 

head of IS governance working in the technology / software sector, noted that:  

“Previously, our staff were obviously based at the offices, when COVID hit, we had to 

quickly adapt and change the way we have enabled everyone at our organisation. To 

work remotely, so we gave everyone remote laptops,”  

aligning with research on rapid transitions (Olawale et al., 2024). Some participants believed 

that the shift to remote work was driven by cost considerations. Participant P9, a director in the 

retail / fashion industry, mentioned that:  

“Many of the organisations shifted online, because they had no choice, I believe it was 

a cost issue because it was required,”  

echoed by participant P12, an IT delivery manager in cybersecurity working in the retail / food 

and beverage industry, acknowledged that:  

“Because we were remote workers, everything changed. The environment changed, the 

way that we looked at security, changed. But it was a bit of a late realisation”.  
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This further highlighted the need for swift security adaptations (Arunprasad et al., 2022). 

In contrast, other participants noted that their organisations were already prepared for remote 

work, reflecting crisis management best practices (Hatton & Brown, 2021). Participant P8, a 

cyber-defence incident responder, observed that: 

“COVID hasn’t really impacted it that much. Since everything was already done 

remotely”, 

supporting the importance of pre-existing flexible infrastructures and policies (Caldeira et al., 

2023). This observation underscores the significance of proactive measures in maintaining 

cybersecurity resilience during unexpected events. Participant P22, a senior specialist in IT 

security, observed that “we were already geared up for COVID-19 remote work,” which aligns 

with discussions on balancing speed and security during remote work transitions (Kaushik & 

Guleria, 2020). In terms of proactive measures, participant P23, a senior cybersecurity 

consultant, suggested:  

“COVID-19 pandemic had a minimal impact on our ways of working as our 

organisation provided laptops to its employees, making the transition to working from 

home seamless. However, additional costs were incurred to provide internet 

connectivity for those who didn’t have it at home. Our infrastructure already allowed 

for flexibility, with the only adjustment being the need to ensure internet access for 

logging onto our network and systems via VPN.”  

In addition, participant P14, a cloud penetration tester, reported that:  

“It didn’t impact my work in any way...it wasn’t a train smash at all.” 

Despite the potential severity of the situation, their experience was relatively uneventful and 

did not cause any disruptions or challenges. The collective expertise of participants P8 and P23 

who worked in technology security in education and healthcare respectively, and participants 

P22 and P14, who both worked in the financial sector, underscores the significance of their 

contributions to the discussion on cybersecurity best practices. As they are already familiar 

with the vulnerabilities inherent in their respective industries, they bring a unique perspective 

to the table. Their experiences in high-risk environments have likely prepared them to 

anticipate and address potential threats.  
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Participant P10, a cybersecurity executive consultant with extensive IT and cybersecurity 

experience, highlighted the importance of adequate resources in enabling remote functionality: 

“If you look at the impact generally across all organisations, the first impact was the 

massive mobilisation of resources...but it takes almost three years for some 

organisations to get to a point where they can actually be functional directly from 

home.”  

This underscores the time and effort required for a successful transition. This aligns with 

research by Carvalhaes et al. (2020), who emphasise the importance of adaptive infrastructure 

in maintaining business continuity during disruptive events. Participant P10’s insight highlights 

the critical role of adequate resources in enabling remote functionality and emphasises the need 

for organisations to invest in robust infrastructure to support remote work practices efficiently. 

The observation emphasises the critical role of adaptive infrastructure in maintaining business 

continuity during disruptive events (Dewi, 2024). Participant P10’s insight highlights the need 

for organisations to invest in robust infrastructure to support remote work practices efficiently. 

Participant P11, a security solutions architect, emphasised:  

“So with COVID-19, I’d say the most notable thing was a shift from people working 

from the office to people working from home,” adding that, “getting hold of users was 

probably the biggest challenge.”  

This perspective aligns with the findings of Malik and Garg (2020), who stress the significance 

of user engagement and communication in enhancing organisational resilience. Effective 

communication with users is essential in ensuring smooth transitions to remote work and 

maintaining productivity in remote work environments.  

Participant P25, an IT governance and security analyst, shared insights on the technological 

challenges faced in implementing a work-from-home scenario. They noted that: 

“Technology wise, we’re not fully prepared for their whole work from home scenario. 

So we had to make sure that we came up with a strategy very quickly. In order to have 

the correct technologies, that meets our security requirements.”  

They also mentioned issues with licensing and bandwidth:  

“Yes so these technologies are license-based, so we had issues of not having enough 

licenses. So, meaning that whoever needs to be connected, we shouldn’t just be giving 
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people connection. We have to make sure that we have enough licenses and we also had 

issues on the bandwidth side. On the bandwidth side, we were not prepared.”.  

However, their experience underscores the need for organisations to develop strategies and 

adopt technologies that meet security standards and enable remote access efficiently. This 

aligns with the concept of digital resilience, emphasising the importance of technological 

readiness in enhancing organisational resilience during crises (Forliano et al., 2023). 

4.9.4 Object common main theme 4: Incident response plan adaptation 

Incident response is a reactive measure aimed at responding to and containing security 

incidents after they have occurred (Shinde & Kulkarni, 2021). The adaptation of incident 

response plans as a common theme was derived from participants revising and updating their 

response strategies and protocols to address the evolving nature of cyber-threats during the 

COVID-19 pandemic, ensuring a more robust and effective approach to managing and 

mitigating cybersecurity incidents. 

According to participant P17, working in a company with over 500 employees in the 

telecommunications industry:  

“User awareness and the implementation of security tools like firewalls and VPNs, 

outlined in a security baseline configuration document, are crucial in incident 

response.”  

Mwangi (2024) notes that user education and the use of security tools like firewalls and virtual 

private networks (VPNs) are essential in mitigating cyber-threats. This suggests that 

organisations should not only focus on technological measures but also educate their users to 

recognise and respond to potential threats. 

Participant P19, working in a company with over 5,000 people in the education industry, 

emphasised:  

“Organisations employ playbooks as step-by-step guides for dealing with various 

incidents, recognising the diversity of threats such as phishing, malware, and network 

intrusions.”  

This aligns with existing literature on the importance of incident response playbooks (Van der 

Kleij et al., 2022). The participants’ experience in both IT and cybersecurity adds credibility to 

their insights on developing and implementing incident response playbooks. 
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Participant P27, working in a company with approximately 200 employees in the technology 

and security industry, highlighted:  

“Understanding the target, the nature of the attack, and the data at risk is pivotal. 

Threat playbooks, designed for scenarios like DDOS attacks and ransomware, 

incorporate reconnaissance as a crucial step in defence.”  

This aligns with existing literature on the importance of understanding the nature of the attack 

and targeted data for effective incident response (Schlette et al., 2021). Participant P28, 

working in financial services, emphasised the importance of prioritising system backups before 

attacks:  

“Prior to attacks, organisations should prioritise system backups to facilitate data 

recovery in the event of data loss.”  

This aligns with literature on data backup and recovery measures in incident response planning 

(Safitra et al., 2023). Participant P28’s managerial role suggests their experience and expertise 

in overseeing incident response processes, adding reliability to their insights. 

4.9.5 Object common main theme 5: Prioritisation of patching 

In contrast to incident response, patching is a proactive measure aimed at preventing security 

incidents (Jones, 2022). The theme of prioritising patching efforts was shaped by participants’ 

recognition of the critical need to promptly apply security patches and updates to mitigate 

vulnerabilities and strengthen their cybersecurity posture, especially as the frequency and 

severity of attacks increased during the pandemic. Einler Larsson and Qollakaj (2023) highlight 

the increased risks associated with remote work, as it introduces more potential entry points 

for attackers.  

Participant P10, a cybersecurity executive consultant, emphasised: 

“Our organisation looked at solutions like Quallace, which does vulnerability 

detection, patch management, baseline configuration assessment, and application 

scanning.”  

This strategy aligns with the recommendations of the US National Institute of Standards and 

Technology (NIST), which emphasises the adoption of vulnerability management tools and 

processes to effectively manage risks (NIST, 2021). 
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Participant P20, with skills in network, threat, and vulnerability management, highlighted the 

challenges of patch management, particularly when it comes to remote devices:  

“Another big one was patch management. So patch management remotely is very hard 

to do. Lots of organisations try to push it, but if you’re at home. Off the network, some 

people don’t log in.”  

This aligned with Milson and Altan (2023), who also highlighted the difficulties of managing 

and patching remote devices outside the corporate network. 

Participant P19, with skills in threat analysis, incident response, and network security expertise, 

emphasised the importance of prioritising patching based on vulnerability severity:  

“So, each organisation has their own patch management policy, right? So that also 

determines when you fix your vulnerabilities that have been detected. And the house, 

how do you prioritise your patching because you can’t patch everything at once 

because? - There could be a lot of vulnerabilities. So you need to patch on the severity 

of each vulnerability, you know.”  

This perspective aligns with the existing literature on risk-based patch management 

(Koskenkorva, 2021). According to Koskenkorva (2021), risk-based patch management 

involves assessing the potential harm that each vulnerability could cause and addressing those 

with the highest potential impact first, recognising that not all vulnerabilities pose the same 

level of risk to an organisation and that resources should be allocated based on the severity of 

each vulnerability. The use of vulnerability management frameworks like the Common 

Vulnerability Scoring System (CVSS) supports this approach by assigning severity scores to 

vulnerabilities to guide prioritisation (Walkowski et al., 2021). By using a standardised scoring 

system, organisations can objectively evaluate the severity of vulnerabilities and prioritise their 

patching efforts accordingly. 

4.9.6 Object common main theme 6: Policy development and enforcement 

The development and enforcement of cybersecurity policies emerged as a crucial theme in the 

study, with participants emphasising the importance of establishing clear guidelines and 

protocols to govern employee behaviour and data protection practices. This emphasis on policy 

development and enforcement can be explained using Social Control Theory (SCT), which 

posits that individuals are motivated to adhere to rules and regulations when they believe in 

their legitimacy and perceive the potential consequences of non-compliance (Hirschi, 1969). It 
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is also noteworthy that the previous Community and Rules element referred to the policy 

framework, which served as a foundation for the organisation's governance. In contrast, the 

Object element here targets the policies, with the aim of making actionable steps to better align 

them with the evolving needs and priorities of the organisation. This refinement enables the 

organisation to effectively adapt its cyber management practices to stay ahead of emerging 

threats and opportunities. 

Participant P1, acting head of IS governance, highlighted the significance of policy 

development during the COVID-19 pandemic: 

“Yes, we had policies before - policy became quite important during the COVID 

timeframe because they couldn’t link it to something that had been approved and signed 

off and was enforceable versus things that were left open for interpretation until it was 

actually needed.” 

This statement underscores the importance of having clear, enforceable policies that create a 

sense of legitimacy and accountability, motivating individuals to comply. 

Participant P2, a cybersecurity engineer, emphasised:  

“So, for example, a lot of companies would do vaccinations for their employees as part 

of their policy, so if you send them an email, let them know that this has to do with 

getting your free COVID vaccination through this company.”  

This statement can be aligned with Institutional Theory, which suggests that organisations 

conform to societal norms and expectations to gain legitimacy and ensure their survival (Meyer 

& Rowan, 1977). 

Participant P4, a deputy director in protection services, mentioned the importance of 

implementing control measures to mitigate potential security risks, stating: 

“We then had to quickly draft a policy that spoke to blocking all USB ports. Just to 

make sure that people no longer use them.”  

This is an example of implementing a control measure to prevent malware and other types of 

threats. Research suggests that blocking USB (universal serial bus) ports is an effective way to 

prevent malware and other types of threats (Sun et al., 2021). By blocking these ports, 

organisations can effectively prevent these types of attacks. 
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Participant P7, a cybersecurity specialist, noted that “We never implemented anything of that 

kind of any policies.” This statement can be explained by the theory of organisational slack, 

which suggests that organisations with sufficient resources are more likely to allocate resources 

to policy development and enforcement (Cyert & March, 1963). In contrast, organisations with 

limited resources may prioritise other operational aspects over policy implementation, resulting 

in potential gaps in cybersecurity measures. 

In contrast, participant P13, a head of research development and innovation in cybersecurity, 

highlighted the importance of policy updates:  

“Certain things about data classification and data handling in transit - had to be 

updated. So that was probably the most changes, but it’s still the same policies as we 

had pre-covid, just updated to deal with the new norm.”  

This resonates with the concept of policy feedback, which suggests that policy outcomes can 

influence subsequent policy decisions and adaptations (Moynihan & Soss, 2014). As 

organisations encounter new challenges and threats, feedback from existing policies can inform 

the need for updates and modifications to address emerging risks effectively. Participant P24 

noted: 

“We definitely had policies in place, that speaks acceptable use. They’re basically 

providing a guideline in terms of how our employees can actually manage our data and 

our digital assets...”.  

This quote aligns with the principles of social control theory, which suggests that individuals 

conform to societal norms due to their bonds with society and desire to avoid deviance (Hirschi, 

2015). Policies on acceptable use outline guidelines and restrictions on employee conduct, 

reinforcing the societal norms of responsible data and asset management. 

4.10 Outcome element 

The outcome is the consequence of the object actions mentioned previously. The study focused 

on the “cybersecurity management activity” within the broader organisational context, 

encompassing various processes, practices, and systems implemented by organisations to 

protect their digital assets from cyber-threats. The findings of the study highlighted a positive 

shift in the cybersecurity landscape within SA organisations in response to the challenges posed 

by the COVID-19 pandemic. The outcomes mentioned by the participants align with the cyber 
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management actions mentioned in the Object element discussion and can be categorised into 

different themes. 

4.10.1 Outcome common main theme 1: Cybersecurity awareness 

The participants’ responses in Table 4.4 highlight the importance of addressing various 

aspects of cybersecurity in SA. 

Table 4.4: Participants’ cybersecurity awareness responses 

 

Source: Researcher’s own 

 

Participant P1 emphasises that encouraging collaboration and initiatives, particularly those 

spearheaded by females, can lead to a change in cybersecurity perspectives. Widespread 

awareness campaigns, as highlighted by participant P9, can educate individuals about the 



77 

 

potential risks and emphasise the importance of cybersecurity practices, regardless of their 

personal possessions. 

Implementing comprehensive employee awareness and training programmes can foster a 

cybersecurity-conscious culture, reducing the vulnerability of organisations, as participant P29 

notes. However, inadequate cybersecurity training and awareness for vulnerable populations, 

such as the elderly, can lead to an increase in cybersecurity risks, as participant P2 cautions. 

Promoting a cybersecurity-first mindset within organisations can integrate cybersecurity 

considerations and protocols at every level, making it a primary concern rather than an 

afterthought, as participant P19 suggests. 

Enhancing cybersecurity knowledge and resource allocation within government departments 

is crucial for mitigating cyber-threats, as participant P8 emphasises. Stricter consequences for 

cybercriminals are also essential for deterring malicious activity, while bolstering cybersecurity 

measures in the private sector is critical for protecting sensitive information and systems. These 

outcomes align with the literature on cybersecurity awareness and education. Zhang et al. 

(2021) highlighted the importance of employee awareness and training programmes in 

reducing cybersecurity risks. The findings support the need for a comprehensive approach to 

cybersecurity, including government support, private sector engagement, and public awareness 

campaigns (Nagyfejeo & Von Solms, 2020). Overall, these outcomes emphasise the need for a 

multi-faceted approach to addressing cybersecurity challenges in SA. 

4.10.2 Outcome common main theme 2: Cyber-threats mitigation 

The outcomes of the various cyber management actions highlight the importance of 

strengthening cybersecurity practices in SA. 
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Table 4.5: Participants’ cyber-threats mitigation responses 
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Source: Researcher’s own 

 

Cyber management outcomes are crucial for ensuring the security and integrity of business 

systems. As highlighted by participant P19, emphasising firewalls and default settings can lead 

to multi-factor authentication implementation, thereby preventing brute-force attacks. Capacity 

building in cybersecurity management, as mentioned by participant P30, is essential for 

proactive handling of cyber challenges. Implementing secure remote access solutions, 

enforcing strong authentication measures, and providing necessary security training, as 

discussed by participant P29, can mitigate potential threats. Participants P18 and P6 

emphasised the importance of risk management, highlighting the need to be aware of 

cybersecurity risks and mitigate them accordingly. Participant P21 stressed the need for a 

framework or platform to share ideas and discuss cybersecurity-threats, which led to greater 

threat monitoring and analysis. Participants P28 and P12 emphasised the importance of threat 

monitoring and analysis, as well as incorporating cybersecurity into business continuity plans 

and crisis response strategies. 

Incorporating cybersecurity into business continuity plans and crisis response strategies can 

help mitigate financial struggles caused by cyber incidents, as highlighted by participant P12. 
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Participants P13 and P25 emphasised the importance of promoting local cybersecurity 

companies, encouraging the development of innovative African solutions, and fostering 

collaborations between local and international cybersecurity ecosystems. Finally, participants 

P7 and P14 highlighted the need for adequate investment in cybersecurity training and 

governance, as well as conducting cost-benefit analyses to make informed decisions regarding 

investment in certain services and security enhancements. Overall, these outcomes emphasise 

the importance of prioritising cybersecurity measures in digital ways of working, promoting 

the development of innovative African solutions, and fostering collaborations between local 

and international cybersecurity ecosystems (Lebogang et al., 2022). 

4.10.3 Outcome common main theme 3: Cybersecurity advancements 

The participants’ responses highlight the importance of addressing the cybersecurity challenges 

faced by SA. 

Table 4.6: Participants’ cybersecurity advancements responses 

 

Source: Researcher’s own 
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Participant P23 said that standardisation and awareness of cybersecurity protocols amongst 

businesses are crucial, citing the lack of actual cybersecurity and a shortage of skilled 

professionals. This underscores the need for a nationwide culture of cybersecurity awareness, 

as participant P4 stressed that enhancing skills development programmes, establishing proper 

governance frameworks, and fostering a culture of cybersecurity awareness are essential to 

mitigate targeted attacks. 

To stay ahead of evolving threats, participant P27 emphasised the need to continuously assess 

the cybersecurity landscape and adapt to emerging risks. This requires aligning cybersecurity 

strategies with the country’s overall progress agenda, as participant P27 highlighted. 

Participant P11 highlighted the need to bridge the skills gap through training programmes, 

partnerships with educational institutions, and attracting cybersecurity professionals with 

competitive incentives. 

Participant P16 emphasised the importance of implementing data localisation measures and 

ensuring data sovereignty by requiring sensitive information to be stored and processed within 

SA’s borders. This would not only protect local data but also keep skilled cybersecurity 

professionals in SA, who can positively contribute to improving cybersecurity frameworks and 

measures in the country. Finally, participant P5 suggested that companies will start to take 

cybersecurity seriously from board level to skills developments, as they are currently paying a 

premium for subpar security skills due to a shortage of skilled professionals. 

This outcome is consistent with existing literature on the importance of addressing 

cybersecurity challenges in emerging countries. For example, a study by Pieterse (2021) found 

that cybersecurity is a critical issue for businesses operating in emerging countries, where there 

is a lack of awareness and skills amongst employees, leading to a heightened risk of data 

breaches and other security threats. Mannion (2020) found that data localisation is a critical 

issue in many emerging countries, where governments are imposing restrictions on data 

transfer to protect national security. The participants’ responses highlight the importance of 

addressing these challenges in SA and emphasise the need for a comprehensive approach that 

includes skills development, governance frameworks, and data localisation measures. 

4.11 Chapter 4 Summary 

Chapter 4 provides an in-depth examination of findings related to cybersecurity management 

practices in South African organisations during the COVID-19 pandemic. It uncovers essential 

themes such as vulnerability assessment, challenges associated with digitisation, and the 
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increase in phishing and social engineering attacks, all of which are bolstered by participants' 

experiences and relevant literature. The chapter underscores the vital importance of policies, 

training, and tools in cultivating a cybersecurity-aware culture and mitigating cyber threats. 

Additionally, it emphasises the significance of community involvement and the division of 

labour in strengthening cybersecurity resilience. The utilisation of the Activity Theory 

Framework (ATF) throughout the analysis enhances the interpretation of the data by offering a 

structured approach to examining the interactions amongst various elements - including 

subjects, tools, and community dynamics - that influence cybersecurity practices. This context 

reaffirms the importance of the theoretical framework, effectively addressing the research 

questions by demonstrating how organisations can modify their strategies to navigate the 

complexities introduced by the pandemic. Overall, the findings reveal a notable transformation 

in the cybersecurity landscape, driven by the necessity to adapt to emerging threats and 

organisational challenges during the pandemic. 
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Chapter 5: Contradictions 

Chapter 5 explores contradictions within Engström’s ATF, uncovering tensions and challenges 

in addressing cybersecurity in organisations during the COVID-19 pandemic. The researcher 

had not set out to conduct research to initially find contradictions, but these insights provided 

new information, enriched the research and suggested ways to navigate cybersecurity 

management during those uncertain times, based on common views. 

5.1 Primary Contradictions 

The primary contradictions identified in this study concerning cybersecurity management 

aligned with existing literature findings, shedding light on critical challenges faced by 

organisations in safeguarding their digital assets (Cohen & Felson, 1979). The subject-tool 

contradiction underlined the importance of a proactive cybersecurity approach over reliance on 

basic tools like antivirus and firewall systems (Bandura & Walters, 1977). However, 

organisations continue to struggle with investing in comprehensive cybersecurity measures, 

indicating potential deficiencies in capable guardianship. The discrepancy between the 

emphasis on immediate action and the lack of investment in cybersecurity awareness raised 

concerns about organisations’ priorities in addressing cybersecurity risks (Cornish & Clarke, 

1989). The need for cost-benefit analyses to evaluate preventive measures’ effectiveness was 

discussed, overlooking challenges in accurately quantifying potential cyber incident costs 

(Vavatsioulas, 2023). The focus on integrating preventive and reactive measures highlighted 

the need for coordinated cybersecurity strategies (Simon & Omar, 2020). However, further 

exploration is warranted concerning the practical implementation of such strategies and the 

trade-offs involved in prioritising one approach over another.  

5.2 Secondary contradictions  

The ATF in cybersecurity management identifies secondary contradictions in the division of 

labour, community collaboration, and tool use. These contradictions, based on theories like 

Strain Theory (Cornish & Clarke, 1989), emphasised the need for a well-defined division of 

labour that considers technical expertise, cybersecurity awareness, industry-specific 

vulnerabilities, and proactive measures to effectively address cybersecurity-threats. 

Object-community-outcome relationships revealed challenges and discrepancies in 

cybersecurity practices, with some participants highlighting the lack of awareness, 

comprehensive strategies, and consequences for cybercriminals in SA. In the tool-community-

outcome domain, contradictions arise due to varying priorities on tool selection and usage 
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amongst participants, emphasising the need for collaboration and shared understanding. This 

is understood in the context of Strain Theory, emphasising the importance of suitable tools and 

resources for incident response. Fostering open communication and collaboration can align 

perspectives and tool selection, leading to a more robust and integrated cybersecurity 

framework (Olaniyi et al., 2023). 

5.3 Third contradictions  

The subject-community-division of labour-outcome contradiction in SA organisations involves 

the conflict between personal and professional cybersecurity responsibilities, emphasising the 

importance of shared accountability and clearly defined roles for effective cybersecurity 

practices. This highlights the need for individuals to understand their cybersecurity duties, both 

in their personal lives and within their professional roles, to ensure better overall security 

outcomes (Corradini, 2020). The ATF uncovered inconsistencies in cybersecurity approaches 

exacerbated by the pandemic, highlighting the struggle to adapt to new measures and secure 

consistent cybersecurity strategies. The tool-division of labour-outcome contradiction 

showcases tensions surrounding tools, division of labour, and desired security outcomes, 

underscoring the crucial importance of investing in appropriate technologies that match 

cybersecurity goals. The study underscored the lower security maturity in SA, stressing the 

urgent requirement for increased commitment, capacity, skills, and laws to enhance 

cybersecurity practices. 

5.4 Fourth contradictions 

In the realm of quaternary contradictions within cybersecurity, one contradiction centres 

around collaborative efforts in the cybersecurity community against a backdrop of lacking 

comprehensive cybersecurity laws (Pylant, 2020). Another contradiction involves the necessity 

of training programmes amid existing skills gaps and governance challenges, illuminating the 

impact of social disorganisation within the cybersecurity landscape. The contrast between 

industry standards and a nationwide cybersecurity strategy highlights the strain between 

implementing cybersecurity goals without a comprehensive strategic framework (Agnew & 

White, 1992). Lastly, the challenge of policy implementation versus the emphasis on training 

programmes and proactive measures reveals a quandary encapsulating the interplay between 

reinforcement, modelling, and organisational culture in cybersecurity practices (Zwilling et al., 

2022). 
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5.5 Chapter 5 Summary 

Chapter 5 examines the contradictions inherent in Engström’s Activity Theory Framework 

(ATF) as they pertain to cybersecurity management during the COVID-19 pandemic. It 

identifies the primary contradictions associated with proactive versus reactive approaches to 

cybersecurity, underscoring challenges related to investment and awareness. The secondary 

contradictions highlight the necessity for collaboration and clearly defined roles within 

cybersecurity practices. The chapter further addresses the third contradictions that reveal the 

tension between personal and professional cybersecurity responsibilities, emphasising the 

requirement for appropriate tools. Lastly, it investigates the fourth contradictions that expose 

the disconnect between industry standards and centralised cybersecurity strategies, as well as 

the challenges arising from skills gaps and social disorganisation. 
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Chapter 6: Conclusion 

The conclusion provides a comprehensive analysis of COVID-19’s impact on cybersecurity 

practices in SA, outlining vulnerabilities, challenges, and responses. It aims to enhance 

cybersecurity strategies by offering insights and recommendations to address evolving threats 

effectively in SA. 

6.1 Primary research question: What are the COVID-19 effects on cybersecurity in 

organisations in SA? 

The effects of COVID-19 on cybersecurity in organisations in SA have been significant, 

particularly in the context of the country’s telecommunications infrastructure. The increased 

reliance on remote work during the pandemic has exposed vulnerabilities in Internet 

connectivity and network reliability (Tadesse & Muluye, 2020). These challenges in digital 

infrastructure had hindered organisations in SA from implementing and maintaining secure 

remote work environments, leaving them susceptible to cyber-threats and potential data 

breaches. 

The pandemic has seen a rise in COVID-19-themed cyber-attacks targeting individuals and 

organisations in SA. Cybercriminals have taken advantage of the fear and uncertainty 

surrounding the pandemic to launch phishing campaigns and social engineering scams, often 

masquerading as reputable entities such as government bodies (Coetzee, 2022). These 

deceptive tactics aim to trick users into divulging sensitive information or unwittingly 

downloading malware, highlighting the need for heightened vigilance and robust security 

measures to combat such malicious activities effectively. 

The economic repercussions of the pandemic have placed financial strain on many 

organisations in SA, forcing them to cut costs and reduce cybersecurity budgets. This financial 

pressure has made it difficult for companies to invest in comprehensive cybersecurity solutions 

and recruit skilled professionals to safeguard their digital assets (Chinka, 2023). Organisations 

may be more vulnerable to cyber-attacks and could face challenges in recovering from security 

breaches, underscoring the critical importance of prioritising cybersecurity measures even in 

times of financial hardship.  

6.2 Secondary research question 1: How has COVID-19-induced remote work threatened 

cybersecurity in organisations? 

The shift to remote work induced by COVID-19 has significantly heightened cybersecurity-

threats in organisations in SA, with several unique challenges that set it apart from the global 
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landscape. One key aspect that makes SA unique is its socio-economic landscape, characterised 

by disparities in digital infrastructure and access. While remote work became a necessity for 

many organisations due to the pandemic, not all employees in SA have access to secure and 

reliable Internet connections or devices. This digital divide creates vulnerabilities that 

cybercriminals can exploit, targeting individuals who may not have the resources or expertise 

to implement robust cybersecurity measures (Renaud & Coles-Kemp, 2022). 

SA faces persistent challenges related to cybercrime, with high levels of phishing attacks, and 

social engineering scams targeting organisations and individuals. The increased reliance on 

digital platforms for remote work has provided cybercriminals with more opportunities to 

launch sophisticated attacks, preying on unsuspecting employees who may not be adequately 

trained in cybersecurity awareness (Chawla et al., 2023). 

The regulatory landscape in SA adds another layer of complexity to cybersecurity challenges. 

The POPI Act and other data protection regulations require organisations to adhere to stringent 

data privacy and security standards, imposing legal obligations to safeguard sensitive 

information. The shift to remote work has introduced new compliance risks, as employees 

handle and access data outside of secure office environments, potentially exposing 

organisations to regulatory penalties in case of data breaches.  

6.3 Secondary research question 2: How has COVID-19 changed the way organisations 

practise cybersecurity awareness? 

COVID-19 has reshaped the approach of SA organisations towards cybersecurity awareness. 

The pandemic prompted a rapid shift to remote work, increasing reliance on digital platforms 

and heightening the risk of cyber-threats. This forced organisations to prioritise cybersecurity 

awareness amongst employees, emphasising the importance of recognising and preventing 

potential risks. With the surge in phishing attacks and other cyber-threats exploiting the chaos 

of the pandemic, SA organisations have been compelled to enhance their cybersecurity training 

programmes and communication strategies. The focus has shifted towards promoting vigilance, 

secure practices, and implementing robust security measures to safeguard sensitive data and 

mitigate risks. The pandemic has accelerated the adoption of technologies like VPNs and MFA 

to bolster defences against cyber-threats. 

This transformation in cybersecurity practices post-COVID-19 is in line with global trends, as 

organisations worldwide recognised the critical role of employee awareness in mitigating cyber 

risks (Okereafor & Adelaiye, 2020). By integrating interactive training modules, simulated 

phishing exercises, and gamified cybersecurity awareness programmes, SA organisations are 
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fostering a culture of cyber-resilience and empowering employees to actively contribute to the 

organisation’s cybersecurity posture. This interactive approach not only enhances employee 

engagement but ensures that cybersecurity best practices are effectively communicated and 

internalised. 

6.4 Secondary research question 3: By being based in SA, how have organisations become 

more appealing to COVID-19 cybersecurity-threats? 

SA organisations are grappling with increased cybersecurity-threats due to economic 

instability, limited cybersecurity knowledge, and reliance on remote work during the COVID-

19 pandemic. Studies by De Jager et al. (2023) and Olofinbiyi (2022), support the idea that SA 

lags in terms of cybersecurity understanding. As a result, cybercriminals have exploited the 

vulnerabilities in SA organisations, targeting them for data theft. To address these risks, 

organisations should focus on implementing secure remote work solutions, training employees 

to prevent and detect cyberattacks, developing incident response plans, and increasing 

investments in cybersecurity. To enhance cybersecurity in SA, it is crucial to allocate a larger 

budget for cybersecurity measures, implement advanced threat detection and prevention tools, 

and monitor and analyse network traffic. Developing a skilled cybersecurity workforce, 

establishing a national cybersecurity centre, and enhancing cybersecurity education and 

awareness are essential. SA can improve its cybersecurity maturity by creating a 

comprehensive cybersecurity strategy, fostering a security-focused culture within 

organisations, and implementing a continuous monitoring and improvement framework. 

Strengthening cybersecurity regulations and laws, increasing international cooperation and 

information-sharing, and enhancing public-private partnerships for cybersecurity initiatives are 

also necessary. By prioritising these measures, SA can improve its cybersecurity posture, 

protect against cyber-threats, and support the growth of its economy. Building a strong 

cybersecurity capacity requires a multi-faceted approach that addresses both the technical and 

human aspects of cybersecurity. This research contributed to the existing knowledge by 

providing localised insights and addressing the increased appeal of COVID-19 cybersecurity-

threats in SA organisations. 

6.5 Main objective 1 

➢ The primary objective of this study was to analyse the effects of COVID-19 on 

cybersecurity practices within SA organisations, to detect potential vulnerabilities and 

devise efficient tactics to enhance cybersecurity and combat the difficulties arising from 

the pandemic. 
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The study analysed COVID-19’s impact on SA organisations’ cybersecurity practices, 

identifying potential vulnerabilities and devising effective strategies to improve security and 

mitigate pandemic-related challenges. The study highlights the rise in cyberattacks due to 

remote work, highlighting vulnerabilities like unsecured Wi-Fi networks and phishing attacks, 

urging for cybersecurity infrastructure investments. The recommendations for strengthening 

cybersecurity strategies in organisations include updating policies, increasing awareness 

training, evaluating staff proficiency, and improving incident response plans. 

6.6. Limitations 

The study employed Engström’s ATF to examine cybersecurity ecosystem interactions during 

COVID-19, providing a comprehensive understanding of vulnerabilities in technology, 

individuals, and organisational practices. The research identified specific vulnerabilities in SA 

organisations’ cybersecurity practices, and recommended solutions such as updating software, 

enhancing password management, and staff training. However, the study’s limited data sources 

and focus on immediate pandemic impact may have narrowed its perspective on post-COVID-

19 challenges and limited the generalisability of its findings to all SA organisations. 

6.7. Implications for academia and significance of study for SA 

The study undertook a comprehensive examination of the effects of COVID-19 on 

cybersecurity in SA organisations, yielding valuable insights into the cyber-threats, 

vulnerabilities, and organisational responses that emerged during this period. In this study, the 

ATF was employed as a theoretical lens to illuminate the intricate interplay within the 

cybersecurity ecosystem, thereby providing a nuanced understanding of the complex dynamics 

at play. By examining the effects of COVID-19 on cybersecurity in SA organisations, this study 

contributes to the burgeoning body of literature on pandemic-related cybersecurity concerns, 

ultimately informing the development of more effective strategies for mitigating these risks. 

By integrating these concepts with existing academic theory, the study benefited from the 

consolidation and integration of knowledge, thereby facilitating a more nuanced understanding 

of the complex relationships between cybersecurity, pandemic response, and crisis 

management. This study’s findings have significant implications for the development of more 

effective policies, strategies, and practices that are informed by a deeper understanding of the 

underlying theoretical frameworks. Specifically, the research identifies vulnerabilities in SA 

organisations cybersecurity during and post-COVID-19, thereby highlighting important 

research gaps that require further investigation in future studies. 
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6.8 Chapter 6 Summary 

In conclusion, this study significantly enhances the understanding of COVID-19’s effects on 

cybersecurity practices within South African organisations by utilising Engström’s Activity 

Theory Framework (ATF) as an analytical lens. The ATF enabled a detailed exploration of the 

multifaceted interactions amongst technology, individuals, and organisational processes during 

a crisis, revealing the specific vulnerabilities that arose during the pandemic. By connecting 

theoretical insights with empirical findings, this research addresses essential research questions 

and highlights the need for customised cybersecurity strategies that account for both immediate 

threats and long-term resilience. Ultimately, the integration of ATF contributes to the discourse 

on cybersecurity in the context of pandemics, paving the way for future studies aimed at 

strengthening defences against evolving cyber-threats in South Africa. This unique approach 

ensures that organisations can more effectively navigate the complexities of digital security in 

an increasingly unpredictable environment. 
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