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ABSTRACT

Routing protocols designed for wireless ad hoc networks are, in general, highly vulnerable to
various forms of security attacks. A routing protocol is vital to the functioning of a wireless
ad hoc network, and hence, security needs to be present to negate any potential malicious in-
fluences. However, providing efficient security mechanisms for such routing protocols is still
viewed as being a considerable challenge.

In this dissertation, the focus lies on the Optimized Link State Routing (OLSR) protocol, a
proactive protocol which relies heavily on broadcast transmissions. This study investigates the
use and feasibility of several end-to-end security mechanisms for the OLSR protocol, with spe-
cific interest in the overhead and performance penalties incurred by such security mechanisms.
In general, the main focus of the security mechanisms fall on authentication, integrity, and re-
play protection for the OLSR message. More specifically, we investigate the use of a one-time
signature scheme known as Hash to Obtain Random Subset (HORS), as well as an extended
version of HORS, as a broadcast digital signature for OLSR messages.

For the experimental purposes of this study, an existing OLSR implementation was used as a
basis for implementing a security-aware version of OLSR, incorporating our chosen security
mechanisms. The experiments were performed on a 9 node indoor wireless mesh testbed, and
consisted of testing both the standard OLSR protocol, as well as our security-aware version
of the protocol. For each of the protocol versions tested, vartous performance aspects were
recorded, allowing comparisons amongst the different versions to take place.

The results obtained from the experiments indicate that the chosen security mechanisms add
a significant amount of overhead, particularly in the department of traffic overhead. Whilst
our extended version of the HORS signature scheme performed better than that of the stan-
dard HORS scheme, it was found that the performance of both schemes degraded rapidly as
the hop-count, between any two given communicating entities, tended to increase. This perfor-
mance degradation exists primarily due to the key management problems of the HORS one-time
signature scheme, particularly regarding the process of public key distribution in a wireless net-
work environment which lacks reliable broadcast transmissions and is subject to packet loss.
The results from the experiments provide insight into the use of various security mechanisms,
and also demonstrate the engineering challenges associated with securing a routing protocol
based on [EEE 802.11 broadcast transmissions.
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CHAPTER 1

INTRODUCTION

In recent times, wireless networking has witnessed a phenomenal growth in adoption. Wireless
networking has allowed communications to move from the fixed regime of wired networks,
to a regime which promotes mobility and spontaneity. By employing the wireless medium,
communications can exist between parties in areas previously deemed infeasible; one can see
how this characteristic of wireless networking can be beneficial in emerging communities, with
particular reference to providing services in rural areas - areas often lacking in infrastructure.

Wireless Fidelity (Wi-Fi) - the industry name used to refer to the Wireless Local Area Network
(WLAN) technology - is in widespread use today. In its most typical form, Wi-Fi connects
wireless clients to centralised wireless access points, located within the same building or room.
Albeit wireless networking, a centralised networking model can place restrictions on commu-
nications in the absence of reachable wireless access points. In light of this restriction, the
standards governing the Wi-Fi technology - the IEEE 802.11 group of standards [33] - also
specify a decentralised networking model, permitting communications solely between Wi-Fi
clients, commonly known as a wireless ad hoc network [16, 10]. Not only is communication
possible between directly connected wireless clients, but also, possibly between nodes situ-
ated out of wireless range of one another. This form of communication, between out of range
nodes, is possible via a multi-hop communication channel created by intermediate nodes, if
such intermediate nodes exists. Figure 1.1 shows a simple ad hoc network of 3 wireless nodes,
intermediate node B forms a multi-hop communication channel for nodes A and C which lie
out of wireless range of each other.

Figure 1.1: Wireless Ad Hoc Network of 3 wireless Nodes.
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Whilst the decentralised networking model afforded by ad hoc networks permits spontaneous
networking, in the absence of a fixed infrastructure, the role of enforcing security amongst such
communications is left entirely to the client nodes themselves. Not only are security threats
prominent amongst communications between directly connected parties, these threats are fur-
ther magnified due to the multi-hop communication nature of wireless ad hoc networks. In
multi-hop communications between parties, intermediate nodes, along the multi-hop commu-
nication channel, are in prime position to exploit any present weakness by executing security
attacks on the communications. Thus, security needs to be present to ensure that end-to-end
communicating parties are protected from potential security attacks, facing the communications
between them.

1.1 RESEARCH OUTLINE

Whilst this research is concerned with a very specific topic, it forms part of several broader
research fields. The research performed as part of this dissertation requires a general under-
standing of these fields. Figure 1.2 outlines the research fields corresponding to this work,
with the eventual emphasis falling on the specific research field which forms the topic of this
dissertation.

JE—
Wireless
Networking

Mesh
Networking

Ad hoc Networks

Routing Protocols

Optimized Link
State Routing  /

Security Mechanisny

~—

Figure 1.2: Dissertation Research Outline.

1.1.1 Routing Protocols for Wireless Ad Hoc Networks

Owing to an absence of any infrastructure, and the limited wireless range of a given client in
an ad hoc network, it may be the case where data exchange, between any 2 given nodes, is only
possible along a multiple hop route via intermediate wireless clients, acting as routers. Routing
protocols allow wireless clients to establish multi-hop routes to other available destinations in
the network. Each wireless clients in the network is responsible for routing and forwarding data
packets.
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1.1.2 Security of Wireless Ad Hoc Routing Protocols

The process of routing in a wireless ad hoc network forms the backbone for data communi-
cations between the hosts in the network. Hence, the correct operation of an ad hoc routing
protocol is of considerable importance. Several constraints exist in the face of wireless ad hoc
networks [10]: wireless clients are limited by power constraints, particularly when small de-
vices (PDAs, cellular phones) are involved; bandwidth constraints are also present, considering
the shared, relatively slow - when compared to wired networks - wireless medium used. Wire-
less ad hoc routing protocols are therefore often designed with efficiency as a priority, leaving
the security of such protocols an afterthought.

Routing protocols designed for ad hoc networks are vulnerable to many security threats {5, 9],
compromising the proper operation of such protocols. These threats make the securing of such
protocols very important. In fact, Hoeper et al. [29] list the process of securing ad hoc routing
protocols, as one of the four main security goals facing ad hoc networks. The remaining three
goals include: 1) authentication amongst communicating devices; 2) the secure establishment
of security session keys; and 3) the secure storage of security key data on network devices.

1.2 RESEARCH QUESTIONS

Wireless ad hoc routing protocols often require data to be exchanged between hosts several
hops apart. To provide an end-to-end security association between hosts exchanging routing
data, additional security data corresponding to the routing data must also be exchanged. In the
context of the Optimized Link State Routing (OLSR) [11] protocol, a routing protocol relying
on regular broadcasts of routing control messages, additional security data for each control
message can amount to a significant increase in overhead. This increase in overhead comes in
terms of routing traffic overhead, as well as the additional processing involved, of the security
data, at each hop.

Efficient broadcast authentication, in the context of ad hoc networks, is still an open research
problem [46, 51]. The research area of one-time signatures [45, 42] aims to provide efficient,
asymmetric signature primitives. Whilst one-time signatures can provide efficient digital signa-
ture operations, these schemes are often hindered by several factors. Some of these limitations
include: large key and signature sizes; limited number of signatures per key pair; and general
key management problems. In [46], Naor et al. ask the question of whether one-time signature
schemes have become practical, in the face of such limiting factors.

In the context of end-to-end security in wireless ad hoc routing protocols, two research questions
are evident: 1) is it practical to enforce end-to-end security mechanisms in a wireless ad hoc
routing protocol? And 2) is the application of one-time signature schemes, in the broadcast
environment of an ad hoc routing protocol, practical in providing asymmetric signatures of
routing control data?
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1.3 APPROACH

1.3.1 Questions Addressed

The importance of security mechanisms for wireless ad hoc routing protocols has been touched
upon, briefly. In this work, we investigate end-to-end security mechanisms for the Optimized
Link State Routing (OLSR) protocol, and determine the practicality and overhead of such mech-
anisms. In particular, we investigate the practicality of a one-time signature scheme, known as
Hash to Obtain Random Subset (HORS) {53}, as a broadcast authentication mechanism for the
OLSR routing protocol.

1.3.2 Research Methods

In order to address the questions posed above, a method of testing is required to allow one to
draw conclusions on the use of end-to-end security mechanisms in the OLSR protocol. For this
dissertation, experiments have been undertaken in an attempt to obtain measured results. The
experiments were performed on a live wireless mesh testbed. From the results, comparisons are
drawn between the use of standard OLSR, and that of a secured version of OLSR.

1.4 OUTLINE OF THE DISSERTATION

In chapter 2, we discuss background literature to the fields of wireless networking, wireless
ad hoc routing protocols, and the security of such routing protocols. In chapter 2, we also
touch on security primitives relevant to the work that has been done in this dissertation. In
chapter 3, we introduce a security scheme for OLSR, incorporating several end-to-end security
mechanisms, including two different signatures schemes, one of which is an extended version
of the HORS one-time signature scheme. Chapter 4 discusses the implementation details of:
the security primitives and mechanisms required in this work, our OLSR security scheme, and
how the security mechanisms have been incorporated into OLSR. In chapter 5, we disclose
the details of our wireless hardware testbed, used for experimental purposes in this work. In
chapter 6, we discuss the details of each test that formed part of the experiments, as well as
specify values for various parameters used in the tests. Chapter 7 reveals and discusses the
results from the experiments. In chapter 8, conclusions are drawn and recommendations for
future works touched upon.



CHAPTER 2

BACKGROUND AND RELATED WORK

2.1 INTRODUCTION

2.2 WIRELESS NETWORKS

Broadly speaking, a wireless network [21] can be defined as a number of devices communicat-
ing using Radio Frequency (RF) waves. Wireless technology has existed for quite some time. In
fact, modern wireless communication dates back to 1896 with a demonstration of wireless teleg-
raphy by Marconi [40]. Recently, an increase in demand for mobile communications coupled
with a decrease in cost of wireless commodities has seen a boom in the application of the wire-
less technology as a network medium. Wireless equipment vendors have been quick to realise
the strong potential of wireless networks in both a commercial and residential sense. Not only
has the convenience factor of the wireless technology accelerated its adoption, the cost benefits
provided by a wireless network over a typical wired infrastructure have not gone unnoticed. To
provide interoperability amongst wireless devices from different vendors, standards that govern
the technology are essential. The Institute of Electrical and Electronics Engineers (IEEE) [60]
has been instrumental in advancing, and defining standards for wireless technologies.

A wireless network may exist in different architectures and sizes. The characteristics of a wire-
less network will typically be governed by the underlying wireless technology and the network’s
application. The following network architectures are the most commonly found wireless net-
works using IEEE 802.11 wireless technologies:

e Wireless Personal Area Network (WPAN) : A WPAN is a network formed by devices
within a very close proximity of one another. One example is a pair of cellular phones
communicating over Bluetooth® [59], a short-range wireless technology. The WPAN
technology is governed by the IEEE 802.15 working group {35].

e Wireless Local Area Network (WLAN) : A WLAN is the most common form of wireless
network in use today. In its most conventional form, a WLAN consists of an access point
providing wireless access to wireless clients within the same room or building. The IEEE
802.11 working group [33] governs the WLAN technology.
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e Wirecless Metropolitan Area Network (WMAN) : A WMAN specifies a network operating
over longer distances than that provided by a WPAN or WLAN. WMAN distances can
range from several building blocks to entire cities. The WMAN technology, commonly
known as WiMAX (Worldwide Interoperability for Microwave Access), is defined by the
802.16 family of standards, controlled by the IEEE 802.16 working group [36]. A poten-
tial application of the 802.16 technology is in providing last-mile broadband connectivity
to consumers.

2.2.1 WLAN - The IEEE 802.11 Standard

The IEEE 802.11 family of standards define Medium Access Control (MAC) and Physical layer
(PHY) specifications for Wireless Local Area Networks. Whilst the underlying technology of
a WLAN (802.11) is significantly different to that of a wired LAN, IEEE 802.11 is designed
such that, to higher layers in the stack, it appears as a regular IEEE 802 LAN [32]. The family
of 802.11 standards incorporates various amendments and extensions to the original 802.11
wireless standard, the table below gives an overview of the most widely used and accepted of
these standards, compiled from [15, 21].

Technology | Max. Data Rate | RF Band Summary
802.1t1 2 Mbps 2.4 GHz Slow data rates, legacy standard.
802.11a 54 Mbps 5 GHz High data rates and 8 available channels.

Provides better protection against interfer-
ence. Standard ratified in 1999.

802.11b 11 Mbps 24 GHz Three available channels. Standard ratified
in 1999.

802.11g 54 Mbps 2.4 GHz Three available channels. Backward com-
patible with 802.11b. Standard ratified in
2003.

802.11n 300 Mbps 2.4 or 5 GHz | Draft v2.0 - yet to be ratified as a standard.

The 802.11b and 802.11g standards have become very popular due to the lower cost of these
products when compared to 802.11a. The 802.11b/g standards however are more prone to
interference as they operate in the license free 2.4 GHz ISM (Industrial Scientific Medical)
band, this band also being common to various other commonly used RF devices. 802.11n [4] is
an emerging technology which aims to offer longer operating ranges and higher throughputs via
a multiple transmitter and receiver system known as MIMO (Multiple-Input Multiple-Output).
At the time of this writing, the latest draft specification for the 802.11n technology is version
2.0.
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Components of the IEEE 802.11 Architecture

The Basic Service Set

A Basic Service Set (BSS) is the core component of the IEEE 802.11 architecture. A BSS
can be defined as a coverage area within which member stations can remain in communication.
figure 2.2 shows two separate BSSs. In most cases, a basic service set is comprised of a wireless
Access Point (AP) which provides connectivity and services to wireless stations that lie within
wireless range of the AP.

%

(([5))
& BSS 2

Figure 2.1;: IEEE 802.11 Basic Service Sets.

The Independent Basic Service Set

An Independent Basic Service Set (IBSS) is the most basic component of the IEEE 802.11
architecture. An IBSS can be defined as a BSS without an infrastructure/AP. An IBSS consists
of wireless stations which can communicate directly with one another.

The Extended Service Set

Whilst a BSS may provide connectivity amongst its wireless stations, it could be the case that
connectivity is required between wireless stations that lie in different BSSs. 802.11 uses the
concept of an Extended Service Set (ESS) to connect separate BSSs in forming an arbitrary
sized wireless network. The BSSs are connected via a backbone network, known as the Distri-
bution System (DS); 802.11 does not specify a specific medium for the DS. APs acts as layer 2
bridges, whereby 802.11 logically separates the wireless medium from the Distribution System
medium.
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Figure 2.2: IEEE 802.11 Extended Service Set.

2.2.2 IEEE 802.11 Security Considerations

Since the standardisation of the IEEE 802.11 standard, a major obstacle standing in the way of
widespread adoption has been the security vulnerabilities of the open wireless medium. For in-
stance, consider communications between two wireless entities, the following are some security
vulnerabilities that exist in the absence of security:

e Forging: a wireless client can forge data in an attempt to parade as someone else.

e Tampering: traffic being sent over the wireless medium can be manipulated in a negative
manner.

e Eavesdropping: potentially sensitive information can be heard by others listening over
the open wireless channel.

To counter these threats, security mechanisms were incorporated into the initial IEEE 802.11
standard. This section aims to provide a brief overview of the security mechanisms present
in the IEEE 802.11 and IEEE 802.11i [34] standards. Much of the overview provided in the
section has been compiled from work done in [49, 32, 34, 28, 21]. The original IEEE 802.11
standard provides the optional use of Wired Equivalent Privacy (WEP).

Wired Equivalent Privacy (WEP)

The WEP protocol provides three main security mechanisms to the operation of 802.11: au-
thentication; integrity; and confidentiality.
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Authentication

Two authentication options exist in the original 802.11 standard. The first option is known as
Open System authentication. This form of authentication is the most simple form of authen-
tication and does not provide any form of security. Open System authentication is a two step
protocol where it essentially consists of an authentication request and reply between a request-
ing entity and an authenticator, typically an AP. The identity of the requesting station in the
request frame is the only form of authentication material used in the exchange.

The second authentication option is Shared Key authentication. This option requires that an
encryption key be pre-shared on the parties involved in the authentication process. Shared Key
authentication is essentially a four step protocol between a requesting station (STA) and an
authenticator (AUTH):

1. STA to AUTH: Request to authenticate.
2. AUTH to STA: Random challenge.
3. STA to AUTH: Challenge response (challenge encrypted with shared key).

4. AUTH to STA: Result of authentication.

Confidentiality

The initial WEP standard made use of a 40-bit encryption key to encrypt wireless traffic. Ven-
dors were quick to improve on this by offering 104-bit key solutions. WEP uses the shared key
appended with a random 24-bit Initialisation Vector (IV) to encrypt 802.11 data frames. The IV
is sent in cleartext between the communicating parties to allow the recipient to append it to the
shared key for encryption/decryption purposes.

Integrity

WEDP uses a 4-byte Integrity Check Value (ICV). The ICV is a Cyclic Redundancy Check (CRC)
and is computed over the bytes in the 802.11 data frame. As added security, the ICV value is
also encrypted using the pre-shared encryption key.

Security Flaws of WEP

The WEP protocol of the original 802.11 standard did not turn out to be a success. Many
security flaws of the protocol surfaced and a lack of confidence in its use left it obsolete. A
detailed overview of the flaws discovered in WEP is given in [49]. Realising this problem, the
IEEE commissioned a task group (task group i) dedicated to providing improved security for the
802.11 wireless technology. The task group led to the ratification of the IEEE 802.11i security
amendment in June 2004.
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The IEEE 802.11i Security Amendment

The IEEE 802.11i standard is an extension to the 802.11 standard and specifies additional secu-
rity mechanisms provided at the Medium Access Control (MAC) layer. The 802.11i extensions
allow for the establishment of what is called a Robust Security Network Association (RSNA).

2.2.3 RSNA Algorithms

The IEEE 802.11i amendment introduces what is known as RSNA algorithms which provide
security enhancements over the original 802.11 standard in the areas of station authentication,
authorization, key management, and data confidentiality.

Station Authentication

IEEE 802.11 RSNA algorithms support two methods for stations to perform authentication:
802.1X port based authentication using an upper-layer EAP [8] authentication method; and Pre-
Shared Key (PSK) authentication. IEEE 802.1X is a port based network access control protocol
and uses the uncontrolled/controlled port model to authorize and control data flow between an
authenticator/Access-Point (AP) and any supplicant(s). If 802.1X EAP authentication is used,
the 802.1X controlled port is blocked and restricts general data flow between the supplicant
and AP until a higher-layer EAP authentication procedure completes successfully. The EAP
authentication procedure (usually EAP-TLS) makes use of an Authentication Server (AS), in
most cases a RADIUS [54] server. A single device can act as both an AP and AS, however,
if this is not the case, it is assumed a secure connection exists between the AP and AS. The
entire authentication process can be broken into several stages (see figure 2.3), a brief 3-stage
overview is given below:

1. A discovery and association phase between a supplicant and an AP. This initial authen-
tication is Open Systems authentication and is kept for backward compatibility. The
association between the station and AP is used to establish security parameters prior to
further authentication. At this stage the supplicant is weakly authenticated and associated,
however the 802.1X controlled port remains blocked for general data packets.

2. If 802.1X authentication is used, the EAP authentication process commences. The sup-
plicant and AS then perform mutual authentication using a higher-layer EAP authentica-
tion protocol (most commonly EAP-TLS), whilst the AP serves as a relay point. During
this stage the supplicant and AS generate and establish a common Pairwise Master Key
(PMK); in addition, the AS provides the AP with the required material allowing the AP
to generate the same PMK. If static pre-shared key authentication is used, the pre-shared
keys can serve as the PMK and the 802.1X EAP stage can be skipped.
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Figurc 2.3: IEEE 802.1x EAP Authentication,

3. The final stage of the RSNA eswblishment procedure consists of a d-way handshake
between the supplicant and AP The supplicant and AP first comfirm the existence of a
common PMK. A fresh Palewise Transiemt Key (PTK) is then established and cipher
suite parameters sclected for the following data session. This stage may also be used to
disiribute a Group Transient Key (GTK) (o the supplicant. Upon successful completion
of this stage. the AP and supplicand have established a securily association hetween them,
and the K(12.1X controlled port is unblocked to permit general data traffic,

Data Confidentiality and Integrity

The IEEL 802.111 wmendment supports two algorithuns for data privacy;

1. The Temporal Key Integrity Protacol (TKIP) offers many enhancements over the Wircd
Hyuivalent Privacy (WEP). In summary, TKIP uses a 128-bit temporal key which when
combined with the MAC address of a station and a 16-octet 1V, is used for coneryplion,
Although TKIP also uses the RC4 stream cipher for encryption, like WEP, one signifi-
cant difference is that TKIP periodically refreshes temporal keys. TKIP gses an 8-bytes
Messare Intesnity Code (MIC) ax an improvement over WEP'S ICV in order to ensure the
integnty of an 802,11 data frame. TKIF 15 only a temporary solution o improve on the
shortconings of WEI.
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2. Advanced Encryption Standard (AES) [ 18] in Counter Mode CBC-MAC Protocol (CCMP)
mode. This method offers the highest security in terms of encryption and integrity. A 128-
bit AES key is used for encryption; the AES-CCMP algorithm also provides a MIC over
the 802.11 data frame for integrity purposes.

2.2.4 Wireless Network Architectures

Three common wireless architectures (WPAN, WLAN, WMAN) have already been discussed
briefly, these types of architectures are classified according to the size and range of the network.
The remainder of this section describes how the architecture of a wireless network can be fur-
ther classified according to the structure and layout of the communicating entities forming the
network. In this section, two architectures are explained: Infrastructure Wireless Networks; and
Wireless Mesh Networks.

Infrastructure Wireless Networks

An infrastructure wireless network is formed by users connecting to a central infrastructure
point using a wireless technology. This form of wireless network is centralized as clients receive
network connectivity from a central node, known as an access point; see figure 2.4. The access
point maintains a backhaul connection (in most cases a wired connection) to another network,
or possibly the internet.

Fixed
Network

Backhau$
Connection

‘/"
L’::\/:/‘
/'/ /"
. l Access Point

&

Wireless Clients @
Figure 2.4: A generic infrastructure wireless network.
The wireless clients communicate directly with the access point, thus the access point can only

serve clients that are in direct wireless range. This type of wireless network is the most conven-
tional, and most commonly found wireless network in use today.
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Wireless Mesh Networks

Infrastructure wireless networks require wireless clients to perform all communications via an
access point, this imposes two restrictions on the network: clients located near one another do
not communicate directly with each other, but rather via the AP; and clients located out of range
of the access point have no wireless connectivity.

A Wireless mesh network (WMN) is a type of wireless network which aims to provide a so-
lution to the restrictions mentioned above. WMNs are multi-hop networks, and are generally
more decentralized than infrastructure wireless networks. WMNs can be classified into three
main architectures: Infrastructure Wireless Mesh Network, Client Wireless Mesh Network, and
Hybrid Wireless Mesh Network [2].

An Infrastructure WMN is formed by a central routing infrastructure consisting of dedicated
wireless mesh routers. The mesh routers form a multi-hop network which extends communica-
tions to wireless clients. One or more mesh routers act as gateways to a backhaul network or
the internet. Mesh routers communicate with one another using a wireless technology such as
802.11 or 802.16. This WMN architecture is depicted in figure 2.5
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Routing
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Figure 2.5: An Infrastructure wireless mesh network.

The mesh routers serve two purposes: 1) to act as wireless access points to the clients; and 2)
to route traffic through the routing mesh infrastructure to gateway nodes. This type of WMN
architecture provides many benefits over a standard access point wireless network. From a
cost point of view, each access point no longer requires a wired backhaul connection. Instead,
the backhaul can be reached via multiple wireless hops. Wireless connectivity also allows
access points to be installed in areas that were previously inaccessible, hence, allowing extended
connectivity. A promising application of these networks is the provision of last mile access to
wireless broadband services.

The second type of mesh network mentioned, the client WMN, differs quite substantially to
that of an infrastructure WMN. In a client WMN, no static infrastructure is present. The client
nodes collectively form a decentralized, multi-hop network. Nodes are free to roam, joining
and leaving the network dynamically as a result. The nodes cooperate by performing network
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services such as data forwarding and routing; this permits communication between devices out
of direct wireless transmission. This type of network architecture is commonly known as an
ad-hoc network [16], and is depicted in figure 2.6.

I
5 8

Figure 2.6: A client wireless mesh network.

This type of architecture is used when a small, spontaneous network is required to provide com-
munications between parties where no infrastructure may be present. This type of collaboration
networking is also referred to as spontaneous networking [17]. Several applications of an ad
hoc network architecture are listed below:

1. Military Operations: Ad hoc networks were primarily used military environments {10, 2].
In a military scenario there are many situations where the presence of a communications
infrastructure is not possible. Ad hoc networks are ideal in these circumstances as they
allow spontaneous communications between military personal.

2. Emergency Situations: In an emergency, spontaneous communications between aiding
parties is often required to be established rapidly [72, 71]. An ad hoc network exerts this
feature, providing a number of parties with a means to communicate almost instantly.

Hybrid Wireless Mesh Network

A hybrid WMN is a mix between an infrastructure WMN and a client WMN. In this type of
architecture, an infrastructure of mesh routers still serve as the main communications backbone
of the network; however, communications can be further extended by the client nodes as they
can also act as mesh routers. This type of architecture provides both the stability of an infras-
tructure network, as well as the dynamic nature of a client mesh network. This architecture is
shown in figure 2.7.
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Figure 2.7: A hybrid wireless mesh network.

2.3 WIRELESS AD HOC ROUTING PROTOCOLS

In a network, when two devices communicate with one another, it may be the case where the de-
vices are not directly connected. Hence, the communications between the devices may traverse
one or more intermediate devices, known as routers. The routers are responsible for forwarding
data to the next device until the data reaches the intended destination(s). When forwarding data,
routing is the process of determining the next intermediate device which lies on route to the
intended destination(s).

Owing to the dynamic nature of an ad hoc network and the lack of infrastructure present, the
task of routing data between source and destination is less trivial than in a regular static network.
Instead of dedicated routers, each device in an ad hoc network serves as a router, forwarding
packets on behalf of other nodes in the network. Each node therefore requires information
regarding available routes to any given destination in the network. This information is acquired
through the use of a routing protocol.

The fast growth of wireless networking, combined with the desire for ubiquitous computing,
has been a catalyst for research in the field of ad hoc networking. The specific research area of
wireless ad hoc routing protocols has been of particular interest, producing numerous protocols
characterized over many different classes. A comprehensive overview of existing ad hoc routing
protocols and their classifications is provided in {43, 16, 44]. The following section provides
an overview of the two main categories of wireless ad hoc routing protocols.

2.3.1 Proactive and Reactive Routing Protocols

Proactive and reactive routing protocols generally differ by how a node stores, requests, gathers,
and disperses routing information. Proactive routing protocols are generally table driven where
each node attempts to maintain routing information about all other nodes at all times. In order to
keep routing tables up-to-date, proactive protocols generally require constant communications
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between nodes regarding routing/topology information. The advantage of this approach is that
routes to a any destination in the network are readily available; the disadvantage is the constant
overhead of maintaining routes, even those not being used. An example of a popular proactive
routing protocol is the Optimized Link-State Routing (OLSR) [38] protocol.

Reactive (on-demand) protocols generally don’t maintain routes to all destinations at all times.
Reactive protocols aim to obtain routing information, such as a route to a particular destination,
only when it is required. The advantage of a reactive protocol is the lower overhead compared
to that of proactive protocols, this is due to less routing control traffic being flood across the
network; the disadvantage however, is the delay involved in establishing a route to a particular
destination when that route is needed. The Ad-hoc On-demand Distance Vector (AODV) [50]
and Dynamic Source Routing (DSR) [39] protocols are two popular reactive protocols.

Apart from wireless ad hoc routing protocols being purely reactive or proactive, hybrid proto-
cols that utilise both proactive and reactive mechanisms do exist. The Zone Routing Protocol
(ZRP) [23] specifies the use of a proactive mechanism within a limited zone radius of a node,
and a reactive mechanism is only utilised to establish a route to a destination that lies outside
the zone radius.

2.3.2 Popular Wireless Ad hoc Routing Protocols

Too many wireless ad hoc routing protocols exist to give an overview of each in this section.
This section however aims to give an overview of some of the popular and well known routing
protocols that exist. The OLSR routing protocol is the main focus of this work, hence, it is not
touched on in this section but rather described in detail in section 2.5.

AODYV Routing Protocol

The Ad hoc On-Demand Distance Vector (AODV) routing protocol is an on demand reactive
routing protocol designed for ad hoc networks. AODV does not constantly maintain routes to
known destinations in the network; however, a route to a particular destination is established
on demand only when a route to the intended destination is needed. In general terms AODV is
responsible for the following main tasks:

e Route Establishment: If a node using AODV requires a route to a particular destination it
will broadcast a Route Request (RReq) packet for that destination; included in the request
will be the most recent sequence number the source node maintains of the destination. A
recipient node of a RReq will send a Route Reply (RRep) if it is the destination node
itself, or if the recipient is an intermediate node which has knowledge of a route to the
destination with a sequence number more recent to that in the RReq. Intermediate nodes
along the path of a RReq or RRep can also benefit from the route information being
transmitted in the exchange.

e Route Maintenance: Owing to the dynamic topology of an ad hoc network and the unpre-
dictable nature of the wireless medium, links between two nodes may become inactive.
Route maintenance is the process of detecting missing links and notifying the network
of the missing links. When a node senses that a link no longer exists, the node creates
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and sends a Route Error (RErr) message in order to notify other nodes that the link no
longer exists. Routes maintained by nodes which utilise the unavailable link must then be
discarded and new routes discovered.

DSR Routing Protocol

Like AODYV, the Dynamic Source Routing (DSR) protocol is reactive protocol and does not rely
on constant routing advertisements. It is known as source routing because the source node of
a data packet includes the entire route - from source to the packet’s destination - in a header of
the packet. The source route contains the addresses of each node the packet should traverse,
a node receiving the packet forwards the packet to the next hop according to the source route.
Intermediate nodes are therefore relieved of routing decisions of a data packet, as all the routing
decisions are handled by the source node. DSR consists of two main operations:

1. Route Discovery: DSR nodes maintain a route cache to destinations in the network. If a
node intends to send a packet to a particular destination, it first checks the route cache to
determine if a route exists. If no route exists, the node initiates a route discovery process
and broadcasts a route request packet; a request packet contains the target node’s address
as well as a unique ID. Intermediate nodes can use the request ID to determine if they have
already received/processed this request. If not, an intermediate node appends its address
to the request packet and broadcasts it once again. If the target node receives the request,
it responds with a route reply containing a copy of the route from the route request.

2. Route Maintenance: Each node forming part of a route between the source and destination
of a packet is responsible for performing route maintenance. A node can determine if a
link between it and the next hop is bad or no longer exists using several techniques:
link-layer acknowledgments; or passive listening to further transmission of the packet
at the next hop - using wireless promiscuous mode. If a node determines a link to be
unavailable, it must send a route error packet to the source of the data packet that was
being transmitted. The source node must then either initiate a new route discovery to
the destination or drop the packet. Routes including the unavailable link must then be
removed from the route cache.

The DSR protocol also provides various optimisations for the operations listed above. Some of
these optimisations include: use of route cache to reply to route requests; caching of routing in-
formation overheard by intermediate nodes; piggybacking route reply and route error messages
during route discovery process. A more detailed explanation of DSR and its optimisations can
be found in [39].

The Zone Routing Protocol

The Zone Routing Protocol is a hybrid routing protocol which relies on both proactive and
reactive routing protocols in an attempt to provide efficient and responsive routing in an ad
hoc network environment. ZRP is not an actual implementation. Instead, it is a framework
specifying the interaction between the proactive and reactive routing protocols involved. Each
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node in the network maintains a routing zone around it, this zone is generally specified in terms
of number of hops; the zone only includes neighbours that are within the specified hop radius.
A proactive routing protocol is used to maintain local routes to all nodes that fall with the
zone. When a route is required to a node lying outside the zone, a reactive routing protocol is
used to establish a global route to that node. The Zone routing protocol consists of three core
components:

e The IntrA-zone Routing Protocol (IARP) [26]: The IARP specifies the proactive routing
component. Existing proactive routing protocols can be adapted to work within the ZRP
framework.

e The IntEr-zone Routing Protocol (IERP) [25]: The IERP specifies the reactive routing
component which is responsible for discovering global routes that lie outside the scope
of a particular node’s zone.

e The Bordercasting Routing Protocol (BRP) [24]: The BRP is utilized when a global route
is required to be discovered. When a route within a particular zone cannot be found,
instead of broadcasting a query, the BRP routes the query to specific nodes lying on the
border of the zone. In essence, the IERP and BRP work together in utilizing local zone
information when discovering global routes. The BRP also ensures the queries are routed
away from areas that have already been covered.

The IntrA-zone Routing Protocol (IARP)

The IARP is a limited scope proactive routing protocol. It is not a specific protocol but rather
a guideline that can be used for existing proactive routing protocols. The IARP in brief terms
is a proactive ad hoc routing protocol that operates within what is known as a routing zone.
The routing zone R of a node X is specified as a hop-count; if R = 2, node X must only trans-
mit/advertise routing control packets to nodes that fall within 2 hops of X. The transmission of
routing material can be limited by the TTL (Time-To-Live) field of a routing packet. If R = 2,
the TTL must be initialized to R-1 by the source node. Each intermediate node that receives a
routing packet decrements the TTL value. A packet with a TTL = 0 should not be processed
and should be discarded.

The Inter-zone Routing Protocol (IERP)

The IERP is an adaptation of an existing reactive ad hoc routing protocol. When a route is
required by node X to a local node within X’s zone, the IERP suppresses the local query as the
IARP deals with local routes. When node X requires a route to a destination outside of X’s zone,
IERP makes use of a bordercasting service to efficiently diffuse the query into the network. The
IERP must support IARP routing table imports as well as the ability to perform IARP table
lookups; this allows IERP to take advantage of local routes stored by IARP. Therefore when an
IERP node Z receives a query for a destination that lies within Z’s local zone, Z can reply to the
query using local zone information that has been accumulated by the IARP component.
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The Bordercasting Routing Protocol (BRP)

Bordercasting provides an efficient means to diffuse queries into the network by means of mul-
ticasting. When IERP sends a query such as a Route Request, it sends the query to BRP for
bordercasting. Instead of simply flooding the network with the query, BRP selectively guides
the query toward the peripheral nodes of the zone (peripheral nodes of node X are all nodes that
are exactly R hops away from X).

2.4 SECURITY IN AD HOC ROUTING PROTOCOLS

Node and route discovery form the core operations of an ad hoc network. Without these tasks,
communications in a dynamic ad hoc network would cease to exist. It is a well known fact that
ad hoc networks are highly vulnerable from a security point of view [48]. With no infrastructure
in place, providing security services such as authentication, access control, confidentiality etc.
is a much more challenging task. If security is to be employed in an ad hoc network, it must be
an additional task that is enforced by each node. Security is not the only challenge facing ad hoc
networks, energy and bandwidth constraints also exist [66]. With these constraints in mind, the
majority of existing routing protocols have been designed with efficiency and minimal overhead
as primary objectives, thus, often neglecting to incorporate security into the initial design.

A routing protocol for ad hoc networks without any form of security is highly susceptible to
many attacks. Without security, each node assumes trust with other neighbouring nodes and
blindly accepts routing control data it receives from them. Already one can see the need for
security measures, particularly authentication and integrity. A detailed overview of routing
attacks is provided in [48]. A brief overview of several well known routing attacks is given
below.

2.4.1 Wireless Ad hoc Routing Attacks
Routing Injection Attack

A routing injection attack occurs when a malicious node injects false routing information into
the network. Recipient nodes believe the information to be correct, and update their routing
records accordingly to reflect the incorrect information. This form of attack is a direct conse-
quence of an absence of authentication mechanisms.

Routing Data Manipulation Attack

A routing manipulation attack is similar to that of an injection attack. However, instead of
injecting false routing information, a malicious node simply manipulates the information it
receives before forwarding it to the next node. Without any integrity measures the next receiving
node will be unable to see any evidence of tampering, and hence, will process the incorrect
information.

Passive Eavesdropping Attack

The eavesdropping attack is not an active attack like the injection or manipulation attack, but
rather a passive one. Eavesdropping occurs when an outside malicious node simply listens in
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over the open wireless channel for routing information. From the information it captures, it is
able to discover potentially sensitive topology information about the network.

Packet Dropping Attack

Another active attack occurs when a malicious node deliberately drops routing packets without
forwarding them to the next hop node. This form of attack may prevent certain nodes from
receiving up-to-date routing information and hence, prevents them from establishing routes
correctly. This attack is a form of denial of service (DoS) attack, and is still an open research
challenge.

Replay Attack

A replay attack is an active attack which occurs when a malicious node stores routing infor-
mation and then later retransmits the stored information. Recipient nodes will process the old
(incorrect) routing information and subsequently corrupt their routing entries. A digital signa-
ture alone is simply not enough to prevent replay attacks as the signature of the replayed (old)
information will still verify correctly at the receivers end.

Black Hole Attack

The Black hole attack is an active attack that often forms part of a denial of service attack. In
a black hole attack, a malicious node uses the routing protocol to advertise a shortest path to
a node whose packets it wants to intercept [3]. The node receiving the fake routing announce-
ments will then adopt the routing path through the malicious node. The malicious node will
then have access to all data routed along the fake path. The malicious node can then choose to
drop all data packets, creating a denial of service.

Wormhole Attack

The Wormbhole attack [31] occurs when one malicious node tunnels data to another malicious
node at which point the data is replayed into the network. The two malicious nodes involved in
the attack maintain a separate channel of communications, thus allowing them to communicate
directly over long distances. This form of attack is a particular threat to routing protocols.
Figure 2.8 shows a scenario representing a wormhole attack: the malicious nodes can tunnel
routing control data between them, this tunnel leads nodes A and B to believe they are directly
connected, and hence, prevents correct routes being established between them.
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Figure 2.8: The Wormhole attack in a wireless ad hoc network.

242 Summary

In the previous section we have identified, and briefly touched upon, several well known security
attacks on wireless ad hoc routing protocols. Table 2.1 below, attempts to categorise these
attacks according to the security properties each attack challenges. The purpose of identifying
and categorising such attacks is to help in the design process, explained in chapter 3; the design

process outlines which security attacks the proposed solution attempts to counter.

Security Attack

Authenticity

Integrity

Availability

Privacy

State of Routes

Injection Attack

X

Manipulation Attack

X

X
X

Eavesdropping Attack

Packet Dropping Attack

Replay Attack

Black Hole Attack

Wormbhole Attack

DAL PR PR R

Table 2.1: Wireless Ad hoc Routing Attack Summary
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2.5 THE OPTIMIZED LINK STATE ROUTING PROTOCOL

The Optimized Link-State Routing (OLSR) protocol is a proactive, table-driven link-state rout-
ing protocol. OLSR relies on a regular exchange of link-state and neighbour information be-
tween nodes in a network in order to keep routing tables up-to-date. The OLSR protocol is a
datagram protocol and uses the UDP port 698. This section aims to give an overview of the
fundamental operations of the OLSR protocol. For a full description of the protocol, see [11].
The following operations are core to OLSR:

e Link-Sensing and Neighbour Detection: This is the process whereby directly connected
nodes discover each other and the status of the links between them. Described in further
detail in section 2.5.2.

e MPR Signaling and Selection: MPR (MultiPoint Relay) node selection is a mechanism
OLSR uses to make the process of diffusing information throughout the network more
efficient. Described in further detail in section 2.5.4.

e Topology Control Message Diffusion: The information gathered from link-sensing and
neighbour detection forms the basis for full network topology discovery. Topology infor-
mation is diffused throughout the network to allow nodes to build routes. Described in
further detail in section 2.5.5.

e MID Signaling: OLSR nodes may have multiple network interfaces. If a node is us-
ing multiple OLSR interfaces, MID (Multiple Interface Declaration) signaling allows the
node to declare these network interfaces in an MID message. In an MID message, the
originator header field of the message specifies the main interface address of the originat-
ing node, other OLSR network interfaces being used by a node are listed in the message
body of an MID message. MID messages are flooded throughout the network at specified
intervals.

Owing to the fact that OLSR is a proactive routing protocol, the exchange of routing information
amongst nodes is carried out via constant broadcasting of OLSR routing control messages.
OLSR uses a generic packet format for the transmission of OLSR control messages. A single
OLSR packet can be used to carry multiple OLSR messages and is simply a carrier mechanism
over a single hop; the number of OLSR messages that can be carried within a single packet is
generally limited by the maximum frame-size of the network. OLSR also specifies a generic
message format for each OLSR message. The OLSR generic packet and message format is
shown in figure 2.9.
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Packet Headers Packet Length Packet Sequence Number

Message: | Message Type VTime Message Size

Originator Address

TTL Hop Count Message Sequence Number

Message Body

Message; Message Type VTime Message Size

Originator Address

TiL Hop Count Message Sequence Number

Message Body

Figure 2.9: The Generic OLSR Packet Format.

The Packet Length field simply specifies to size of the entire packet, including all its messages.
The Packet Sequence Number field is a sequence number corresponding to a network interface,
and is incremented for each OLSR packet sent on its corresponding interface. Each message
maintains a generic header structure. The message headers provide information regarding the
message type being carried. All data that is specific to a message type is carried within the
message body field of an OLSR message. The purpose of each message header is explained
below:

e Message Type: As it states, this field indicates what type of message is being carried.
OLSR specifies several reserve message types for the core functioning of the routing
protocol. OLSR however, also allows extended (custom) message types to be defined.

e Vtime: When a node receives a message, the Vtime field indicates how long after recep-
tion the contents of the message should be considered valid.

e Message Size: The size of the entire message (including headers) in bytes.
e Originator Address: The IP address of the node this message originated from.

e Time To Live (TTL): The maximum hop-count this message must be allowed to traverse.
The TTL of a message is decremented by 1 at each hop prior to being forwarded.

e Hop Count: The current number of hops this message has traversed. The hop-count is
incremented by 1 at each hop prior to a message being forwarded.

e Message Sequence Number: The sequence number is a unique identification number for
a message. The sequence number of an OLSR node is incremented by 1 for each outgoing
message.
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2.5.1 OLSR Packet Processing

As a general overview, the following steps are taken by an OLSR node when receiving an OLSR
packet:

1. The node must process each message within the OLSR packet. For each message, the
headers are examined to determine various properties regarding the message in order to
determine how to process the message. OLSR requires various checks to be performed
on an OLSR message to determine if the message is to be processed, or dropped. Some
of these checks include: if the message is a duplicate of a recently received message; if
the time-to-live is less than or equal to O; or if the message originated from this node.

2. If amessage is not dropped, it must be processed according to its type. However, it may be
the case that an OLSR implementation is unaware of a specific message type it receives.
The following steps are taken for both cases:

e Known Message Type: The message is processed according to its type. Forwarding
of the message takes place according to the specifications of the message type.

e Unknown Message Type: The message is not processed. Forwarding of the message
takes place according to the default forwarding policy specified by OLSR.

2.5.2 Neighbour Detection and Link Sensing

OLSR discovers the status of immediate links and neighbours through the periodic emission
of HELLO messages. HELLO messages are used by an OLSR node to list the current link
and neighbour status of each neighbour interface that has been discovered or established. By
default, HELLO messages are emitted every 2 seconds and exist only for a single hop for the
purposes of link and neighbour detection, thus are never forwarded.

Link-sensing in OLSR is mainly focused on determining if a link with a direct neighbour is
symmetric or asymmetric. A wireless link between two nodes is not always bidirectional; owing
to the unpredictable and volatile nature of the wireless medium, it may be the case where one
node can receive data from a neighbour but not vice versa. If this is the case, the link status
is said to be asymmetric. If, on the other hand, two neighbours receive transmissions from
one another, the link is said to be symmetric. Consider the following steps explaining a brief
overview of link-sensing between 2 OLSR nodes:

1. Two OLSR nodes (node A and B) exist within wireless range of each other and commence
broadcasting HELLO messages at their specified emission intervals. At this point, neither
A nor B will have discovered any links or neighbours.

2. Node A and B receive HELLO messages from one another, and discover links that exist
between them. At the next emission of HELLO messages, node A will list the interface of
node B within its HELLO message; at this point the link status of this interface remains
asymmetric. Node B does the same with the interface of node A.
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3. Using node A as an example, if the subsequent HELLO messages received from B contain
the interface of node A, node A can infer that node B has received its HELLO messages,
and hence the link can be established as symmetric. Should node B stop receiving HELLO
messages from A, this will eventually result in the absence of node A’s interface within
B’s HELLO messages. Node A will realise that communications are only taking place in
one direction, and the link will eventually become asymmetric once again.

An OLSR node must also maintain a neighbour set that is directly associated to the link-set of
the node. OLSR classifies a node as a neighbour if at least one link exists with the node. As-
sociated with each neighbour is a status which reflects the current relationship with the neigh-
bour. For each neighbour interface entry listed in a HELLO message, an OLSR node must also
disclose the neighbour status of the interface. Apart from a neighbour set, a node must also
maintain what is known as a 2-hop neighbour set. A node is classified as a 2-hop neighbour
if: 1) it is not a 1-hop neighbour, and 2) it maintains a symmetric link to a symmetric 1-hop
neighbour. One can see that if a node X broadcasts a HELLO message containing the status of
its neighbours, a direct neighbour node Y can determine the symmetric neighbours of X, and
hence any 2-hop neighbours.

2.5.3 OLSR Link Hysteresis

In a wireless ad hoc network, it may be the case where two nodes can hear each other but the
link between them is either very bad or temporary. For instance: two nodes lie just within each
others wireless range but there is significant packet loss; or, in a mobile context, two neighbours
can hear each other’s transmissions, but only briefly as one node moves in and out of wireless
range. In the context of OLSR, this could lead to poor links being formed. OLSR uses a strategy
known as link hysteresis to prevent these poor links forming. Below is a brief explanation of
the link hysteresis strategy.

A link quality value (ranging between 0 and 1) is associated with each neighbour interface main-
tained by an OLSR node. The link quality associated with a neighbour interface is dependent on
the successful reception of OLSR packets on that interface. If an OLSR packet is successfully
received, the link quality is scaled upward as follows:

link_quality = (1 — HY ST_SCALING) = link_quality + HY ST_.SCALING

where HY ST_SCALING is a scaling OLSR constant. If an OLSR packet loss is detected on
a neighbour interface, the following instability rule is applied to the link quality:

link_quality = (1 — HY ST_SCALING) * link_quality

OLSR packet loss is detected through the monitoring of packet sequence numbers, and by a
specific period of silence on a neighbour interface. A period of silence is detected through the
expiration of a timestamp, created at the reception of the last successful HELLO message. The
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timestamp interval is set to the expected emission interval (Htime field) of a HELLO message
on the network interface in question.

Threshold values (HYST_-THRESHOLD _HIGH, HYST_THRESHOLD_LOW) are used to de-
termine if a neighbour link is established or lost, based on the value of the link quality. If the
link quality drops below HYST_THRESHOLD_LOW, the link becomes lost. If the link quality
rises above HYST_THRESHOLD_HIGH, the link is established as stable. Whilst it may take
longer to establish a stable link using hysteresis, hysteresis makes neighbour links more robust
against sporadic packet loss and reception.

2.5.4 Multipoint Relay Selection

Multipoint relay nodes are special nodes which have two additional responsibilities: 1) gener-
ation of Topology Control (TC) messages; and 2) forwarding of OLSR messages. The MPR
mechanism employed by OLSR reduces the transmissions required to flood the network with
routing data. Instead of every node simply relaying every message, only MPR nodes relay mes-
sages that are intended to be forwarded. The MPR mechanism makes the process of network
flooding more scalable and efficient [37].

Link-sensing and neighbour detection form the basis for multipoint relay selection. Once an
OLSR node has performed link and neighbour detection, and has established a 2-hop neighbour
set, it must select symmetric neighbours as MPR nodes such that every 2-hop neighbour can
be reached via the MPR nodes. To select a symmetric neighbour as MPR, a node must signal
the neighbour as an MPR by indicating an MPR status as the neighbour’s status in subsequent
HELLO messages. Once a node has been selected as an MPR node by a neighbour (known as
the MPR Selector), it has the responsibility of forwarding OLSR messages it receives from the
MPR-selector’s interface. Nodes that have not been selected as MPR nodes, must not forward
OLSR messages. Figure 2.10 depicts network flooding using the MPR mechanism.
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Figure 2.10: OLSR MPR flooding mechanism.
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2.5.5 Topology Control Messages

OLSR relies on the use of Topology Control (TC) messages to distribute information about
neighbours throughout the entire network. The IETF OLSR draft [11] specifies that only nodes
that have been selected as MPR nodes must generate and broadcast TC messages at the specified
TC interval. Using the knowledge of which nodes are accessible, via the MPR nodes distributing
the TC messages, recipient nodes can calculate multi-hop routes to the nodes advertised in the
TC messages. By default, TC messages are generated and emitted every 5 seconds.

The OLSR protocol specifies a TC_REDUNDANCY parameter which governs the detail of
information that is to be transmitted in a TC message; possible parameter values include:

e (): TC messages contain only neighbours which belong in the MPR Selector set. This is
the OLSR default value.

e 1: TC messages contain neighbours that belong in either the MPR set or the MPR Selector
set, or both.

e 2: TC messages contain the full neighbour set.

2.6 SECURITY FOR THE OLSR ROUTING PROTOCOL

2.6.1 Lower-Layer Security

Whilst a lower-layer security mechanism, such as IPSec [41], may be sufficient in securing
user data, it is not always applicable when it comes to securing the routing data in an ad hoc
network [67]. In [67], Zapata et al. explain that user data is generally point-to-point, and
therefore can be secured using a point-to-point security mechanism such as IPSec. On the other
hand, routing data is typically not point-to-point, but rather broadcast data which is processed at
each hop, possibly modified and broadcast once again. In the context of OLSR, packets change
on a hop-by-hop basis; for instance: a packet may be carrying two messages (TC, HELLO), the
TC message may be forwarded in a new packet at the next hop, however the HELLO message
will not be forwarded. Hence, [PSec cannot be relied on for securing OLSR data at each hop
from source to every intended destination.

The use of MAC-layer (Medium Access Control layer) security, such as 802.11i, will also not
produce the desired security; MAC-layer security provides a secure link for a single hop. Con-
sider the scenario shown in figure 2.11: the use of MAC-layer security only provides node A a
security association with its direct neighbour node B. Node B has the opportunity to maliciously
modify the data prior to resending it to node C. There is no security association created between
end nodes A and C.
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Figure 2.1 1: MAC-layer secunity in a multi-hop network environment.

262 End-to-End Security for the OLSR Routing Protocnl

With regard to data securily in an ad hoc network, the term end-fo-end securify concerns itself
with ensuring that some defined security condition, of the data in question, is satistied from
the source to the destination of the data, End-to-end scourity of OLSRE routing data woold
require that the routitye data 15 sccure. cven if this information is routed via non-trusted nodes
over multiple hops. As it has been shown above, lower-layer security mechanisms, such as
IPSec and MAC-ltayver secunty, will not provide the desired ctid-to-end security required for
the routing data of OLSR. Instead, the security mechanisms need 1o be specific 10 OLSR, and
henee, mplemented at an application level.

Application-Level Security

Now that it has been established that application-level security is needed, is it suitable to sim-
ply apply security mechanisms 1o just the OLSR packet. and not individuaily to each message
within the packet? Like MAC-layer sceurity, this approach wili only provide secority for a
single hop: however, it 1s suitable for use in an environment where the ad hoc network 15 com:
prised of trusted nodes. Using this approach. the security 1s present 1o protect the routing data
from outside attacks on a hop-by-hop basis. Unlike an OLSR packet. which 15 simply a carmier
mechanism for OLSR messages and will only exist for a single hop, a message may traverse
multtipic hops fram sonrce to each intended destination. Hence, securing the OLSE message
should he the primary focus if end-to-end security of the routing data 15 desired, Figure 2.12
shows the same scenario as 1o figure 2.1 1. however security 15 being applicd to cach message at
the application-level.

Frgure 2.12 shows that when secunty is applied specifically to the OLSR application, an end-
to-cnd security association is created between originator and destination - as 15 the case with
node A and . The security mechanisms applied o a message, allow o recipient o perform
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security checks on the message and its onginator, irrespective of how many hops the two nodes
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Figure 2.12; Application-level security in a mulii-hop network environment,

263 Existing Sceure OLSR Schemes

Several secure schemes for OLSR have been proposed in other works [30, 12, 27]. The (JL.SR
security scheme presented in [27] provides signature and rimestamp protection over an (1.5R
packet. and thus only provides hop-by-hop security, A signature is created using a shared sym-
metric key, and 15 carried alang with & timestamp as & separate OISR message in a packet, A
loose time synchronisation, between immediale neighbour nodes, s carned out using o limes-
lamp request/response moechanism. The schemc 1s compatible and able to inleroperate with the
standard OLSR protocol,

The security scheme presented in [12] uses digital signatores and timestamps to protect the
content of each OO1.SR message. The digital signature and timestamp are carried m a sepa-
rate message within the same packet as the O1LSR message they are protecting, The secunty
scheme praposed in [12] also provides mechanisms for dealing with misbehaving ar compro-
mised nodes in an ad hoc nerwork.

In [30], an OL.SR security scheme known as SOLSR is proposed. SOLSR provides protection
of routing dita vemg digitel sigmaturcs.  Mutable fields. such ax time-to-live and hop-count
hiclds are also protected using » hash-chaim mechamsm. SOLSR proposes o wormhole detection
mechanism for the OLSR protocol.
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2.7 SECURITY PRIMITIVES

2.7.1 Asymmetric Digital Signatures

In general terms, a digital signature is a message digest that has been secured using an encryp-
tion key. A digital signature provides a means to: 1) authenticate, and 2) verify the integrity of
the data it represents. Asymmetric digital signatures require the use of asymmetric key pairs.
Unlike symmetric signatures, which require the same key in the creation and verification pro-
cess of a signature, asymmetric signatures use two specially correlated keys known as a public
and a private key; if one key is used to create a signature, the other key has to be used to verify
the signature.

Identity Based Signature Schemes

Traditionally, a private key is used to create a digital signature and the corresponding public
key is used to verify the signature. Prior to explaining the concept of an Identity Based Sig-
nature (IBS) scheme, an overview of RSA [55], a well known public key system, is provided.
Stallings [58] describes the various steps of RSA key generation, encryption, and decryption as:

RSA Public/Private Key-pair Generation

The RSA key-pair generation can be explained in the following steps:

1. Select two large random prime numbers p and ¢

2. Calculate n = pg, known as the RSA modulus

3. Determine the value ¢ = (p — 1)(¢ — 1)

4. Select a prime number e which is relatively prime to ¢
5. Calculate d = 1/e mod ¢

6. Public Key = (e, n). Private Key = (d, n)

RSA Encryption

In order to encrypt a message M with user A’s public key, the following procedure is used:

C =M° (mod n)

with C being the resulting ciphertext, and the pair (e, n) being A’s public key. For user A to
create a digital signature of a message M, the following steps can be taken:

1. Create a hash of the message H (M), using a secure one-way hash function.
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2. Use an RSA private key to encrypt H(M):

C =H(M)* (mod n)
where the pair (d, n) is the private key of user A.

RSA Decryption

For user A to obtain the plaintext M of a message C that has been encrypted using A’s public
key:

M =C?% (mod n)

where (d, n) is A’s private key. User B can verify a digital signature of a message M that has
been created by user A as follows:

1. Create a hash of the message H'(M ), using a secure one-way hash function.

2. Decrypt the digital signature C attached to M using A’s public key (e, n) to obtain the
original hash H(M):

H(M)=C*® (mod n)

3. Verify that H'(M) = H(M)

The security of the RSA public key algorithm comes from the difficulty associated with factor-
ing a large integer n into its two prime factors [58]. The RSA algorithm typically relies on a
trapdoor one-way function for its security, where:

1. Given the values e and d, it is easy to calculate the product n.

2. Given the values ¢ and n (public key components), it is computationally infeasible to
derive the value d.

As one can see from the explanation of RSA above, a user can only verify a digital signature
if it is in possession of the creator’s public key. Associated with this requirement is the task of
public key distribution, i.e. the distribution of a user’s public key to other users in the network
in a secure manner. In an environment such as an ad hoc network, where a central key authority
cannot be assumed, the task of public key distribution is non-trivial. An Identity Based Signa-
ture scheme differs from a traditional public key scheme, such as RSA. An IBS scheme requires
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that publicly known information about a user, such as a user’s IP or E-mail address, be used to
derive the public key of a user. Therefore, public key distribution is not a problem, as a user’s
public key can be derived from information that is accessible to everyone.

In [7], Baek et al. explain the basic concepts of an IBS scheme as:

1. Setup: A trusted third party creates a master public and private key denoted as pkpx¢
and sk pg respectively. It is required that the pkpx is distributed to all parties involved
in the network; the distribution of pkpx can be achieved in various ways.

2. Private Key Extraction: The signer bob authenticates to the trusted party and obtains a
private key sk;ppop Which is derived using the signers identity id,,, and the master secret

key Skpkg.

3. Signature Generation: Using the private key sk;ps.p, bob creates a signature o over a
message m.

4. Signature Verification: Having received o and m, the recipient uses the identity of the
sender id., and the master public key pk pg ¢, to verify the signature of the message m.

Third Party Key
Generator

PKekG
skipA

Milo
Reject

ID
A

v

Figure 2.13: Identity-based signature system.
Shamir [56] constructed an IBS scheme that can be realised using an existing RSA function.

The key construction, signature creation, and verification procedures of Shamir’s identity-based
signature scheme are explained below:

Shamir’s IBS Key Construction

1. Create a master RSA public/private key pair. The public key is (e, n) and the private key
is (d,n).
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2. Create an identity-based public key /D. I D is simply some publicly known information,
such as an e-mail address or possibly a hash of an IP address.

3. Create an identity-based private key s;p. The identity-based public key along with the
master private key is used in the creation of the private key:

s;p = 1D (mod n)

Shamir’s IBS Signature Creation

To sign a message m:

1. Create a random number 7 and compute

t=r° (modn)

2. Use a secure one-way hash function H to compute f, and subsequently to compute s as:

f:H(tvm)

s=sip-r/ (mod n)

3. The signature of m is then the pair (s, t).

Shamir’s IBS Verification Condition

To verify the signature (s,t) of a message m:

1. Verify that the following condition holds:

s¢=1ID - tH ™ (mod n)

Problems with Identity-Based Signature Schemes

Whilst it is easy to see the advantage of using an IBS scheme with regard to public key dis-
tribution, there is a weakness with the identity-based signature system shown in figure 2.13.
This system suffers from a key escrow property [7]. A third party constructs a user’s private
key using a master private key. As a result, the third party is able to use any user’s private key
for signature purposes of any messages. This property essentially removes the non-repudiation
offered by a user’s signature. Non-repudiation essentially offers a property in the case of two en-
tities exchanging information, whereby neither entity can subsequently deny their participation
in the exchange [13].
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One-Time Signature Schemes

In many circumstances, the time and processing penalty incurred by using traditional public key
digital signatures, such as RSA, may be too costly to the system or program being used [46].
Embedded systems and sensor networks are typical examples of this. One-time signatures is an
area of research which aims to find alternative methods of providing asymmetric cryptographic
properties. One-time signature schemes are generally based upon the use of one-way hash
functions, and thus aim to offer better performance when compared to traditional public key
signature schemes based on trapdoor functions. Whilst from a performance point of view, one-
time signature schemes offer an advantage, these schemes generally also incur limitations and
additional complexities; a one-time signature scheme is generally limited to signing one, or in
some cases, a small number of messages per key-pair. This limitation may invoke regular key
refreshes. One-time signatures also present complexities with key establishment/distribution,
and generally incur large key and signature sizes [46].

One-time signatures were originally proposed by Lamport [42]; recently however, several new
schemes have been proposed. The scheme proposed in [51], known as the BiBa signature
scheme, features small verification overhead and small signature sizes with the downside of
large public key sizes and high signature generation overhead. In [53], Reyzin et al. improve
on the BiBa scheme by introducing a simple scheme that offers faster signature creation and
verification times; this scheme is known as Hash to Obtain Random Subset (HORS). The key
generation, signature creation, and signature verification procedures of HORS are explained
below:

Key Pair Generation

In order to sign messages of a broadcast nature, a node must first generate its own public and
private key pair. The procedure to generate this key pair is described below.

1. Given: Parameters t, k, /.

2. Create t random [-bit strings s1,5o,.....,5;-

3. let v; = f(s;) where f is a one-way function on an /-bit input string.
4. Public Key PK = {k,v1,vo,...,v; }

5. Private Key SK = {k,$1,82,....8¢ }
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Public key = {k,vl,vz,...,v A
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Figure 2.14: Generation of a broadcast HORS public/private key pair.

Signature Creation

The procedure for signing a message M is as follows:

1. For a message M, create h = Hash(M). A cryptographic hash function such as SHA-1 [47]
can be used.

2. The hash of the message h is then split into k pieces of length log, t bits. Each piece is
then interpreted as an integer i; written in binary for 1 < j < k.

3. Combine the integers to form a subset of T of size at most k.

4. Each integer i; is then used as an index for a private value {s;, so,..., s;} from the private
key.

5. Signature of M = {s;1, Si2,.-, Sk }-

Signature Verification

To verify a signature, a recipient will require the corresponding HORS public key of the sender.
The procedure for verifying a signature is as follows:

Given a message M, signature of M = {s/, si,..., s} }, and public key of sender = {k,v;,vs,...,v;
g 1> S2 k y

1. Calculate h = Hash(M). Split h into k pieces of length log, ¢.
2. Interpret each piece as an integer i; written in binary for 1 < j < k.

3. Verify that for each integer ij, f(s’;) = v,;, where f is a one-way function.



- 36 - Chapter 2 — Background and Related Work

HORS Security Parameters

Whilst HORS provides efficient signature operations, it offers lower security when compared
to traditional asymmetric signature algorithms such as RSA. HORS offers a trade-off between
the level of security that is provided, and the number of signatures a single key pair is limited
in producing. The size of a HORS key, coupled with the the number of private values disclosed
in each signature, also affect the strength of security offered by HORS.

e The parameter t specifies the number of hash values that exist in a public and private key,
t therefore impacts most on the size of a HORS public and private key pair.

e Parameter k specifies the number of values from a private key that must be included in a
signature. Parameter k impacts most on the size and processing requirements of a HORS
signature.

e The parameter r specifies the maximum number of signatures a private key may provide;
the higher the value of r (with all else being constant), the weaker the security offered.

In [53], Reyzin et al. define the security strength (in bits) offered by the HORS algorithm as:

k(logy t — logy k — log, 1)

Reyzin et al. [53] suggest the following values for the parameters t, k, and I:

1. {t,k,1} = {256,20,80}

Public key size =t - hash(l) = 256 - 160 = 40960 bits = 5120 bytes

Private key size =t -1 = 256 - 80 = 20480 bits = 2560 bytes

Signature size =k -1 = 20 - 80 = 1600 bits = 200 bytes

2. {t,k, 1} = {1024, 16,80}

Public key size =t - hash(l) = 1024 - 160 = 163840 bits = 20480 bytes

Private key size =t -1 = 1024 - 80 = 81920 bits = 10240 bytes

Signature size =k -1 = 16 - 80 = 1280 bits = 160 bytes
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Parameter sel 1 offers smaller key sizes and larger signatures when compared with parameter
scl 2. Although parameter set 2 requires very large key sizes, it does offer a higher level of
security for a given value of r. Figure 2,15 shows the sccurity offered by the HORS signature
scheme using the two parameter sets listed above, whilsl varying the value of 1. The graph
in figure 2.15 has been plotted using the HORS sceunity equation, from the previous page. for
different values of r.

Bl 4 of se sty odfered
# 0 HORS 1= 1024, k315,

== HORS 11~ 256 k=21]

Welue 0t parem ates

Figure 2,15, Security offered by HORS based on purameter r

For a given value of r, parameter set 2 offers higher levels of security, this is due to the larper
number of values #, in a public/private key, and the smalier number of values &, disclosed ina
signature, It must be noted. that when comparing the use of the ditferent parameter seis, o value
for + must be chosen for each set, soch that the security offered by both sets of parameters s
roughly the same. For the remainder of this dissertation, we denote parameter se1 1 as HORS
236 and purameter sel 2 as HORS 1024,

2.8 CONCLUSION

In this chapter, we have urodoced the ficld of wireless networking, and discussed a decen-
tralised wircless networking model known s ad hot networking. Wireless ad hoe routing pro-
tocols have been mtroduced, snd the importance of the correcl functioming of such protocols,
in permitting multi-hop conunonications, has been nnsed. The emphasis of the chapter has
been on the security surrounding routing protocols for ad hoc networks, Secunty threats facing
ad hoc roofing protocols were Identified and discussed, and the need [or end-to-end secuniy
assaciations, between entities cotmmunicating over multi-hop channels, was emphasised. The
Optimized Link State Routing protocol was examined indetal, as il forms the major [ocas of the
work done in this dissenation, Two signature schemes, dilfenng substantially o nature, were
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SECURITY DESIGN FOR THE OLSR
PROTOCOL

3.1 DESIGN ASSUMPTIONS AND LIMITATIONS

The design and implementation done in this work is engineered around a wireless testbed (see
section 5) that is used in this work for experimental purposes. The testbed serves as a platform
to allow specific security mechanisms to be tested with OLSR.

Whilst the testbed environment allows empirical results to be gathered, it must be stated that
the results obtained are only representative of a testbed comprised of homogeneous wireless
nodes. Over the course of this study, it was not possible to perform experiments with heteroge-
nous wireless devices such as cellular telephones, PDAs (Personal Digital Assitants), mobile
notebooks, etc. The inability to perform experiments in such a heterogeneous environment will
serve as a limitation on the generality of the secure OLSR protocol tested in this study. Bar-
ring this limitation, the testbed still provides a controlled environment in which to study the
feasibility of adding security mechanisms to the base OLSR routing protocol.

Regarding the design and use of security mechanisms with the OLSR protocol, several assump-
tions were made and these are discussed below:

3.1.1 Key Information
Security key management in ad hoc networks is a non-trivial task and is still very much an active
area of research. Neither the use of a key management scheme, or the presence of a central key

server is considered in this work. It is assumed that the necessary security keys are pre-shared
on the routing nodes. The following pre-shared keys are required on each node:

e Master RSA Public key.
¢ Identity-Based Private Key based on Shamir’s construction [56].

o AES Symmetric Encryption/Decryption Key.

39
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3.1.2 Homogeneous Security Parameters

The wireless test-bed used in this work consists of homogeneous wireless nodes that form a
multi-hop environment. To test the performance impacts of the security when using different
parameters and algorithms, the wireless nodes are executed using the same parameters and the
same security algorithms for any one execution run. In a more realistic environment, different
parameters and algorithms may have been used, however it was not necessary for the testing
done in this work.
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3.2 THE OLSR SECURITY DESIGN OVERVIEW

Here a design is constructed, and centered around providing the following security features to
the OLSR protocol:

e End-to-End Message Authentication: Routing control messages may travel over several
hops, it is therefore essential that any received messages can be authenticated by the
recipient node.

e End-to-End Message Integrity: Integrity checks provide a mechanism for a recipient node
to ensure that the received data is in its original state and has not been manipulated or
altered.

e Message Replay Protection: Prevent OLSR messages from being replayed, therefore pre-
venting the recipients of these messages from processing old routing information.

e Protection of Message Mutable Fields: A mechanism to provide protection of the mutable
fields, of an OLSR message, from being altered in a negative manner.

e Routing Data Confidentiality: The confidentiality of routing control data is not as impor-
tant as its integrity and authenticity. However, it does prevent an outside adversary from
passively monitoring routing traffic and obtaining potentially sensitive information about
a network topology.

3.2.1 Security-Aware OLSR Message

Several mechanisms are required in order to achieve the security features listed above. The
OLSR message is the most fundamental building block of the OLSR protocol. Figure 3.1 shows
the general format of a security-aware OLSR routing message used throughout this work.

Message Security Headers: iiggfi‘t‘;ﬁ Reserved Security Data Size
Message: Message Type VTime Message Size
Originator Address
TIL Hop Count Message Sequence Number

Message Body
Message Security Fields: TimeStamp
Top-Hash

Signature Data
Hop -Hash

Figure 3.1: Security-aware OLSR message.
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The security fields represent the following:

e Signature Algorithm: Specifies which signature algorithm has been used to create a sig-
nature of this message.

e Reserved: For later use, also for 32-bit word alignment.

e Security Data Size: Specifies the size of the appended security data (timestamp, top-hash,
signature, Hop-hash) in bytes.

e Timestamp: A timestamp is used to provide protection against replay attacks of old rout-
ing messages.

e Top-Hash and Hop-Hash: These two hash fields are used to provide a form of protection
for the mutable fields of an OLSR routing message, which change on a hop-by-hop basis.
The use of such hash fields to protect mutable data is proposed in [68]. The protection of
mutable fields is discussed in greater detail in section 3.5.

e Digital Signature: The digital signature to provide message authentication and integrity.

This design requires that all OLSR messages, reserved or extended types, be secured using the
format shown in figure 3.1, unless otherwise explicitly specified.

3.3 DATA AUTHENTICATION AND INTEGRITY

When securing an OLSR message using the security-aware format of figure 3.1, the signature
is created over the following fields:

e OLSR security headers

Standard OLSR message headers

OLSR message body

Timestamp

Top-Hash field

The Hop-hash field is not included in the signature as it changes from hop-to-hop. More in-
formation regarding the use of the top-hash and hop-hash fields to protect mutable fields is
disclosed in section 3.5.

Asymmetric signatures have already been discussed in section 2.7.1; prior to discussing their
use in this work, the shortfalls of using symmetric key signatures, in the context of OLSR, is
explained. If a symmetric encryption/decryption key is used to create a digital signature, all
communicating parties must share the same symmetric key.
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One can see that the use of a symmetric key signature would not provide end-to-end authentica-
tion and integrity of an OLSR message traversing several hops. Figure 3.2 shows this scenario.

Verify signature and
process incorrect

Sign with shared > routing information
> .
: symmetric key

v & / 8
comp':g:::i:’el:INode /

S
L Modify packet
and re-sign with

shared
symmetric key

Figure 3.2: End-to-End problem with symmetric keys.

The figure shows a situation where a node generates an OLSR control message, signs the mes-
sage with a symmetric key, and broadcasts it. At the next hop the node receives the message,
verifies the message, and if successful, processes it. If intended, the node should relay the mes-
sage to the next hop. However, what if the node has a malicious intent? Because symmetric
keys are used, the intermediate node has the freedom to change the contents of the original
message, sign the modified message with the shared symmetric key, and then relay the altered
message to the next hop. The recipient at the next hop then follows the same procedure: verify
the message with the shared symmetric key, and if verified, process the message. The signature
however would verify correctly, even though the original contents had been modified. After all,
there is no evidence to suggest any modifications took place.

The example above emphasises the point that end-to-end authentication and integrity, in the
OLSR context, cannot be provided by symmetric key signatures. Hence, the use of asymmetric
digital signatures is required. Looking at the same scenario mentioned above, with asymmetric
keys: a node generates a control message and signs it with its private key. An intermediate
node can verify the message with the sender’s public key. However, the intermediate node
cannot modify the message and reproduce a signature without knowing the sender’s private key.
Hence, any modification will be noticed by a node at the next hop and the information will be
discarded.

This section has provided a general overview of the use of asymmetric signatures in the OLSR
protocol. Section 3.7 provides a detailed overview of the specific signature schemes used in this
design, and how they are incorporated into the OLSR protocol.
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3.4 REPLAY ATTACK PROTECTION

Whilst a digital signature may provide authentication and integrity of a routing message, which
is very important, a single digital signature cannot alone provide all the protection needed
against attacks [63]. The replay attack, is one attack which cannot be prevented simply with
the use of a digital signature. To prevent a replay attack occurring, a timestamp mechanism for
each routing message is required. A message timestamp is basically a piece of data which is an
accurate reflection of the senders time when the message was created. This allows a receiver to
judge if a message is old or being replayed. The method of employing a timestamp mechanism
in a protocol differs greatly depending on whether the clocks of the communicating entities are
synchronized or not. The two different approaches are explained in this section.

3.4.1 Synchronized Clocks

If it is assumed that the clocks of the communicating entities are synchronized, then the task
of employing a timestamp mechanism is fairly trivial. As an example, consider a case of the
OLSR routing protocol where each message has a timestamp associated with it. If all nodes had
synchronized clocks, a node receiving a message could compare the timestamp of the message
with its current time. Provided the difference of the two times is not greater than some pre-
defined threshold or slack, the message is accepted. A replay attack would thus be difficult, as
a replayed message would be identified as old or stale information by a recipient node.

3.4.2 Unsynchronised Clocks

In a situation where the clocks of the communicating entities are not synchronized, a timestamp
mechanism becomes less trivial. Consider the same case as above with unsynchronised clocks:
when a node receives a control message, it can calculate the difference between the timestamp
of the message time and its current time. However, because the clocks are not synchronized, this
calculated difference is meaningless. A recipient node has no relative time value to compare
against the time of the message. Before a recipient node can verify a timestamp, it needs to
have some form of knowledge regarding the sender’s time.

3.4.3 OLSR Timestamp Mechanism

This design assumes no clock synchronisation between OLSR nodes. Although unsynchronised
clocks provide additional difficulties when dealing with timestamps between communicating
entities, assuming that clocks are synchronised in an ad hoc network environment is not always
a realistic assumption. Before a recipient of a message can verify the timestamp of the message,
it requires some knowledge of the sender’s current time. Here, a recipient node is required to
know an upper-bound of the sender’s current time as specified in [52]. Figure 3.3 shows a
loose time synchronisation protocol presented in [52]. The loose time synchronization protocol
consists of the following steps:

1. Node A receives a message from node B. A has no time information for node B, therefore
initiates the loose time synchronisation protocol with B. A sends a request at time Tp.
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2. B receives the request at its time Ts. B includes its current time in a response message
and sends the response back to A. Ideally, node A would like to know its current time at
time Ts. This would allow node A to calculate the real synchronization error 6 between
A and B. However, node A cannot determine the exact transmission delay of the request
message and hence cannot determine its current time at Tg.

3. Upon receiving the response from node B, node A stores the time 75 from the response,
as well as Tg. At node A’s current time T, the round-trip time (RTT) A can be calculated
as the time difference between Ty and T,. Node A assumes A as the maximum time
synchronization error between itself and B.

A - Receiver B - Sender
No Time Message
information for B «
Tr

Figure 3.3: Loose Time Synchronisation Protocol.

Upon receiving a future message, a recipient node can calculate an upper-bound time 7 of a
sender as specified in [52] as:

TSSTT_TR+TS

where T, is the receivers local time at the time of reception, Tk and T are the values stored
from the loose synchronisation exchange. Once the upper-bound has been calculated, the upper-
bound and A values are used to determine if the message timestamp T7,¢ssqge falls within an
allowed window period:

Tmessage Z Ts - (A + slack)

If the conditions above do not hold for a given message, the message is considered old and is
discarded. Routes between nodes however, may change on a regular basis in an ad hoc net-
work, thus the RTT (A) calculated between two nodes may become irrelevant. Also, the RTT
calculated in a loose time synchronisation exchange may not always be accurate in a once off
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exchange, and hence, perform badly: for instance, an RTT that is too low may result in too
many failed verifications, resulting in too many dropped messages. To overcome this, two
mechanisms are used: 1) if the hop-count metric of a route between a pair of nodes changed, a
resynchronisation takes place; and 2) threshold values n and m are used to trigger a resynchro-
nisation - in this context we mean loose time resynchronisation. If n messages out of the last
m received messages from the same originator have produced invalid timestamp verifications,
then a resynchronisation exchange with the message originator is initiated. If a resynchronisa-
tion takes place due to this threshold being met, provided the RTT from the resynchronisation
is larger than the current RTT, an average of the RTT from the resynchronisation and the old
RTT is calculated and stored as the new RTT.

The timestamp mechanism is in place to prevent replay attacks of incoming messages. However,
what prevents an adversary from performing a replay attack during the loose time synchroni-
sation exchange between a host A and host B? Two forms of a replay attack may occur in a
timestamp exchange initiated by host A with host B:

1. An adversary may have captured and stored an old response sent by host B in a previous
timestamp exchange. If the adversary lies between A and B, and A initiates a loose time
synchronisation with B, the adversary can replay the old timestamp response back to A
instead of B’s correct response. The adversary can then exploit host A’s incorrect time
synchronisation, by replaying old routing messages that have originated from B.

2. Host A and B perform the loose time synchronisation correctly. An adversary however
can replay the timestamp request to B, thus initiating an unnecessary response from B. If
the adversary continues to do this, it can waste a considerable amount of B’s resources,
especially considering the signature B will have to verify on each request.

To prevent such attacks from occurring, a commonly used nonce approach can be taken, as used
in [52]. The loose time synchronisation exchange incorporating the use of nonces is shown in
figure 3.4.

A - Receiver B - Sender

3 3

HELLO Message

Not synchronised

Initiate loose time { B, Nonce,}

synchronisation:
Send request

Compare nonce to
previously stored
nonce (if available)
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response with current
time.
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and record time
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Figure 3.4: Timestamp Challenge-Response.
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The time synchronisation request now contains: a nonce value based on the sender’s (A) time;
and the IP address of B. When B receives the request, B performs the following:

1. Verify the signature of the request. If unsuccessful, discard the request.

2. Check for a record of a nonce, stored from a previous request of A (if any). If present,
compare the nonce of the previous request with the nonce presented in the current request;
if the current nonce is newer, accept the request.

3. Generate a timestamp of current time, send the timestamp, A’s nonce value from the
request, and the IP address of A in a response message.

4. Sign the response message.

When A receives the response, it first verifies the signature of B. If verified successfully, it
validates that the nonce in the response message matches the original nonce it sent in the request
message. The nonce allows A to determine the freshness of the response. It ensures that no
malicious node has replayed an old synchronisation response message to A; this would not
be possible, as the malicious node would be unable to forge the signature of an old response
message while incorporating A’s current nonce, without the knowledge of B’s private key. Note
that the IP addresses of the parties involved are used in the request and response messages, this
is due to the fact that an OLSR message is used as a carrier, and since OLSR messages are
broadcast to all nodes, a means is needed to identify the parties involved in the exchange.

One can see from the timestamp verification process that the round-trip time (A) is a very
important component. Whilst the RTT calculation presents no problem between two directly
connected nodes, its use may be exploited in a synchronisation exchange between two nodes
several hops apart. Consider the scenario depicted in figure 3.5.

The scenario in figure 3.5 presents a non-trivial problem. If an intermediate node, such as
node B, is able to deliberately delay the time a response message takes to arrive at a requester,
the RTT calculated by the requester will be incorrect. By increasing the RTT that node A
calculates, B has a greater window period for replaying messages that have originated from
node C. If one looks at this problem in the context of the OLSR protocol, an adversary would
have to deliberately hold a synchronisation response for quite a length of time; after all, the
objective of an adversary is to replay routing information that reflects a state different to the
current (correct) state, such that the receiver processes the incorrect information and corrupts
its routing table entries.

As a possible solution, nodes could reject timestamp responses that have taken an unrealistic
period of time to arrive. A node for instance, could use a threshold - based on the number
of hops between it and the other party involved in the exchange - to decide whether to accept
or reject a response. Determining an appropriate threshold however would be non-trivial as
many factors would have to be accounted for. The mentioned solution is only a concept, and
is by no means deemed to be a successful solution. Whilst this problem has been identified,
and a possible solution briefly discussed, the use of such a solution has been neglected as it
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was deemed unnecessary for the purposes of the experiments being undertaken in this work.
Assuming a situation with synchronised nodes would negate the problems discussed above and
make the timestamp verification process easier. From this discussion, it is easy to identify the
additional complexities involved when using unsynchronised nodes as compared to assuming
time synchronisation in an ad hoc network.

Malicious Node B Node C
(MPR node of C) (MPR Node)

39

Node C generates a TC
message and broadcasts

Node A
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Node B processes the TC the message.
-— message from C. Since B
is an MPR of C, node B
This is the first message A has relays the message.
received from C. A cannot verify the
timestamp. A must first perform the
loose time synchronisation exchange
with C.
Ti p Req o
Message
Node C receives the request and
f sends a response with its timestamp
Ti p Resp
A Node B intenti¢nally holds Message

the response message for
a period of time, delaying

its arrival time at A.
-—

A receives the response
and calculates a RTT that
is longer than what it
shouid be.

Figure 3.5: Potential problem with loose time synchronisation over multiple hops.

3.5 MUTABLE FIELD PROTECTION

The use of a digital signature to provide authentication and integrity of a message has been
discussed briefly. However, certain fields in an OLSR routing message change from hop to hop:
the Time-To-Live (TTL) field, and Hop Count field. A digital signature, computed at the time
of message creation, cannot protect such fields at each hop. The following are some approaches
which can be taken:

e No Protection: One approach is to simply provide no protection of the mutable fields,
i.e. A sender creates an initial signature over the message, at each hop the TTL and Hop
Count fields are adjusted accordingly. This approach however is open to threats. The
main threat is that a malicious or compromised node can lower the Hop Count and raise
the TTL fields, thus ensuring the message is transmitted over more hops than it is intended
to. Additional message transmission creates additional traffic and processing overhead.

e Per-Hop Signature: At every hop, each node could create a signature over the mutable
fields and append it to the message. This approach creates unnecessary overhead, both in
terms of the signature size overhead and the processing overhead at each hop in creating
the signatures.
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e Hash Chain Mechanism: A solution presented in [68] uses two hashes to protect mutable
fields from being lowered at each hop. The solution presented in [68] is used in this work,
and our application of it, to the OLSR protocol, is explained below.

The hash chain mechanism involves two hash fields appended to each message: the Top-Hash
and Hop-Hash fields, present in Figure 3.1. An OLSR node generating a message performs the
following steps prior to sending the message:

1. Generate a random value known as the seed of size 20 bytes.
2. Set the Hop-Hash field to the value of the seed.

3. Hash the seed value TTL times, using the result as the Top-Hash field.

An intermediate OLSR node performs the following procedure when receiving a message:

1. Hash the Hop-Hash field TTL times, compare the resulting value to that of the Top-Hash
field value.

2. If the two values are not equal, discard the message.

3. If the message is going to be forwarded, alter the Hop-Hash field by hashing it once.

An intermediate node is unable to modify the Top-Hash field as this field is used by the origina-
tor when computing the message’s signature. The Hop-Hash field cannot be modified to reflect
a lower hop-count due to the one-way property of a hash function. Hence, in the worst case,
a malicious intermediate node can simply not hash the Hop-Hash field and not alter the Hop
Count and TTL fields accordingly; this would simply result in the message being sent 1 extra
hop.

3.5.1 An Extension to the HORS One-Time Signature Scheme

Providing efficient source authentication in broadcast communications is still a big challenge [51].
The HORS broadcast one-time signature scheme aims to provide an efficient authentication
mechanism for broadcast communications. The HORS scheme was chosen as one of the signa-
ture schemes used in this work due to: 1) the heavy dependency OLSR has on data broadcasting;
and 2) for comparative reasons, to observe the different performance characteristics between the
HORS signature scheme and the IBS signature scheme based on RSA that was introduced in
section 2.7.1. The use of One-time signatures in routing protocols has been adopted in other
works [65, 70]. In [65], the HORS one-time signature scheme is incorporated into the AODV
on-demand ad hoc routing protocol to provide efficient signatures for its routing messages. For
the remainder of this section, the term public key will be used to refer to a HORS public key.
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An Extended HORS Key Chain

Section 2.7.1 provided a description of the standard HORS one-time signature scheme. A
HORS key pair is limited to signing r messages; the reason for this limitation, is due to the
disclosure of the private key values (s;) in each signature the private key is used for. If an ad-
versary is able to passively listen and capture enough of these private values, it could use them
to forge a signature for an illegitimate message.

In the context of the OLSR routing protocol, where messages are generated and broadcast on a
regular basis, the limitation of each key pair would impose regular key pair refreshes on each
node. Not only will a node have to generate key pairs regularly, but also distribute the public
keys. This is evidently not optimal from a traffic overhead point of view. Extending the lifespan
of a one-time key is not a novel idea, and has been presented in other works, including [65, 70].
The remainder of this section describes how the HORS signature scheme has been extended in
this work.

Extended Key Chain Construction

The main difference to the standard scheme is in the way a key pair is created. In the standard
approach, a public value v; is created as the output of a one-way function of a private value s; -
which is randomly generated. The security is offered by the one-way function in the sense that
only the creator knowns the value of s;, and that nobody can derive s; from the public value v;.
Instead of hashing a private value s; just once, however, the life of a key pair can be extended
by creating a hash chain of keys of length n as shown in figure 3.6.

n=4
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Figure 3.6: Generation of an extended HORS key pair.
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Apart from the initial private key that is randomly generated, a value s{ in a subsequent key 7, at
index i of the key, is calculated as the hash of the corresponding value at index ¢ in the previous
key 7 — 1 as follows:

si=H(sl™) 0<j<n-1

The extended key generation process will still produce only one public key, the difference in the
extended scheme is in the number of private keys produced that correspond to the public key.
The very top key (key n-1), which is the last key to be generated, still serves as the public key.
The remaining keys (0, ...,n — 2) serve as the private keys and are used in reverse order to that
in which they are generated.

Signature Creation

Like the standard HORS scheme, each private key from a key hash chain can be used to sign
r messages. Messages are signed in the same manner by disclosing k& values from the current
private key as the signature. Once a private key j has been used to sign r messages, key j — 1
is then used for the subsequent r signatures. If j = 0, then a new key hash chain must be
generated and the new public key distributed.

Signature Verification

In order to verify a message, a recipient needs to know: 1) the total number of keys in the
senders key hash chain (including the public key); and 2) the position of the sender’s private
key in the sender’s key chain. When verifying a signature of a message M that has been signed
using a private key ¢ from a key hash chain, the following high-level pseudo-algorithm (shown
on the following page) is used by the recipient:
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Input: Signature s[k|; Message M; Sender’s public key pubkey|[t]; HORS parameters
k.t
QOutput: true or false

H(M) — hash (M);

n «— Number of keys in sender’s key hash-chain;

i «— Position in the hash chain of the private key used to sign M;

pubkeyindez|k] «— Split H{M) into k bit-strings of length log, ¢, interpret as integers;

hashiterations «— (n — 1) — 4,

for sigindexr — Oto k — 1 do
for hashcount «— 0 to hashiterations do
slsigindex] = hash (s[sigindez]) ;
end
if s|sigindex] # pubkey|pubkeyindex|sigindex|| then
return false ;
end
end
return true ;

Algorithm 1: Extended HORS key Verification

The verification process is almost identical to that of the standard HORS scheme. The dif-
ference is in the number of times a signature value s; must be hashed to correctly match the
corresponding value in the sender’s public key. The number of hashes required is directly re-
lated to the position of the signing key in the sender’s key hash chain. As more private keys
from a chain are used, the time and processing requirements of the verification process will take
longer. This is due to the increasing number of hash function calls required. Although this is a
downside to this approach, the primary aim of the extended HORS key chain, in this work, is to
decrease the traffic overhead that is otherwise imposed by key distribution requirements of the
standard HORS scheme.

Problems with the Extended HORS Approach

There is an inherent security flaw with the extended HORS scheme mentioned above. The secu-
rity flaw can be exploited when there exists an intermediate node between two communicating
nodes, which is very likely in an ad hoc network. Consider the situation depicted in figure 3.7
with three nodes. A simplified example is given below to demonstrate a possible attack that
exploits this security hole.
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Node C

Figure 3.7: Three node topology with intermediate node B
Please note that the parameters used in this example are not realistic or practical, but rather

simplified values just for the purpose of the example. The parameters used in this example are
listed in table 3.1 below.

Table 3.1: Example Parameters

Parameter Value

No. of values in each key(t) 8
No. of signatures per key(r) 2
No. of signature values (k) 2
No. of keys in hash chain (n) 3

1. Node A generates an extended key hash chain of n keys(ko,....k,-1). A distributes
kn_1 = ko as the public key for the key hash chain.

2. Node B receives and stores k,. Node B then correctly forwards the public key onto node
C.

3. Node C receives and stores the public key of A.

4. A generates routing messages and signs them with the first private key k; from the key
hash chain.

S. B receives the messages. However instead of forwarding the messages to C, B stores the
values of the private key disclosed in the signature and drops the message. B does this for
all messages signed with A’s first private key.

At this point B would have received 2 messages signed with A’s first private key k;. Each
signature discloses 2 random values from the private key. B would therefore know at most
4 unique values from A’s first private key. Node B’s current knowledge of A’s hash chain
at this point is depicted in figure 3.8. Even if node B is unable to forge a signature at this
point with at most 4 unique values of A’s first private key, node B is still able to obtain
more values of A’s first private key from subsequent private keys of A’s key hash chain.
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Messages sent from Node A

Message 1 Message 2

Private values

disclosed in signhature
Hash(M) 4 7 Hash(M) 2 7

Hash(M}) split into k values, interpreted as integers.
Each integer is used as an index for a value in the
public key.

Node B’s knowledge of A’s key hash chain. The top key is A’s public key

His)  H(G)  H(s)  H(s)  H(s)  H(s)  H(s)  HXs)

et

HI(s) H'(s,) H'(s,)

Figure 3.8: B’s knowledge of A’s key hash chain after A’s first private key has expired

6. Node A’s first private key k; has now expired after signing r = 2 messages. Node A
now uses the second private key kq from its hash chain to sign the routing messages it
generates.

7. B receives the messages. However instead of forwarding the messages to C, B stores the
values of A’s kg private key disclosed in the signature and drops the message. B does this
for all messages signed with A’s second private key.

At this point B would have received 2 messages signed with A’s second private key k.
Each signature discloses 2 random values from the private key. B would therefore know
at most 4 values from A’s second private key. Node B’s current knowledge of A’s hash
chain is depicted in figure 3.9.
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Messages sent from Node A, signed with 2™ private key

- 38 - Chapter 2 — Background and Related Work

discussed, and the pros and cons of each scheme raised. The two signature scheme primitives
form part of the design process, explained in the following chapter.
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Node B’s knowledge of A’s key hash chain. The top key is A’s public key

H(s) H(s)) H(s) H(s.) H(s,) H(s,) H(s) H(s))
I A A
H'(s) H'(s) H'(s) H'(s,) H'(s) H'(s)
oot

Hs ) H%s,) Hs) H(s)

t t t

Node B can hash a known value from A’s 2™ private key to
derive a value at the same position of A's 1% private key.

Figure 3.10: Node B deriving missing private key values

Node B now has 6 values of node A’s first private key. The more values of this key node
B obtains, the higher the probability that node B can successfully forge a signature of
node A. As more private keys are used by A for a given key hash chain, the chances of B
deriving more values - of an expired private key of A - increase.

8. Node B may now be able to generate an illegitimate routing message, forge A’s signa-
ture for it, and send it to node C. Node C receives the message, verifies the signature
against the public key of A which it had previously received. On successful verification,
C processes the incorrect routing information of the message.

As already stated, this example made use of unrealistic parameters. In a practical situation,
realistic parameters would provide better security. However, the principle behind the security
threat still applies and the problem must be addressed. The solution used in this work enforces
a validity time on each private key in a key hash chain. The use of such a solution, in the context
of the OLSR routing protocol, is explained further on in section 3.7.2.

Extended HORS Key Resource Requirements

Whilst the extended key scheme provides a means to sign more messages per public key, the
scheme does however impose greater overhead in terms of signature size. Owing to the fact that
values in a private key are constructed as hash output of a previous private key in a key chain,
each value in a private key (I parameter) is 160-bits in size as opposed to 80-bits in the standard
HORS scheme. In essence, signatures created using the extended HORS scheme are double the
size of those created using the standard HORS scheme. The public key size however remains
the same in the extended HORS scheme.

The extended HORS scheme however has a significant benefit in the fact that a public key and
its corresponding private keys remain valid for longer periods of time. This means that public
key distribution takes place less often, resulting in less traffic overhead considering the large size
of public keys. Figure 3.11 shows the overhead (in bytes) per signature provided, depending on
the number of private keys in an extended HORS key chain.
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Figure 3.11: Overhead (bytes) per signature provided

The graph represented in figure 3.11 has been plotted using the following calculation:

{paeblec_koey_size b {signature_size-signatures_per_keay_chade) )/ stgnatures_per_key_chaim

— (& hash(t) + (& 1) - {r o)) {r-n)

Where {f. k.1 7] wre paramelers 1o the HORS scheme, and n is the number of private keys in
an extended HORS key chain IT'n = 1, the scheme is essentially the standard HORS scheme
with a single public and private kcy, and with each value | being B(:-hits in size. Obee oo |,
the scheme represents the extended HORS scheme. Fven thowgh signature sizos are greater
in the cxtended HORS scheme, one can see from figure 3.11 that the bencfit of less [requent
key relreshes becomes far groater as noincrcases, Whalst the traffic overhead deereases as i
thereases. it must be notcd that the storage size of an extended HORS key chain increases with
11, This fact must also be considered when determining the cormeet yalue for n, especially if
storage s12¢ 18 limited. as 15 the case with many embedded systems. The value of » above, lor
both parameter sets, was chosen such that both parameter sets offered roughly the same strength
of security {in bits): for BORS 1024, v 6; and for HORS 256, ¢ — 2.

Althowgh dificrences exist between the standard HORS scheme and the extended HORS scheme
introduced in this section, for simplicity sake, the terms HORS and extended HORS are used
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interchangeably to refer to the extended key chain version of HORS. This is the case for the re-
mainder of this dissertation. If the original, standard HORS scheme is referred to, it is explicitly
stated so.

3.6 CONFIDENTIALITY OF OLSR PACKETS

Optional encryption is provided for every OLSR packet on a hop-by-hop basis. Encryption
prevents outsiders from passively eavesdropping on the contents of the routing messages. The
OLSR packet will require additional headers to allow the receiver to determine whether or not
encryption was used on the packet’s contents. The revised OLSR packet with security headers
is shown in figure 3.12.

Packet Encryption Headers: Encryption Algorithm Reserved

Packet Headers: Packet Length Packet Sequence Number

Packet Payload

Figure 3.12: OLSR Packet with encryption header

Both the security headers and original OLSR packet headers are left unencrypted to allow the
receiver to interpret them; only the messages in the packet payload are encrypted. The Encryp-
tion Algorithm field specifies which encryption algorithm was used to encrypt the content of the
packet payload. Currently only two values have been set aside for this field: 0 - no encryption;
and 1 - AES encryption. The reserved field is present for any additional security parameters
that may be needed, and also to keep the headers 32-bit word aligned.

3.7 TwO METHODS TO SECURING OLSR

Prior to this, various security mechanisms that will be used to secure OLSR have been ex-
plained. Two separate asymmetric signature schemes have been discussed, including an ex-
tension to the HORS scheme. This section describes how two different signature schemes are
incorporated into this OLSR security design, resulting in two different methods. One method
utilises the IBS signature scheme explained in 2.7.1; whereas the other method is a hybrid ap-
proach that utilises both the IBS signature scheme and the extended HORS signature scheme.
The use of two different methods allows one to compare the differences at a performance and
overhead level between the two approaches.

3.7.1 The OLSR IBS Signature Scheme Method

For this method, the IBS scheme constructed by Shamir, explained in section 2.7.1, is used
to provide signature generation and verification operations; for simplicity sake, this signature
scheme is referred to as the IBS signature scheme for the remainder of this thesis. The main
advantage of using the IBS scheme is that there is no need to distribute public keys. This feature
is useful in a dynamic environment, such as an ad-hoc network. Consider the case of using a
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traditional digital signature scheme, such as RSA, to sign OLSR control messages. When a
node digitally signs a message with its private key and broadcasts the message, all recipients
will have to be in possession of the sender’s public key to verify the message. Three possible
approaches to achieving this are described below:

1. Pre-shared Public Keys: This approach requires the public keys of every node to be pre-
shared on all nodes. In a network of N nodes, each node would thus have to store N public
keys (including its own). This approach is also not very scalable; a new node cannot join
the network without having its public key pre-shared on every other node.

2. Broadcast Public Keys: A node could broadcast its public certificate, periodically, or by
request from another node. A node’s certificate would have to be signed by a trusted
authority and bootstrapped on the node prior to entering the network. This approach is
more scalable than the previous approach, however produces more traffic overhead in the
network.

3. Trusted Central Key Authority: This approach is the most likely approach in a traditional
centralised network. However, in an ad hoc environment, the presence of a central key
server cannot be assumed.

Consider the same scenario, instead using the IBS scheme to sign OLSR control messages.
When a node digitally signs a message with its private key and broadcasts the message, recip-
ients can calculate the sender’s public key using publicly known information about the sender,
such as its IP address for instance. Using such a scheme prevents the need to distribute public
keys amongst communicating entities, which is often a non-trivial task in ad hoc networks. The
IBS scheme provides better scalability, particularly in the case where keys are pre-shared. Us-
ing the IBS scheme, a node only requires its private key along with the master public key to be
pre-shared. This is compared to N public keys, in a traditional public key system with N nodes.

Signing OLSR Messages

Under the OLSR IBS signature scheme method, the signature creation process of a routing
control message is straightforward. To sign an OLSR message, an IBS signature is created as
the signature field shown in figure 3.2.1. The data fields represented by a signature are those
already mentioned in section 3.3.

Initiating Loose Time Synchronisation under the IBS Signature Approach

In section 3.4.3, it was stated that if a node receives an OLSR message from another node it
has no time synchronisation with, the recipient node must initiate a loose time synchronisation
exchange; however, when processing incoming OLSR messages, this is not always the case. A
recipient node must only initiate a time synchronisation exchange if the received OLSR mes-
sage is in fact a routing control message (HELLO, TC, HNA, MID), and not a security-related
message, such as a time synchronisation request. The reason behind this being that routing
control traffic may only move in one direction between a pair of nodes more than a single hop
apart. For instance: An MPR node will broadcast a TC message that will traverse the entire
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network. The MPR node may at a certain time receive a time synchronisation request from
a non-MPR node that is not a direct neighbour. The MPR node will respond to the request,
however, due to the fact that the MPR node may not receive any routing control messages from
the non-MPR node, there is no need for the MPR node to be loosely synchronised with the
non-MPR node. This approach reduces the complexity and overhead involved with the time
synchronisation exchange process.

Processing OLSR Packets

From a security point of view, the most important operations are: securing the outgoing OLSR
packets; and processing incoming security-aware OLSR packets. Figure 3.13 shows a high-level
overview of the procedures and decisions involved when processing incoming OLSR packets
under the IBS signature scheme approach, whilst figure 3.14 represents outgoing OLSR packets.
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Figure 3.13:

Processing incoming security-aware OLSR packets
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Processing outgoing OLSR packets
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3.7.2 The OLSR Hybrid Signature Scheme Method

The hybrid signature scheme method requires the use of two different asymmetric signature
schemes. The primary signature scheme used for this hybrid approach is the extended HORS
one-time signature scheme, discussed in section 3.5.1. For the remainder of this section, the
terms public key and private key refer to an extended HORS public key and private key respec-
tively. References to public and private keys of other signature schemes are made explicitly.

Signing OLSR Messages

Unlike the OLSR IBS signature scheme method explained in section 3.7.1, the process of gener-
ating a signature for an OLSR message is dependent on certain factors. For a given OLSR mes-
sage, these factors determine how the message will be secured: 1) using the general security-
aware format shown in figure 3.2.1; or 2) whether the security of the message be handled uncon-
ventionally, as a special case. The remainder of section 3.7.2 explains the factors and conditions
involved with securing a given OLSR message under the hybrid signature scheme method.

Owing to the fact that the HORS signature scheme is used as a primary signature scheme, we
first show the HORS signature format when used to secure a security-aware OLSR message.
The format is shown in figure 3.15.

Security-aware
OLSR Message

itgg?::;; Reserved Security Data Size
Message - -
Type VTime Message Size
Originator Address
TTL Hop Count Messagzmizauence 0 1 2 3
01234567 890123456789012345678901
Message Body
TimeStamp {B-bytes) 4 Pri .
P Y i HORS Key Sequence Po;lviantech’(aeiyn Signatures_left
Top-Hash (20-bytes) P
Signature Data
i R HORS Signature
Hop-Hash (20-bytes) S~

Figure 3.15: HORS signature of a security-aware OLSR message

A node must assign its key hash chain an identifier; each time a node generates a new key hash
chain, the identifier is incremented and assigned to the new chain. The HORS Key Sequence field
allows a recipient node of a message to identify which key chain was used by the sender to sign
the message, and if the recipient is in possession of the correct public key of that key chain. The
Private Key Position in chain field allows a recipient node to determine the number of hashes
required to verify each value disclosed in the signature against its corresponding value in the
sender’s public key. The Signatures Left indicates how many signatures may still be produced
by the current private key of the message originator. This field is used in the calculation of a
validity time-frame for a HORS private key, discussed later in section 3.7.2.
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HORS Public Key Distribution

When a HORS key chain is generated, neighbouring nodes will require the public key in order
to verify any received messages that have been signed with a corresponding private key. A
mechanism is therefore required for the distribution of a HORS public key between nodes. Two
potential problems with this scenario exist:

1. To facilitate a public key exchange between two nodes - more than one hop apart - it is best
that the nodes in question possess routes to one another, and that the intermediate nodes
know how to forward the data between the two end nodes. However, in the context of
security and the OLSR protocol, routes cannot be discovered until the routing messages
have been processed, which in itself, relies on the signatures of the routing messages
being verified correctly. Hence, bringing us back to the key exchange process.

2. The mechanisms of the HORS signature scheme are very different to those of regular
asymmetric public key algorithms such as RSA. An RSA key for example, has a longer
lifespan than that of a HORS key, which is bound to a limited number of signatures. This
brings about the problem of secure key distribution of a HORS public key. For instance:
RSA public keys can be securely pre-shared/bootstrapped on nodes prior to a network
going live. This is valid due to the fact that the public keys and their corresponding private
keys will remain valid for a relatively long period of time. A HORS public key on the
other hand, remains valid for a very short period of time, making a pre-shared/bootstrap
option of a public key invalid and impractical. Hence, a mechanism to securely distribute
a public key, at any time during the live operation of an OLSR node, is required.

A solution to the first problem is to use OLSR messages and the OLSR MPR mechanism as
a carrier for the public key. This essentially means that 1) no routes are required prior to dis-
tributing a key, and 2) the OLSR key messages will be forwarded correctly due to the OLSR
default forwarding mechanism. The downside is that whenever a key is distributed, it is always
broadcast; this is not such a bad side-effect however, as in some cases more than one node may
require the new public key being distributed. The custom OLSR message format used to carry
a HORS public key is explained in further detail in section 3.7.2.

Now, if OLSR messages are used as a public key carrier mechanism, when, and under what
circumstances should a public key distribution occur? Lets consider the point of view from two
entities: a node A, generating a HORS key chain and distributing the public key; and a node B,
joining the network, however, after A has distributed its public key. From A’s point of view, it
must distribute its public keys immediately after generating a new key chain - this is obvious.
Node B however, has two options: the one option simply relies on waiting for the next key
refresh of A; whereas, the other approach utilises a key request/response mechanism.
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Approach 1: Wait for Key Refresh

Node B has joined the ad hoc network, however, after A’s public key distribution. Consider
the case of the standard HORS signature scheme where a public/private key pair consists of a
single public key and a single private key. Owing to the fact that a HORS key pair has such a
short lifespan, node B could simply wait until A’s next key refresh. This approach may be ac-
ceptable under the conditions of the standard HORS scheme and a small r parameter. However,
under the extended HORS key scheme mentioned in 3.5.1, it may be the case where the time
interval, between public key distributions of new key chains, is too long for this approach to be
acceptable.

Approach 2: Key Request/Response

A more suitable approach is to implement a HORS key request/response mechanism. For a
recipient node of an OLSR message, the following conditions must be met prior to sending a
public key request:

1. The message is signed with a HORS private key of the message originator.
2. The recipient is not in possession of the corresponding HORS public key of the sender.

3. A time threshold has passed since the last key request (if any) sent to the originator of the
message.

Upon receiving a key request, the recipient performs the following checks prior to distributing
its public key:

1. A time threshold has passed since the last HORS public key distribution (if any). This
time threshold is in place to prevent excessive key distributions taking place within a short
time period. For instance: if two key requests are received by a node, from two different
sources, within a short time-span, this threshold prevents two public key distributions
taking place - which would be unnecessary.

2. The signature of the key request verifies, and, if the source of the request has sent a key
request previously, the nonce of the current request is more recent.

A Signature for the HORS Public Key Distribution

Going back to the second problem listed at the beginning of section 3.7.2; to solve this, a second
signature scheme has to be used to sign a HORS public key prior to distributing it. Hence, the
reason it is a hybrid signature scheme method. The main requirement of the secondary signature
scheme is that its keys have a long lifespan relative to that of a HORS public key. This affords
the option of pre-sharing the necessary keys, of the secondary signature scheme, on the nodes
prior to going live. These keys will remain valid for a lengthly period of time, and hence,
can be used as a basis for secure distribution of a HORS public key. There exist several valid
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signature schemes that could be used for this purpose, however due to the fact that the IBS
signature scheme is already being used in this work, we have chosen the IBS signature scheme
as a secondary signature scheme.

I1BS Private key

|

Distribute
Publickey — |H''(s) H"(s) H'(s) & ¢ ¢ H'S) HS) H'S)| — | Sign _
ror N
C One-Way Function D
[ I
Private key | H¥(s)  H(s) H(s) * * ¢ H() HE) H*(S)
ot rr
( One-Way Function D)
P rr
Private key 2 H'(s)) H'(s) HY(s,) * * = H(S) H'S,) H'(S)

Figure 3.16: Signature for a solicited key distribution

A simple approach to using a secondary signature scheme would be to sign a new public key
prior to distributing it. Therefore a single key chain would require one IBS signature, and in
turn, provide r signatures for every private key in the key chain before the key chain becomes
invalid. It is already easy to see that a trade-off exists: the lower the parameter r, and the smaller
the size of a key chain, the larger the dependency on the secondary IBS signature scheme. A
large dependency on a secondary signature scheme is not ideal; the reason, being that HORS
was chosen as the primary signature scheme due to its efficient signature creation and verifica-
tion. Therefore, the aim is to minimise this dependency on a secondary signature scheme. A
better approach is to use a secondary signature scheme only to sign a public key in response to
an solicited public key request, shown in figure 3.16.

On the other hand, when an unsolicited public key distribution takes place, such as when a
node generates a new key chain, the new HORS public key is signed using the previous private
key, from the previous key chain. This approach is depicted in figure 3.17, and minimises the
dependency on the secondary signature scheme. Take note that when a public key is signed
using a HORS private key from the previous key chain, the signature is always the 7" signature
of the last private key, from the previous key chain.
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Figure 3.17: Signature for an unsolicited key distribution

Custom OLSR Messages for HORS Public Key Distribution

It has already been mentioned that an OLSR message will be used as a carrier mechanism, for a
HORS public key, for the purposes of key distribution. This section is concerned with the format
of the custom HORS public key distribution message. The format of the message is shown in
figure 3.18; like all OLSR custom messages, the distribution message will be carried as the
body of a generic OLSR message, however, with security headers. The process of securing the
public key carrier messages is handled in a special manner, this process is explained later in this

section.

OLSR message with
security headers

0 1 2 3
i{ggi;:;; Reserved Security Data Size 01234567 890123456789012345678901
Message VTime Message Size
Type P HORS K Total
ey Sequence Key Segment
Originator Address 7 y q Segments
/
T Hop Count Messaﬁsmzzﬁuence e
Message Body Partial HORS Public key

Figure 3.18: Format of custom OLSR public key distribution message
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Owing to the fact that a HORS public key is quite large in size, as discussed in 2.7.1, a public
key will have to be split-up and carried over several OLSR messages. The fields of the public
key message are explained below:

e HORS Key Sequence: The HORS key sequence represents an identifier for the key chain
that the HORS public key belongs to, this is required as key chains are refreshed on a
regular basis.

e Key Segment: A public key is transmitted over several messages due to the size of the
key. This identifies which segment of the overall public key this message is carrying.

e Total Segments: This fields represents the total number of messages required to transmit
the public key. This allows a receiving node to determine when all the necessary partial
key messages have been received.

Now the question must be asked: how does one secure each of these public key messages?
A HORS public key with parameters: | = 80; t = 1024; and k£ = 16, would be of size
20480 bytes, as pointed out in section 2.7.1. Consider an OLSR message size, constraint by the
Maximum Transmittable Unit (MTU) - in this case 1500 bytes. Take into account the size of
various headers: IP (20 bytes); UDP (8 bytes); OLSR packet with security headers (8 bytes);
and OLSR message with security headers (16 bytes). This leaves a maximum of 1448 bytes
that may be carried as the message body of an OLSR message. Therefore, to distribute a HORS
public key using these parameters, approximately 15 OLSR messages of maximum size would
be required, each transmitted within a different OLSR packet.

It would be infeasible to sign and append security data to each of the 15 OLSR messages used to
distribute a public key, as this would in most cases require more signatures, than the public key
being distributed, could provide. To get around this, the security of the distribution messages
is handled differently: the entire public key (20480 bytes in this case) is used in the process
of generating a single signature, the public key is then split-up and sent using different OLSR
messages, none of which are secured individually. The signature, as well as a timestamp, is
then sent as an additional custom message, called the distribution signature message, shown in
figure 3.19. Whilst each public key distribution message is not secured individually, a receiver
is still able to verify the authenticity, integrity, and timestamp of a distributed public key once all
the partial key messages have been received. This approach is more suitable as it only requires 1
signature for the public key distribution process. The signature is created over the entire public
key, a timestamp, and the various headers shown in figure 3.19.
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Figure 3.19: OLSR Signature message for HORS Public key distribution

Take note of the following two fields shown in figure 3.19:

e Private Key Position in Chain: A node distributing its public key, uses this field to disclose
the position of the current HORS private key in its key chain. With this knowledge in
hand, a recipient node knows only to accept a signature created by a private key no older
- in the key chain - than that specified in this field.

e Messages Signed: This field discloses the number of signatures already produced by
the originator’s current HORS private key. This value is required by a recipient in the
calculation of the remaining validity time of the originator’s current private key. The time
validity of a HORS private key is explained later in section 3.7.2.

This information is most important in the case of a solicited public key distribution. Owing to
the fact that a solicited public key distribution may occur at any time, it may be the case that the
node distributing its public key has already used a subset of the private keys from its key chain.
Hence, recipient nodes of the public key being distributed, require the information listed above
for verification of subsequent signatures created using the same key chain.

In a HORS public key distribution, it is highly possible that a recipient does not receive all the
public key packets successfully from the source node. If so, the recipient node will have to send
another HORS public key request to the source in an attempt to obtain any remaining public
key packets it has yet to receive. This subsequent request may lead the source node to distribute
its entire HORS public key once again. One could ask the question: why doesn’t the recipient
node send a specific request to the source node, requesting only the public key packets it has
yet to receive? Whilst this is a viable option, it has been decided against in this work for the
following two reasons:

1. In a wireless multi-hop environment, it is highly possible that a subset of HORS public
key packets - representing the same public key from a source node - are not received
successfully by one of more recipients, in a public key distribution. Instead of the source
node having to service several specific requests, for different subsets of these public key
packets, a single generic response of an entire HORS public key distribution can attempt
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to provide all recipients with their missing HORS public key packets. As mentioned
previously in this section, a recipient node of HORS public key requests uses a time
threshold window to minimise excessive HORS public key distributions.

2. If such specific public key requests were used, any single destination node of such re-
quests could end up being overwhelmed with such requests and their subsequent replies.
For instance: each of these requests would require a specific reply, which itself would
require unique security data (digital signature, timestamp, etc.). Instead, using a single
signature for the general distribution of an entire HORS public key - which every recipient
node can utilise - is the approach we have taken.

To reduce the traffic and processing overhead involved in the public key distribution process,
the TTL field of every message involved in the public key distribution process is set according
to the role of the node distributing the public key. Special nodes such as: MPR, HNA, or MID
nodes, must set the TTL value to a maximum pre-defined TTL value. On the other hand, regular
nodes must set the TTL value of these messages to 1, as the only routing control messages these
nodes produce are 1-hop HELLO messages.

Initiating Loose Time Synchronisation

As mentioned in section 3.7.1, there are certain conditions under which a recipient node must
initiate a loose time synchronisation exchange. The loose time synchronisation is not always
required in both directions between a pair of nodes. The exchange must only be initiated if a
message being received falls under one of the following types:

e OLSR routing control message (HELLO, TC, HNA, MID)

e HORS Public key distribution message

Request/Response Messages

Time synchronisation and key request messages, as well as time synchronisation response mes-
sages are treated as a special case under the hybrid signature scheme method. These message
types must always been secured using the general security-aware format of figures 3.1, how-
ever the signature must be created using a secondary signature scheme - in our case, the IBS
signature scheme. From a time synchronisation point of view, this is quite clear, as loose time
synchronisation always occurs prior to a HORS key exchange. Hence, the need to use a second
signature scheme for the time synchronisation exchange.

From a key request point of view, if a node B sends a public key request to a node A, however,
signing the request with a HORS signature, there is no guarantee that node A is in possession
of the correct public key of node B. A secondary signature scheme therefore makes the process
of time synchronisation and key exchange less complicated, and provides security in the initial
phase prior to a HORS public key exchange.
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Time Validity of an Extended HORS Private Key

In section 3.5.1, we pointed out a potential problem with the extended HORS signature scheme.
The problem allows expired private keys to be used to derive values in subsequent private keys
belonging in the same key chain. In [70], an attack of this nature is described as a Delay-and-
Forge attack. As a possible solution, a validity time window is enforced on each private key
in a key hash chain. The use of time intervals and windows for one-time key hash chains is
discussed in [70]. This section explains how we enforce a time validity window on a private
key from an extended HORS key chain.

The interval time of OLSR HELLO messages is used, as a basis, in the calculation of the
time threshold for each private key. To demonstrate this, we use the message interval values
shown in table 3.2 to demonstrate how the validity time for each private key is calculated.
This demonstration considers an MPR node which is required to broadcast both HELLO and
Topology Control messages at the intervals specified in the table below.

Table 3.2: Example Parameters

Parameter Value
Hello Message Interval 2
Topology Control(TC) Interval 5
HORS Parameter r 3

Generally, and more specifically in the default case, an OLSR node generates HELLO messages
at a more frequent interval relative to other message types. An upper-bound validity time for
each private key, in a HORS key hash chain, can therefore be calculated based on the interval
of HELLO messages HELLO;,,, and the parameter r of the HORS scheme - specifying the
maximum number of messages any one private key may sign. Consider the scenario depicted
in figure 3.20: Node A secures routing control messages using the HORS signature scheme.
Upon receiving a public key distribution from node A, recipient nodes (node B in this case)
must calculate a validity time threshold for node A’s current private key. This time threshold
can be determined using the following calculation:

T,?ey_mlid_time = (HELLO;ptervar + slack) - (r — messages_signed)

Where the value messages_signed is disclosed during a public key distribution, as shown in
figure 3.19. This calculates an allowed upper-bound time for which the remaining signatures,
of the sender’s (node A) current private key, can be accepted. The calculation however, may in
some cases, be too strict. Hence, some slack is introduced to allow some difference between
the expected arrival time-frame of another node’s signed messages and the actual time-frame of
those messages. Referring back to figure 3.20, node A initially performs an unsolicited public
key distribution; because the distribution is unsolicited, it means that A has just generated a
new key chain, and hence, has yet to use a HORS private key for signature purposes. Therefore,
if we use the values specified in table 3.2, messages_signed = 0, and slack = 0.25, we can
calculate the validity time of node A’s first private key to be 6.75 seconds.
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The validity time calculated is then added (o the recipient’s (node B) current time, resuliing
in i future cut-off point in time after which no more messages, signed with the private key in
question, will be accepted by node B. Now, if node A signs messages with its second private key.
node B will need o caleulate a new time-frame for the private key, One simple approach could
be 1o simply calculate a new Ume window and add i1 1o the cat-off time of the previous povate
key o obiain 4 new cut-off poant in ame 1n the [tore. However, one can sec from fgore 3,20,
thitl it may be the case thal there 1s a sigmficant amoune of slack between the calculated time-
frame and the actual time-frame of the mcoming messages. The impact of this slack needs to
be minimised prior to calculating a time-trame for tode A's next privite key. To achieve this, a
record of two things should kept whenever a message is received successtully: 1) the number of
signatures that can still be produced, by the current private key of the message originator, This
value 15 indicated as part of @ HORS signature. as shown in figure 3.15; and 2) the current ime.
These two values are used when calculating a valid time-frame, for a subseguent private key, as
an extension to a time-frame of a previous private key belonging in the same key hash-chain,

Returning to the example above, assume node B does not receive the 3™ message from node A,
The next message B will receive from node A will he signed using a subsequem private key of

node A. For node B to calculate a rime-frame for the subsequent private key, belonging to the
same key hash chain as the previous private key, B can use the following calculutions:



Chapter 3 — Security Design for the OLSR Protocol - 73 -

TCOM_OH = last_msg_timestamp + ((HELLOptervar + slack) - signatures_le ft)

Tkley_valid_time = Tcout_off + ((HELLOi"teTval + Slac}C) ’ T)

The first calculation attempts to mitigate any excess slack of a valid time-frame calculated for a
previous private key. The second calculation is the valid time-frame for the new/current private
key, as an extension to the previously calculated time-frame. Node B will realise that it did not
receive the 3" message from A’s first private key successfully, and hence, factor this in when
calculating a time-frame for node A’s subsequent private key. Using the calculations above, B
calculates the following:

TS sy = 42+ (2.0 +0.25) - 1)) = 6.45

= 6.45 + ((2.0 + 0.25) - 3) = 13.2

Tkley_valid_time
This procedure continues until a new key chain is generated by node A, and node A distributes
its new public key, after which the time validity process repeats itself. Whilst the time precision
- regarding the calculation of a time-frame for incoming messages - is not exact, this approach
prevents an adversary from forging signatures using old, expired private key values that the
adversary has obtained.

It should be noted that, for this time validity calculation, we assume only regular and MPR
OLSR nodes in the network - as is the case in our testbed. If nodes that produce additional
message types, such as MID nodes, are present, one should factor in these message interval
times to calculate a more realistic time-frame for incoming messages from such nodes. In this
work however, it is assumed that only MPR nodes will perform additional responsibilities via
TC message distribution, and hence we simply use HELLO message intervals to calculate an
upper-bound validity time for a HORS private key.

Processing OLSR Packets

The procedures involved with handling incoming and outgoing OLSR packets differ to that
of the IBS signature scheme method due to the added complexities involved with the HORS
key distribution requirements, and the use of two signature schemes. Figure 3.21 shows an
overview of procedures and decisions involved with incoming OLSR packets, and Figure 3.22
for outgoing packets.
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CHAPTER 4

IMPLEMENTATION

4.1 INTRODUCTION

To perform experiments on a live testbed in order to determine the impact the proposed security
has on the OLSR protocol, an implementation of OLSR that incorporates the security mecha-
nisms discussed in chapter 3 is required. To achieve this, the following components have been
implemented as part of this work:

e Shamir’s Identity Based Signature scheme based on RSA.

e The HORS one-time signature scheme, as well as the extensions to the scheme discussed
in section 3.5.1.

e A secure OLSR implementation incorporating the security mechanisms discussed in chap-
ter 3.

In this chapter, the details of implementing each of the components listed above will be elabo-
rated on. Prior to discussing the implementation details of each of these components, we intro-
duce the common implementation tools which have been used throughout the implementation
phase.

4.2 IMPLEMENTATION TOOLS

4.2.1 The Linux Operating System

The Gentoo Linux™distribution [22] (kernel 2.6) was used throughout the implementation
phase as a development Operating System (OS). The Linux operating system was chosen as
it is open source and takes advantage of the plethora of existing open source applications and
tools.

4.2.2 The GCC GNU Compiler Collection

The C programming language was used as it was most compatible with the other software that
had been used throughout the implementation phase of this work: an OLSR implementation and

76
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a big number library, both used as a basis for our security implementation, have been developed
in C. GCC, the GNU Compiler Collection [19], was used as a C development platform.

4.2.3 The MIRACL Library

A big number library known as the Multiprecision Integer and Rational Arithmetic C/C++ Li-
brary (MIRACL) [57] was used throughout the implementation of this work. The MIRACL
library provides a set of implemented primitives which allow further cryptographic systems to
be developed upon. The MIRACL library was used extensively in this work to provide the
following features:

e Big Number Support: In some cases, the data types provided by a programming language
are insufficient in size for a particular operation. MIRACL provides the ability to use big
numbers, and perform operations with big numbers as if they are regular variables.

e Power and Modulo Arithmetic of large numbers.

e Hashing and Cryptographic Primitives: The MIRACL library provides implementations
for various security primitives. In this work, the SHA-1 [47] hash and AES encryp-
tion/decryption routines provided by MIRACL have been used.

4.2.4 Valgrind

Valgrind [64] is a suite of tools that provide debugging and profiling facilities for programs
developed in Linux. Memcheck, a memory management tool from the valgrind suite, provides
detection of memory management problems for programs developed in C/C++. The Memcheck
tool was used primarily to detect memory leaks when developing the security extension for
OLSR,; this ensures that no memory leaks occur during the execution of our secure OLSR
implementation.

4.3 IMPLEMENTATION METHOD

To produce a working version of OLSR that incorporates the security design from chapter 3,
the following two options are available:

1. A complete OLSR implementation: One approach would be to implement the entire
OLSR routing protocol whilst also incorporating our security mechanisms. However,
this approach does require a lot of redundant work that has already been done in existing
OLSR implementations.

2. Adapt an existing implementation: The second approach would be to use an existing
implementation of the OLSR protocol as a base for adaption. The implementation would
have to be adapted in various ways to incorporate the security mechanisms discussed in
the design chapter. This approach requires less work than the first approach, however,
adaptations to existing implementations may not always be possible, and can in some
cases produce an unstructured program.
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4.3.1 OLSR Implementations

Currently, there are several available implementations of the OLSR routing protocol {62, 1, 6,
14]. Some of these implementations exist for simulation purposes, whereas some exist for prac-
tical use in a live ad hoc network. Owing to the fact that our experiments would be performed
on a wireless testbed, the focus fell on implementations for the Linux operating system. The
following are two popular and commonly used OLSR implementations:

e The OOLSR Implementation from INRIA [1]: OOLSR is a complete re-implementation
of OLSR in the C++ programming language. OOLSR is fully compliant with the OLSR
RFC (RFC 3626) [11]. The implementation can also be used with the NS-2 simulator.

e The OLSRd Implementation from UniK [62]: The OLSR daemon (OLSRd) is a multi-
platform implementation of the OLSR routing protocol, developed in C. The OLSRd
implementation is very modular and supports the use of plugins, making it very extensi-
ble.

The OLSRd' implementation was chosen as a basis for our security extension due to its mod-
ular design and support for extended functionality via dynamically loaded plugins. Instead of
having to modify the original source of the software, the use of dynamic plugins is ideal for
adding security functionality. The goal of our implementation was to develop a security module
within OLSRd (shown in figure 4.1) which would provide the necessary security mechanisms,
previously discussed in chapter 3. The following section first provides a brief overview of the
OLSRd implementation, and then discusses the extensions that have been implemented as part
of this work.

Linux OS Wireless

Node

Linux OS Wireless -
Node

OLSRd .

Linux OS Wireless
Node

OLSRd

Security Module

Figure 4.1: Security Module for the OLSRd Implementation

"Version olsrd-0.4.10 of OLSRd has been used throughout the implementation phase
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4.4 THE OLSRD IMPLEMENTATION FROM UNIK

The OLSR daemon is a complete implementation of the OLSR routing protocol and is fully
compliant with the OLSR RFC specifications. OLSRd is a very modular implementation and
consists of several main components. A detailed explanation of the OLSRd implementation
1s given in [61]; in this section however, we provide an overview of the OLSR daemon, and
highlight on its components that are relevant to this work. We also provide an overview of how
dynamic plugins can be implemented.

4.4.1 The Socket Parser Component

OLSRd requires the use of network sockets to allow communication between OLSR nodes. The
OLSRd implementation maintains a component, known as the socket parser, which is responsi-
ble for listening to traffic on all sockets that have been registered with the socket parser. At any
time, a socket can be registered or deregistered dynamically with the socket parser. Once data
has been read from a socket, the data needs to be processed in some specific way. To achieve
this, OLSRd requires that a function be registered to a socket whenever a socket is registered
with the socket parser. Therefore, if data is read on a registered socket, the data is passed on
to the corresponding function of the socket. OLSRd exports the following function calls which
allow sockets to be registered or deregistered.

OLSRd Socket Parser Functions

int add_olsr_socket (int, void (#*) {(int)});

int remove_olsr_socket (int, void (*) (int));

The first parameter is a file descriptor for the socket that is going to be registered with the socket
parser. The second parameter is a pointer to the function that will process the incoming data on
the socket being registered.

4.4.2 The Packet Parser

By default, OLSRd receives OLSR data via the default OLSR socket (UDP port 698) that is
registered with the socket parser. Once data has been read from the default OLSR socket, it is
interpreted as an OLSR packet. A parser module is then responsible for determining how each
individual message within the packet should be processed. This parser module is known as the
packet parser. The packet parser allows message types to be registered with OLSRd; associated
with each registered message type is a processing function, this function is responsible for
processing any incoming messages it corresponds to. Message types, and their corresponding
functions, can be registered/deregistered with the packet parser dynamically.
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Figure 4.2: The OLSRd Packet Parser.

Figure 4.2 shows the general structure of the packet parser component of OLSRd. When an
incoming OLSR packet is received, the packet parser processes each OLSR message and hands
the message to its corresponding function. If no function is registered for a given message type,
the message is simply forwarded according to the default OLSR forwarding algorithm. The two
main functions governing the operations of the OLSRd packet parser are listed below.

OLSRd Packet Parser Functions

int olsr_parser_add_function(void (%) (union olsr_message =,
struct interface «,
union olsr_ip_addr ),
olsr_u32_¢t,
int);

int olsr_parser_remove_function(void (%) (union olsr_message *,
struct interface =,
union olsr_ip_addr =),
olsr_u32_t,
int);

The first parameter is a pointer to a function that will process the specified type of message. The
function itself takes as parameters the message that needs processing, and the interface and IP
address the message was received from (this is not necessarily the originator of the message).
The 2nd parameter? is a value between 0-255 which represents the message’s type, and the final
parameter indicates whether the function performs forwarding of the message.

2olsr_u8.t, olsr_ul6_t, olsr_u32_t are C type definitions used by the OLSRd implementation to represent un-
signed integers of size 8, 16, and 32 bits respectively
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4.4.3 Packet and Message Format in OLSRd

As previously mentioned, OLSR requires the use of many different default message types. Over
and above this, OLSR allows for custom message types to be defined. Message types 0-127 are
reserved for default message types (HELLO, MID, etc.) and for any future extensions [11].
The values 128-255 are reserved for private use. OLSRd uses a struct to define the OLSR
message format (see appendix C.1). The first 7 variables of the struct represent the headers of
the generic OLSR message format. The union is used to represent any one of the default OLSR
message types (hello, tc, hna, mid). A union message represents the message body and will
differ depending on the message type being carried.

444 Information Repositories

OLSR requires each node to maintain information regarding links, neighbours, and routes. OL-
SRd uses a double linked-list indexed by a static array for each information repository it re-
quires; the array is accessed using a hash-table lookup mechanism. The reason behind such a
choice of data structure is two-fold: 1) a double linked-list is a trivial and suitable data structure
for storing data sets of a dynamic size; and 2) a static hash-table lookup mechanism allows
for data to be located quickly, this is very useful as OLSR nodes require regular updating and
accessing of routing information. To lookup information for a specific node, OLSRd uses a
hash of the node’s IP address as a lookup key for the static array. Currently the default hash
operation used by OLSRd is simply the lowest 5 bits of an IP address; this allows for 32 unique
hash values. The first element of every double linked-list is an empty root element, both for
lookup purposes and to indicate the beginning and end of a double linked-list. No data is ever
stored in the root elements. The information repository data structure of OLSRd is shown in
figure 4.3.

Node IP Address — Double Linked List
Root
H(IP) = 4, | element4 H------ - {Data Entry 1 Data Entry 2]
H of array
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H
192.168.04 —»> E Static
u array of
N root
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H(IP) = 16[* Root || ______ | Data Entry 1
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16 of array
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Figure 4.3: The OLSRd Information Repository Structure.
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4.4.5 Scheduler

OLSR requires that information be kept fresh and up-to-date. OLSR also requires the execution
of certain events at regular intervals; the generation of messages at their specified intervals is
just one example of such events. To perform such periodic operations, OLSRd depends heavily
on its scheduler component. The scheduler polls according to a specified interval, by default
0.1 seconds. The scheduler allows for two different types of functions to be registered with it:
1) functions that must be executed at a constant, regular interval; and 2) functions that must
be executed at every scheduler poll, OLSRd calls this a timeout function. OLSRd provides the
following two function calls to allow scheduled functions to be registered:

OLSRd Scheduler Functions

int olsr_register_scheduler_ event (void (%) (), float, float, olsr_u8_t

int olsr_register_timeout_function (void (x) ());

The first parameter of both function calls is a pointer to the function that must be executed by
the scheduler. For the scheduler event registration function, the second parameter specifies the
execution interval in seconds, the third parameter is an interval (seconds) after which the first
execution of the function must occur, and the fourth parameter is a trigger which can force the
scheduled function to be executed at the next poll.

4.4.6 OLSRd Configuration File

The OLSRd implementation makes use of a configuration file at startup time to register various
parameters for the execution of the OLSR protocol. The following list represents some of the
main features that can be altered from the configuration file:

e Interval Times: Message interval times can be specified in the configuration file.

e Network Interfaces: The configuration file can be used to specify which network inter-
faces OLSRd operates on.

e Dynamic plugins: The configuration file is used to specify which plugins must be loaded
by OLSRd at execution time. Individual parameters for plugins can also be specified
in the configuration file. The parameters will be loaded by OLSRd and passed to their
respective shared objects (dynamic plugins).

x);
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4.5 SECURITY PRIMITIVES AND MECHANISMS

The secure OLSR protocol proposed in chapter 3 requires the use of various security primitives
and mechanisms, namely:

1. One-way Secure Hash Function

As already mentioned, the MIRACL SHA-1 secure hash function implementation has been used
throughout this work.

2. Timestamp Mechanism

The GNU C Timeval structure is used as a timestamp to represent an accurate point in time. The
timeval structure contains two long integer values: the first representing the number of seconds
since the epoch; the second value represents the number of microseconds. The following GNU
C function is called to construct a timeval structure with the current calendar time:

Function int gettimeofday (struct timeval *tp, struct timezone *tzp);

Timestamp information is returned through the first parameter, a pointer to a timeval structure.
Timezone information can be returned through the second parameter, however this can be left
as NULL.

3. Signature Schemes

The IBS signature scheme and extended HORS signature scheme have been implemented as
part of this work. The implementation details of the signatures schemes are explained in the
remainder of this chapter.

4.5.1 The HORS Signature Scheme

The HORS one-time signature scheme, including the extensions discussed in section 3.5.1, has
been implemented in C as a stand-alone, separate component. Apart from implementing the
algorithms involved with this signature scheme, the main implementation decisions surrounded
the data structures involved with managing the keys.

HORS Key Data Structure

Owing to the fact that various parameters for the HORS signature scheme are initialised from
a configuration file at run-time, the size of the HORS keys, and hence the data structures being
used, cannot be set at compile-time. This effectively means that memory is allocated dynami-
cally at run-time, according to the parameters specified.

For a HORS key - public or private - a MIRACL BIG number is used to store each value of the
key. Assuming the use of the SHA-1 hash function, the largest possible size of a single value
in a key would be 160 bits. To store a single HORS key, whether it be a private or public key,
a block of memory on the heap is allocated for ¢ contiguous BIG numbers, representing all the
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values from the key. The elements of a key can be accessed like an array, using the memory
pointer as a starting position to the array.

HORS Key Chain Data Structure

To store multiple HORS keys in a key chain structure, a 2-dimensional pointer storage structure
is used. A contiguous block of memory is allocated for a specified number of lookup pointers,
the number being dependent on the size of the key chain. Each lookup pointer is just a pointer
to the first value of the key it corresponds to. For instance: the very first lookup pointer will
point to the very first HORS key in the key chain. Using this approach allows each key in the
key chain to be indexed quickly, and it still allows the size of the structures to be specified
dynamically at run-time via the configuration file. The structure used to store the key chain is
shown in figure 4.4.

Handle to Key-chain:
points to start of
pointer lookups

BIG*
v
BIG* 4 > BIG (S1) BIG(S;)  ------- BIG (S1.1) BIG (S) Public Key
Pointer lookups for | BIG* —— BIG (S)) BIG(S:)  ------- BIG (Su1)  BIG(S) Private Key 1
individual keys
BIG* +——> BIG(S)  BIG(S;)  ------- BIG (Su)  BIG (S) Private Key 2
BIG* +— BIG (Sy) BIG(S;)  ------- BIG (St.1) BIG (Sy) Private Key 3

Figure 4.4: The structure of a HORS key chain using the C language.
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HORS Component Interface

The HORS signature scheme component exports the following main function calls:

HORS Component Interface

int initialise(int k, int 1, int t, int r, int key_chain_size);

int generate_key_chain( );

int construct_signature (char xdata, int data_size, char *signature);
int wverify_ signature(char =xdata, int data_size, char =*signature,

BIG *public_key,
int hash_iterations});

The initialise call initialises the HORS component with the parameters k, 7, t, [ and requires the
size of a HORS key chain be specified. The size of a key chain is specified in terms of the
number of total keys - public and private - in a key chain. Parameters to the verify function call
are: a pointer to the data the signature is created over; the size of the data; a pointer to a block of
memory which serves as the signature to be verified; the HORS public key the signature must
be verified against; and an integer representing the number of times each signature value must
be hashed, in order to compare the values against the public key.

4.5.2 The Identity Based Signature Scheme

Like the HORS software component, the Shamir IBS signature scheme has been implemented
using the MIRACL library. The MIRACL library provides the ability to perform power and
modulo operations on large numbers, this is required when implementing the signature and
verification operations of the IBS scheme, as explained in section 2.7.1.

IBS Key Generation

The MIRACL library comes bundled with sample programs for various security and signature
operations. One of these programs is a simple implementation of RSA and provides RSA
key generation. The MIRACL RSA implementation was used to generate a RSA 1024-bit
public/private key pair. The RSA public and private keys then serve as master public and private
keys for the IBS key generation and signature verification operations. To generate the IBS
private keys, a program has been developed which takes a command line parameter representing
the IP address of a node; the IP address is given as four bytes in decimal notation, as follows:

./generate_ibs_private <IP address>

./generate_ibs_private 192 168 0 10
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The second line above shows the private key program being executed for the IP address 7192.168.0.10.
The program uses a SHA-1 hash of the 32-bit [P address as the IBS public key for the node; the

IBS public key is then used with the master private key (RSA private key) to generate an IBS
private key which corresponds to the IP address. The IBS private key is then written as output

to a file. This program was used to generate an IBS private key for each OLSR thin-client node
involved in the experiments.

IBS Component Interface

The IBS signature scheme component exports the following main function calls:

IBS Component Interface

BIG generate_public_key (unsigned int address);
int construct_signature (char xdata, int data_size, char *signature);

int verify signature(char =xdata, int data_size, char =xsignature);

The first function call is used to generate a public key for a given node. The function requires a
32-bit integer representing the IP address of a node. The function then performs a SHA-1 hash
of the integer parameter and returns the 160-bit output as a MIRACL big number, representing
the identity-based public key of the node in question. The signature construction and verifica-
tion functions take as input: a pointer to the data the signature is created over; the size of the
data; and a pointer to a block of memory which serves as the signature to be created or verified.

4.6 THE END-TO-END SECURITY PLUGIN FOR OLSRD

To provide OLSR with the end-to-end security mechanisms from our design (chapter 3), an
OLSRd security plugin has been implemented as part of this work. In the design chapter, two
different methods of providing security for the OLSR protocol, involving two different signature
schemes, are discussed: the IBS signature scheme approach (see section 3.7.1); and a hybrid
signature scheme approach (see section 3.7.2). The security plugin implemented as part of this
work provides both methods of securing OLSR. This remainder of the section provides details
of the security plugin implementation.

4.6.1 Plugin Initialisation

The plugin performs three main operations at initialisation time: parameter initialisation; key
initialisation; and registration of message types and functions.
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Parameter Initialisation
The security plugin requires several parameters that are registered at run-time via the OLSRd
configuration file. The following parameters are used to govern the operation of the security
plugin:

e Encryption: value specifying whether encryption is to be used on OLSR packets.

o Signature scheme: IBS signature scheme or Hybrid signature scheme.

e HORS parameters (k, t, [, r): various parameters used for the HORS signature scheme.

e HORS key chain size: total number of keys in an extended HORS key chain.

Initialisation of Security Keys

An OLSR node using the IBS signature scheme requires an IBS private key that corresponds
to the IP address of the node. To facilitate this requirement, a thin-client node accesses its pre-
shared IBS private key from a mounted Network File System (NFS) directory on the central
server. Although this is not practical in a realistic environment, the practice of secure key
management in an ad hoc network is not the focus of this work.

Message and Function Registration

The implementation requires several custom OLSR message types. The new message types are
to be registered with OLSRd at the initialisation time of the plugin. Message type registration in
OLSRd is handled using calls to the packet parser, explained in section 4.4.2. The following list
contains the custom message types used in the implementation (see appendix C.2 for detailed
formats of the custom message types):

e Time Synchronisation Request - OLSR message type 231
e Time Synchronisation Response - OLSR message type 232
e HORS Public Key Request - OLSR message type 233

e HORS Public Key Message - OLSR message type 234

The end-to-end security plugin also requires the registration of several functions with OLSRd.
Each function and its purpose is explained below:

e HORS Key Chain Creation Function: A scheduled function to generate a new HORS key
chain and distribute the new public key. This function is only executed via means of a
trigger.



— 88 -

Chapter 4 — Implementation

e Cleanup Function: function to check for expired data in the repositories and perform a
cleanup. Timestamps associated with the data are used to determine how old the data is.

¢ Topology Change Function: function registered with OLSRd to execute when there is a
change in the topology. This function is used to perform loose-time synchronisation when
the hop-metric of a route to a node changes.

4.6.2 Information Repositories

The structure of the information repositories used in the security plugin is the same as that used
by OLSRd. Three additional information repositories are required to be maintained by each
OLSR node for security purposes.

Security Details of Neighbours

This table maintains security details specific to other OLSR nodes in the network. The table
below gives an overview of the details maintained in this repository and the data type/structure
used to represent each detail in the repository.

Detail Data Type/Structure | Summary

IBS public key MIRACL BIG 160-bit SHA-1 hash of a node’s IP address. Used for
verification of IBS signatures

Tgr GNU C timeval Timestamp generated at the time of sending a loose
time synchronisation request. Required for timestamp
verification of incoming OLSR messages

RTT GNU C timeval The Round-trip time calculated during the loose time
synchronisation process. Required for timestamp ver-
ification of incoming OLSR messages

Expiry GNU C timeval Expiry timestamp indicating when the data corre-

timestamp sponding to this neighbour should be removed

Nonces 32-bit Integers Nonces are used for the loose time synchronisation

and HORS public key request messages. Nonces pro-
vide replay attack protection for the request messages,
as well as time synchronisation response messages

Table 4.1: Security Details of Neighbour Nodes
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HORS Public Key Table

This table is where an OLSR node stores HORS public keys that have been successfully received
from neighbouring nodes. A HORS public key is only successfully received once all the packets
carrying the key have been received successfully, and the signature and timestamp created over

the packets verifies correctly.

Detail

Data Type/Structure

Summary

HORS public key

MIRACL BIG *

HORS public key of a neighbour node

HORS key sequence

16-bit Integer

Last recorded key sequence of a received HORS
public key

Index of last private key | Integer Represents the index of the last private key -

verified corresponding to this public key - verified by
this node. Used in calculating the remaining va-
lidity time of a HORS private key

Signatures left Integer Indicates how many signatures can still be pro-

vided by the current private key of the neigh-
bour in question. Used in calculating the re-
maining validity time of a HORS private key.

Message Security Table

Table 4.2: HORS Public Key Table

As a message traverses the network, the security data originally constructed for the message is
required at each hop. This requirement enables a security association to exist between a message
originator and a message destination. If a message is received by a node and the message is due
to be forwarded, the security data associated with the message is stored temporarily and then
transmitted with the message when it is forwarded. An OLSR node is required to maintain
a table for the temporary storage of security data associated with a message that is due to be
forwarded.

Detail Data Type/Structure | Summary

Message sequence | 16-bit Integer Sequence number of the message the security

number data corresponds to

Message timestamp GNU C timeval Timestamp of the message

Top-hash 20 byte/char array The top-hash of the message

Signature byte/char array The signature constructed over the message.
The signature data can represent a HORS or IBS
signature

Hop-hash 20 byte/char array Hop-hash data corresponding to the current
hop-count of the message

Table 4.3: Message Security Table
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4.6.3 Incoming OLSR Packets

Figures 3.13 and 3.21 in chapter 3 provide a detailed overview of the process involved with
processing a secure incoming OLSR packet. This section provides an overview of how the
security plugin interacts with OLSRd in order to perform the required security operations on
incoming OLSR packets. OLSRd by default, through means of the socket parser, processes
OLSR packets through a registered socket and a corresponding processing function. In order to
process an altered, unconventional OLSR packet - as is the case with a secure OLSR packet - the
OLSR packet must be intercepted prior to being passed to OLSRd for conventional processing.
To achieve this, the security plugin deregisters the default OLSR socket with the socket parser,
and registers a socket with a new processing function.
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Message :
1
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i
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Components IBS Component HORS Public Key Request
HORS Component | :

End-to-End Security Plugin
Figure 4.5: Processing incoming OLSR packets - end-to-end OLSRd security plugin

Figure 4.5 illustrates how the plugin intercepts incoming OLSR data prior to the data being
passed to the packet parser for processing. Once OLSR data has been intercepted, the security
plugin processes the OLSR packet and the individual messages carried within the packet, as per
our design. If a message verifies correctly, the conventional OLSR headers and the message
body (without any security data) is copied to a second buffer; if the message is due to be for-
warded, the security data corresponding to the message is stored temporarily in the information
repository. Once all messages have been processed, the second data buffer acts as a conven-
tional OLSR packet. The packet headers are constructed to reflect the size of the new packet,
and the packet is handed back to the packet parser component for conventional processing.
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Whilst processing incoming OLSR control data, loose-time synchronisation and HORS public
key requests may have to be queued for transmission.

4.6.4 Outgoing OLSR Packets

To secure an outgoing OLSR packet and each message carried within the packet, it is required
that the security plugin intercepts the OLSR packet prior to it being transmitted over a network
interface. To achieve this, the plugin registers a Packet Transform Function (PTF) with OLSRd.
OLSRd makes use of an outgoing data buffer which buffers outgoing OLSR messages prior to
transmitting the messages. Just prior to an OLSR packet being transmitted, a handle, or pointer
in programming terms, of the outgoing data buffer is passed to registered packet transform
functions. The packet transform function, registered by the security plugin, operates on an
outgoing OLSR packet as per our design, shown in figures 3.22 and 3.14. The interactions
between the plugin and OLSRd is shown in figure 4.6.
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Figure 4.6: Processing outgoing OLSR packets - end-to-end OLSRd security plugin

Once the packet transform function has completed processing the outgoing OLSR packet, the
modified data buffer is passed back to OLSRd for transmission. Take note, while outgoing
messages of a packet are being signed using extended HORS, it is possible for the HORS key
chain to expire. Hence, a new key chain may need to be generated and its public key distributed
- this is indicated by the interaction between the outgoing packet component and the message
generation component in figure 4.6.
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4.7 CONCLUSION

In this chapter, we first identified what components required implementing, and then discussed
the implementation details of each component. Rather than implementing an entire version of
OLSR with our security mechanisms, we decided to use the OLSRd implementation as a basis
for adding security functionality. The security functionality was added as a security plugin for
OLSRd, through means of a dynamically linked library - or shared object in Linux terms. The
signature schemes used in this work were implemented as separate components, and utilised
by our OLSRd security plugin. In this chapter we also discussed the common implementation
tools that were necessary throughout the implementation phase.
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WIRELESS MESH TESTBED

A hardware testbed was used for the experiments undertaken as part of this work. The wireless
mesh tested consists of a total of 9 wireless terminals. This chapter focuses on the details of the
wireless testbed, and gives an overview of the specifications of the wireless terminals forming
the testbed.

5.1 WIRELESS NODES

Each wireless node in the testbed is a Mini-ITX system. Table 5.1 below, gives an overview of
the specifications of the Mini-ITX systems used in the testbed.

Processor Type Processor Speed (MHz) Physical Memory (RAM) Onboard Networking

Via C3 Nemiah 1000 128 MB Ethernet 100 Mbps

Table 5.1: Mini-ITX Technical Specifications

The Mini-ITX systems do not have hard disks for persistent data storage. Instead, the systems
run from a RAM disk.

5.2 WIRELESS NETWORK INTERFACE CARDS

A wireless Network Interface Card (NIC) had to be installed, as an additional peripheral, in
each node. The SMC SMCPCIWT-G wireless NIC, based on the Atheros chipset, is used as
a wireless network interface for each node in the testbed. The SMCPCIWT-G wireless NIC
is IEEE 802.11b/g compatible, and supports speeds of up to 54Mbps. Open-source drivers
provided by MadWifi - a team developing Linux kernel drivers for WLAN devices with Atheros
chipsets - have been used for the wireless NICS.

5.3 ANTENNA AND ATTENUATOR

When considering an indoor wireless mesh testbed, that consists of several nodes communicat-
ing in a small area, a challenge that exists is limiting the signal between the nodes to create a
multi-hop environment. For instance, the wireless signal of a node should reach a neighbour
node A, classified as 1 hop away. However, the signal should not reach the neighbour of node
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A, classified as 2 hops away, thus, ereating a multi-hop path via node Al To limit the signal
sirength, created by edch wireless card, attenuators have been used. The aucnuaters are present
between the wireless NIC and the antenna of each wireless node,

The antepna of each wireless node i raised approximately 80cm off the ground. This was done
to prevent the metal chassis of each node from interfering with the propagation of the wireless
signals, Figure 5.1 shows a complete Mini-ITX system with a4 raised antenna.

Figure 5.1; Wireless cliemt node with a raised antenna,

54 PERATING SYSTEM

The operating system for cach Mini-TTX system consists of:

s Gentoo Linux 2.6 Kernel: A manuatly compilediconfigured kemel. Kernel support for
hardware/software has been kept to a minimum, in an aticimpt o keep the kernel as coun-
pact as possible.

» Embedded Root Fillesystem: A hghtweight base-layout gentoo lilesystem, with minimal
pickages installed. The core packapes required on each node include '

- husybox: hghtweight version of coreutils

- dropbear: lightweight S5H daemon. Allows remote login to the wireless nodes via
SS1L

— net-iools: network admintstration tools

' All packages for the client nodes have been compiled against uclibe (a tiny version of GNU C Librane)
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~ wircless-tools: wireless nerworking support

- udheped: small DHCP client

As alrcady mentioned, the Mini-ITX systems do not maintain bard disks. Instead, cach systems
runs from o RAM disk: Hence, keepang the size of the kernel and filesystem (o 4 minimum 1s a
priority. The smaller the s1ze of the kernel and embedded filesystem, the greater the amount of
physical memory available for processes running on the nodes.

The kernel and embedded root filesystem is loaded into RAM at boot time. To achieve this,
the Preboot Execution Environment (FXE) protocol is used. PXE protocol support is offered
by most NICs. and allows a systern to boot directly off a nctwork from a PXE server (com-
monly known as nethooting). At boot time. a client system performs network configuration
using DHCP with o central controller, During this process, PXE configuration options are also
cxchanged from the controller to the clicnr, Once complete, the client can attempt (0 boot by
downloading the kernel and filesvstem trom the central controller,

5.5 TESTBED ARCHITECTURE

Figure 5.2 shows the architecture of the mesh esthed, The central controller acts as 1 DHCP
server, PXE boot server, and also a MySQL database server for testing purposes. Each wireless
node is connected with the central controller via ethernet. When performing expeniments, the
nodes communicate with esch other via Wi-Fi in ad hoc mode.

& DHOCF Sfer
» PXE Boot Server
J = Myn0 Chslabisn Sardor

I Eibn CAwzpih

. - i ————  Wired nutwark Link

= Wirelass netwark Link

Figure 5.2: Wireless Testbed Architecture.
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5.6 CONCLUSION

In this chapter, the wireless ad hoc testbed used for the experimental part of this study has been
introduced. The operation and architecture of the testbed, as well as the individual specifications
of each node forming the testbed, has been discussed. The following chapter explains the
various tests that were undertaken on the testbed, as the experimental part of this study.



CHAPTER 6

TESTING - EXPERIMENTATIONS

6.1 INTRODUCTION

This chapter discusses the various tests that were performed as part of the experiments under-
taken in this work. We first discuss the signature scheme tests that were performed to determine
the signature creation and verification times of the signature schemes used as part of our OLSR
security solution.

6.2 SIGNATURE SCHEME TESTS

Signature creation and verification times were obtained for the IBS and extended HORS signa-
ture schemes. The signature operations were performed on a thin-client node from our testbed;
the hardware specifications of each thin-client is disclosed in the testbed chapter. The times
obtained in our tests represent the elapsed time spent in the CPU whilst performing a signa-
ture operation. To obtain the CPU time for the signature operations, the GNU C clock function
was used; the GNU C clock function can be used as follows, as explained in the GCC library
documentation [20]:

GNU C CPU Time

#include <time.h>
clock_t start, end;
double cpu_time_elapsed;
start = clock{();
/* Perform the operation that must be timed =/
end = clock ();

cpu_time_elapsed = ((double) (end - start)) / CLOCKS_PER SEC;
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The time resolution of the clock function is not high enough to time a single execution of
our signature operations. Hence, for these tests, timing was performed over 1000 iterations of
each signature operation. The following algorithms and parameters were used in the signature
scheme tests:

e The SHA-1 hash function (160-bit output) was used for all signature operations.

e The IBS signature scheme implemented as part of this work.

e Extended HORS signature scheme with parameters: {t,k,l} = {256,20,80}. We call
this parameter set HORS 256.

e Extended HORS signature scheme with parameters: {¢, k,[} = {1024,16,80}. We call
this parameter set HORS 1024.

e HORS key chain with 91 keys - 1 public key; 90 private keys.

6.3 TESTING TOOLS USED

Apart from implementing our own testing mechanisms (explained in section 6.7 below), the
following software tools have been used for the purposes of testing:

e Tcpdump: tcpdump is a network debugging tool. Tcpdump can be used to capture TCP/IP
and UDP traffic being transmitted across a network.

e MySQL: The MySQL database is used to log data that is captured during the experiments.

6.4 TESTING TOPOLOGIES

To test how our security affects the performance of the OLSR routing protocol, several testing
topologies will be used as a basis for comparison. The following testing topologies will be used:
1. An OLSR node with a direct neighbour (Dual).
2. An OLSR node with 2 direct neighbour (Triple).
3. A 3x3 arrangement of OLSR nodes (Grid).

4. A straight line topology of 9 OLSR nodes (Linear).
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6.5 OLSR VARIATIONS TESTED

For each of these topologies, the following variations of OLSRd and our security plugin have
been used for testing purposes:

1. The original OLSR protocol, no security extension.

[\®

. Security-aware OLSR: IBS Signature scheme.

W

. Security-aware OLSR: Hybrid Signature scheme (1)

e Standard HORS 256: Parameters {t, k,{,7} = {256, 20, 80, 2}
A single Public and Private key in a key-pair

e Standard HORS 1024 - Parameters {t, k,[,r} = {1024, 16, 80,6}
A single Public and Private key in a key-pair

AN

. Security-aware OLSR: Hybrid Signature scheme (2)

e Extended HORS 256 - Parameters {t, k, [, 7} = {256, 20, 80, 2}
Private keys in a HORS key chain - 8

e Extended HORS 1024 - Parameters {¢, k,[, 7} = {1024,16, 80,6}
Private keys in a HORS key chain - 11

w

. Security-aware OLSR: Hybrid Signature scheme (3)

e Extended HORS 256 - Parameters {t, k, [, 7} = {256, 20, 80, 2}
Private keys in a HORS key chain - 60

e Extended HORS 1024 - Parameters {¢, k,[, 7} = {1024, 16,80,6}
Private keys in a HORS key chain - 75

The value of parameter r for both HORS parameter sets (HORS 256 and HORS 1024) has been
chosen such that both sets offer similar strength in security. Owing to the fact that the OLSR
protocol is a broadcast protocol, and thus its data is one-to-many, signature verification time is
more important than signature creation time. This fact makes selecting the number of private
keys in HORS key chain quite important, as this has a direct impact on the signature verification
time of the extended HORS signature scheme (see the signature scheme results in chapter 7).
Variation 3 uses only a single public and private key per key pair, thus, making it the standard
HORS signature scheme. For variation 4, the number of private keys in a key chain, for each
parameter set, has been chosen using the RSA verification time (from the RSA implementation
tested in chapter 7) as an upper-bound. For HORS 256, its verification time is similar to that of
the RSA implementation tested, when the 8'* private key, from the key chain, has been used to
create the signature being verified. For HORS 1024, it is the same case when the 11" private
key is used. For variation 5, the verification time of the IBS signature scheme was used as an
upper-bound when selecting the number of private keys, in a key hash chain, for each parameter
set.



- 100 - Chapter 6 — Testing - Experimentations

For the hybrid-signature scheme variations listed above, a number has been associated with each
in brackets. This number is simply to provide a means to distinguish between the 3 different
variations, and is used when referring to the different hybrid-signature scheme variations.

6.6 PARAMETERS

6.6.1 Wireless Network Interface Properties

e Wireless Mode: 802.11b

e Data Rate: 1 Mbps (Megabits per second)

6.6.2 OLSR Parameters

For the experiments, the default OLSR parameters were used. The default message interval
times and hysteresis values are listed below:

Interval Times

e HELLO message - 2 seconds

e TC Message - 5 seconds

Hysteresis Values

e High Threshold - 0.8
e Low Threshold - 0.3

o Scaling Factor - 0.5

6.6.3 Misc Parameters

The following parameter settings were used for the tests:

Loose-time resynchronisation threshold:

— Window period - 10 incoming messages

— Invalid verification threshold - 3 failed verifications

Loose-time verification - Slack: 0.5 seconds

Valid time window for extended HORS incoming messages - Slack: 0.25 seconds per
message

HORS public key distribution window threshold - 2 seconds (HELLO message interval)

Encryption - encryption was disabled for all the tests performed
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6.7 OLSR TESTS - IMPLEMENTATION AND EXECUTION

The network topologies, as well as the different variations of OLSRd being tested have been
listed in the section prior to this. However, tests need to be constructed in order to capture
useful information from the software that is being tested. To capture data for some of the tests
being performed: 1) mechanisms had to implemented into our security plugin to allow for such
capture; and 2) a separate OLSRd plugin had to be developed to allow for such data capture
when the standard OLSR protocol is being tested and no security is being used. Three different
tests have been constructed and the purpose of each explained in the remainder of this section.

6.7.1 Ping Test

The ping test is used to establish a general round-trip time of an OLSR message (message ping
time) across a varying number of hops. To perform this test, an OLSR ping custom message
was created. The ping message contains a timestamp of the sender at the time of transmission;
receiving nodes then resend the ping message as a reply. When the originator receives the reply,
it can calculate a round-trip time for the message. Ping intervals can be specified in the OLSR
config file under the ping plugin section. Two custom messages are used to perform the ping
test:

¢ Ping Request Messages: A ping request message contains a timestamp as the message
body. The timestamp is generated by the ping originator when the ping request message
is constructed.

e Ping Response Message: A ping response message contains the original timestamp of the
request message along with the IP address of the node responding. When the correct node
receives the response, it can calculate the round-trip time using its current time and the
timestamp of the response message. After a node calculates a ping time, it must then log
the data to the MySQL database on the central sever.

Time-To-Live fields of the ping messages are set according to the role of the node sending these
messages: an MPR node will set the TTL to its maximum value (255); a non-mpr node will set
the TTL to 1. This is to prevent the ping test introducing additional time synchronisation and
key requests which otherwise would not have been necessary.

6.7.2 Traffic Overhead Test

To perform the traffic overhead tests, the tcpdump utility program was used to capture traffic on
the OLSR port. When performing a traffic analysis test, the tcpdump utility is started - listening
for incoming and outgoing traffic on OLSR port 698 - prior to executing an OLSR test. Once
complete, tcpdump can be used to obtain information regarding the traffic that was captured.
Traffic analysis was performed on the most central nodes of the topologies described above in
section 6.4.
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6.7.3 Data Logging Test

The data logging test was used to capture information regarding various properties of the OLSR
protocol and our security implementation. Each node logs data using a MySQL connection with
the central sever.

The values captured from this test are grouped and classified according to different hop-counts.
This allows one to determine average values for different hop-counts in the network. However,
the unpredictable nature of wireless links can make the collection of accurate data, for different
hop-counts, quite difficult. Hop metrics between nodes can change on a regular basis, there-
fore, a robust information gathering/logging mechanism is required. To achieve this, each node
maintains a testing record for every other node in the network. A testing record, for a given
neighbouring node, stores the information gathered from the tests, as well as the current hop-
metric for that node. Testing data, for a given node, is dumped into the database at a regular
interval, or, if the hop-metric to the node changes; this is required because the hop-metric of a
node is closely related to the testing information that has been gathered. If the hop-metric of a
route to a particular node changes, the testing record for the node in question must be updated to
reflect the new hop metric accordingly; subsequent data collected will then be classified under
the new hop metric.

Using a mechanism like this however can lead to inaccurate data if samples are not chosen
correctly. For instance: node A has a testing record for another node B; A has a hop-metric
of 2 hops for its route to node B. For every message A receives from B, node A will record
information regarding the received message - as per the tests listed below. However, due to the
unpredictable nature of wireless links, it is possible that a subset of messages received by node
A, from node B, in fact traversed a number of hops different to that of 2. If this is the case,
a recipient node (node A in this case) must neglect these messages from its test samples; this
prevents these samples being included under the wrong hop-count when calculating averages
under varying hop-counts. Therefore, a node must perform a check on an incoming message
before it includes the message in its testing samples: the check ensures that the hop-count of
the received message is equal to the current hop metric it has stored for the originator of the
message. If the check is correct, the message is included as a test sample.

The information logged by each OLSR testing node is explained below:
Delivery of OLSR Messages

This represents the percentage of Successfully delivered OLSR control messages across a vary-
ing number of hops. To obtain such information, each node is required to log the OLSR se-
quence numbers of all the control messages it sends and receives, as well as the hop-count for
each received message.

Once these sequence numbers have been logged, one can determine the percentage of success-
fully delivered OLSR messages by comparing sequence numbers between a given sender and
receiver. Certain message types, however, are destined to traverse the entire network whereas
other types, such as HELLO messages, only traverse a single hop. Therefore, it is not feasible
to simply compare sequence numbers of two given nodes as these nodes may be several hops
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apart, and hence, not receive each other’s HELLO messages. To deal with this when record-
ing sequence numbers, we group messages into two different types: HELLO messages, which
travel only a single hop; and flood messages, intended to traverse the entire network via MPR
distribution. We ignore sequence numbers of time synchronisation and key request messages,
as these messages stop being forwarded once they reach the intended destination node.

Route Delays

Here we want to test the delay associated with establishing routes to all destinations, as well as
the delay associated with repairing a route once it becomes broken or unavailable.

e Route Establishment: At initialisation time, a timestamp is calculated by each node.
When an entry is inserted into a routing table for another node for the first time, a times-
tamp is calculated at this point; the difference between the latter timestamp and the initial
timestamp is used as the delay to establish a route to the neighbouring node, at the speci-
fied hop-count.

e Route Repair: If an established route becomes unavailable, a timestamp is calculated at
the point of the route being removed from the routing table. If the route is repaired, a
second timestamp is calculated and the difference between the two timestamps is used as
the route repair time.

Whilst this method may not be exact, it allows us to determine a rough average for these routing
delays classified under different hop-counts.

Route Availability

This test aims to determine how available a route is, to a given node, once an initial route to the
node has been established. To achieve this we use a polling mechanism; once an initial route to
a node has been established, at every subsequent poll a check is made to determine if a route to
the node still exists. At every poll a sample counter is incremented, and if a route does exist, an
availability counter for the node in question is also incremented. The availability counter allows
one to determine how available a route to a particular node is, relative to the total number of
samples taken for that node.

Dropped Messages

Here we want to test the percentage of OLSR messages that are dropped due to our security
requirements for the following reasons:

e Loose Timestamp Verification

There are several factors that can affect the loose timestamp verification process: the
round-trip time calculated can be inaccurate; and, unexpected transmission and process-
ing delays of a message at each hop. This test allows us to determine if the loose times-
tamp verification is practical or if it results in too many messages being discarded. Here
we also test the accuracy of the loose-time verification process.
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e Extended HORS Time Validity Verification

In section 3.7.2, a private key validity time for the extended HORS signature scheme is
explained. Like the loose timestamp verification process, the HORS private key validity-
time verification is also subject to unexpected transmission and processing delays of a
message at each hop. By recording the number of dropped message we can determine the
percentage of incoming messages dropped due to this check. The accuracy of the HORS
private key validity time is also determined; this is achieved by recording the difference
between the calculated key validity time frame for incoming messages, and the actual
arrival time of the incoming messages.

6.7.4 Performing the Tests

For each testing topology, the 3 tests (ping, traffic analysis, data logging) were performed on
each OLSR variation listed in section 6.4. For each variation tested, the ping and data logging
tests were executed for a duration of 15 minutes, whereas the traffic analysis test was performed
for 10 minutes; all 3 tests were executed twice to allow two separate sets of results to be gath-
ered. The duration of 15 minutes is enough to allow the routes to converge and become stable,
and allows enough data from each node to be collected. A script was used on the central server
to control the execution of the tests remotely on the OLSR thin clients; each test was executed
remotely on all the thin-clients at the same time.
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RESULTS AND ANALYSIS

7.1 INTRODUCTION

In the previous chapter, we explained the various experiments that have been performed as part
of this work. In this chapter, we aim to summarise the results collected from the experiments,
present the findings, and explain the outcome of such findings.

7.1.1 Experiments - Challenges Involved

When performing the experiments undertaken in this work, the aim was to be able to perform
the experiments in a controlled environment. This requires, for a given topology being tested,
the presence of a wireless testbed that maintains consistent wireless connections between its
hosts. The main objective is that the testbed behaves in the most consistent manner possible,
for the different tests being executed.

In chapter 6, the different wireless topologies being tested were described. When setting up
such topologies, a challenge exists in establishing stable wireless links between the hosts, in
such a manner that the collective links reflect the desired topology. To obtain such topologies,
the following procedures had to be undertaken:

1. Position the wireless nodes to represent the topology that is desired. Figure 7.1 represents
the initial setup of the grid topology (topology 3) that was tested.

2. Adjust/reduce the transmit power of the wireless cards to prevent all nodes from hearing
each other’s wireless transmissions. The aim is to allow nodes to only communicate with
immediate neighbours, hence creating a multi-hop environment amongst nodes that are
out of wireless range from one another.

3. Tweak the positions of the wireless nodes in an attempt to obtain stable connections
amongst neighbouring nodes.
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Figure 7.1: Grid Topology - Topology 3.

Burming the grid wpology (topology 3}, we muanaged to obtain stable links thar represented
cach of the desired topologies thal were tested. Establishing a perfect grid topology proved
too difficull due to the number of active wireless nodes situated in such a small proxamity,
Figure 7.2 represents the connection graphs of the different 1opologics tested, a double-headed
arrosw sepresents a stable link/connection between o pair of nodes.
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Even theugh, for a given topology, the testbed was kept constant for all the different tests being
performed, it must be stated that the wireless link quality. between pairs of nedes, did not alwavs
remain perfectly consistent over all the tests, Whilst these variations in link quality did occur,
the overall topologies formed remained fairly stable, and the tests were run more than once in
an artempt to obtain consistent results,

7.1.2 Experiments - Testing Samples

In order to display a summary of results. regarding a particular property being ested, one needs
cnough samples (o ensure the summary o be consistent and reliable. Tt was observed in some of
the 1ests, regarding certain properties being tested, that not enocugh samples had been gathered
e allow any conclusive summary 10 be constructed. and hence displuyed. Even though the
test durations were more than long enough for routes to establish and stabilise, it was observed
that in certain OISR variations using the HORS signature scheme, sufficient samples of certain
properties being tested could not be eollected, due to the peor performance of the secure OLSR
vamauon in guestion. In the results sccuon, we have suiunarised the results in such o way
that omly properties being tesied, for which sulhicient samples have been caplured, have been
included.

7.2 SIGNATURE SCHEME TESTS

7.2.1 Signature Generation Times

Table 7.1 shows the elapsed time spent in the CPU for signuture generation of the various
signature schemes tested. The tmes represent un average taken over 3 test runs: for each test,
elapsed times were obtained for 1000 iterations of each operation.

HORS 1024 HORS 256 IBS  RSA
Time (seconds) (L1032 01135 K98 446167

Table 7.1: Signature Generation Times - 100K ileraiions

[rom table 7.1, it is cvident that the signature generation pracedure of the HORS onc-time sig-
nature scheme is substantiatly faster, and more cfficient, than that of the IBS and RSA signature
schemes tested, The results above confirm the efliciency of the HORS signuture scheme, and
other one-time signaiure schemes of a siomlar nuture,

722 Signuture Verification Times

Figure 7.3 shows the elapsed time spent in the CPU for the verification procedure of cach
signature scheme tested. Take note that the times represented are an average taken over 3 test
runs; for each test, elapsed times were obtained for KK iterations of cach operation.

For the HORS signature scheme. as more private keys from a key chain are used to create
signatures, one can see how the verification times of thase signatares increasc lincarly. This is
due to the increasing number of hash function calls required, for verification purpescs. of the
signatures created by subsequent private keys in 4 key hash chain. The IBS and RSA verification
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Figure 7 3; Signuture scheme verification times,

timies have been included in the graph for comparison reasoms. The average clapsed time for
the IBS and RSA verifications is constant as the two schemes are independent of any HORS
paramelers. I one considers the standard HORS signatare scheme, with only a single privale
key in a key pair, it ¢an be see that the HORS signature scheme s substantially faster, in terms
of signature verification, (han that of the IBS and RSA schemes tested. For the actual figures of
the signatore scheme verification resslty, reler o appendix B.

7.3 OLSR MESSAGE RECEPTION

By comparing the segucnce numbers of OLSRE messages, onginating from a given node, o
those received by a given node, one can establish the percentage of OLSR messages that have
been successtully received over a given hop-count. In our testing environment, there are several
main factors that can affect the successful transmission of an OLSR message over more than a
single hop, these are:

« (Collisions of 802,11 Data Frames: 11 may be the case where 1wo nodes, Iying out of wire-
less range from one ancther, transmit dara frames simullancowsly, As these nodes exist
out of range from cach otler, it 3s not possible for either of them (0 sensce the ransmission
of the other. Henee, this may catse eollisions of data frames al an intermediate node lying
between the two nodes, This type of scenario 1% common & molti-hop ad hoe network
environment, and s commonly known ds the hidden node problem {refer (0 appendiz A),
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o« MPR Signalling: For a given OLSR node, MPR signaling determines which neighbour
nade is responsible for forwarding the O1LSR messages originating from the node. 1f the
MPR signaling process fails, inessages originating from a node will not be forwarded by
any receiving neighbours, and hence, will not be received by any further nodes in the
network.

s Security Reguirements: Upon reception, OLSR messages not meeting the specified seco-
rity requirements will be dropped by the recipient node. and hence, will not be forwarded.

The graph shown in tigure 7.4 represents the percentage of QLSR messuges that were not re-
ceived successilly over a varving hop-count. The fAgures represenied in the graph are taken
from the tests of Wopology 4, as this topology allows the greatest number of hops w be consid-
ered. It should be noted that the results represented in figure 7.4 are for 4 worsl case scenario,
due to the lincar arrangement of the nodes. Any message that is not received soceessfully, by
a single node in the linear channel, will not be forwarded to any further nodes, cansing the
message loss to be componnded as the hop-count increases.
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Figure 7.4: Percentage of OLSR messages nat received over a varying linear hap-cownl,

Whilst the process of MPR signaling and thal of enforeing security requirements affects the
forwarding of an OLSR message al an imermediate node, these processes do not play part in
the suceessful transmission of an OLSR message over a single hop, ltom an onginalor 1o an
immediate neighbowr, This 15 an important property to consider when looking al the OLSRK
message loss over 4 single hup.
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OLSR Variation OLSR Messages Not Received (%)

No Security 0.414

Secured OLSR: IBS Signature Scheme 0.718

Secured OLSR: Hybrid Signature Scheme (1): HORS 256 0.482
Secured OLSR: Hybrid Signature Scheme (1): HORS 1024 0.808
Secured OLSR: Hybrid Signature Scheme (2): HORS 256 0.594
Secured OLSR: Hybrid Signature Scheme (2): HORS 1024 0.416
Secured OLSR: Hybrid Signature Scheme (3): HORS 256 0.737
Secured OLSR: Hybrid Signature Scheme (3): HORS 1024 0.573

Table 7.2: Percentage of OLSR messages not received over a single hop - Topology 1.

Table 7.2 shows the percentage of OLSR messages not received over a single hop, taken from
topology 1. Topology 1 represents only 2 OLSR nodes within wireless range of each other,
hence, no other nodes are present to introduce potential frame collisions. If one compares the
figures, over a single hop, of figure 7.4 (topology 4) to that of table 7.2 (topology 1), one can
see how the introduction of additional nodes affects the reception of OLSR messages, for the
different OLSR variations tested. For topology 1, the message loss percentage is very small,
and similar for all the OLSR variations. Whilst the topology 4 graph shows the loss percentage,
over a single hop, to be higher than that of topology 1 for all OLSR variations, it is interesting to
note how the OLSR variations using HORS suffer significantly worse with the introduction of
additional nodes. The reason for this is most likely due to the higher traffic overhead resulting
from the large OLSR messages required for HORS public key distributions. With a large frame
size, on average, for the OLSR variations using HORS, collisions are more likely to occur
amongst wireless hidden nodes in the network. The loss of OLSR messages affects the HORS
OLSR variations most severely, as it makes the process of public key distribution lengthly, and
expensive from a traffic overhead point of view. The traffic overhead produced by the different
OLSR variations is discussed in the following section.

7.4 OLSR TRAFFIC OVERHEAD

The OLSR traffic test monitored the traffic overhead produced by the OLSR variations tested.
The addition of security mechanisms to the OLSR protocol introduces additional traffic over-
head in terms of signatures and added security data to each message. Figure 7.5 presents a
summary of the overhead, in size, of an OLSR message, secured using the security mechanisms
discussed thus far in this work.
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Signature K ]
Algorithm Reserved Security Data Size
Message Type VTime Message Size

Originator Address

Hop Count Message Sequence Number

Message Body

TimeStamp

Top-Hash

Signature Data

Hop-Hash

Message Security Headers - 4 bytes

OLSR Message - 12 bytes (headers)
+ variable body size

8 bytes

20 bytes

IBS Signature - 256 bytes
Standard HORS:
HORS 256 - 4 bytes + 200 bytes
HORS 1024 - 4 bytes + 160 bytes
Extended HORS:
HORS 256 - 4 bytes + 400 bytes
HORS 1024 - 4 bytes + 320 bytes

20 bytes

Figure 7.5: OLSR message size overhead with Security mechanisms

The traffic overhead graphs represented in figure 7.6 have been constructed from the 4% topol-
ogy tested (straight line topology of 9 nodes). The traffic was captured on the central node of
the line topology, as a large portion of the OLSR traffic traverses across this node. Figure 7.6
shows 4 graphs, each representing traffic overhead figures for two different OLSR variations
that were tested. The X-axis of each graph represents a time-line of the duration of the tests;
the Y-axis of each graph represents a data rate, in kilobits per second (kbps), at a given time.
Each data point, present in each graph, represents a data rate value, in kbps, averaged over a 10
second window period. Lines have been drawn through the averaged values to allow trends, if

any, to be seen.
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Figure 7.6: Control traffic overhead graphs of the tested OLSR variations
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One can immediately see that the addition of security to the OLSR protocol adds a significant
amount of traffic overhead. Amongst all of the security variations tested, the IBS signature
scheme performs the best in this department. The HORS signature schemes suffer badly from
the overhead incurred by public key distributions, resulting in random and inconsistent traffic
patterns. Generally, the HORS variations with the smaller key chains suffer worst; the require-
ment of regular key refreshes, and the subsequent distribution of public keys, generates large
amounts of traffic overhead. This is compounded by the loss of OLSR packets on a hop-by-
hop basis - as shown in the previous section - as the loss of any OLSR messages, carrying a
HORS public key, may lead to further public key distributions being required, creating a further
increase in traffic overhead.

The standard HORS variation (variation 1) incurred the most overhead, the lifespan of a key
pair under the standard HORS scheme is very short, producing an excessive amount of traffic
overhead due to public key distributions. The HORS variation utilising the largest key chains
(variation 3), performed significantly better than the other HORS variations. This is of no
surprise, as the long lifespan of a key chain mitigates the public key distribution requirements.
Table 7.3 shows the average data rates, in kbps, of the different OLSR variations represented in
the graphs above.

OLSR Variation Average Data Rate (kbps)
No Security 1.9444
IBS Signature Scheme 14.8138
Hybrid Signature Scheme (1) - HORS 256 246.2702
Hybrid Signature Scheme (1) - HORS 1024 182.4902
Hybrid Signature Scheme (2) - HORS 256 114.4264
Hybrid Signature Scheme (2) - HORS 1024 202.5282
Hybrid Signature Scheme (3) - HORS 256 45.8566
Hybrid Signature Scheme (3) - HORS 1024 123.9047

Table 7.3: Traffic Overhead of the OLSR Variations - Average Data Rate.

7.5 ROUTE DELAYS

7.5.1 Route Establishment

The route establishment test seeks to determine the amount of time, on average, the different
OLSR variations require to establish routes to other nodes of different hop-counts. The security
mechanisms present in the secure OLSR variations impact the process of establishing routes
quite significantly, particularly as the hop-count grows. The overhead, in terms of establish-
ing routes, is brought on primarily by the process of exchanging security information between
communicating nodes, namely:
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o Lonse-time synchronisation exchange: Prior to a node accepting OL5R routing control
messages, trom a given sender, it must have performed a loose time synchronisation with
the message originator. 'This ronnd-trp exchange addy additional time to the route estab-
lishment process, particolarly if one of the exchanges is not received comrectly by one of
the parties, in which case the loose time synchronisation process will have to be repeated,

¢ HORS public key exchange: This applies only 1o OLSR vanations ulilising the HORS
sigmature scheme. This property of the HORS signatvre scheme adds signiflcantly to
the romte establishment process. A recipient node cannot verify the HORS signature,
corresponding to # received (M.5R message, unless it is in possession of the HORS public
key belonging to the message originator. The process of exchanging 1 HORS public key
can be time copsuming, considering the size of HORS public keys, and the possibility of
packet luss during the exchange.

Figore 7.7 shows the average route establishment tmes of the OLSR variatnons, taken from
topology 3 (gnd). Figure 7.8 shows the averape route estabhshmend Gmes taken from topology
4 (linear).
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At low hop-counts, 1-2 hops. and even 3 tor some secure OLSR variations, the secure OLSR
protocols perform reasonably well compared to the standard OLSR protocol.  However. at
higher hop-counts. the security requitements of the secure (GLSKE protocols begin to nnpact sig-
nificanily on the performance of OLSR. Once again, the OLSR variations utilising the 1TORS
signature scheme suller the most. The HORS schemes with longer key chains perform best,
this is due to the long liflespan of a single HORS public key, The OLSR vanations ulilising
the standurd HORS seheme perform the worst, this iy due o the requirement of regular key
refreshes.

As mentioned already, the loss of OLSR packets during transmission makes the process of
distributing a HORS public key, successfully, more difficult. GLSR packet loss, conceming
the transmussion of a HORS public key between any two given nodes, will most likely resuole
in [urther public key requests taking place, and the subsequent distribogon of a 1THORS public
key. The problem with this scenuro is that il the Hlespan of a HORS public key 15 short,
as iy the cuse with the standand HORS schetne, by the time the current 1IORS public key of
a nude A is received successhidly by a node B, node A may very well have performed, or
soon perform, a key relresh, This would require nede B (o repeal the process of obtaiming the
newfcurrent public key of &, amd hence make the roote establishroent time between nede B aml
A cven longer, Al lagher hop-connts, the 1SR vanations utilising the HORS signaiure schemc
{standurd or extended scherne) simply become infeasible, as the tine taken o cstablish roudes,
wver the higher hop-counts, prows too large relative (o the standurd 015K protocol.
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The loose time synchronisation cxchange also adds quite significantly to the time i establishing
a route, Consider the OLSR variation using tke IBS signature scheme as an example: at low
hop-counts, the difference between the secure IBS-OLSR varniution and the standard O1.5R
peotocol is quite small. However, just from the requirement of loose time synchronisation, the
performance difference tends to grow rapidly as the hop-count increases, with the IBS-OLSR
variation taking over twice as long to cstablish a rouie 1o a node 8 kops away.

752 Ruoule Repair

The route repair test aims to determine how long. om average, it takes to repair a route of a given
hop-count, it the route becomes unavailable. In our testing circumstances, there are several
factors that can lead to a route becoming unavailable, these are:

o COLSR Packet Loss: Consider a given oode, node A, mantaining a route o aoother node,
node B, Node A's route 1o B can become unavailable doe to an insufficient amount of
OLSR coatrol messages, that advertise a route to B, being received by node A. The route
o B, from node A's petiat of view, can only repanr once node A reccives OLSE conrol
Messages advertising a route 1o B,

s HOIRS Public Key Refresh: A HORS key refresh leads w 4 subsequent distribution of the
new HORS public key. For a given node A distributing a new HORS public key. the delay
mvelved in disteibuting the public key successfully, to all intended recipicnt nodes, may
lead to the recipient nodes being unable to verity OLSR control messages sent by A, for
the duration of the delay incurred by the public key disinbution. Tor recipient nodes, not
in possession of A's current/oew public key, this may lead 1o a loss ol the roules advertised
by node A,

= Scoeurity Reguirements: The failure of a security check, such as a timestamp verification,
on a secure OLSE message that bas been received, wall lead 1o the message being dropped,
and hence, ool processcd or lurwarded, I a sigmificant amount of OLSE control messages
are dropped due to security checks, this may lead to a loss of the routes being advertived
in the OL.SR messages being dropped.

Figure 7.9 shows the average route repan times of the OLSR variatoos, aken [rom topology
A {gnd). Figure 7.10 shows the average roule repaie lmes taken from wpology 4 (linear). Re-
garding the average repair times [or the different OLSR varations tested, not much elaboration
is required as the repair times follow a similar pattern to that of the route establishmeny times,
Once again. the OLSR variations utilising the standard HORS signatore scheme sutfer the moest
due to their dependency on regular key refreshes.
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7.6 ROUTE AVAILABILITY

The route availability test aims to determine a how available a route 15, as a percentage, for
the duration of the test, The test measures the availability of a ronte only once the route has
been estublished. The factors that can affect route m’ailah'[lity' have been discossed in the pre-
vious section, and hence will not be discvssed again in this section. Figure 7.11 represents the
availability of rontes of the different OLSR variations tested from topology 4 (linear).

Topology 4
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Figure 7.11: Roule Avalability - Fopology 4 (linear)

Relative to the standard OLSR prolocol, the secure OLSR vartations perform badly as the hop-
count tends to grow. The OLSR varialions utilising the HORS signature scheme perform worst.
The roure availability of these OLSR variations is effected most by:

o [IOKRS Key Refreshes: As already discussed previously, the difficulty associated with a
HORS public key distribution can lead to recipient nodes being unable to verify OLSR
tessages signed by a corresponding HORS private key, The greater the dependency on
HORS key refreshes, the greater the possability that the difficully associated with o HORS
public key distribution will affect the protocol 10 a negative manner

o OLSR Packel Loss: It appears that our OLSR variations utilising HORS suffer most from
colbsions on the wireless medium. This was shown mn figure 7.4, where the HORS O1.5R
variations suffered most in lerms of OLSE message reception, An excessive amount of
packet loss will lead w routes becoming lost or unavailable, purticularly as the hop-count
mmereases Wwpgether with the likelihood of packet loss,
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e Failed Timestamp Verifications: When an timestamp verification fails, the OLSR message
is dropped, and hence, not processed by the recipient node and not forwarded to any
further neighbouring node. Thus, a significant amount of failed timestamp verifications
can lead to routes becoming unavailable, as mentioned in the previous section.

The IBS-OLSR variation performs the closest to the standard OLSR protocol; however, due
to the loss of OLSR messages from failed timestamp verifications, and an increased likelihood
of collisions on the wireless medium due to larger frame sizes, the performance difference of
the IBS secure variation tends to drop off significantly at higher hop-counts. If one could have
ignored the loss of OLSR messages due to failed timestamp verifications, the IBS-OLSR vari-
ation would have actually performed relatively well, compared to the standard OLSR protocol.
The next section goes into more detail regarding loose time synchronisation and timestamp
verifications.

7.7 LOOSE TIME SYNCHRONISATION

As has previously been mentioned, assuming time synchronisation amongst nodes in a sponta-
neous networking environment, such as an ad hoc network, is not a very realistic assumption.
One of our goals was to test the use of a loose time synchronisation protocol, to enable the
means of end-to-end timestamp verification of an OLSR message. When using the loose time
synchronisation protocol over multiple hops, as in our case with OLSR, potential problems may
arise:

¢ The loose time synchronisation protocol can be exploited by intermediate malicious nodes,
as discussed in section 3.4.3, from chapter 3.

e Accuracy: Unexpected or inconsistent transmission, processing, and queuing delays at
each hop can render the loose time synchronisation inaccurate. This inaccuracy can lead
to inaccurate timestamp verifications, and hence, cause poor performance of the secure
OLSR protocols.

One of the first aspects looked at was the number of OLSR messages dropped due to the times-
tamp verification of OLSR messages. Table 7.4 shows the number of OLSR messages dropped
as a percentage of the total number of timestamp verification samples taken. The table sum-
marises the results taken from topologies 3 (grid) and 4 (linear) of all the secure OLSR varia-
tions, categorized over different hop-counts.
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Hop Count IBS HSS: HORS 256 HSS: HORS 1024
- @ & @O @ O3

1 0 259 005 0003 1202 6.13 258
2 0.18 1026 041 033 3697 2026 7.36
3 315 976 135 29 - 12.21 5.72
4 5.97 - 242 2.58 - 9.87 4.79
5 5.06 - 297 267 - - 8.03
6 4.25 - 213 256 - - 5.17
7 6.12 - 1.36  3.85 - - 5.88

Table 7.4: Percentage of unsuccessful timestamp verifications

* IBS — Secured OLSR: IBS Signature Scheme
* HSS — Secured OLSR: Hybrid Signature Scheme

Interpreting the results of the loose time synchronisation, and subsequent verifications, proved
quite difficult. Already, from the table above, one can see that no consistent trends tend to exist
as the hop-count increases. However, for most of the secure OLSR variations, the results do
indicate that over a single hop the loose time synchronisation protocol, and subsequent times-
tamp verifications, perform fairly well, with relatively low percentages in dropped messages.
Over more than a single hop however, the percentage of failed timestamp verifications tends to
increase quite substantially.

Whilst figures of around 2% or 5%, for some of the secure OLSR variations, may seem small,
the effect of messages being dropped due to failed timestamp verifications is compounded as
the hop-count increases; for instance: given a node 7 hops away from a given sender, not only
is the node dropping messages it receives due to failed timestamp verifications, it is also not
receiving the OLSR messages being dropped by MPR nodes along the route of the message to
the node in question.

With respect to the OLSR variations using the HORS signature scheme and timestamp verifica-
tions, the HORS 256 parameter set performs far better than that of the HORS 1024 parameter.
The reason for this is most likely due to the higher and more inconsistent traffic overhead pat-
terns of the HORS 1024 parameter set, causing additional processing, queueing and transmis-
sion delays at each hop. This is also evident when comparing the results of the OLSR variations
using the standard HORS scheme, which generate higher traffic overhead, to the OLSR vari-
ations using the extended HORS signature scheme. The OLSR variations using the standard
HORS signature scheme tend to result in a far higher percentage of failed timestamp verifica-
tions.

A second aspect looked at was the resulting average slack of the timestamp verifications. In
other words, the difference between the time reflected in a timestamp, and that of the compari-
son time calculated, based on a sender’s upper-bound time. Table 7.5 reflects the average slack
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(in seconds) of timestamps verifications, summarised from the results of the tests performed on
topologies 3 (grid) and 4 (linear).

Hop Count  IBS HSS: HORS 256 HSS: HORS 1024
O ) N € N O N O N )

1 0.588 0.631 0.539 0.561 0.609 0.547 0.525
2 0.538 0.663 0.657 0.578 0.373 0.408 0.576
3 0.593 0.653 0.749 0.534 - 0.640 0.658
4 0.498 - 0.784 0.726 - 0.697 0.807
5 0.575 - 0912 0.830 - - 0.658
6 0.670 - 1.235 0.872 - - 0.872
7 0.643 - 1.377 0.858 - - 1.051

Table 7.5: Timestamp verifications - average slack

* IBS — Secured OLSR: IBS Signature Scheme
* HSS — Secured OLSR: Hybrid Signature Scheme

Considering that 0.5 seconds of slack had already been introduced into the timestamp verifi-
cation calculation, as mentioned in section 6.6, the timestamp verifications on average proved
fairly accurate. One can essentially subtract 0.5 from the above figures to get an idea of the
real average slack, i.e. the average difference had our own slack not been introduced. Once
again, over a single hop the timestamp verification proves, in general, the most accurate. As the
hop-count increases, the general trend of the slack difference tends to increase.

The problem that exists with the loose time synchronisation, over multiple hops, is that at the
time of the synchronisation, it is a once-off request/response exchange. Whilst this exchange
between any two given nodes may be accurate in some instances, in other cases it may not
represent the true round-trip-time at all times of the communications between the two nodes.
Even if averages are worked out from subsequent loose synchronisation exchanges, as we did
in our implementations, it is difficult to accommodate all the possible delays associated with
the transmissions of different messages, whilst attempting to keep the resulting slack as low as
possible.

Consider the IBS-OLSR variation as an example. The IBS-OLSR variation proved most ac-
curate, with the most consistent average slack. This consistency is most likely due to the fact
that, out of all the secure OLSR variations, the IBS-OLSR produces the most regular and con-
sistent traffic patterns, and hence, fairly consistent delays at each hop. The IBS-OLSR protocol
however, barring the HORS 1024 OLSR variations , also suffered the most in terms of failed
timestamp verifications at higher hop-counts. This shows that even whilst, on average, the IBS-
OLSR variation resulted in fairly accurate loose time synchronisations, it still resulted in too
many messages falling out of the allowed timestamp window at higher hop-counts. Regarding
the OLSR variations using the different HORS schemes, the average slack tends to increase
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quite significantly as the hop-count increases. This increase is most likely due to inaccura-
cies of the RTTs calculated from the loose time synchronisation exchange. This once again
reinforces the difficulty involved in establishing a round-trip-time, over multiple hops, which
accommodates all the potential delays of an incoming message, particularly in an environment
of inconsistent and high traffic volumes.

7.8 VALIDITY WINDOW - EXTENDED HORS PRIVATE KEYS

In section 3.7.2, the use of a window period for private keys in an extended HORS key chain was
discussed. The goal of the window period is to prevent malicious nodes from forging signatures
using derived values of old private keys. One goal of the testing was to determine the accuracy
of the window period, and to determine if the window period is feasible. One aspect to look at
is the remaining slack of the time period for each private key, 1.e. the difference, in time, when
receiving the r** and final message of a sender’s current private key, to that of the calculated
cut-off/upper-bound time of the window period for the sender’s current private key.

In section 6.6, it was stated that 0.25 seconds of slack, per message, was introduced into the
calculation of a private key time period. Considering the two different parameter sets, the
following amount of slack was introduced for each:

e HORS 256: slack = 0.25 -r = 0.25 - 2 = 0.5 (seconds)
e HORS 1024: slack = 0.25-r = 0.25 - 6 = 1.5 (seconds)

The slack figures shown above are then introduced into the calculation of the private key win-
dow period, as shown by the calculations in section 3.7.2, from chapter 3. Determining an
amount of slack to add to the calculations was not trivial, the goal was to allow enough slack
such that all ~ messages, signed by a private key, could be received successfully without creating
too much slack. The difficulty lies in predicting the various delays associated with the trans-
mission of an OLSR message across a varying number of hops: one message may experience
considerably more delays, over a number of hops, than that of another message. It was decided
that a small amount of slack would be added for each of the r messages such that, collectively,
the slack would be enough to allow all » messages, signed by a single private key, to be received
successfully within the private key’s window period.

Table 7.6 represents a summary of the average slack, of the private key time period, observed
from the tests of topologies 3 and 4. The results have been taken from the tests of the extended
HORS OLSR variations, and have been grouped into the two different HORS parameter sets
(HORS 256 and HORS 1024). When calculating a valid time period for a HORS private key,
key,, the aim is to keep the time period as accurate as possible, with as little slack as possible.
This is essentially to prevent neighbours from deriving values of key,, from subsequent private
keys in the same extended HORS key chain as key,, and then forging signatures using key,,.
The slack needs to be small enough such that for a given private key key,,, it is infeasible in the
given time-frame for an adversary to 1) wait for messages signed by a subsequent private key, 2)
derive values of key,, from the signatures of the subsequent private key, and 3) forge a signature
of a message using key,,, and ensure the reception of the forged message at the intended victim.
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Hop Count Extended HORS 256 Extended HORS 1024

1 1.225 3.247
2 2.684 5.193
3 2.989 5.941
4 3.128 6.064
5 3.329 6.976
6 3.397 5.960
7 3.315 6.504

Table 7.6: HORS Private Key Window Period - Resulting Slack

Considering the amount of slack that was introduced, the accuracy of the valid time period for
an extended HORS private key, over a single hop, is fairly good. Over a greater hop-count
however, the slack grows substantially. The reason for this could be threefold:

e Slack Introduced: It is possible that by introducing an amount of slack for each message
that may be signed by a HORS private key, the total slack for a given HORS private key
may have amounted to an excessive figure.

e Carried Over Slack: As we have shown, the window period calculation for a given HORS
private key, in an extended key chain, may result in the calculation leaving a certain
amount of excess slack. Owing to the fact that the cut-off point of a window period for a
HORS private key is used as the starting time for the window period of the next private
key, of the same key chain, it is possible for any excess slack to carry over to the time
window calculation of the subsequent private key.

In section 3.7.2, we described a possible approach to minimise the carried over slack of a
previous private key window. By having calculated a timestamp at the time of receiving
the most recently signed message, of the previous private key belonging to a given neigh-
bour, the timestamp can be used as a starting point for a window period of the subsequent
private key, of the neighbour’s same key chain. However, the problem with this approach,
concerning the window period calculation of a current private key of a neighbour, is that
it 1s most effective if the starting point timestamp had been calculated at the reception
time of the last, or 7*, message signed by the neighbour’s previous private key. Hence,
the more recent the last successfully received OLSR message, of the messages signed by
a neighbours previous private key, the more effectively slack can be reduced for the win-
dow period of the next private key. Poor OLSR message reception can therefore negate,
to a large extent, this approach of minimising excess slack from the window period of a
previous HORS private key in an extended HORS key chain.
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e Window Period Calculation: Our calculation involved the use of the OLSR HELLO mes-
sage interval time to calculate an upper-bound window period for incoming messages, of
a given neighbour, that have been signed by the current HORS private key of the neigh-
bour. The calculation did not incorporate the interval times of other possible messages:
in the case of our experiments, the Topology Control (TC) message. In hindsight, and
taking the previous two points into consideration, the use of the TC message interval time
would have made the window period calculation more accurate, leaving less excess time
open for exploitation.

The excess slack times of each private key window period is too large for practical use. By
having such a large slack period, the extended HORS scheme can be exploited by attackers
forging signatures for old private keys, as we have previously shown. The experiments on the
indoor testbed allowed the problems of our private key window period to be noticed, whilst
potential solutions to such problems, as an attempt to make the window period more accurate,
have been given above.

7.9 PING TEST

The ping round-trip times (RTTs) give a general reflection of the delays in transmitting and
processing an OLSR control message across a number of hops. Under the standard OLSR
and IBS-OLSR variations, enough samples of round-trip-time ping messages were able to be
collected to allow suitable averages, for varying hop-counts, to be calculated. However, the
method used to transmit and receive OLSR ping messages did not work very well under the
HORS OLSR variations, for the following reasons:

1. MPR Signalling: Under the standard OLSR protocol in our experiments, only MPR nodes
generate messages with maximum Time-To-Live (TTL) values, these being Topology
Control messages. Hence, when it came to sending custom OLSR ping request/response
messages, it was decided that only MPR nodes should set the TTL value to maximum,
whereas non-MPR nodes should set the TTL value to 1. This was done to prevent un-
necessary key and time synchronisation exchanges taking place amongst ping nodes who
were not MPR nodes - note however, for the standard OLSR protocol where no security
exchanges take place, the TTL of all ping messages was set to its maximum value for all
nodes. Under certain OLSR variations using HORS, the MPR signaling amongst neigh-
bours performed relatively badly due to lost/dropped OLSR messages. The MPR signal-
ing process therefore affects the transmission range of the ping messages, and hence, can
make it difficult to obtain a sufficient amount of multi-hop ping samples if the signaling
process does not perform effectively.

2. Packet Loss: If either of the ping request or response messages are lost during the ex-
change, the ping exchange becomes worthless and will have to be repeated. If there is
a high loss rate of OLSR packets in a network, this can negatively affect the number of
ping samples that can be obtained within a given timespan.
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Figure 7.12 shows the average ping RTTs of several of the tested OLLSR variations. for varying
hop-counts, Only those variations for which enough samples could be coliected have been
included in the results. Whilst it proved ditficult to obtain enough samples tor all the hop-
counils, the results in figure 7.12 sull allowed cortain conclusions o be drawi,
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Figure 7.12: Round-Trip-Time of Custom OLSR Ping Message - Topology 4 (linear)

What is immediately clear. from the ping results, is that the addition of security mechanisms
too the OLSR protocol adds a significant amount of delay at cach hop, The ping times of all
the secure OLSR variations are significantly higher than the ping tunes of the standard OLSR
protocol, this 15 not surprising considering the delays wvolved with signature generation angd
verification at esch hop, What is interesting to note, however, 15 the average time of the pings of
the OLSR vanations using HORS, relative 1o the ping times of the IBS-CL.SR variation. From
section 7.2, it was shown that the HORS, and extended HORS. signature schemes offered sig-
nature generation and verification operations significantly faster than that of the IBS signatwre
scheme tested. However, oot of all the OLSR variations using HORS, only OLSR using the
extended HORS 256 scheme, with the longer of the key chains, produced ping times marginally
lower thun that of the IBS-OLSR vaniation. This extended HORS 256 O1LSR variation also
produced. out of all the OLSR variations using HORS, the lowest average traffic overhead, as
shown in table 7.3, This once again confirms how significantly the higher traftic overiead.
praduced By the OLSR vartauons usitg HORS, affects the transmission delays of an OLSR
message over a varying number of hops.
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7.10 SUMMARY

In this chapter, the results obtained from the experiments have been summarised and presented.
The findings regarding each test have been discussed with the initial objectives of the research
in mind. Whilst interpreting certain aspects of the results was not easy, logical explanations
for the outcomes of each test were always sought. The next chapter concludes this disserta-
tion by presenting final conclusions and discussing potential areas of research with area for
improvement.



CHAPTER 8

CONCLUSIONS AND FUTURE WORKS

8.1 INTRODUCTION

In this chapter, we aim to 1) revisit the initial objectives of the research undertaken, 2) provide
a brief summary of the results, 3) assess the results, with the initial objectives of the research in
mind, and 4) provide recommendations for future works.

8.2 RESEARCH OBJECTIVES

Routing protocols for wireless ad hoc networks is the research area forming the main subject
of this work, with specific emphasis on the provision of end-to-end security mechanisms for
the Optimized Link State Routing (OLSR) protocol. The main research objectives of this work,
with respect to security and the OLSR protocol, were:

1. Identify the need for end-to-end security in the OLSR protocol.
2. Investigate the use of specific end-to-end security mechanisms in the OLSR protocol.

3. Investigate the use of a one-time signature scheme, HORS, as well as our extended version
of HORS, as an end-to-end broadcast authentication mechanism for the OLSR protocol.

4. Determine the feasibility of using such security mechanisms to secure the OLSR protocol.

To satisfy the objectives mentioned above, a security module incorporating end-to-end secu-
rity mechanisms was developed for an existing OLSR implementation. Experiments were per-
formed on an indoor, 9 node, wireless ad hoc testbed. The results obtained from the experiments
allowed us to observe the effects of the security mechanisms on the OLSR protocol, as well as
to satisfy the research objectives of the dissertation.

127



- 128 - Chapter 8 — Conclusions and Future Works

8.3 THE OLSR ROUTING PROTOCOL - END-TO-END SECURITY

In chapter 2, the OLSR protocol was introduced and an emphasis fell on the need to secure
the OLSR protocol. Like many routing protocols designed for wireless ad hoc networks, the
OLSR protocol provides no security features for the routing control data it produces. For this
reason, as mentioned in chapter 2, the OLSR protocol is vulnerable to several security threats.
To provide end-to-end security for OLSR routing control data, as discussed in chapter 2, the
emphasis must fall on securing OLSR messages. Unlike OLSR packets which simply act as
hop-by-hop carrier mechanisms, OLSR routing messages are end-to-end, from source to every
intended destination in the network.

Whilst there is no doubt that securing the OLSR protocol is important, providing security for a
broadcast protocol, such as OLSR, in a manner that does not hamper the protocol’s performance
severely, is not trivial. Broadcast protocols designed for wireless networks are especially diffi-
cult to secure, considering the sensitive and volatile nature of the wireless medium they operate
on. Frame collisions in 802.11 wireless networks have been discussed, briefly, with the hidden
node problem described in appendix A. For unicast transmissions in 802.11 wireless networks,
mechanisms such as Request-to-Send/Clear-to-Send (RTS/CTS) [21] exist as a partial solution
for the hidden node problem, and MAC layer acknowledgments, for received 802.11 frames,
are used to detect lost frames for retransmission.

For multicast/broadcast transmissions in an ad hoc network, however, such mechanisms are not
in place to assist with 802.11 frame transmissions, resulting in a lack of reliability in 802.11
broadcast/multicast transmissions [69]. Broadcast protocols are therefore much more suscepti-
ble to collisions of frames due to hidden nodes in the network. Also, without the use of frame
acknowledgments by receivers, a sender cannot detect a lost frame, meaning no retransmission
of the frame will take place. Taking these properties of 802.11 broadcasting into account, one
can see the challenge involved with securing a broadcast protocol, such as OLSR, in an ad hoc
network, particularly if the secure protocol is sensitive to packet loss.

From a security design point-of-view, the concept of using the proposed end-to-end security
mechanisms for OLSR were viable, to a certain extent. However, as the results from the ex-
periments have indicated, the practical use of such security mechanisms is not feasible, when
considering a broadcast protocol over an unreliable transmission system which is sensitive to
packet loss. This illustrates the importance of experimentation when testing the feasibility of
design concepts.

8.4 RESULTS - CONCLUSIONS

8.4.1 Loose Time Synchronisation & Timestamp Verifications

One of the goals of this work was to determine how a simple loose time synchronisation ex-
change would perform as a basis for end-to-end timestamp verifications. Overall, the times-
tamp verifications performed quite poorly. Over a single hop, for most of the OLSR variation
tested, the loose time synchronisation and subsequent timestamp verifications were very ac-
curate. However, as the hop-count between a given sender and receiver increased, the results
indicated that the accuracy tended to fall off substantially.
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As discussed in the previous chapter, the difficulty lies in establishing a loose time relationship,
for any given hop-count, such that the failure rate of timestamp verifications is low and the pre-
cision of the loose time synchronisation is fairly accurate. The results from the OLSR variation
using the IBS signature scheme is an example of this: of all the OLSR variations tested, the IBS
variation produced the most consistent average slack (accuracy), yet suffered quite poorly from
failed timestamp verifications at higher hop-counts.

Whilst the loose time synchronisation exchange and timestamp verification calculation, used as
part of the security implementation, proved suitable for a single hop exchange, its performance
over multiple hops degrades too significantly. The difficulties that exist over multiple hop loose
time synchronisations, coupled with the fact that the loose time synchronisation exchange can be
exploited, as shown in section 3.4.3, simply makes the use of our timestamp security mechanism
impractical for verification purposes of multi-hop communications.

8.4.2 Identity-Based Signature Schemes

Identity-based signature schemes offer a significant advantage with regard to public key dis-
tributions. Instead of the need for each node to distribute its public key, any node can derive
the public key of another node through the use of publicly known information about the node,
such as an [P address. This property of identity-based signature schemes can provide benefits
in terms of the overhead, in both delays and traffic, associated with public key distribution.

Shamir’s identity-based signature scheme [56], based on RSA functions, was used as an identity-
based signature scheme for the OLSR security design and implementation done as part of this
work. As the results indicate in the previous chapter, out of all the secure OLSR variations
tested, the IBS-OLSR secure variation performed the best overall. Even though some of the
results reflect a poor performance, particularly at high hop-counts, from the IBS-OLSR imple-
mentation, these results have been exaggerated due to the bad performance of the timestamp
verification mechanism, as explained in the previous section. The IBS-OLSR implementation
showed a significant advantage over the HORS-OLSR variations, particularly in terms of route
establishment times and traffic overhead.

Whilst the IBS scheme offers several advantages, the disadvantages cannot be ignored. In sec-
tion 7.2, the signature verification and generation results reflect how inefficient and slow our
IBS scheme implementation is, relative to the HORS one-time signature scheme implementa-
tions. The use of computationally expensive signature schemes may not always be practical,
particularly on devices with minimal resources and processing capabilities, such as devices in
sensor networks.

For the experiments undertaken as part of this work, it was assumed that the nodes received
fixed IP addresses, and thus the identity-based private keys could be pre-shared on the nodes,
solely for experimental purposes. However, this scenario is not applicable or practical for every
situation - in section 3.1, it was mentioned that the security design was not for a general case.
Consider figure 2.13, from chapter 2, a traditional identity-based signature system makes use of
a third party to provide users with identity-based private keys and the master public key. Also,
networks often use of a centralised DHCP server for dynamic IP address allocation of network
users. From a practical point of view, the two points just mentioned pose potential problems
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for the use of identity-based signatures in an ad hoc network, this being due to the lack of
infrastructure present, as well as the decentralised and dynamic nature of an ad hoc network.
Dynamic IP address allocation in wireless ad hoc networks is still, very much, an active area of
research.

8.4.3 The HORS One-Time Signature Scheme

One of the main research objectives of this work was to investigate the use of a one-time sig-
nature scheme as an end-to-end broadcast authentication mechanism for the OLSR protocol.
For this purpose, the HORS one-time signature scheme was chosen as part of our security de-
sign and implementation. One-time signature schemes, such as the HORS scheme, offer very
fast and efficient signature operations, however, may also suffer from various limitations as ex-
plained in section 2.7.1. Our aim was to determine if the use of the HORS signature scheme, as
an end-to-end signature scheme for OLSR, was feasible in light of the limitations the signature
scheme faces.

The Standard HORS Signature Scheme

Two of the secure OLSR variations tested incorporated the standard HORS signature scheme as
a main digital signature scheme. The two OLSR variations made use of different parameter sets,
namely: the HORS 256 and HORS 1024 parameter sets, as we term them in section 2.7.1. The
main limitation behind the standard HORS signature scheme is the limited number of signatures
a given key pair can provide. This limitation invokes regular public/private key pair refreshes.

Looking at the results obtained from the tests, it can be observed that the OLSR variations util-
ising the standard HORS scheme performed the worst out of all the secure OLSR variations
tested, in all the different areas tested. This outcome is not surprising, our secure OLSR varia-
tions using the standard HORS scheme simply relied too heavily on regular key pair refreshes,
which in turn produced too much traffic overhead through the public key distribution process.
The requirement of large public key distributions, over varying hop-counts, means the standard
HORS OLSR variations are very sensitive to packet loss.

In general, the process of distributing HORS public keys as payloads in OLSR messages per-
formed quite poorly. The large frame sizes associated with a public key distribution, coupled
with the need to distribute such public keys on a regular basis, lead to a poor delivery percentage
of OLSR messages, most likely due to collisions on the wireless medium. Route establishment
times for all hop-counts were high, and route availability was generally very poor. One can
conclude that the use of the standard HORS signature scheme, or at least our incorporation of
it, as an end-to-end broadcast authentication mechanism for OLSR, is simply not feasible.
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Extended HORS Signature Scheme

In an attempt to mitigate the heavy dependency the standard HORS scheme has on key pair
refreshes, an extended version of the HORS signature scheme, explained in section 3.5.1, was
used as a main signature scheme by four of the secure OLSR variations tested. Without going
into too much detail, the extended version of HORS allows a given public key to remain valid
for longer, by generating multiple corresponding private keys in a key hash-chain structure. The
motivation behind an extended public key lifetime is a reduction in public key distributions, and
hence, a reduction in traffic overhead.

In general, the extended HORS scheme performed better than that of the standard HORS
scheme. Of the four OLSR variations using the extended HORS scheme, it was found that
the extended HORS variations using the longer key chains performed best. As we have dis-
cussed numerous times, the process of distributing a HORS public key using OLSR messages
is a difficult and lengthly process, particularly over several hop-counts in the presence of packet
loss. Whilst the OLSR variations using the extended HORS scheme are still required to dis-
tribute HORS public keys, these keys remain valid for longer, and hence can be used to verify
more OLSR routing messages signed with a corresponding HORS private key. Of the different
parameter sets (HORS 256 and HORS 1024), the HORS 256 parameter set performed signifi-
cantly better, this is due to the much smaller public key size of the HORS 256 parameter set,
making the process of a HORS public key distribution more suitable.

Several drawbacks, however, do exist with the secure OLSR variations using the extended
HORS scheme, when compared to the standard HORS scheme: Signature sizes are larger, in
fact, twice as large; the storage size of the public/private keys is significantly larger, as a key
hash-chain can maintain several private keys; and, the efficiency of signature verifications, us-
ing a given public key from a key chain, drops off as more private keys from the key chain are
used. Even though the extended HORS scheme performed significantly better than that of the
standard scheme, the OLSR variations using the extended HORS schemes still performed worse
than the IBS-OLSR variation, and quite substantially worse than the standard OLSR protocol.

8.5 RECOMMENDATIONS FOR FUTURE WORK

Throughout the work done thus far, several problem areas have arisen for which improvements
could be made. In this section, we aim to to identify some of these problem areas as potential
research avenues for improvements. Whilst the areas discussed in the section are not new areas
of research - in fact, all are active areas of research - these areas are still relevant to the work
that has been undertaken in this dissertation.
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8.5.1 Reliability in 802.11 Broadcast/Multicast Transmissions

As discussed previously, wireless terminals in 802.11 networks are required to sense the channel
prior to transmitting data over it. Unlike wired networks however, the communication bound-
aries of the wireless technology are not fixed, and are highly variable due to the nature of the
medium, making channel sensing ineffective amongst hidden nodes (see appendix A). In 802.11
wireless networks, frame collisions are possible due to such hidden nodes, and frame loss also
exists due to the vulnerable nature of the wireless medium.

Owing to such problems facing 802.11 wireless networks, various mechanisms, such as RTS/CTS
and frame acknowledgments, have been introduced into the operation of 802.11 in an attempt
to mitigate such problems. Such mechanisms, however, are present to enhance the reliability
of unicast transmissions and not transmissions of a multicast/broadcast nature. Therefore, a
wireless node using a broadcast protocol, such as OLSR, cannot rely on such mechanisms to
improve the protocol’s communications with other ad hoc neighbours.

Such properties of 802.11 broadcast/multicast transmission makes the process of securing such
protocols even more difficult. Securing a protocol more than likely adds overhead, particu-
larly in terms of traffic overhead, which can further expose the unreliability and vulnerability
of the underlying 802.11 broadcast system. This is particularly evident if security exchanges
take place using broadcast transmissions, as was the case with a HORS public key distribu-
tion in the experiments undertaken. Currently, schemes to improve the reliability of the 802.11
multicast/broadcast transmission system are actively being researched.

8.5.2 Time Synchronisation in Multi-Hop Ad Hoc Networks

In the absence of assuming time synchronisation amongst nodes in an ad hoc network, the
process of time synchronisation is required in order to permit time specific operations amongst
nodes, such as timestamp verification in our case. For our experiments, we made use of a very
simple loose time synchronisation protocol between a given pair of nodes. As was shown,
however, the timestamp verification used in our experiments performed inconsistently and, in
general, quite poorly when used over multiple hops.

Time synchronisation in wireless ad hoc networks is a difficult process as there is no central ad-
ministration to coordinate with. Furthermore, time synchronisation protocols are often subject
to security attacks, particularly if intermediate nodes can influence a synchronisation between a
given pair of nodes. Considering the environment and circumstances involved in a wireless ad
hoc network, the process of creating an end-to-end secure time synchronisation protocol, whilst
keeping the protocol as simple as possible, is a very challenging task.
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8.5.3 Efficient Signature Schemes for Broadcast Authentication

As mentioned in section 2.7.1, conventional digital signature schemes, which are often com-
putationally expensive, may not be practical for use in all environments, particularly ones of
limited resources. Efficient asymmetric signature primitives have, for a long while, been an
active area of research, with increasing interest in the field due to a rising presence of small
electronic devices with embedded systems. The research area of one-time signature schemes is
a field which aims to provide efficient and secure asymmetric digital signature schemes.

However, as we have pointed out previously in this work, one-time signature schemes are gener-
ally hindered by several limiting factors. The main hindering factor of these schemes, in general,
is the limited number of secure signatures a given public/private key pair can provide. Regard-
ing the HORS signature scheme, and other one-time signature schemes of a similar nature, the
large key sizes present key management problems, particularly in a decentralised environment
such as an ad hoc network. For broadcast routing protocols which may require regular sig-
nature generation and verification operations, an efficient authentication mechanism for such
broadcast communications is required. Schemes to provide efficient broadcast authentication,
whilst providing efficient key management properties, are very much a current area of research.

8.6 SUMMARY

Overall, the results of our tests reflected the difficulty involved with adding security mechanisms
to a wireless broadcast protocol, such as OLSR, without affecting the efficiency of the protocol
severely. The secure OLSR variations that were tested generally performed quite poorly, for
various reasons. Often, with experiments done in other works, time synchronisation is assumed
between nodes. This assumption however, is not always realistic. This study did not assume
time synchronisation, but made use of a loose-time synchronisation protocol amongst com-
municating nodes, for timestamp verification purposes. However, the timestamp verification
procedure resulted in a failure rate that was too high, and was deemed impractical in a multi-
hop ad hoc network environment. Our application of the HORS signature scheme, and our
extended version of HORS, performed inefficiently as a signature scheme for OLSR, plagued
mainly by high traffic overhead and packet loss. It must be stated, however, that the identity
based signature scheme performed reasonably well compared to the standard OLSR protocol,
especially considering how failed timestamp verifications negatively effected the results. The
main drawbacks of the IBS-OLSR variation are the increased traffic overhead it produces, as
well as the fact that identity-based signature schemes may not be practical for all ad hoc network
environments, as discussed in section 8.4.2 above.

In conclusion, this study has investigated various primitives and potential mechanisms for end-
to-end security of the OLSR routing protocol. The process of securing a broadcast ad hoc
routing protocol, from end to end, can be highly dependent on the reliability and stability of the
intermediate wireless links over which the protocol is applied. The application of such security
mechanisms, in the context of broadcast routing protocols for wireless ad hoc networks, will
tend to become more practical and viable as improvements are realised regarding the underlying
performance of the wireless mediums forming such networks.
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In a Wired network. such as ethernet. stations make use of a multiple access scheme known as
Carrier Sense Multiple Access With Collision Detection (CSMA/CD). The CSMA/CD scheme
allows stations to determine if another station is transmitting on the medium, as well as detect
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Figure A.l: Hidden Node Problem
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Consider the scenario depicted in figure A.1. Stations A and B are within wireless range of
each other, as are stations B and C. However, stations A and C lie outside the wireless range
of one another, making each of them hidden nodes to the other. Owing to the fact that stations
A and C lie out of range of one another, neither can sense the others transmissions on the
wireless channel, leaving the CSMA/CA multiple access scheme ineffective in this scenario.
This scenario may lead to a situation where stations A and C transmit simultaneously to station
B, leading to a potential collision at station B.

To partly rectify this problem, the 802.11 CSMA/CA scheme can be supplemented with a hand-
shake protocol known as Request-to-Send/Clear-to-Send (RTS/CTS) [21]. Whilst RTS/CTS can
be used as a potential solution for the hidden node problem, it is a unicast mechanism, and thus
cannot be used to protect transmissions of a broadcast nature. For this reason, the RTS/CTS
handshake mechanism is not explained here.
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SIGNATURE SCHEME VERIFICATION
TIMES

Below are the average verification times (in seconds), of the signature schemes tested, over
1000 iterations.

e RSA Signature Scheme: 1.41 seconds

¢ IBS Signature Scheme: 8.907 seconds

Private Key in Extended HORS Key Chain Extended HORS 1024 Extended HORS 256

1 0.227 0.267
2 0.347 0.413
3 0.460 0.563
4 0.577 0.713
5 0.697 0.860
6 0.810 1.003
7 0.930 1.153
8 1.053 1.300
9 1.163 1.450
10 1.287 1.600

Table B.1: Extended HORS Average Verification Times - Private Keys 1-10
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Private Key in Extended HORS Key Chain Extended HORS 1024 Extended HORS 256

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

1.403
1.520
1.640
1.753
1.873
1.993
2.113
2.230
2.347
2.467
2.583
2.700
2.823
2.937
3.060
3.177
3.293
3.410
3.530
3.650
3.770
3.887
4.003
4.120
4.240
4.353
4473
4.590
4.710
4.830

1.750
1.890
2.043
2.190
2.333
2.483
2.633
2777
2923
3.073
3.223
3.370
3.513
3.663
3813
3.960
4.107
4.250
4.407
4.550
4.700
4.850
4.993
5.137
5.293
5.440
5.587
5.730
5.880
6.027

Table B.2: Extended HORS Average Verification Times - Private Keys 11-40
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Private Key in Extended HORS Key Chain Extended HORS 1024 Extended HORS 256

41 4.950 6.177
42 5.067 6.323
43 5.187 6.470
44 5.303 6.620
45 5.420 6.770
46 5.540 6913
47 5.653 7.063
48 5.770 7.210
49 5.887 7.360
50 6.010 7.500
51 6.127 7.657
52 6.243 7.803
53 6.363 7.947
54 6.483 8.093
55 6.600 8.243
56 6.717 8.390
57 6.837 8.547
58 6.950 8.687
59 7.070 8.837
60 7.187 8.987
61 7.303 9.133
62 7.427 9.280
63 7.547 9.430
64 7.660 9.577
65 7.783 9.723
66 7.897 9.870
67 8.020 10.017
68 8.137 10.167
69 8.257 10.307
70 8.370 10.463

Table B.3: Extended HORS Average Verification Times - Private Keys 41-70
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Private Key in Extended HORS Key Chain Extended HORS 1024 Extended HORS 256

71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90

8.490
8.607
8.727
8.843
8.963
9.077
9.197
9.317
9.430
9.547
9.670
9.793
9.910
10.027
10.143
10.260
10.377
10.497
10.613
10.733

10.610
10.757
10.907
11.053
11.200
11.350
11.497
11.643
11.790
11.937
12.093
12.240
12.390
12.533
12.673
12.830
12.977
13.117
13.273
13.420

Table B.4: Extended HORS Average Verification Times - Private Keys 71-90
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OLSRD MESSAGES AND PACKETS

C.1 OLSRD DEFAULT STRUCTURES

OLSRd Generic Message
struct olsrmsg

{
olsr_u8_t olsr_msgtype;
olsr_u8_t olsr_ vtime;
olsr_ulé_t olsr_msgsize;
olsr_u32_t originator;
olsr_u8_t ttl;
olsr_u8_t hopent;
olsr_ulo_t seqno;
union
{
struct hellomsg hello;
struct tcmsg tc;
struct hnamsg hna;

struct midmsg mid;
} message;
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C.2 OLSRD CUSTOM STRUCTURES

Security-Aware OLSR Message

struct secure_olsrmsg

{

olsr_u8_t
olsr_u8_t
olsr_ul6_t

olsr_u8_t
olsr_u8_t
olsr_ulé_t
olsr_u32z_t
olsr_u8_t
olsr_u8_t
olsr_ule_t

union

{

struct hello
struct tcmsg
struct hnams
struct midms

} message;

signature_algo;
reserved;
sig_data_size;

olsr_msgtype;
olsr_vtime;
olsr_msgsize;
originator;
ttl;

hopcent;
seqno;

msg hello;
tc;
hna;
mid;

d
g

struct secure_ol

{

olsr_ul6_t
olsr_ul6_t
olsr_ulé6_t
olsr_ulé6_t

struct secure_o

sr_packet

olsr_packlen;
olsr_seqno;
encryption_algo;
reserved;

lsrmsg

Security-Aware OLSR Packet

secure_olsr_msg[l];
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Loose Time Synchronisation Request Message

struct time_request
/*Address of node being requestedx*/
olsr_u32_t requested_host;
/*Nonce value in request messagex/
olsr_u32_t nonce;

}i

struct time_req_msg
olsr_u8_t
olsr_u8_t
olsr_uleo_t

olsr_msgtype;
olsr_vtime;
olsr_msgsize;

olsr_u32z_t originator;
olsr_u8_t ttl;
olsr_u8_t hopcnt;
olsr_ulo_t seqgno;

struct time_request trequest;

Loose Time Synchronisation Response Message

struct tstamp_response

{

olsr_u32_t
olsr_u32_t

struct timestamp

}i

request_originator;
nonce;
time_stamp;

struct tstamp_resp_msg

{

olsr_u8_t
olsr_u8_t
olsr_ulé6_t
olsr_u32_t
olsr_u8_t
olsr_u8_t
olsr_ulé6_t

olsr msgtype;
olsr_vtime;
olsr_msgsize;
originator;
ttl;

hopent;
seqno;

struct tstamp_response time_response;
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HORS Public Key Request Message

struct hors_request

{

olsr_u32_t requested _host;
olsr_u32_t nonce;

}i

struct hors_request_msg
olsr_u8_t
olsr_u8_t
olsr_ulé6_t

olsr_msgtype;
olsr_vtime;
olsr_msgsize;

olsr_u32_t originator;
olsr_u8_t ttl;
olsr_u8_t hopent;
olsr_ul6_t seqno;

struct hors_request request_msg;

HORS Public Key Distribution Message

struct hors_pubkey

{

olsr_ul6_t
olsr_uB_t
olsr_u8_t
char

}i

key_sequence;
fragment;
total_fragments;
hors_publickey[1l];

struct hors_distribution

{

olsr_u8_t
olsr_u8_t
olsr_ul6_t
olsr_u32_t
olsr_u8_t
olsr_ud_t
olsr_ule_t

olsr_msgtype;
olsr_vtime;
olsr_msgsize;
originator;
ttl;

hopent;
seqgno;

struct hors_pubkey pub_key;
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