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Abstract

National research and education networks (NRENs) in developing regions such as Africa

experience various performance issues due to inadequate infrastructure and resources. The

South African National Research Network (SANReN) connects universities, research insti-

tutions, and oversees science projects such as the Square Kilometre Array. In this study,

we conduct active and passive measurements to assess the performance of SANReN and to

identify problem areas in the network. Active measurements were done to determine net-

work performance when accessing SANReN internally (using PerfSONAR) and externally

(using Speedchecker). We found that SANReN needs to be reinforced in and around Port

Elizabeth, Cape Town, and Durban. Universities in these cities had the highest delays and

page load times. We found that the network traffic flowing from PE uses circuitous routes

to flow to universities in Johannesburg and Pretoria, causing high delays (medians of 25.26

ms to WITS, 25.47 ms to UJ, and 25.95 ms to UNISA) and high page load times (medians of

237.07 ms to WITS, 272.09 ms to UNISA, 280.47 ms to UJ transferring 31594 bytes of data).

Using Cape Town as the traffic source resulted in a low median throughput of 5.47 Gbps

for internal active measurements. Throughput from Durban to Cape Town was low as well

(4.91 Gbps), causing high page load times between these two cities (medians of 350.32 and

305.22 ms from Durban to UCT and UWC respectively). SANReN’s passive measurements

results show us that there is a ratio of 11.16:1 for download speed to upload speed. We also

observe a ratio of 2.29:1 for outbound flows (uploads) to inbound flows. Thus, majority of

traffic flows experience low throughput amounts. Based on the test results, we design an

SDN model and compare its performance to SANReN. The SDN model’s results show that

it would increase throughput while decreasing delays and page load times.
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Chapter 1

Introduction

The year 2020 has brought a pandemic which has forced scholars and the working population

to carry out their work from home. The situation has exposed and magnified broadband

access gaps that countries have in terms of network coverage, performance, and affordability.

Some South African universities, such as University of Cape Town (UCT), have provided

students with internet data bundles to aid online teaching and learning during the lockdown.

In addition, universities have had to negotiate zero-rated access to several educational web

servers. These zero-rated web servers were carefully selected by universities due to their

importance for academic purposes.

With the pandemic changing the network traffic flow – increasing the amount of work being

done from outside of the university and its internal network – traffic flow into the network

would increase [1], which adds extra stress on the complex job of network upkeep and main-

tenance. Scalability, reliability, performance, and quality of experience (QoE) are among

the most common issues faced by network administrators [2], [3]. These issues are amplified

in the context of developing regions such as Africa.

Active network measurements or active network monitoring is a method of testing network

performance which involves manually injecting packets into the network and monitoring their

path and the network’s performance. It produces extra traffic in the network as opposed

to naturally occurring traffic created by end-users. Network administrators can control the

volume of traffic used when conducting each test, to ensure the tests produce meaningful
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results [4]. Passive network measurements involves recording network traffic over prolonged

periods of time. The network could use a specific device to record traffic or use routers that

can record traffic. The recording device is polled for its recorded information and the data

is collected by the network administrator [4]. Active and passive measurements have been

used to conduct QoE studies and network performance studies such as: [5], [6], [7].

Software Defined Networking (SDN) is a networking paradigm that separates the forwarding

plane and the control plane by having a central controller which calculates all routes and

allows network switches to solely carry out forwarding of packets [2]. This means that changes

to the network configuration can be made in a single location with software, then distributed

to the routers in the network. This method is more convenient and less error prone than

configuring each network switch individually [3]. The controller can also be programmed to

automatically change routes when certain paths in the network undergo unexpected delays,

congestion, or failures [3]. We use SDN to design a model of SANReN and compare the

performance of the SDN model to the results from the measurements that were carried out.

1.1 Problem Statement

South Africa specifically has issues in terms of performance with both fixed and mobile

internet connectivity. Chetty et al. [8] has shown South African broadband users regularly do

not achieve the bandwidth speeds that are expected on their respective internet connections.

There are often high delays between different Internet Service Providers (ISPs), which largely

affect the performance of the network and QoE for users. Another factor hindering network

performance is the lack of reliability and robustness of the network [9]. Some of South Africa’s

networks are inflexible and do not have high inter-connectivity [8], and such networks suffer

when links or nodes go down. These problems stem from multiple factors, a key factor
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being ISPs having low inter-connectivity between each other, resulting in high delays and

long round-trip times (RTT) [8]. In terms of National Research and Education Networks

(NRENs), traffic flow between African universities has been shown to use primarily (over

75%) circuitous routes to reach destinations, causing high delays of up to twice the time of

normal traffic transported in and around Africa [10]. In addition to the issues that exist in

South African networks, the pandemic added extra stress on the networks, resulting in an

increase in RTT as well as a user-perceived decrease in video streaming quality experienced

by Facebook users [11]. We explore the issues faced by the South African National Research

Network (SANReN) by using active and passive measurements.

1.2 Research Questions

In this study, we focus on the network architecture of SANReN, its performance and its

trends. The main research question we try to answer is: What, if any, are the performance

issues in SANReN? What are the usage trends of SANReN? Would an SDN architecture

improve network performance? More specifically, we explore the following questions:

• Where are the performance gaps in the topology of the network, what is causing these

issues and how can we improve the network resource utilisation?

• Which countries, ISPs, and protocols produce the highest volume of traffic and during

which periods does the network experience the most traffic flow?

• To what extent, if any, would an SDN framework improve SANReN’s network perfor-

mance in terms of delays, page load times, and throughput?
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1.3 Contribution

The main contribution of the study is to find the performance issues within SANReN and

find the reasons for the issues that exist within SANReN. We also contribute an analysis of

the traffic flow and its trends within SANReN during the Coronavirus pandemic of 2020.

Once all the experiments and monitoring have been completed, we analyse the trends that

emerge from both sets of results. From the resulting plots, we find patterns and weaknesses in

SANReN. Finally, using the results, we propose an SDN model of SANReN and compare the

performance found from the active measurements to our SDN model of SANReN. To the best

of our knowledge, this is the first study conducted using active and passive measurements

focusing on SANReN and comparing the performance to an SDN model of the network.

1.4 Outline

This study consists of three parts – starting with active network measurements, followed by

passive network measurements, and finally measuring network performance with an SDN

model based on our experiment results. Firstly, network performance tests are carried out

to analyse the quality of service (QoS) when accessing the zero-rated web servers hosted by

SANReN. More specifically, the active measurements focus on performance disparities when

accessing these educational web servers from different locations and networks in South Africa.

The active measurements also focus on the performance of accessing these educational web

servers from within the South African National Research Network (SANReN) compared to

from outside the network. One of the key metrics used for the comparison is page load

time (PLT) – which is the average time taken from the time the user enters the URL in the

browser, until the page is completely loaded. The other metrics used are end-to-end packet
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delay, throughput, traceroute, and packet loss. The location of web servers, inter-connection

between network operators and SANReN, and consequently, the network paths followed by

packets from source to destination are among the factors that are investigated.

We conduct passive network measurements to find the trends that are present in the network.

These network trends are extracted from data of naturally occurring traffic inside SANReN

during the 2020 South African lockdown. The usage trends of the network show how the

network was used during the lockdown period in terms of where traffic is coming from, where

it is flowing to, and the volume of data that was transferred between certain countries, ISPs

and periods. In addition, to find the trends in performance, we measured the speed of data

being transferred through the network. This gives us an understanding of the flow of traffic

within SANReN and we are able to extrapolate the throughput in the network and the main

sources of data transfer.

Finally, we propose an SDN model for SANReN by using the existing SANReN topology

and implementing the delays found from the active performance experiments. The SDN

model makes use of the Spanning Tree Protocol (STP) where links are given a cost based on

the link capacities. This model serves as a basis for using SDN as a solution to SANReN’s

network issues. We conduct the active performance measurements on our proposed model

and compare the results to the active and passive measurements conducted on the existing

SANReN architecture.

The paper is organised as follows: the next chapter (2) outlines previous works related to

network performance in South Africa and NRENs. Chapter 3 describes the methodology

used to select the test sources and destinations, carry out the tests, gather results, mine

through the SANReN data, and create our SDN model. In chapter 4, we present the results

of the active and passive network monitoring that was carried out, followed by a comparison

of the performance of our SDN model. Chapter 5 conducts a discussion of the results,
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analysing the causes and effects of the network performance. Finally, chapter 6 concludes

the paper and outlines future work.
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Chapter 2

Background and Related Work

Our research focuses on the network usage and patterns of SANReN during the coronavirus

pandemic as well as the performance of SANReN with its current architecture. We use

active and passive measurements to analyse the performance in various parts of the network

to identify and explain any issues that are present. In addition, we explore an SDN solution

as a possible improvement to the current network architecture used by SANReN. In this

section, we discuss previous works that have used similar methodologies and technologies to

analyse network usage and changes. We discuss previous works that have used active and

passive monitoring methods, and finally, we explore implementations and uses of SDN.

2.1 Background

2.1.1 Applications of Active Measurements

Active network measurements are used to monitor networks and assess their performance.

It consists of manually injecting packets into the network to conduct performance tests such

as measuring the time it takes to traverse a network path, figuring out the network capacity,

or finding response times within the network. Unlike passive measurements, active measure-

ments do not require large amounts of storage space because only the traffic generated by

the test is relevant and needs to be recorded. In addition, there are no privacy concerns
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with the data recorded because it is not actual user data [4]. Extra network traffic is cre-

ated when conducting active measurements which could disrupt the natural flow of traffic

in the network. To avoid the potential of skewing the results, researchers have combined

active measurements with passive measurements, applying the method that would produce

the most accurate results at various times when measurements need to be executed [12], [13],

[14]. Active network measurements are applied to find the network performance, focusing

on delay, packet loss and bandwidth capacity [15], [16], [17], [18].

Active Measurements applied to SDN

de Vergara et al. conduct a clearly detailed active measurement study [15] to dynamically

find out if paths meet the requirements of the data that needs to be transferred in an SDN.

The architecture for conducting the experiments consists of two parts – the transmitting

side and a receiving side. Packets are timestamped at both points of their transfer, on the

receiving side for calculating throughput and on the transmitting side to calculate round-trip

time. At the request of a measurement, the transmitting side generates a packet, setting

parameters such as VLAN, source and destination IP addresses and ports, and packet size.

For each test, the number of packets sent and the inter-packet gap can be set as well.

Moreover, the architecture allows for fine or coarse tests – for fine latency measurements, the

minimum packet size will be used, whereas for fine throughput measurements, the maximum

packet size is used. Once the packets have been generated, they are sent to the destination

where the receiving side will filter by type such as Address Resolution Protocol (ARP) and

User Datagram Protocol (UDP), the packets are verified and the information is extracted,

compiled and sent to the controller of the SDN.

In this study, we see how active measurements can be used to find the performance of a

network and whether a certain path has the capacity to transfer packets based on their
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requirements. The clearly defined parameters and test packet design is an example of how

tests can be created for specific purposes. We conduct tests to determine the performance

of SANReN in a similar manner, primarily focusing on latency.

Large-Scale Active Measurements

The study [16] conducted by van Rijswijk-Deij et al. attempts a large-scale active measure-

ment experiment, targeting the largest top-level domain (TLD) and aiming to carry out the

experiment without negatively affecting the natural traffic in the network. The goals of the

study are: to measure all domains in a TLD with its main target being .com, measure rele-

vant resource records which cover the most common DNS uses, measure each domain once

a day for a year, be able to analyse the data collected efficiently, and be able to scale the

measurement design to TLDs of different sizes. The challenges expected in performing the

study are: the query volume (measuring every domain in .com is expected to require more

than 1.85 billion queries per day), query pacing (the volume of queries might cause strain

on the DNS), storage of data, robustness of the measurement system, and ease of operation.

The paper motivates the design choices made, explaining the choice of using off-the-shelf

DNS software instead of implementing a DNS resolution from the ground up. The choice

was made to use existing software because it mitigates the risk of bugs in a newly developed

application by using existing and trusted software, it also avoids the large amount of work

that developing a new application would necessitate. Although the novel solution would

offer higher speeds due to it being devoid of excess software or features, this was not one

of the goals or challenges that needed to be overcome. Thus, the solution to use existing

software was chosen due to the robustness it offers, which is important when collecting data

over long periods. The second design decision was to choose the best design for scalability

of the system. From a previous study conducted by the researchers, a single system would
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be insufficient in supporting the amount of measurements that were going to be carried out.

This is due to the high CPU utilisation that is caused by carrying out the measurements.

Thus, a distributed virtual image approach was chosen, making sure the implementation

can be easily converted to a cloud solution if the system needs to be scaled up. Our study

carries out the active measurements using existing tools as well, as we were able to leverage

the advantages of both Speedchecker 1 and perfSONAR [19] to target specific source and

destination combinations. Although the distributed approach is more scalable and more

flexible, we did not choose this approach due to our measurements having a smaller target

network. We were able to complete our experiments using a single system.

In terms of making sure the measurements do not negatively affect the natural traffic in

the network, the method discussed but not chosen in the paper is limiting the amount of

measurements carried out by the system. The researchers chose not to limit the number

of measurements made because the software chosen to carry out the tests did not support

this and it would have needed development to change the software to cater for limiting the

requests. In addition, since servers that are higher on the DNS hierarchy will receive much

more requests than the lower level domains, limiting the requests is not as simple as reducing

the overall number of requests made by the system because the distribution of DNS entries

is uneven. The higher-level DNS servers will also have a larger capacity to cater for the

higher number of requests that they receive. The uneven distribution of capacity in the

DNS complicates limiting the requests from the system. Therefore, the decision was made

not to limit the requests, but instead to investigate and prove that the requests do not need

to be limited because they are not negatively affecting the network.

To prove that the measurements were not negatively affecting the network, the researchers

analysed the network statistics. The measurement system runs on the NREN in Netherlands

1https://www.speedchecker.com/
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(SURFnet 2) and the traffic for the top DNS entries on the network is shown in Figure 2.1.

We can see that there is a significant amount of traffic caused by the measurements. However,

a previous study has shown that over 900 million queries are made daily to a single top-level

domain server. Therefore, the 2 billion daily active measurement requests account for less

than 1.6% of the total requests in the network. The DNS management company confirmed to

the researchers that although the volume of traffic generated by the measurement system is

non-trivial, the network is not negatively impacted. This justification is made with a caveat

that because the load is significant on the network, there is a warning to other researchers

not to run similar measurements. Thus, the issue of not negatively affecting the traffic

caused on the network was not addressed by the study. For this reason, designing a proper

query limiting method would have been the ideal option, and would allow other researchers

to carry out their own measurements with the same limiting methods in place.

Figure 2.1: Measurement flows versus other flows from the SURFnet network [16].

2https://www.surf.nl/en
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2.1.2 Applications of Passive Measurements

Passive network measurements collect data over time by recording natural network traffic

by building software into the network links or by programming the network’s routers to

send the traffic received to a database. The data typically recorded by passive network

monitoring are the number of bytes sent, percentage of packets lost, bandwidth usage, as

well as the distribution of the protocols used in the network. The recorded data is generally

high level and only records flows individually, which means that the state and behaviour of

the network is not recorded. One of the potential issues with passive network measurements

is the amount of data that is recorded. A gigabit link can send 250000 packets per second

when the link utilisation is 60%. If we store only the IP and transport layer headers which

consist of 40 bytes per packet, the system will generate 10 megabytes of data per second, or

36 gigabytes per hour. Consequently, another potential issue is the difficulty in analysing the

data captured due to the large volume of data recorded. Since the data recorded is actual

user data, there is an ethical concern raised about user privacy. Thus, when carrying out

passive measurements, before the data is recorded, the payload data needs to be removed

and the traffic needs to be anonymised by removing the IP addresses [4].

The uses of passive network measurements include identifying top ISPs and applications in

the network making use of the most bandwidth, finding destination web servers with the

most HTTP requests, and carrying out network engineering – finding bottlenecks, finding

congestion prone paths for specific source and destinations, and finding alternative paths

for these source and destination combinations. From an ISP perspective, passive network

measurements can be used for recording the network usage by customers and charging them

appropriately – as passive network measurements allow ISPs to charge based on traffic type

or the number of bytes used [20].
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Data Reduction for Passive Measurements

In order to reduce the amount of data recorded, methods such as sampling, flow aggregation,

packet truncation, and filtering are applied. Sampling is the random or pseudo-random

selection of data and recording only the selected data. For example, sampling can be carried

out by selecting and recording the Nth packet that reaches the router, which will record

certain packets in a burst of packets. Time-based sampling will record packets at regular

time intervals which runs the risk of missing important packets that are transferred during

the period when recording is not operational. Probabilistic sampling records a packet that

has a probability of 1/N and probability distribution-based sampling records a packets at

every X where X is a random variable governed by a specified law (geometric, exponential)

and has a mean of N. Flow aggregation is combining and summarising a succession of packets

into sessions or flows. This method is common because it is easy to classify network traffic

in high-speed networks due to modern hardware geared towards ease of measurement and

routers being able to implement flow aggregation. Packet truncation reduces the size of

the packet by only recording a part of the packet, such as only a certain number of bytes.

Since the number of bytes chosen to record is arbitrary, this might result in the recorded

part of the packet including sensitive user information. Thus, common practice is to only

record packet headers and ignore the payload. Filtering reduces the amount of data by only

recording traffic that meets certain criteria, such as only specific port numbers, IP addresses,

protocol, or any arbitrary criteria. This method is useful for clearly defined passive network

measurements where only certain traffic is considered relevant. Filtering can be done by

software and hardware. However, software filtering is constrained to processing capabilities

of the network infrastructure [20], [21], [22]. For our research, the dataset from SANReN

was created using flow aggregation and packet truncation.
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Passive Measurements applied to SDN

Applying passive measurements is possible on various network infrastructures as shown in

a study [23] performed by van Adrichem et al. They present a solution, OpenNetMon, for

monitoring networks that use POX 3 – an OpenFlow [24] SDN controller. OpenNetMon al-

lows users to specify the links and their destination switches in the network (link-destination

pairs) for different types of traffic, and will constantly monitor throughput, packet loss, and

delay on all flows between the specified pairs. Throughput is recorded by polling switches

for new statistics, switches return the duration of the flow and the size of the flow as the

number of bytes sent, which are then used to calculate per-flow throughput. Different paths

can be taken for a link-destination pair due to the nature of SDN, thus, every path between

every link-destination pair is polled for statistics. In addition, OpenNetMon increases and

decreases the rate of polling as necessary – increasing the rate when flows change their usage

trends and decreasing the rate when the performance stabilises. OpenNetMon estimates

per-flow packet loss by querying the port statistics of each switch when there is a linear

relation to link packet loss and per-flow throughput. When prioritisation occurs based on

QoS specifications, the relation of packet loss to per-flow throughput is non-linear. Thus, the

first and last switch of each path is polled, and per-flow packet loss is calculated by taking

the packet count on the source node, less the packet count on the destination node. One of

the challenges of passive network measurements is calculating delay since no packets can be

injected and monitored while it is traversing the network. In addition, OpenFlow does not

allow packets to be marked with a timestamp upon arrival at a switch nor send duplicate

packets back to the controller for the controller to compare the time of sending with the time

of arrival. OpenNetMon makes use of OpenFlow’s available functions and constantly injects

packets into the network at the first switch (switch 1). These probe packets travel the same

3https://github.com/noxrepo/pox
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path as the actual traffic and are sent back to the controller by the last switch (switch 2)

so that the controller can calculate the time difference between when the packet was sent

and when it came back, and subtracting the estimated additional latency caused by switch-

to-controller delay. The switch-to-controller delay is the RTT divided by 2 and is found by

injected packets that return to the controller immediately. This will give an estimation of

the delay experienced by the actual traffic and results in the formulaic representation for

delay being: tdelay = (tarrival − tsent − 1
2
(RTTswitch1 + RTTswitch2)). We will mostly focus on

the throughput and volume of data sent in our passive measurements, where the throughput

is calculated based on the data recorded by SANReN.

2.1.3 SANReN

SANReN is the South African nation-wide network that supplies universities, science coun-

cils, science projects such as the Square Kilometre Array (SKA), and various other projects

and institutions with broadband internet connectivity. It is operated by the Tertiary Ed-

ucation and Research Network of South Africa (TENET) 4, and primarily funded by the

Department of Science and Technology (DST) 5. SANReN is a nation-wide network that

spans across multiple universities around South Africa. Most universities are connected via

either 100 Gbps, 10 Gbps, or 1 Gbps links across the land, supplied by telecommunication

companies such as Telkom, Neotel, and DFA. There are multiple 10 Gbps undersea cables

supplied by West Africa Cable System (WACS), SEACOM, and Eastern Africa Submarine

Cable System (EASSy) that link universities via London and Amsterdam. Closer universities

are linked wirelessly or share a metropolitan network. SANReN is responsible for overseeing

services such as Eduroam [25], the Computer Security Incident Response Team (CSIRT) 6,

4https://www.tenet.ac.za/
5https://www.dst.gov.za/
6https://csirt.sanren.ac.za/
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Filesender 7, perfSONAR [19], Performance Enhancement Response Team (PERT) 8, and

South African Identity Federation (SAFIRE) 9. As of 31 March 2019, SANReN has a Total

Available Broadband Capacity (TABC) of 3557 Gbps.

Figure 2.2: SANReN backbone map.

Figure 2.2 shows the topology of SANReN and we see that there are some ongoing projects

currently taking place on the network. There is an upgrade inserting backbone links with a

bandwidth capacity of 100 Gbps which is running across the core national dark fibre paths.

This will greatly improve inter-connectivity in the network. Currently, there seems to be

a deficiency in the links between Port Elizabeth 10 and the rest of the metropolitan area
7https://filesender.sanren.ac.za/filesender/
8https://sanren.ac.za/services/pert/
9https://safire.ac.za/

10Gqeberha was named Port Elizabeth during the time of this study
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networks. Bottlenecks, operational failures, and load shedding are all factors that could

cause the network to perform sub-optimally. These effects are experienced by the 1 million

daily end-users that use the services hosted on SANReN.

2.1.4 Summary of Background

In the sections above, we have shown that both active measurements and passive measure-

ments are important methods in measuring network performance. Active measurements are

advantageous because they do not require large amounts of additional storage space for their

tests results. With SDN, active measurements are also useful in testing specific types of flows

and specific parts of the network since tests can be created for specific purposes. Delay is

easily measured with active measurements. Conversely, delay is not easily measured with

passive measurements since no packets are injected into the network and monitored while

they are traversing the network. However, passive measurements are advantageous because

the results are naturally occurring flows from within the network that have been tracked.

This gives the researcher insight into which types of traffic are most used, which ISPs create

the most traffic, and which parts of the network have recurring congestion.

SANReN is the South African nation-wide network that supplies various research institutes.

Most universities are connected via either 100 Gbps, 10 Gbps, or 1 Gbps links across the land,

supplied by telecommunication companies such as Telkom, Neotel, and DFA. Closer univer-

sities are linked wirelessly or share a metropolitan network. As of 31 March 2019, SANReN

has a Total Available Broadband Capacity (TABC) of 3557 Gbps which supplies SANReN’s

1 million daily end-users. We investigate SANReN’s performance using the methods above

to find where the network can be improved.
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2.2 Related Work

2.2.1 Network Performance Measurements using perfSONAR and

Speedchecker

perfSONAR

A big data study done by Zurawski et al. [26] shows the potential of perfSONAR by applying

it to science related use cases and other approaches to network modelling. As stated in the

paper, perfSONAR can execute tests for throughput periodically, as well as uninterrupted

checks for latency and packet loss. The inclusion of tools such as Bandwidth Test Controller

(BWCTL) 11, One-Way Ping (OWAMP) 12, and Network Diagnostic Tool (NDT) 13 allows

perfSONAR to conduct tests for specific types of traffic such as bulk data transfer and video

transfer. The positioning of the nodes in the network that have perfSONAR installed is

important in achieving optimal results. Good practice is installing perfSONAR on nodes that

are located close to the source of the measurements and responsible for traffic exchange, i.e.:

the edge of a university network. Using perfSONAR, the researchers conducted performance

measurements transferring data between Brown University (in the United States) and the

Large Hadron Collider at the European Organization for Nuclear Research (CERN). The

data transferred between the two institutions is typically hundreds of gigabytes or several

terabytes in size. The performance measurements showed that flows originating from CERN

going to Brown University was significantly slower than the speed of outbound data from

Brown University. Upon further investigation, the congestion was found to be created by

the security measures of the university’s network. The network was amended and dedicated

11https://software.internet2.edu/bwctl/
12https://software.internet2.edu/owamp/
13https://software.internet2.edu/ndt/
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paths were created for these data-intensive traffic transfers. In our research, we conduct

similar performance tests focusing on finding congestion prone paths in SANReN.

Another project making use of perfSONAR for network monitoring is the US ATLAS 14

project. McKee et al. [27] studied the perfSONAR implementation as the US ATLAS project

was one of the first projects to make use of the perfSONAR tools. The measurements that

are done are: available bandwidth, round-trip latency, one-way latency (and packet loss),

and traceroute. The bandwidth test runs every 4 hours from each host to every other host

in the network, running for 20 seconds using TCP. The round-trip latency is measured every

5 minutes and sends 10 packets of 1000 bytes every second. One-way latency is measured

by sending 10 UDP packets per second of 20 bytes in size, whilst recording the time it

is sent and the time it reaches the destination. Every 10 minutes a traceroute is carried

out by sending 40-byte UDP packets from source to destination. The testing methodology

advises each site to maintain two hosts that perform the network monitoring — a host for

latency measurements and a host for bandwidth measurements. This allows the two tests to

be carried out concurrently without interfering with one another. It will also mitigate the

risk of tests being inaccurate due to external reasons. As perfSONAR was implemented in

the federated US ATLAS network architecture, the researchers found that the performance

results were hard to compare because all the sites were independently collecting results.

To get around this, a dedicated monitoring system was created, which collects the perfor-

mance data and transfers it to a centralised database. The solution, shown in Figure 2.3,

also included a dashboard which is capable of showing the performance statistics between

all the nodes in the network at once. The shortcomings of perfSONAR mentioned in the

paper are that the bandwidth tests would sporadically fail to run. In addition, long running

tests and many concurrent tests may cause the perfSONAR services to experience reliability

14https://po.usatlas.bnl.gov/
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Figure 2.3: perfSONAR dashboard showing the throughput matrix in the US ATLAS net-
work [27].

issues due to completed tests not being cleaned up. Regardless, the researchers claim that

perfSONAR is a vital tool in network monitoring and the solution has been adopted by

multiple other projects. In our research, we will not schedule too many tests on a single

node to avoid fail over. We will not make use of a dashboard as we are not conducting live

measurements, but rather analysing data based on the results from the experiments.

There are a number of studies using perfSONAR, implementing the framework in different

ways: [28], [29], and [30]. Chen [28] creates a browser extension which measures perfor-

mance of web-servers using perfSONAR. The extension allows network administrators to

20



quickly find the performance of their web-servers. Zhang et al. [29] use perfSONAR to

identify and distinguish bottlenecks within the network from anomalies of slow network per-

formance. The network is monitored and possible problematic areas are identified. The

reseachers then conduct perfSONAR one-way latency tests to confirm whether the path has

a bottleneck. Campana et al. [30] implement perfSONAR conventionally to monitor the

performance of sites within the Worldwide LHC Computing Grid (WLCG). While these are

all implementations of perfSONAR, to the best of our knowledge, this is the first study using

perfSONAR to conduct active performance measurements on SANReN.

Speedchecker

Arnold et al. conducted a study [31] using Speedchecker to find out the impact of a private

WAN on cloud performance. Speedchecker was chosen as the primary tool for conduct-

ing measurements in this study because its API allows users to run measurements such as

ping, traceroute and HTTP GET (page load time). Moreover, it allows users to conduct

measurements from ASes that host an estimated 91% of internet users. The study shows

that Speedchecker has the most coverage compared to other popular network measurement

platforms. Ripe Atlas [32] and PlanetLab [33] are the other two platforms considered and

offer significantly smaller coverage than Speedchecker. At the time of this study (July 2020),

PlanetLab had 42 active sites and Ripe Atlas had 10 thousand, whereas Speedchecker had

over 1 million probes, and more than 56 thousand available on demand. Speedchecker covers

4 times more ASes than Ripe Atlas and has 35 times more probes. Since the number of tests

permitted per day with a Speedchecker account is limited, the researchers select different

city and AS combinations every day to get as much coverage as possible, then restarted the

selection process once all the vantage points have been used. Measurements are issued 10

times per day, from each city and AS combination to 8 destinations. Five pings tests, one

21



traceroute, and one HTTP GET (of a 10 Mb file) are requested for each destination. The

large file was chosen for the page load time test to get a better idea of performance when

a sustained file transfer occurs. The requests are made to IP addresses to remove the DNS

resolution overhead and load balancing, so that the routing performance is the main focus.

We do not resolve the DNS websites because we are conducting a QoE experiment and trying

to simulate the end-user’s experience. In addition to Speedchecker having the most coverage

of the tools available, it also allows us to conduct measurements from outside of SANReN

whilst specifying the source city.

Other studies that have used Speedchecker for performance measurements are [34] and [35].

Formoso et al. [34] and Chavula et al. [35] use Speedchecker to conduct performance

tests between countries within Africa, and found that certain countries within the conti-

nent (Benin, Egypt, and South Africa for example) have reached levels of delay similar to

developed countries. The researchers found that there are clusters within Africa with low

delay inter-connectivity, however, between the clusters, there are high delays. Similar to our

study, these have been done in the African context. However, to the best of our knowledge,

our research is the first to focus on SANReN using Speedchecker for active measurements.

2.2.2 Effects of the Covid-19 Pandemic on Network Traffic

Since the Covid-19 pandemic altered the lives of billions of people all over the globe, and

there was a big expectation of a shift in internet usage worldwide, a few studies have been

conducted focusing on the effects on network performance, the effects on e-learning, the

response shown by ISPs, social media usage, and traffic volume and type. These studies have

been conducted in different contexts and countries that have different network infrastructures

compared to South Africa.
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Effects of the Covid-19 Pandemic on European Networks

The change in network usage during the pandemic has been looked at by Feldman et al. [1].

This study focused on three main areas. Firstly, a large ISP in Central Europe with over 15

million fixed line subscribers. Secondly, three major Internet Exchange Points (IXPs) across

Europe and the US (with peak traffic of 8 Tbs, 500 Gbs, and 600 Gbps each). Finally, an

educational network in Madrid with 290,000 users and a total of 5.2B flows of inbound and

outbound traffic. The aim of the paper by Feldman et al. was to analyse the effect of the

lockdown across Europe on the internet traffic. The analysis in the paper is broken down in

various ways — namely by network, transport layer protocol, type of traffic, VPN traffic, and

educational network traffic. The comparisons carried out are by week; showing the volume of

traffic from before the lockdown period, during the lockdown, and after. The results shown

in Figure 2.4 show an increase in traffic of 15 — 20% within days of the beginning of the

lockdown.

Figure 2.4: Normalised traffic changes during 2020 [1].
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Under normal conditions, ISPs and Content Delivery Networks (CDNs) expect a traffic

increase of 30% in a year, meaning the 15 — 20% increase after lockdown is substantial. ISPs

that had not provisioned for unexpected increases beforehand had to quickly add capacity.

Educational traffic and remote working traffic such as VPN traffic and traffic using video

conferencing software increased by over 200%. However, the study also found that the

difference in the peak amount of traffic was small due to the pandemic increasing traffic

during work hours, over a sustained period of time, which is easily handled by networks that

have provisions for unanticipated traffic surges by 30%. For network operators, some port

capacities needed upgrading to be able to handle the increase in traffic. Overall, networks

managed to handle the increase in traffic over the lockdown and pandemic periods. The study

conducts a thorough analysis of the network traffic in Europe over the pandemic period. It

shows the network patterns with clearly described methodologies. The researchers normalise

the data for smoothing, however, since our data comes from a single dataset, we do not

normalise the data. We also breakdown the data by finding which countries, ISPs and

protocols produce the highest volume of incoming and outgoing traffic.

Candela et al. conducted a study [36] focusing on latency changes in Italian networks during

the pandemic. The researchers made use of Ripe Atlas to carry out their latency mea-

surements. Ripe Atlas is capable of carrying out two types of measurements – Anchoring

Measurements (AMs) and User-Defined Measurements (UDMs). AMs are carried out au-

tomatically from Ripe Atlas probes to their pre-defined destination nodes, called anchors,

which are located in IXPs, data centres, or ISP operation centres, allowing users to monitor

the network infrastructure. UDMs allow users to choose their own destinations for measure-

ments to be carried out. Ripe Atlas UDM results of all UDMs are public and can be seen by

anyone, it is not restricted to the user who initiated the measurement. The latency is mea-

sured by conducting a conventional network ping (with ICMP) to the specified destinations.
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The researchers decided to classify the minimum, average, and maximum delay individually,

meaning that they would be able to get a deeper analysis of the network performance. They

also consider path changes as a potential factor that would cause inaccuracies in the results.

To circumvent this issue, they factor in a margin of error by using the minimum time between

two nodes as a baseline and adding the minimum delay to the delay experienced between

the nodes. Finally, in order to assess the effects of the lifestyle changes at the country or

city level, the adjusted delay values are grouped into buckets of 30 minutes in duration and

averaged out. The results of the study showed that the latency gradually grew over time as

Italy phased in the lockdown across the country. When schools began to close, higher delay

peaks were observed, and on the day that the complete lockdown started, there was a 30%

increase in the minimum delay compared to before the lockdown. In addition to the increase

in peak latency, there was an increase in variability in the latency values. In terms of packet

loss, it also increased by 2 – 3 times compared to before the pandemic. The dataset we

received from SANReN has also been grouped into buckets of 30 – 35 minutes in duration.

However, the only data extracted from the buckets are summaries showing the total flows,

packets, and averages of bits per second, packets per second, and bytes per packet. This

does not give us a detailed view of the network’s performance.

Facebook’s Worldwide Edge Network

For a broader perspective on the effects of the pandemic on the internet, Böttger et al.

conducted a study [11] reviewing the network usage on Facebook’s Edge Network – edge

traffic is traffic flowing between end-users, ignoring traffic flowing between and inside data-

centres. There are 2.5 billion monthly active users around the world on Facebook’s Edge

Network. In terms of the usage, the study shows (Figure 2.5) that there is a gradual increase

in traffic in the first half of March, a considerable increase in traffic in the second half of
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March, followed by a plateau through April until the end of July as people adapted to a new

way of life, and at the end of the study period, a decrease in traffic volume is recorded. This

shows that some of the traffic growth was due to people trying to adapt to life in isolation.

Figure 2.5: Traffic growth per continent, the start of lockdown indicated by vertical blue
lines [11].

In terms of types of traffic that users consumed, there was an exponential surge in live-

streaming products, however, without largely affecting the overall traffic. Messaging services

traffic grew globally, with the highest growth rates in Europe and South America, and

with India and Sub-Saharan Africa experiencing the biggest percentage increase in overall

observed traffic. There was a global 5% increase in video traffic, with a higher rate of increase

in regions like North America, Europe, and India, and lower increase rate in Africa. The

increase in traffic volume was mostly experienced by broadband networks, whereas mobile

networks remained stable besides experiencing a small increase in the second half of March.

Since video accounts for a large portion of total global traffic, the study finds out its QoE
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during the pandemic. The findings were that while networks in some developed regions

such as North America and Europe were stable, networks in developing regions like India,

South America and Sub-Saharan Africa experienced a degradation in QoE. With respect to

the RTT, similar results are found, as there is an increase in average RTT globally in the

second half of March, and a decrease from April onwards. Once again developed countries

experience similar RTT compared to before the pandemic, whereas South Africa and India

experience much higher RTTs. The increase in RTT and the degradation in video QoE can

be caused by the limited capacity in the network which, in turn, causes congestion.

2.2.3 Summary of Related Work

In the studies reviewed, we noted previous applications of perfSONAR and Speedchecker,

and discussed their strengths and limitations. We found that for previous studies, measure-

ment tests conducted with perfSONAR have failed sporadically, and running many tests

concurrently could cause issues with garbage collection. We will avoid the scheduling issues

by refraining from overloading any perfSONAR nodes. With Speedchecker, we are limited

in the number of requests we are allowed to carry out per day. As such, we will have to

calculate the number of tests that are conducted for each source and destination and for

each type of test.

The current climate of the Coronavirus Pandemic has shifted the way we work and use the

internet. We reviewed studies that focused on internet usage during the pandemic from

different perspectives. In terms of volume, European networks experienced a 15 - 20%

increase in total volume withing days after lockdown started. This is a substantial amount

given that under normal circumstances ISPs expect an increase of 30% a year. Globally,

Facebook found that there was an exponential surge in usage of live-streaming products, with
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large increases in usage of messaging services as well. RTT and video streaming QoE were

negatively affected by the pandemic. There was a global increase in RTT and a degradation

of QoE in video streaming which was caused by congestion due to the limited network

capacity. We are conducting our research during the pandemic as well, and will broadly

consider the impact of the Coronavirus on internet usage.
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Chapter 3

Methodology

The research consists of three parts – conducting active network measurements to assess

QoS, using passive network measurements to assess flow data, and testing an SDN solution

that could potentially address performance issues found within SANReN. Firstly, we try

to answer the first research question by conducting experiments to measure performance

of SANReN in terms of packet delay, page load time, and throughput. We also consider

location of web servers, inter-connection between network operators and SANReN, as well

as the routes and number of hops taken for packets to travel from source to destination.

To tackle the second research question, we conduct passive network monitoring by analysing

a netflow dataset collected from SANReN gateways. We look for trends of how the network

is used in terms of volume, speed, Internet Service Providers (ISP), protocols, and countries.

These trends help to identify which facets of the network are most used, how the volume of

traffic changes over time, and what are the busy periods and the lower usage periods of the

network. The SANReN dataset also gives us the throughput (bits per second) of each flow,

which we use to find correlations between the volume and performance.

Finally, we propose an SDN model of SANReN to answer our third research question. We

create a virtual implementation of the model, using parameters from the performance results

of the active and passive measurements. Thereafter, we conduct the performance tests on

the virtual network and compare its performance to that of the SANReN architecture.
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3.1 Active Measurements Methodology

Active measurement experiments were carried out from sources outside of SANReN (exter-

nal) and sources within SANReN (internal) to find how the network performs for its users.

We outline the methodology used for the active measurements and the types of tests in this

section. We begin by describing the types of tests carried out, followed by the tools used to

conduct the experiments, then the procedure used to carry out the tests.

3.1.1 Types of Performance Tests

The independent variable for our tests is the chosen destination web server and the dependent

variables are the respective metrics. The control variables are the source city and the platform

used to conduct the test.

Delay

The network delay to each web server from different source locations tells us how long it

takes for packets to reach the destination from different vantage points. Thus, delay is one of

the key metrics used to test network performance. Delay also influences traffic engineering

decisions such as routing based on application or bandwidth requirements [37], [38], [39]. We

conduct delay (ping) tests to various zero-rated web servers in South Africa that reside inside

SANReN to determine packet delay. The delay to each web server shows us the performance

in terms of average travel time for packets to be transported across the network. The

dependent variables for the delay tests are the round-trip time (RTT), and the percentage

of packets lost. This determines the reliability of the network in different paths, and informs

us of congestion issues that exist in the network. In addition to the time it takes to reach
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the web server, we also keep track of the percentage of packets lost for each city.

Page Load Time

Page load time (PLT) is the total time it takes for a web server to load from when the user

enters the URL in a browser, until the page is loaded completely. PLT is a key metric in

finding the QoS of web servers because it shows us the network performance when actual

data is requested by an end-user (it tells us how long the user has to wait for the network

to load a page) [40]. Moreover, we use page load times because studies have shown that

user tolerance of page load time is an important driving factor for web server usage [41]. We

access the same web servers from each city to get the performance from different cities, as

well as how the web servers perform when accessing them from outside SANReN and from

within [42]. The dependent variable for the page load time tests is the total page load time.

We also make use of the total downloaded bytes (TDB) and the time-to-first-byte (TTFB)

in our analysis.

Path Analysis (Traceroute)

We conduct traceroute tests to the web servers and use the results to find possible reasons for

high delays and high PLTs observed from the previous tests. By analysing traceroute results,

we find gaps in the network and identify congestion prone paths. The traceroute also tells

us whether routes are being chosen by the network that are circuitous or non-optimal. The

dependent variable for these tests is the number of IP hops it takes to travel from each source

to the specified destination. We define a successful traceroute as a traceroute that reaches

the target web server’s ASN. Using MaxMind’s ASN database, we look up the target web

server’s ASN as well as the last IP that the traceroute reached. We check if the two ASNs
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are the same and save the traceroute as successful or unsuccessful. We plot our traceroute

results using only the successful tests.

Throughput

Throughput is used to tells us how fast the network transfers data between two points and

where the network needs reinforcing due to insufficient bandwidth capacity [43], [44]. We use

different methods to measure throughput for internal and external tests due to limitations

in the measuring platforms available. For external tests, we calculate throughput from the

page load time tests by using the total number of bytes downloaded for each test. We

define throughput for these tests as the number of total downloaded bytes (TDB) divided

by the result of total page load time minus time-to-first-byte (TTFB), i.e.: Throughput =

TDB
PLT−TTFB

. For the PLT tests, the median amount of data being transferred is 31594 bytes,

thus, the throughput results are based on 31594 bytes of data. For the internal tests, we use

Iperf3 [45] to measure the throughput.

3.1.2 Performance Measurement Platforms

Two platforms are used to conduct the active performance measurements: Speedchecker and

perfSONAR. These platforms are outlined below.

Speedchecker — External Measurement Platform

Speedchecker is a global network measurement platform that operates in over 170 coun-

tries. There are three different types of devices in the Speedchecker network: PC probes

— Windows computers; Android probes — mobile phones and tablets; and Router probes

— DD-WRT routers in customer homes. Speedchecker probes are placed on end-user de-
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vices and this allows a more accurate measurement of end-user experience. Speedchecker

allows a researcher to specify the source probes from which tests are run, allowing us to run

tests from different cities using probes that reside outside of SANReN, which means that

the measurements will indicate the performance when accessing SANReN from an external

network. Speedchecker supports tests for ping, page load time, and traceroute, but does not

have a dedicated test for throughput. Hence, we calculate throughput from the PLT tests

by dividing each test’s values for TDB by the total page load time minus the TTFB.

PerfSONAR — Internal Measurement Platform

PerfSONAR is also a global network measurement framework that operates within NRENs.

We thus use it to conduct internal performance tests from sources within SANReN. This

gives us a representation of how the network performs when transporting packets between

destinations that are within the network. We use these measurements to find gaps in the

network as well as compare the performance of data transfer, both internally and externally.

PerfSONAR has dedicated tests for delay (ping), page load time, traceroute, and throughput.

However, perfSONAR does not provide the value of total downloaded bytes for each PLT test,

thus we measure throughput using the built-in throughput test that uses Iperf3. Moreover,

we were not able to get successful tests from perfSONAR nodes to destinations that are

not also perfSONAR nodes. This means that we could not gather data for throughput to

the zero-rated web servers from internal sources. We thus gathered our throughput data

based on source and destination nodes that are hosted by perfSONAR. We use the internal

(PerfSONAR) and external (Speedchecker) tests to compare the network performance from

different vantage points.
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3.1.3 Performance Experiments Outline

Using both Speedchecker and perfSONAR, each test is run from Cape Town, Johannesburg,

Durban, Port Elizabeth, and Pretoria. These are the cities with the top five population

sizes in South Africa. They are also spread across the country, and this gives us a better

indication of performance for different parts of the country. In addition, the web servers that

we used as destinations are chosen based on where they are hosted — web servers from each

of the source cities are used, and their locations were checked using IP-API and IPWHOIS.

Using multiple source locations gives us a good representation of performance to and from

different parts of the country. The universities that were used as destinations (shown in

Table 3.1) were chosen because they are seven of the biggest universities in South Africa and

are spread out across the country. The web servers used as destinations are hosted by these

universities as part of SANReN.

Table 3.1: Destination universities used in this study.

Abbreviation Name Location
UCT University of Cape Town Cape Town
UWC University of the Western Cape Cape Town
WITS University of the Witwatersrand, Johannesburg Johannesburg
UJ University of Johannesburg Johannesburg
DUT Durban University of Technology Durban
UNISA University of South Africa Pretoria
NMU Nelson Mandela University Port Elizabeth

We ran daily tests from each source city to each destination university. In order to comply

with Speedchecker’s fair-usage policy, we limited our tests to 14 per day per destination

university. Since five source cities and seven destination universities were used for this

study, 14 tests per university meant 490 tests per day. In addition, since the network has

different usage levels at different times of the day, tests were conducted in the morning

(9AM), afternoon (3PM), and night (9PM) to get a measure of the network performance.
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Speedchecker initialises tests and returns a status and a test ID, where the status states

whether the test started successfully or not. We fetch the results using the test ID and write

a JSON string for each test. We parse the JSON files and collect the data into CSV files.

For each type of test, we use a python script to analyse the CSV files. PerfSONAR runs

the test and returns results immediately as plain text. Thus, we use a script to extract the

results from the text and input them into CSV files for analysis. For all the experiments,

the final processed CSV files contain the city used as the source, the target web server, the

university in which the web server resides, and the result for the measurement — delay (ms),

PLT (ms), number of IP hops, or throughput (bytes/ms). A failed test results in an empty

value for the metric that was measured. For traceroute experiments, the final result files also

contain the target web server ASN as well as the ASN that the IP of the final hop resides

in. We compare these ASNs to find out whether the traceroute was successful or not. For

external page load time tests, the final processed files also have columns for TTFB, TDB,

and calculated throughput.

3.2 Passive Measurements Methodology

We received a netflow dataset collected by SANReN to analyse usage of the network. The

data from SANReN consists of inbound and outbound flow data for UCT, with the following

information recorded: date first seen, duration, protocol, source IP with port, destination IP

with port, flags, ’tos’, packets, bytes, packets per second, bits per second, bytes per packet,

and flows. The data is also grouped into buckets and summarised after each bucket. The

duration of each bucket is 30 – 35 minutes and the summary given shows the time period,

total flows, total packets, average bits per second, average packet per second, and average

bytes per packet. We cleaned the dataset using python scripts and inserted the data into a

35



database. We then queried the database summarising the data in various meaningful ways,

to create plots and visualise the network usage patterns.

Figure 3.1: Excerpt of raw SANReN flow dataset.

SANReN provided the data for traffic from 1 July 2020 — 31 August 2020. Therefore, our

study is restricted to this two-month period. To clean the data, we ignore the unwanted

columns such as flags, ’tos’, and ports because these are not relevant to our research. In

the raw data, some columns denote megabyte values and gigabyte values with an M or a

G respectively, which stops us from querying the column as a numeric field, and thus, we

multiply the value of by 1000000 or 1000000000 to get the bytes value accordingly. Once the

data is cleaned, it is stored in a SQL database table with the structure shown in Table 3.2

below.

In addition to cleaning the data, we perform IP lookups for each source and destination

IP to find the ASN, ISP, and geo-location — country, city, latitude, and longitude. With

this information, we can extract the trends of the network by ISP and country, as well as

extract the volume per periods, countries, and ISPs. To lookup the IP, we use MaxMind 1

as our primary tool, making use of their ASN, city, and country databases. For IPs 2 that

are not found in MaxMind’s databases, we conduct an online lookup using IPWHOIS 3 and

IP-API 4. Since each flow either originates from UCT or flows to UCT, we do not store the

geo-location information about the UCT side of the traffic because it is known and would be
1https://www.maxmind.com/en/geoip2-services-and-databases
2Anonymised and only resolved to their subnets
3https://ipwhois.io/documentation
4https://ip-api.com/docs
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Table 3.2: Database table structure of cleaned data.

Column Type Length Precision Scale
Time datetime 8
Duration float 8 53
Protocol varchar 4
SourceIP varchar 50
DestIP varchar 50
Packets varchar 50
Bytes float 8 53
PacketsPS varchar 50
BitsPS decimal 9 15 3
BytesPP varchar 50
Inbound bit 1
Country varchar 50
CountryCode varchar 2
Latitude varchar 20
Longitude varchar 20
ASN varchar 6
ISP varchar 250

repeated data since the IPs are anonymised. Instead, we mark flows as inbound or outbound,

and store the non-UCT IP’s details only. By marking the traffic as inbound or outbound,

we are able to compare traffic that comes into UCT with traffic that goes out of UCT.

We performed our analysis using the columns in Table 3.2. We used the sum of the bytes

column to calculate the volume of data transferred over the two-month period. We present

our analysis of the results grouped by criteria such as ISP, country, and protocol. We also

use the bits per second column to find the throughput experienced grouped by the same

criteria. We use the volume analysis to make deductions since it shows the trends of the

network usage over the time period studied. We also compare traffic volumes against the

throughput to show where the network is experiencing performance issues. With passive

monitoring, we can also see what the QoE is like for end-users of the network as the data

being analysed is actual end-user data. With these trends, we can highlight the QoS for

SANReN and we can compare these findings to the active measurements.

37



3.3 SDN Solution Setup

We use the results from our active measurements and the SANReN backbone map (Figure

2.2) to configure a virtual network using an SDN design. We conduct active measurements on

this virtual network and compare the performance of the virtual network to that of SANReN

performance results. This allows us to determine whether the network can be improved by

SDN.

3.3.1 Virtual SDN Configuration

To create the SDN topology, we use Mininet [46] and Ryu [47], where Mininet creates the

virtual network and Ryu acts as its controller. We configure our network to use a single

controller with OpenFlow 1.3 [24] as the underlying protocol. We use the SANReN backbone

map to model our virtual topology.

Topology

Our virtual SDN topology consists of all the nodes and links shown on the SANReN back-

bone map (Figure 2.2). Due to limitations of simulation, we scale down the bandwidth

of SANReN by 1000, so that each network link has a capacity equal to 0.001% of their

real-world capacity. We simulate the universities and cities that were used in our active

measurements by attaching hosts to the CPT, PE, JHB, eThekwini (Durban), and Tshwane

(Pretoria) switches — where 2 hosts each are attached to CPT and JHB. Multiple nodes in

the network have multiple paths between them, resulting in loops in the network. Therefore,

under normal circumstances, some hosts would be unreachable in the network. To manage

the loops, we use make use of a Spanning Tree Protocol (STP) implementation of the Ryu
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controller. STP is a protocol that removes loops in a topology by closing selected ports in

the network that are causing loops [48]. STP also provides fault tolerance by having redun-

dant links that can be used as backup when a link failure occurs. The policy for opening

and closing ports in the SDN model is based on the cost of the path. We adopt the STP

implementation in Ryu, which allocates costs to the paths based on link capacities. Low

bandwidth capacity means higher cost of traversing a path [47].

Link delays

In terms of delays between nodes, we configure the network to use the delays obtained from

our internal active measurements where applicable. For nodes that we did not conducted

measurements on, we use the latitude and longitude between the two points and calculate

the delay based on the distance between them. From previous research, 5 ms is an accurate

measure of delay between two points using single-mode optical fibre links [49]. We adjust

this baseline based on our active measurements results. We modelled the delay between

these nodes assuming a 6.5 ms delay for a distance of 1000 km between two nodes. We

calculate the delays between each host and switch by using the results from our internal

active measurements. We use the minimum delay achieved from the active measurement

experiments between two points to model the delay in our virtual network. Link delays in

Mininet are one-way, thus, we set the link delay between a host and a switch as the round-

trip time between a university and the city it resides in, divided by two. Where we have two

options to calculate the delay, we use the minimum of the options available. For example, to

set the delay between Cape Town and Johannesburg, we have results for the delay between

WITS and Cape Town as well as UCT and Johannesburg. Thus, we use the minimum of

the options minus the delay between the university and its source city. We use the minimum

between each node because it is what the network is capable of in an ideal case.
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SDN Model

We created the SDN model shown in Figure 3.2. Mininet does not allow multiple links

between the same pair of nodes, thus, we combine any multiple links running between two

nodes and add the capacities to get the total capacity between the two nodes. The link

capacities in the figure is shown by colour according to the legend. Hosts for each university

tested in this study are attached to the respective city that they reside in.

Figure 3.2: SDN model topology transposed onto a map of South Africa.
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3.3.2 Virtual Network Performance Experiments

To evaluated performance in the SDN, we conduct the same tests as in the active measure-

ments. Mininet allows for delay tests, page load time tests via Wget, throughput via iperf,

as well as traceroute. However, we do not use the traceroute tests in this experiment due

to our network consisting of the SANReN backbone only. From each host, we conduct the

delay and throughput tests to the rest of the hosts and gather results from the tests using the

same methodology outlined in 3.1.1. For page load time tests, we arrange for each host to

be set up as a web server by using python’s SimpleHTTPServer. We start the web server on

the host, then use Wget in every host to download the file. We emulate lossless connection

between all the nodes in the network and therefore do not measure packet loss.

Once we complete the performance tests on our SDN model, we compare the results to the

results of the active measurements carried out on SANReN. Thereafter, we can tell if the

SDN model would improve performance of the existing infrastructure.
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Chapter 4

Results

In this section we present results from the tests that were conducted as well as the trends

that were compiled from SANReN’s netflow dataset. We present an analysis of the results

from the active measurements experiments conducted. We then present our analysis of the

netflow dataset focusing on usage in terms of volume and throughput. Lastly, we propose a

potential solution to address the performance issues currently experienced by SANReN.

4.1 Active Measurements Performance Analysis

We present our active measurement results by experiment type and split them into external

and internal results. We used Speedchecker to conduct experiments from outside of SAN-

ReN flowing into SANReN (external) and perfSONAR to conduct experiments from within

SANReN flowing inside SANReN (internal). We present the data as box plots to visualise

the results from the experiments and show the distribution of the data for each city and uni-

versity. We used scatter plots to display the relationship between page load time and delay.

We also show the number of IP hops taken by the traceroute to reach each destination from

the source cities. After presenting the internal and external results, we present a comparison

thereof.
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4.1.1 Packet Delay Results

Packet Delay from Outside of SANReN

The results below show the delay when trying to access web servers from outside of SANReN.

Figure 4.1 presents a box plot of the delay from the five cities that were used as sources for

testing. From the figure, if we focus on overall results from each source city to all the

universities, we see that the cities with the lowest delay are Johannesburg with a median

packet delay of 29 ms, and Pretoria with a median delay of 35 ms. Durban had a median

delay of 47 ms, Cape Town: 48 ms, and PE: 53 ms. In terms of the destination web server,

the overall results from all source cities to targeted universities display similar results with

WITS (residing in Johannesburg) having the lowest median delay: 37 ms, followed by UNISA

(residing in Pretoria): 37.5 ms. NMU, which is located in PE, has the highest median delay

with 57 ms, followed by UCT and UWC with 46 ms and 43 ms respectively. Both UCT and

UWC are located in Cape Town.
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Figure 4.1: External delay by destination university.
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We analysed the results in isolation focusing on specific source and target pairs. We found

that the delay from Durban to Cape Town universities is higher than the delay from Durban

to universities in Johannesburg, Pretoria, and Durban. The median delay from Durban to

UWC is 56 ms and Durban to UCT is 57 ms. Delay between Durban and the universities in

Johannesburg, Pretoria and Durban is lower, with Durban to UJ: 40 ms, Durban to UNISA:

40 ms, Durban to WITS: 38.5 ms, and Durban to DUT: 30.5 ms. We observe a similar

pattern when looking at the delay between Cape Town universities and Johannesburg, as

the median delay from Johannesburg to UWC is 30 ms and Johannesburg to UCT has a

median delay of 40.5 ms. Johannesburg to UJ has the lowest median delay of any source and

target pair (16 ms), followed by Johannesburg to WITS: 19.5 ms, Johannesburg to DUT: 20

ms, and Johannesburg to UNISA: 23 ms. By analysing the tests using Cape Town as the

source city, we observe that the results are grouped closer together, resulting in a smaller

difference in delay when targeting Johannesburg, Pretoria and Durban universities compared

to targeting universities in Cape Town. We observed that the median delay from Cape Town

to UCT and Cape Town to UWC is 42 ms and 41 ms respectively. From Cape town to UJ,

the median delay is 53 ms, Cape Town to UNISA: 47 ms, Cape Town to WITS: 52 ms,

and Cape Town to DUT: 54 ms. The delay between Cape Town and the cities more to the

north-east of South Africa is high compared to the delays between cities that are closer to

the north of the country.

Packet Delay from within SANReN

Results from the internal delay tests are presented below. From Figure 4.2, we see that the

data is grouped close together in the results to all the target universities — the biggest in-

terquartile range (IQR) existing between PE and Pretoria, with 2.93 from PE to UNISA and

2.9 from Pretoria to NMU. The small IQRs could be due to both the source and destination
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nodes being hosted inside SANReN. One of the main factors causing delays seems to be the

distance between the source and target because universities that are far from the source city

have higher delays. For example, the median delay when targeting DUT from Cape Town is

27.05 ms, while targeting UCT and UWC from Durban results in a median delay of 26.82 ms

and 27.35 ms respectively. PE experiences its highest median delay when targeting UNISA

(25.95 ms), and Pretoria experiences its highest median delay when targeting NMU (26.24

ms).
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Figure 4.2: Internal delay by destination university.

When we use PE to target UJ and WITS, we observe high median delays of 25.47 ms and

25.26 ms respectively. In return, we observe that the university with the highest median

delay from Johannesburg is NMU with 25.42 ms. Cape Town is the only city that reaches

PE (and vice-versa) with low delays of around 10 ms, whereas Durban, Johannesburg and

Pretoria experience median delays of 20.6 ms, 25.42 ms, and 26.24 ms respectively when

targeting NMU. Delay from a source city to a target university located in the same city is

very low, the highest median delay in this respect being Cape Town to UWC with 1.32 ms.
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External vs Internal Packet Delay

We combined and compared the results from the external and internal delay experiments.

Figure 4.3 shows the overall delay to each university and Table 4.1 shows of the median for

each source and target pair with notable high and low values highlighted in bold. We observe

that the internal tests have lower delays when targeting each of the universities. We also

observe that NMU has the highest median delay from both external and internal sources,

while WITS has the lowest median delay from both external and internal sources. UJ has

the biggest IQR (53) and the highest value for the maximum delay from external sources

(154 ms), which means that packets cannot regularly reach their destination timeously. The

biggest difference in external and internal median is experienced by NMU with the difference

being 36.4 ms (57 ms - 20.6 ms).
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Figure 4.3: External vs internal delay by destination university.
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Table 4.1: Summary of median external, internal, and overall packet delays (ms) for each
source and target pair.

Source CPT DBN JHB PE PTA Overall
/ Dest. Ext. Int. Ext. Int. Ext. Int. Ext. Int. Ext. Int. Ext. Int.
NMU 61.5 9.78 55 20.6 64 25.42 54 0.24 59 26.24 57 20.6
UCT 42 0.66 57 26.82 40.5 16.89 50 9.67 40 17.41 46 16.88
WITS 52 16.99 38.5 11.01 19.5 0.19 47 25.26 30 1.64 37 11.07
UNISA 47 17.62 40 11.69 23 1.86 55 25.95 30.5 0.06 37.5 11.69
UJ 53 17.28 40 11.26 16 0.01 68.5 25.47 29 1.89 39 11.26
UWC 41 1.32 56 27.35 30 17.75 45 9.98 43 18.11 43 17.66
DUT 54 27.05 30.5 0.03 20 11.25 79 20.59 35 11.92 38 12.38
Overall 48 16.9 47 11.7 29 11.01 53 24.89 35 7.15 42 11.99

4.1.2 Page Load Delay Results

Page Load Delay from outside of SANReN

Results from the page load time tests conducted by Speedchecker (external source nodes) to

target web servers that reside inside SANReN are presented below. In Figure 4.4, we observe

that results are similar across four of the different source cities, with PE being the outlier.

PE experiences higher PLTs to load SANReN web servers than the rest of the cities with

an overall median PLT of 1727 ms. Johannesburg has the lowest median PLT with 315 ms,

followed by Durban with 472 ms, Cape Town with 496 ms, and Pretoria with 534 ms.

In terms of target web servers, NMU has the highest PLTs with an overall median of 899 ms

across all the source cities. DUT, UWC, and UCT have median PLTs of 594.5 ms, 527 ms,

and 516 ms respectively. WITS, UNISA, and UJ are the universities with the lowest overall

median PLTs with 387 ms, 404 ms, and 426 ms respectively. When focusing on specific pairs

of source city and target university, we see that although NMU resides in PE, the highest

median PLT of any source and target pair is experienced when trying to reach NMU from

PE, with 2112.91 ms. Moreover, PE has an overall IQR of 1244.5, showing that the PLTs are
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Figure 4.4: External page load times by destination university.

inconsistent to all the universities targeted. For comparison, Cape Town has an IQR of 322,

Durban: 312, Johannesburg: 193, and Pretoria 526. In the case of Pretoria, the overall IQR

is affected by the IQR when targeting UWC is 2853, showing that PLTs were inconsistent.

Page Load Delay from within SANReN

Figure 4.5 presents the results with respect to page load times from within SANReN. We see

that NMU and DUT have the highest median PLTs across all the source cities with NMU

having a PLT of 329.75 ms and DUT having a PLT of 341.82 ms. The rest of the universities

experience lower PLTs, with UCT having an overall median PLT of 300.8 ms, UWC: 275.48

ms, UJ: 223.11 ms, UNISA: 215.68, and WITS: 179.55 ms. Similar to the delay results,

targeting DUT from Cape Town poses an issue as the box plot to DUT from Cape Town

has a median of 510.43 ms, while the next highest median PLT to DUT is 362.75 from PE.

UWC has a median PLT of 275.48 ms, which is not as high as DUT and NMU but there is

still a gap in PLT between UWC and the previously mentioned universities with lower PLTs
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Figure 4.5: Internal page load time by destination university.

(WITS, UNISA, UJ). Although there is a small amount of variance in the PLTs targeting

UCT, the median PLTs to UCT from Durban, Johannesburg, and Pretoria is still high with

values of 350.32 ms, 301.88 ms, and 301.81 ms. However, when focusing on the tests using

Cape Town as the source, the median PLTs are not as high with values of 256.71 ms to UJ,

240.77 ms to UNISA, and 216.72 ms to WITS.

External vs Internal Page Load Delay

We combine the results from our external and internal page load time experiments and

present them in Figure 4.6. This shows a comparison between the overall page load times to

each university from across South Africa. We observe that unlike the external and internal

delay comparison, where there was no overlap, parts of the external and internal quartiles

for NMU, DUT, and UWC overlapping. Between these universities and the cities in which

they are located, we see high page load times, indicating congestion in the paths used to

transfer data.
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Figure 4.6: External vs internal delay by destination university.

More specifically, in Table 4.2, we see a difference of 569.25 ms when comparing the external

and internal median PLTs to NMU, a difference of 252.68 ms when comparing DUT’s external

and internal PLTs, and a difference of 251.52 ms when comparing UWC. We observe a

difference of 215.2 ms between UCT’s median PLTs, 207.45 ms between WITS’, 188.32 ms

between UNISA’s, and 202.89 ms between UJ’s median PLTs. With the exception of UNISA,

all the universities have a difference of over 200 ms between their external and internal PLTs.

Table 4.2: Summary of median external, internal, and overall page load times (ms) for each
source and target pair.

Source CPT DBN JHB PE PTA Overall
/ Dest. Ext. Int. Ext. Int. Ext. Int. Ext. Int. Ext. Int. Ext. Int.
NMU 916 561.49 694.5 329.75 531.5 374.75 2113 212.48 996 314.61 899 329.75
UCT 429 216.39 546 350.32 352 301.88 1841 261.63 534 301.81 516 300.8
WITS 467.5 216.72 357 179.51 190 137.71 1519 237.07 366.5 143.11 387 179.55
UNISA 484.5 240.77 392.5 215.63 231 173.55 1528 272.09 439 164.49 404 215.68
UJ 491 256.71 399.5 222.75 227 178.66 1860.5 280.47 458.5 183.31 426 223.11
UWC 491 250.73 616 305.22 316.5 316.56 1598.5 229.99 1038 258.65 527 275.48
DUT 690.5 510.43 504 283.69 370 244.75 1840 362.75 772 361 594 341.8
Overall 496 236.55 472 226.51 315 188.2 1727 262.93 534 189.55 491 237.5
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4.1.3 Packet Delay vs Page Load Time

Packet Delay vs Page Load Time from outside of SANReN

After combining the results of the delay and PLT tests from all the source cities, we get the

statistics shown in Table 4.3. We see that the median delay to WITS, UNISA, DUT, and

UJ is 37 ms, 37.5 ms, 38 ms, and 39 ms respectively — these are the lowest median delays

of the universities tested. Among these universities, WITS, UNISA, and UJ have similar

median values for time-to-first-byte (TTFB) at 322.5 ms, 353 ms, and 371 ms respectively,

whereas DUT has a median TTFB of 524.5 ms. This suggests that DUT processes HTML

requests at a lower speed. NMU has the highest median delay (57 ms), PLT (899 ms), and

TTFB (774 ms). The universities experience similar percentages of packet loss.

Table 4.3: External delay, page load time, and packet loss statistics by destination university.

University Median delay
(ms)

Median PLT
(ms)

Median TTFB
(ms) Packet loss (%)

NMU 57 899 774 0.02
UCT 46 516 439.5 0.01
WITS 37 387 322.5 0.02
UNISA 37.5 404 353 0.02
UJ 39 426 371 0.02
UWC 43 527 464 0.03
DUT 38 594.5 524.5 0.02

From Figure 4.7 we see that the data is distributed along both axes. This means that we

experience high delays as well as high PLTs. The average of the delay results (rounded to

the nearest integer) is 50 ms and the average of the PLT results (rounded to the nearest

integer) is 783 ms. We use the averages to inspect specific areas of the plot to find where

data points are concentrated. We observe that 47.54% of the data points are less than or

equal to both averages. Increasing the limit for delay to 150 ms (three times the average)

reveals that 73.32% of the data points are found in this area of the plot (along the x-axis).
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Increasing the limit for PLT to 2349 ms (three times the average), we see that 59.08% of the

data points are concentrated in this area of the plot (along the y-axis). This means that the

majority of the tests experienced high delays as opposed to high PLTs.
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Figure 4.7: External page load times vs delay by destination university.

Packet Delay vs Page Load Time from within SANReN

Figure 4.8 shows the distribution of the combined results. The data points are grouped along

the x-axis in the scatter plot in the same manner that they were grouped along the y-axis of

Figure 4.2 (due to distance between the source and target). NMU is the only university with

data points having PLTs higher than 1500 ms. A closer look at the data conveyed that these

data points occur from Cape Town, Johannesburg, and PE. Overall, the groups of data are

spread between universities and cities.
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Figure 4.8: Internal page load times vs delay by destination university.

External and Internal Page Load Delay vs Packet Delay

We combined and compared the results from our external and internal page load time ex-

periments. Figure 4.9 shows the overall results compared to one another. We notice that

high delays are common when using external sources, with 20.53% of the data points having

delays higher than 75 ms. We also observe that the page load times are similar for a large

concentration of tests, with 77.42% of external tests having PLTs under 1000 ms and 93%

of internal tests having PLTs under 1000 ms. This suggests that delay from external sources

could be improved, and that throughput in the network is sufficient as page load times from

inside the network are similar to that of external sources.
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Figure 4.9: External and internal page load time vs delay.

4.1.4 Traceroute Results

Traceroute from Outside of SANReN

We conducted traceroute tests from the source cities to each target web server. Figure 4.10

shows the results of these tests and we make the following observations. When targeting

DUT, we see a large variance from four of the source cities, with PE being the exception.

When targeting DUT, we found an IQR of 9 from Cape Town and an IQR of 12 from

Pretoria, Durban, and Johannesburg. NMU experiences some variance in the number of IP

hops as well. We observe that the overall median number of hops to universities from PE

is 14. The highest median among the target universities when using PE as the source is 17

from PE to NMU. PE is the only city where the university with the highest median number

of hops is located in the source city itself. WITS has the lowest median number of hops from

Durban, Johannesburg, and Pretoria. WITS also has the second lowest number of hops from

Cape Town (11), with only UCT (residing in Cape Town) having a lower median (10).
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Figure 4.10: Number of IP hops for traceroute by destination university — external sources.

Table 4.4: External traceroute statistics by destination university.

University Median no. of hops Successful tracer-
oute (%)

Unsuccessful
traceroute (%)

NMU 15 85 8.1
UCT 12 77.86 19.05
WITS 11 80.24 14.76
UNISA 12 83.33 11.19
UJ 13.5 86.67 7.14
UWC 12 80.95 11.43
DUT 14 66.9 21.9

Table 4.4 shows the statistics of the results from the traceroute tests to each university. The

percentages of successful and unsuccessful tests do not add up to 100 because the rest of

the tests failed to initialise due to a lack of probe availability in Speedchecker. UJ is the

university with the highest percentage of successful traceroutes with 86.67%. Although it has

a median of 15 hops — the highest median number of hops across the universities — NMU

has the second highest percentage of successful traceroutes with 85%. Traceroute tests to

WITS, UNISA and UWC had success rates of over 80% as well. However, these universities
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experience lower values for the median number of hops, with the results showing a median

of 11 hops to reach WITS, and 12 to reach UNISA and UWC. A median of 12 hops were

needed to reach UCT as well, but UCT has a higher percentage of failed tests (19.05%) and

a lower percentage of successful tests (77.86%). DUT has a high median of 14 hops, the

lowest success rate (66.9%) and the highest failure rate (21.43%).

Table 4.5: External traceroute statistics by source city.

City Median no. of hops Successful tracer-
oute (%)

Unsuccessful
traceroute (%)

CPT 12 87.93 11.9
DBN 14 87.24 9.86
JHB 12 80.95 5.78
PE 14 81.46 11.56
PTA 12 63.1 27.72

Analysing the results from the perspective of each source city, shown in Table 4.5, we see

that Pretoria has only 63.1% successful traceroutes, and 27.72% unsuccessful. From PE and

Durban, there is a median of 14 hops, while Pretoria, Cape Town and Johannesburg take a

median of 12 hops. Cape Town and Durban have the highest percentages of successful tests

with 87.93% and 87.24% respectively. PE and Johannesburg have success rates of 81.46%

and 80.95% respectively.

Traceroute from within SANReN

Figure 4.11 shows the results of the number of hops from the traceroute tests conducted.

We see that there is only one hop from a source city to a university hosted in the same city

because these tests were conducted from the perfSONAR node to itself. UWC and UJ are

the exceptions in this case regard as the Cape Town tests were done from UCT and the

Johannesburg tests were done from WITS to get consistent representative results for these

cities.
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Figure 4.11: Number of IP hops for traceroute by destination university — internal sources.

From Johannesburg, UWC and DUT are the only universities that have an IQR of 1. We see

that there is no variance from Johannesburg to the rest of the universities targeted. From

Pretoria, we see the highest median number of hops to UWC with 11, followed by NMU with

10, and UCT with 9. From PE, we also see a high median number of hops to UNISA and UJ

with 10 and 11 respectively. We see no variance in the results from PE to UCT, and from

the data, we see that packets traversed the same path to get to UCT. The biggest variance

is experienced between Durban and PE with an IQR of 3 from PE to DUT and Durban to

NMU. We also observe an IQR of 3 from Pretoria to WITS.

We see statistics of the traceroute tests per destination university in Table 4.6. Besides UWC

and DUT, the results have high success rates, with no failures, besides tests that failed to

initialise. The failed traceroutes to UWC were caused by the university’s security policies.

With respect to the failed traceroutes to DUT, these failed due to not being able to reach

the destination. Packets were sent from within SANReN in South Africa to SEACOM in

Mauritius and could not reach the destination thereafter.
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Table 4.6: Internal traceroute statistics by destination university.

University Median no. of hops
(Successful)

Successful tracer-
oute (%)

Unsuccessful
traceroute (%)

NMU 8 95.95 0
UCT 8 98.33 0
WITS 6 99.52 0
UNISA 7 99.05 0
UJ 8 100 0
UWC 8 93.33 2.38
DUT 6 80 7.14

From the statistics by source city seen in Table 4.7, we observe that the cities have similar

results in terms of success rates and median number of hops. Port Elizabeth and Durban

have 8 as the median number of hops, one higher than the rest of the cities. PE also has

a slightly lower success rate of 92.18% compared to the rest of the cities. Johannesburg,

Durban, and Pretoria have success rates of 95.75%, 95.24%, and 95.24% respectively, while

Cape Town has the highest success rate and the lowest failure rate of 97.45% and 2.38%

respectively.

Table 4.7: Internal traceroute statistics by source city.

City Median no. of hops
(Successful)

Successful tracer-
oute (%)

Unsuccessful
traceroute (%)

CPT 7 97.45 0
DBN 8 95.24 0.17
JHB 7 95.75 0.51
PE 8 92.18 0.68
PTA 7 95.24 0.34

External vs Internal Traceroute

Figure 4.12 presents a comparison of the overall number of hops to each university. We

observe that from our external experiments, DUT has a high amount of variance in the

results with an IQR of 10 hops. This is in contrast to the internal tests to DUT which has
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an IQR of one. Moreover, DUT is the university with the biggest difference in external and

internal median values, with external tests taking 14 hops and internal tests taking six hops.

NMU’s internal and external results have a big difference in their median values as well, with

the internal and external tests taking 8 and 15 hops respectively.

nmu uct wits unisa uj uwc dut
University (destination)

0

5

10

15

20

25

Nu
m

be
r o

f I
P 

ho
ps

External vs Internal Number of IP Hops by Destination University
External
Internal

Figure 4.12: Number of IP hops for traceroute by destination university — external vs
internal sources.

From the summary below (Table 4.8), we observe that, for the external tests, the highest

number of hops of any source and target pair is 17 from PE to NMU. For the internal tests,

the highest number of hops for a source and target pair is 11 from PE to UNISA and from

Pretoria to UWC.
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Table 4.8: Summary of median external, internal, and overall number of hops for traceroute
for each source and target pair.

Source CPT DBN JHB PE PTA Overall
/ Dest. Ext. Int. Ext. Int. Ext. Int. Ext. Int. Ext. Int. Ext. Int.
NMU 14 7 15 6 15 8 17 1 15.5 10 15 8
UCT 10 1 15 8 11 8 14 8 12 9 12 8
WITS 11 7 12 6 9 1 14 9 10 6 11 6
UNISA 12 8 12 7 10 7 15 10 10 1 12 7
UJ 15 9 14 8 12 4 15 11 13 6 13 8
UWC 11 8 15 9 12 9 13 8 12 11 12 8
DUT 15 6 12 1 15 5 15 6 11 6 14 6
Overall 12 7 14 8 12 7 14 8 12 7 13 8

4.1.5 Throughput Results

Throughput from Outside of SANReN

We used the total downloaded bytes divided by the difference of PLT and TTFB of each test

to calculate the throughput (Throughput = TDB
PLT−TTFB

). The results are plotted in Gbps on

Figure 4.13. We observe that Cape Town, Durban, and Pretoria experience similar median

throughput values (as seen in Table 4.9), while Johannesburg has the highest overall median

throughput with a value of 0.01404. The highest value to a specific university is 0.02206 Gbps

from Johannesburg to DUT. PE experiences the lowest throughput with an overall median

value of 0.00234, where PE to UJ has the lowest throughput to a specific university (0.00104

Gbps). From sources other than PE, the lowest throughput (0.0032 Gbps) is observed from

Durban to UCT and Pretoria to UCT. DUT and UWC have high IQRs from all source

cities — the highest being from Johannesburg to UWC and DUT (0.08039 and 0.06366

respectively).

In terms of throughput to each target university, we found that UCT and WITS have the

lowest values for median throughput with 0.00372 Gbps and 0.0048 Gbps respectively. The
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Figure 4.13: External throughput by destination university.

Table 4.9: Total downloaded bytes, time-to-first-byte, and throughput for external page load
time tests by source city.

City Median TDB
(bytes)

Median TTFB
(ms)

Median throughput
(Gbps)

CPT 31594 420 0.0046
DBN 31594 390 0.00477
JHB 31594 274 0.01404
PE 31594 1287 0.00234
PTA 31594 448 0.00421

universities that have the highest median throughput values are DUT and UWC achieving

0.01204 Gbps and 0.00872 Gbps respectively.

Throughput from within SANReN

We conducted throughput experiments from within SANReN to the universities and present

the results in Figure 4.14. These tests were conducted using perfSONAR nodes as the source

and target because the tests to zero-rated web servers failed (perfSONAR only allowed tests
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to other perfSONAR nodes). Thus, Figure 4.14 only shows values for throughput from the

source city to universities residing in the same city for Johannesburg and Cape Town (from

WITS to UJ and from UCT to UWC). The results show that Cape Town experiences lower

throughput with an overall median of 5.47 Gbps, compared to the rest of the cities that

experience median throughput values between 7.5 Gbps and 8.005 Gbps. From Cape Town

to UNISA and UJ, we experience high variances with IQRs of 1.27 and 1.25 respectively.

The lowest throughput from source city to target university is 4.91 Gbps from Durban to

UCT. Despite this, Durban experiences the highest overall median throughput of 8.005 Gbps,

followed by Pretoria with 7.64 Gbps, Johannesburg with 7.55 Gbps, and PE with 7.53 Gbps.
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Figure 4.14: Internal throughput by destination university.

External vs Internal Throughput

We experience much higher values for throughput compared to the external tests. The

external results have values below 0.1 Gbps because they could not be obtained using the

same method as the internal tests. Figure 4.15 visualises the external and internal tests,
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where A shows the comparison between the sets of measurements and B shows the external

results magnified. We observe different trends between the external and internal throughput

results. We compare the trends for these tests as a direct comparison is not possible. For

the internal results, UJ (8.26 Gbps), UNISA (8.065 Gbps), and WITS (7.79 Gbps) have the

median highest throughput values. Whereas for the external tests, DUT (0.012036 Gbps)

has the highest median throughput.
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Figure 4.15: External vs internal throughput by destination university.

Table 4.10: Summary of median external and overall throughput (Mbps) for each source and
target pair.

Source /
Dest. CPT DBN JHB PE PTA Overall

NMU 7.243 5.232 6.6 5.38 3.694 5.834
UCT 5.378 3.199 7.434 1.631 3.199 3.717
WITS 4.047 4.956 21.063 1.968 4.213 4.803
UNISA 4.218 4.861 18.054 1.198 4.681 4.861
UJ 4.215 4.861 19.442 1.031 4.513 4.956
UWC 12.551 3.772 9.541 6.091 7.016 8.716
DUT 5.682 19.89 22.058 9.868 8.928 12.036
Overall 4.595 4.769 14.042 2.34 4.213 5.158
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Table 4.11: Summary of median internal and overall throughput (Gbps) for each source and
target pair.

Source /
Dest. CPT DBN JHB PE PTA Overall

NMU 5.67 8.435 7.205 7.17 7.16
UCT 4.91 7.29 7.895 7.58 7.48
WITS 5.235 7.87 7.63 8.06 7.79
UNISA 5.6 8.75 9.11 7.285 8.065
UJ 5.575 8.72 8.5 7.6 8.82 8.26
UWC 5.645 7.54 7.505 7.36 7.6 7.51
DUT 5.155 7.44 7.51 7.61 7.44
Overall 5.47 8.005 7.55 7.53 7.64 7.55

4.2 SANReN UCT Traffic Flow Analysis

In this section, we present the passive measurements analysis carried out on the netflow

dataset of UCT’s traffic through SANReN. The network trends are shown by breaking down

the dataset by traffic per week, inbound and outbound flows, South African traffic, country,

ISP, and protocol. We show the throughput and volume in each breakdown by using line

graphs for the volume and box plots for the throughput.

4.2.1 Volume and Throughput — Global Traffic

In Figure 4.16 and Figure 4.17 we see the volume and throughput trends of all the flows to

and from UCT over a two-month period. The plot for all the traffic (Figure 4.16) shows that

the median throughput of the traffic for every week is under 0.00012 Gbps, with the boxes

being positively skewed. The volumes (left of Figure 4.16) experienced during the first two

weeks we investigated were show 8945.84 GB for week 1 and 9034.23 week 2. We see a spike

in the volume of traffic in week 3 (15-21 July 2020). In Figure 4.17 we see that majority of

the data that was transferred in week 3 were into UCT. We investigated the spike in volume
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and found that the flows causing the spike were from the United States (seen in Figure

4.20), since the ISP with the most data transferred during this period was Lightower Fiber

Networks 1 (looked up with MaxMind, IP-API, and IP-WHOIS). UCT requested 4408.96

GB from Lightower during week 3, while only 1960.88 GB was requested from TENET. Since

the source and target IPs are anonymised, we cannot see what the traffic is that caused the

spike.
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Figure 4.16: Volume (GB) and throughput (Gbps) by week.

The breakdown of throughput between inbound and outbound traffic (Figure 4.17) shows

that the throughput for traffic flowing into UCT is significantly better than traffic sent out

from UCT. The median throughput for each week is shown in Table 4.12. We see from

Figure 4.17 and Table 4.12 that the traffic flowing out of UCT (outbound) experiences

lower throughput values than that of the traffic flowing into UCT (inbound). We see that

the median inbound throughput for all the weeks is 0.000759 Gbps and the median for

outbound traffic for all the weeks is 0.000068 Gbps, which means that inbound traffic is 11.16
1https://www.crunchbase.com/organization/lightower-fiber-networks

65



times faster than outbound traffic overall. We observe the biggest difference in throughput

performance was during week 4, when the inbound traffic was 25.93 times faster. In week

9, we observe the smallest difference in throughput performance, with inbound traffic being

1.11 times faster. We see an increase in the volume of traffic starting from week 4 (22 July

2020). This increase reflects students being allowed to return to campus and residences

during the Covid-19 pandemic [50]. We see a further increase in the volume of traffic during

weeks 5 - 7, which coincides with the start of UCT’s third quarter during the Covid-19

pandemic in 2020 [51].
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Figure 4.17: Volume (GB) and throughput (Gbps) by week — inbound and outbound.

Table 4.12 below shows the breakdown volume and throughput for global traffic to and

from UCT. The values referred to in the text are highlighted in bold. The inbound and

outbound values for throughput do not add up to the overall values because they are all

median values. Moreover, the median values for overall throughput is closer to the median

outbound throughput values due to the higher volume of outbound traffic.
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Table 4.12: Global traffic statistics to and from UCT for volume and throughput.

Period Volume (GB) Median throughput (Gbps)
Inbound Outbound Overall Inbound Outbound Overall

Week 1 2160.24 6785.61 8945.85 0.000965 0.000084 0.000109
Week 2 3697.52 5336.71 9034.23 0.0011 0.000056 0.000081
Week 3 7285.2 5480.08 12765.28 0.001 0.000064 0.00009
Week 4 3324.33 7182.59 10506.92 0.0014 0.000054 0.000088
Week 5 2678.11 8102.28 10780.39 0.000837 0.000059 0.000078
Week 6 3007.4 9657.55 12664.95 0.00074 0.000094 0.000117
Week 7 2675.22 10237.5 12912.72 0.000876 0.000091 0.000119
Week 8 1972.68 9283.1 11255.78 0.000122 0.000061 0.000064
Week 9 3492.94 7335.53 10828.47 0.000063 0.000057 0.000058
Overall 30293.64 69400.95 99694.59 0.000759 0.000068 0.000087

4.2.2 Volume and Throughput — South African Traffic

We isolated South African traffic from the dataset and present the results in Figure 4.18.

The results show that the median throughput is 0.622 Mbps, which is 7.15 times faster than

the median throughput of global traffic to and from UCT (0.087 Mbps). Moreover, the upper

quartile for South African traffic is 5.8 Mbps whereas the upper quartile of throughput for

global traffic is 1.8 Mbps. Therefore, the throughput for South African traffic is 3.22 times

more than the global traffic. With the exception of week three, the volume trend line for

South African traffic is similar to the trend line for global traffic, with the peak in week

7 being apparent as well. The total volume of South African traffic transferred during the

two-month period we studied is 82534.65 GB. Since the total volume of traffic transferred

during the two-month period is 99694.59 GB, we note that 82.79% of UCT’s traffic either

flows to South African destinations or comes from South African sources.

When we look at the breakdown for inbound and outbound traffic (4.19), we see that the

volume of outbound data is high from Week 6 to Week 8, coinciding with the start of UCT’s

second semester in 2020. During this period, the ISP which UCT sent the most data to
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Figure 4.18: Volume (GB) and throughput (Gbps) by Week SA Traffic.
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Figure 4.19: Volume (GB) and throughput (Gbps) by Week for SA Traffic — Inbound and
Outbound.

was Telkom (AS 37457) with 7779.24 GB of data, which accounts for 24.23% of the total

data flowing out of UCT to South African destinations during these weeks. We see that the
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performance of inbound traffic once again surpasses that of the outbound traffic, with data

being transferred out of UCT at a median of 0.000199 Gbps and data flowing into UCT at

a median of 0.0051 Gbps (25.63 times faster).

4.2.3 Countries with the Highest Volume of Traffic

In Figure 4.20, we see the trends of volume for the ten countries that transferred the most

data to and from UCT during the period studied. This is also shown in Table 4.13 alongside

the figures for median throughput. Due to the difference in volume per country, we broke

down the figure into four plots to visualise the countries with lower volumes. We observe

that South Africa is the country with the highest amount of usage, followed by the United

States, and Australia. We see that the United States is the country with the second highest

volume during every week studied and experiences a peak in week three from the US ISP

Lightower as mentioned previously. Australia has the third highest volume, due to a peak in

the 5th week caused by fetching data from the Australian Academic and Research Network

(AARNet) totalling 378.46 GB. A few countries have an increase in volume in the last week

of the period investigated — Ireland, South Korea, Canada, and Australia.

Figure 4.21 shows the throughput of the countries with the highest volumes, where Figure

4.21 B excludes South Africa and Namibia. We observe that besides South Africa, Namibia

has the highest median throughput of 0.000224 Gbps. The United States has a median

throughput of 0.000013 Gbps, Ireland 0.000006 Gbps, and 0.000004 Gbps for Australia,

Canada, and the Netherlands. China, United Kingdom, and South Korea have lower median

throughput values, with 000000295 Gbps.
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Figure 4.20: Volume (GB) by Week per Country.
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Figure 4.21: Throughput (Gbps) per Country.
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Table 4.13: Volume (GB) and median throughput (Gbps) for high volume countries.

Country Volume (GB) Median throughput (Gbps)
South Africa 82534.66 0.000622
United States 14777.91 0.000013
Australia 734.97 0.000004
Ireland 269.81 0.000006
Namibia 249.53 0.000224
Netherlands 156.26 0.000004
Canada 135.29 0.000004
China 91.38 0.000000295
United Kingdom 90.83 0.000000295
South Korea 77.78 0.000000295

4.2.4 Volume and Throughput by ISP

The ten ISPs with the highest volumes of traffic are shown in Figure 4.22. We observe that

Telkom and TENET have the highest volumes — 17479.11 GB and 14505.68 GB respectively.

As expected, TENET has the highest median throughput of 0.0027 Gbps, followed by Inter-

net Solutions (IS) and Telkom (both 0.0021 Gbps). These ten ISPs account for 75.56% of the

traffic transferred over the nine-week period. The only two ISPs that are hosted outside of

SA are Lightower and Microsoft Corporation. Thus, majority of the network traffic flows in

and out of UCT via SA ISPs, where these eight ISPs account for 64.35% of the total traffic.

Figure 4.23 shows the throughput of each ISP, with the right plot focusing on the ISPs with

lower throughput values. We observe that despite the spike in volume during week three,

Lightower is the ISP with the lowest median throughput. We observe that the throughput

experienced by TENET is similar to IS and Telkom, even though TENET hosts UCT. Table

4.14 shows a summary of the volume and throughput for these ten ISPs.
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Figure 4.22: Volume (GB) by Week per ISP.
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Figure 4.23: Throughput (Gbps) by ISP.
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Table 4.14: Volume (GB) and median throughput (Gbps) for high volume ISPs.

Country Volume (GB) Median throughput (Gbps)
Telkom-Internet 17479.11 0.0021
TENET-1 14505.68 0.0027
Afrihost 9525.33 0.000085
OPTINET 5971.93 0.000079
IS 5669.95 0.0021
Lightower Fiber 5666.5 0.000018
Microsoft Corporation 5501.57 0.000032
TICSA-ASN 4848.11 0.000135
Vodacom 3113.68 0.000294
Web-Africa-Networks 3043.43 0.000066

4.2.5 Volume and Throughput by Protocol

In terms of the volumes for each protocol, we observe that TCP and UDP are the most

common protocols used in the network, with TCP accounting for 65.09% of traffic, followed

by UDP with 34.71%. Encapsulating Security Payload (ESP), Generic Routing Protocol

(GRP), and ICMP are the other 3 protocols that are used by the network, although the

volume of data sent through the network using these protocols is too low to be seen in

comparison to TCP and UDP.

We notice that the median throughput values are slightly higher for UDP compared to

TCP. ESP, GRE, and ICMP experience lower throughput values. These volume trends are

important to note when designing our SDN model.

Table 4.15: Volume (GB) and median throughput (Gbps) for each protocol.

Protocol Volume (GB) Median throughput (Gbps)
TCP 64895.97 0.0021
UDP 34601.14 0.0027
ESP 151.82 0.000079
GRE 45.25 0.000079
ICMP 0.45 0.000085
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Figure 4.24: Volume (GB) and MB/s by Week per Protocol.

4.3 Performance Modelling Based on Active Measure-

ments and Passive Dataset

In this section, we implement an SDN model of SANReN. We outline the topology and

the configuration, followed by describing results from performance tests conducted on the

proposed solution. We then compare the results of the SDN solution to the results obtained

from active measurements conducted on the SANReN infrastructure.

4.3.1 SDN Model Topology

We used the SANReN backbone map (Figure 2.2) to create the SDN model topology as

shown in Figure 3.2. We include all the nodes on the map and set link capacities to 0.001%

of their real-world capacity. Hosts for each university tested in this study are attached to

the respective city that they reside in. We calculate the delay between each node by using
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the results from the internal active measurements. To configure the delay between nodes

that we do not have results for, we use a standard of 6.5 ms for 1000 km between nodes.

The delays calculated from our internal active measurements are shown in Appendix A.

4.3.2 Packet Delay Results

We modelled a virtual SDN to use the delays from our internal active measurements. As

shown in Figure 4.25, the overall median delay to each university is similar. However, certain

source and target pairs have high median delays in our proposed solution due to the Spanning

Tree Protocol closing ports to certain nodes. We observe that the SDN model has a high

amount of variance to UWC, as the model achieves low median delays using the shortest

path from Cape Town (2.16 ms) and PE (10.1 ms), but achieves higher delays from Durban

(41.15 ms) and Pretoria (37.85 ms) because the shortest path is blocked by the spanning

tree. When targeting DUT, we also observe a high amount of variance due to Cape Town

(33.2 ms) and Port Elizabeth (36.75 ms) being further away and unable to achieve the lower

delays achieved from Durban (0.03 ms), Johannesburg (7.09 ms), and Pretoria (7.29 ms).

We breakdown the median results from the SDN model and from the internal active mea-

surements in Table 4.16. The SDN model experiences high delays from Cape Town to DUT

with a median of 33.2 ms and Port Elizabeth to DUT with a median of 36.75 ms. This is

in contrast to the internal active measurements conducted on SANReN as the delay from

Cape Town to DUT from within SANReN is 27.05 ms and from Port Elizabeth to DUT is

20.59 ms. Moreover, the median delay from Durban is higher than that of SANReN. From

Durban, the median delay is 38.05 ms to NMU, 33.4 ms to UCT, and 41.15 ms to UWC. In

the SDN model, NMU has a higher overall median delay compared to SANReN due to the

spanning tree calculating paths based on bandwidth capacity. The links to Port Elizabeth
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Figure 4.25: SDN model vs internal SANReN delay by destination university.

have low capacities (besides the link between PE and Cape Town with 100 Mbps) with one

1 Mbps link and two 10 Mbps links. This means that packets are travelling from Durban

to NMU via Johannesburg and Cape Town, which is a circuitous route calculated by the

spanning tree. This is due to the link between Durban and Johannesburg having a band-

width capacity of 100 Mbps (a cost of 2) and the link between Durban and Pietermaritzburg

having a bandwidth capacity of 20 Mbps (a cost of 200000).

Majority of the source and target pairs in the SDN model have lower delays than SANReN.

For example, the median delays from Durban to WITS, UNISA, and UJ, as well as from

Johannesburg to UCT, UNISA, and DUT are lower in the SDN model. The overall median

delays from all cities besides Port Elizabeth are lower in the SDN model. This is due

to the prioritisation of bandwidth capacity in the SDN model and the lack of bandwidth

availability to and from Port Elizabeth in the SANReN topology. In addition, in terms

of the overall median delays for each target university, only NMU and UWC have higher

delays. As mentioned previously, with respect to DUT, this is due to the high delays from
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Port Elizabeth and Cape Town (33.2 ms and 36.75 ms respectively). With respect to UWC,

the high delays from Pretoria and Durban (37.85 and 41.15 ms respectively) are causing the

difference between the SDN model’s delay and SANReN’s delay.

Table 4.16: Summary of median SDN and internal SANReN packet delays (ms) for each
source and target pair.

Source CPT DBN JHB PE PTA Overall
/ Dest. SDN Int. SDN Int. SDN Int. SDN Int. SDN Int. SDN Int.
NMU 9.34 9.78 38.05 20.6 26.55 25.42 0.02 0.24 33.2 26.24 26.55 20.6
UCT 0.02 0.66 33.4 26.8 16.2 16.89 9.63 9.67 19.85 17.41 16.2 16.88
WITS 16.1 16.99 7.14 11.01 0.02 0.19 26.85 25.26 1.13 1.64 7.14 11.07
UNISA 20.3 17.62 7.59 11.69 1.07 1.86 30.55 25.95 0.02 0.06 7.59 11.69
UJ 19.8 17.28 10.6 11.26 0.37 0.01 29 25.47 0.92 1.89 10.6 11.26
UWC 2.16 1.32 41.15 27.35 21.45 17.75 10.1 9.98 37.85 18.11 21.45 17.66
DUT 33.2 27.05 0.03 0.03 7.09 11.25 36.75 20.59 7.29 11.92 7.74 12.38
Overall 16.1 16.9 10.9 11.7 7.09 11.01 26.65 24.89 7.29 7.15 11.7 11.99

4.3.3 Page Load Time Results

We conducted the page load time tests using Wget on the Mininet hosts. We created a file

of 31594 bytes in size to be transferred between the hosts. We use a file of 31594 bytes

because five universities had a median total downloaded bytes of 31594, it was the highest

median total downloaded bytes across the universities, and 83% of all the page load time

tests conducted had a total downloaded bytes value equal to or lower than 31594 bytes.

Using the same size file allows a comparison between SANReN and the SDN model. By

starting each host as a web server using Python’s SimpleHTTPServer, we download the file

from each university with Wget to simulate a page load. From our results, shown in Figure

4.26, we observe that in the SDN model, the page load times are lower to each university

targeted, when compared to SANReN. In Figure 4.26, A shows the full box plot and B shows

the box plot zoomed in on the results.

77



nm
u uct wits

un
isa uj uw

c du
t

University

0

500

1000

1500

2000

2500

Pa
ge

 L
oa

d 
Ti

m
e 

(m
s)

A  SDN Model vs Internal SANReN
Page Load Times by Destination University

Platform
SDN
SANReN

nm
u uct wits

un
isa uj uw

c du
t

University

0

200

400

600

800

1000

1200

Pa
ge

 L
oa

d 
Ti

m
e 

(m
s)

B  SDN Model vs Internal SANReN
Page Load Times by Destination University

Figure 4.26: SDN model vs internal SANReN page load times by destination university.

We observe that the page load time results are lower with the SDN model compared to the

SANReN results. In the SDN model, we see that the overall median page load times from

the source cities are in the range of 18.05 - 58.56 ms, whereas the page load times from

SANReN are in the range of 188.2 - 262.93 ms. The low page load times in the SDN model

are a result of the model being optimised for bandwidth, causing high throughput values.

When focusing on results from a source city to a university located in the same city, we see

lower page load times in the SDN model. These differences are exaggerated in Durban, Cape

Town, and Port Elizabeth due to congestion around these parts of SANReN.

Table 4.17 shows a detailed breakdown of the results of each source and target pair. From

the breakdown, we observe the same high and low values compared to the delay tests, as

the same areas of the network have high delays between them. The SDN model’s page load

times from Durban and Pretoria to NMU, UCT, and UWC are high due to the data being

transferred on circuitous routes. However, despite the higher delays, the overall page load

times to these universities are lower than that of SANReN. Once again, this is a result of the

78



bandwidth prioritisation in the SDN model. Moreover, other factors causing the high page

load times in SANReN are: congestion between PE and Cape Town, congestion between

Cape Town and Durban, and circuitous routes traversed from PE to Johannesburg.

Table 4.17: Summary of median SDN and internal SANReN page load times (ms) for each
source and target pair.

Source CPT DBN JHB PE PTA Overall
/ Dest. SDN Int. SDN Int. SDN Int. SDN Int. SDN Int. SDN Int.
NMU 11.07 561.49 219.41 329.75 43.58 374.75 0.04 212.48 233.17 314.61 43.58 329.75
UCT 0.05 216.39 244.91 350.32 18.21 301.88 11.49 261.63 244.91 301.81 18.37 300.8
WITS 14.36 216.72 12.04 179.51 0.04 137.71 27.24 237.07 25.28 143.11 14.36 179.55
UNISA 137.67 240.77 25.48 215.63 25.07 173.55 141.36 272.09 0.06 164.49 25.69 215.68
UJ 120.36 256.71 18.86 222.75 0.38 178.66 127.4 280.47 58.56 183.31 58.45 223.11
UWC 1.94 250.73 374.78 305.22 82.93 316.56 11.79 229.99 382.26 258.65 82.93 275.48
DUT 119.44 510.43 0.05 283.69 8.85 244.75 136.19 362.75 25.28 361 25.28 341.82
Overall 18.05 236.55 26 226.51 18.26 188.2 36.78 262.93 58.56 189.55 25.48 237.5

4.3.4 Throughput Results

In the results of the throughput tests conducted with the SDN model, shown in Figure

4.27, we observe that the throughput from Cape Town to UNISA and UJ is 1.16 Mbps

and 1.19 Mbps respectively. The rest of the universities experience median throughput

values of greater than 9 - 9.46 Mbps. We observe similar throughput values from Durban

and Johannesburg with overall medians of 9.04 Mbps and 9.41 Mbps respectively. From

PE and Pretoria, we observe lower throughput values to NMU, UNISA, UJ, and UWC.

However, these low throughput values are due to Mininet restricting the bandwidth to each

switch. Table 4.18 shows the median throughput of each source and target pair. We do not

compare these values directly to the SANReN throughput values due to the network being

different scales. However, by observing the trends between nodes, we observe that the overall

throughput from Cape Town, Durban, and Johannesburg is increased.
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Figure 4.27: SDN model throughput (Mbps) by destination university.

Moreover, we observe that the network makes use of the capacity to each university, within

the restrictions of Mininet. Thus, Pretoria and Port Elizabeth have lower throughput values.

Table 4.18: Summary of median throughput (Mbps) for each source and target pair.

Source /
Dest. CPT DBN JHB PE PTA Overall

nmu 9.42 9.39 2.13 1.65 5.74
uct 9.41 9.25 9.36 9.4 9.38
wits 9.42 9.29 4.92 9.51 9.37
unisa 1.16 9.41 9.51 0.92 5.27
uj 1.19 1 9.55 1.64 3.745 1.64
uwc 9.46 2.11 2.15 1.68 0.7 2.07
dut 9.43 9.49 9.2 9.45 9.44
Overall 9.41 9.36 9.41 3.15 6.65 9.27
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Chapter 5

Discussion

This study has focused on finding the performance issues within SANReN. We found that

there are gaps in the network in various parts of the country. In this section, we discuss the

problem areas of the network and their causes. We discuss the usage patterns of the network

as well and how the network can be engineered to focus on the high usage areas. We also

discuss the potential of SDN as a solution to these issues.

5.1 Delays

The results of the delay experiments show that SANReN experiences high delays around

Cape Town and Port Elizabeth. We observe that the external and internal tests conducted

from these cities are the highest across the network. We found that the lowest delays are

achieved from Johannesburg and Pretoria for both the internal and external tests. When

looking at the target universities, we observe that NMU, UCT, and UWC have the highest

median delays. This points to congestion as there are high delays from the cities these

universities are located in as well.

81



5.1.1 Delays to and from Port Elizabeth

The problem area in the network is Port Elizabeth, as the delays to reach a web server hosted

by NMU from outside of SANReN (57 ms) is 35.71% higher compared to the overall median

of reaching a university from outside of SANReN (42 ms). Moreover, for the external tests,

the overall median delay from PE to the universities tested (53 ms) is 26.19% higher than

the median of all the source cities combined (42 ms). When comparing the internal median

results to the results from PE, we see that PE’s delays are 107.59% higher than the overall

median. We also see that the delay when targeting NMU is 71.81% higher than the overall

median. The high delays for the internal tests are due to packets travelling via Cape Town

to Johannesburg or Pretoria, which means that the paths to Johannesburg via East London

and Bloemfontein are ignored. The distance from PE to Johannesburg via East London and

Bloemfontein is ~1070.51 km, whereas travelling to Johannesburg via Cape Town is ~1926.57

km.

SANReN has four links connecting to PE — two 10 Gbps links to Makhanda and East

London, one 1 Gbps link to George and one 100 Gbps link to Cape Town. PE is not

considered a metropolitan network, and, as such, the only metropolitan network that has a

point of presence (POP) directly to PE is Cape Town, the other the metropolitan networks

do not go directly to PE. Therefore, the 100 Gbps link is used to transfer data to PE from

various parts of the country. However, there are shorter paths to transfer data from PE. With

SDN, the network can be configured to transfer data intensive traffic via Cape Town, and

time sensitive traffic via East London and Bloemfontein. We show that the SDN model also

has high delays to NMU, caused by low bandwidth capacities in to NMU, and the spanning

tree prioritising high bandwidth links. However, the SDN model can be configured to use

these redundant links in the future, and the model can be expanded, and different types of

traffic (VoIP, HTTP, Gaming, Streaming, etc.) can be catered for.
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5.2 Page Load Times

5.2.1 Page Load Times from Port Elizabeth

Our results show that PE has high page load times as well. The external results when

targeting NMU produced a median of 1727 ms, which is high compared to the overall median

from all source cities of 491 ms (Table 4.2). When looking at the external traceroute results,

we see that congestion is occurring inside SANReN at the nodes in Cape Town when trying

to reach NMU, with hops in the Cape Town TENET nodes taking up to 7724 ms, where the

median to reach the node is 104 ms. We show that the SDN model has a median page load

time which is 86.01% lower than the internal active measurement results.

5.2.2 Page Load Times from Durban

From the results, we see that page load times from Durban to UCT and to UWC are high

as the external and internal median results are higher than the overall median results to

these universities (Table 4.2). Since the median TTFB from Durban to all universities (390

ms) is similar to the overall median (416 ms), we look at the throughput of these tests to

find the cause of the issue. Our external results show that from Durban to UCT and UWC,

we experience a throughput of 3.2 Mbps and 3.77 Mbps respectively. Whereas our internal

results show that the throughput from Durban to UCT and UWC is 4910 Mbps and 7540

Mbps respectively. The throughput from Durban to UCT is the lowest of all that were

tested. These low bandwidths are causing the high page load times in the network between

these two cities. Our traceroute results show that packets are travelling from Durban to

Cape Town via PE. When comparing the links between Durban and Cape Town, we see that

there are links with capacities of 10 Gbps between Durban and PE, and a link of 100 Gbps
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between PE and Cape Town. However, the throughput experienced while using these paths

are not reflective of the current capabilities. The throughput is affected by the congestion

between Cape Town and Port Elizabeth, as well as the overall usage of SANReN between

these cities. In terms of our SDN model, we see that the throughput between Durban and

Cape Town reflects the network capabilities, as the SDN model achieves 9.41 Mbps from

Durban to UCT and 2.11 Mbps to UWC.

5.3 Effects of Performance on QoE

When looking at the SANReN usage patterns, we notice that the network has high through-

put values (median of 0.759 Mbps) when traffic flows inbound (UCT receiving data from

other sources). However, users that request data from outside of UCT (outbound flows)

experience lower throughput (median of 0.068 Mbps), and thus, slower performance. Since

the majority of traffic is outbound (69.61% — Table 4.12), majority of the traffic is trans-

ferred with lower throughput. Furthermore, since majority of the data being transferred

through the network uses TCP, users at UCT requesting data from other destinations are

relying on the network to deliver content accurately and in full. Therefore, to achieve the

best performance, the network would need to increase the bandwidth links of the shortest

paths, since these paths are being ignored for high bandwidth paths.
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5.4 Challenges and Limitations

5.4.1 Active measurements

One of the challenges faced in the study was that the zero-rated web servers hosted by some

universities did not allow us to ping them. Thus, we resorted to using the perfSONAR nodes

which also reside inside SANReN for our tests. This skewed some of the data in the internal

results section. To mitigate the skewed results, we balanced out the tests by adding each

university’s perfSONAR node as a destination web server. In terms of the internal page load

time tests, perfSONAR does not return the details of time-to-first-byte and total downloaded

bytes. Thus, we were unable to calculate the throughput experienced in the same manner

as the external tests. Speedchecker, however, does not have a dedicated feature for testing

throughput. Thus, we could not test the throughput and compare it to the internal tests.

Instead, we compare the trends of throughput to each university from external and internal

sources.

5.4.2 Passive measurements

The SANReN dataset provided information on the flows of traffic to and from UCT. However,

the dataset does not contain the type of traffic for each flow. Therefore, we are unable to

find out what the purpose of the traffic was besides looking up the ISP and the ASN that

the IPs reside in. This limits our analysis because we could not break down the trends using

parameters other than the ISP, protocol, and ASN. In addition, the SANReN dataset only

contained flows during a two-month period in 2020. We could not gain broader insights into

the trends of the traffic and the impact of the Coronavirus on UCT’s traffic flow due to this

constraint.
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5.4.3 SDN Model

Our SDN model uses a standard implementation of the Spanning Tree Protocol with Ryu

and Mininet. From our results, the optimal path between some nodes are blocked by the

spanning tree and thus, we do not get optimal delays between all of our hosts. Path costs are

chosen based on bandwidth capacity. A lower bandwidth link will have a higher cost than a

high bandwidth link, regardless of delays between the nodes. Thus, we see high delays when

targeting NMU and DUT. This SDN model can be used and built on to find the optimal

setup for SANReN. The costs allocated to the links in the network can be changed to improve

performance of the network.
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Chapter 6

Conclusion

6.1 Summary

In this study, we focused on finding the performance issues existing in SANReN by using

active and passive measurements. We explore how an SDN model using SANReN’s topology

would affect performance of the network. We posed three research questions in 1.2, and the

answers to these research questions are outlined below:

Where are the performance gaps in the topology of the network, what is causing

these issues and how can we improve the network resource utilisation?

Our measurements found that Port Elizabeth is the city with the highest delays and highest

page load times to universities in other cities. Cape Town has the second highest delays

and page load times to universities in other cities, followed by Durban. The high delays

and page load times experienced from PE is caused by traffic flowing via circuitous routes,

using Cape Town as a PoP. The high delay to PE is amplified by going through Cape Town

because Cape Town is located far from the rest of the cities in the network, and thus, also

experiences high delays. The high page load times from Durban to UCT and to UWC is a

result of low bandwidth capacities between these two cities. Although traffic flows via PE,

which is linked to Cape Town via a 100 Gbps link, the throughput experienced is much lower
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at 4.91 Gbps to UCT and 7.54 Gbps to UWC when the network is in use.

Which countries, ISPs, and protocols produce the highest volume of traffic and

during which periods does the network experience the most traffic flow?

Our passive measurements show that majority of traffic flows outbound from UCT (uploaded

data). However, the throughput of these flows is lower compared to the throughput of data

flowing inbound (downloaded data). UCT experiences typical high usage during the week

and low usage during the weekend. Majority of the traffic flowing in and out of UCT are

using South African ISPs, and thus, increasing the inter-connectivity within SANReN in

South Africa would be beneficial for most UCT users of the network. The three ISPs with

the highest data usage are Telkom (17479.11 GB), TENET (14505.68 GB), and Afrihost

(9525.33 GB). Our results show that besides South Africa, the United States is the country

with the highest amount of traffic flowing to and from UCT, followed by Australia. The

peak traffic flow in these countries were caused by traffic received from Lightower in the

US and by fetching data from the Australian Academic and Research Network (AARNet)

totalling 378.46 GB. In terms of protocols, TCP had the highest amount of data usage with

64895.97 GB, followed by UDP with 34601.14 GB. Thus, to improve performance for most

use cases, the focus should be on traffic using TCP.

To what extent, if any, would an SDN framework improve SANReN’s network

performance in terms of delays, page load times, and throughput?

We created an SDN model to compare the performance to that of the current SANReN

design. Our model was able to produce lower page load times and lower delays to 5 of the

7 universities tested with an overall median delay of 11.7 ms for the SDN model compared
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to the median delay of 11.99 ms for internal SANReN tests. With respect to PLT, the SDN

model achieved an overall median of 25.48 ms whereas the internal SANReN tests had an

overall median of 237.5 ms. Since the SDN model is a scaled down version of SANReN, we

do not compare the throughput values. However, by observing the trends between nodes,

we observe that the overall throughput from Cape Town, Durban, and Johannesburg is in-

creased. Moreover, we observe that the network makes use of the capacity to each university,

within the restrictions of Mininet. Thus, Pretoria and Port Elizabeth have lower throughput

values. These limitations can be mitigated by tweaking the configuration of the SDN model

for optimal performance.

6.2 Future Work

For future work, we could increase the number of cities and universities included in the study

to gain a broader perspective of the network’s performance. We could also use rest of the

universities’ traffic flow data to conduct the passive measurements on their networks and

find the performance and usage statistics of those universities. In addition to delay and PLT,

we could conduct video streaming tests to find out robustness of connectivity and download

speed.

In terms of SDN, the configuration for the network can be expanded upon, and the network

can be tweaked to find the optimal performance. Additional traffic engineering paradigms

can be incorporated such as Software Resolved Networking (SRN) which is SDN with a DNS

resolver and Segment Routing [52].
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Appendix A

Appendices I

Table A.1: Delays between hosts and switches calculated from internal active measurements.

Host Switch Bandwidth (Mbps) Delay (ms) Cost
NMU PE 10 0.12 2000000
UCT Cape Town 10 0.33 2000000
WITS JHB 10 0.1 2000000
UNISA Tshwane 10 0.03 2000000
UJ JHB 10 0.01 2000000
UWC Cape Town 10 0.66 2000000
DUT eThekwini 10 0.02 2000000
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Table A.2: Delays calculated from internal active measurements.

Node 1 Node 2 Bandwidth (Mbps) Delay (ms) Cost
Cape Town JHB 100 7.31 2
Cape Town PE 100 3.97 2
JHB Tshwane 10 0.31 2000000
eThekwini JHB 100 3.00 2
Cape Town Bloemfontein 20 5.53 200000
East London Bloemfontein 30 3.94 20000
PE East London 10 2.11 2000000
Mtunzini Tshwane 10 4.28 2000000
Mtunzini JHB 60 4.11 200
eThekwini Mtunzini 20 1.02 200000
Bloemfontein JHB 50 3.16 2000
Cape Town Yzerfontein 20 0.60 200000
Cape Town Hermanus 10 0.77 2000000
Cape Town SKA1 10 4.02 2000000
Cape Town SALT 10 2.40 2000000
Cape Town Beaufort West 10 3.63 2000000
Cape Town George 10 3.16 2000000
Hermanus George 1 2.57 20000000
George PE 1 2.48 20000000
Beaufort West Bloemfontein 10 4.28 2000000
Beaufort West SKA1 10 1.37 2000000
SKA1 SKA2 10 0.52 2000000
Kimberly Welkom 10 1.80 2000000
Kimberly Potchefstroom 10 2.74 2000000
PE Makhanda 10 0.94 2000000
Makhanda Bhisho 10 0.86 2000000
Bhisho East London 10 0.38 2000000
Bhisho Alice 10 0.48 2000000
Bhisho Whittlesea 10 0.82 2000000
Bhisho Potsdam 10 0.18 2000000
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Table A.3: Delays calculated from internal active measurements (continued).

Node 1 Node 2 Bandwidth (Mbps) Delay (ms) Cost
East London Potsdam 10 0.18 2000000
East London Butterworth 10 0.70 2000000
East London Mthatha 10 1.56 2000000
Butterworth Mthatha 10 0.88 2000000
Whittlesea Komani 10 0.26 2000000
Komani Mthatha 10 0.88 2000000
Mthatha Pietermaritzburg 10 2.31 2000000
Bloemfontein Potchefstroom 100 2.40 2
Bloemfontein Welkom 10 1.20 2000000
Welkom Kroonstad 1 0.52 20000000
Welkom Phuthaditjhaba 10 1.84 2000000
Kroonstad Bethlehem 1 1.06 20000000
Bethlehem Phuthaditjhaba 1 0.52 20000000
Bethlehem eThekwini 1 2.74 20000000
Vanderbijlpark Potchefstroom 10 0.60 2000000
Vanderbijlpark JHB 10 0.52 2000000
eThekwini Pietermaritzburg 20 0.56 200000
JHB SANSA 10 0.42 2000000
SANSA Tshwane 10 0.46 2000000
Tshwane eMalahleni 10 0.88 2000000
Tshwane Polokwane 10 2.06 2000000
Tshwane Rustenburg 10 0.86 2000000
Potchefstroom Mahikeng 10 1.48 2000000
Rustenburg Mahikeng 10 1.37 2000000
eMalahleni Middelburg 10 0.20 2000000
Middelburg Mbombela 10 1.32 2000000
Mbombela Thohoyandou 10 2.50 2000000
Thohoyandou Makhado 10 0.52 2000000
Makhado Turfloop 10 0.54 2000000
Turfloop Polokwane 10 0.26 2000000
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