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Prologue

This study primarily investigates the processes and capabilities which are important for
building and developing trust in e-Commerce. The main area of focus of this study is on the
factors and enablers which can be applied by online retailers to build trust and communicate
trustworthiness to online consumers. Throughout the study these factors and enablers are
commonly referred to és the ‘building blocks of trust in e-Commerce’. It is argued that
without trust, e-Commerce cannot reach its full potential and that the building blocks of trust

in e-Commerce can be applied to build and develop trust in e-Commerce.

This study further investigates consumer perceptions of e-Commerce, and the deterrents to
online shopping. Special emphasis was placed on important e-Commerce issues, central to
building and developing trust in e-Commerce, such as privacy, security and fulfilment. As
part of the recommendations, a conceptual model for building trust in e-Commerce is
presented, which maps out the online trust building process with the general building blocks

of trust in e-Commerce at its core.

« To determine the building blocks, transactional, technological, or graphical, that
are important for creating and developing trust in e-Commerce

e To determine the relative importance of the building blocks for creating and
developing trust in e-Commerce

o To assess the influence of other variables on the building blocks of trust in
e-Commerce, which have a relationship with the building blocks

o To develop a conceptual model of trust in e-Commerce, incorporating the building

blocks of trust in e-Commerce
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Synopsis

Commercial activity on the Internet has increased rapidly in recent years and electronic
commerce has evolved into a viable business channel for many companies. As the Internet
and electronic commerce develop and mature, their success largely depends on gaining and
maintaining the trust of online consumers. The concept of trust in e-Commerce is important,
because consumers tend to have not enough trust in e-Commerce to shop on the Internet.

Simply put, without trust, e-Commerce is unlikely to reach its full potential.

It is the purpose of this study is to investigate and describe the processes and capabilities
which are important for building and developing trust in e-Commerce. The main objectives of
this study are to determine the building blocks that are important for creating and
developing trust in e-Commerce and to determine the relative importance of these building
blocks for creating and developing trust in e-Commerce. For this purpose, the online trust
building process was examined in some depth and a conceptual model was developed which
depicts how trust in e-Cﬁmmerce is established and maintained. For the purpose of this
research the critical enablers and capabilities for building and developing trust in
e-Commerce are referred to as the ‘Building Blocks’ of trust in e-Commerce throughout the

study.

This study begins by presenting the research methodology. The research methodology
explains the method of primary and secondary data collection. It explains how qualitative
and quantitative information were gathered, processed and analysed. Then, an extensive
literature review is presented, which covers in detail issues of the traditional trust concept,

the Internet and electronic commerce, and then trust in e-Commerce. The qualitative

research findings are then presented. The findings of the in-depth interviews conducted are
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depicted in a table format and are presented in a question by question summary.
Additionally the findings of a survey dealing with the general building blocks of trust in
e-Commerce are analysed and presented. The quantitative data is then analysed and the

findings put forward.

Finally, conclusions are drawn, stating the revised objectives and the findings relating to
each objective, and recommendations are made, presenting the conceptual model for

building trust in e-Commerce.

Trust, in the traditional sense, is a highly complex sociological concept and has many
connotations. Trust is generally defined as the future contingent actions of others. Trust is
usually based on a cognitive process which discriminates among persons and institutions by
classifying them into trustworthy, distrusted and unknown categories, and trust is based on
an affective component which consists of an emotional bond among all those who participate
in the relationship. There are differences between the general trust concept, trustworthiness
and credibility: trust in general terms deals with the credibility of specific people, groups, or
institutions regarding specific actions; trustworthiness deals with beliefs about people and
actions, and credibility is the extent to which a recipient sees the source as having relevant

knowledge, skill, or experience to give unbiased and objective information.

Simply put, trust is a simplifying strategy that enables individuals to adapt to complex social
environments, and thereby benefit from increased opportunities; it is particularly relevant in
conditions of ignorance or uncertainty with respect to unknown or unknowable actions of
others. To develop trust between individuals they must have not only repeated encounters,
but also have some memory of previous encounters. Thus, trust is based on reputation and
that reputation has to be acquired through behaviour over time in well-understood

circumstances.

S T
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The main functions of trust are: trust as a main characteristic of a Iegiﬁrﬁate order and
harmonious co-operation of societal communities, trust as a reduction of social complexity,
and trust as a social and economic lubricant of co-operation. For modern societies there is a
renewed emphasis on trust as an underlying concept that encourages economic exchange,
the spread of communication, recognition of cultural and political differences, as well as
sociability and participation between individuals and wider communities. Placing trust, that
is, making bets about the future uncertain and uncontrollable actions of others, is always
accompanied by risk. Trust always involves an element of risk because of the inability to
monitor other people’s behaviour, from the inability to have complete knowledge about other

people’s motivations, and generally, from the contingency of social reality.

In the absence of trust, the resulting vacuum will be filled with some alternative
arrangements providing similar functions and meeting universal cravings for certainty, order,
or predictablllty. The concept of distrust is usually treated as the as the negative mirror-
image of trust. People who do not trust one another will end up co-operating only under a
system of formal rules and regulations, which have to be negotiated, agreed to, litigated,
and enforced, sometimes by coercive means. The main factors affecting trust are differences

in social, gender, racial, and age issues.

The Internet is the world’s largest and most widely used computer network; its hypermedia
environment allows multimedia information to be located on a network of servers around the
world which are interconnected allowing one to travel through the information by clicking on
hyperlinks. To gather accurate statistics about the Internet on local or global scale is
generally difficult, as the Internet is a network of networks, with each individual network

hosting a varying number of PCs which have a varying number of users.
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Commercial activity on the Internet has been increasing rapidly since the early 1990s;
electronic commerce has evolved into a viable business channel. The main beneﬁts of the
Internet as a commercial medium are: distribution benefits, lower transaction costs,
marketing communication benefits, improved buyer-seller relationships, operational benefits
and improved cross-border information and transaction flows. The most common drawbacks
to the use and widespread adoption of the Internet are: security and privacy concerns,
violations of intellectual property rights, cdpyrights and patents, lack of awareness and
knowledge of the Internet and related services, cultural and language barriers, and
information overload from the customer's perspective. While many firms have launched
e-Commerce initiatives, few have developed the internal infrastructure to increase activity in
this space; there is need for companies to integrate the e-Commerce channel better into the

organisation.

The most common drawbacks to successful electronic commerce are the absence of a
uniform commercial code and legal framework, concerns about security and privacy
protection, technical barriers, lack of adequate electronic payment and fulfilment systems,
and unrealistic expectations about electronic commerce. Consumer electronic commerce in
South Africa is largely under-developed, due to the relatively slow rate of adoption of the
Internet in South Africa, and the lagging of South African Internet users to conduct online
transactions: about 75% of South African Internet users have not yet shopped online,

although they tend to have positive perceptions towards e-Commerce.

While Internet users are rapidly becoming Internet shoppers, purchase failures, security
fears and service frustrations are rampant: about one third of all online consumer purchase
attempts are cancelled or abandoned before they are completed. Approximately 80 percent

of all Internet users suggest that the Internet’s ability to function as an effective
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communication medium was a reason for getting online initially, while only 2 percent of

users said their main motivation for going online was to shop.

As the Internet develops and matures, its success will largely depend on gaining and
maintaining the trust of visitors. Because time is key to deepening trust, Intermet trust is
currently still relatively shallow. Trust in e-Commerce is generally built in a three-stage,
cumulative process that establishes trust in the Ihtemet and the specific Web site, trust in

the information displayed and trust in delivery fulfilment and service.

Consumers have generally a high level of distrust towards the Internet, emanating largely
from the fear that engaging in online activities would compfomise personal privacy.
Violations of personal privacy include: tracking consumers’ movements, misuse of
information, theft of information, corruption of information, theft of identity, and personal
threats. Similar to privacy, security concemns are keeping customers away from doing
business on the Internet. Establishing a secure e-Business environment requires a
comprehensive approach that includes policies, education, physical protection, security
software, and manual security procedures. The main Internet security technology features

are: encryption, digital signature and certificates, and firewalls.

Electronic commerce involves a wide spectrum of policy issues, including the legal
framework, institutional arrangements and technical infrastructure needed to support an
international marketplace for electronic products and services. Government regulation to
provide a framework for trust in e-Commerce may have the following flaws: prohibitive
regulation, harmonisation of laws, and unnecessary regulation leading to unintended
consequences. The alternative to the government regulatory approach for data privacy and
security is industry self regulation and self governance, but the major drawback of self-

regulation lies in effective enforcement.
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Compared to traditional payment systems digital money is in its infancy, and a great deal of
technological development and market consolidation must occur before it realises its
potential. It is important to note, however, that electronic commerce will not reach its full
potential until there are simple, inexpensive, private and secure ways to make payments
over the Internet. Additionally, there is broad support among most OECD member countries
that existing tax concepts should be applied to giobal electronic commerce, and tax
treatment should be 'neufral between electronic and traditional methods of conducting
business. As many online retailers are start ups with little or no track record of fulfilment it is
important to provide assurance to all stakeholders that proper controls are in place as
transactions are undertaken. Assurance on the Internet involves digital branding and
differentiation, Web site design, pr&senmtion‘and navigation, symbols and seals of approval,

fulfilment and distribution, as well as virtual and interactive decision aids.

In addition to secondary research, primary research was conducted. In terms of the
qualitative research, sixteen in-depth interviews were conducted with experts in the Internet
and e-Commerce / e-Business field. In terms of the quantitative research 4000 mail
questionnaires were sent out to people throughout South Africa, who were randomly
selected from the database of HomeChoice. The mail questionnaire is a well suited method
to gather information from respondents who are geographically widely dispersed. In respect
of the quantitative research, personal interviews were ruled out, as this would have limited
the research to a specific geographic location; telephone interviews were also ruled out, due

to time and cost restrictions.

The aim of the qualitative research was to gain insight and an in-depth understanding from
experts, who are involved in the Internet and e-Commerce / e-Business field. For a list of the

persons interviewed, please refer to the research methodology, section 2.2.1. During the

interviews, the respondents were asked to complete a self-administered survey which deals
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with the general building blocks of trust in e-Commerce. The information gathered from the
in-depth interviews was first summarised and then analysed. After the analysis of the in-

depth interviews the findings of the survey are put forward.

It was found that the typical South African Internet user tends to be well educated, a high
income eamer and tends to live in a major metropolitan centre, such as Gauteng, the
Western Cape and the greater Durban area. South Africans predominantly use the Internet
for sending and receiving e mail, searching and gathering information and entertainment.
The use and rate adoption of electronic commerce has increased in South Africa in recent
years. The single most important reason why consumers shop on the Internet is
convenience, and there is no difference in the propensity to shop online between
experienced and inexperienced South African Internet users. Products most frequently
bought on the Internet by South Africans tend to have the following two main
characteristics: they tend to be branded or commeodity type products, and they are either not
avallable or difficult to obtain locally. The most popular products South Africans purchase on
the Internet are books, CDs, magazine subscriptions and computer software; the most
popular services South Africans consume on the Internet are online banking and ticket

reservation services.

The biggest deterrents for consumers to shop on the Internet are the lack of an online
shopping experience, the lack of perceived value and benefits and the lack of instant
gratification. South African consumers generally prefer the tangible shopping experience,
including socialisation elements and the ability to examine products, to the online shopping
experience. The biggest risks consumers perceive about online shopping are security, privacy
and fulfilment risks. Security risks deal with payment, network, and technology risks; privacy
risks deal with the abuse of customer information; and fulfilment risks deal with non-

fulfilment, incorrect billing and incorrect shipment risks. To lower the perception of risk
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associated with online shopping, online retailers should leverage existing brands, build strong

online brands, and educate customers about electronic commerce and online shopping.

Trust in e-Commerce is a highly subjective concept and has many meanings. Even industry
experts tend to have different definitions or descriptions about trust in e-Commerce and tend

to focus on different issues based on their background and experience.

Nevertheless, the common building blocks of trust in e-Commerce are: privacy protection,
security, and branding. Secondary building blocks relating to trust in e-Commerce include:
navigation, professional and functional Web site design, fulfiiment capabilities, the use of
third party endorsement schemes, and common goverﬁment and self-regulatory frameworks
as well as Internet trading standards. The building blocks of trust in e-Commerce are
generally seen as critical enablers in support of establishing and building trust in
e-Commerce. Trust in e-Commerce is a function of a person’s general predisposition to trust
in its traditional context, as well as the person’s general predisposition to the Internet and
electronic commerce. For example, a person with a general unfavourable attitude towards
trust and the Internet, may be wary about shopping online, whereas a person with a more

favourable attitude towards trust and the Internet may more proactively shop online.

Generally, experienced Internet users tend to have more trust in e-Commerce than
inexperienced Internet users, due to their experience gained with the medium and through
transactions with online retailers. They choose, however, more selectively with whom to do
business on the Internet, and their selection of a particular online retailer is largely based on
the experience they have gained during previous encounters (where their expectations have
been met or exceeded and they gained positive experiences). Inexperienced Internet users
need to build up that frame of reference before they can confidently conduct online

transactions and learn to trust particular online retailers.



Trust in e-Commerce i

At the same level of brand equity, hybrid online retailers, i.e. online retailers that also have
established physical stores, brand names and reputation, are generally perceived more
trustworthy than pure-play online retailers which do not have a physical presence in the

offiine world.

To communicate trust in e-Commerce effectively, companies should build strong credible
online brands, and where possible should leverage existing and established brands. It is
important that branding strategies are consistent across all online and offline media. Along
an online retailer's supply chain it is important that each channel partner performs an agreed
upon role, which may be enforced through service level agreements, to meet customer
expectations and to ensure service quality as well as brand consistency. Online retailer’s also
‘have to ensure that they associate themselves with appropriate channel partners, which
have proven to be reliable and may have strong brands which the retailer could leverage to

enhance his own credibility.

Industry self regulation was generally re_garded more favourable than government regulation
to establish a general framework for trust in e-Commerce, which may include policies and
standards for online trading, online consumer protection plans, supervision of online
retailers, enforcement of policies and the development of public awareness programmes for

online retailing.

Intrusion of customer privacy, including the abuse of personal information, and non-
fulfilment are the most critical issues for breaking consumer trust in e-Commerce. Once
consumer trust in e-Commerce is broken, there is very little an online retailer can do to
re-establish trust with the consumer. The possibility of re-establishing and re-gaining trust in
e-Commerce with an disappointed customer is generally a function of severity of the case,

the consumer’s ability to absorb the economic loss, the strength of the brand and the
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reputation of the online retailer, the influence of third parties and the self-responsibility of

the online consumer.

Third party seal of approval programmes are generally not well known in South Africa, even
well-established international seal of approval programmes. The most important benefits of
using a Web seal are regulation, oversight and assurance through an independent third
party. Pure play online retailers (with an Internet presence only) with largely unknown
brands generally benefit the most using seals of approval. Important elements of a seal
programme to establish trust in e-Commerce are customer information protection,
transaction integrity, and strong fulfilment and customer recourse policies. To promote the
use and adoption of seals of approval in South Africa, only the most credible and established
" Web seals should be used and benefits of using Web seals should be emphasised.

In addition to the in-depth interviews, the industry experts were asked to complete a self
administered survey which deals with the general building blocks of trust in e-Commerce and
their decomposed factors. For a sample of the survey please refer to appendix 4. The
respondents were asked to assign a score indicating the importance they attach to each
factor for building and developing trust in e-Commerce on a five point rating scale, ranging
from ‘not important at all’ (1) to ‘very important / essential’ (5). The analysis revealed that
the privacy, security and fulfilment building blocks carry the greatest weight for building and

developing trust in e-Commerce.

Quantitative research was then conducted to examine the opinions and attitudes of the
public, with regard to Internet level of usage and experience in general, and trust in
e-Commerce in particular. The empirical objectives were to investigate four areas of
information, including information about the respondent’s level of Internet skill and

experience, information about the respondent’s online consumer behaviour, information
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about the respondent’s perceptions towards trust in e-Commerce, and lastly information

about demographic data of the respondents.

The target population was defined as all those people who are Internet users or those who
have sufficient knowledge about the Internet and electronic commerce. A stratified sample
was used, consisting of 60% randomly selected male respondents and 40% randomly
selected fermnale respondents. A stratified sample was used to ensure reliability, because men
dominate the Internet in South Africa in approximately a 60:40 proportion to female Internet
users. The questionnaire was designed to facilitate brevity and clarity due to the fact that it
was self-administered. It was also structured and undisguised as this was considered the

best format for the research situation.

The data from the quantitative research was captured, cleaned and then analysed using the
programme Statistica. Various statistical tests have been performed on the quantitative data.
It was found that the majority of the respondents are male (64%) and that they are low to
middie income earners (60% with a monthly disposable income of up to R 5000). The bias
towards the lower income groups is largely due to the fact that in general there were far
more respondents belonging to the lower income groups than respondents from the middle
and upper income groups. Furthermore, about 65% of the respondents are below the age of
40 and the majority of the respondents tend to live in one of South Africa’s major

metropolitan centres such as Gauteng, the Western Cape and the greater Durban area.

Screening questions at the beginning of the questionnaire allowed the identification of the
respondents level of Internet skill and experience. The majority of the respondents have
been using the Internet for less than 2 years and use the Internet mainly as a
communication tool, i.e. the two most frequent uses people make of the Internet are email

and searching for information. The vast majority of the respondents have not yet shopped
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on the Internet, although they tend to have positive perceptions towards electronic
commerce. The quantitative analysis further revealed that South African online shoppers buy
goods and services on the Internet with moderation. Alimost 60% of the respondents have
not yet shopped on the Internet, and of the 40% who have shopped on the Internet, almost
70% of the respondents indicated that they are shopping less than once a month online.
Despite having Internet access, South African Internet users do not shop online, because
they do not possess a credit card, they lack the tangible elements of traditional shopping,
and they have concerns about Internet security and submitting credit card details to

complete an online transaction.

The quantitative analysis also examined the respondent’s online buyer behaviour. The most
important reasons why South African consumers shop on the Internet are convenience and
the expectation that prices on the Internet are cheaper than in the offline retail world. The
highest online purchase categories for products are: books (25%), CDs and videos (17%),
and computer software (15%); the highest online purchase categories for services are:
travel (23%), online banking (21%), and online magazine subscriptions (20%). The
problems the respondents most frequently encounter with online shopping are: site
functionality and navigation problems, problems with timely fulfilment of online orders, and
generally problems with customer recourse and product returns when the wrong goods have
been shipped. In the South African context it is important to note that the lack of credit card

ownership is an important reason why South African consumers do not shop on the Internet.

The core of the quantitative analysis was to investigate the general building blocks of trust in
e-Commerce. The investigation into the general building blocks of trust in e-Commerce
revealed that the most important building blocks are privacy protection, fulfilment and

Internet security. These results are in line with the findings from the in-depth interviews,
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where the three most important buildings blocks of trust in e-Commerce are privacy, security

and fulfilment.

A further in-depth statistical analysis of the building blocks of trust in e-Commerce was
performed, which includes cross tabulations, correspondence and discriminant analysis. The
detailed statistical output is contained on the enclosed CD Rom. The last section of the
quantitative research then investigated the applicability of seals of approval to communicate
trust in e-Commerce. It was found that, although seals of approval generally have a positive
impact on communicating a greater sense of credibility of online retailers, they fail to

effectively develop trust in e-Commerce.

The revised objectives were then evaluated in terms of whether they should be accepted or
rejected. The decision as to whether the revised objective should be accepted or rejected
was based on the information gathered and analysed from the literature review, the in-depth

interviews and the quantitative survey,

Based on the findings of the literature review, the qualitative research and the quantitative

research, the following conclusions were drawn:

e Trust is a simplifying strategy that enables individuals to adapt to complex social
environments, and thereby benefit from increased opportunities.

e There are differences between the general trust concept and trustworthiness and
credibility.

e To develop trust between individuals they must have repeated encounters, and they

must have some memory of previous encounters.
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The main functions of trust are: trust as a main characteristic of a legitimate order
and harmonious co-operation of societal communities, trust as a reduction of social
complexity, and trust as a social and economic lubricant of co-operation.

For modern societies there is a renewed emphasis of trust as an underlying construct

that encourages economic exchange.

Trust always involves an element of risk.

The Internet is the world’s largest and most widely used computer network.

The online population continues to grow at an impressive rate; there are about 2.2
million people in South Africa who use the Internet.

The typical South African Internet user tends to be young, lives in a major South
African metropolitan centre, and is well educated.

Commercial activity on the Internet has been increasing rapidly since the mid 90s,
and e-Commerce has evolved into a viable business channel.

The main benefits of the Internet as a commercial medium are: distribution benefits,
lower transaction costs, marketing communication benefits, improved buyer-seller
relationships, operational benefits and improved information and transaction flows.
Consumer electronic commerce in South Africa is largely under-developed.

The most important reasons why South African consumers shop on the Internet are
convenience and the expectation that prices on the Internet are cheaper than in the
offline retail world.

The most common drawbacks to successful electronic commerce are the absence of
a uniform commercial code and legal framework, concerns about security and privacy
protection, technical barriers, lack of adequate electronic payment and fulfilment

systems, and unrealistic expectations about electronic commerce.
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¢ Despite having Internet access, many South African Internet users do not shop
online, because they do not possess a credit card, they lack the tangible elements of
traditional shopping, and they have general fears about Intermet security and

submitting credit card details to complete an online transaction.

s As the Intemet and electronic commerce develop and mature, their success largely
depends on gaining and maintaining the trust of Intemet users.

e Trust in e-Commerce depends to a large degree on a person’s general disposition to
trust, including willingness and ability to take risk, character traits, and personal
attitudes towards the Internet and e-Commerce.

o The majority of online consumers generally distrust the Internet and e-Commerce,
emanating largely from the fear that engaging in online activities could violate their
personal privacy.

o Effective Internet security is a prerequisite for trust in e-Commerce.

e Experienced Intermnet users tend to have greater trust in e-Commerce than
inexperienced Internet users, they choose however more selectively than
inexperienced Internet users with whom they do business online.

e At the same level of brand equity, hybrid online retailers are perceived more
trustworthy than pure-play online retailers which do not have retail outlets in the
offline world.

o The most important building blocks of trust in e-Commerce are privacy, security and
fulfilment.

o Industry self-regulation is preferred to government regulation to provide a general
framework for trust in e-Commerce.

e Privacy intrusion and non-fulfilment are the most critical factors for breaking

consumer’s trust in e-Commerce.
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Seal of approval programmes are generally not well known in South Africa,

The most important benefits of using a seal of approval are regulation, monitoring
and assurance through an independent third party.

Generally, seals of approval help litte in establishing and developing trust in
e-Commerce.

To promote the use of seals of approval in South Africa, the most credible seals
brands and programmes should be used and the benefits of using Web seals should
be emphasised.

Based on the findings and the conclusions of this study, the following recommendations

were made:

Educate Internet users about online shopping

Create consumer awareness and motivate for online shopping
Define the concept of trust for the organisation

Establish a secure e-Commerce environment

Commit to data privacy and information protection

Provide assurance to online consumers

Evaluate alternative methods of online payments

Build strong and meaningful online brands

Establish strong customer policies

Partner with trustworthy organisations

Enhance consumer’s online shopping experience

Determine target market needs and respond to them

Review policies and code of conduct of self-regulated industry programmes and
consider joining them

Determine the applicability of using a seal of approval

Adopt the conceptual building blocks model of trust in e-Commerce
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Lastly, the conceptual model for building and developing trust in e-Commerce is presented
and explained in some detail. In essence the conceptual model depicts the processes and
emphasises the capabiliies which are important for building and developing trust in
e-Commerce. The main pre-requisites for trust in e-Commerce are the existence of trust
culture as well as an individual’s favourable disposition towards trust in general and towards
e-Commerce in particular. At its core, the model depicts the general building blocks of trust
in e-Commerce which are regarded as critical enablers for building and developing trust in
e-Commerce. Through moments of truth, which can happen anytime over the lifetime of the
buyer-seller relationship, the legitimacy of an online retailer is verified and trust can be
strengthened (in cases of constantly good experiences) or trust can be withdrawn (in cases
of unpleasant online shopping incidents). At one of the highest levels in the buyer-seller
relationship trust becomes internalised, i.e. based on purchase history and experience the
customer no longer verifies the online retailers legitimacy. Internalised trust can be
maintained through service consistency, ongoing communication, collaboration and effective

relationship management.

The appendix contains various supporting documents, such as diagrams, tables and sample
questionnaires, as well as the interview minutes from the in-depth interviews. The

bibliography is the last section of this study.
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1. INTRODUCTION

The Internet, commonly abbreviated as the ‘Net’, is the largest and most widely used computer
network in the world. It consists of thousands of networks around the world and is a gateway
to a literal treasure trove of information and services. It represents an efficient medium for

accessing, organising, and communicating information.

Electronic commerce, or commerce on the Internet, has experienced rapid growth during its
infant years. Forrester Research (2000) estimated that online sales in the U.S. amounted to
US$7.8 billion in 1998 and predict that e-commerce could reach US$108 billion by 2003. While
this would still amount to under 5% of all US retail sales in 2003, it would represent a dramatic
increase in Internet retailing. Similarly, from a South African perspective new resuits from
Internet research company Webchek indicate that South African shoppers are also embracing
the Web, with 95% of local online consumers planning to return to the Net for further

purchases, bonding well for the future of online shopping in South Africa.

Internet shoppers appear to be attracted to the ease with which they can find products online,
due to the detailed product information available and the variety of choices offered. Because of
the relative ease of vendors setting up an Internet based shop, myriads of smaller retailers
have embraced the Internet. However, with the proliferation of online retailers, sellers are
having large difficulty differentiating and distinguishing their products and services from their
competitors’, especially those of unscrupulous online retallers. Additionally, despite the
explosive growth of e-commerce and the rapidly increasing number of consumers who use
interactive media for both, pre-purchase information search and online shopping, very litte is

known about how consumers make purchase decisions in such settings.
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As the Intemet develops and matures, its success will largely depend on gaining and
maintaining trust of visitors (Cheskin, 1999). This will be paramount to sites that depend on
consumer commerce. The lack of user confidence in e-commerce transactions is the greatest

inhibitor obstructing the growth of e-commerce.

Similarly, according to Hoffman and Novak (1998), the real reason consumers aren't yet
shopping online in large numbers — or giving Web sites information in exchange for access to
information — has to do with a fundamental lack of faith between most businesses and
consumers on the Web today. In essence, consumers do not trust most Web providers enough
to shop online. Thus, the concept of trust in e-commerce is crucial because it affects a number
of factors essential to online transactions, including security and privacy. Without trust, the

development of electronic commerce cannot reach its potential.

It is therefore important to identify the factors which communicate and build trust and
trustworthiness in computer mediated environments, in their entirety. Their interrelations and
interactions need to be understood, and their relative importance determined. Understanding
the roles of these different factors is likely to allow online merchants to ease consumers’

concerns, and could hasten the maturation of Internet retailing.
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2. PROBLEM DEFINITION AND OBJECTIVES

2.1 The Marketing Problem

To be successful on the Internet, online retailers have to perform numerous tasks: from
designing appealing, fast and functional Web sites on the front-end or customer interface, to
providing effective solutions on the back-end, such as transactional security, order fulfilment,
payment processing and database integration. These initiatives tend to be very expensive and
time consuming, if carried out at a professional level, and may be in vain if consumers do not
trust either the online retailer or the online transactional environment. While consumers may
use the Internet to obtain specific product information, they may not go further to actually shop
on the Internet, due to their lack of trust. The issue of trust is therefore of great importance to
online retailers, as creating, developing and maintaining trust in e-Commerce is likely to result

in greater customer loyalty and profitability.

2 T i iectiv

To create, develop and maintain trust and trustworthiness in e-commerce and online
transactions, to communicate elements of trust effectively in order to motivate Internet
shoppers to engage in electronic transactions, and to increase the loyalty and profitability of

customers who are shopping on the Internet.
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The concept of trust and trustworthiness, both in the e-Commerce and in the traditional
context, is a complex concept consisting of many issues in online buyer-seller relationships, as
well as the sociological foundations of trust, trustworthiness, and credibility. The research will
therefore draw on a number of issues and concepts surrounding the general trust concept, as
well as Internet and electronic commerce related issues, to ultimately explain how to develop
and build trust in e-Commerce. For the purpose of this research these Issues and concepts shall

be referred to as the ‘building blocks’ of trust in e-Commerce throughout the study.

¢ To determine the building blocks, transactional, technological, or graphical, that are
important for creating and developing trust in e-Commerce

o To determine the relative importance of the building blocks for creating and
developing trust in e-Commerce

e To assess the influence of other variables on the building blocks of trust in
e-Commerce, which have a relationship with the building blocks

e To develop a conceptual model of trust in e-Commerce, incorporating the building

blocks of trust in e-Commerce
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e To provide an overview of the traditional trust concept, including the sociological
definitions of trust, trustworthiness and credibility
o To identify the traditional functions of trust

» To assess the relevance of the traditional trust concept for modern societies

o To determine the profile of the typical South African Internet user

o To establish the general perception of e-Commerce among South African Internet users

» To determine the biggest risks consumers perceive about shopping on the Internet

e To identify the problems consumers experience shopping on the Internet

e To determine the reasons why consumers choose not to shop on the Intermnet, despite
having Internet access

o To investigate the factors that motivate offline shoppers to start shopping on the

Internet

e To assess the relevance of the traditional trust concept for trust in e-Commerce

o To determine the importance of trust to successful e-Commerce

o To assess the extend to which consumers generally have trust in e-Commerce

e To establish consumer’s perception of trust in e-Commerce

o To assess consumer’s Internet experience as a function of trust in e-Commerce

o To determine the perceived differences between pure play and hybrid online retailers, in

the context of trust in e-Commerce
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e To determine the role of branding to create and develop trust in e-Commerce
o To determine the most appropriate approach of building trust in e-Commerce, between

government regulation and industry self regulation

e To determine the awareness of seal of approval programmes among South African
Internet users, in the context of trust in e-Commerce

o To determine the benefits of using seals of approval

¢ To determine the applicability of using Seals of approval to create and develop trust

in e-Commerce
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3. SCOPE OF THE STUDY

This study is undertaken on a relatively nation-wide basis, as the focus is on building and
developing trust in e-Commerce in the South African marketplace. Building and developing
trust in e-Commerce is a complex issue in both the traditional trust environment as well as in
the online environment. The online trust building process encompasses numerous subjects,

such as consumer behaviour, marketing, sociology, economics, and information technology.

As this study primarily examines issues within the broader business environment, further
investigations into the psychological and cognitive components of trust, as well as the technical
aspects of information technology and computer science have not been undertaken in greater
depth. Finally, although developing trust in e-Commerce is also of importance in the business-
to-business segment, this study aims to uncover the processes and building blocks for

developing trust in e-Commerce between companies and final consumers.

This thesis begins by presenting the research methodology. The research methodology explains
the method of primary and secondary data collection, i.e. the qualitative research (in-depth
interviews), the quantitative research (mail questionnaires) and the literature review. It explains

how qualitative and quantitative information were gathered, processed and analysed.

Then, an extensive literature review is presented, which covers in detail issues of the traditional

trust concept, the Internet and electronic commerce in general, and then trust in e-Commerce.
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After the literature review, the revised objectives of the study are presented. The intial
objectives of the problem definition and objectives section were revised based on the
information and findings gathered from the literature review. They guide the further qualitative

and quantitative research and are individually assessed in the later part of the study.

The qualitative research findings are then presented. The findings of the in-depth interviews
conducted are depicted in a table format and are presented in a question by question summary.
Additionally the findings of a survey dealing with the general building blocks of trust in
e-Commerce are analysed and presented. The quantitative data is then analysed and the

findings put forward.

Finally, conclusions are drawn, the findings relating to each of the revised objéctives of this
study are stated, and recommendations are made, presenting the conceptual model for building

trust in e-Commerce.
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4. LIMITS OF THE STUDY

% | litative In Ex iew
There only exist few professionals with sufficient knowledge and experience of the research
topics under review in South Africa. Qualitative interviews with industry experts were limited to
a duration of one hour, as these industry experts have only a restricted amount of time
available. Additionally, the industry experts are located in different parts of South Africa, which
may have restricted the level of detail and depth of information gathered.

4 i i icti

Ernst and Young is covering basic operational costs, such as postage, printing, binding and air
travel. The researcher made allowances for additional costs. The available budget is to provide
for the set-up of the mail survey, telephone, transport, photostatting and other necessary costs.
Nevertheless, the financial resources are limited, which may place restrictions on the amount of

information gathered.

4. i

Due to tﬁe fact that that time and financial restrictions limit the exploration of information from
as many geographic locations as possible, the bulk of the qualitative research is conducted in
the Gauteng and Cape Town area. This may restrict the amount of information gathered.
Limiting the qualitative information collection to this specific geographic area could result in a

bias in the findings, should one exist in the information.
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The research is limited in terms of sampling errors relating to the statistical techniques of the

chi-squared distribution, discriminant analysis, factor analysis and correspondence analysis.

4.5 Language

The researcher's language proficiency is limited to English. Although all population groups are
included in the mail survey, it has to be taken into account that it may be more difficult for
people, who are not proficient in the English language, to understand the questions and

respond fully and accurately.

4.6 Seais of Approval

For the purpose of this research the various seals of approval programmes and other industry
self-regulated initiatives were treated generically, i.e. ﬁ1ere is no distinction between the various
kinds of seal of approval programmes. Distinguishing between various kinds of seals of approval
programmes for building and developing trust in e-Commerce is beyond the scope of this study.
It must however be kept in mind that there are differences in the seals’ underlying
programmes and that some seal of approval programmes are generally more effective to

communicate trust in e-Commerce than others.
J



Problem Definition and Objectives 12

To better describe and explain the conceptual model of trust in e-Commerce a linear process
has been followed that logically maps out the capabilities and processes which lead to
developing and building trust in e-Commerce. It should be noted that, due to the complexity of
trust in general and e-Commerce in particular, the online trust building process does not

necessarily follow such a linear approach. This should be kept in mind when applying the

conceptual model of trust in e-Commerce.

Some assumptions around the trust in e-Commerce concept were made to be able to explain
the online trust bui!ding process better. First, it is assumed that the online trust building
concept centres around conducting electronic transactions, i.e. for the purpose of this
discussion trust in e-Commerce is largely a function whether a person Is likely to buy products
on the Internet, or whether the lack of trust inhibits conducting online transactions. Second,
trust is dealt with at an aggregate level and does not deal with an individual’'s requirements of
trust or even trust related irrational behaviour of individuals. And lastly, the trust in
e-Commerce building process is confined to business-to-consumer electronic commerce. These
assumptions may restrict the level of detail and complexity of mapping out the online trust

building process.
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1. INTRODUCTION

Both primary research and secondary research have been conducted. Primary research is
original research, which is carried out by the author, whereas secondary research is the

examination of data gathered outside the study at hand, by different authors.

The aim of qualitative research, or exploratory research, is to gain insights and an in-depth

understanding of the problems being researched.

In-depth interviews attempt to gain information from individuals who have relevant experience
and khowledge in the specific field being researched. Sixteen in-depth interviews were
conducted with experts in the Internet and electronic commerce field. The industry experts, in

the order in which they were interviewed are:

Mr Elred Lawrence Technology Manager, Pick ‘n Pay HomeShopping Services
Mr Andrew Heathcote-Marks Independent Business Consultant specialised in e-Business
Mr Russell Atkins Marketing Manager, iAfrica.com Internet Service Provider
Mrs Sandra Graham e-Commerce Marketing Manager, Sanlam Personal Finance

Mrs Simone Green Internet Strategist, Ogilvy & Mather Interactive
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Mrs Andrea van der Merwe
Mr Andrew Hardie

Mr Rowan Bouver

Mr Tim Droge

Mr Mike Bryer

Mrs Pertu van der Walt

Mr Alan Barrett

Mr Dionne Dames

Mr Geoff Lander

Mr Paul Morris

Mr Harry Lewis

e-Business Consultant, Deloitte & Touche Consulting
Director of e-Business, KPMG Consulting

e-Business Manager, ABSA Bank

Managing Director, Peppers and Rogers Group (SA)

CEO edgel Technologies, Planet Pastel

e-Business Consuitant, Dimension Data

Managing Director, Sequerox Technologies

e-Commerce Strategist, Old Mutual Life Assurance
Marketing Manager, M-Web ShopZone

Customer Acquisition and Retention Specialist, kalahari.net

Senior IT Specialist, IBM Global Services

For a copy of the discussion guide used during the in-depth interviews, please refer to

appendix 2, for the interview transcripts please refer to appendix 3. It should be noted that due

to the differences in the respondets’ backgrounds and professional environments, a large set of

questions was used to attempt to capture as much meaningful information about the research

topics under review. The analysis of the in-depth interviews does not necessarily follow the

question-by-question structure of the discussion guide. Rather, the information gathered from

the 40 questions of the in-depth interviews was summarised, commonalities and differences in

the respondents’ answers were highlighted, and the key findings were extracted into 24 higher

level categories.
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2.2 ntitativ h
Quantitative research, or descriptive research, helps to unveil the frequency with which

something occurs, or the relationship between two variables. The data produced by quantitative

research may be applied to the whole population with reasonable reliability.

Of the various data collection methods, the mail questionnaire survey was used to gather the
quantitative data. This data collection approach is well suited to gather information from
respondents who are geographically widely dispersed. Personal interviews had to be ruled out,
because it was aimed to gather information from respondents who come from all over South

Africa; personal interviews would have limited the research to a specific region that can be

covered by the researcher. Similarly, a telephone survey, conducted on a nation-wide basis,

would have been too expensive and time consuming to conduct.

2:2.2 The Data Source

4000 mail questionnaires were sent out to people throughout South Africa, who were randomly
selected from the database of HomeChoice. With over 8 million entries, covering multiple age
groups, population groups and geographical regions, the database of HomeChoice is a well
suited sample frame, for the purpose of this study, to conduct a mail questionnaire on a nation-

wide basis.
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The mail questionnaire is a self-administered questionnaire. Therefore, there is a need for clear
instructions and brevity. The questionnaire has been designed in a sh'uctured and undisguised
way. A structured questionnaire provides fixed answers and a high degree of standardisation.
Respondents were asked to tick boxes at places where it seemed relevant for them. A
structured-undisguised format was chosen to facilitate the practical need for brevity and it also
makes the coding and analysis of the data easler. Each questionnaire was accompanied by a

cover Ietter and a postage-paid reply envelope, which contained only the researchers details.

2:2.4 Target Population and Sampling Method

The target population is broadly defined as all those people who have access to the Internet
and are Internet users, or those who have sufficient knowledge about the Internet and
electronic commerce. The population was divided into a stratified sample, consisting of 60%
randomly selected male respondents (2 400) and 40% randomly selected female respondents
(1 600). A stratified sample was used to ensure reliability, because men dominate the Internet

in South Africa in approximately a 60:40 proportion to female Internet users.

2.2.5 The Data Collection F
The questionnaire has been designed to investigate four categories of information. The first
category (questions 1 and 2) aims to find out information relating to the respondents general
Internet usage. These questions were used to identify the respondents level of Internet skill

and experience.
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The second section of the questionnaire (questions 3 to 10) examines the respondent’s online
consumer behaviour, their concerns and perceptions of online retailers, if they have or havent
yet shopped on the Internet, and their experiences with online retailers, if they have already

shopped on the Internet.

The third section of the questionnaire (questions 11 to 21) aims to ascertain the respondent’s
perception towards trust in e-Commerce. This section also aims to investigate the underlying
factors, or building blocks of trust in e-Commerce and the potential of seals of approval to help

communicate trust in e-Commerce.

Lastly, the fourth section of the questionnaire captures the demographic data of the
respondents. For a copy of the questionnaire used in the quantitative research please refer to

appendix 1.

2:2,.6 The Data Analysis

In order to analyse the data gathered, the following procedure was used:
o Data preparation, which includes editing, coding and tabulation
e Preliminary data analysis, and

¢ Data analysis.
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DRata Preparation
Editing, coding and tabulation are essential for preparing the data for the analysis stage.

Before editing, questionnaires were checked to identify partially answered and incomplete
questionnaires. Then, a thorough edit involved the review and rectification of all data.
Specific attention was given to incomplete answers and answers which were clearly
misinterpreted by the respondents. After the editing stage, the questions were coded, i.e.
assigning numeric values to text entries. This involved the arranging of data in a structured
way. Then, the data obtained in the questionnaires was captured into a MS-Excel
spreadsheet. During and after the data capturing the data was checked thoroughly (data
cleaning) in the MS-Excel spreadsheet, before it was transferred to the statistical

programme Statistica.

Preliminary Data Analvsis
Before the actual data analysis, a preliminary data analysis was performed, which includes

descriptive statistics, frequency counts and cross tabulations. Descriptive statistics allow the
researcher to gain an ‘overview’ over all data collected, by showing minimum and maximum
values as well aé valid entries of each variable. Frequency counts allow the researcher to
examine mean, mode and median answers, and cross tabulations aid to uncover the

relationship between two variables.
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o Data Analysis
The type of data collected, the research design and the assumptions relating to the
statistical techniques, all influence the choice of statistical method used to analyse the data.
The software package Statistica was used by the researcher to facilitate the analysis

process. The questionnaire was designed to perform the following statistical analyses:

> Correspondence Analysis
This is a technique which enables the researcher to display similarities between two
groups of variables on a perceptual map. Correspondence analysis was used to
determine the similarities between the respondents demographic profile (e.g. age,
gender, income) and various other variables, such as Intemmet usage and perceptions

towards trust in electronic commerce.

> Discriminant Analysis
This technique helps to identify attributes which best discriminate between objects from
different groups. Discriminant analysis was used' on questions relating to perceptions
towards using seals of approval to communicate trust in e-Commerce, as well as

perceptions towards trust in e-Commerce (both either favourable or unfavourable).
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3. SECONDARY DATA COLLECTION

A thorough literature review was conducted to gather secondary data. Due to the fact that
secondary data is information gathered not for the immediate study at hand, but for some other
purpose, the information was examined for accuracy and fit. The aim of the literature review
was to gain a better understanding of current debate and issues surrounding trust in
e-Commerce, of the development of the Intemet and electronic commerce, and of the

traditional trust concept.

For this purpose the literature review covers articles from trade journals, academic journals,
books and articles published on the Internet. Due to the rapid development of the Internet and
the computer industry as a whole, it was aimed to gather literature dealing with the Internet
and trust in e-Commerce not older than three years, to avoid presenting facts which dd not
accurately reflect the current debate and technological standards surrounding e-Commerce and

particularly trust in e-Commerce.
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INTROD ON

The following literature review is organised into five main sections. The first section serves to
erect a theoretical platform for the study, by providing detailed information about the
sociological foundations of trust and related theoretical concepts. The second section
provides a brief overview of the Internet, electronic commerce, and online consumer
behaviour. Also in this section, the most important findings of recent South African Internet
user surveys are presented. The third section then deals with the core topic under review,
namely ‘Trust in e-Commerce’, In this section the findings of seven of the most credible and
current resources dealing with the topic under review are presented and compared. In the
fourth section, some tentative conclusions are drawn on the basis of the preceding sections.
Finally, the fifth section then presents the revised research objectives, which are based on
the gathered information and findings of the literature review. The revised research

objectives guide the primary data collection processes in the later parts of the study.

. The literature review should therefore give sufficient background and information for the

ensuing study about building and developing trust in e-Commerce.
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1. TRUST — A SOCIQLOGICAL THEORY

1.1 Introduction

Trust, in the traditional sense, is a highly compiex sociological concept. According to Good
(1988); in the analysis of trust, we are inevitably drawn to the complex two-way
interrelaﬁonships between it, the economic and political fabric of society, and the individuals
who constitute that society. Similarly, trust is a highly problematic but recurrent feature of
social relationships (Misztal, 1996). It is argued that trust, often understood in a very vague
and unsystematic way, shapes all aspects of human life. Whatever matters to human beings,
says Bok (1979), trust is the atmosphere in which it thrives ... when it is damaged the
community as a whole suffers; and when it is destroyed, societies falter and collapse.

It is therefore the intention of this first part of the literature review to explain the trust
concept and related issues, to define their meanings, and to provide an understanding about
the far reaching implications of trust, from both a personal level as well as from society’s

point of view.

1.2.1 Trust Defined

Trust has many connotations. The oldest one relates this notion to faith or the confidence in
a supernatural Power on which man feels himself dependent (Encyclopaedia of Religion and
Ethics, Morgan 1912). Trust of this kind is present in all religious beliefs since to trust God as
the source of salvation is an essence of every religion (Misztal, 1996). In a modern context,

there may be situations when we have to act in spite of uncertainty and risk: an orientation
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comes to the fore, that of trust (Szompka, 1999). Trusting becomes the crucial strategy for
dealing with an uncertain and uncontrollable future, Trust so}understood is a simplifying
strategy that enables individuals to adapt to complex social environments, and thereby
benefit from increased opportunities (Earle and Cvetkovich, 1995). Trust is particularly
relevant in conditions of ignorance or uncertainty with respect to unknown or unknowable
actions of others (Gambetta, 1998). Then it becomes in fact indispensable. According to
Hardin (1993), with a complete absence of trust, one ‘must be catatonic, one could not even

get up in the morning.

A more technical definition is given by Seligman (1997), who states that trust is a form of
belief that carries within it something unconditional and irreducible to the fulfilment of
systematically mandated role expectations. In contrast to the Latin meaning of ‘fides’, which
implies the certainty of remuneration, a certainty based most often on ascriptively defined
loyalties, the unconditionality of trust is first and foremost an unconditionality in respect to

alter's response.

Acting in uncertain and uncontrollable conditions, we take risks, we gamble, we make bets
about the future uncertain, free actions of others (Sztompka, 1999). Thus we have arrived at
the simple, most general definition of trust: Trust is about the future contingent actions of
others. Similarly, the Oxford Dictionary (Oxford University Press, 1998) defines trust in
general as a firm belief in the confidence, reliability or truth or strength etc. of a person or
thing. In this definition, trust to a large extent merges with the idea of confidence, which
expresses a firm trust. The main difference between trust and confidence is connected with
the degree of certainty that we attach to our expectations (Misztal, 1996). Further pursuing
the Oxford English Dictionary’s definition of trust, we discover that from an economic
perspective trust is identified as confidence in the ability and intention of a buyer to pay at a

future time for goods supplied without present payment. This definition points out that trust
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is an underlying feature of a specific exchange relationship: it is not a barter exchange,
where face to face transaction takes place without any time delays (Misztal, 1996).
Furthermore, it is not a monetary market exchange, where buying and selling Is based on
common trust in money as the medium of transaction. Anderlini and Sabourian (1992)
- describe this kind of relationship as a ‘credit’ type of exchange in which trades trust each
- other. In this light, trust can be defined as a set of expectations shared by those in the
exchange, and different types of exchange can be identified according to the level of trust
present within the relationship (Zucker, 1986).

Good (1988) states that trust is based on an individual’s theory as to how another person
will perform on some future occasion, as a function of that target peréon’s current and
previous claims, either implicit or explicit, as to how they will behave. In another meaning
trust involves commitment through action, or metaphorically speaking, placing a bet. In this
- sense, trust is the correct expectation about the actions of other people that have a bearing
on one’s own choice of action when that action must be chosen before one can monitor the
actions of those others (Dasgupta, 1988).

Elster (1989) discusses two types of trust. The first amounts to the ability to make credible
promises, while the second type introduces a concept of trust in a wider sense by viewing
trust as a part of a code of honour. From the second perspective, trust is seen as a broader
concept than credibility because it includes a belief that the other party will act honourably

even under unforeseen circumstances not covered by contract or promises (Elster, 1989).

A definition of trust in the context of expectations is given by Lewis and Weigert (1985) in
their attempt to conceptualise trust as a multi-faceted phenomenon. They distinguish three
dimensions of trust: cognitive trust, emotional trust and behavioural trust. According to

Lewis and Weigert (1985) trust is based, firstly, on a cognitive process which discriminates
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among persons and institutions by classifying them into trustworthy, distrusted and unknown
categories. Secondly, it is based on an affective component which consists of an emotional
bond among all those who participate in the relationship and which is underwritten by social
actions. By including the behavioural content of trust — that is, the undertaking of a risky
course of action — this sociological conceptualisation of trust does not allow one to see trust
as a continuous state and it excludes inaction (Lewis and Weigert, 1985). Misztal (1996)
sums it up by saying, in short, the content of expectations Is a combination of different kinds
of meaning and a variety of shared understanding, which actors develop within their specific

relationships.

1.2.2 Trustworthiness Defined

In a comparison between interpersonal trust and trustworthiness, Wrightsman (1992) states
that although interpersonal trust and trustworthiness seem to overlap to some degree, there
are differences between the two. Interpersonal trust deals with the credibility of specific
people, groups, or institutions regarding specific actions ~ actions that have an influence
upon the respondent. Trustworthiness, on the other hand deals with beliefs about people
and about actions that may or may not directly affect the respondent. Thus, the two
concepts are probing the same theoretical field, but each draws on a somewhat different
aspect on that field. Wrightsman (1992) further states that the first dimension of a personal
philosophy of human nature is trustworthiness versus untrustworthiness, or the extent to
which one believes that people are basically trustworthy, moral, and responsible as opposed

to believing that people are untrustworthy, immoral, and irresponsible.

In another definition, trustworthiness is the capacity to commit oneself to fulfilling the
legitimate expectations of others, and is both the constitutive virtue of, and the key causal

precondition for the existence of any society (Dunn, 1984).
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According to Gambetta (1988), it is possible to claim on the one hand that a person is
untrustworthy and on the other that he can be trusted to do what he said he would on a
given -occasion. This is because on this occasion he may have the right incentive. In this
sense ‘trustworthiness’ concentrates on a person’s overall disposition, his motivation, the

extent to which he awards importance to his own honesty.

1.2.3 Credibility Defined
According to Misztal (1996), the concept of trust, seen as a social lubricant, which facilitates
co-operation, is closely related to the notion of credibility, which - by enhancing the
probability of carrying out promises and threats - promotes co-operation but may also
promote violence. Hence, credibility is so more an ambiguous concept than trust, which is
more desirable on all levels since it does not promote violence but solely fosters co-operation
(Misztal, 1996). According to Elster (1989), under some conditions, namely, when long-term

self-interest is involved, credibility and trust might bring about the same outcome.

Credibility is the extent to which the recipient sees the source as having relevant knowledge,
skill, or experience and trusts the source to give unbiased, objective information (Belch and
Belch, 1990). Obviously, organisations seen to have expertise and knowledge are likely to be
looked upon more favourably than those who haven't. One means to achieve source
credibility on this basis is to use accepted experts in the field to endorse a product or service

{O'Malley et. al., 1999).

What integrates all the above definitions of trust, trustworthiness and credibility is their
common emphasis on the importance of several properties of trust relationships. The main
common characteristic of trust, using Webster's Third New International Dictionary, is its

dependence on something future or contingent, confident anticipation. The trust features are
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thus derived from the contingency of social reality and they require a time lapse between
one’s expectations and the other’s actions (Misztal, 1996).

1.3 What TrustIs

In a comparison of familiarity and trust, Luhmann (1988) states that familiarity is an
unavoidable fact of life; while trust is a solution for specific problems of risk. For Gambetta
- (1988), trust is based on reputation and that reputation has ultimately to be acquired
through behaviour over time in well-understood circumstances, distinctions between actions
and message transmission, between legal contracts and implicit understandings, are of any

analytical moment for the problem at hand.

The sociological literature conceptualises trust as either the property of individuals, the
property of social relationships, or the property of the social system explained with attention
to behaviour based on actions and orientations at the individual level. The first approach
puts emphasis on feelings, emotions and individual values (Misztal, 1996). Trust is seen as a
function of individual personality variables (Deutsch, 1958). In the second approach, trust is
seen more as a collective attribute, and is thus applicable to the institutional fabric of
society; and the third approach sees trust as a valued public good, sustained by actions of
members of a given society (Misztal, 1996). Following this, it can be said that an adequate
conceptualisation of trust as a sociological notion, aimed at bridging the interpersonal and
the systematic levels of analysis, should see trust as a social mechanism, that is a specific

causal pattern that can be recognised after the effect but rarely foreseen (Elster, 1993).

According to Gambetta (1988), trust may increase through use, for if it is not unconditionally
bestowed it may generate a greater sense of responsibility at the receiving end. When we

say: "I trust you", we express both a belief in and an encouragement to commitment by the
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trust we place in the relationship (Mutti, 1987). Conversely, if behaviour spreads through
learning and imitation, then sustained distrust can only lead to further distrust (Gambetta,
1988). Trust, even if always misplaced, can never do worse than that, and the expectation

that it might do at least marginaily better is therefore plausible.

- Sometimes it may pay to take the risk of blind trust. In such a case trust is predicated not on
evidence, but on the lack of contrary evidence (Gambetta, 1988). It may be functional, as it
may elicit responsibility, the obligation to reciprocate and improve the trustworthiness of the
partner (Sztompka, 1999). The mere fact that someone has placed trust in us makes us feel
obligated, and this makes it harder to betray that trust (Dasgupta, 1988). According to
Sztompka (1999), in this way, trusting may make the trusted trustworthy.

" Gambetta (1988) sums up various definitions of trust and states that trust (or symmetrically,
distrust) is a particular level of the subjective probability with which an agent assesses that
another agent or group of agents will perform a particular action, both before he can
monitor such action (independently of his capacity ever to be able to monitor it) and in a
context in which it affects his own action. When we say we trust someone or that someone
is trustworthy, we implicitly mean that the probability that he will perform an action that is
benefidal or at least not detrimental to us is high enough for us to consider engaging in

some form of co-operation with him.

This definition circumscribes the focus of our interest in trust in the following way: it tells us
that trust can be seen as a threshold point, located on a probabilistic distribution of more
general expectations, which can take a number of values suspended between complete
distrust (0) and complete trust (1), and which is centred around a mid-point (0.5) of

uncertainty (Gambetta, 1988).
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1.3.1 Trust as Habitus

According to Misztal (1996), trust as habitus is a mechanism deployed to sustain the
predictability, regularity and legibility of the collective order. To make coherence and
necessity out of accident and contingency, trust as habitus operates through rules of

interaction, rules of distanclation and rules of remembering (Misztal, 1996).

A different approach to trust as habitus treats it as a personality drive, a quality of a truster-
rather than of the relationship between the truster and the trustee. This is typical of the
psycho-social perspective (Sztompka, 1999). A number of authors assume that there is basic
trust, or the trusting impulse, or fundamental trustfulness, which appear as products of
successful socialisation in the intimate, caring climate of healthy families (Giddens, 1991).
According to Sztompka (1999), this propensity to trust may later be enhanced by happy life
experiences with well-placed, mutual, reciprocated trust. Once it is implanted, basic trust
becomes emotionally flavoured. Barbalet (1996) includes it among basic social emotions:

confidence, trust and loyalty are emotions which constitute the bases of social life.

1.3.2 Cohesive Trust

In the context of cohesive trust, trust is based on familiarity, bonds of friendship and
common faith and values (Misztal, 1996). Trust here takes on the connotation of passion,
out of which motive and belief arise and trust is seen here as operating through
internalisation and moral commitment (Misztal, 1996). As a device for coping with other
people’s authenticity, trust can here be identified as an affective condition, linked to

expectations of others’ future action (Dunn, 1993).

According to Sztompka (1999), even though trust is initially a unilateral expectation and
unilateral commitment, eventually it always results in a relationship: direct or indirect

exchange. It is a direct exchange when the act of placing trust evokes reciprocity, that is,
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results in returning an entrusted object, or paying back with mutual trust. But there may also
be an indirect exchange, when trust is a projected orieﬁtation toward others, whose actions
are important for me, but who are not aware of my trust and respond only unwittingly by.
acting in ways that meet my expectations, by satisfying my needs, or realising my goals
(Sztompka, 1999).

1.3.3 Collaborative Trust

Collaborative trust is defined as a device for coping with the freedom of others (Misztal,
1996). Its function here is to foster co-operation. As Williams (1988) argues, the
mechanisms which motivate co-operation consist of four basic elements: coercion, interests,
values and personal bonds. However, a system in which people decide to co-operate only for
fear of sanctions cannot be described as a co-operative one. Trust can be seen as a
mechanism for solving the problem of co-operation ohly when people co-operate,

irrespective of sanctions or rewards (Misztal, 1996).

Similarly, Sztompka (1999) states that the most complex systems of trust appear in the
situation of co-operation. The importance of trust derives directly from the nature of human
beings as soclal animals who can only satisfy most of their needs by means of co-ordinated
and co-operative activities (Benn and Peters, 1977). Co-operation occurs when acting
together, collectively, they aim at some common goal, which cannot be attained individually
by each of them. According to Sztompka (1999,) in such situations the success of each
depends on the actions taken by all others. This significantly enhances the uncertainty and
risk, as this is multiplied by the number of partners, each of whom is a free and principally
unpredictable agent. Therefore trust acquires particular importance (Sztompka, 1999). Trust
is the precondition for co-operation, and also the product of successful co-operation. As
some authors put it, trust is a lubricant of co-operation (Dasgupta, 1988), or trust is the

emotional basis of co-operation (Barbalet, 1996).
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The three forms of trust, namely habitus, cohesive and collaborative trust, and their

- respective properties, are briefly summarised in the following table:

Order Trust Practice

Habitus Stable Habilt
Reputation

Cohesive Passlon Family
Friends

Collaborative Policy Solidarity
Toleration

Legltimacy

Figure 1: Trust forms and practices (Misztal, 1996)

. | nt of Tr

Dasgupta (1988) notes that for trust to be developed between individuals they must have
repeated encounters, and they must have some memory of previous encounters. Moreover,
for honesty to have potency as a concept there must be some cost in honest behaviour. And
finally, trust is linked with reputation, and reputation has to be acquired. Furthermore,
Gambetta (1988) notes that trust is based on reputation and that reputation has ultimately
to be acquired through behaviour over time in well-understood circumstances, distinctions
between actions and message transmission, between legal ocontracts and implicit

understandings..

From an economic point of view, the development of trust is presented by Granovetter
(1985) and Wolfe (1989). According to Granovetter (1985), the main factors responsible for
the production of trust in economic life are social relations and the obligations inherent in
them. Wolfe (1989) argues that individuals create their moral rules — that is, mutual

obligations — through the social interactions they experience with others. He further states
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that we are not social because we are moral; we are moral because we have reputations to
protect, co-operative tasks to carry out, legacies to leave; others to love and careers to
follow. In this context, people’s mutual obligations towards one another are the fruit of the

collective rewards of interaction (Misztal, 1996).

Erikson’s (1963) psychosocial theory of trust postulates that as people develop their own
identity and integrate their own life cycles with those of others, they must pass through
several stages or crises. The first of these stages Erikson has termed basic trust versus basic
mistrust’. Erikson defines basic trust as a general sense of the correspondence between
one’s needs and one's world, whereas basic mistrust is a readiness for danger or an
anticipation of discomfort. Trust, in Erikson’s sense, goes beyond a trust of specific other
persons and encompasses a trust of life itself that fomis the basis in a child for a sense of
identity which will later combine a sense of ‘being all right’, of being oneself, and of
becoming what other people trust one will become. This distinction between trust of specific
persons and trust in life itself seems to correspond to two environmental characteristics that
Erikson proposes as important for the development of trust (Wrightsman, 1992). These
characteristics are a trustworthy maternal environment, in which the child develops a sense
of mutuality or ‘friendly otherness’, and a trustworthy social environment, which helps the

child develop a sense of the meaning of life.

i T fT Y il
Stack (1972) set forth to look at the role of caretaker behaviours and of the environmental
social structure in determining the degree of trusting behaviour manifested by young
children. Because she considered measuring trust in infants too difficult, Stack chose 3~year-
old children as the focus of her study. She developed, as a measure of the child’s trust, a
behaviour rating scale composed of 10 behaviours (ratings on a five point scale from

‘Definitely not like that’ to "Very much like that all the time"):
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(1} a peaceful and untroubled person

(2) incapable of absorbing frustration;
everything seems to frustrate child

3) accessible to new ideas

(4) can't share things with anybody

(5)  imperturbable optimist

(6) never gets what he/she really wants

7) pessimistic, little hope

(8) able to take things as they come
9) basic mistrust of other people
(10)  deep, unshakeable faith in seif

According to Wrightsman (1992), Stack found that the more trusting children — as identified
by the rating scale ~ displayed more pleasure in interpersonal relations and a more advanced
level of language development than did the other children. Contrary to expectations, they did
not exhibit more mature feelings of personal control; neither did they initiate more
interactions with others. Once interactions had been initiated, however, the more trusting
children were more consistently rewarding to their play partners and displayed a higher rate
of interaction with all partners, both adults and children (Wrightsman, 1992).

1.4.2 Reflected Trustworthiness

According to Sztompka (1999), the most important and most common ground for trust is the
estimate of the trustworthiness of the target on which we are considering whether to confer
trust. There are three bases on which we determine the primary trustworthiness of targets:
(1) reputation (the record of past deeds), (2) performance (actual deeds, present conduct,
currently obtained results), and (3) appearance (features or cues that may be aesthetically
rewarding or repulsive, evoking spontaneous, emotional trust or distrust).

The trustworthiness of various objects of trust may be due not only to their immanent

qualities — reputation, performance, or appearance — but also to some features of the
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external context in which their actions take place. Sztompka (1999) states that there are
some contextual conditions that make the actions of persons or institutions more
trustworthy, independent of any other characteristics they may have: (1) accountability of
the trustees (the enforcement of trustworthiness, or the presence of agencies monitoring
and sanctioning the conduct of the trustee), (2) pre-commitment (trustees purposefully
change the context of their own action, making it more rigid and demanding, and forfeiting
the usual degree of freedom), and (3) trust-including situations (features of the setting in
which the relationship takes place, that exert general facilitating or constraining pressure on

the trusters to grant of withdraw trust).

1.4.3 Agential Trustfulness

Trust may be target-driven, via reflected trustworthiness, or agency-driven, via trusting
impulses. It may be hypothetically assumed that the trusting impulse derives primarily from
life experiences related to trust (Sztompka, 1999). It is commonly assumed that trustfulness
is a personality trait. The contemporary approach refers not to consider such traits as
genetiéaliy obtained, innate, and immutable, but rather as leamed tendencies due to a
particular run of life experiences (Sztompka, 1999). Hardin (1993) describes it as: High

capacity for trust is a by-product of fortunate experiences.

1.4.4 Trust Cylture

In the same way as the trusting impulse is a product of biography, the trust culture is a
product of history (Sztompka, 1999). Culture is not an unbending primordial force, but
something shaped continuously by the flow of politics and history (Fukuyama, 1995). Trust
culture is a system of rules — norms and values ~ regulating, granting trust and meeting,
returning, and reciprocating trust; in short, rules about trust and trustworthiness (Sztompka,

1999).
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For the emergence of a trust culture, Sztompka (1999) identifies macro-societal
circumstances, as well as personality syndromes and social moods, and personal and

collective resources. The five macro-societal factor Sztompka identifies are:

(1) Normative Coherence; (opposite: normative chaos) norms of law, morality and custom, which provide the
solld skeleton of social life, and thelr viable enforcement assures their binding nature

(2) Stability of Social Order; (opposte: radical change) network of groups, associations, Institutions,
organisations, and regimes are long lasting, persistent, and continuous, to provide firm reference points for social
life, a feeling of security, support, and comfort; meeting obligations and reciprocating trust becomes not so much
a matter of duty, but rather an unproblematic, habitual response

ation: (opposite: organisation’s pervasive secrecy) the avallability of
information about its functioning, efficency, levels of achlevement, as well as fallures and pathologles, of groups,

associations, Institutions, organisations and regimes, provide a feeling of securlty and predictability

{4} Famillarity: (opposhe: strangeness of the environment in which people undertake thelr actions) the feeling
of famiilarity breeds trust, & provides one with the feeling of security, certainty, predictability, and comfort

: (opposite: arbitrariness and Irresponsibility) with rich,
accessible, and properly functioning sets of institutions, setting stendards and providing checks and controls of

conduct, the danger of abuse Is diminished, and the regularity of procedures safeguarded

These five macro-societal factors provide opportunities conducive for making bets of trust.
But ultimately, bets are made by people, so their decisions and choices are decisive.
Sztompka (1999) identifies the following six personality syndromes or social moods in the
context of the trust culture: (1) trusting impulse, (2) activism, (3) optimism, (4) future
orientation, (5) high aspirations, and (6) success orientation. Together with personal and
collective resources (wealth, secure job, plurality of roles, power, education, social networks,

robust family, religious belief), macro-societal and social moods lead to the emergence of a
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trust culture. Sztompka (1999) has summarised the social becoming of trust culture in the

following diagram:
HISTORICAL STRUCTURAL AGENTIAL CULTURAL
TRADITION CONTEXT ENDOWMENT EFFECT
. HNTAL MOOD
Normative ‘
Coherence Trusting Impulse
Activism
Stability of Optimism
Social Order Future Orientation
High Aspirations
Background Transparency Success Orientation
Culture of Social TRUST
of Trust and 7 Environment CULTURE
Distrust COLLECTIVE CAPITAL
Familiarity
of Soclal Wealth
Environment Secure Job
ry Plurality of Roles
Accountability of Power
Persons and Education
Institutions Soclal Networks
Robust Family
Religious Belief

Figure 2: Social becoming of trust culture (Sztomplka, 1999)

Although it is assumed that trust is rather difficult to produce at will, many authors search

for the conditions which facilitate trust. Among many of these conditions, time and

experience are mentioned as critical in deciding whether to trust or not to trust. According to

Misztal (1996) we are learning to trust in successive stages, tentatively and conditionally. In

economic relationships, a favourable reputation is something which economic agents will be

concerned to establish. As Dasgupta (1988) points out, decisions about whether or not one

should trust another person depend on that person’s reputation. Since building up such a

reputation requires not only an investment of resources but also takes time, people with a
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good reputation can be trusted, because they would not like to lose this valuable asset

(Misztal, 1996).

T . —_

Gidden’s (1991) description of the transition from traditional to modern societies shows how
three dynamic forces of modernity, namely:

(1) the separation of time and space
(2) the development of disembedding mechanisms, and
(3) the reflexive appropriation of knowledge

disengaged some basic forms of trust relations from the attributes of local contexts. Modemn
institutions are grounded in reflexivity and modern individuals, without the guidance of
traditional authority, must self-reflexively construct their identities (Misztal, 1996).
Consequently, the conditions of trust in pre-modern and modern societies are totally
different, with the former based on personal trust secured by kinship, community, religion -
and tradition, and the latter resting on trust in abstract systems (Giddens, 1991).

According to Dunn (1984) the rationality of trust within particular structures of social and
political relations is a pressing issue in political understanding in any society of the modern
world. Similarly, men need to trust one another if they are to associate together in the
achievement of those objectives which they cannot gain by their own individual action
(Parry, 1976). Trust is a social good to be protected just as much as the air we breathe or
the water we drink; when it is damaged, the continuity of the whole suffers; and when it is
destroyed, societies falter and collapse (Bok, 1979). Similarly, a nation's well-being, as well
as its ability to compete, is conditioned by a single pervasive cultural characteristic: the level

of trust inherent in a society (Fukuyama, 1995). Seligman (1997) states that any long-range
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attempt at constructing a social order and continuity of social frameworks of interaction must

be predicated on the development of stable relations of mutual trust between social actors.

In this context one of the major areas where the study of trust has been central, has been
the study of modernisation. Seligman (1997) goes further on by saying that the focus on the
changipg nature of trust in modemising societies is indeed not surprising given the
extraordinary importance of a universal basis of trust in modern, democratic societies. The
emphasis in modern societies on consensus, the ideology of pragmatism, problem-solving,
and technocratic expertise, as well as conflict management (as opposed to ideological
fission), are all founded on an image of society based on inter-connected networks of trust —
among citizens, families, voluntary organisations, feligious denominations, civic associations,

and the like (Seligman, 1997).

5.1 T i
Cladis (1992) states that there are some fundamental practices of democracy that cannot
and will not be followed without some elementary measure of trust. Pye and Verba (1965)
distinguished between two types of political cultures: those built upon the expectation that
most people are to be distrusted and, that strangers in particular are likely to be dangerous.
Sztompka (1999) asks the question what those democratic practices are that require a

measure of trust. He states that:

(1) democracy requires communication among citizens (the exchange of opinions, the formulation of political
choices, the articulation of political support, and so forth)

(2) democracy requires tolerance (acknowledgement of differences, recognition of plurality of opinions,
lifestyles, ways of life, tastes, and preferences)

(3) democracy replaces conflict and struggie by compromise and consensus (mutual willingness to obey rules)
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(4) democracy demands some level of civility of public disputes (focusing on the subject, avoiding ad hominem
attacks, recognising the dignity of the opponent, and so forth)

(5) democracy requires participation (&t needs active diizens, ready o get engaged In the democratic
institutions, as well as the assoclations and organisations, of civil soclety)

(6) democracy requires educated citizens (a considerable amount of information, knowledge, evaluative and

discerning capabilities).

To sum'it up, Sztompka (1999) states that to acquire civic competence, people have to trust
the sources of political information and knowledge: to believe in the trustfuiness and
authenticity of public messages, the credibility of media, accuracy of statistical data,

adequacy of personal information, and so forth.

1.6 Functions of Trust

Before we turn to the relativisation of functions of trust, we must specify what functions in
general could be at stake. For Sztompka (1999), there are basically two distinctions:
personal functions for the partners taking part in the relationship (truster and trustee), and
functions for the wider society (community, group, etc.) within which the relationship takes
place.

1.6.1 Functions of Trust at the Personal Level

At the partner level, generally speaking, endowing others with trust evokes, positive actions
toward these others. Trust liberates and mobilises human agency, and it releases creative,
uninhibited, innovative, entrepreneurial activism toward other péople (Luhmann, 1988). We
are more open towards others, more ready to initiate interactions, to enter into lasting
relationships with them (Sztompka, 1999). For example, belief in the benignity of one’s
fellow citizens is directly related to one's propensity to join with others in political activity

(Almond and Verba, 1965). And interactions with those whom we endow with trust are
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liberated from anxiety, suspicion, and watchfulness, and allow for more spontaneity and
openness. According to Sztompka (1999), we are released from the necessity to monitor and

control every move of others, constantly to "look at their hands’.

Fur f r i
Trust has important functions, not only for partners, but also for wider communities (groups,
‘associations, organisations, etc.) within which it prevails. According to Sztompka (1999), first
of all it encourages sociability, participation with others in various forms of associations, and
in this way it enriches the network of interpersonal ties, enlarges the field of interactions,
and allows for greater intimacy of interpersonal contacts. In other words, it increases what
modern authors describe as ‘spontaneous sociability’ (Fukuyama, 1995), or ‘civic

engagement’ (Almond and Verba, 1965).

Next, trust favours the spread of communication and overcomes the syndrome of pluralistic
ignorance, preventing spontaneous collective action (Aliport, 1954). Third, trust encourages
tolerance, acceptance of strangers, recognition of cultural or political differences as
legitimate — because it allows them to be perceived in a nonthreatening manner (Sztompka,
1999). In this way, trust bridles expressions of inter-group hostility and xenophobia, and
civilises disputes (Parry, 1976). Fourth, the trust culture strengthens the bond of an
individual with the community (the family, the nation, the church, etc.), contributes to
feelings of identity, and generates strong collective solidarities leading to co-operation,
reciprocal help and even the readiness for sacrifice on behalf of others (Sztompka, 1999).
Finally, when the culture of trust is present, transaction costs are significantly lowered and
chances for co-operation increased (Offe, 1996). Briefly put, when there is trust there are

increased possibilities for experience and action (Luhmann, 1979).
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Sztompka’s functions for partners In the relationship and for the wider communities are

briefly summarised in the following table:

For Partners In the Relationship, trust: -

For Wider Communities, trust:

(1) evokes positive actions toward others

(1) encourages sociability, participation with
others in various forms of assoclations,
and enlarges the field of interactions

(2) releases creative, uninhibited, innovative,
entrepreneurial activism

(2) favours the spread of communication and
overcomes the syndrome of pluralistic
ignorance

(3) liberates from anety, suspicion, and
watchfulness

(3) encourages tolerance, acceptance of
strangers, recognition of cultural or
political differences as legitimate

{4) allows for more spontaneity and openness

{4) strengthens the bond of an individual with
the community

(5) released from the necessity to monitor

(5) lowers transaction costs significantly

and control every move of others and Increases chances for co-operation

Figure 3: Comparison of trust functions between relationship partners and wider communities (Sztompka, 1999)

In conclusion, the personal and communal functions of trust can perhaps be best
summarised by the following statement by Sztompka (1999): simply put, it is functional to
trust the trustworthy, and it is equally functional to distrust the untrustworthy. When we
trust who are trustworthy there is a good chance that our trust will be met and that both
ourselves as well as our partners will reap all the benefits of trusting, being trusted, having
one’s trust met, and meeting trust. On the wider social scale it leads to all the beneficial
consequences of repeated gratifying experiences with trust, including the emergence of the

culture of trust (Sztompka, 1999).

Similar to Sztompka, Misztal (1996) identifies three main functions of trust, namely (1) the
integrative function of trust, (2) reduction of complexity, and (3) trust as a lubricant of co-

operation, which are briefly explained:
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1.6.3 The Integrative Function of Trust

In this context, the concept of solidarity by Parsons (1971) is used to cope with the difficult
task of the conceptualisation of the interrelation of social and cultural systems. Solidarity is
seen as the rﬁain characteristic of a legitimate order of societal community, whose primary
function is to define the obiigations of loyalty to the societal collectivity. Acoording to Parsons
(1971), the integration through trust is secured thanks to the capacity of a societal
community to produce solidarity, understood as a generalised capacity to control and to

*bring into line’ the behaviour, and to promote the conditions of harmonious co-operation.

1.6.4 Reduction of Complexity

The modern world is and presents itself as an unmanageable complexity, because of the
increasing diversification and particularisation of familiarities and unfamiliarities (Luhmann,
1988). Therefore, in a more contingent and complex world, risk-taking rationality is required,
and risk-taking will as far as others are involved, require trust. The characterisation of
modern life as increasingly complex and contingent led to the observation that there is a
need for generalised rhedia that generate trust without eliminating the reality of choice
(Misztal, 1996). Consequently, trust is seen as one of the generalised media of
communication (others being love, money, and power), and as such reduces the complexity
of the world faced by the individual actor by providing the capacity for intersubjective
transmission of acts of selection over shorter or longer chains (Luhmann, 1988). According
to Misztal (1996), one of the most important points Luhmann makes is that trust can be
understood and compared with other functionally equivalent mechanisms only from the point

of view of its function.

In conclusion, trust serves to increase the potential of a system for complexity, and its
function is the reduction of social complexity by increasing the tolerance of uncertainty

(Luhmann, 1988).
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1.6.5 Trust as a Lubricant of Co-Operation

According to Misztal (1996), there are be two general types of lubricants in the context of
trust: trust as a social lubricant and trust as an economic lubricant of co-operation. The
concept of trust, seen as a social lubricant, which facilitates co-operation, is closely related to
the notion of credibility, which — by enhancing the probability of carrying out promises and
threats — promotes co-operation but may also promote violence (Misztal, 1996). According to
Arrow (1974), trust from the economists’ perspective is a remarkably efficient lubricant to
.economic exchange or the most efficient mechanism for governing transactions. Trust is
viewed as implicit contracting or as a unique commodity, which cannot be ‘bought very
easily’ and which is fragile with respect to substitutes, such as insurance, monitoring,

rewards or sanctions (Arrow, 1974).

1.6.6 Functional Substitutes for Trust

According to Sztompka (1999), the logic of functionalist reasoning leads us to suspect that,
when trust is missing, the resulting vacuum will be filled with some alternative arrangements
providing similar functions and meeting universal cravings for certainty, predictability, order
and the like. These are functional substitutes for trust. Similarly, Luhmann (1979) states that
anyone who does not trust must tumn to functionality equivalent strategies for the reduction

of complexity in order to be able to define a practically meaningful situation at all.

Sztompka (1999) identifies the following seven functional substitutes for trust:

{1) Providentialismn:  the regression from the discourse of agency toward the discourse of fate, resorting to
andlent “fortuna’ rather than effort

{2) Corruption: spreading in a society, it provides some misleading sense of orderlingss and
predictability, some feeling of control over a chaobc environment, some way
manipulate others into doing what we want them to do
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taking into private hands the direct supervision and control of others, whose
competence or integrity Is put into doubt, or whose accountabllity Is seen as weak, due
to inefficiency or lax standards of the enforcing agencies

the increasing use of binding arbitration or the rise of an interventionist judiciary; there
is unusually an Inverse relationship between rules and trust: the more people depend
on rules to regulate thelr interactions, the less they trust each other, and vice versa

dosing in, building impenetrable boundaries around a group in an alien and
threatening environment; by cutting the external world off, people reduce some of its

complexity and uncertainty

when a culture of distrusts develops, people start to dream about a father figure, a
strong autocratic leader, a charismatic personality, who would purge with an iron hand
all unirustworthy, suspicious or ‘allen’ persons, organisations, and institutions, and who
would restore the semblance of order, predictability, and the continulty in sodial life

in the cdlimate of distrust against local politicians, institutions, products, and so forth,
people turn to foreign socleties, and deposit their trust in their leaders, organisations,
or goods

The discussion of the functions of trust has shown — with a number of exceptions,

relativisations, and reservations ~ that trust has generally beneficial consequences for the

partners in social relationships, and the groups to which they belong, as well as for the wider

social life. Trust not only secures the stability of social relationships, but is also in

dispensable in order to increase a social system’s potential for action beyond elementary

forms (Luhmann, 1979).

1.7 Trust as Exchange

Trust is central to all transactions and yet economists rarely discuss the notion (Dasgupta,

1988). It is treated rather as background environment, present whenever called upon, a sort

of ever-ready lubricant that permits voluntary participation in production and exchange.

According to Seligman (1997), a number of recent comparative studies have stressed just
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how central trust is to the structure of associational life based on co-operation that makes
economic development, if not civil society, possible at all. Fukuyama (1995) states that trust
is the expectation that arises within a community of regular, honest and co-operative
behaviour, based on commonly shared normms, on the part of other members of that
community. It is this trust which creates a moral community among social actors by
providing a form of social capital that can only be acquired and utilised by the group as a
whole and which allows for the existence of generalised trust among its members, as
qpposed to individual capital which can be acquired by individuals and used for the pursuit of
private goods, such as education, training, etc. (Seligman, 1997). Several authors describe,
in the context of trust as exchange, trust as a “social lubricant’. It is this very property of the
term trust, that makes of such as potent system lubricant (Seligman, 1997). Similarly, trust
in the agency of individual actors as an aspect of unconditional general exchange must rely
on familiarity in order to work as precisely that lubricant, that form of social capital, that

allows for associational life.

According to Carnevale and Wechsler (1992), trust encourages the exchange of relevant
information and determines whether team members are willing to allow others to influence
their decisions and actions, which in turn is essential for facilitating effective problem solving.
Trust as co-operative exchange is a more complex phenomenon than gift giving because the
relationships between co-operation and trust are less straightforward than those between

trust and gift giving (Misztal, 1996).

Seligman (1997) adds, that just as the middie ages did not live by faith alone, we do not live
by trust. Its existence as an unconditional principle of generalised exchange does not make

of it a daily facet of our lives.
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Anderson and Narus (1990) define trust, in the context of exchange, as the belief that the
exchange partner will perform actions that result in positive outcomes és well as not take
unexpected actions that result in negative outcomes. Conceptually, trust in relational
exchanges is the cornerstone of developing strategic partnerships and greatly impacts the
level of commitment between exchange partners (Morgan and Hunt, 1994). The relevance of
trust building activities in exchange relationships is explored by Zucker (1986). Zucker
asserts that while trust may often be assumed to be present or absent, it is in fact routinely

produced and that such a production is fundamental to the understanding of exchange in a
social system.

In conclusion, Seligman (1997) states that the idea of trust as a condition of interaction
between morally autonomous and economically agentic individuals is a central component of
the principles of generalised exchange, or economic unconditionalities, that structure and

mediate the workings of the market in contemporary societies.

B8 T isk
Placing trust, that is, making bets about the future uncertain and uncontrollable actions of
others, is always accompanied by risk (Kollock, 1994). This is so because there is always a
possibility that those future anticipated actions will be harmful for us, or that our entrusting
will be abuse or taken advantage of, or that our effort to evoke trust will backfire and
produce disdain instead of tightened bonds (Sztompka, 1999). What makes trust so puzzling
is that to trust involves more than believing; in fact to trust is to believe despite uncertainty
(Misztal, 1996). Thus, trust always involves an element of risk resulting from our inability to
monitor other’s behaviour, from our inability to have complete knowledge about other
people’s motivations, and generally, from the contingency of social reality. Consequently,

one’s behaviour is influenced by one’s beliefs about the likelihood of others behaving or not
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behaving in a certain way rather than solely by a cognitive understanding or by firm and

certain calculation (Misztal, 1996).

- Johnson (1993) notes that to speak of the origins of trust is to describe the variety of ways

in which agents become conscious of the freedom of others. According to Seligman (1997),
when agency comes to play a major role, when it emerges as a potential for shaping the
nature of interaction, that trust must also become to play a part in defining interpersonal
relations. This is the connection between trust and risk. In his point of view, trust is not only .
a means of negotiating risk, it implies risk (by definition, if it is a means of negotiating that
which is unknown). Thus, trust implies the risk that is incurred when we cannot expect a
return or a reciprocal action on alter's part (which we would at least within certain
boundaries, when interaction is defined solely by the reciprocally defined nature of role
obligations and commitments). In Luhmann’s (1993) terms: trust cannot be demanded, only
offered and accepted. What it is that cannot be demanded but only offered must then be
something existing beyond role expectations.

To illustrate the connection between trust and risk, Seligmann (1997) provides the following
example: the use of foul language by a teacher in a classroom. He raises the question what
is involved in such action. For one, the teacher is clearly stepping outside of role
expectations and engaging in (verbal) behaviour not generally thought to be part of his or
her role. By doing so the teacher is incurring a risk (at present that he or she may be
charged with sexual harassment and at an earlier time, of the moral opprobrium of his or her
colleagues if and when word of this behaviour got out). In doing so, the teacher sets up the
possibility of interaction with students that is not (or not only) defined by system
expectations. By taking the risk of stepping beyond systematically defined role expectations,
the teacher also opens the possibility of establishing a relation which includes some element

of trust and not solely of confidence. Thus, stepping out of the ‘role’ involves risk taking,
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which will be met by either trust or mistrust, which are indeed the only possible responses to

behaviour that cannot be encoded within the existing prescriptive formula of role definitions

(Seligman, 1997).

Coleman (1990) notes that all trust situations involve a time lag, and it is this time

asymmetry in delivery which introduces risk into unilateral action. In a broader sense, trust is

a purposive behaviour aiming at the maximisation of utility under risk. Thus, mutual trust is

seen as a form of social capital since it reduces the cost of monitoring and sanctioning

activities (Coleman, 1990).

Sztompka (1999) provides a comprehensive analysis about how risk appears in the act of

trusting in four different guises:

First Degree Risk;

possibliity of future adverse events totally independent of our act of trusting: the risk
that other will behave badly toward ourselves, or thelr conduct will simply disappoint

our expectations

linked to the very act of trusting; beyond the risk of improper or harmful conduct of

others, there Is a surpius of negative psychological experiences due o our placing
somebody who apparently had not deserved it

occurs only in those cases when the trustee is aware of and accepts our credit of trust,
and is therefore under some moral obligation to meet it; this usually happens In dose,
intimate relationships, like friendship, love, family ties — where some amount of trust,
recognised by the other party, Is a taken-for-granted, almost definitional component

accompanies the specific case of entrusting some valued object to  somebody’s
voluntary care; here the risk of breaching trust is much more tangible, and not limited

to psychological displeasure
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Sztompka (1999) states that the concept of distrust is treated as the negative mirror-image
of trust. It is also a bet, but a negaﬁve bet. He goes on by saying that distrust involves
negative expectations about the actions of others (of their harmful, vicious, detrimental
actions toward myself), and it involves negative, defensive commitment (avoiding, escaping,

distancing myself, refusing actions, taking protective measures against those I distrust).

The term mistrust refers to a neutral situation, when both trust and distrust are suspended
(Sztompka, 1999). It means the lack of clear expectations, as well as the hesitation about
committing oneself. Sztompka uses the term mistrust to indicate a temporary, intermediate
phase in the dynamics of trust-building, or trust depletion. Mistrust is either trust destroyed,
or former distrust healed. It seems that mistrust resulting from the breach of trust, easily
leads to full-fledged distrust, whereas mistrust resulting from the withdrawal of unjustified
distrust will build toward full-fledged trust more slowly (Sztompka, 1999).

According to Gambetta (1988), if there is a lack of confidence there will also be a diffuse
sentiment of dissatisfaction and alienation or even anomie. This may have no immediate
impact on the system. If trust is lacking, however, this changes the way people decide about
important issues. He goes on by saying that the development of trust and distrust depends

on local milieu and personal experience.

Seligman (1997) states that not only is trust not analogous to either faith or confidence, but
distrust is defined as something very different from lack of confidence. Thus, for if trust is to
be distinguished from confidence, then distrust must also refer to something other than lack

of confidence.
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Distrust binds one’s hands through constant vigilance and controls of the other party. It
pushes toward safe, defensive routines and avoldance of “sticking one's neck out’ (Sztompka,
1999). Furthermore, it deprives one of needed goods that are withheld and not entrusted. In

general distrust leads to a reduction of activeness, isolation, and preventive hostile conduct.

The problems of distrust in a social context are further explained in five points by Sztompka
(1999): distrust erodes social capital, leading to isolation, atomisation, breakdown of
associétions, and decay of interpersonal networks. Second, it closes the channels of
communications, leads to isolation of societal members, and contributes to ‘pluralistic
ignorance’ (Allport, 1954). Third, it mobilises defensive attitudes, hostile stereotypes,
rumours, and prejudices, as well as downright xenophobié. Fourth, it alienates and ubroots
an individual, inciting the search for alternative, often illicit identities (in gangs, the Mafia,
deviant subcultures, etc.). Fifth, through a sort of halo effect, the diffuse culture of distrust is
apt to expand toward interpersonal dealings as well as relations with outsiders. People who
do not trust one another will end up co-operating only under a system of formal rules and
regulations, which have to be negotiated, agreed to, litigated, and enforced, sometimes by
coercive means. In other words, widespread distrust in a society imposes a kind of tax

(Fukuyama, 1995).

Sztompka's five points are briefly summarised in the following table:

Ristrust in a Soclal Contenxt:

(1) erodes social capital, leading to isolation, atomisation, breakdown of associations

(2) closes the channels of communications and leads to isolation of societal members

(3) mobilises defensive attitudes, hostile stereotypes, rumours, and prejudices

(4) alienates and uproots an individual, inciting the search for alternative, often illicit identities

{5) is apt to expand toward interpersonal dealings as well as relations with outsiders

Figure 4: Distrust in a soclal context (Sztompka, 1999)
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1.9.2 Social System Differences

In order to influence the functioning of a social system, trust needs to be embodied in social
institutions (Misztal, 1996). However, not all social systems generate the same amount of
trust; for instance, the level of trust in southern Italy is considerably lower than in northern
Italy (Gambetta, 1993). Furthermore, in some systems distrust can play an integrative
function (Goldfarb, 1991). Thus, trust cannot be fully understood and studied without the
examination of institutions as repositories of a legacy of values and without addressing a
practical issue of how far human beings’ concepts of duties and obligations are influenced by
the societal institutions which organise ways in which people are bound together (Misztal,
1996). In essence, the problem of constituting trust in society is the issue of the conditions

necessary for social order and human action to continue.

1.9.3 Gender Differences

According to Wrightsman (1992), in heterogeneous samples (that is, samples that are not
restricted by occupation or other value-related factors), men’s philosophies of human nature
seem to be less favourable and less oriented toward individual differences than are women'’s.
Evidence can be found in a study of freshman classes at Peabody college, tested between
1962 and 1971. In each of the eight freshman classes, the women’s scores were more
positive for trustworthiness, altruism, independence, and strength of will and rationality than
were the men’s scores, and, in 12 of these 32 comparisons, the differences were statistically
significant (Wrightsman, 1992). Similar gender differences were observed in a study by Cox
(1972). He found that women’s scores (on four substantive subscales: trustworthiness,
altruism, independence, strength of will and rationality) were significantly more positive than
men’s scores. According to Wrightsman (1992), gender differences in social sensitivity can
also be demonstrafed, that is, women are better than men at simulating the personality
patterns characteristics of other people. In summary, Tyler (1965) concludes, that females

are more personal than males in their orientation to life seems clearly warranted. Recent
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research (Fletcher et. al., 1986) indicates that women also make more complex attributions

of human behaviour than do men.

1.9.4 Racial Differences

Results of a trustworthiness study conducted by Johnson (1969) indicate that each racial
group sees itself as distinctly more positive (on the substantive scale) than it sees ‘other
people’ (Wrightsman, 1992). When answering statements about ‘most whites’, African-
American respondents indicated even more negative attitudes than when they responded
‘most Negroes and Whites’. Likewise, white respondents demonstrated their most negative
attitudes when the stem was ‘most blacks’. A conclusion of Johnson’s study is that members
of a particular segment of society have more favourable beliefs about their own group than
about people in general (Wrightsman, 1992). Further evidence that it is the trusting aspect
of philosophies of human nature that most differentiate African-Americans from whites
comes from a study by Claxton (1971). According to the study, only in regard to
trustworthiness is there a significant difference, with African-Americans more negative than
Whites. The hypothesis of racial differences in philosophies of human nature and especially
with regard to trust is well confirmed. Wrightsman (1992) states that consistent differences
in trust of human nature are found between blacks and whites, whether the groups
compared are middle class or lower class, college students or adults, unskilled labourers or

professional workers.

1.9.5 Age Differences

According to Wrightsman (1992) age difference with respect to assumptions about human
nature and especially trust, have not been adequately studied, but several studies are
consistent in finding that college students have less favourable beliefs about human nature
than do older adults. In comparing older and younger faculty members of a community

college, Cox (1972) found that the older group has higher scores on strength of will and
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rationality, complexity and multiplexity. Because of the absence of representative samples
that permit genuine age comparisons, we cannot say with confidence that older adults have
more favourable beliefs about human nature than younger adults. It does appear that
college-student samples possess less favourable beliefs than do the older adult samples that

- have been tested (Wrightsman, 1992).

- According to Sztompka (1999), the most important institutional measures to shape personal

endowment relevant for being trustful and trustworthy, fall under the aegis of education.
Educating for trust includes a number of aspects. First, there is education in a general sense:
raising public enlightenment (factual knowledge), as well as moral sensitiveness (Sztompka,
1999). Similarly, to build trust, an educated and discerning public is needed (Giddens, 1991).
According to Lash (1993), only a considerable level of education makes it possible to avoid

the pitfalls of naive, blind trust and obsessive, paranoic distrust.

Second, there is the implicit teaching of trust in healthy, close, and intimate family life
(Sztompka, 1999). The psychological development of a propensity to trust involves extensive
investment, especially by others, such as parents (Hardin, 1993). Similarly, Eisenstadt and
Roninger (1984) state that intimate family life is a crucial early force in shaping trust. Third,
there must be a direct emphasis on trust at schools (Sztompka, 1999). It is crucial to build
and sustain trust in the relationships of teachers and pupils, as well as among the school

children themselves.

Fourth, to raise the importance of trust in people’s perception, one of the possible measures
is evoking tradition, emphasising continuity of lifeways, rules, customs (Sztompka, 1999). In

traditional societies there is more ontological security and trust. Where tradition rules, the

future is at least in part predictable, it will follow traditional ways (Giddens, 1991).
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While traditional society cannot be regained, it may be imaginatively recreated in various
experiences - art, literature, media — with the emphasis on trust. Fifth, an attempt must be
made to link trust in people’s imagination with other available resources (Sztompka, 1999).
For example, much can be gained by the recourse to religion, and borrowing from it the
emphasis on metaphysical trust. Gambetta (1988) states that if we are lucky enough to live
in a society which holds some moral and religious beliefs — a side effect of which is to

motivate co-operation for its inherent virtues -~ we can make good use of them. He also

~ states that trust may emerge as a by-product of moral and religious values which prescribe

honesty and mutual love.

Sixth, the public debate, both directly and through the media, must be open to the issues of

trust and distrust, and their current illustrations (Sztompka, 1999). What Bok (1979) calls

public discourse about moral choice is needed in classes, in professional organisations, in
government. Basically it is through the exercise of such appeals and the debates that they
engender that a more finely tuned moral sense will develop (Bok, 1979). Lastly, seventh,
there must be the education for trust not only by precept, but through everyday experience
(Sztompka, 1999).

Trust must be shown to pay, by being rewarded, and breaches of trust must prove to be
costly, by being punished. According to Bok (1979), throughout society all would benefit if
the incentive structure associated with deceit were changed: if the gains from deception
were lowered, and honesty made more worthwhile in the short run. Thus, an instrumental

value of trust, as an ultimately profitable way of conduct, must be demonstrated.
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Sztompka’s seven steps for educating for trust are briefly summarised in the following table:

Step 1: Education in a general sense

Step 2: Implicit teaching of trust in family life

Step 3: Emphasis on trust in schools

Step 4: Evoking tradition, emphasising continulty of rules and customs

Step 5: Linking trust in people’s imagination with other avallable moral resources
Step 6: Open public debate

Step 7: Education for trust through everyday experience

Figure 5. Steps in trust education (Sztompka, 1999)

1. nw T ?

According to Misztal (1996), in the modern world we are no longer placed in a fixed social
setting and these new conditions of expanded choices, opportunities and dependencies
require commitment and a sustained belief in the ability of systems to perform and maintain
conditions, rather than personal trust. Similarly Luhmann (1988) states that the symbols that
represent the unity of a system, do not perform an integrative function but only symbolise
the meaning of integration. Hence, trust resides in the actors’ ability to read meaning and
their rational perception that human beings’ ability to function rests on ‘trust in trust’
(Misztal, 1996). Hence, modem societies are characterised by the increasing importance of
system trust, which is built on the belief that others also trust. Both the system and the
actors benefit from trust’s ability to reduce uncertainty caused by social complexity (Misztal,
1996). She goes on by saying that this notion of trust rests on a representational base and
it ensures that everything seems in proper order, which in turn, increases our ‘trust in trust’.
Thus, the cognitive basis of trust lies in that each trusts on the assumption that others trust,

or trust in trust (Luhmann, 1988).
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Gambetta (1988) points out that (at times) we may want less co-operation and trust rather
than more, especially among those who are threatening us, and whose co-operation is a
hindrance to ours. According to Schelling (1984), we cannot always say whether greater
trust and co-operation are in fact desirable. The problem, however, is not only that we may
want less trust and co-operation among our enemies, but also that we may not want it
among 6urselves, at least not all the time; and it is not just that we may lazily wish not to

have to co-operate, but that we may wish for something else instead, notably competition.

To illustrate his point of view Gambetta (1988) uses the example of the Prisoner’s Dilemma:
the mere expectation that the second player might choose to defect can lead the first player
to do so, if only in self-defence. The first player’s anticipation of the second’s defection may
be based simply on the belief that the second player is unconditionally uncooperative. But,
more tragically, it may also be based on the fear that the second player will not trust him to
co-operate, and will defect as a result of his lack of trust. Thus the outcome converges on a
sub-optimal equilibrium, even if both players might have been conditionally predisposed to
oo-oberate. According to Gambetta (1988) the problem, therefore, is essentially one of
communication: even if people have perfect adequate motives for co-operation they still
need to know about each other’s motives to trust each other, or at least the effectiveness of
their motives, Generally speaking, even is people’s motives are not unquestioningly egoistic,

trust and co-operation may still encounter obstacles.

Clearly, the higher the level of trust the higher the likelihood of co-operation, but co-
operative behaviour does not depend on trust alone, and the optimal threshold of trust will
vary according to the occasion (Gambetta, 1988). Therefore it may be important to see how
a certain level of trust is reached, and once it is reached how trust may be effective for
action vielding potential co-operation, depending on the constraints, costs and benefits

presented by specific situations.



Literature Review 59

2. THE INTERNET AND ELECTRONIC COMMERCE

2.1 Introduction

This section provides a brief overview ébout the background, the development and the use
of the Internet and electronic commerce. It is not the goal of this section to give a detailed
discussion about the Internet or e-Commerce. It rather serves as a introduction or technical
platform for the ensuing study at hand, which deals with the topic trust in e-Commerce.
Therefore, not every information about the Internet and e-Commerce have been explored —
rather the concepts relevant for the discussion of trust in e-Commerce have been
'investigated and are presented in this section. Some of the more relevant facts about the
Internet and e-Commerce are discussed in much greater depth in the next section of the

literature review.

2:2 The Internet

According to PriceWaterhouseCoopers (1999), it is difficult to find an industry — financial
services, manufacturing, health care, travel, communications, transportation — that is not
being changed by the Internet today. According to Miller (1994), the Internet is the world’s
largest and most widely used computer network. Technically, the Internet is a highly
decentralised network of computer networks that includes backbone networks, wide area
networks (WANs), and local area networks (LANs). The Internet originated in the 1960s
when the US Department of Defence, through its Advanced Research Projects Agency,
funded research on linking computer networks that were currently incompatible and
automatically rerouting information around damaged or non functioning components of a
network (Peterson et al., 1997). The original purpose of the Internet was to provide a stable
and fast method of electronic communication for military and government agencies (Miller,

1994).
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According to Hoffman and Novak (1997), the World Wide Web (WWW) is a distributed
hypermedia environment within the Internet which was originally developed by the European
Particle Physics Laboratory. Global hypermedia allows multimedia information to be located

on a network of servers around the world which are interconnected allowing one to travel

- through the information by clicking on hyperlinks. The present popularity of the WWW as a
-~ commercial medium (in contrast to other networks on the Internet) is due to its ability to

" facilitate global sharing of information and resources, and its potential to provide an efficient

channel for advertising, marketing, and even direct distribution of certain goods and

information services.

It is difficult to gather accurate statistics about its usage on local or global scale. As the
Internet is a network of networks, each individual network hosts a varying number of PCs
which have a varying number of users. Additionally Morgan (1996) argues that accurate
figures regarding the use of the Internet and the World Wide Web are impossible to obtain.
Estimates vary widely, largely depending on the method of measurement and different

definition of ‘use’.

The online population is continuing to grow at an impressive rate (Boston Consulting Group,
1999). There are already over 80 million North Americans on the Internet and there could be
as many as 177 million users by 2003. According to Deloitte Consulting (2000), by the year
2000 over 250 million users will be connected to the Internet. This amazing phenomenon
has already affected many facets of our lifestyle and work style; yet all indications are that
the revolution is still in its infancy. Business to business transactions combined with U.S.
retail Internet transactions are predicted to generate revenue over $1,1 trillion in 2002

(Deloitte, 2000). The Internet’s growth is depicted in the two diagrams on the following

page.
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3. TRUST IN E-COMMERCE

3.1 Introduction

The topic ‘Trust in e-Commerce’ is widely documented in a number of articles, industry white
papers, reviews and as excerpts within other publications. There is often great inconsistency
in the way the authors are dealing with the topic, and often authors limit themselves to
present some cases of online fraud or other electronic commerce ‘failures’ to condemn the
Internet as a medium which is generally untrustworthy and also generally distrusted by its
users. In short, there are plenty of generic, ill-researched documents which deal with the
topic ‘Trust in e-Commerce’ and make use of single incidents to portray an incomplete

picture, simply to leverage the current public interest in these incidents.

For the purpose of a useful and insightful discussion, the following seven credible and
authentic resources have been selected, which specifically deal with the topic "Trust in e-
Commerce”:

1. Cheskin Research: Trust in e-Commerce (1999)

2. TRUSTe White Paper: Building Trust Online (2000)

3. Deloitte & Touche: Selected eBusiness Issues (1999)

4. PriceWaterhouseCoopers: e-Business, A Matter of Trust (1999)

5. Boston Consulting Group: Winning the Online Consumer (1999)

6. Emnst & Young: Publications from the Centre for Trust Online (2000)

7. Urban, Sultan, Qualls: Placing Trust at the Center of Your Internet Strategy (2000)

These resources and publications were identified as currently the most relevant dealing with
the topic under review. In the following passages of the literature review these resources
form the basis for a discussion in which commonalties as well as contrasting views are

presented, all centred around the topic ‘Trust in e-Commerce’,



According to Cheskin Research (1999), as the Internet develops and matures, its success will
largely depend on gaining and maintaining the trust of visitors. Similarly, Urban, Sultan and
Qualls (2000) state that consumers make Internet buying decisions on the basis of trust. The
concept of trust is crucial because it affects a number of factors essential to online
transactions, including security and privacy (Cheskin Research, 1999). Simply put, without
trust, development of e-Commerce cannot reach its full potential and opportunity for growth

is lost forever (PriceWaterhouseCoopers, 1999).

Similarly, Deloitte & Touche research (1999) states that trust and the protection of personal
data are central to successful e-Commerce. It is built through such things as reputation,
relationships, knowledge of the other party’s business, a history of successful transactions,
and familiarity with the protocols of business (Deloitte & Touche, 1999). TRUSTe (2000)
state, that the lack of trust in the Internet has staggering implications for the willingness of
consumers to look to it as a place to conduct business, ultimately leading to the failure of
Internet-based business models. Emnst & Young (2000) add, that trust and its position as the
central precursor to commerce, is embodied in all market structures and processes. They go
as far as to say, that as market structures and processes evolve rapidly in e-Commerce, the
underlying legacy trust mechanisms become increasingly ineffective. The absence of a
universal consensus on how trust is established in e-Commerce is today one of the most
significant inhibitors to e-Commerce (Ernst & Young, 2000). Similarly, Urban, Sultan and
Qualls (2000) add that Internet trust is going to become a key differentiator that will

determine the success or failure of many retail Web companies.

Because time is key to deepening trust, Internet trust is still relatively shallow (Cheskin

Research, 1999). According to their research, the ‘forms’ that suggest trustworthiness are
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the main determinants of whether someone will take a chance. Cheskin Research has

identified six types of such forms, which will be investigated individually:

{1) Seale of approval: symbols, like VeriSign and Visa, designed to re-assure the visitor that

security been established
(2) Brand; the company’s promise to deliver specific attributes and its credibility
based on reputation and the visitor's possible previous experience
3 m the ease of finding what the visitor seeks
(49 Euifiiment: clearly indicates how orders will be processed, and provides

information on how to seek recourse If there are problems

(5) Presentation: design attributes that connote quality and professionalism
(6) Jechnology: state of the art connotes professionalism, even If it is difficult t use

These six “buikding blocks’ of trust are broken down into 28 different sub-sets. Please refer to

appendix 11 to see in which ways trustworthiness may be established.

3.2.1 Developing Trust in e-Commerce

According to Urban, Sultan and Qualls (2000), trust is built in a three-stage, cumulative
process that establishes (1) trust in the Internet and the specific Web site, (2) trust in the
information displayed and (3) trust in delivery fulfilment and service. Trust in the Information
cannot be established until the Web site itself is trusted, and trust in fulfilment requires prior
trust in the Web site and in the information it provides. Web trust cannot be established
unless all three elements are well executed. Nevertheless, as e-Business evolves, participants
at all levels still exhibit a fundamental lack of trust in new, unprecedented approaches to
doing business. Research from PriceWaterhouseCoopers (1999) indicates that consumers
worry about the confidentiality and authenticity of transactions conducted online and they

have serious concerns about controlling information once it is loosed into cyber-space.
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According to Cheskin Research (1999), first and foremost it is important to recognise that
‘trust’ is understood by most consumers to be a dynamic process. Trust deepens or retreats
based on experience. The trusting process begins when a individual perceives indications ~
‘forms’ — that suggest a firm may be worthy of trust. Both consumers and firms understand
that these forms are designed to represent trustworthiness. These formal claims to
trustworthiness become strengthened over time and are eventually transformed into
‘character traits’, such as dependability, reliability and honesty (Cheskin Research, 1999).
Similarly, PriceWaterhouseCoopers (1999) state that trust increases feelings of security,
reduces inhibitions and defences, and frees people to share feelings and participate with one

another in all manner of transacting.

Brand, navigation, fulfilment, presentation, up-to-date technology and the logos of security
guaranteeing firms constitute the essential formal characteristics of Web sites that

communicate trustworthiness to visitors (Cheskin Research, 1999).

Consumers tend to see the world of the Web as one of chaos, offering both possibilities and
threats. According to Cheskin Research (1999), only after they believe they have secured
control over their own personal data within the system, are they willing to begin to try out e-
Commerce (Cheskin Research, 1999). Furthermore, while trust develops over time,

communicating trustworthiness must occur as soon as interaction with a site begins.

While trustworthiness matters, it is not necessarily the key attribute of a brand in cyberspace
(Cheskin Research, 1999). Strong fulfilment, navigation, overall value, selection and lower
cost, are key, independent of trust issues. Consequently, taking steps that communicate
trustworthiness simuitaneously satisfies many of the other needs expressed by consumers

(Cheskin Research, 1999)..
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According to PriceWaterhouseCoopers (1999), once a trusting relationship has been

developed, it becomes the cornerstone that supports the organisation in virtually every effort

it undertakes. Similarly to Cheskin Research’s 6 building blocks of trust in e-Commerce,

PriceWaterhouseCoopers (1999) have their own set of building blocks:

(1) History:
(2) Brand;
(3) Reputation:

(4) Experience:

(5) Policy disclosure:

(6) Endorsement:

over time, experience replicates itself and ulimately a sense of trustworthiness
develops, based on all that has come before

a company’s brand is an important asset for communicating trust

as an organisation’s history fosters multiple transactions, the brand Is strengthened
including, navigation, presentation, the functionality of underlying technologles, and
scalability together provide for a rewarding experience

the organisation must determine exactly how It will conduct its business with all
stakeholders and hold to that policy to ensure reputational Integrity and avold
corruption of its history '

trust can be assured through the inclusion of independent third party oversight that
reinforces credibllity of the Institution

Cheskin Research’s and PriceWaterhouseCoopers’ building blocks for trust in e-Commerce

are briefly listed in the following table:

Cheskin Research (1999) PricaWaterhouseCoopers (1999)
1. Seals of Approval 1, Hishory
2. Brand 2. Brand
3. Nawigation 3. Reputation
4. Fulfliment 4, Experience, including:
- Navigation
- Presentation
- Technology
- Scalability
5. Presentation 5. Policy and Disclosure
6. Technology 6. Independent Endorserment

Figure 35: Comparison of the "Building Blocks” of Trust

The main similarity of both approaches is, that their building blocks must be seen integrated

or cumulative, rather than being isolated. The overlaps of some points are obvious, for

example brand, technology, presentation, and so forth.
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Nevertheless, the points provided by PriceWaterhouseCoopers (1999), seem more ‘complete’
from a holistic, enterprise-wide point of view, whereas Cheskin's points seem to focus,

almost exclusively on front end, customer facing applications.

To sum up the section about the theory of trust in e-Commerce, Emst & Young (2000) state
that building, eaming and keeping trust in the new electronic marketplace requires decision
makers to acknowledge that many of the new dynamics of online commerce derive from
some aspect of trust; either its absence, irrelevance, new relevance, or new sources and

uses,

3.3 Privacy

Without assured privacy and confidentiality, effective electronic commerce is not possible.
Ernst & Young (2000) state that the ‘online privacy issue’ has rapidly emerged as one of the
more prominent and, as yet, unresolved reactions to the erosion of legacy sources of trust in
commerce. The explicit recognition of the economic value of privacy in e-Commerce settings
establishes the necessary trust for consumers to release personal information for new
commercial issues (Ermst & Young, 2000). According to TRUSTe’s white paper (1999): ...
consumers fear of privacy invasion on the Internet, while a minor concern for the Internet
industry, threatens the ability to build trust online. Similarly PriceWaterhouseCoopers (1999)
state that if trust is to be built into the e-Business process, privacy and confidentiality must
be at its core. Conversely, Urban, Sultan and Qualls (2000) state that Web site trust can be
enhanced by ensuring consumer privacy. Studies (Boston Consulting Group, 1999; TRUSTe,
1999) examined consumer attitudes towards the Internet and found a high level of distrust
emanating largely from the fear that engaging in activities online would compromise

personal privacy. Deloitte & Touche (1999) have identified various concerns about privacy
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violation on the Internet, including: tracking consumers’ movements, misuse of information,
theft of information, corruption of information, theft of identity, and personal threats.
According to PriceWaterhouseCoopers (1999), in business to consumer transactions
protection of privacy has become a necessity: people are making it perfectly clear that they
will not post personal information on the Intemet unless they receive some guarantees.
Thus, an important element of building trust is providing credible assurance to consumers

that personal data will be protected and privacy respected (Deloitte & Touche, 1999).

According to Urban, Sultan and Qualls (2000), some sites use cookies to record a customer’s
activity on Web pages or secretly collect even more granular information about their
customers by using Web "bugs” to collect dick—stréam data on every step of fheir Web-site
activity. Many privacy advocates and customers consider these powerful marketing tools to
be an invasion of privacy and worry that they are being used to build personal dossiers on
individual users. Companies that are serious about building trust do not employ such
methods unless the customer explicitly approves their use (Urban, Sultan and Qualls, 2000).

To maximise growth, brands focusing on e-Commerce need to address concerns about
security and privacy (Cheskin Research, 1999). Some things that an e-Commerce site can do

to address privacy concermns are:

e clearly state their policies on security and encryption
o ask for only necessary information
o provide shipping and return guarantees; and

e provide good communication with consumers.
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A recent Business Week / Harris poll (1999) confirms that consumers care deeply about the
core of a trusting relationship — privacy:
e Almost two-thirds of non-Internet users would be more likely to start using the Net if
the privacy of their personal information can communication would be protected;
e Privacy was the number one reason individuals are choosing to stay off the Internet,
coming in well ahead of cost, concerns with complicated technology, and unsolicited

commercial email.

The OECD has developed guidelines, in the context of the Internet, which deal which fair
information practices (guidelines reaffirmed 1998). They are the basis of most legislative and

self-regulatory regimes for privacy protection:

s  AWArERess: consumers should be Informed about what information is being collected, who is
collecting &, and how i will be used

o Cholce: consumers should be allowed to choose whether and how their personal information
Is used, and cholces should be easy to exercise

+ Data Quality: companies should ensure that the information they collect Is accurate

o DataSecurity:  companies should protect the information they collect

e Consumer Access: consumers should have reasonable access to information about them and should
be abie to correct it

A ri
Security is an essential component of trust. According to Deloitte & Touche (1999), security
is important from the perspective of the business itself and from the perspective of
stakeholders who transact business with it. Recent studies have shown that security is the
number one concern keeping customers away from doing business on the Internet (Deloitte

& Touche, 1999). Internet security and privacy are issues of personal control over personal
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information (Cheskin Research, 1999). Satisfying most people regarding these issues is the

first and most necessary step in beginning the trust building process.

While security of business information is important to the success of any operation, in the
world of eBusiness it is crucial (PriceWaterhouseCoopers, 1999). Information can leak out
quickly, sometimes untraceably. When it is gone, it is lost forever or, worse, it becomes a

co-opted asset of the competition. The elements of eBusiness security, identified by

PriceWaterhouseCoopers (1999) are:

 Physical security: physical barriers as access controt devices

+ Personnel security: processes and controls in place to ensure that only people of integrity
are employed

« Administrative security:  process and controls, such as eBusiness security policies, procedures, and

B training programmes

 Communication security: protection of information transmission

o Operations: processes and controls related to normal, day-to-day operations on-ramps
to the Internet

o Risk manscement: formal analyses to identify threats, vulnerabiiities, risks and security
cost-benefits

Deloitte & Touche (1999) state, that establishing a secure eBusiness environment requires a
comprehensive approach that includes policies, education, physical protection, security
software, and manual security procedures. Finally, the entire security system must be

routinely monitored, tested and validated. To be secure, eBusiness systems should ensure

the following:
« Confidentiality: information Is revealed only to those for whom it is intended
o Integritv: data processing is accurate and complete, and records cannot

be created, altered, or destroyed maliciously or inadvertently,
or by unauthorised individuals; data transmissions cannot be interfered with




Literature Review 98

o fccess Control: only authorised individuals can access data or other resources
and then only for authorised purposes

* Authentication: everyone accessing the system is identified and authenticated;
message originators are authenticated

* Authorisation: only authorised transactions are processed

e Nonrepudiation: tansacﬁonsareevidemdlnsud*;awaythatmeycannotbe
subsequently repudiated

o Avalisbiiity: systems are protected from being maliciously or accidentally
brought down or destroyed, and there are business continuity
plans in case they are

o Leagltimate Use: systems and data are used only for legitimate business
purposes by authorised individuals

These points are generally confirmed within PriceWaterhouseCoopers’ ‘Establishing the
Foundation of a new Security Model’ (1999). Please refer to appendix 12, on page A38. -

With today’s complex networked systems, it is critical that security is built into business
processes from the start and from the bottom up ~ not bolted on after the processes and
systems have been designed and implemented (Deloitte & Touche, 1999). Building security
in from the start has always been good practice, today it is essential, especially for building

trust in e-Commerce.

3.4.1 Internet Fraud and Security Concerns

Computer networks are the central nervous system of business and increasingly critical to
their survival and success (Deloitte & Touche, 1999). Furthermore, the value of information
systems and our dependence on them make them increasingly attractive targets for those
who wish to disrupt, destroy, steal, defraud, misuse, or spy. Simiiariy,
PriceWaterhouseCoopers (1999), point out that cyber-crime is the greatest opportunity for

both casual and professional criminal activity and — a cruel irony — those companies whose
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eBusiness capabilities are most advanced are often the most vulnerable to attack. Their
research revealed that Intemet fraud rose by a stéggering 600% in 1998. According to
Deloitte & Touche research (1999), some novel forms of well-tried fraud are emerging on
the Internet as fraudsters adapt to the technology. These new types of fraud include:

e Impersonation

o Theft of credit information from digital communications

o Fraudulent electronic banking

o Electronic gambling and lottery frauds

e E-mail pyramid schemes

At its simplest, the Internet allows a fraudster to create a Web site that claims to be that of a
reputable organisation. Victims are then induced to part with funds via credit card payments
or to reveal valuable information. Unless the organisation being impersonated is told of the
site, it may never find out (Deloitte & Touche, 1999). A fraudster can also create a “business’
that does not exist outside the Internet. Examples include ‘banks’ in fiscal paradises;
unlicensed and uncontrolled gambling and lottery sites; and pyramid sales schemes that take
advantage of the ease which people can be contacted by email. According to Deloitte &
Touche research (1999), in each case victims are induced to part with money. These findings
are supported by PriceWaterhouseCoopers (1999): criminals find the Internet attractive
because they can instantly communicate with millions of potential victims — via professional
looking Web sites that appear to offer legitimate sales, investment information, online

newsletters, or email — at far lower cost than traditional means of communication.

< n r i
According to PriceWaterhouseCoopers (1999), it is important that the technological
infrastructure supports the ongoing growth of the organisation, that it continues to be

reliable as technology evolves, and that it can always be demonstrated as reliable to
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interested parties. If the basic technology is not reliable or resilient, if it cannot support the
processes it is, by definition, untrustworthy (PriceWaterhouseCoopers, 1999). An
organisation can lose customers because of high visibility problems like Web service failures
or unreliable hardware. Encryption, digital signatures and digital certificates are the basic
building blocks for protecting information, establishing identity, and providing that certain
events occurred (Deloitte & Touche, 1999). Specifically they are used to ensure:

o Confidentiality: i.e. the message was not read by someone else
¢ Authenticity: Le. the message came from whom i says, not from an impostor
* Inteqrity: l.e. the message was not modifled in transit or replaced by a false message

o Nonrepudiabliity: le. the sender cannot deny that he sent the message

According to Cheskin Research (1999), consumers want to see that specific Web based
security brands, such as VeriSign, use technologies understood to be important to security,
such as encryption. Savvy security brands will work to equate their brands with such
technologies, and explicitly mention their use of these technologies (Cheskin Research,
1999). In their research respondents were more familiar with the identification and privacy
techniques, such as ‘cookies’ and *encryption’, and less familiar with specific companies that
use fechnology to offer security, such as VeriSign, TRUSTe, DigiCash and SoftCart.
Therefore, given the greater familiarity with the technologies than the security brands,
companies like TRUSTe or VeriSign might enhance their credibility by associating their names
with a security or privacy technique, such as ‘encryption’, in their logo design (Cheskin

Research, 1999),
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Twenty years ago, virtually all encryption was based on secret key cryptography (i.e. the
sender uses a secret key to encrypt the message, and the receiver uses the same key to
decrypt it). The Public Key Infrastructure (PKI) was introduced in the late 1970s. Here each
person gets a pair of keys, public key and a private key (Deloitte & Touche, 1999). Public
keys are openly published for all to see, in the equivalent of a telephone directory. Private
keys are kept secret and are never transmitted to or shared with anyone.
PriceWaterhouseCoopers (1999) state that encryption Is the only practical means to provide
data confidentially. The main goal of an encryption algorithm is to ensure that a computer
can encrypt and decrypt data efficiently when the keys are known. According to Deloitte &
Touche research (1999), the security of public key encryption rests on the fact, although
public and private keys are mathematically related, it is computationally infeasible to
calculate a private key from knowledge of the corresponding public key. Encryption strength

depends mainly on key length.

The characteristics of public key cryptography provide the basis for digital certificates. With
public key cryptography, everything hinges on individuals belng correctly identified with their
public keys. This is where digital certificates enter the scene, which bind individual identities
to public keys (Deloitte & Touche, 1999). A digital certificate is an electronic record that
assures privacy; establishes the identity of the certificate bearer; and validates a digital
signature to other parties (PriceWaterhouseCoopers, 1999). Digital certificates are issued by
trusted third parties who certify that the owners of public keys are who they say they are.
Trusted third parties that issue digital certificates are known as certification authorities (CAs).
Their role is analogous to that of notaries in the world of traditional signatures (Deloitte &
Touche, 1999). According to research from PriceWaterhouseCoopers (1999), seventy-two
percent of Fortune 500 companies are planning to implement some certificate use by 1999,

and another 20% are considering it.
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According to Deloitte & Touche research (1999), it is important to understand exactly what a
certificate represents and does not represent when one is presented. Certification authorities
(CAs) will generally have a certification practice statement (CPS) that explains the practices it
employs when issuing certificates, the security it employs to protect its own environment,
and the legal rights and obligations of the CA and those who rely on its certificates (Deloitte
& Touche, 1999).

Because certificate management is complex and many people may rely on certificate issues
by certification authorities, it is critical that their computing environment are very secure and
well controlled (Deloitte & Touche, 1999). The United Nations Commission on International
Trade Law (UNCITRAL) has adopted a ‘Model Law on Electronic Commerce’ and has initiated
subsequent work aimed at the preparation of uniform rules on digital signatures. The
Organisation for Economic Co-operation and Development (OECD) also has work under way
in this area. Other international organisations, including the Word Trade Organisation
(WTQ), have also become involved in related issues. According to PriceWaterhouseCoopers
(1999), digital certificates provide the basic functionality for encryption, and authentication,
which form the basis for secure communications and secure commerce.
PriceWaterhouseCoopers (1999) adds, that the establishment of a public key infrastructure
depends on a combination of enabling legislation and government policy. Furthermore, there
are no internationally accepted procedures for the establishment or licensing of certification
authorities. Different governments take different positions with respect to whether private
keys can or should be archived or held in escrow. Therefore, these differences create
significant uncertainty and risk for both key holders and relying parties
(PriceWaterhouseCoopers, 1999).
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3:4.4 Firewalls

Firewalls are an essential element of an e-Business defence architecture. Their purpose is to
protect internal information and data processing networks from external attack (Deloitte &
Touche, 1999). Composed of hardware and software components, a firewall acts as a
checkpoint or filter between the corporate network and the Intemet. Firewalls check
incoming and outgoing traffic in order to keep intruders out while giving insiders access to
the Internet in accordance with corporate policy (Deloitte & Touche, 1999). The best
firewalls let companies determine in very fine detail, what combinations of people,

programmes, systems and times are acceptable and which are not.

According to Deloitte & Touche (1999), firewalls are never 100 percent impenetrable and
while firewalls are essential for protection against attack through the Internet, they are not
sufficient on their own and must therefore be part of a comprehensive security regimen.
Unfortunately, many organisations that are justifiably concerned about the security
implications of Internet connections construct firewalls, but then leave doors open. Thus, like
a thick steel doors in a wooden house, a sophisticated firewall may give a false sense of
security, if it is not part of a strong security architecture (Deloitte & Touche, 1999).
Additionally, firewalls do not provide much protection against viruses and other data-driven
attacks. These must be prevented and contained by other organisation-wide control

measures.,

3.5 Regulatory Issues

Many international institutions, national governments, and private sector organisations are
actively involved in ensuring the orderly governance of the Internet and its new virtual

territory (Deloitte & Touche, 1999). The Organisation for Economic Co-operation and
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Development (OECD) has framed the issues as follows in describing the purpose of their
October 1998 Ottawa Ministerial Level Electronic Commerce Conference:

"Put simply, global electronic commerce has far-reaching economic and social implications
for the nature of work, daily life and the role of governments. . . . If the full economic and
social potential of electronic commerce is to be realised, four sets of issues must be

addressed:

+ Bullding trust in electronic commerce by ensuring the security and privacy of transactions and data, and
the protection of consumers,

o Establishing ground rules so that commercial laws, tax and customs tariffs, trade policy and market
access, and intellectual property measures creabe a level playing field for electronic transactions.

« Enhancing the Information Infrastructure through common interoperable standards, and access to open
networks.

e Maximising the benefits of electronic commerce by developing awareness and skills, encouraging
widespread SME adoption, and ensuring participation and use by all countries.

These Issues are both highly complex and interdependent. Moreover, they are broader than
the scope of any single government or organisation; they require consensus building on a
global basis at the highest business and political levels. . . . Electronic commerce involves a
wide spectrum of policy issues, including the legal framework, institutional arrangements and
technical infrastructure needed to support an international marketplace for electronic
products and services. . . . The OECD has a contribution to make to this effort in several
areas relating to electronic commerce, including: taxation, the protection of personal
information and privacy, the rights and obligations of consumers, and electronic signatures
and authentication. In addition, the OECD will address a number of broader analytical issues

relating to the socio-economic impacts of electronic commerce within the knowledge-based
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society.” (Note: the notes and resources from the OECD Ministerial Conference on Electronic

Commerce can be accessed at: www.ottawaoecdconference.com)

TRUSTe (1999) points out that the govemment regulatory approach — laws and statutes to
regulate business data practices — reveals several flaws: first, unless there is global
harmonisation of privacy laws, government sight is seriously challenged. Second, prohibitive
government regulation could inhibit the Internet’s extraordinary growth and dynamism. And
finally, in a rapidly changing and dynamic medium, unnecessary regulation of commercial
activities can lead to significant unintended consequences, distorting the development of the
electronic marketplace. In short, Internet business models must evolve rapidly to keep pace
with the breakneck speed of change in the technology, and laws are likely to be outmoded
by the time they are enacted (TRUSTe, 1999).

. if
An alternative to the government regulatory approach for data privacy and security is
industry self regulation and self governance. Self governance is a three-dimensional system
that leverages pressure points, such as government oversight, forces of market dynamics
and public scrutiny, to maintain and enforce appropriate privacy and security practices
(TRUSTe, 1999). The United States and a number of other countries, including Canada,
Japan and Australia, favour private sector, self-regulatory regimes to protect privacy
(Deloitte & Touche, 1999). A number of organisations of the Internet industry have duly
become involved in various attempts at self regulation: the Internet Alliance (IA), the
Commercial Internet Exchange (CIX), the Information Technology Association of America
(ITAA), the Interactive Industry Association (IIA), the Software Publishers Association (SPA),
the Direct Marketing Association (DMA), and the recently formed Online Privacy Alliance

(OPA).
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The World Wide Web Consortium (W3C) is an international industry consortium founded to
develop common protocols that promote the Web's evolution. The W3C has undertaken an
ambitious ‘Platform for Privacy Preferences Project’ (P3P) that may be important in the
longer term (Deloitte & Touche research, 1999). It has developed technical specifications for
enabling consumers to choose what information may be collected about them and how it
may be used and disclosed.

There are also several private sector initiatives being pursued in the United States and
elsewhere, whereby Web sites are permitted to display a ‘seal of approval’ if they meet
certain criteria (Deloitte & Touche, 1999). Two of the better known programmes are
‘TRUSTe’ and the ‘Web Trust Seal of Assurance’. Both are independent, non-profit
organisations whose missions are to build users’ trust and confidence in the Internet by
promoting the' principles of disclosure and information consent. These principles and criteria

deal with the following three broad questions that concern consumers:

(1) Business Practice Disclosure: Does the company disclose and follow its business

praciices ?

(2) Tmnsaction Integrity: Does the company ensure that custorners’ orders are
completed and billed as agreed ?

(3) Information Protection: Does the company ensure that private customer

information Is protected from uses not related to its

business ?

The core of these private sector initiatives is a “privacy seal’, a visual symbol that can be
displayed by Web sites that meet the programmes requirements for data gathering and
dissemination practices, and agree to participate in their dispute resolution processes
(TRUSTe, 1999). TRUSTe’s specific goal is to establish a seal that would send a clear signal

to consumers that they could expect companies to adhere to certain requirements about the
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way Web sites handle data, and that an independent, third party would hear and respond to
their complaints and resolve their disputes. For a list of TRUSTe’s core tenets, please refer to

appendix 13, on page A39.

Although, self regulation has become a distinct characteristic of the Internet industry, there
are drawbacks to this approach. According to Deloitte & Touche (1999), the Achilles heel of
self-regulatory approaches tends to be the difficulty of enforcement. Effective enforcement

mechanisms should include:

s  Consumer Recourse; Companies should offer customers readily avallable and
affordable mechanisms for resolving disputes.

o VYerification: Companies’ assertions about privacy statements and
their implementation should be Independently verified.

o COnsesuences: Faillure to comply with falr information practices should
have consequences that are stiff enough to be meaningful
and swift encugh to assure consumers that their
concerns are addressed in a timely fashion.

3.5.2 Internet Taxation

Tax authorities around the world have started to pay close attention to electronic commerce
and there are many issues that concern them. Please note, that the issue of taxation is
included in this discussion only for completeness and is only briefly dealt with. As Intemet
taxation is a much more macro-economic issue, and not directly linked to the building or
developing of trust in e-Commerce, it is not investigated in great depth in this literature

review.

According to Deloitte & Touche (1999), some tax authorities are concerned that global

commerce on the Internet will siphon off traditional sources of tax revenue and are
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considering ways to tighten the tax net on electronic transactions. The business community
and certain governments are concerned that electronic commerce will be stifled if it is

encumbered with onerous and potentially conflicting téx rules.

It was not long after commercial use of the Internet arrived that governments began to
address the tax and legal ramifications of the Intermet phenomenon (Deloitte & Touche,
1999). The U.S. government moved quickly to crate a framework for addressing tax as well
as other regulatory and legal issues. In November 1996, the Department of the treasury
issued a discussion paper entitled ‘Selected Tax Policy Implications of Global Electronic
Commerce’ (www.ustreas.gov/taxpolicy/intermet.htmi). This paper takes the position that,
wherever possible, existing tax concepts should be applied to global electronic commerce
and tax treatment should be neutral between electronic and traditional methods of
conducting business. This approach appears to have broad support, at least in principle,

among other OECD member countries.

Outside the United States, several countries have issued discussion papers on Internet
taxation, including Australia, Canada, New Zealand and the Netherlands (Deloitte & Touche,
1999). The South African government published their discussion paper, which entails a
number of regulatory and legislative initiatives, including Internet taxation, in June 2000.
Perhaps the most significant challenge facing taxing authorities is tax compliance (Deloitte &
Touche, 1999). Private sector and intemational co-operation will be necessary to develop
and implement software and hardware technologies to implement tax compliance solutions,

such as:

+» Electronic Money: transfers over the Internet, particularly if they take place outside the regulated banking
system, can be virtually untraceable.
» Identity: people can successfully hide or change their identity on the Internet - using cryptographic

technlqﬁes if necessary.
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e Record keeping and transaction verification: speclal technologles may be required to verlfy the
authenticity of electronic transactions ~ for example, digital signatures.

e Disintermediation and information reporting: banks, brokerage firms, and other have traditionally
provided information to tax authorities ~ a complex and costly exercise; new intermediaries on the Web may
not have the ability, resources, or will to do so.

Lastly, in order for a revenue authority to assess a tax it must have jurisdiction over either
the income or the taxpayer (Deloitte & Touche, 1999). Thus the two basic tax concepts for
establishing jurisdiction are source and residence. Both these concepts rely on evidence of
physical connection, which in cyberspace may be lacking or misleading (Deloitte & Touche,

1999).

To sum up the points raised under ‘regulatory issues’, PriceWaterhouseCoopers (1999) state
that organisations should take heed, because governments and international regulatory
bodies are already working to define the regulatory issues, to understand their practical
impact, and to determine whether and where regulation of eBusiness is necessary.
Accordingly, companies must anticipate the threat of government-imposed regulation if

industry fails to establish its own rules.

.06 Digital nd El iclP m

Electronic commerce will not reach its full potential until there are simple, inexpensive,
private and secure ways to make payments over the Internet (Deloitte & Touche, 1999).
According to Urban, Sultan and Qualls (2000), Web sites can bui!d trust by assuring
customers that their online payments are secure and can be executed only with proper
authorisation. According to Deloitte research (1999), credit cards are the principal means

used today, but they have at least two drawbacks:
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e many people are reluctant to send unsecured credit card information over the Internet,
where it may be intercepted, to a merchant whom they may not know
e transaction costs are relatively high, which makes credit cards unsuited for small

purchases, especially micropayments — a few pennies for accessing a page of information

Typically, digital money today is used as follows:

1. In exchange for a conventional payment, an amount of digital monéy is downloaded to a
-consumer’s PC or smart card by its issuer.

2. The consumer makes a digital payment to a vendor. In the case of smart cards, the
vendor must have a smart card reader. In the case of PC based money, the vendor
needs a computer with softwére from the digital money issuer.

3. The vendor can either redeem the digital money from the issuer in exchange for
conventional money, deposit it with a bank that accepts digital money, or use the money

in a subsequent peer-to-peer transaction.

According to Deloitte & Touche research (1999), compared to traditional payment systems
digital money is in its infancy, and a great deal of technological development and market
consolidation must occur before it realises its potential. Unlike conventional cash, which is
printed and backed by national governments, digital money may be issued by private sector
organisations, such as banks, credit card companies, telecommunications companies,
software companies and retailers (Deloitte & Touche, 1999). Simply put: cash is legal tender,
digital money is not. Cash, when it is banked by the retailer, is returned to the banking
system; it is part of the reserve base and is measured in the official money aggregates

(Deloitte & Touche, 1999).

In contrast to digital money, Secure Electronic Transactions (SET) is a standard that enables

credit cards (and debit cards) to be used with confidence over the Internet. Backed by
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Master Card, VISA, American Express and a number of other partners, it was rolled out in
1998. According to Deloitte & Touche research (1999), SET makes clever user of public key
encryption, digital signatures and digital certificates to accomplish its purpose. Two

important features of SET are:

o Authentication: to one another of the parties to the transaction ~ the cardholder, the
merchant, the lssuer of the card, and the acquirer; thus, for example
the merchant is assured that the customer is the legitimate user of a
valid card, and the customer is assured that the merchant is not an

impostor
s Confidentiality:  of the credit card number; this is never exposed on the Internet, nor
revealed to the merchant

SET has enough heavyweight backing to make it succeed (Deloitte & Touche, 1999).
Acceptance, however, will probably be slow given its cost and complexity. There are also
indications that consumers and merchants are becoming more comfortable with simpler
mechanisms that they regard as ‘secure enough’ for the purpose. An example is the ‘secure

socket layer technology’ built into Internet applications.

3.7 Assurance

According to Urban, Sultan and Qualls (2000), consumers must make many online research
and purchasing decisions almost solely on the basis of trust. Yet most Web sites provide
consumers with scanty information on which to base their trust. Some Web retailers are
start-ups with little or no track record of fulfilment and even well-regarded companies like
AOL have suffered embarrassing security breaches (Urban, Sultan and Qualls, 2000). Not
surprisingly, they convert few of their visitors into purchasers, suffer low customer retention

and generate meagre profits. Many companies have failed with such an approach to
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marketing on the Internet, primarily because they have failed to build trust (Urban, Sultan
and Qualls, 2000).

The single best way to communicate trustworthiness is to provide assurance to all
stakeholders that proper controls are in place as transactions are undertaken
(PriceWaterhouseCoopers, 1999). Despite the already discussed issues, privacy, information

protection, security, regulation, and payment systems, the following issues are also

important to communicate trustworthiness.

Building or transferring brand equity can also enhance Web-site trust (Urban, Sultan and
Qualis, 2000). A brand name can provide an important trust cue connoting a Web site's
credibility. Companies may be able to transfer brand equity from their existing brick-and-
mortar business to their Web site, The most trusted Web brands are well known brands
(Cheskin Research, 1999). For example, Barnes & Noble has attempted to capitalise on its
reputation as a quality book seller by transferring its established brand and its attributes

(selection, convenience, service and attractive prices) to the company’s Web site.

Web sites can also build new brands that generate confidence. Amazon.com has built a Web-
trust brand by satisfying customers with the widest selection, thorough information (reviews,
ratings), low prices, rapid ordering and delivery, easy exchange and quick credits (Urban,
Sultan and Qualls, 2000).

According to Cheskin Research (1999), regardless of where a brand established itself, online
or offline, one key aspect of establishing trust with consumers is the reputation of a brand,
together with, in many cases, personal experience. Generally speaking, a site that has never

been visited and is not well known is unlikely to be a trusted site. For lesser-known brands,
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navigation and fulfilment form their Web site play significant roles in establishing trust
(Cheskin Research, 1999).

Since building trust in e-Commerce can be time and resource intensive, companies that
enjoy strong brand equity and high levels of customer loyalty may be able to follow a "wait
and see" strategy (Urban, Sultan and Qualls, 2000). In this case, trust in the brand can
substitute for site trust earned by providing competitive comparisons. However, if customers
have less than perfect loyalty and need data on other products before making a purchase,
brand equity may not be enough to compete successfully with intermediary sites that provide

full information. For this reason, even companies with strong brands should begin exploring

intermediate trust building (Urban, Sultan and Qualls, 2000).

According to Urban, Sultan and Qualls (2000), trust-based Web sites provide customers with
accurate, up-to-date, complete and unbiased information, not only on their own products,
but on all the competitive products available in the market. Their smooth, easy-to-use
navigation makes searching, shopping and comparing a pleasure. Moreover, they preserve
and build trust through faultless fulfilment and satisfaction guarantees. It is not surprising
that trust-based Web sites can enjoy higher rates of customer conversion and retention than

sites that do not engender loyalty (Urban, Sultan and Qualls, 2000).

Beyond the question of communicating trustworthiness, consumers rely on the quality of
navigation, more so than other components (Cheskin Research, 1999). Whenever possible,
companies should allow customers to view information in the order they choose (Urban,
Sultan and Qualls, 2000). According to Cheskin Research (1999), effective navigation is a

necessary pre-condition to successfully communicating the trustworthiness of a site.
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Generally speaking, effective navigation combined with a well known brand and effective
fulfilment is the best way of communicating trustworthiness (Cheskin Research, 1999).

According to Urban, Sultan and Qualls (2000), information on the Web site must be complete
and accurate. Sites that ask customers to make a purchase should provide all the
information needed to make an informed decision: product specifications, prices, in-stock
availability, delivery time and reliability (see BizRate.com for customer ratings of sites based
on timely delivery), magazine reviews, customer recommendations (see Epinions.com for

customer evaluations by self-designated experts), and return guarantees.

Other powerful trust builders include posting reviews by credible sources, such as consumer-
advocacy organisation Consumer Reports, or audits of site information by reputable
independent parties; frequently updating changes in products, prices and availability; and
allowing customers to personalise and specify the information displayed (Urban, Sultan and

Qualls, 2000).

3.7.3 Symbols and Seals of Approval

The use of seals of approval has already been discussed in the section dealing with
regulatory issues. Nevertheless, some insights about symbols and seals of approvals from a
customer level will be presented. Third-party seals of approval can provide an important cue
to consumers that they can trust a particular site (Urban, Sultan and Qualls, 2000).
According to Cheskin Research (1999), in order for trust to occur, individuals first rely on
certain forms being followed. Symbols presuppose the difference between familiar and
unfamiliar and they operate in such a way as to enable the re-entry of this difference into
the familiar (Deloitte & Touche, 1999). Over time reliance on these forms gives way to a

reliance on experience (Cheskin Research, 1999). Such experience is a necessity for true
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trust to develop. According to PriceWaterhouseCoopers (1999), trust seals are, simply put,

quality marks that demonstrate that an organisation abides by a code of integrity.

Some seals are based on self-assessment; the organisation itself claims it is adhering to best
practices. Companies wanting to assure eBusiness trust with greater conviction and broader
scope open their operations to scrutiny (PriceWaterhouseCoopers, 1999). The imprimatur of
an oversight authority, its seal visible on a Web site, connotes the intention and effort of the
sealed company to conduct itself with high levels of integrity at all times, behaviour
corroborated by independent audit (PriceWaterhouseCoopers, 1999).

The Organisation for Economic Cooperation and Development (OECD) has identified a host
of global organisations offering seals of approval as they relate to eBusiness. Each is

categorised as to objective and enforcement mechanism in appendix 14, on page A40.

The presence of credit card symbols, however, does little to communicate trustworthiness,
even though they are universally recognised by consumers (Cheskin Research, 1999). In
contrast, Web based ‘security brand’ seals of approval, such as VeriSign, when recognised,
do communicate trustworthiness. Figures 70 to 72 in appendix 15 indicate the relationship
between familiarity and trust, particularly for Web based security brands. Above all, Web
sites that want to build trust must live by the privacy and security policies they endorse

(Urban, Sultan and Qualls, 2000).

7.4 Fulfi ibution
A commitment to keep a word is fundamental to business (PriceWaterhouseCoopers, 1999).
According to Urban, Sultan and Qualls (2000), the most important element of trust is
fulfilment. In order to move transactions into cyberspace, one must acknowledge a variety of

concerns about the risks of doing business in cyberspace. PriceWaterhouseCoopers (1999)
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states, that if a company says a product will be shipped within a certain time period, using a
named method of conveyance, it must deliver on its promise — unless there are problems
beyond its control, in which case full disclosure of the breach must be made within a
prescribed term. According to Deloitte & Touche research (1999), one of the most obvious
questions about e-Commerce on the Internet is whether or not consumers receive the

merchandise they ordered in a timely fashion at the agreed-upon price.

Similarly PriceWaterhouseCoopers (1999) states that fundamental to eBusiness operations is
a company’s willingness to disclose its business practices, protect its information, and assure
transactional integrity to its customers. Those who do not, risk the perception that they are

unwilling to conduct themselves in accordance with prescribed standards.

A typical example of a customer who has been defrauded online — and their number is
growing at alarming rates - is the man who simply gave up after exhaustive attempts to
obtain a refund after he paid $615 for a computer that never arrived
(PriceWaterhouseCoopers, 1999). The transaction developed from an online sale hosted by

the world’s largest Internet auction service.

Furthermore, other consumers complain about a feeling of helplessness once they have
become locked into online transactions. According to PriceWaterhouseCoopers (1999), many
eBusinesses continue to corrupt the order process, send the wrong (or inferior) products,

double-bill, or provide no methods for recourse or contact when problems arise.

Furthermore, trust is earmned by meeting expectations (Urban, Sultan and Qualls, 2000). As
small commitments are met, customer confidence grows in the belief that companies will
also fulfil larger expectations. Critical functions include shipping the right product at the right

time, effective instaliation, service, support, error-free billing and credits on returned items.
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Automated tracking services and telephone-based customer fulfilment hotlines can maintain
confidence when inevitable delivery problems occur. Failing to meet customer expectations is
the quickest way to destroy trust (Urban, Sultan and Qualls, 2000).

Online purchasers have generally high expectations about the speed of the purchase
process, particularly the speed of placing an order (Boston Consulting Group, 1999).
Purchasers expect, on average, it will take them about 10 minutes to complete the shopping
process — from loading the retailer's home page to selecting the product they want to filling
out the online order form and finalising théir purchase. However, these speed expectations
are much more modest when it comes to the fulfilment aspects of the purchase experience,
These reduced expectations are likely driven by what consumers believe is possible, given
the current state of online fulfilment, rather than what they actually desire. According to
Boston Consulting Group (1999), consumer’s lower expectation about fuifilment do not

translate into higher satisfaction with fulfilment.

3.7.5 Interactive Decision Aids

For the Internet, trust-based marketing is the key to success and companies can use the
Intermet to provide customers with a secure, private and calming experience during which
they converse with an on-site, trusted personal shopping advisor who is dedicated to helping

them make the best decision (Urban, Sultan and Qualls, 2000).

Urban, Sultan and Qualls (2000) propose that such virtual advisors are a new element in
building trust into the customer's online shopping experience. Virtual-advisor software
mimics the behaviour of a personal shopping assistant, which can become a powerful and

cost-effective part of almost any company's Internet strategy (Urban, Sultan and Qualls,
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2000). Such a virtual advisor asks questions, records responses and proposes

recommendations on the basis of the customer's responses.

For example, Truck Town visitors (www.trucktown.com, an Internet retailer for pick up
trucks and sports utility vehicles) can choose to be guided completely by the virtual advisor
or may navigate the site independently. Truck Town's architecture allows the user to
exercise considerable control over information acquisition, which is an important trust cue.
Truck Town's welcome screen displays a map to help customers locate dealers, the bank, a
news-stand, coffee shop, city hall and customer-advice offices. In a national survey of
consumers, respondents were asked whom they trusted most when buying automobiles:
dealers, salesmen, mechanics, contractors, bankers, neighbours or magazine editors.
Respondents said they would most trust an auto mechanic, a retired editor of an auto
magazine or a contractor who has purchased many trucks. On the basis of this ranking by
consumers, Truck Town presents these three advisors, who are not modelled after specific

individuals but are composites of the best practices of people serving in those roles.

Results of a study by Urban, Sultan and Qualls (2000) indicate that the virtual advisor
developed during this research was able to generate trust in consumers. In answer to the
question "Did you trust the advisor?” 82% of the respondents answered "yes,"” 76% agreed
that the information provided was trustworthy, and 88% agreed that the advisor
recommended trucks that fit their needs. More importantly, 60% agreed that the advisor
suggested alternatives they would not have considered otherwise. In terms of purchasing,
88% of respondents would consider buying a vehicle through Truck Town. In fact, 82% of
respondents considered the Internet experience more trustworthy than an in-person dealer
experience. Please refer to appendix 16, on page A44 for a full summary of the study and

the Truck Town virtual advisor model.
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Nevertheless, according to Urban, Sultan and Qualls (2000), an advisor is not necessary for
all products, nor do all people prefer to use an advisor. Their research suggests that there
are two different segments of buyers: one segment comprises those who have confidence
and knowledge about what they want and therefore need an easy, direct information-search
capability. The other segment consists of those who have less knowledge and want help or
advice in making their choices. If one wanted to design a site to appeal to both segments, a
direct-search format could be supplemented by a trusted-advisor button thaf provides a
personal-shopping advisor. Alternatively, an advisor format could be adopted that becomes a
direct-search site if the customer wants to access specific product data. It is important to
match site navigation to the customer's cognitive decision process and should be possible to
fill the needs of both decision styles on the same site (Urban, Sultan and Qualls, 2000).
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The preceding sections of the literature review have indicated that thefe are some important
‘factors’ for building and developing trust in e-Commerce, which online merchants should
consider and apply if they are to build trust, or a greater sense of trustworthiness, in online
shopping. The featured seven studies have highlighted a number of factors which contain
many similarities and often overlap and complement each other. For the purpose of
identifying these important online trust-building factors, which form the basis of the
following qualitative and quantitative research, the information and findings gathered from
the literature are analysed, and the key findings extracted and summarised in the table on
the following page. The table indicates that the findings gathered from the literature, which
are important for building online trust, can be consolidated and grouped into 9 robust
factors. For the purpose of this research these consolidated factors are referred to as the
*building blocks of trust in e-Commerce’ throughout the study. In order to indicate the source
and origin of the information from the literature, as well as the author's contributions, the

seven main sources of information are indexed and referenced in the following order:

Source of Information Reference No.
Cheskin Research: Trust in e-Commerce i
TRUSTe White Paper: Bullding Trust Online b
Deloitte & Touche: Selected eBusiness Issues 3
PriceWaterhouseCoopers: e-Business, A Matter of Trust 4
Boston Consulting Group: Winning the Online Consumer 5
Emst & Young: Publications from the Centre for Trust Online 6

Urban, Sultan, Qualls: Placing Trust at the Center of Your Internet Strategy 7
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Online Trust Key Themes
and Source of Information

Presentation (1, 5, 7), product comparisons (4, 5), Web site design (1,
7}, user experience (4, 7), information provided on Web site (1, 3, 7),
information about comipetitive products (4, 5, 7), provision of unbiased
information (4, 5), darity of purpose (1), craftsmanship (1, 3)
Navigation (1, 4, 5, 6), user friendliness (1, 7), user-friendly shopping
cart (3, 5), effective navigation (1, 4, 7), control of navigation /
informiation (1, 5, 7), good search capabilities (1, 7), uninterrupted flow
of information (1, 4), useful navigation aids (7)

Technology (1, 4), technology infrastructure (3, 4), funictionality (1, 4, 5),
Web site speed / quick loading pages (1, 4, 7), technology for Intemet
security (4, 5, 6), existence of effective firewalls (4, 5), multiple online
consumer touchpoints (7}, encryption technology (3, 4)

Digital branding {1, 4, 7), reputation (4, 6), history (4, 7), online brand
equity (1, 7), interactive decision aids (7), benefit darity (5), overall
brand equity (1, 7), affiliations / co-op third party brands (1, 4, 5),
breadth / depth of product offering online (4, 5)

Seals of approval (1, 2, 7), service security seals (2), independent
endorsement (4), familiar seals of approval (3), independent oversight
(4), network security (3, 6), technological and e-Commerce capabiiities
(3, 4, 6), secure transaction processing (3, 6)

Fulfilment (1, 4, 7), customer recourse (2, 3), customer expectations (5),
faultless fulfilment (4, 7), satisfaction guarantees (5, 7), reliabllity (5, 3),
problem resolution (4), online order tracking (1, 4, 5), customer retum
policies (2, 4), fulfilment effectiveness (4, 5) , fulfilment accuracy (1, 4)
Information protéction (4, 5, 6, 7), control over Information (1, 5, 6),
privacy invasion (2, 3, 5), access to view stored personal information (1,
4, 5) privacy protection (1, 3, 4, 6), information storage (3, 5, 6), data
quality (4, 5, 6), information confidentiality (2, 4, 6)

Confidentiality (3, 4, 6), network infrastructure (3, 4), authenticity (3, 4,
6), logos of security (1, 4), non-repudiation (3, 4), data security (3, 4, 6),
transaction integrity (3, 7), digital certificates (3, 4), encryption (1, 4, 6),
digital signatures (3, 4), electronic money (3, 7)

Policy disclosure (1, 2, 4), governance (3), Intemet taxation (3, 5),
customer protection and public awareness programmes (1, 2, 5), online
consumer interest groups (2, 5), cross-border legislation / legal
framework 10 govern e-Commerce (2, 4, §), industry self reguiation (2, 4)

(1)

@)

3

4

()

(6)

7)

(8)

)

Consolidated High Level

Building Block

Clarity of info, interactive decisions
aids, professional Web page design,
comprehensive product comparisons,
up to date / unbiased information
Useful navigation guides, consistent
navigation, good search funciionality,
easy to use shopping cart, user
friendliness, ease of finding products
Effective firewalls, quick loading pages,
encryption for security, multiple
consumer touch points, sophisticated
technology infrastructure

Retailer's Web brand equity, retailer's
overall brand equity, breadth / depth
of offerings, affiliations, established
reputation and credibility

Service security, network security,
e-Commerce capabilities, technological
capabiliies, secure  transactions
processes (e.g. privacy protection)
Order tracking, fulfilment prices dlearly
stated, ability to back out, international
fulfilment capabliity, strong recourse
and retumn policies

Confidentiality, information protection,
only asking for necessary information
only, information storage policies,
ability to view stored information
Secure payment methods, clear
security polices, accurate data
processing, digital signatures and
certificates, data security / integrity
Consumer protection, online trading
standards, supervision of self-
regulatoty schemes, legal framework,
public awareness programimes
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The previous table indicates that from the information gathered from the literature review,
nine general building blocks of trust in e-Commerce can be extracted. These nine general
building blocks can be further de-composed into 45 sub-factors, which expand and provide
more detail about the individual building blocks — again, based on the findings extracted
from the seven main sources of information. The decision of selecting the presented nine
general building blocks was based on qualitative assessments of the information provided in
the literature, where specific attention was given to key issues and themes, which were
presented across all sources of information, and where commonalties and overlaps existed in

the information about what constitutes important factors for building online trust.

The following section provides a brief description about each of the nine general building

blocks of trust in e-Commerce and an explanation about why it was chosen:

Building Block 1: Web Site Design and Presentation

-» this building lﬂocks is decomposed into the following sub-factors: clarity of information,
interactive decision aids, professional Web page design, comprehensive product
comparisons, and up to date and unbiased product information -» Web site design and
presentation provide design and usability attributes that connote professionalism and

quality, professionally designed sites communicate trustworthiness more effectively

Building Block 2: Navigation

=>  this building block is decomposed into the following sub-factors: useful navigation
guides, consistency in navigation, good search functionality, easy to use shopping cart,
user friendliness / ease of finding products -» navigation is the process of finding
products online customers seek, in the most efficient and user friendly manner; user-
friendly and effective navigation provides the basis for a rewarding user experience;

quality navigation is thus a necessary pre-condition for communicating trustworthiness
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Building Block 3:  Technology

-

this building block is decomposed into the following sub-factors: effective firewalls,
quick loading pages, encryption for security, use of muitiple consumer touch points,
sophisticated technology infrastructure - a sophisticated technology infrastructure
connotes professionalism, although online consumers cannot easily assess it; the
technological infrastructure supports the ongoing growth of the online business, as well

as the online trust building process

Bullding Block 4: Branding

wp

this building block is decomposed into the following sub-factors: retailer's Web brand
equity, retailer’s overall brand equity, breadth and depth of product offering online,
affiliations with other trustworthy organisations, established reputation or credibility of

Web site or retailer -» branding provides cues about a company’s promise to deliver on

clients’ expectations and its credibility based on reputation and past experiences; an

online retailer's brand is an important asset for communicating online trust

Building Block 5: Seals of Approval

>

this building block is decomposed into the following sub-factors: icons and text that
symbolise: service security, network security, e-Commerce capabilities, technological
capabilities, secure transactions processes -» seals of approval seek to assure
customers that (independent) security and control mechanisms are in place as online
transactions take place; trust can be confirmed through the inclusion of third party

oversight that reinforces credibility of the online retailer

Building Block 6;: Fulfilment

-

this building block is decomposed into the following sub-factors: availability of order

tracking, fulfilment prices clearly stated, ability to back out of transactions, international




Literature Review 123

fulfilment capability, strong recourse and return policies -» strong fulfilment capabilities
lower the perceived risks of e-Commerce; fulfilment clearly indicates how order will be

processed, and provides information about how to seek recourse when problems arise

Bullding Block 7: Privacy

wp

this building block is decomposed into the following sub-factors: confidentiality of
transactions, protection of personal information, asking for transaction necessary
information only, disclosure of how customer information is collected and stored,
access for consumers to view what information is collected and stored -> protection of
privacy and personal data is one of the key prerequisites for successful e-Commerce,
without it e-Commerce cannot reach its full potential; online privacy establishes the

trust necessary for consumers to conduct transactions on the Internet

wp

this building block is decomposed into the following sub-factors: secure payment
methods, clear and concise security policies, accurate and complete data processing,
use of digital certificates and encryption, data security (e.g. authentication,
authorisation) -» security is one of the key issues that keep online consumers from
doing business on the Internet; satisfying the security issues (of consumers) is an

important enabler in beginning the online trust building process

Building Block 9: Regulation and Legislation

=

this building block is decomposed into the following sub-factors: protection plans for
online consumers, policies and standards for Internet trading, supervision of self-
regulatory and private initiatives, development of a South African legal framework for
Internet retailing, development of public awareness programmes for Internet retailing

-> regulation and legislation, as well as effective enforcement mechanisms, must be in

place to ensure an orderly governance of the Internet and online trading activities
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4. REVISED RESEARCH OBJECTIVES

The initial research objectives from the problem definition and objectives section have been
revised, on the basis of the information and findings gathered from the literature review. The
revised research objectives are phrased in qualitative statements that try to provide answers
to questions such as “to assess if”, “to verify if”, or “to find out if”. The revised objectives are
dealt with and assessed in the conclusions section of this study, which also includes the

research findings from qualitative and quantitative research.

4.1 R jecti i i T

Objective 1: Reliability is an important element of trust.

Objective 2: Trust is based on reputation.

Objective 3: In modern societies trust encourages social co-operation.
Objective 4:  Trust is an efficient lubricant for economic exchange.

Objective 5: Trust always contains an element of risk.

Objective 6: The typical South African Internet user tends to be young.

Objective 7: The typical South African Internet user tends to live in a major metropolitan
centre,

Objective 8: The typical South African Internet user tends to be well educated.

Objective 9: South African Internet users mainly use the Internet as a communication
medium.

Objective 10: South African Internet users shop with moderation on the Internet.
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Objective 11: Convenience is the most important reason why consumers shop on the
Internet.

Objective 12: The biggest risks consumers perceive about online shopping are security risks.

Objective 13: The most frequent problem consumers encounter with online shopping is the
timely fulfilment of their order.

Objective 14: The lack of credit card ownership is the most important reason why

consumers do not shop on the Internet.

Objective 15: Trust is the underlying driver for consumers to conduct transactions on the
Internet.

Objective 16: Consumers generally do not have trust in e-Commerce.

Objective 17: The type of products most frequently bought on the Internet are branded
products.

Objective 18: Without assured privacy, effective e-Commerce is not possible.

Objective 19: Internet security is an essential component of trust in e-Commerce.

Objective 20: Fulfilment is an important element of trust in e-Commerce.

Objective 21: The propensity to shop online is positively related to users Internet experience
(i.e. experienced Internet users tend to shop more often online than
inexperienced users).

Objective 22: Trust in e-Commerce is positively related to users Internet experience (i.e.
experienced users tend to have more trust in e-Commerce than inexperienced
users).

Objective 23: People who have trust in e-Commerce tend to shop more often online than

people who do not have trust in e-Commerce.
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Objective 24: People with high incomes tend to have more trust in e-Commerce than people
with low incomes.

Objective 25: Hybrid online retailers are perceived more trustworthy than pure play online
retailers.

Objective 26: An online retailer’s brand is an important factor for communicating trust.

Objective 27: Industry self regulation is generally preferred to government regulation for
developing trust in e-Commerce.

Objective 28: South African Internet users are largely unaware of seal of approval
programmes.

Objective 29: The most important element of a seal of approval programme to establish
trust in e-Commerce is customer information protection.

Objective 30: Seals of approval help to effectively develop trust in e-Commerce.
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For the qualitative research sixteen in-depth interviews were conducted with industry experts

from the e-Commerce and e-Business field. The interviewees were identified through

referrals and enquiries, and selected on the basis of a brief preliminary discussion, inquiring

about their knowledge and expertise in the research topics under review. The industry

experts, in the order in which they were interviewed are:

Mr Elred Lawrence

Technology Manager, Pick 'n Pay HomeShopping Services

Mr Andrew Heathcote-Marks Independent Business Consultant spedialised in e-Business

Mr Russell Atkins

Mrs Sandra Graham
Mrs Simone Green

Mrs Andrea van der Merwe
Mr Andrew Hardie

~ Mr Rowan Bouver

Mr Tim Droge

Mr Mike Bryer

Mrs Pertu van der Walt
Mr Alan Barrett

Mr Dionne Dames

Mr Geoff Lander

Mr Paul Morris

‘Mr Harry Lewis

Marketing Manager, iAfrica.com Internet Service Provider
e-Commerce Marketing Manager, Sanlam Personal Finance
Internet Strategist, Ogilvy & Mather Interactive

e-Business Consultant, Deloitte & Touche Consulting
Director of e-Business, KPMG Consulting

e-Business Manager, ABSA Bank

Managing Director, Peppers and Rogers Group (SA)

CEO edgel Technologies, Planet Pastel

e-Business Consultant, Dimension Data

Managing Director, Sequerox Technologies

e-Commerce Strategist, Old Mutual Life Assurance
Marketing Manager, M-Web ShopZone

Customer Acquisition and Retention Spedialist, kalahari.net

Senior IT Specialist, IBM Global Services

Ly
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The selected experts represent multiple industries, such as consulting, network security,
marketing and advertising, Internet services, e-Commerce operations, and IT consulting. In
order to best examine the information gathered during the interviews, a table containing the
responses to six important questions has been prepared. The table shows the responses to
the following six important issues, namely (1) the biggest risks customers perceive about
online shopping, (2) the methods of lowering the perception of risk associated with online
shopping, (3) the elements and pre-conditions of trust in e-Commerce, (4) the differences
between pure-play and hybrid online retailers in the context of trust in e-Commerce,
(5) branding strategies to communicate trust in e-Commerce, and (6) the use and benefits of

seal of approval programmes. The interview transcripts are contained in appendix 3.

After the table with the selected interviewee responses, the information and insights
gathered during the interviews are summarised and presented. In this section the interview
questions are grouped into broader finding categories, into which overlaps in the
respondents’ answers are consolidated. Then, a high-level overview briefly summarises the

insights and findings from the in-depth interviews.

Additionally, during the interviews a questionnaire which deals with the general building
blocks of trust in e-Commerce was handed out to the respondents. The respondents were
asked to fill out the self-administered questionnaire at their own convenience and send it
back to the researcher. The questionnaire investigates the relative importance the
respondents attach to the general building blocks of trust in e-Commerce, as well as their
respective decomposed factors. The respondents were asked to rank each factor of the
general building blocks of trust in e-Commerce on a five point rating scale. The questionnaire
used for the analysis of the building blocks of trust in e-Commerce, from industry experts, is

contained in appendix 4.
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1.1 Findings of the In-D i

Most of the respﬁndents referred to publishéd research on Internet demographics and usage
statistics in South Africa, mainly from Webchek (various publications), the All Media and
Product Survey (AMPS, August 2000 B), the BMI Report (004, Sept. 2000), and the Mmﬂ,
Network (MSN) South African Internet User Survey 2000. The respondents’ answers and the
compiled information from the various market research documents are briefly summarised:
there are about two million people in South Africa who use the Internet on a regular basis,
about two thirds of the South African Internet user base is between 18 and 35 years old, the
remaining third covers almost the 35 to 55 year band. There is a very small percentage of
South African Internet users who are younger than 18 or older than 55 years. Over the last 2
years, women have caught up to men using the Internet. While the male / female ratio was
about 65:35 in favour of men in 1998, Internet usage is now almost equal between men and
women in South Africa (in 2001). South African Internet users tend to be well edutéd
(most completed secondary and some completed tertiary education), and middle income
earners with an average monthly disposable income of more than R4 000. The geographic

distribution of South African Internet users is concentrated around the major urban

metropolitan centres, such as Gauteng, the Western Cape and the greater Durban area.

Most of the respondents admitted having little knowledge about the use and application of

the Internet in South Africa from an Internet user’s perspective. There is, however, a general
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A

pattern: the majority of the respondents stated that South Africans use the Internet mostly
for accessing and gathering information and sending / receiving € mail. The respondents also
stated that South Africans regularly use the Internet to entertain themselves. Some
respondents also stated that the adoption of electronic commerce has increased and that
South Africans are getting increasingly confident conducting transactions on the Internet.
Nevertheless, the majority of electronic transactions are conducted with well known and
trusted companies, such as Amazon.com or ABSA’s online banking services. Most of the
respondents also stated that the volumes of electronic transactions in South Africa have not
yet reached a ‘critical mass’ (in absolute numbers), compared to the volumes of electronic

commerce in other developed countries.

Convenience was stated as the most important reason why consumers shop on the Internet,

by the majority of the respondents. Convenience, however, was defined by the respondents
in various forms and functions: availability of products, saving time, easy to locate products,
possibility of doing comparative shopping (comparative in terms of product features and
prices), broader product selection, home delivery, purchase of bulky products where delivery
is necessary, customisation of the purchasing processes (especially for frequent and repeat
purchases), and the possibility of product customisation. In terms of price advantages for
products offered on the Internet, most respondents agreed that many products on the
Internet appear cheaper than in offline retail stores. Nevertheless, hidden costs, for example
delivery fees, custom duties, foreign currency conversion and packaging fees, are often
pushing the price above the offline retail price, thus eroding the online price advantage. The
majority of the respondents agreed that there is a general public perception that prices on

the Internet are cheaper, which in fact is not true when adding on the additional costs.
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Furthermore, some respondents questioned the convenience factor: they stated that the
online purchasing process on some sites can be quite complex and in some cases even

difficult, up to such a degree that the online transaction can become inconvenient, especially

for consumers with limited Internet experience and computer literacy.

Most respondents agreed that there Is no marked difference between an Internet beginner -

(unskilled and inexperienced using the Intemmet) and an Internet expert (skilled and
experienced using the Internet) and their propensity to shop online. Due to the relative ease
with which products and services can be bought on the Internet, even Internet beginners
with relatively litte skill and experience can conduct online transactions, Some respondents
stressed that expert users make more informed purchase decisions on the Internet (more
thorough searches or product and price comparisons from a number of sites), while
beginners tend to conduct online shopping in an ‘experimentation mode’. The majority of
respondents stated that a user’s attitude and predisposition to conducting online transactions
is a more useful base of segmentation than a user’s Internet skill or experience. Examples of
attitude segmentation bases are: risk lovers, early adopters, or laggards. Each member of

these segments tends to have a unique disposition (for example: highly participative,

reserved or wary) to conducting electronic transactions.

The majority of the respondents stated that people tend to buy goods and services on the
Internet which are ‘somehow branded or commaodity type products’. They indicated that the

brand provides cues and reference points for potential online buyers, and commodity type
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products offer some kind of guarantee in the form that the buyer can expect with a
reasonable degree of certainty what he will be receiving (during the discussion books, CDs,
videos were dassified as commodity type products). Some of the respondents also stated
that ‘Internet products’ generally tend to be information rich, e.g. there are usually detailed
product descriptions as well as product and price comparisons available that assist
consumers in making informed purchase dedisions. Some respondents also stated, that
online consumers also use the Internet to obtain detailed product and comparative -
_information, but may actually purchase the products in a physical retail store. Additionally,
. some respondents stated that typical Internet products, such as books, CDs and videos, are

. usually easy to classify and require a low level of monetary and time involvement.

 According to the majority of the respondents, despite having Internet access consumers tend
not to shop online because they have little knowledge about and experience in using the
Intemet, they do not see the value and benefits of conducting online transactions and they
lack instant gratification, as purchase elements. The respondents stated that the adoption of
online purchasing _Is‘ based on a progression of time and experience: as more and more
‘uncertainties’ about the Internet are removed, through experience gained over time, people
are likely to become more knowledgeable and confident in using the medium and may
increasingly conduct electronic transactions. Another important factor why consumers with
Internet access do not shop online is that there are too few reasons and perceived benefits
to shop online. It was commonly stated that South African consumers with Internet access
have a host of shopping alternatives, such as neérby modern shopping malls. Furthermore,

the physical shopping experience often provides socialisation elements (human interaction,
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impuise buying) and ihstant gratification, which the online medium cannot easily replicate.
Some respondents also stated that in order to motivate consumers to shop online a mental
shift needs to take place in the mind of the consumer. Depending on the individual, this
mental shift may be difficult to achieve, as the person may be resistant to change and to

adopt the online medium as an alternative shopping channel.

Security, privacy and fulfilment risks are the biggest (perceived) risks consumers have about

online shopping. Concerning security, the majority of the respondents stated that payment
security is one of the biggest risks consumers perceive about online shopping, especially
-concermns about giving away credit card details to complete an online transaction. In this
context many respondents stated the example that people willingly hand over their credit
cards to waiters in restaurants, who can access their details easlly, whereas they are
reluctant to provide their credit card details to complete an online order. On the other hand,
the respondents stated that consumers seldom understand the issues and technology
relating to security. While real security on the Internet typically requires to install software or
hardware on both the dlient (consumer) and the server (online retailer), there can only be a
general feeling or perception of security associated with online shopping. For example,
people tend to believe a site is ‘secure’ when they recognise the padlock in the browser
window. According to security experts, the padiock icon does not guarantee absolute
security, it merely assures the transacting parties their identification is authenticated (i.e. itis
verified that the transacting parties are in fact, who they claim to be). Additionally, security
technology such as encryption and the use of digital certificates is largely unknown by the
majority of South African online consumers, stated the respondents. Insufficient privacy

protection was mentioned as another major risk of online shopping. Consumers tend to
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dislike submitting information over the Internet, espedally if it is personal or sensitive
information that is not necessarily required to complete an online transaction. According to
the respondents, online consumers are also concerned about the storage and use of their
information once it Is submitted. Respondents stated that there is the general fear that
people’s personal 'inforhaﬁon will be misused for unsolicited advertising purposes. The next
biggest risk associated with online shopping the respondents stated is centred around
fulfilment. Good fulfilment was defined by the respondents as: receiving the’ right goods in
proper condition and in a reasonable amount of time, correct billing, customer information
and helpdesks, and strong product returns and customer recourse policies. The majority of
the respondents stated that, consumers are generally concerned about these issues,
especially with the return of goods which were incorrectly shipped }or arrived damaged, and
the subsequent recovery of money as a result of incorrect fulfilment. Some respondents also
stated that a risk consumers perceive about online shopping has to do with a lack of
knowledge about the online retailer a consumer wants to do business with, especially when
an Internet retailer is only present on the Internet and has no strong brand names or a
credible reputation. These concerns generally center around the lack of reputation of an
online retailer. Furthermore, the respondents stated that there are also a number of other
risks consumers perceive about online shopping, due to their lack of experience and
knowledge of the Internet. For example, they stated that consumers dislike the ‘intangibility
element’ of an online purchase, i.e. the absence of ‘look and feel’ aspects, the concern of
receiving goods which appear or which are presented differently on the browser screen, and
the lack of human interaction in the purchasing process. Furthermore, some respondents
stated that technical problems of a site, such as dead links, corrupt pages, and the general
problem of slow Internet connection speeds in South Africa may be considered as concerns

for consumers to shop online.
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Most of the responden!s stafed, that in order to lower the perception of risk assodated with
online shopping companies should leverage their (existing) brands, invest in building strong
online brands, and combine, where possible, online and offline advertising efforts.
Leveraging existing brands and creating strong brands in the Internet field is likely to
communicate assurance and a ‘sense of guarantee’ to the customer. In terms of extending
an existing brand to the Internet, the respondents stressed that brand consistency across all
media channels is important to leverage an existing brand and to build a credible online
brand. Furthermore, to lower the perception of risk associated with online shopping, the
majority of the respondents stated that an education process needs to také place that
explains the issues and concepts around online shopping and helps to ‘demystify electronic
‘commerce’. This customer education process should bring issues of importance to
‘customers, such as Interet security, privacy protection and contextualise the use of credit
cards as a means of payment on the Internet. The majority of the respondents stated that
through an education process, customers’ awareness levels and confidence in online
shopping could be raised and their concerns about online shopping could be lowered.
Additionally, to lower the perception of risk assodated with online shopping some
respondents stated that alternative and secure ways of payment shduld be introduced, such
as the use of an ‘Internet currency’ or an ‘Internet debit card’. Some respondents also
mentioned that seals of approval from credible independent authorities could help lowering

the perception of risk associated with online shopping.
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Among the respondents there are multiple assumptions, definitions and descriptions about
the e-Commerce trust concept. The respondents tended to base their responses on their
area of expertise and the environment they are engaged in, when asked what trust in.
e-Commerce means to them. For example, business oonsuitants tended to describe trust in
e-Commerce in rather broad terms, drawing on a number of issues from the e-Commerce
and e-Business field, whereas industry spedcialists (network security, digital branding,
marketing experts) tended to emphasise selected issues which relate to their area of
expertise. Nevertheless, among the respondents there were a number of common issues
about trust in e-Commerce: trust in e-Commerce was generally perceived as an underlying
driver for a person to conduct transactions on the Intemet. The majority of the respondents
agreed that branding, security, privacy protection, proper fulfilment (incduding timely
delivery, correct billing, and customer recourse) and the ‘keeping of promises’ are important
‘enablers’ to the building of trust in e-Commerce. Most of the respondents also agreed that
trust in e-Commerce is not fully developed yet, and that consumeré generally tend to dis--
trust online retailers, espedally in the absence of strong online brands or an online retailer's
reputation. Furthermore, some respondents described a patten or process of the
development of trust in e-Commerce: first, a person must have some basic trust in the
Internet as a transactional medium (i.e. he must have the need, ability and confidence to
access a site, navigate through the offerings, find and identify relevant products or services
and complete the online transaction), second, he must trust in the online retailer, third, he
must have trust in the product offering (i.e. the product and how it is displayed and
presented on the screen), and fourth, he must trust in the fulfilment of his transaction
(including payment and delivery of the product or service and after sales support). In

general, respondents described an online trust building process, as a process that occurs
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over time as customers have repeat encounters with online retailers and build up a “library’
of experiences, on which their trust in e-Commerce and trust in an online retailer is

subsequently based on.

1.1.10

Branding was mentioned by the majority of the respondents as the single most important
element of trust in e-Commerce. The respondents referred to branding as a function of trust
in e-Commerce In various ways: brand recognition, brand credibility, brand collaboration and -
co-branding, brand perception, brand personality, brand assodation, brand experience, and
brand equity. The collection of brand related terms, mentioned by the respondents, indicates
the importance they attach to branding as a trust building element. Another important

element of trust in e-Commerce, stated by the respondents Is security: the most commonly.

cited issues were payment and network security. In order to have trust in e-Commerce,

customers must have confidence that their personal details are protected, from the
submission to the storage of their data. The respondents stated that online retailers with
perceived high security standards are generally more trusted than online retailers whose
security methods cannot be easily assessed. There is, however, the debate whether there is
‘real’ security on the Internet, or if security methods such as encryption only generate a
perception of security (see also 4.2.7: Risks consumers perceive about online shopping).
Additionally, some respondents stated, that an online retailer’s computer network must be
protected against the break-in of internal and external intruders, which could gain
unauthorised access to an online retailer's systems and steal customer’s confidential
information. According to the respondents, this is perceived as a major concern to online
consumers. Some respondents even stated that a single incident of a break-in into an online

retailer's computer system, could destroy the image and reputation of the online retailer
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forever. The third major element of trust in e-Commerce, identified by the respondents is
pﬁvaq protection. The majority of the respondents stated that online consumers must be
assured that their personal information is not only safe to be accessed by authorised
individuals only, but they must be assured that they wont be victims of unsolicited
advertising efforts, which most of the respondents referred to as ‘spam’. Furthermore, the
respondents stated that consumers are usually only willing to submit information which is
necessary to cpmplete an online transaction. Any other information requests, unnecessary to
complete an online transaction, are likely to be regarded suspiciously by online consumers,
and may lead to question the retailer's purpose for collecting the additional data. Some
respondents also mentioned that an important element of trust in e-Commerce is experience.
Experience was defined as: user experience while a person is navigating through the site,
and experience as an accumulation of previous encounters with an online: retailer. The -
respondents stahed‘that the more pleasant experiences a person has withv an online retailer,
the more likely the person is to trust that retailer. Despite the three dominant elements of
trust in e-Commerce, branding, security and privacy protection, the respondents also
mentioned a number of ‘secondary’ elements: easy and consistent navigation through Web
sites, providing access to the company in multiple ways (online and traditional means of
communication), maintaining a ‘human touch’ on the Web site, providing good search
capabilities, personalisation of Web sites and content, quick feedback and responses to

customers’ queries and complaints, and adequate recourse and return policies.

1.1'11 .

The majority of the r&spondent: stated that experienced Internet users tend to have more
trust in e-Commerce than inexperienced Internet users. They generally agreed that

experienced Internet users are more familiar with and have a better understanding of the
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Internet and specific online retailers than inexperienced Internet users, as they may have
already gained some experience through previous online purchases. Furthermore, they
stated that expert Internet users have realised the benefits and convenience of online
shopping and tend to better understand the risks associated with online shopping, such as
privacy and security risks. Nevertheless, the respondents stated that experienced Internet
. users choose qUite carefully and selectively with whom they are doing business online. The
respondents further stated, that through previous purchases experienced Interhet users
have learnt which online retailers to trust; generally most purchases are repeat purchases
with those online retailers with whom a customer has had pleasant previous encounters and
where the expectations in the online retailer have been met. For inexperienced Internet
users, these experiences have yet to be gained, stated the respondents. Some of the
.- respondents also stated that inexperienced Internet users are more likely to be in a state of
+ ‘trial and adoption’, and are less likely to have strong ties to a particular online retailers.
Some respondents stated, however, that generally there is no marked difference between
-~ experienced and inexperienced Intemet users and experts and thelr propensity to have trust
* in e-Commerce. They stated, that trust in this context is more a function of perceived risk,

rather than a function of Internet user level of skill or experience.

While there are generally differences between product and service offerings, such as physical
product features vs. the intangible nature of service offerings, almost all of the respondents
stated that there is no major difference between online product and service offerings, in the
context of trust in e-Commerce. The respondents stated that the purchasing process for both
types of offerings on the Internet is quite similar: from search, navigation, selection,

purchase, to payment; the only component that is different is fulfilment. With the purchase
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of a physical good, an online consumer may receive the good at a certain point in the future,
while the delivery of a service over the Internet can happen almost instantly. For example,
software downloads may commence when the credit card details are verified, and an online

bank account is usually updated as soon as an order is typed in and the site is updated.

1.1.13 Be

Most of the respondents agreed that at the same level of brand equity, hybrid online retailers
are generally perceived more trustworthy than pure-play online retailers. The respondents
stated that hybrid online retailers usually have the advantage of established brand names,

‘which they can extend to the online medium. Puré-play online retailers, which originated on

the Internet, often have great difﬁcdlti&s in establishing a strong brand name and a credible
reputation in the online domain; a process that needs time and investment in the brand. The
respondents also stated that another advantage of the hybrid retailer is their presence in the
physical world and the support of the online offerings through traditional communication
channels. According to the respondents, consumers may have more trust in hybrid online
retailers knowing that there are shops they can visit to evaluate, compare or return goods.
Furthermore, for the hybrid model some respondents stated that customers may have
existing relationships with the retailer and have built up a history, which would lead them to
trust that retailer on the Internet more readily than dealing with a largely unknown pure play
online retailer. The respondents placed great emphasis on brand equity. Between hybrid and
pure-play online rétailers, the majority of the respondents stated that brand equity
determines the level of trust in the online retailer. The respondents stated similar examples:
the online bookseller Amazon.com, a brand that originated on the Internet, is probably

perceived much more trustworthy than the South African online bookseller
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Exclusivebooks.co.za, even though Exclusive Books have physical stores locally. Conversely,
an online home shopping operation, such as Woolworth’s ‘Shop in the bag’ is generally
perceived more trustworthy than smaller pure-play Internet home shopping sites (such as
Megashopper.co.za), due to the strength of the Woolworth’s brand. Some respondents also
mentioned that the level of trust in e-Commerce between hybrid and pure-play online
retailers is a function of perceived risk, price and the value of the offering to the customer.
They agreed that these issues relaté back to branding, and that pure-play online retailers
would generally be perceived less trustworthy than hybrid online retailers, espedially if the

company has no established brand names or a credible reputation.

1.1.14

Building strong credible online brands was identified as important factor to communicate
trust in e-Commerce, by the majority of the respondents. They stated that companies should
invest in building strong online brands, whether they are new online brands or extended
brands from the offline domain, and should establish and maintain brand credibility. Some
respondents stated that a strong online brand is of even greater importance in the pre-
purchase phase, where the brand could provide cues and reference points to the customer,
who would then be more willing to trust the online retailer. Some respondents also stated
that ‘human interaction’, through traditional means of communication and customer
education, i.e. information about the online retailer and electronic commerce, could help
communicate trust to consumers. Most of the respondents agreed that communicating trust
in e-Commerce is a function of time and user experience. An online consumer is likely to
have greater trust in an online retailer when he has had a series of good experiences with

the online retailer, and when his expectations were consistently met or exceeded. Again, the
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respondents mentioned that it is largely the online brand which communicates trust in

e-Commerce, and provides reference point and cues to the online consumer.

1.1.15

In terms of an overall branding strategy for trust in e-Commerce, the majority of the
respondents stated that there should be consistent branding strategies across all online and
offline media channels. Respondents stated that across all media channels there should be
consistent branding messages, and that an existing offline brand should be leveraged and
even be reinforced on the Internet. Respondents also stated that important branding
strategies to convey trust in e-Commerce are the overall look and feel’ of the Web site,
professional Web site design, enhanced Web site functionality, ease of use, simplicity of
navigation, using a common language, and the display of credible logos or seals of approval
from independent authorities. Additionally, some respondents emphasised again the
importance of the brand and the online user experience. Some respondents also mentioned
using alliances and channel partners, with strong brands, in a co-branding partnership. For
example, a largely unknown online retailer could benefit from partnering with a large and
trusted logistics company, such as Federal Express. The ‘FedEx’ affiliation and logo on the
retailer's Web site could help to communicate trust to online consumers, although the online
retailer may not have a strong online brand. The partnering company with the stronger
brand in this case has to ensure that the online retailer uses their brand in appropriate and

consistent ways to avoid brand dilution.
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1.1.16

The majority of the respondents stated that, in case of partnerships or third party providers,
an online retailer needs to ensure that each supply chain partner performs its role to meet
customer expectations. Respondents stated that utilising intermediaries and channel partners
in the context of e@ommeroe Is quite important, as complete dis-intermediation is unlikely to
" happen. The respondents stated that consumers tend to want ‘complete’ solutions, that an
online retailer can often not perform by himself and is required to partner with appropriate
‘channel partners, such as logistics or payment specialists. The respondents further stated
that despite the fact that intermediaries are involved in the purchase process, the online
consumer tends to percelve only the online retailer as a reference point. Consequently, any
-online shopping incident Is likely to be blamed on the online retailer, even though it may be
- beyond the retailers control. Some respondents identified this as the ‘source effect/, a
marketing concept that relates the outcomes of a transaction or effect of communication to
- the source of the cause, in this case the online retailer. Some of the respondents stated that .
online retailers need to have strict and enforceable service level agreements with
intermediaries along the supply chain, to ensure every member is effectively performing his
part and is committed to the relationship (i.e. the adherence to agreed upon standards).
Furthermore, most respondents stated that online retailers have to ensure they associate
themselves with ‘trustworthy’ channel partners, if they lack reputation or strong brand
names. Some stated that there may even be cases where a supply chain partner’s brand
may be stronger and may be perceived more trustworthy than the online retailer's brand. In
that case the online retailer could leverage a channel partner’s brand, to add credibility to his
brand by assoclating himself with the brand and displaying partner logos on his Web site on
critical places. The majority of the respondents also stated that brand and service

consistency are important elements for establishing trust in e-Commerce, along an online
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retailer's supply chain. Again, picking channel partners carefully was stated as critical to
ensure quality service delivery and brand consistency along the supply chain, by the

respondents.

1.1.17

Industry self-regulation was identified as more favourable for establishing an overall
framework for trust in e-Commerce, than govemnment regulation, by the majority of the
respondents. Most of the respondents believe that in the South African context, industry seif-
regulation is more flexible and adaptive to the fast paced developments in the Intemnet

~ environment than government regulation and legislation. Respondents stated that direct
- regulation through the government is: ‘not viable, too slack, too slow, in-capable’, and could
"~ even be ‘counter-productive’. Respondents also stated that they dont trust the
- government’s approach e-Commerce and criticised sections of the Green Paper on:Electronic

Commerce, an open e-Commerce discussion paper the government issued at the beginning
of this year. Nevertheless, some respondents stated that government has to provide the
basic legislative environment for Intermnet trading, which includes privacy and consumer
protection, security standards and a legal framework of conducting transactions online.
They stated that there is the need of combining both government regulation and industry

self-regulation, to establish an effective framework for trust in e-Commerce.
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1.1.18 Privs

Privacy intrusion and non-fulfilment were mentioned as the most critical issues, by the:

majority of the respondents, as the reasons for breaking consumer’s trust in e-Commerce.
Respondents stated that privacy intrusion includes the abuse of personal / confidential
customer information, selling customer information to third parties for advertising purposes
and ‘customer spamming’ as a result of applying customer insights to marketing campaigns .
unwanted by consumers. With respect to privacy intrusion, most of the respondents stated .
that consumers largely perceive their privacy has been violated if the weren't informed how
their information is going to be used and if they hadn’t had an opportunity to consent to the
use of their personal information. Some respondents stated that consumers would actually
agree to the sharing of personal information with third parties, if they are informed about
the marketing schemes and if they perceive a benefit or value in recelving marketing
communications targeted at them. For non-fulfilment, the respondents mentioned a number
of issues, such as non-delivery of the goods purchased online, incorrect billing, longer then
expected delivery times, receiving incorrect or damaged goods, or generally the non-
fulfilment of customer service, such as not responding timely to enquiries, not meeting
customer expectations or not delivering on promises made. Some respondents summed this
up by saying that generally a single bad customer experience on the Intemet is likely to
break consumer’s trust in e-Commerce. Some respondents also mentioned the monetary
aspects of a bad online experience: for example an economic loss as a result of an online
transaction, such as over-charged credit cards, or the loss of money due to the non-recovery
of a bad purchase. Some respondents further mentioned some technical aspects about the
Web site that may lead consumers to distrust an online retailer: sites must be well designed
and easy to navigate, there shouldnt be any dead links or any ‘404’ (site not found)

messages, the back-end systems should be secure to prevent anyone to *hack’ (i.e. break in)
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the site, the content should be useful to the consumer, and policies about privacy, security
and customer recourse should be clearly stated on relevant places on the online retailer’s
Web site. Furthermore, some of the respondents stated that the lack of personal interaction
and communication may lead consumers to distrust e-Commerce. They mentioned, however,
that applying itol marketing tools, such as personalisation of content, could help in
generating a more “personal’ feeling on the Internet, and could help create more trust in the

Web site and the online retailer.

1.1.19 |

The majority of the respondents stated that once a consumer loses trust in an online retailer,
due to various circumstances such as non-fulfilment, incorrect billing, not responding to-
inquiries, there is very little an online retailer can do to re-establish or re-gain that trust with -
the customer. Some respondents even stated that due to the availability of alternative online
retailers ("a mouse-click away’) and substitute products on the Internet, consumers whose.
trust and faith has been broken through the acts of an online retaller or a partner along the
supply chain, are unlikely to ever do business again with that online retailer. However, there
may be certain circumstances where even a disappointed consumer may returmn to an
‘unreliable’ online retailer. For example when a product is only avallable through the
particular retailer, where the disadvantage or economic loss is not severe, where the
customer Iis an inexperienced Internet users and assumes part of the responsibility of the
failure, and in cases where an online consumer identifies and blames a third party for failure,
such as non-fulfilment due to the failure of an outsourced delivery company. The majority of
the respondents generally stated that the possibility of re-establishing or re-gaining trust
with a disappointed online consumer, depends on factors such as severity of the case, a

consumer’s ability to absorb the disadvantage or economic loss, the influence of third parties
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and the consumer’s self-responsibility, such as admitting an incorrect shipping address has
been entered. Additionally, some of the respondents mentioned specific means to re-
establish trust with a customer, such as admitting guilt through direct and personal
communication, providing Information and explaining the failure reasons to the online
customer in an understandable way, as well as restoring the customer’s economic loss,

including all subsequent charges the customer has incurred as a result of the retailer's

failure,

Although the awareness about seal of approval programmes in South Africa has grown
during the past years, the majority of the respondents stated that seal of approval
programmes are not well known in South Africa; some of the respondents also admitted that
they personally lacked in-depth knowledge about seal of approval programmes; both inthe
South African and international context. Most of the respondents referred to.seal brand
names such as VeriSign, Trustee and PriceWaterhouseCoopers, when asked what seal
programmes they know. They were, however, generally inconsistent in relating various seal
brands to their underlying programmes: for example, some of the respondents related
VeriSign very broadly to network security, while others related VeriSign quite specifically and
correctly to the use of digital certificates and encryption technology to ensure the

authentication and identification of buyer and seller information on the Internet.

Regulation, oversight and assurance of an independent third party were mentioned as the

most important benefits of using a seal of approval on an online retailer's Web site, by the
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majority of the respondents. They stated that third party affirmation creates a perception of
enhanced credibility and security, i.e. there is an independent authority ‘prepared to stake
their reputation’. In general the respondents stated that, in line with the two factor
motivation theory, displaying a seal of approval does generally no harm and may be lead to
additional benefits, while the absence of a seal could lead consumers to distrust an online
retailer. Seals issued to online retailers act as visible cues, and some of them have already
evolved to trusted brand names, such as VeriSign and Trustee. Some respondents stated
that these brands lead consumers ‘to transact without having concerns’ with an online
retailer who carries a seal of approval on his Web site. On the other hand, some respondents
mentioned that these seals in fact do very little to communicate trust in e-Commerce, They

stated that the seal logos can be easily copied by scrupulous online retailers, who intend

- using the seal to make potential customers believe they are participants in a credible seal of

approval programme. It is impossible for the seal organisations to find out when a seal is

.copied on to an unauthorised site, and even knowing a seal has been stolen there is little

- these companies can do to force the online retailer to remove it. In this sense, the credibility:

of seals of approval is diluted and the use and overemphasis of seal programmes could even
be counterproductive, stated some respondents. To overcome this problem, some of the
respondents stated that industry specific seals could be issued by niche players, who have

more effective control and enforcement over the participating online retailers.

1.1.22 K

Comparing the usefulness and benefits of displaying seals of approval on a hybrid online
retailer’s Web site and a pure Internet player’s one, the majority of the respondents stated

that pure play online retailers with largely unknown brands generally benefit the most using

credible seals of approval. Seals could help in establishing credibility to a pure play online
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retailer's Web site and could provide a reference point for consumers, for example an icon or
logo that they know or have seen on other trustworthy sites, They stressed, however, that
the seal must generally be credible and trustworthy and must be a known brand. The
respondents commented further that hybrid online retailers generally benefit from
established brand names and relationships with customers, which they can leverage for their
online presence. In some cases these brands could be so powerful that a seal of approval is
not only unnecessary, :but it could even damage the reputation or could dilute the strength
of an existing brand. Some of the respondents provided examples from their own
businesses: they are reluctant to display seals of approval, because their brands are well

known and established, both on the Internet and in the physical world.

1.1.23

" For this question respondents were asked to identify the important elements a ‘generic’ seal
of approval programme should have to establish and communicate trust (in e-Commerce) to
online consumers. The majority of the respondents mentioned that such a seal should have
the following three policy or programme elements: protection of customer’s privacy and
information, transaction integrity and strong fulfilment, and customer recourse policies.
According to the respondents, there should be dear policies and guidefines how online
retailers collect, store and use customer information. The respondents mentioned that there
should even be ways for customers to access the information stored about them. The seal
programme should also provide guidance and direction to ensure the security of transactions
and computer networks. From the submission of customer data to the processing and storing
of that information, a ‘trust seal’ should prescribe generally accepted security standards,

such as encryption, verification and authentication standards. Furthermore, they should
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provide strong return and customer recourse policies, to establish and effectively

communicate trust in e-Commerce.

The majority‘of the respondents stated that the most credible and established seal brands,
such as VeriSign, Trustee and VISA, should be used and the benefits of using seals of
approval should be emphasised to promote the use and adoption of seals of approval in
South Africa. Most of the respondents stated that South African Internet users have no clear
underﬁ:anding or knowledge about Web seals. Likewise, South African online retailers may
be aware of certain Web seals, but they are reluctant to participate in seal programmes and
place seal logos on their Web site, due to the little expected benefits of using a Web seal.
The respondents stated that online retailers may not want to partidpate in @ Seal
programme, since the benefits of participating and adhering to a certain code of conduct, is
not perceived favourable in the sight of the South African online consumer, and would not

necessarily lead consumers to trust an online retailer more.
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Objective 8; The typical South African Internet user tends to be well
educated.

To evaluate this objective the findings form the literature review are mainly analysed as the

findings are more representative in terms of sample size. In South Africa only 6% of all Internet

users have no matric qualification, compared to 37% who have matric qualification, and 57%

who have some form of higher education. Compared to the general population, South African

Internet users are almost twice as likely as the average South African to have matric level

education and almost six times as likely to have completed some kind of higher education.

Objective 9: South African Internet users mainly use the Internet as a
communication medium.

Research findings from the quantitative analysis and literature indicate that the Internet seems
to be more a communication than a transactional medium. Quantitative analysis and literature
review are congruent in their findings that the two most frequent uses people make of the
Internet are email (31% and 33% respectively) and searching for information (16% and 27%
respectively). Additionally, findings from the literature review reveal that over 80% of all

Internet users state that the Internet’s ability to function as an effective communication

medium was a primary reason for getting online.
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Objective 10: South African Internet users shop with moderation on the
Internet.

Both literature review and quantitative analysis are congruent in their findings that South
African online shoppers buy goods and services on the Internet with moderation. The
quantitative analysis reveals that about 68% of online shoppers shop less than once a month on
the Internet, compared to the literature review findings where only 12% of online shoppers
shop more than once a month on the Internet. Only a small fraction of online shoppers (3%)

indicates that they shop very frequently on the Intemet (l.e. more than 10 times per month).

Objective 11: Convenience is the most important reason why consumers
shop on the Internet.

The findings of all three forms of research, literature review, qualitative and quantitative

analysis, indicate that convenience is the single most important reason why consumers shop on

the Internet: about 45% of all online shoppers attest that convenience is their main motivation

for shopping on the Internet. Convenience was also stated as the single most important reason

why people shop on the Intemet, by the majority of the respondents during the in-depth

interviews.

Objective 12: The biggest risks consumers perceive about online
shopping are security risks.

All three, literature review, qualitative and quantitative research reveal that security is an

essential component of online shopping and trust in e-Commerce. Nearly one quarter of the

respondents of the mall survey indicated that security is their primary concern when dealing

with online retailers. Similarly, findings of the qualitative research indicate that security is one of
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the biggest risks consumers perceive about online shopping. Furthermore, findings of the
literature review suggest that security is the most frequent concern keeping customers away

from doing business on the Internet (Cheskin, 1999; PriceWaterhouseCoopers, 1999).

Objective 1.3: The most frequent problem consumers encounter with
online shopping is the timely fulfilment of their order.
While timely fulfilment of an online order is generally stated as one of the main problems of
online shopping, it is not necessarlly the most frequent online purchasing problem: the
literature review identified that about 45% of the most common online purchase problems deal
with site design and functionality elements (l.e. pages took too long to load, site was confusing,
products could not be found), and only about 15% of online shoppers stated that products took
much longer than expected to arrive, Similarly, the quantitative research reveals that the
majority of the respondents have In fact not experienced any problems shopping on the
Internet, and only about 19% of the respondents indicated that they experienced problems with

the timely fulfilment of their order.

Objective 14: The lack of credit card ownership is the most important
reason why South African consumers do not shop on the
Internet.

The main evidence to support this objective derives from the findings of the quantitative

research to evaluate this objective from a South African perspective. Almost one third of the

respondents of the mail survey stated that, despite having access to the Internet, they are not

shopping online because they do not possess a credit card. Thus, from a South African
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perspective, there is evidence that the lack of credit card ownership is the most important

reason why consumers do not shop online, although they have Internet access.

Objective 15: Trust is the underlying driver for consumers to conduct
transactions on the Internet.
Findings of the qualitative research and the literature review indicate that as the Internet
develops and matures, its success largely depends on gaining and maintaining the trust of
visitors; and similarly, without trust the development of e-Commerce cannot reach its full
potential (Cheskin, 1999; PriceWaterhouseCoopers, 1999). The concept of trust is crucial
because it affects a number of factors essential to online transactions. Furthermore, consumers
tend to make online purchasing decisions on the basis of trust (Urban, Sultan, Qualls, 2000;
Cheskin Research, 1999). The majority of the respondents of the in-depth interviews agree that

trust Is the underlying driver for consumers to conduct transactions on the Internet.

Oblective 16: Consumers generally do not have trust in e-Commerce.

Findings from the quantitative research and the literature differ in terms of whether consumers
generally have trust in e-Commerce or not. The quantitative analysis reveals that almost three
quarters of all respondents have trust in e-Commerce. This number seems overstated compared
to other South African and international Internet user research. Thus, keeping in mind that the
sample size of the quantitative research was relatively small, this finding should be applied with

caution. Rather the findings of the literature review should be applied, which indicate that on a
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global scale consumers generally have no trust in e-Commerce. Evidence suggests that about
two thirds 6f Web users do not have trust in e-Commerce (Jupiter Communications, 1999).
Similarly, other sources further indicate that consumer's Thternet trust is relatively shallow
(Cheskin, 1999; Emst & Young, 2000). This is line with findings of the qualitative research
where the majority of the respondents stated that trust in e-Commerce Is not fully developed

yet and that people generally tend to dis-trust e-Commerce.

Objective 17; The type of products most frequently bought on the
Internet are branded products.
The analysis of the literature review and the quantitative research indicates that the main online
purchase categories are books (23%), CDs and Videos / DVDs (17%) and computer software
(15%). For the purpose of this research these product categories are classified as branded
goods as these goods are unique and differentiated products which consumers purchase with a
pre-defined set of knowledge and expectations. This Is supported by findings from the
qualitative research, where respondents agree to this dassification and state that consumers

tend to buy goods and services on the Internet which are branded or commodity type products.

Obiective 18: Without assured privacy, effective e-Commerce is not

possible.
All three types of research reveal that privacy is a prominent factor of trust in e-Commerce.
Consumer’s fear of privacy invasion on the Internet threatens the ability to build trust online;
trust in e-Commerce can be enhanced by ensuring consumer privacy (PriceWaterhouseCoopers,
1999; Urban, Sultan, Qualls, 2000). Similarly, if trust is to be built into the e-Commerce process,

privacy and confidentiality must be at its core (Cheskin, 1999). Furthermore, findings from the



Research Objectives and Conclusions 217

quantitative research suggest that almost two thirds of Internet users would engage in
e-Commerce if they could be assured that the privacy of their personal information would be
protected. The respondents of the in-depth interviews agree that privacy is the most important
building block of trust in e-Commerce, and likewise privacy is the most important building block

for trust in e-Commerce for the respondents of the mail survey.

Objective 19: Internet security is an essential component of trust in
e-Commerce.
Similar to privacy, security is another prominent factor of trust in e-Commerce, as all three
types of research indicate. Security in the world of e-Commerce Is crucial
(PriceWaterhouseCoopers, 1999; Deloitte & Touche, 1999). Satisfying people’s need for security
on the Internet is the first and most necessary step in beginning the trust building process
(Cheskin, 1999). Additionally, findings of the qualitative and quantitative research identifies
security as the second and third most important building block of trust in e-Commerce,
respectively. Additionally, security concerns was Identified by the majority of the mail survey

respondents as the most important concern dealing with an online retailer.

Objective 20; Fulfilment is an important element of trust in e-Commerce.

This objective is supported by evidence from all three types of research. The literature review
reveals that one of the most obvious questions about e-Commerce on the Internet is whether
or not consumers receive the merchandise they ordered in a timely fashion at the agreed-upon
price, or even more focused, the most important element of trustin  e-Commerce is fulfilment
(Urban, Sultan, Qualls, 2000; PriceWaterhouseCoopers, 1999). Findings from the qualitative

research indicate that the majority of the respondents identify fulfilment as one of the main




Research Objectives and Condlusions 218

elements of trust in e-Commerce. Furthermore, fulfilment was the second most important

building block of trust in e-Commerce for the respondents of the mall survey.

Objective 21: The propensity to shop online is positively related to users
Internet experience (i.e. experienced Internet are more
likely to shop online than inexperienced users).

The evaluation of this objective is largely based on the findings of the quantitative research.

Correspondence analysis and correlations between the variables ‘respondent’s experience using

the Internet’ and ‘have shopped online’ did not reveal a statistically significant relationship.

Statistical analysis could not reveal that If respondent’s stated they have been using the

Internet for more than 2 years (i.e. the variables ‘2 to 4 years’ and ‘more than 4 years’ using

the Internet were used to identify experienced Internet users) they are more likely to shop on

the Internet than users who are not as experienced using the Internet (l.e. users with less than

2 years Internet experience).

Objective 22: Trust in e-Commerce is positively related to users Internet
experience (i.e. experienced users tend to have more trust

in e-Commerce than inexperienced users).
Again, the findings of the quantitative research are used to evaluated this objective.
Correlations and correspondence analysis between the variables ‘respondent’s experience using
the Internet’ and *have trust in e-Commerce’ did not reveal a statistically significant relationship.
In other words, the statistical analysis of the quantitative data could not reveal that if
respondent’s stated they have been using the Internet for more than 2 years (i.e. the variables

‘2 to 4 years’ and ‘more than 4 years’ using the Internet were used to identify experienced
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Internet users) they tend to have trust in e-Commerce than users who are not as experienced

using the Internet (i.e. users with less than 2 years Internet experience).

Objective 23: Consumers who have trust in e-Commerce tend to shop
more often online than consumers who do not have trust in

e-Commerce.
Similarly to objectives 21 and 22 the evaluation of objective 23 is largely based on the findings
of the quantitative research. Correspondence analysis and correlations between thevvariables
‘have trust in e-Commerce’ and ‘frequency of online shopping’ did not reveal a statistically
significant relationship. Statistical analysis could not reveal that if respondent’s stated they have
trust in e-Commerce they tend to purchase more frequently goods and services on the Internet

than people who stated they have no trust in e-Commerce.

Objlective 24: People with higher incomes tend to have more trust in e-
Commerce than people with lower incomes.

The evaluation of this objective Is largely based on the findings of the quantitative research.

Correlations and correspondence analysis between the variables *have trust in e-Commerce’ and

‘income’ did not reveal a statistically significant relationship. Statistical analysis could not reveal

that if respondent’s are high income eamers (i.e. earning more than R 10 000 per month) they

tend to have more trust in e-Commerce than people belonging to the lower income groups (i.e.

earning less than R 10 000 per month).
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Objective 25: Hybrid online retailers are perceived more trustworthy
than pure play Internet retailers.
Literature review, quantitative and qualitative research reveal that hybrid online retailers, who
operate in the physical retail environment as well as the online environment, are perceived
more trustworthy than their pure-play online counterparts. Findings of the literature review
indicate that most successful online retailers blend their online and offline channels, and about
60% of all online retailing revenues in 1998 were generated by retallers who had an ohline and
offline presence (Boston Consulting Group, 1999; Cheskin, 1999). Furthermore, for the majority
of the respondents of the mail survey the most important element for choosing an online
retaller i; the assurance that the retailer has also physical stores (32%). The majority of the
respondents of the in-depth interviews further state that at the same level of brand equity,

hybrid online retallers are generally perceived more trustworthy than pure-play online retailers.

Objective 26: An online retailer's brand is an important factor for
communicating trust.
All three types of research reveal that an online retaller's brand Is an important factor for
communicating trust. Findings from the literature review indicate that he most trusted Web
sites are or contain well known brands (Urban, Sultan and Qualls, 2000; Cheskin, 1999).
Regardless of where a brand established itself, onli}ne or offline, one key aspect of establishing
trust with consumers on the Internet is the reputation of an online retailer's brand (Cheskin,
1999; PriceWaterhouseCoopers, 1999). Analysis of the qualitative and quantitative research
further reveals that branding, in the context of trust in e-Commerce, is also regarded as an

important building block for trust in e-Commerce.
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Objective 27: Industry self regulation is generally preferred to
government regulation for developing trust in
e-Commerce.

The findings from the qualitative research and the literature review indicate that although many

national governments are involved in the orderly governance of the Intemet (including taxation,

protection of personal information and privacy, and electronic signatures and authentication),

the government regulatory approach reveals several flaws for creating trust in e-Commerce, i.e.

unresponsive initiatives, prohibitive government regulation, unnecessary regulation of

commercial activities (Trustee, 1999; PriceWaterhouseCoopers, 1999). Industry self-regulation
and self-governance is generally regarded as the preferred alternative to government regulation
for creating trust in e-Commerce (Deloitte & Touche, 1999; Trustee, 1999). Similarly, the
majority of the respondents from the in-depth interviews state that industry self-regulation is
generally regarded more favourable than government regulation to establish a framework for

trust in e-Commerce.

Objective 28: South African Internet users are largely unaware of seal of
approval programmes.
To evaluate this objective the findings form the qualitative and quantitative research are mainly
analysed. The majority of the respondents of the in-depth interviews stated that seal of
approval programmes are not well known in South Africa, both by consumers as well as online
retailers. Findings from the quantitative research indicate that 88% of the respondents of the
mail survey are not aware of seals of approval and their programmes. Only a small percentage
of almost 12% of the respondents indicated that they are generally aware of certain Web sites

that carry seals of approval.
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Objective 29; The most important element of a seal of approval
programme to establish trust in e-Commerce is customer
information protection.

Again, the findings form the qualitative and quantitative research are mainly analysed to

evaluate this objective. The analysis of the quantitative research reveals that 21% of the

respondents of the mall survey conslder information protection is the most important element of

a seal of approval programme to establish trust in e-Commerce. Similarly, the majority of the

respondents of the in-depth interviews stated that protection of customer’s privacy and

information is the most important element of a seal of approval programme to establish trust in

e-Comimerce.

Objective 30: Seals of approval help to effectively develop trust in
e-Commerce.
Findings from all three types of research suggest that although seals of approval generally have
a positive impact on communicating a greater sense of credibility of online retailers, they do not
help to effectively develop trust in e-Commerce. Seals of approval are quality marks that
demonstrate that an online retailer abides by a code of integrity; the presence of seals of
approval, however, does litte to communicate trust in e-Commerce (PriceWaterhouseCoopers,
1999; Cheskin). Findings from the qualitative research reveals that the use of seals could
actually be counterproductive as the overemphasis on many seal programmes has diluted their
credibility and there have been instances where seal logos have been copied on to unauthorised
Web sites by unscrupulous online retailers. There is consensus among the respondents that

seals in fact do very little to communicate trust in e-Commerce.
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2. CONCLUSIONS OF THE STUDY

Based on the findings of the literature review, the qualitative research and the quantitative

research, the following conclusions may be drawn:

1. Trust is a simplifying strategy that enables individuals to adapt to complex social
environments, and thereby benefit from increased opportunities; it is particularly
relevant in conditions of ignorance or uncertainty with respect to unknown or

unknowable actions of others.

2. There are differences between the general trust concept and trustworthiness and
credibility: trust in general terms deals with the credibility of specific people, groups, or
institutions regarding specific actions; trustworthiness deals with beliefs about people
and actions, and credibility is the extent to which a redpient sees the source as having

relevant knowledge, skill, or experience to give unbiased and objective information.

3. To develop trust between Iindividuals they must have repeated encounters, and they
must have some memory of previous encounters. Thus, trust is based on reputation and
that reputation has to be acquired through behaviour over time in well-understood

circumstances.
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4. The main functions of trust are: trust as a main characteristic of a legitimate order and
harmonious co-operation of sodletal communities, trust as a reduction of social

complexity, and trust as a sodial and economic lubricant of co-operation.

5. For modern societies there is a renewed emphasis of trust as an underlying construct
that encourages economic exchange, the spread of communication, recognition of
cultural and political differences, as well as sodability and participation between

individuals and wider communities.

6. Trust always involves an element of risk resulting from the inability to monitor other
people’s behaviour, from the inability to have complete knowledge about other people’s

motivations, and generally, from the contingency of social reality.

2 jusion i ~ -

7. The Intemet is the world's largest and most widely used computer network, its
hypermedia environment allows information to be located on a network of servers

around the world which are interconnected.

8. The online population continues to grow at an impressive rate; in 2001 there are
approximately 275 million users connected to the Internet globally, of which about 2.2

million people are South African Internet users.
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9. The typical South African Internet user tends to be young (aged between 18 and 34
years old), lives in a major South African metropolitan centre, such as Gauteng, the

Western Cape and the greater Durban area, and is well educated.

10. Commercial activity on the Internet has been increasing rapidly since the mid 90s, and
e-Commerce has evolved into a viable business channel; nevertheless few companies
have leveraged the Internet beyond simple Web site functionality, most companies use

the Internet to display product feature and customer self-help information.

11. The main benefits of the Intemét as a commercial medium are: distribution benefits,
lower transaction costs, marketing communication benefits, improved buyer-seller

relationships, operational benefits and improved information and transaction flows.

12. While Internet users are rapidly becoming online shoppers, purchase failures, security
fears and service frustrations are rampant: about one third of all online consumer

purchase attempts are cancelled or abandoned before they are completed.

13. Consumer electronic commerce in South Africa is largely under-developed, due to the
relatively slow rate of adoption of the Internet in South Africa, and the lagging of South
African Internet users to conduct online transactions: 75% of South African Internet

users have not yet shopped online, although they tend to have positive perceptions

towards electronic commerce.
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14. The most important reasons why South African consumers shop on the Internet are
convenience and the expectation that prices on the Internet are cheaper than in the
offline retail world. South African Internet users shop, however, in moderation on the
Internet: the majority of online shoppers (68%) purchase goods and services online less

than once a month.

15. The highest online purchase categories for products are: books (25%), CDs and videos
(17%), and computer software (15%); the highest online purchase categories for
services are: travel (23%), online banking (21%), and online magazine subscriptions

(20%).

16. The most common drawbacks to successful electronic commerce are the absence of a
uniform commercial code and legal framework, concerns about security and privacy
protection, technical barriers, lack of adequate electronic payment and fulfilment

systems, and unrealistic expectations about electronic commerce.

17. The problems people most frequently encounter with online shopping are: site
functionality and navigation problems, problems with timely fulfilment of online orders,
and generally problems with customer recourse and product returns when the wrong

goods have been shipped.

18. Despite having Internet access, South African Internet users do not shop online,

because they do not possess a credit card, they lack the tangible elements of traditional
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shopping, and they have general fears about Internet security and submitting credit

card details to complete an online transaction.

19. Approximately 80 percent of all Internet users suggest that the Internet’s ability to
function as an effective communication medium was the reason for getting online
initially, while only 2 percent of users said their main motivation for going online was to
shop. The main factors to motivate Internet users to shop online are better Internet
security and privacy protection, the free delivery and return of goods, and the assurance

that an online retaller also exists in the offline world with physical stores.

20. As the Internet and electronic commerce develop and mature, their success largely
depends on gaining and maintaining the trust of Internet users: consumers generally

make buying decisions on the Internet on the basis of trust.

21. Trust In e-Commerce depends to a large degree on a person’s general disposition to
trust, induding willingness and ability to take risk, character traits, and personal

attitudes towards the Internet and e-Commerce.

22. Trust in e-Commerce is generally built in a three-stage, cumulative process that seeks

first to establish trust in the Internet and specific Web sites, then trust in the

information displayed, and then trust in delivery fulfilment and service. The building of
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trust involves a time element: trust is built through repeat encounters over time, where

consumer’s expectations in the online retailer have been consistently met or exceeded.

23. The majority of online consumers generally distrust the Internet and e-Commerce
(63%), emanating largely from the fear that engaging in online activities could violate

their personal privacy.

24. Violations of personal privacy include tracking consumers’ movements, misuse of
information, theft of information, corruption of information, theft of identity, and

personal threats.

25. Effective Internet security is a prerequisite for trust in e-Commerce. Internet and
network security typically include confidentiality, Integrity, authentication, authorisation
and non-repudiation. The most common e-Commerce security tools are encryption,

firewalls, digital signatures and digital certificates.

26. Establishing a secure e-Commerce environment requires a comprehensive approach that
inclides policies, education, physical protection, security software, and manual security

procedures.

27. Experienced Internet users tend to have greater trust in e-Commerce than
inexperienced Internet users, due to their experience gained with the medium and their
transactions with online retailers; they chose however more selectively than

inexperienced Internet users with whom they do business online.
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28. At the same level of brand equity, hybrid online retallers are percelved more trustworthy

than pure-play online retailers which do not have retail outlets in the offline world.

29. There is no evidence that consumers who have trust in e-Commerce shop more or more
frequently on the Intemet than consumers who do not have trust in e-Commerce;
likewise these Is no evidence that experienced Internet users have a greater level of

trust in e-Commerce than inexperienced Internet users.

30. The most importént building blocks of trust in e-Commerce are privacy, security and
fulfilment: they are the strongest enablers in support of building and developing trust in
e-Commerce. The bullding blocks of trust in e-Commerce are interrelated and work best

in conjunction, rather than Isolated, to effectively create and build trust in e-Commerce.

31. Industry self-regulation Is preferred to government regulation to provide a general
framework for trust in e-Commerce. Government regulation for trust in e-Commerce has
the following drawbacks: lack of responsiveness, prohibitive regulation, lack of
harmonisation of laws, and unnecessary regulation leading to unintended consequences.
The alternative to the government regulation approach for trust in e-Commerce is

industry self-regulation, but the major drawback of self-regulation is effective

enforcement of programmes and policies.
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32. Privacy Intrusion and non-fulfilment are the most critical factors for breaking consumer’s
trust in e-Commerce; once consumer’s trust in e-Commerce is broken there is very little

an online retailer can do to re-establish and re-gain trust of the consumer.

33. Seal of approval programmes are generally not well known in South Africa; very few
consumers have ever recognised a seal of approval and there are very few South African

Web sites that carry a seal of approval.

34. The most important benefits of using a seal of approval are regulation, monitoring and

assurance through an independent third party.

35. In the context of trust in e-Commerce, seals of approval are generally more important
for pure-play online retailers than for hybrid online retallers to communicate a greater

sense of credibility and trustworthiness.

36. Important elements of a seal programme to establish a greater sense of trustworthiness
in e-Commerce and online retailers are protection of customer information, customer
recourse and return policies, evaluation and auditing of participating online retailers and

transaction integrity.

37. To promote the use of seals of approval in South Africa, the most credible seals brands
and programmes should be used and the benefits of using Web seals should be

emphasised.
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38. Generally, | seals of approval help lite In establishing and developing trust in
e-Commerce; due to the dilution of the credibility of certain seals of approval the use of

a seals could even be counterproductive and could iead to distrust.
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Recommendations
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1. INTRODUCTION

It has been established that trust is an important pre-requisite for the development and success
of electronic commerce. The major building blocks of trust in e-Commerce have been identified
and their relative importance for building and developing trust in e-Commerce have been
determined. Important processes and capabilities that can be applied to build and develop trust

in e-Commerce, now need to be mapped out.

Accordingly, a conceptual model for building trust in e-Commerce has been developed which
depicts a general view of the online trust building process. The conceptual model for trust in
e-Commerce has been created with the aim to present a general framework of the online trust
building process, which has general application. The model does not contain all
recommendations made, although most of them are integrated. It is explained in some detail on

the pages following the model.

Recommendation: That the cohceptuai model of trust in e-Commerce be accepted and applied.
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2. RECOMMENDATIONS

Based on the findings and the conclusions of this study, the following recommendations

are made:

To lower the perception of risk associated with online shopping, customer education processes
should be set in place to explain and bring the issues and concepts surrounding electronic
commerce to Internet users who are too wary or inexperienced to conduct online transactions.
Customer education processes should focus on important issues related to e-Commerce, such
as Internet security, privacy protection, fulfilment and the use of credit cards as a means of
payment on the Internet. Customer education processes should be supported by effective
marketing énd advertising campaigns, using both online and offline media. e-Commerce
education processes should aim to demystify the concept of online shopping, emphasise the
benefits of online shopping and reduce consumer’s level of risk associated with online shopping,

to ultimately achieve a state in which consumers better understand e-Commerce and are able

to conduct online transactions confidently.

Innovative ways should be used to raise consumer awareness levels of online shopping and
motivate consumers with Internet access, who have never shopped online, to attempt their first

online shopping trial. Promotional campaigns should be used to raise awareness levels of online

shopping and to reduce consumer’s concerns and risks about electronic commerce. Campaigns
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designed to raise consumer awareness levels should emphasise central e-Commerce themes,
such as network security, privacy protection, and proper fulfilment. To motivate customers to
start shopping on the Internet, online retailers should signal that they are committed to the

relationship, to timely delivery, to provide a secure transactions environment and to keep

personal information confidential.

If building trust with customers is part of business practices and policies, particularly as part of
an e-Commerce strategy, the concept of trust should be defined and communicated throughout

the organisation to have a common and shared understanding of the importance and the |
implications of trust issues for the business. An organisation should seek to obtain internal and
external sources to help them understand and define the meaning and implications of trust and
to develop appropriate polices and practices which involve trust. Once a common definition of

) trust vis established, processes should be in place that ensure that trust related policies and.
practices, such as privacy, security and retum policies, are understood, adhered to and

effectively communicated.

4 i » - ~ \'
Companies should establish a secure electronic commerce and network environment that allows
consumers to transact and share information online without security concerns. Security should
provide the confidence that information transmitted during a transactiof) is not intercepted or
corrupted and will not be improperly leaked to third parties; e-Commerce and network security
should encompass both the integrity and the confidentiality of data transmissions. Companies

should use appropriate security technologies, such as encryption, digital signatures, digital
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certificates, firewalls and physical barriers, to provide data confidentiality, to protect customer
information, to keep physical intruders from accessing networks, and to protect internal
information and data processing networks from external attack. Furthermore, security issues
and concepts should be communicated to consumers at relevant stages In the online purchasing
process, when they are likely to seek security affirmation. Security issues should, however,

never be over-emphasised as this may remind consumers about potential security risks and

raise unnecessarily security concerns.

Online retailers who seek to establish trust in e-Commerce should commit to data privacy and
protection of customer information, to ease concerns about the access to and use of personal
information obtained directly and indirectly as a result of electronic transactions. Online retailers
should adhere to rights and laws regarding authorised and unauthorised use and dissemination
of personal data. Online retallers should further consider participating In self-regulated industry
programmes, and adhere to generally accepted standards for disclosure of data collection and
usage policies. Furthermore, customers should always be asked for consent before their
personal data is used. Information consent should be voluntarily and should involve specific
standards for informing consumers of how their personal information might be used. Online

retailers should also assure some degree of control over access to personal information, such as

offering customers the ability to view their personal and transactional information stored.
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Companies seeking to develop trust in e-Commerce should provide assurance to their
customers that proper processes and controls are in place as online transactions are
undertaken. To provide assurance to consumers and to demonstrate trustworthiness, online
retailers should consider the following issues: telling customers who the sponsor of the Web site
is, enabling customers to consider the opinions of other people, allowing customers to receive
confirmation of their transactions, providing proper and robust fulfilment capabilities, making it

easy for customers to find the information they need, and offering customers the option of

reaching a real person to resolve a problem.

As credit cards have many drawbacks for making payments on the Internet, companies seeking
to communicate trust in e-Commerce should investigate providing simple, inexpensive and
secure methods to make payments online. More secure methods for online payments, such as
smart cards, debit cards and digifal money, should be provided to enable consumers to make
payments online without having to worry about sending unsecured information over the
Internet, where it may be intercepted. As alternative methods of making online payments are
relatively new, companies should create awareness for these new payment methods and gain

acceptance from consumers.
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To communicate trust in e-Commerce companies should leverage existing brands, invest in
building strong online brands, and combine, where possible, online and offline brands and
advertising campaigns. Hybrid online retailers should not underestimate the weight their offline
brand image carries in creating trust for their online operations. Hybrid online retailers should
transfer brand equity from their existing business to their Web site, to add credibility and to
enhance their online reputation. Across media channels, whether they are online or offline,
brand messages should be consistent. Furthermore, online retailers in partnership with well
known and trustworthy third party providers should also incorporate their partners’ brands in a

co-branding arrangement to transfer brand equity and add credibility to their own site.

To demonstrate trustworthiness, an online retailer's business’s point of view should be readily
apparent. Strong customer policies should be established that communicate trust to customers
and signal that an organisation values, cares and protects its customers. There are three main
areas in which companies should establish strong customer policies: privacy, security and
fulfilment / recourse policies. Privacy policies should deal with customer information protection,
and data confidentiality; security policies should deal with physical security, network security
and data security; and fulfilment policies should deal with payment, delivery and customer
recourse. Once strong customer policies are in place, they should be effectively communicated
to consumers. Furthermore, they need to be reviewed periodically to assess whether they are

up-to-date.
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Online retailers aiming to create a strong brand name or reputation, should establish alliances
with trustworthy supply chain partners, or affiliations with other trustworthy organisations to
leverage their partners’ brands, extend their reach to new customers and communities, and
strengthen their own brand equity. Channel partners and affiliates should be selected carefully
and enforceable service level agreements should be in place to ensure each partner is
performing his agreed upon role in meeting customer service expectations. Pure play online
retailers should establish alliances with organisations which have a physical retailing
infrastructure, to provide tangible elements to customer’s shopping experience, such as
convenient mechanisms for product delivery and retums. The performance of channel partnérs

should be reviewed periodically and measured against the set service level agreements.

Web sites, especially those that facilitate electronic transactions, should be functional and
should contain information that is relevant to customers. Additionally, web sites should be user
friendly, stable, professionally designed and fast to load. Consumers should be able to find the
information or the products they are interested in quickly and With minimal effort. Online
retailers should also offer customers the possibility to customise web pages, according to their
preferences. Information should be provided in which the customer Is interested in, which is
relevant and which is frequently updated. To help consumers in the decision making process,
companies should provide self-help and personal assistance. Self-help assistance should be
provided on the web site to help customers to quickly find the products and information they
desire. Personal assistance should be provided when customers have specific requests and

when their information needs could not be satisfied by self-help assistance. When online orders
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are in progress, an Internet retailer should provide periodic confirmation and status updates, to
help engender trust in the company’s e-Commerce processes. After sale feedback should be

generated to gauge customer satisfaction. Companies should use e mail or self-administered

surveys on their web page to stimulate customer feedback.

An online retailer's target market needs for trust in e-Commerce should be determined and
research into their needs and perceptions of trust in e-Commerce should be conducted.
Companies should be aware of thé perceived risks and the deterrents that keep customers from
shopping on the Intérnet. Online retailers should also determine the fit of their product and
service offerings to their target market needs, and should make the necessary adjustment if
they are misaligned. Furthermore, online retailers should monitor and spot new emerging online
target segments: their needs for conducting online transactions should be assessed and product
ar)d service offerings, as well as marketing communications should be tailored around new
target segment’s needs. Online retailers should be able to detect changes in the online target
market needs and changes in consumer behaviour on the Internet and respond to these -

changes quickly.
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Online retailers should consider joining self-regulated e-Commerce programmes to add
credibility and to communicate trust to online consumers. Online retailers should evaluate the
appropriate programme to join and they should review the brogramme’s underlying principles,
guidelines and code of conduct. They should determine whether they should join a broad multi-
industry programme or whether they should join a industry specific programme. Online retailers
should also assess the overall quality of self-regulated industry programmes to communicate
trust in e-Commerce, and should evaluate the effectiveness of candidate programmes.
Generally,yonly the most well-known and most reputable self-regulated industry programmes

should be used to help communicate trust in e-Commerce.

14 Determi ~ icability of usi i

Online retailers should evaldate the applicability of uSing a seal of approval to establish a
greater sense of trustworthiness and credibility. Online retailers should first measure the
strength of their online and offline brands to assess whether displaying a seal of approval to
enhance trustworthiness and add credibility to their site is beneficial or not. If an online retailer
lacks brand equity or reputation and decides to participate in a seal of approval programme,
only the strongest and most credible seals of approval should be considered. Furthermore, the .
business benefits of using a seal of approval should be assessed and the performance,
effectiveness and credibility of the seal programme to help establish and communicate trust in

e-Commerce should be reviewed.
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In order to build trust in e-Commerce, online retailers should accept and consider adopting the
conceptual model for building trust in e-Commerce model, presented in this study, as a general
ﬁ'amewc';ﬁ< and guideline to create and develop trust in e-Commerce. Online retailers should
review and ‘adopt the online trust building process which has the general building blocks of trust
in e-Commerce at its core. Online retailers should regard the building blocks of trust in e-
Commerce as critical enablers in support of building trust inv e-Commerce. Furthermore, the
building blocks of trust in e-Commerce should be seen interrelated and working in conjunction,

to be most effective.
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3. The Conceptual Model for Building Trust in

e-Commerce

The conceptual model for building and developing trust in e-Commerce is presented on the

following page and is explained in some detail on the pages following the model.
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1In order to build trust in e-Commerce, online retailers should consider adopting the conceptual
model for building trust in e-Commerce as a general framework and guideline to create and
develop trust in e-Commerce. The conceptual model consists of four main sections, namely the
three different trust thresholds (preconditions for trust in e-Commerce, legitimacy of online
retailer, and the building blocks of trust in e-Commerce), and the ongoing processes
(relationship management, collaboration, communication and consistency) which lead to
intemalised trust. Although a linear approéch is used for the purpose of explaining and
describing the conceptual model, due to the dynamic and complex nature of trust, the online
trust building process does not necessarily follow such a linear approach. To explain and
describe the conceptual model the process starts with a description of the preconditions for
trust in e-Commerce and moves upwards, from creating awareness to developing, maintaining
and intemalising trust. This sequence was chosen as it logically outlines the flow of processes

and capabilities which are important for building and developing trust in e-Commerce.

The model begins by mapping out the three main preconditions for trust in e-Commerce. The
first pre-condition for trust in e-Commerce is the &rust culture inherent in society. In a trust
culture people have the ability to develop attitudes, character traits, and personality syndromes,
such as activism, optimism, future orientation, high aspirations and success orientai:ion, which
are important conditions of trust. Hence, in societies which are based on a strong trust culture,
people are more likely to have trust and have trust in others, than in societies where a trust

culture is weak or absent. Trust culture is thus an important pre-condition to trust in

BT O S T
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e-Commerce as it affects people’s attitudes towards personal trust, trust towards others as well
as trust in e-Commerce. Then, it is noteworthy that individual’s differ as to their general/
disposition to trust. An individual may have a favourable or unfavourable attitude towards
trust. This distinction between an individual’s general disposition to trust is important as it may
affect the level of trust an individual has in e-Commerce. For example, a person with a
generally unfavourable attitude towards trust, may also not have or develop trust in e-
Commerce, whereas a person with a generally favourable attitude towards ‘trust may more

readily conduct online transactions.

Closely related to trust culture and an individual’s disposition to trust, is the third pre-condition
of trust in e-Commerce, namely an individual’s disposition to e-Commerce. Similarly, to an
individual’s general disposition to trust, a person may have a favourable or unfavourable
attitude towards e-Commerce. This is an important issue for understanding the online trust
building process. Although many individuals may have a generally favourable attitude towards
trust and may live in society with a strong trust culture, they do not have a favourable attitude

towards e-Commerce, and are unlikely to conduct online transactions.

The three main pre-conditions for trust in e-Commerce, the trust culture, an individual's
disposition to trust, and an individual’s disposition to e-Commerce lead to the first trust
threshold. It is worth mentioning that the three preconditions are interrelated and influence
each other. For example, if a person has a generally unfavourable disposition to trust and lives
in a society with a weak trust culture, he is probably more likely to have a generally
unfavourable disposition to trust in e-Commerce. Conversely, a person with a more positive

attitude towards trust and living in a society with a strong trust culture, may generally have a
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more favourable disposition to trust in e-Commerce. To pass the first trust threshold, individuals
ideally have favourable dispositions towards all three pre-conditions, especially to trust and trust

in e-Commerce.

At the second threshold, the individual has satisfied the pre-conditions for trust in e-Commerce,

i.e. he has some degree of favourable attitudes towards trust and trust in e-Commerce, to -

become aware of issues concerning trust in e-Commerce and the legitimacy of -an online

retailer. At this stage the person is motivated to browse the Internet, to search for products and

information, to compare the offerings from different online retailers, and may have the intention

to make an online purchase. At this stage the legitimacy of an online retailer is largely -

influenced through previous encounters, e.g. the person has already dealt with the online:

retailer and has built up a Aistory. This purchase history may provide important elements as to

whether a person considers an online retailer trustworthy or untrustworthy. The legitimacy of -
- an online retailer is further influenced through internal and external factors. Internal factors

influencing the legitimacy of an online retailer could include an online retailer's reputation, -

image, product and service offering, and overall brand equity. External factors influencing the
legitimacy of an online retailer could include word of mouth, advertising, customer perceptions,

the influence of media and affiliations to other trustworthy organisations. To pass the second

trust threshold individuals have to establish some degree of trust in the online retailer in order -

to find the retailer legitimate enough to deal and conduct business with him. To reach the next
level in the trust hierarchy the individual is positively influenced through internal and external
factors, and may rely on the experience gained through previous encounters with the online

retailer.
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Once the pre-conditions for trust in e-Commerce are satisfied and an online retailer is perceived
legitimate, the individual moves to the next stage in the trust building hierarchy. At this stage
the individual is now even more motivated to browse the product and service offerings of a

particular online retailer and may have a strong intention to make an online purchase. The

decision whether to trust an online retailer or not is now largely based on the application of the

general building blocks of trust in e-Commerce. It is noteworthy that .individuals have
different requirements for building and developing trust in e-Commerce. To be most effective,
the building blocks of trust in e-Commerce influence and reinforce each other in support of
building and developing trust in e-Commerce. Hence, to satisfy péoples’ requirements for
building and developing trust in e-Commerce, there is a need to emphasise those building
blocks which are generally important to individuals and to focus less on other building blocks
which are less important for building and developing trust in e-Commerce. For example,

research has shown that the three most important building blocks of trust in e-Commerce are

privacy, security and fulfilment. Therefore, online retailers should always have elements of

these three important building blocks in place. However, each building block carries a different
weight for building and developing trust in e-Commerce, based on an individuals attitude to
trust and e-Commerce and the perceived legitimacy of an online retailer. Thus, to build and
develop trust in e-Commerce online retailers have to deliver capabilities in those building blocks
categories consumers perceive as most critical. Trust in e-Commerce can be strengthened and
developed by demonstrating capabilities in delivering those building blocks of trust in
e-Commerce which are important. Individuals can then progress from the awareness stage of
trust in e-Commerce, to a stage where trust in e-Commerce is affirmed, reinforced and
maintained. Online retailers who successfully demonstrate knowledge expertise, and technical

capabilities in delivering the most critical building blocks of trust in e-Commerce are more likely

R
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to be perceived trustworthy than those who fail to meet these online trust building

requirements.

At the final stage of the online trust building process, trust in e-Commerce is largely
Intemallsed. It is one of the highest levels of the trust building process where individuals no
longer have concerns dealing with an online retailer. At this stage consumers are in a state
where they conduct business without re-assessing the online retailer’s legitimacy and have
some knowledge about the retailer's capabilities in delivering the building blocks of trust in’
e-Commerce, for example assured privacy, proper fulfilment, or security. To maintain this high
level of trust online retailers have to focus on managing and nurturing the relationship with the
customer. Through collaboration, online retailers can motivate customers to provide information -
back to them, for example through periodic surveys or customer feedback. Furthermore, to
maintain that high level of trust an online retailer has to communicate with the customer at an
ongoing basis. This ongoing communication process should happen while an online transaction-
is in progress, as well as after the transag:ﬁon. It is very important that the customers consents
to any type of company information, especially for information which are not part of an online
transaction. It is further important to provide consistency in the service, messages and

processes to avoid confusing the customer and maintain that high level trust relationship.

Up until now the ideal case scenario has been mapped out to describe the online trust building
process. It is important to note that throughout the online trust building process a retailer may
fail to deliver capabilities relating to the general bullding blocks of trust in e-Commerce, and

may be considered illegitimate to deal with, based on a series of unfavourable incidences.
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Throughout the trust in e-Commerce building process there are moments of truth, incidents
at any point in time at which the online retailers’ capabilities and reputation are impacted on.
Through moments of truth, which can happen anytime in the online trust building process, the
legitimacy of an online retailer is verified and trust can be strengthened (in cases of constantly
good experiences) or trust can be withdrawn (in cases of unpleasant online shopping incidents).
- Thus, moments of truth can be either positive or negative; they are generally positive when
customer expectations are (consistently) met or even exceeded, or they can be negative when
an online retailer fails to meet customer expectations. It should be noted that at higher stages
in the trust building process, the level of trust that has been built up is probably more difficult
to disturb through a bad moment of truth, whereas it may be easier to find an online retailer
- untrustworthy, as a result of a bad moment of truth, at earlier stages in the tfust in

e-Commerce building process.

Therefore, the conceptual model for trust in e-Commerce suggests that in the online trust
building process, online retailers have various tools at their disposal to influence their reputation
and legitimacy positively. The conceptual model further shows that online retailers can help
consumers move through the different trust stages and thresholds, from awareness of trust in
e-Commerce to internalised trust, applying the general building blocks of trust in e-Commerce.

It is therefore recommended to apply the conceptual model to build and develop trust in

e-Commerce.
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. AREAS OF FUTURE RESEARCH

This study has primarily examined the online trust building process between companies and
customers, focusing on the general building blocks of trust in e-Commerce.. An investigation into
the actual economic benefits of an online retaller's percelved trustworthiness has not been
undertaken. Furthermore, the consumer decision making processes in online environments have
largely been ignored. While these topics have been explored in some depth by researchers in
other countries, to date these topics have been unexplored in the South African online
marketplace. It is therefore recommended that this research is continued further and adapted

to local market conditons.

The following two areas of future research are suggested:

8.1 Economic Returns to Trust in e-Commerce

Consumers generally benefit from dealing with trustworthy online retailers. They can be sure,
with a reasonable degree of certainty, that they will experience a smooth online purchasing
experience, from selecting the desired goods, to secure payment, assured privacy and timely
delivery. On the other hand, it seems that trust in e-Commerce benefits (perceived
trustworthy) online retailers as well. Over time online retailers can build up a solid reputation
for doing genuine business on the Internet, which is a strong and crucial differentiator in the
online environment. Building up such reputation suggests that online retailers can enjoy some
form of economic benefits as a result of their perceived trustworthiness. Benefits or returns of

perceived trustworthiness or reputation could include higher customer loyalty, higher customer
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retention or higher prices. Further research should assess the economic returmns to online

retallers who are percelved more trustworthy and the degree to which more reputable online

retailers are able to charge higher prices, or enjoy higher levels of customer profitability.

Despite the rapid growth of e-Commerce and the rapidly increasing number of consumers who
are shopping online, very little is known about how consumers make purchase decisions in
online shopping environments, especially in the South African online market. While it has been
assumed that consumers’ shopping behaviour in online environments is fundamentally different
from that in traditional retall settings, theoretical evidence about the nature of these differences
has been sparse. Consumer behaviour in online shopping environments Is largely determined by
the degree and type of interactivity that is implemented In such settings. It is therefore
important to assess in which way consumers search for prodUct Information, make use of

particular interactive tools, and make purchase decisions in online shopping environments.
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e in ery

For what reasons do people shop online ?
What kind of Internet users shop online (ito. the overall Web user profile) ?
What are the typical products and services bought most frequently online ?

Why specifically these products and / or services ?

Probiems with Online Shopping

Why are people not shopping online, despite having Internet access ?

What are the biggest risk§ consumers perceive about online shopping ?

What are other risks or barriers to online shopping ?

Generally speaking, how can the perception of risk associated with online shopping be lowered

and the barriers broken down ?

What could motivate people (with Internet access) to start shopping online ?
General Trust in e-Commerce

Trust In e-Commerce; what does it mean to you ?

What are the pre-conditions of trust in e-Commerce (e.g. effective navigation) ?
What are other fundamental elements of trust in e-Commerce ?

How can these elements be effectively communicated to consumers ?

Generally speaking, do SA Intemnet users have trust in e-Commerce, Web sites, and Internet
vendors, why or why not (any references, resources) ?

Is it generally true to say that advanced and expert Internet users tend to have more trust in e-
Commerce than Internet ‘beginners’ ?



Trust in e-Commerce AB

In terms of trust in e-Commerce, is there a difference between product and service categories /
providers (e.g. buying books online vs. online banking services) ?

Is there a difference in the perception of trust between pure play and hybrid online vendors ?

How can an Internet vendor's brand effectively communicate, or help to bulld trust in e-
Commerce (for both pure play and hybrid Internet vendors) ?

Then, what branding / design elements or strategies could be specifically apphed to
communicate trust in e-Commerce and online shopping ?

What Is the role of intermediaries to establish trust in e-Commerce along the supply chain (end-
to-end service delivery) ?

Could you name a few — generally percelved — trustworthy Web / online shopping sites (hybrid
or pure play), and say why they are perceived as being trustworthy ?

Is industry self-regulation or government regulation the better approach to establish an overall
framework for trust in e-Commerce (or a combination of both) ?

What are the fundamental mistakes to break consumer's trust on the Internet (based on the
activities of an Internet vendor, not the medium) ?

Once trust in e-Commerce has been broken, what can the Internet vendor do to
re-establish trust with respective customers ?

Are there any examples where customers have experienced great difficulties dealing with
Internet vendors, and these problems have been satisfactorily solved ?

B “'ld‘lng E!mk; Qf Trust in e-Commerce

-> (please see separate survey document)
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Seals of Approval

What seal programmes do you know; do you know their mission and objectives, and do you
think these programmes are achieving their objectives ?

In your opinion, what are the most useful / credible existing Web seal programmes, and why ?

What are general benefits of displaying a Web seal on an Internet vendor’s snte (benefits may
differ according to seal programme) ?

Is there a measure of the impact of a Web seal displayed on an Internet vendor’s site, e.g.
conversion rates, satisfaction score, etc. ?

What is then the extent of the impact a Web seal has if it is displayed on a site (any references
or resources) ?

Does a Web seal make a greater contribution to positive outcomes on a pure play Internet
vendor’s site or on a hybrid’s one ?

Generally speaking, do you believe Web seals are useful in promoting spec:ﬁcally trust in e-
Commerce, such as the TRUSTEe and VeriSign seals ?

What kind of seal programmes are most likely to communicate and promote trust in
e-Commerce (what specific programme, and which elements specifically) ?

What specific elements of a sea! programme are important to the building and development of
trust in e-Commerce ?

Are there any specific graphical elements of a seal logo or display that enhance the likelihood of
establishing trust in e-Commerce (e.g. brand names and logos such as Visa) ?

Why are Web seals so scarce on SA Web sites, or why aren’t South Africans aware of these
seals and their use and purpose ?

Do you think South Africans recognise and understand the programmes and objectives of Web
seals ?

What can be done to promote the adoption, use and acceptance of Web seals (and their
programmes) in SA ?
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A ix 3: Tr In- Intervi

The industry experts in the order in which they were interviewed are:

Mr Elred Lawrence Technology Manager, Pick 'n Pay HomeShopping Services

Mr Andrew Heathcote-Marks Independent Business Consultant specialised in e-Business

Mr Russell Atkins Marketing Manager, iAfrica.com Internet Service Provider
Mrs Sandra Graham e-Commerce Marketing Manager, Sanlam Personal Finance
Mrs Simone Green Internet Strategist, Ogilvy & Mather Interactive

Mrs Andrea van der Merwe e-Business Consultant, Deloitte & Touche Consuiting

Mr Andrew Hardie Director of e-Business, KPMG Consulting

Mr Rowan Bouver e-Business Manager, ABSA Bank

Mr Tom Droge Managing Director, Peppers and Rogers Group (SA)

Mr Mike Bryer CEO edgel Technologies, Planet Pastel

Mrs Pertu van der Walt e-Business Consultant, Dimension Data

Mr Alan Barrett Managing Director, Sequerox Technologies

Mr Dionne Dames e-Commerce Strategist, Old Mutual Life Assurance

Mr Geoff Lander Marketing Manager, M-Web ShopZone

Mr Paul Morris Customer Acquisition and Retention Specialist, kalahari.net

Mr Harry Lewis Senior IT Specialist, IBM Global Services
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Interview 1

Persoh Interviewed: Elred Lawrence, E-Business Manager Pick ‘N Pay
Internet based Retail Operations of Pick 'N Pay

Company: Pick N Pay Home Shopping Services

Date of Interview: 05 June 2001

The interview with Mr. Lawrence took place on the 5 of July 2001 at the premises of Pick 'N
Pay Home Shopping Services, at St. Claire Building, Claremont, Cape Town. A preliminary
discussion guide, containing fhe interview questions, wés sent to Mr. Lawrence by e mall prior to
the interview. The interview was conducted on a dialogue basis and Mr. Lawrence’s responses
were capl_:ured immediately by the interviewer. The interview commenced at 13:00h and ended

at 13:15h.

Pick ‘N Pay is undoubtedly one of South Africa’s biggest and most successful retailers for fast
moving consumer goods (FMCGs). During the past year, the company has set up an Internet
based business called ‘Pick ‘N Pay Home Shopping’ which allows consumers to order goods
directly through the Internet and have them delivered, for an additional fee, directly to

consumers’ homes. The delivery of goods is handled through a third party provider.

Mr. Lawrence gave some insights about the history and the operations of Pick ‘N Pay’s Home
Shopping service. Of particular interest was the fact that most operational functions of the
business are outsourced: for example, the Pick ‘N Pay Home Shopping Web site and payment
gateway are hosted by a well known South African Internet service provider, controlled through

strict service level agreements.
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In i
| Person Interviewed: Andrew Heathcote-Marks
Independent Management Consultant
Company: (formerly Deloitte & Touche mangt. consultant)
Date of Interview: 07 June 2001

The interview with Mr Heathcote-Marks took place on the 7 of July 2001 in Cape Town. A
preliminary discussion guide, contalning the Interview questions, was sent to Mr. Heathcote-
Marks by e mail prior to the Interview. The interview was conducted on a dialogue basis and Mr.
Heathcote-Marks’ responses were captured immediately by the interviewer. The interview

commenced at 10:00h and ended at 11:00h.

Mr. Heathcote-Marks Is an independent management consultant who was formerly working at
Deloitte & Touche, specialising in e-Business consulting. Mr. Heathcote-Marks was able to draw
on his extensive experience and knowledge to answer the interviewers’ questions. Mr.
Heathcote-Marks and the interviewer discussed at length the overall process of establishing and

building trust in e-Commerce.

Mr. Heathcote-Marks was also able to give some detailed responses to questions of the ‘Seals of
Approval’ section. He explained the differences of various trust seals and gave also the general
advantages and disadvantages of using seals of approval, for both the international and South
African context. Mr. Heathcote-Marks was able to provide a wide array of insights and could give

detailed responses to most of the questions raised by the interviewer.
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noerview
Person Interviewed: Russell Atkins
Marketing Manager, IAfrica.com
Company: Internet Service and Portal Provider
Date of Interview: 07 June 2001

The interview with Mr Atkins took place on the 7% of July 2001 at the Fedsure-on-Main Building,
Claremont, Cape Town. A preliminary discussion guide, containing the interview questions, was
sent to Mr. Atkins by e mail prior to the interview. The interview was conducted on a dialogue
basis and Mr. Atkins' responses were captured immediately by the Interviewer. The interview

commenced at 15:00h and ended at 15:20h.

iAfrica.com is one of South Africa biggest Internet service and portal providers. The company’s
sites are frequently ranked among the most visited sites in the country. Mr. Atkins is the
marketing manager for iAfrica.com. He was able to give some insights in the demographic make
up of the iAfrca.com user base and explained the user needs and requirements during the
interview. He was also able to provide some detailed information about the usage and shopping

statistics of the iAfrica.com site.

Mr. Atkins provided also his ideas and viewpoints about trust in e-Commerce building process
and related this to the experience and situation of the iAfrica.com’s user base. Throughout the
interview, the marketing aspeCts of building trust in e-Commerce were emphasised, making use
of concepts such as the product life cycle or the customer purchase process, responding to the

questions raised.
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Interview 4

Person Interviewed: Sandra Graham
E-Commerce Manager, SPF

Company: Sanlam Life Insurance

Date of Interview: 131 June 2001

The interview with Mrs. Graham took place on the 11™ of July 2001 at the head office of
Sanlam, Bellville, Cape Town. A preliminary discussion guide, containing the interview questions,
was sent to Mrs. Graham by e mail prior to the interview. The interview was conducted on a
dialogue basis and Mrs. Graham’s responses were captured immediately by the interviewer. The

interview commenced at 17:00h and ended at 18:15h.

Mrs. Graham id the e-Commerce manager for Sanlam’s Personal Finance business. Sanlam is
one of South Africa’s biggest life Insurance company, dealing with a wide array of financial
services products, for example life and health insurance, unit trusts, employee benefits, and
other types of investment relates financial services. Mrs. Graham is responsible for the
development and marketing of the overall Sanlam Web site, which consists of many lines of

business and segment sub-sites.

During the interview Mrs. Graham emphasised the importance of the brand, with its tangible
and intangible components, for the building of trust in e-Commerce. In order to have trust in e-
Commerce an online consumer must realise the benefits of an online brand and must have a

‘fluent’ experience while he is on the site.
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Interview
Person Interviewed: Simone Green

Internet Strategist
Company: Oglivy & Mather Interactive
Date of Interview: 14 June 2001

The interview with Mrs. Green took place on the 14™ of July 2001 at the premises of Ogilvy &
Mather Interactive, in Cape Town. A preliminary discussion guide, containing the interview
questions, was sent to Mrs. Green by e mail prior to the interview. The interview was conducted
on a dialogue basis and Mrs. Green’s responses were captured immediately by the interviewer.

The interview commenced at 16:00h and ended at 17:15h.

Ogilvy Interactive Is the ‘new media’ subsidiary of the established and reputable Ogilvy & Mather
advertising agency. Mrs. Green is responsible for developing Internet and e-Commerce
strategies for Ogilvy’s clients, with a focus on online and digital branding. The company has
developed a number of successful online campaigns and Web sites for South Africa’s largest

companies.

During the interview the importance of branding was emphasised by Mrs. Green and she was
able to state a few worked examples, how an existing brand strategy was transferred to the
online medium, ensuring consistency in the brand message. Of particular interest was a
discussion about the role of the brand at various stages of the online trust building cycle and the

importance of the brand for established hybrid online retailers and pure play online retailers.
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Interview

Person Interviewed: Andrea van der Merwe
E-Commerce Strategy Consultant

Company: Deloitte & Touche Consulting

Date of Interview: 15 June 2001

The interview with Mrs. Green took place on the 15" of July 2001 at the premises of South
African Airways, Airways Park, in Johannesburg. A preliminary discussion guide, containing the
interview questions, was sent to Mré. van der Merwe by e mail prior to the interview. The
interview was conducted on a dialogue basis and Mrs. Merwe's responses were captured

immediately by the interviewer. The interview commenced at 9:00h and ended at 10:00h.

The ini:erview with Mrs. van der Merwe was conducted at a client of Deloitte & Touche
Consulting, where Mrs. van der Merwe was then engaged at. Mrs. van der Merwe offered fairly
generalist e-Commerce insights, drawing on a number of areas of the e-Commerce and e-
Business field. She was also able to give some insights from previous engagements. The clients’

names remained undisclosed during the interview.

Mrs. van der Merwe also expressed her viewpoints about the trust in e-Commerce development
process and offered some valuable insights. She was also able to give some macro-economic
insights, especially dealing with the industry self-regulation and government legislation

guestions.



Trust in e-Commerce Al7

Interview 7

Person Interviewed: Andrew Hardie
E-Business Director

Company: KPMG Consulting

Date of Interview: 15 June 2001

The interview with Mr. Hardie took place on the 15 of July 2001 at the head office of KPMG,
Sandton, in Johannesburg. A preliminary discussion guide, containing the interview questions,
was sent to Mr. Hardie by e mail prior to the interview. The interview was conducted on a
dialogue basis and Mr. Hardie's responses were captured immediately by the interviewer. The

interview commenced at 10:30h and ended at 11:30h.

Due to a lack of time, the interview was restricted to the most important topics relating to the
building and development of trust in e-Commerce. Restricting the interview to the most
important trust questions allowed for a much more detailed discussion of the core issues under
review, rather than addressing the complete discussion guide at a fairly broad level. Mr. Hardie

was able to give valuable insights drawing on his vast e-Business consulting experience.

Mr. Hardie provided useful insights into the e-Commerce trust building process, and supported
his responses with the methods and methodologies from his consulting practice. He was also
able to express his views on industry self-regulation and government legislation initiatives. In .
general, Mr. Hardie addressed most issues at a fairly detailed level and provided real life

examples to certain questions.
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Interview 8
Person Interviewed: Rowan Bouwer
E-Business Manager
Company: ABSA Internet Banking and Service Provider
Date of Interview: 15 June 2001

The interview with Mr. Bouwer took place on the 15" of July 2001 at thé ABSA Museum, in
Johannesburg. A preliminary discussion guide, containing the interview questions, was sent to
Mr. Bouwer by e mail prior to the interview. The interview was conducted on a dialogue basis
and Mr. Bouwer's responses were captured immediately by the interviewer. The interview

commenced at 12:00h and ended at 13:00h.

ABSA Bank has made headlines during the last year offering its Internet Home Banking services,
coupled with the Free Internet service offer. In effect, ABSA is offering anyone, not just ABSA
customers, to sign up and use the Internet free of charge. Mr. Bouwer Is the manager of ABSA’s

e-Business operations and is responsible for both the Internet banking and free Internet service.

Mr. Bouwer gave the interviewer useful practical insights from the ABSA free Internet and home
banking services. He explained in some depth ABSA’s user demographics and needs. He further
added valuable insights into the ABSA general and online branding strategy, especially the
tremendous increase in ABSA brand equity during the last years. Mr. Bouwer also expressed his

opinions about the use and benefits of various seal programmes, and the reason for ABSA not

making use of such seals.
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Interview 9
Person Interviewed: Tim Droge
Managing Director, Peppers and Rogers (SA)
Company: Peppers and Rogers, 1 to 1 Marketing
Date of Interview: 15 June 2001

The interview with Mr. Drogé took place on the 15™ of July 2001 at the head office of Peppers
and Rogers, Craighall, in Johannesburg. A preliminary discussion guide, containing the interview
questions, was sent to Mr. Droge by e mall prior to the interview. The interview was conducted
on a dialogue basis and Mr. Droge’s responses were captured immediately by the interviewer.,

The Interview commenced at 13:30h and ended at 14:30h.

The -underlying foundation of the Peppers and Rogers company is the 1tol marketing concept,
pioneered by its founders Don Peppers and Martha Rogers. This concept challenges the
traditional marketing concept: Instead of serving the needs of a mass market, 1tol marketing
seeks to serve the needs of individual consumers over their entire lifetime, by applying
personalisation and direct marketing tools. The perceived benefits of itol marketing are

increased customer retention and profitability.

Mr. Droge gave valuable insights about the online marketing environment, making reference to
the 1tol marketing and the direct marketing concepts. He also added to the discussion by giving

insights into the privacy, customer information protection and personalisation debate.
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Interview 1
Person Interviewed: Michael Bryer

Managing Director, Edge 1 Technologies
Company: Planet Pastel Portal (Edge 1 Technologies)
Date of Interview: 15 June 2001

The interview with Mr. Bryer took place on the 15 of July 2001 at the premises of Planet Pastel
(Edge 1 Technologies), Sandton, in Johannesburg. A preliminary discussion guide, containing
the interview questions, was sent to Mr. Bryer by e mail prior to the interview. The interview
was conducted on a dialogue basis and Mr. Bryer’s responses were captured immediately by the

interviewer. The interview commenced at 15:00h and ended at 16:00h.

Mr. Bryer is the managing director of Edge 1 Technologies, which has the Planet Pastel Portal
under its banner. The Planet Pastel Portal is both a B2B and B2C online marketplace, providing a
common Iinfrastructure for online retailers to set up their online stores. The Planet Pastel Portal
has been one of the few successful online marketplaces in South Africa. Mr. Bryer was able to

give extensive practical insights from the portal operations and the Planet Pastel user base.

Mr. Bryer gave some valuable insights of the demographic make up of the portal’s user base
and explained the user needs and requirements. He also had a good understanding of various
seal of approval programmes and their usefulness and application for the South African market.

Overall, Mr. Bryer offered detailed responses to many of the questions under review.
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Intervi i1
Person Interviewed: Petru van der Walt
i-Commerce Strategy Consultant
Company: Dimension Data
Date of Interview: 21 June 2001

The interview with Mrs. van der Walt took place on the 21% of June 2001 at the premises of
Dimension Data, Plattekloof, Cape Town. A preliminary discussion guide, containing the
interview questions, was sent to Mrs. van der Walt by e mail prior to the interview. The
interview was conducted on a dialogue basis and Mrs. van der Walt's responses were captured

immediately by the interviewer. The interview commenced at 16:00h and ended at 17:20h,

Dimension Data is one of South Africa’s leading technology companies. The company has coined
the /term ‘i-Commerce’ (interactive commerce), which is Dimension Data’s e-
Commerce strategy and consuiting division. Dimension Data provides its i-Commerce solutions
to a numerous of South African companies. Mrs. van der Walt was able to provide insights to

the topic under review, both from technology and a business perspective.

Mrs. van der Walt emphasised that an important requirement to the building of trust in e-
Commerce is the image, reputation and overall value of the company. To build trust, an
investment in the brand is necessary to achieve differentiation and the overall perception of a
quality image. Mrs. van der Walt also explained different approaches to branding strategy and
the issues of breaking consumer’s trust on the Internet in some depth. Mrs. van der Walt was

able to provide comprehensive insights to many questions raised at the interview.
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Interview 12
Person Interviewed: Alan Barrett
Network Security Specialist
Company: Sequerox
Date of Interview: 10 July 2001

The interview with Mr. Barrett took place on the 10" of July 2001 at the premises of Sequerox,
City Centre, Cape Town. A preliminary discussion guide, containing the interview questions, was
sent to Mr. Barrett by e mail prior to the interview. The interview was conducted on a dialogue
basis and Mr. Barrett's responses were captured immediately by the interviewer. The interview

commenced at 16:00h and ended at 17:10h.

Sequerox is a technology company that is specialised in network security. The company’s
founders were in fact able to build and install South Africa’s first firewall. Sequerox is working
for a number of large South African companies, advising them on network security issues and

implementing their security soft- and hardware. Sequerox is also specialised in Internet security.

Mr. Barrett was able to give valuable inéights into the overall network security environment and
emphasised the issues surrounding Internet security. He was able to explain the concepts
between real security, i.e. a system that has security features on both client and server side,
and perceived security, i.e. the current Web browser security infrastructure, e.g. the secure
padlock of the common Web browsers. Mr. Barrett also gave a few examples of incidents as a
result of ‘unsafe’ systems, such as loss of personal information, hacking into insecure systems

and issues surrounding credit card fraud.
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nterview 1
Person Interviewed: Dionne Dames
E-Commerce Strabegist
Company: Old Mutual Life Insurance
Date of Interview: 13 July 2001

The interview with Mr. Dames took place on the 13" of July 2001 at the headquarters of Old
Mutual, Mutual Park, Cape Town. A preliminary discussion guide, containing the interview
questions, was sent to Mr. Dames by e mail pﬁér to the interview. The interview was conducted
on a dialogue basis and Mr. Dames’ responses were captured immediately by the interviewer.

The interview commenced at 12:30h and ended at 13:45h.

Old Mutual is one of South Africa’s leading financial services organisation. The company has
various e-Commerce initiatives and projects under way, and is at the cutting edge with Internet
and e-Commerce technologies. Old Mutual benefits from the experiences it has already gained,
experimenting with the Internet and electronic commerce. As a result Old Mutual’s version 2
Web site was launched in February 2001 with much success. Currently, there are many e-

Commerce projects under way, which centre around customer relationship management.

Mr. Dames is a strategist for Old Mutual’s e-Commerce operations, and is largely involved with
the overall content, branding and ‘look and feel’ of the Old Mutual Web sites. He was able to
provide valuable insights into the large scale e-Commerce operations from a leading financial

services provider. He specifically addressed the issues around hybrid and pure-play Internet

companies, product versus service providers online, and the role of digital branding.
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Interview 14
Person Interviewed: Geoff Lander
Product and Marketing Manager
Company: M-Web Business Solutions
Date of Interview: 20 July 2001

The interview with Mr. Lander took place on the 20™ of July 2001 at the headquarters of M-
Web, N1 City, Cape Town. A preliminary discussion guide, containing the interview questions,
was sent to Mr. Lander by e mail prior to the interview. The interview was conducted on a
dialogue basis and Mr. Lander’s responses were captured immediately by the interviewer. The

interview commenced at 16:00h and ended at 17:00h.

M-Web is South Africa’s largest Internet service provider. The company consists of a number of
smaller Internet services providers such as iAfrica.com and Icon. Besides providing Internet
access to end users, M-Web also offers a comprehensive range of business products under their
M-Web Business Solutions brand. For example, M-Web’s ShopZone is a trading portal for a
number of online retailers, where M-Web provides the basic infrastructure such as Web page
design, hosting, security and payment services. M-Web also offers these online retailers a set of
enabling security and transaction capabilities as part of their SafeShop offering, such as

encryption and use of digital certificates.

Mr. Lander is the product and marketing manager responsible for M-Web’s ShopZone. He claims
that M-Web’s ShopZone is the industry leader in South Africa offering a secure online trading
portal for end users. Mr. Lander was able to give valuable insights into the operations of

ShopZone and SafeShop and specifically highlighted the importance of branding.
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Interview 15
Person Interviewed: Paul Morris
Customer Acquisition and Retention Specialist
Company: kalahari.net
Date of Interview: 27 August 2001

The interview with Mr. Morris took place on the 27 of August 2001 at the headoffice of
kalahari.net, N1 City, Cape Town. A preliminary discussion guide, containing the interview
questions, was sent to Mr. Morris by e mail prior to the interview. The interview was conducted
on a dialogue basis and Mr. Morris’ responses were captured immediately by the interviewer.

The interview commenced at 14:00h and ended at 15:00h.

kalahari.net is South Africa’s premier online retailer for a variety of goods, such as books, CDs,
DVDs, electronics, household goods and wine. The company has been operating since mid 1998
and is undoubtedly one of South Africa’s major online retail sites. Mr. Morris is responsible for
customer acquisition and retention, an area which the company places great emphasis on.
Kalahari.net is a subsidiary of Naspers, one of South Africa’s biggest media and publishing

companies.

During the interview Mr. Morris was able to give to some high-level insights into the operations
and marketing strategies of kalahari.net. Addressing the researcher’s questions, Mr. Morris
supported his answers by providing cases and examples from Kalahari's day-to-day operations.
Mr. Morris specifically pointed out the pitfalls and shortcomings in designing and putting into
operation a professional online retailing site, and recommended strategies to address and solve

these problems (some problems which Kalahari is currently experiencing).
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Interview 16
Person Interviewed: Harry Lewis

Senior IT Specialist
Company: IBM Global Services
Date of Interview: 428 August 2001

The interview with Mr. Lewis took place on the 28" of Adgust 2001 at the regional office of
IBM, at the Waterfront in Cape Town. A preliminary discussion guide, containing the interview
questions, was sent to Mr. Lewis by e mall prior to the interview. The interview was conducted
on a dialogue basis and Mr. Lewls’ responses were captured immediately by the interviewer. The

interview commenced at 13:00h and ended at 14:20h.

Mr Lewis is a senlor IT specialist within IBM Global Services consulting practice. He has
extensive experience in Internet and other network technologies. Mr Lewis also brings extensive
experience ﬁom the former africa.com site, where he has been manager of technology and
operations. He was thus able to provide information from both a technology and business

perspective.

Mr Lewis stressed the importance of having an overall framework for network security as a
prerequisite for trust in e-Commerce. He also emphasised the human challenges in establishing
trust with another party, in this case an online retailer: there can always be elements an online
retailer has no control over, that may lead people to distruét the online retailer. Mr Lewis also
provided valuable insights about seals of approval, while the intention of seal programmes in
generally good and their acceptance has grown, in reality it is difficult to communicate greater

trustworthiness through seals of approval.

















































































































