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Abstract

We survey the existing generic attacks on hash functions based on the Merkle-
Damgard construction: that is, attacks in which the compression function is

treated as a black box.
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Chapter 1

Introduction

A cryptographic hash function H takes as input an arbitrary-length message M,
and produces a fixed-length output called the hash value, or simply just the hash,
H(AM). The hash acts as a commitinent for the message itself, because it has

some or all of the following properties (given in increasing order of strength):

1. Preimage resistance: It is casy to take a message M and compute the hash
value H (A1), but it is computationally infeasible to take a hash value kA and

find a message M with H(M) = h.

2. Second preimage resistance: Given a message M and its hash value H(M),
it is computationally infeasible to find a second message M’ with the same

hash H(M) = H(M").

3. Collision resistance: It is computationally infeasible to find two messages
M and M’ that have the same hash value (although of course, since the
output space is finite and the input space is infinite, infinitely many such

“collisions” exist).

Note that collisions in a hash function can always be found by brute force: If the
hash function produces an n-bit output and one hashes about 2’2 random mes-
sages, a birthday paradox argument shows that one can expect to find a collision.
This attack cannot be avoided, except by making n large enough to prevent it

by making the attack computationally infeasible; with modern computing power,



160 bits is enough. Preimages and second preimages can also be found by brute
force: This is done by exhaustive search and requires an attacker to compute
about 2" hash values. A hash function is considered to be “broken” if there is a
method for finding collisions, preimages or second preimages faster than by brute

force.

Hash functions are an integral part of modern cryptography. They are used
in applications such as digital signatures: rather than directly signing a message,
the signer first hashes the message and then applies the signature to the (typically
shorter) hash value. Clearly, if the hash function is not second preimage resistant,
then an evil attacker Alice can take a message M signed by Bob, find another
message M’ with the same hash value, and claim that Bob signed M. If the hash
function is not collision resistant, then Alice can find two messages M and M,
sign the first, M, and later claim to have signed AM’. Hash functions are also used
in conjunction with public-key algorithms for encryption, integrity checking and
authentication. Bruce Schneier has been quoted as calling hash functions “the

workhorse of modern cryptography”.

Some history

The implementation of a one-way function with a cryptographic purpose in mind
was first suggested in 1976 by Diffie and Hellman [DH76], who proposed a way to
use preimage resistant and second preimage resistant functions for the purpose
of authentication. Diffie and Hellman did not use the term “hash function”, and
the functions mentioned in [DH76] did not necessarily need to be “compressing”
in nature. The term hash function to imply a compressing, preimage resistant
function is probably due to Merkle [Mer79] or Rabin [Rab78]. Neither Merkle
nor Rabin mentioned collision resistance, but its importance was soon pointed

out by Yuval in [Yuv79].

At about the same time (i.e., around 1979), Rabin, Shamir and Adelman in-

vented the RSA public key cryptosystem [RSA78|. Attacks on the scheme started
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to surface shortly after its publication, most notably the chosen message attacks
by Davida [Dav82] and Desmedt and Odlyzko [DO86]. In the hope of preventing
such attacks, researchers suggested the use of hash functions (see [Den84] and
'Win83]). (In addition to improving sccurity, hash functions also made digital

signature schemes faster.)

Contini et al. [CSPMO07] note that for some time the precise notion of a hash
function was disagreed upon by the academic community. In [Den84], Denning re-
quired that a hash function be preimage resistant and second preimage resistant
only; collision resistance was not mentioned. However, in [Win83], Winternitz
stated that hash functions had to be collision resistant if they were to be used
in digital signature schemes, yet in turn did not remark on the need for preim-
age resistance. Contini et al. [CSPMO07] propose the reason for this to be that
many researches believed that collision resistance immplied preimage resistance.
Although true for hash functions used in practice, this implication only holds
under certain assumptions (the relationship between these two properties will be

discussed in more detail in Chapter 3).

Owing to the confusion arising from the use of many different hash function
definitions, Preneel [Pre93] attempted to introduce some clarity: Drawing on the
work of Rabin [Rab78], Merkle [Mer89] and Damgard [Dr89] he defined a one-
way hash function to be preimage resistant and second preimage resistant, and
a collision resistant hash function to be preimage resistant, second preimage re-
sistant and collision resistant. Nowadays we counsider the term “cryptographic
hash function” to imply a compressing function that satisfies the three properties
mentioned above, and consider a hash function to be ideal if the best possible
way to foil collision resistance is by a birthday attack, and if the best possible

way to foil both preimage and second preimage resistance is by brute force.

Until recently, hash functions have not received as much attention from the cryp-

tographic community as other branches of symmetric cryptography like block
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ciphers. Interest in the topic suddenly flared after the ingenious attacks of Wang
et al. 'WGLY04], IWY05] on MD4 [Riv92a] and MD5 [Riv92b] were unveiled at
CRYPTO! in 2004. Since then, cryptographers and cryptanalysts have started
to pour energy into the construction of new hash functions, and into discovering

the weaknesses present in the hash functions currently used in practice.

Increasing concern about the use of flawed hash functions in industry led the
National Institute of Standards and Technology (NIST)? in late 2007 to launch
a public competition for the development of a new cryptographic hash algorithm
INISO7]. The last time the NIST launched an endeavour of this nature was in
1997; this competition concerned the search for a new, unclassified and publicly
disclosed encryption standard that could be used to protect government informa-
tion. The need for this competition arose because the then current encryption
standard, known as the Data Encryption Standard (DES) [NI1S99], was no longer
secure against modern computing power. As a result of the competition, the
Advanced Encryption Standard (AES) [NISO1] camne into being. The hash algo-
rithm competition has been launched with a similar purpose in mind: The most
comumonly used hash functions in industry, namely, MD5 [Riv92b] and SHA-0

INIS93], have been successtully attacked and thus need to be replaced.

Iterated hash functions and generic attacks

An ideal hash function would behave like a random oracle - - all of the properties
mentioned above would be satisfied. Unfortunately, in terms of implementation,
the best we can do is to build hash functions that “appear” to be random, i.e.,
hash functions are pseudo-random functions. Most of the hash functions used
in industry are built according to a design by Ralph Merkle [Mer89] and Ivan
Damgard [Dr89] commmonly known as the Merkle-Damgard construction. The de-
sign makes use of an iterative procedure to process messages one block at a time.

Message blocks are processed by what is known as the compression function.

'CRYPTO is au international cryptology conference held annually in Santa Barbara, Cali-
foruia.
INIST is a leading federal standards agency based in the United States of America.
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Starting with some pre-specified value and the first message block, the output of
the first compression function computation together with the next message block
forms the input to the next compression function computation, and so on. We re-

fer to hash functions based on this design as iterated cryptographic hash functions.

In 1989 both Merkle [Mer89] and Damgard [Dr89] proved that if no collision
could be found in the compression function, then no collision could be found in
the hash function. However, this leaves open the question of what would happen
if a collision in the compression function could be obtained. As it turns out, find-
ing a collision in the compression function allows one to attack the hash function
i a varicty of unexpected ways. This means that the Merkle-Damgard construc-
tion itself is prone to weaknesses and hash functions based on this construction

cannot be as secure as was previously hoped.

We refer to the attacks that highlight the weaknesses of the Merkle-Damgard
coustruction as generic attacks. These attacks are applicable to all iterated hash
functions. They do not exploit the flaws of a particular compression function, but
simply treat the compression function as a black box. The attacks by Wang et al.
(WYO05] (sometimes referred to as the Chinese attacks) are not generic attacks.
They attack a specific family of hash functions, namely the MD hash function

family, by exploiting flaws in the design of hash functions belonging to this family.

It is In some ways swrprising that the generic attacks only started to surface
after the Chinese attacks; for instance the very simple and elegant generic multi-
collision attack by Joux [Jou04] was only published in 2004. This indicates that
until now, hash functions have not been as well studied as other cryptographic
primitives, and that hash function research is in fact still in its infancy. The
use of hash functions as part of cryptographic schemes was suggested as early
as 1976 [DH76], and only now are these cryptographic primitives really coming

under scrutiny.
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This thesis

In this dissertation we collect the generic attacks on iterated hash functions and
describe them in detail. In other words, we focus our attention on what can be
done by an attacker who can find a collision in the compression function. The
remainder of the thesis is organized as follows: In Chapter 2 we introduce the
mathematical tools that will be used throughout the thesis. In Chapter 3 we
formally define cryptographic hash functions and discuss the properties desirable
in such hash functions, as well as the uses of hash functions in cryptography. In
Chapter 4 we discuss the Merkle-Damgard construction for hash functions and
describe MD4 [Riv92a] as an example of the use of the construction in practice.
Chapter 4 also includes a description of our toy hash function, BABIL. In Chapter
5 we describe attacks that are applicable to all hash functions; and in Chapter
6 we present the known generic attacks on iterated hash functions. Owing to
these inherent weaknesses in the classical Merkle-Damgard construction, several
variations of the construction have been suggested in the hope of improving its
security. In Chapter 7 we describe some of these Merkle-Damgard variants and

discuss the generic attacks on these constructions. We conclude in Chapter 8.
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Chapter 2

Probability Theory and
Mathematical Tools

This chapter collects results from probability theory, as well as other relevant
branches of mathematics, that will be important to the generic attacks described

in Chapters 5, 6 and 7.

2.1 Obtaining a particular result in £ trials

Suppose we have an urn containing m balls labeled 1 to . We draw k& balls out
of the wrn at random and with replacement. What is the probability of drawing
a particular ball? (This is equivalent to the probability of throwing a particular
number at least once if we roll an rn-sided dice k& times). The probability of

drawing that particular ball each time is &, so the probability of not drawing it
& p g

«m=@—%f,

and hence the probability of drawing it at least once is

in & attempts is

p(k):1—q(k):1_<1_i)k.

m
We now consider the Taylor expansion of e*:
22 g8

e =1+[L'—l-§!—+§!—+...
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T

If || is small, then the terms 2—?, ’{,—, ... become negligible and
e =~ 14 . (2.1)

T -1
So if k <« m we can replace 1 — ,17, by ¢7w (we need m to be large and k to be
small in order to use the Taylor approximation, so that we are not approximating
too many times) to get

k

plk) =1 —e"m.
In particular, if & = m (i.e., the number of trials is the same as the number of
balls in the urn) we get
p(k) =1 —e ~63%.
This is relevant for example when we counsider the probability of obtaining a
particular n-bit hash value (out of the rn = 2" possible hash values) by hashing

k = 2" random messages. Alternatively, we can find the value of & for which the

probability of drawing a particular ball is p: then e~ o~ 1 ~p, SO —,“7'1 ~Inl —p,

1
k~mln (1—_;> }

So for a success probability of i- we need about mIn2 = 0.69m trials.

or

2.2 The birthday problem

The birthday problem can be stated as follows: Within a group of k& people, what
is the probability that two or more will share a birthday? For k = 23, two people
will share the same birthday with probability just greater than % This appears to
be somewhat counter-intuitive!, but within a group of twenty-three people there

are (223) = 253 unordered pairs, each serving as a suitable candidate for a match.
It now seems more likely that of the 365 days available in a year, at least one of

the 253 pairs could possibly be two people sharing the same birth-date.

Due to the counter-intuitive nature of this result, the birthday problem is also commonly
known as the birthday puradoz. Note that this is not a “paradox” in the mathematical sense of

the word.
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When computing the probability that in a room full of & people at least two
have the same birthday, we disregard any factors that may cause variations in
the distribution, such as leap years, and we assume that all 365 possible birth-

dates are equally likely.

We start by calculating the probability that all & birthdays are different, i.e.
that no two people share the same birthday. We call this probability ¢(k). The
first person could have any of the 365 possible birthdays. The probability that the

second person has a different birthday to the first is (1 — ;—[1)—5) The probability

that the third person has a ditferent birthday to the first and sccond is (1 - déa)

We continue in a similar fashion and if £ < 365, then

Thus, the probability that at least two people share the same birth-date is

p(k)zl—q(k):1_ﬁ<1_§é_5).

=0

For k = 23, p(k) is roughly 50.7%.

Using approximations

We now generalize the setting and rephrase the problem in terms of urns and
balls: Consider an urn containing in balls labeled 1 to m. We draw &k balls out
of the urn with replacement. What is the probability of obtaining a “collision”,
Le., of drawing the same ball twice? An argument similar to the one above shows

that this probability is given by

k-1 i
p(k)zl—q(k)zl—H(l—;;).

=0
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Now,

k-1 » i
p(k) ::1-—H (1-—;;)

i==0)

_ 1 2 k-1
=1-1({1-=)(1—-——]...[1—
™ " 70

and if & < (le., ,kT, is small), we can again use equation (2.1) to replace each

(1—<) by ¢ to obtain

e

7 = —(k=1)
1)(}6)%1—(173.6—,,{-.“6__(1:_”__1_
1 “hkol)
- - C 2m
gl
A"‘«l—e‘z—ﬁ.'_ (2.2)

When k = /i, this is 1 — ™2 & 39%.

2

Putting it another way, we get a collision with probability p when emw =1 —p,

i.e., when the number of balls drawu is

k=~ \/2 In ( ! ) m. (2.3)
l—yp

So the collision probability is 3 when & = v2In2 - = 1.18y/m. That is, if we

draw 1.18y/m balls (with replacement) out of an urn containing m balls, we have

a 50% chance of drawing the same ball at least twice. lu the case of the birthday

problem, we set m = 365. Hence,
k=~ 1.2v365 =~ 22.93 ~ 23.

This is relevant for example when we consider the probability of obtaining the

same 1-bit hash value twice when we hash & = 2/ random messages.

2.3 Multicollisions

We now consider the probability of drawing the same ball r times in &k tries.

Equivalently, suppose there are k people in a group and m possible birthdays.

18



We are interested in the probability that some r people have the same birthday
(we will call this event an r-collision). The details are now more complicated,
but it turns out that if & = m{ D/ = =4, then there is a high probability of
at least r people having the same birthday; we give a heuristic arguinent for this
clain.

There are (f) = M,,(klﬂl unordered subsets of r people in the room, each of
which has a probability (,—fr)"'“l of being an r-collision, i.e.; of all » people having
the same birthday. If these probabilities were independent, then the probability
of there being at least one r-collision would be

plkyr) =1 — (1— ! >(f)'

rnr =1

» . . § ¢ - . . —_— l k . -
[f & < then by equation 2.2 this is approximately 1 —e” wr=T (), which indeed
C o , —k(k-1)
reduces to our earlier birthday problem approximation of 1 —e 2w if r = 2.

Now note that if r < &k (L.e., the number of people in the multicollision we
are looking for is much smaller than the number of people i the room) then
(”‘) ~ ’f,—, and the probability of an r-collision is

k"

plh,r) ~ 1 —e mrT, (2.4)
If k= m"=Y/" then equation (2.4) gives
DI ) 1 - e 259

Alternatively, we can find the value of £ that results in an r-collision with prob-

ability p:
— k"
1 —_ [) ~ (jr'!m"’I

implies
k"
- = In(1 — p),
rlmr—1 (1-p)

1 1/r
ko~ (r! In ( >> mtr=H/r,
1—p

19
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In particular, an r-collision occurs with probability p = % if the nunber of people

Is
koa (r1n2)Mr oD/ (2.6)

(Remember, however, that this argument is heuristic, since the probabilities of

each subset of 7 people all having the same birthday are not really independent.)

2.4 The birthday problem for collisions between
two sets

We now consider the problem of obtaining a shared birthday between two difterent
groups of people, as opposed to obtaining a shared birthday within one group of
people. Consider a group of k; men and a group of k, women. What is the
probability of at least one man and one woman sharing a birthday? (Shared
birthdays within each gender group do not concern us). Again, we reformulate
the problem in terms of urns and balls: Consider two urns, each containing mn balls
numbered from 1 to . We randomly draw k; balls out of the first urn and ky balls
out of the second urn, each timme recording the number. What is the probability
of the same nunber occurring in both lists? As pointed out by Nishimura and
Sibuya in [NS90] there are actually three distinct cases to consider: the case in
which both sets of balls are drawn without replacement, the case in which one set
of balls is drawn without replacement and the other is drawn with replacement,
and the case in which both sets of balls are drawn with replacement. We refer
to these three cases as Model A, Model B and Model C respectively (Model C

corresponds to the scenario involving men and women given above).

2.4.1 Model A

We consider the case in which balls are drawn from both urns without replacement
(L.e., we are assured that there are no collisions within the two sets of drawn balls).
Let (k1 ko) be the probability that there are no matches between the sets of balls

drawn from the first and second urns. Since k; balls have been drawn from the

20



first urn without replacement, the probability that the first ball drawn from the
second urn is different to all the balls in the first set 1s 1 — % (because of the m
possible nutnbers that can be drawn, k| are bad). Since the balls are also drawn
without replacement from the second urn, the probability that the second ball
drawn from urn two is different to any of the balls in the first set is 1 — T,%‘LT

(because there are 1 — 1 possibilities for the ball drawn out of the second urn,

k1 of which are bad). Continuing, we obtain

ky—1 ]\fl
q(ky, ky) = H (1 T = 'é) .

1=0

Rearranging and dividing numerator and denominator by m gives

ky—1 . ky—1 ki+i
e T (- 5
q(ky, hy) = ( : ) == .
l i g =1 rlf ()1 ( IIL)

Thus,

lng(ky, k) lel(l—kl+L) Zln(l—~)

i=:() i==0

We now consider the Taylor expansion of In(1 — x):

R
) Y 5
(1 —x) T (2.7)
If || is small, then the terms {,i, %, ... become negligible and
In(l —z) ~ —=z. (2.8)

It follows that if Ay + ky < m then?

ICZ . 1\32 . ko
kl—f-’L 1 kl klkz
gk k) =y (=2—) - L I L
ng(ky, k) ( m ) Z( m) Z( m) ”

=) =) i=0

Hence
ky ke

gk, ky) = ef”rLrTL,

2The value of k; has to be significantly smaller than 1n for us to replace each In (1- %) by
=, and ky has to be significantly smaller than s or the cumulative effect of approximating k-,

times would be too great.



and the probability of there being a match between the first and second set
k) ke — . .
of drawn balls is approximately 1 — e~ o, When ky = ky = /i this is

1 —e ! =63%.

kyk:
Putting it another way, we get a collision with probability p when e =1 -p,

1
kik, = mln (————) )
l—p

So the collision probability is % when k1ks = miIn2 = 0.69m.

i.e., when

2.4.2 Model B

This is a mixed model in which the balls are drawn without replacement from
the first urn, and with replacement from the second urn. The balls drawn out of
the first urn comprise k; of m possible balls. Since each ball is drawn out of the
second urn with replacement, each has an independent probability % of being
identical to a ball drawn out of the first urn. Since &y balls are drawn from the

second urn, the probability of no balls in the first set being identical to any in

ki \ ™
q(ky, ky) = <1~—1> .

m

the second 1s

Using equation (2.1), we replace 1 —z with e™, and if k; + ky < m, then

_k]k_.z

q(ky, ko) = e

Thus the probability of finding a match between the two sets of drawn balls is
4 . -k ke
again approximately 1 — et

2.4.3 Model C

We now consider the case in which balls are drawn from both urns with replace-
ment, i.e., collisions within both sets of balls drawn are possible. Model C will be

of use to us when considering generic attacks on hash functions in later chapters.

22



This case is more complicated than the previous two cases (because of the pos-
sibility of collisions within both scts, which makes them effectively sinaller when
considering collisions between them), but we can work out an exact expression
for the collision probability. Let Si(n,t) denote the nuinber of ways in which an
n-element set can be partitioned into ¢ nonempty subsets (this is called a Stirling
number of the second kind, see [Pre93] and [GKP98]). We first note that if 77 is

the number of distinct balls drawn out of the first urn in k; tries, then
. 1
ProbT) = t;] = TSg(kl,tl) cm(m —1) - (m —ty + 1). (2.9)
"

(To see this, note that 17 is analogous to the number of distinct birthdays among
the men. There are Sy(ky,t;) ways in which % men can be divided into ¢,
subsets who share the same birthday, and there are m(m —1)---(m —t; + 1)
ways i which distinct birthdays can be assigned to these ¢; subsets. Hence in
Sy(ky,ty) -m(m —1)---(m —t; + 1) of the possible in*' outcomes, the number of
distinct birthdays is £;.) A similar expression holds for the second urn. It follows

that the probability of there being no collision between the two sets of balls is

ki ke
1 .
qlky, ko) = T 2 E Sa(ky, t1)Sa(ko, te) ~mlm — 1) -+ (m — t1 + to + 1).(2.10)
tiel fa—1

This is because the probability of ¢; distinct balls being drawn from the first urn in
ky tries is = Sy(ky, ty) m(m—1) -+« (i —t1+1), the probability of 5 distinct balls
being drawn from the second urn in ky tries is #@—Sg(kg, to)-m(m—1) - (mm—ty+
1), and the probability that none of the #, balls from the second urn has the same
number as any of the ¢; balls from the first wrn is (2=4) (2=lzh) (ﬂ:id—l—”—ﬂ)
m m—1 m-—ty-4-1
Returning now to the problem at hand, the probability of at least one colli-
sion occurring between the two sets is p(ky, k2) = 1 — q(ky, ky). The asymptotic
analysis is much harder here than in the other cases, but it is shown in [NS8§]
that for large values of m and kiky = m we again have
kyhe

plk) = 1—e n, (2.11)

Of course, it is not surprising that if k; + k2 < e then all three cases result in

the same approximation — the probability of a significant number of collisions
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oceurring within either of the sets becomes uegligible, so whether we are sapling

with or without replacement becomes irrelevant.

2.5 The geometric distribution
We briefly introduce the geometric distribution.

Definition 2.5.1. We define a Bernoulli trial to be an experiment that can result

in only one of two outcomes, ‘success’ or ‘failure’.

Definition 2.5.2. The geometric distribution is a discrete probability distribution

describing the number of Bernoully trials needed to obtain one success.

If p represents the probability of success in cach trial then the probability of the

first success occurring on the Ath trial is

p(k) = Prob(k — 1 failures and then one success)
=(1-p)*'p

In the chapters to come, we will be concerned with how many trials, on average,
we need to consider before we obtain a ‘success’. This is given by the expected
value of a geometrically distributed random variable k, denoted E(K). We derive

the formula for £(K):

o0 o0
E(K) =3 jp(i) =Y _il—pY'p.
j=1 j=1
We note that the serics Zj’il ja? =1 is the derivative with respect to  of the series

> 2/, and therefore converges to & ({&) = (T_—l,~)7 if 2] < 1. We therefore

R e

Consider the following example: Suppose that in a set of ten balls, four are black

have

and six are white. Assume that all of the balls are placed in an opaque urn and
that it 1s impossible to tell white balls from black balls whilst the balls are in the

urn. Suppose we want to know how many balls, on average, we need to pull out
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of the urn before we abtain a black ball.

The probability p of a randomly drawn ball being black is 4/10 = 0.4. The
number of trials before drawing a black ball follows a geometric distribution. We
thercfore expect, on average, to draw

Lol as

P 4
balls before obtaining a black ball.

2.6 Random functions and cycles

A random function f: D — R maps an eletnent of the domain, D, to a randomly
sclected element of the range, B. A truly random function esseutially needs to
be described by a look-up table - if it had a short description then it wouldn’t
be random — which is inefficient if the domain is large. So in practice one uses
pseudo-random functions. These are functions which emulate random functions;
that is, even though they have a short description their outputs “look random”.
In this section we briefly discuss the behaviour of a pseudo-random function it-

erated multiple times (i.e., the function is iterated with itself).

Let f : S — S be a pscudo-random function on a finite set S of cardinality

m. For an initial value xy € S we define a sequence of elements of S by
v = f(zio),

fori=1,2,.... Since S is a finite set, the sequence of z;’s must eventually start
to cycle. By the birthday paradox argument, the expected number of inputs
that need to be considered before this happens is O(y/rn) (see Section 2.2). The
rho method derives its name from the fact that the shape of the path *walked’
through the sequence resembles the Greek letter rho. In figure 2.1 the tail (the
section of the sequence before the cycle) has length two, and the cycle has length
six. (In later chapters we use p and A to denote the cycle length and tail length

respectively). If we can find the start of the cycle, i.e., values ¢ and j such that

25



i) = fi(x) = w, say, but f Ha) # f27'(«), we have two different preimages

for w and hence have found a collision.

Iy AN
Xy —— Ly
Ly Iy €rs X1
/2 \ /
ry - 7 —— Tg
/ Ty 1o

Lo

Figure 2.1: Cycle of length six with a tail of length two

2.7 Sequences and partial Orders

In this scction we present definitions and concepts from [NS04], to be used in
Chapter 7. We stick mainly to the notation used by the authors of the said

publications.

Definition 2.7.1. Let o = (o, 09, ..., a,) be a fized, finite sequence of symbols
such that cach symbol is an element of the symbol set S = {1,2,...,1}, and such

that each symbol in 8§ occurs at least once in .

The length of o is s and is denoted |of. For 1 < i < j < |af, we let afi, j]
denote the subsequence of consecutive terms (a;, a1, ..., a;), and we call this
an interval of the sequence a. A sequence interval of the form «ofl, 5] is known as

all luitial interval.

A relation < on §, associated with the sequence «, is defined as follows:

Definition 2.7.2. For a,y € S, © < y if every occurrence of x precedes every

occurrence of y in a.
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The relation above is antisymuetric and transitive and thus is a partial order.
Two elements 2 and y of § are said to be incomparable if © 4y and y £ 2. A
list of syinbols @1, xs, ..., 2 such that ©; <29 < -+ <2, is known as a chain of
length t. A set of chains is a chain decompostion of X if the chains are disjoint
and their union is X (i.e., if every element of X appears in exactly one of the
chains). There is a classical result called Dilworth’s Theorem which applies to

any partial order:

Theorem 2.7.1. Suppose that < is a partial order on a finite set X. Then
the maximum number of mutually incomparable elements in X is equal to the

mindmurn number of chains in any chain decomposition of (X, <).
We denote the length of the longest chain in e by maxchain(a). Note that if
there are ¢ elements which occur exactly once in «, then maxchain(a) >t
For a symbol x € 8, we define the frequency of @ to be the number of times
2 appears in the sequence o, 1.e.,
freq(x) = |{i : a; = x}|.

We define the frequency of the sequence o to be

freq(e) = max{treq(z) : x € S},
L.e., the number of occurrences of the most popular symbol in .

We now give some examples to help illustrate the notions discussed above. Some

of these sequences will be referred to again in Chapter 7.

Example 1. Let W) = (1,2, 1), In this example we have the chain

1 <2 <.+ <, and maxchain(YU4) = .

Example 2. Let &9 = (1,2....1,1,2,... ,1). There is no chain of length

two in this sequence, and hence maxchain(¥*9) = 1.



Example 3. Let {6 : [ = 1,2,...} be a family of sequences defined itera-
tively in such a way that ©! = (1, 1), ©% = (1,2, 1,2) and ©'*! is obtained from
O by replacing the final element [ in @' by [ + 1,1,1 + 1. (So ©' has length 2!

and every element in {1,2,...,l} appears twice.) For instance,

0% = (1,2,1,3,2,3),

0' = (1,2,1,3,2,4,3,4), and

0° = (1,2,1,3,2,4,3,5,4,5).

So with respect to the sequence ©', the lists 1 <3 <5 < --- <[ (if [ is odd),
orl1 <3 <5 <-.-<1—1(iflis even) are chains (all occurrences of 1 appear
before all occurrences of 3, which occur before all occurrences of 5, etc).

From the above it is evident that maxchain(©') > |%*]. In fact, maxchain(@') =
(B For any [%2] 4 1 elements from § = {1,...,1}, there appear two consec-
utive elements 4,2 + 1 of & by application of the pigeonhole principle. But, due
to the nature of the construction of @, it contains a subsequence (i,7+ 1,), and

thus the U*le 4 1 elements cannot form a chain.

2.8 Square-free and abelian square-free sequences

In this section we introduce concepts and notation surrounding square-free words
and sequences. We are particularly interested in abelian square-free sequences
since they will be of use to us in Chapter 7. We stick mainly to the notation used

by Rivest and Andreeva et al. in [Riv05] and [ABFT08] respectively.

A word w is a sequence of letters, finite or infinite, over some finite alphabet
A. A word may be denoted w = abc where «, b and ¢ are elements of 4. If a word
can be written in the form w = xyz where x,y and z are words, with y nonempty,
then z is known as a prefiz of w, z is known as a suffir, and y is known as a factor
(or subword) of w; the words « and z may be empty. We let Fact,(l) denote the

number of factors of length | occurring in the sequence a.
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2.8.1 Square-free words and sequences

Definition 2.8.1. A word w is a square if it can be written in the form w = xx

with x noncmply and finite.

A word w is said to be square-free if it contains no repeated, adjacent letters or

subwords. More formally:

Definition 2.8.2. 4 word w is square-free if it contains no factors of the form

yy where y is finite and nonempty.

I a sequence cousisting of letters over a binary alphabet, one will not find squarc-
free words of length greater than three (since we are not allowed repeated 0s or
1s, the ouly square-free words of length three are 010 and 101; but adding 1 or 0
respectively to these words gives a repeated subword 01 or 10). However, if the
alphabet is increased by just one symbol, an infinite square-free sequence can be

generated, namely,
jt = 210201210120210201202101210201210120. ..

This sequence was first exhibited by Alex Thue in 1906 [Ber95]. We will need
infinite square-free sequences that can he generated using a small alphabet when

we discuss dithered hash functions in Chapter 7.

2.8.2 Abelian square-free words and sequences

Definition 2.8.3. A word w is said to be an abelian square if it can be written

in the form w = xa’ where ¥’ is a permutation of .

Definition 2.8.4. A word w is abelian square-free if it contains no factors of the

form yy' where y is finite and nonempty, and where y' is a permutation of y.

The notion of being abelian square-free is stronger than that of being square-free.
It a word or a sequence is abelian square-free, then it is automatically square-free

since y' may simply be the result of the identity permutation on y. In 1970 Peter
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Pleasants [Ple70] proved that infinite abelian square-free words exist over a five-
lotter alphabet. and in 1992 Veikko Kerdnen [Ker92] produced an infinite abelian
square-free sequence over a fowr-letter alphabet, namely,

+ = abcacdcbcdcadcdbdabacabadbabcbdbceba . ..
For the remainder of this dissertation we refer to this sequence as the Keranen
sequence. Further details relating to the generation of this sequence can be found

in {Ker03] and [Riv05].

2.9 A note on big-oh notation and complexity

Owing to the fact that we make use of big-oh notation in some sections of this
dissertation, we formally introduce it here:
Definition 2.9.1. Let f: R — R be a function. For n € N and for an arbitrary
real constant ¢ we define the following:
1. O(f) :={y: R — R|(Fc)(¥Yn)g(n) <cf(n)+c}.
This is the class of all functions which grow more slowly than, or just as fust
as. f. An equivalent definition yields O(f) := {g : R — R|(3c)(3no)(¥Vn >
no)y(n) < cf(n)}.
2. 0(f) = {g: R - R|(V¢)(Fk)(Vn > k)cg(n) + ¢ < f(n)}.
This is the class of functions which grow strictly more slowly than f.
3. Q(f) ={y: R—=R|f € Oy)}.
This is the class of functions which grow faster than, or just as fust as, f.
4. 0(f) =0(f) naf).
This is the class of functions which have the same growth rate as f.
The most informative measure of the complexity of an algorithmn is how long it
runs, as a function of the size of the input in bits. In the case of hash functions, we
usually define the time complexity as the number of calls to the the compression
function. We are usually interested in the average-case complexity although it is

also possible to consider the worst-case complexity.
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Chapter 3

Hash Function Basics

In this chapter we define hash functions and describe the properties they need

for security, and how they are used in cryptography.

3.1 What is a hash function?

A hash function is a function
H:{0,1}>* —={0,1}"

where n € N; that is, a function that compresses an input of arbitrary length to
an output of fixed length!. We refer to the output of a hash function as a hash

value, or simply just a hash.

Historically, the term hash function originates from the field of computer sci-
ence. Cryptographic hash functions and conventional hash functions are related
in the sense that they both map arbitrary-length inputs to fixed-length outputs.
Cryptographic hash functions, however, are used in modern day cryptographic
applications and therefore have to satisty certain security properties, whercas

conventional hash functions are used in non-cryptographic environments and do

'1n practice, a hash function # will map from the domain {0,1}" for sone large i, and not
frow {0, 1}>. This is not really of any consequence since m is larger than any message that we
A Y 023

would realistically want to hash.
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not need to he secure. Within the field of cryptography the term hash function
has become synonymous with the term cryptographic hash function. We adopt
this convention and it is asswned that all hash functions referred to are crypto-

graphic hash functions.

Since the domain of a hash function is significantly larger than its range, it is
inevitable that many inputs map to the same output. In other words, there al-
ways exist uumerous collisions, but the point is that two such colliding inputs
should be computationally infeasible to find. (Here ‘computationally infeasible’
could mean requiring super-polynomial effort, or requiring effort far exceeding

available resources.)

The basic idea behind hash functions is that a hash value serves as a compact
representative image of a specific input, and we want to be able to use this rep-
resentative image as if it were uniquely identifiable with the corresponding input
string. A practical illustration of this idea is a digital signature scheme. The
message to be signed is first fed through a hash function and the resulting hash
value is signed in place of the original message. Thus each signature is in fact
a signature on an infinite number of messages; however, the collision-resistance

property cunsures that no one knows what the other messages are.

Cryptographic hash functions are often modelled using random oracles. A random
oracle can be thought of as a mathematical function that maps every possible in-
put (called a query) in its domain to a truly random output (called the response)
in its range. A random oracle consistently responds with the same response for

any specific query.

Hash functions can be split into two categories: Keyed hash functions and un-
keyed hash functions. An unkeyed hash function takes in a single input, nately
the message to be hashed, and a keyed hash function takes in two inputs - the

message to be hashed and a secret value known as the key. In general, it is as-
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sumed that the algorithmic specifications of hash functions are public knowledge.
Since hash functions display the inherent characteristic of ease of computation, if
the hash function is unkeyed then anyone can compute the hash value of a given
input; for keyed hash functions only the users who know the key can compute the
hash. The theory of keyed and unkeyed hash functions is quite dissimilar, and

this dissertation will consider only unkeyed hash functions.

3.2 Hash function properties

A good hash function satisfies the following three major properties:

Property 1. Preimage resistance
A hash function H is said to be preimage resistant if, given a hush value y, it is

computationally infeasible to find an input x such that H(z) = y.

Property 2. Second preimage resistance

A hash function H is second preimage resistant if, given an mput value x, it is
computationally infeasible lo find an input 2', with x # 2/, such that H(z) =
H{(a').

Property 3. Collision resistance

A hash function H s collision resistant if it is computationally infeasible to find
any two inputs x and x', with x # o', such that H(x) = H(a"). (Such a pair
(x,2") is known as a collision pair.)

The properties of preimage resistance, second preimage resistance and collision
resistance are given in order of increasing strength: in other words, finding a
collision is easier for an attacker than finding a second preimage, which is in

general (although not always) easier than finding a preimage.
Theorem 3.2.1. Collision resistance = second preimage resistance.

Proof. We prove the contrapositive: If H is not second preimage resistant,
then for some x we can find an 2', with « # 2/, such that H(z) = H(2'). We

then have a collision pair (z,2") and hence H is not collision resistant. J
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Intuitively, we would expect it to be casier for an attacker to find a second
preimage @’ of H(x), given x, than it is to find a preimage of H(z) given no
further information. For example, the hash function H(x) = z* mod n where n
is the product of two large primes p and ¢ and the factorization of n is unknown,
finding a preimage is computationally infeasible: we would need to be able to find
a square root modulo n and this is computationally equivalent to factoring n,
an intractable problem in itself. Finding a second preimage, however, is trivial:

given r, —x yields a collision.

The following argument illustrates that it is reasonable to assume that second
preinmage resistance implies preimage resistance for hash functions used in prac-
tice. Let H be an n-bit hash function, and recall that in practice, H takes inputs
from a finite set of size 2™ for some large m > n. If H behaves like a random
function, then for every possible hash value y there are about 2™7" values in
the domain of H that hash to y. If an attacker can find preimages for a signifi-
cant fraction of possible hash values, then given « € {0,1}" he simply computes
H(x) = y and then uses his preimage-finding algorithm to find a pre-image =" of
@rren g2

= we have ' # x and he has found a

y. Then with probability S 2m

second preimage.

The above argument assumes that all possible hash values are equally likely.
However, it is possible to construct hash functions for which this is not the case.
We now present an example of a hash function that is second preimage resistant
but not preimage resistant. Let ¢ be a second preimage resistant hash function
such that ¢ : {0,1}> — {0,1}", and consider the hash function H defined as
follows:

0| if « has bitlength n,

H(x) =
1lg(z) otherwise.

We now have a second preimage vesistaut hash function H : {0,1}> — {0,1}**!
that is not preimage resistant: For a hash value H(z) with left-most bit 0, we

know that H(x) has the form 0

|2. Thus by dropping the leading zero we have
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the preimage, @.

In the above example, for hash values whose first bit is 0 there is precisely one
prelmage, so obviously finding a second preimnage is impossible. However, this
hash function is somewhat contrived and one would not expect to see such hash
functions used in practice. ln practice, collision resistance is the strongest of all
three of the major hash function properties. It is the hardest to satisty and the
easiest to break. Once collision resistance has been breached in practice, so has

second preimage resistance and preimage resistance.

An unkeyed hash function that satisfics preimage resistance and sccond preimage
resistance is known as a one way hash function (OWHF). A hash function that
exhibits all three of the aforementioned properties is known as a collision resis-
tant hash function (CRHF). The figure below depicts a simple taxonomy of hash

functions according to the three major hash function properties.

hash functions

unkeyed keyed

OWHF CRHF

reimage resistance

2M_preimage resistance

@ollisiou resistance

Figure 3.1: Taxonomy of hash functions



3.3 What are hash functions used for?

Originally, hash functions were designed for the purposes of providing data in-
tegrity and data origin integrity. Providing data integrity means ensuring that
information has not been altered by unauthorized or unknown means. Providing
data origin integrity means verifying the origin of information. Data origin in-
tegrity and data integrity cannot be separated. As soon as information has been
altered, it effectively has a new source; and if a source cannot be verified, then the
issue of integrity cannot be settled. Thercfore, verification of integrity implicitly

provides data origin authentication and vice versa.

Hash functions used for the purposes of data integrity and inessage authenti-

cation satisty some, or all three, of the major hash function properties.

3.3.1 Data integrity and message authentication

Digital signatures

Data integrity can be established by using a hash function and a secure channel.
Before Alice sends a message x to Bob, she uses a hash function to compute
H(2). She sends @ to Bob over an unsecured channel and transimits H(z) over a
secure channel. Bob hashes the received data and compares his result to the hash
result, H(x), received from Alice. If the two are identical, Bob accepts that the
information has not been altered by unauthorized or unknown meauns, i.e., data

integrity is established. See Figure 3.2.

ALICE | secured channel ., BOB
x x' (data received)
authentic channel
H{(x) H(z")? =" H(x)

IYigure 3.2: Data integrity via a hash function

36



The secure channel could be provided, for example, by a digital signature scheue.
This is a mechanism consisting of a signature generation algorithm and a verifica-
tion algorithin. The signature generation algorithin produces a digital signature,
and the verification algorithm is a method for verifying the authenticity of a dig-
ital signature. Iu the description to follow we denote the signature generation

algorithm by sig and the verification algorithm by ver.

Suppose Alice wants to send a signed message, z, to Bob. She first feeds x
through a hash function H and obtains H(z). Since H(x) is usually considerably
smaller than 2, Alice signs H (@) instead of « in order to save time. To sign H(x)
Alice computes sig(H(x)) by sending H(z) through the signing algorithm. She
then sends the pair (z, sig(H(2))) to Bob. Since it is possible for the message
to be corrupted during transmission, we denote the received message by z'. Bob
receives the pair (o', sig(H(2))), and applies the hash function to 2'. He also
feeds sig(H (2)) into the verification algorithin to obtain ver(sig(H(z))) = H(x).
lf H(2') = H(x), then Bob has successtully authenticated the signature and he
cal be assured that the message was sent by Alice. If H(z) # H(2'), then it pos-
sible that the message has been altered since signing, or that someone is trying

to impersonate Alice. See Figure 3.3.

For the purposes of security we would like H to be collision resistant. Since Alice
signs H(x) instead of z, she essentially also signs all messages that hash to the
same value as H(x). If Alice can find a collision pair, (z, '), then she can later
claim she signed 2’ instead of . Alternatively, if Bob can find a collision pair
(2, 2") such that Alice would be willing to sign z, he is later in a position to claim

that she signed x'.

Due to the fact that hash functions are modelled on random oracles and be-
have like one-way functions, they are also used for purposes other than data
integrity such as confirmation of knowledge, key derivation and pseudorandom

number generation.
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ALICE BOB

ver(sig(H(z))) = H(x)

Figure 3.3: Digital signature scheme

3.3.2 Confirmation of knowledge

Mechanisms that cmploy bash functions for the purpose of confirmation of knowl-

edge include commitment schemes, password verification and trusted timestamp-

ing.

Commitment schemes

A commitment scheme is a mechanism that allows a user to commit to a value
while keeping it secret, and periits the user to reveal the value at a later stage.
Cousider for example an auction, where the parties submit their bids in sealed
euvelopes to the auctioneer who opens the envelopes and announces the highest
bidder. If a bidder, Alice. is to pay her bid (as would be the case in a first-price
auction), she is highly motivated to bid just slightly over the runner-up. An un-
scrupulous auctioneer, Eve, may leak the bids before the auction clears, allowing
her accomplice, Alice, to overbid other participants by a minimal ammount. One
possible solution to this problem is to remove the trust from Eve by letting the

parties comunit to their bids without disclosing them.

A secure comnitment scheme binds the committed party to a value without

leaking any information to the auctioneer or to anyone else. Hash functions are
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often suggested as a computationally efficient way of constructing cominitment
schemes: H(x) acts as a commitinent to x. A security argument may go along the
following lines: If H is collision-resistant, the commitment can only be opened to
x (otherwise the cheating party, Alice, is able to find a collision): if H is preimage
resistant, recovering x from H(x) is infeasible, which implies the hiding property.
This argument as it stands is clearly inadequate. Preimage resistance is only
guaranteed in the absence of any prior information, which is plainly false in the
case of the input as structured as an auction bid. In particular, a curious adver-
sary may go through all possibilities for the value of the bid, applying the hash
function to them aud comparing the result with the committed value. Secondly,
Alice may just copy somecone clse’s bid, which might be sufficient in some sce-
narios. However, both these problems can easily be avoided if the commitinent
scheme is randomised to prevent forward search, and if the protocol requires the

inclusion of the committer’s identity.

Password verification

In general, for security reasons, user passwords are not stored in plaintext. In-
stead, a hash value of the password is stored. Whenever a user provides a pass-
word, the hash value of the password provided is computed and compared to the
stored hash value. If the two hash results are the same, the user is authenticated
and access is granted. The hash function clearly has to be preimage resistant;
otherwise if a malicious hacker, Eve, obtains the hash value H(P) of Alice’s pass-
word P, then she might be able to determine a password P’ which has the same

hash value, and hence would work just as well as P.

Trusted timestamping

Timestamping is the process of recording the time of creation or modification
of information. 7rusted timmestamping refers to doing this in a secure manner.
According to the widely accepted Internet X.509 Public Key Infrastructure Time-
Stamp Protocol (RCF 3161) [ACPZ01], a trusted timestamp is one which is issued

by a trusted third party (TTP) acting as a timestamping authority (TSA). The
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following scenario motivates the need for timestamping.

Suppose that Alice has produced a medical cure z. Assume that there are many
medical researchers working independently, and simultaneously, on this cure. 1t
should not be possible for Alice to backdate the time of creation of her cure, and
it should be possible later, when Bob also finds the cure, for her to prove that

she did indeed know it by this time.

Alice computes the hash of x, H(z). She sends this to a trusted timestamp-
ing authority. The TSA allocates this data a timestamp 7T}, concatenates the
timestamp to H(x) and computes a hash of this concatenated result (77 denotes
the version of the timestamp at time 1). This new hash value H(H (x)||1}) is
digitally signed by the TSA using its private key k. The signed hash value,
sige(H(H (2))

stores the cure, the signed hash value and the timestamp together in the same

11)), together with the timestamp are sent back to Alice. Alice

place. See Figure 3.4.

For trusted timestamping we require that the hash function H be preimage resis-
tant. When Alice sends H (2) to the TSA, for the sake of confidentiality, the TSA
should not be able to obtain x from a knowledge of H(z). Also, Bob can verity
that Alice has not predated the creation of the cure and Alice is in a position to
prove that she was indeed in possession of the cure at the time of tiinestamping.

This 1s done as follows:

At the time of verification (some time after time 1) Alice reveals her alleged cure 2
and her alleged time stamp 7. The hash of 2’ is calculated and the alleged times-
tamp is appended to H(z'). This result is then sent through the hash function
to obtain H(H («')||77). The digital signature of the TSA is checked by using the
public key, &', of the TSA and sending sigi (H(H (x)]|T1)) through the verification
algorithm of the digital signature scheme to obtain ver (sigp(H(H (x)||T1))) =
H(H(2)||Th). It H(H(2")||T])) = H(H (x)||T}), then it is accepted that the times-

tamp has not been altered and that it was issued by the timestamping authority,
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ALICE TSA

l.
H{(x) ' T
!
H(xl)HTl
H(H(z)||T)

sigr(H (H (2)||11))

J

et sig(HH@ITD+ T, sig(H@)[T0) + Ty

stored together

Iigure 3.4: Issuing a timestamp

and also that x is correct. If the two hash results are not equal, then it is possible
that the timestamp has been altered, or that it was not genuinely signed by the

TSA. Figure 3.5 depicts this process.

3.3.3 Key derivation

A key derivation function is a function which derives one or more secret keys
from an unknown value, or possibly from a piece of known information such as a
password or passphrase. An example of such a function is PBKDF1 (Password-
Based Key Derivation Function 1), which forms part of the RSA Laboratories’
Password-Based Cryptography Standard [Kal00]. PBKDF'1 makes use of a hash
function and a cryptographic salt. This salt is made up of random bits that
are added to a password or passphrase betore the password or passplirase is sent

through a hash function. The derived key (D) is obtained by applying the hash
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Figure 3.5: Checking the timestamp

function for ¢ iterations to the concatenation of the password P and the salt §.

ky = H(P|S)
kg - H(kl)
ke = H(key)

DK = len(k.)

The function len extracts the first ¢ bits of k. to obtain a key of length ¢. The
specification of PBKDF'1 allows for it to produce a key with maximuin length of
160 bits. PBKDF2 [Kal00] allows for the production of larger keys. PBKDF2
makes use of a pseudorandom function such as a hash function or a block ci-
pher to derive the key. The pseudorandom function given as an example in the
RSA Laboratories’ Password-Based Cryptography Specification document is a

pseudorandom function based on a hash function [Kal00].

3.3.4 Pseudorandom number generation

A pseudorandom number generator generates sequences of numbers which satisfy

various statistical properties of randomness. Since hash functions are modeled
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on random ovacles, it is possible to generate pseudorandom numbers by using
a hash tunction. This is done, for example, by applying a hash function to a
counter. Kor ¢; = initial value, we compute H(c;) = ay, then H(ey) = ay and
s0 on. It is hoped that the sequence wy, ug, ... is a sequence of pseudorandom
numbers. In order for this generating mechanisin to be cryptographically secure
(by which we mean that given part of the sequence it is not possible to predict
the next bit), the initial value of the counter must be both random and secret.
Recommendations for random number generation using hash functions from the

SHA family can be found in [BK07].
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Chapter 4

The Merkle-Damgard

Construction for Hash Functions

According to the definition provided in Chapter 3, a hash function needs to be
able to accept a string of arbitrary length as input and to output a string of
fixed length. The generic construction currently used for most popular hash
functions was first described by Ralph Merkle [Mer79] in 1979. In 1989 Ralph
Merkle and Ivan Damgard [Dr89Y] independently proved the construction to be
secure under certain assutnptions, and hence today we refer to it as the Merkle-

Damgard construction for hash functions.

4.1 Definitions and notation

Before the details of the construction are introduced, we present a few definitions

and the notation to be used:

Definition 4.1.1. A compression function is a function that maps an m-bit string
to an n-bit string, where m > n. More formally, o compression function is «
function

40,13 x {0, 1} — {0,1}",

where m = n+ L.
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Note. The compression function can either be described as taking in two inputs,
one of length n bits and one of length ! bits, or as taking one input of length
m = n-+1. We will find it convenient to switch loosely between these two descrip-
tions. In other words, for an n-bit value x, an [-bit value y and a compression
function f, we will consider feeding the two inputs x and y into f as being identi-
cal to feeding the single input x|y into f; i.e., we consider f(xz,y) to be the same

as f(xlly).

We now introduce the notation that will be used throughout the remainder of

this dissertation:

F.G H hash functions

fig.h compression functions of F,G and H respectively
hy initialization vector (V)

mi the i*" message block, i € N

h; the i*" chaining value, i € N

0! the binary string consisting of ¢ zeros
x| bit-length of «

x|y concatenation of & and y

L4y addition modulo 2% of z and y

T Ay bitwise ‘and’ of x and y

xVy bitwise ‘or’ of x and y

Ty bitwise ‘xor’ of z and y

s bitwise complement of x

r <<, rotation of x left by s bits

4.2 The Merkle-Damgard construction

Iterated hash functions operate on messages of arbitrary length by iteratively
processing fixed-length pieces of the message to be hashed. We refer to these

pleces as message blocks, and denote their fixed length by [ Assumme we have a



hash function £ : {0, 1} — {0,1}%. Let f: {0,1}" x {0,1} — {0,1}" be the
compression function of F. If we wish to hash a message of arbitrary length, M,
we follow the procedure outlined below. Assume for now that the length of M is

a multiple of [

1. Break A/ up into k& message blocks of length [. We denote these message

blocks iy, me, ... g1, .

2. Set hy to some pre-specified n-bit value called the initialization vector, or

V.
3. Fori from 1 to k let h; = f(hi_1,m;).
4. Set F'(M) = hy.

For a graphical representation of this process see Figure 4.1. The h; are called

chaining values; the output from the compression function f in round ¢z — 1

becomes one of the inputs to f in round i. The second input to f in round
sth

i is the i message block, ;. Also, note that F(mal|lmsl ... lme_1|lme) =

FFGnylfmal o |me—y) |[m)-

my Ty My

| | |
e — [F]—m— == — hs— [ h=F (M)

Figure 4.1: Iterative hashing process

In the event that |A/| is not a multiple of [, we append extra bits to the end of M
to ensure that message blocks of the correct size will be fed into the compression
function of F. This is called padding. One possible way of padding a message
is to append as few 0-bits as possible to the end of the message such that the
length of the augmented message is a multiple of {. However, this method is
ambiguous - it is not possible to pinpoint where a message trailing with 0-bits

ends and where padding begins. This can be avoided by first appending a single
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1-bit to the message and thereafter appending the required number of 0-bits. (So

if the message length is an integral multiple of [, we will add one block of padding).

After padding has been done, a single message block containing the length of
the original message is often appended to the augmented message. This is known
as Merkle-Damgard strengthening. The bits representing the message length are
usually right justified in the final block. If the length field is larger in bit-size
than [, it may be spread over multiple message blocks. The final block is added
for security reasons, because it foils a second preimage finding attack known as
the long message attack (described in Chapter 6). The procedure for hashing an

arbitrary-length message M now reads as follows:
1. Pad message M until |M] is a multiple of [.

2. Break the augmented message up into k blocks of length [. We denote the

message blocks ey, 1y, oo g 1, 1y,
3. Append the message block rngy) containing the length of m (right justified).
4. Set hy to some pre-specified value IV,
5. For i from 1 to k+1let hy = f(hiy,m;).
6. Set F(M) = hyyy.

Figure 4.2 depicts the process outlined above.

A note on initialization vectors
Initialisation vectors could be fixed or randomly chosen, but in either case it is
important that the /V is a known value, and that the same IV be used when

recomputing a hash result.
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Figure 4.2: Iterative hashing process with padding and Merkle-Damgard strength-

ening
4.3 Merkle’s meta method and Damgard’s con-
struction

We now present the constructions suggested by Merkle [Mer79] and Damgard
'Dr89]. We then provide a general security proof for the construction mentioned in

Section 4.2, and adapt this proof for both the Merkle and Damgard constructions.

4.3.1 Merkle’s meta method

The method most commonly used to construct modern-day hash functions (refer
to Section 4.2) is largely based on Merkle’s Meta Method [Mer79]. His method

for hashing an arbitrary length message M is as follows:

For a given compression function f from m bits to n bits, we set the [V to
0", pad the message if necessary, and obtain F(M) by following the hashing

processes mentioned in the previous section.

4.3.2 Damgard’s construction

Damgard’s construction is slightly more complicated than the construction pro-

vided by Merkle. Also, Damgard’s original definitions are phrased in terms of

1

collision resistant farnilies of functions'. We follow Merkle in working with a

YA fixed size hash function family F is an infinite family of finite sets {F.}%_1, and a

function t : N — N such that t(m) < for all smn € N. For any given m € N, a mewber of ¥,
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single iterated hash function and its compression function. For a compression
function f frowmn s bits to n bits, where . = n+ L and I > 1, Damgard’s con-

struction reads as follows:

1. Break the message, M, up into blocks of size [ — 1 bits. If the last block is

incomplete, pad it with zeros.

2. Let d be the number of zeros needed, and let L be the length of the message

with padding. We then have message blocks iy, mog, ...y, where k = l—’_‘l-

3. Append an extra (I — 1)-bit block my.; containing the binary representa-
tion of d, right justified. (Note that here we are appending the number of

padding zeroes, not the entire message length.)
4. Fori from 2 to kb + 1 let
hy = f(0*" ), and
hi = f(hial11]|m).
5. Set F'(M) = hiyy.
The construction given above is slightly more complicated than the one mentioned
previously. The reason for the additional 0 or 1 in the middle of the input to

f in Step 4 will become clear in the discussion of the security proof in the next

section.

4.3.3 A security proof

We now provide a security proof for the general construction described in Section
4.2. We first consider the construction without Merkle-Damgard strengthening,
and prove the following lemma.

Lemma 4.3.1. Let F be an iterated hash function with compression function

f. Assume we can find a collision under the hash function F (without Merkle-

Damgard strengthening). If the colliding messages have the same number of

is a function f: {0,1}" — {0, l}t(”"; in other words, F,, is the set of all functions from m bits

to t(in) bits [Dr8Y].
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blocks, then we can find a collision under the compression function f. Other-

wise we can find either a collision under f or a pretmnage of the 1V under F'.

Proof. Assume we have found M and M’, with M # M’, such that (M) =
(M), Let t denote the number of message blocks in A, and let ¢’ denote the
number of message blocks in M’, where without loss of generality ¢’ > t. Since

F(M) = F(M') we have
Flmy|l... ) = F(myl) - |lmeg)

and thus

FECnll oo ley), my) = FE@n{ . lmp ), ). (4.1)
If either my # iy, or F(mql| ... ||me-1) # F(md|| ... |lm}_,) then we have found a
collision under f and we are done. Otherwise, if F'(vnuq|| ... {|me_1) = F'(ng|l .. [l )

and my = my., then we consider
FOE(d] o mie2)yme—y) = FIE@mY] g o), miy_q),

and repeat the argument. The process will come to a halt cither when we find a

collision under f or when
Flmy) = Ft )| o).

If ' =t, then this means my # ] (else we would have M = M') and

fUV,my) = f(IV,mn))
so we have found a collision under f. If ¢ > ¢, then we have

FUVimg) = fE@i] - lm_y), my ), (4.2)

so either we have found a collision under f, or m; =y, _,,, and

IV =F(myl ... |lmy_,)
and we have found a pre-image of the /V under F. )
We are now in a position to give a security proof for both Merkle’s and Damgard’s
construction.
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Theorem 4.3.2. Let F' be an iterated hash function with compression function

fUf [ s eollision resistunt, then so is F.

Proof. Assume that we have found M and M’, with M # M', such that
F(M) = F(M'). If the lengths of M and M’ are the same then a straightforward
extension of Lemma 4.3.1 to the case with Merkle-Damgard strengthening gives

us a collision under f. So supposc the message lengths are different.

In the case of Merkle's method, the appending of the length field ensures that
the final message blocks of M and M’ are different, so equation 4.1 gives us a

collision under f. In Damgard’s construction, equation 4.2 is replaced by
FO T my) = fFEmA - g L —esr).- (4.3)

The fact that the first message block i is processed differently from the others
in Damgard’s construction prevents the inputs to f being the same on the left
hand side and right hand side: clearly 0"y # F(nyll ... [lrmh _ WLl —ess
because of the 0 or 1 sandwiched between the two inputs of the compression

function. Thus we have found a collision under f, aud we are doue. O

4.4 A more specific classification

Staving within the Merkle-Damgard paradigm, we now briefly discuss three meth-
ods for constructing compression functions. These include: hash functions based
on block ciphers, customized hash functions and hash functions based on modular

arithinetic.

4.4.1 Hash functions based on block ciphers

An advantage of building hash functions using block ciphers is that many efficient
block cipher implementations already exist. Some block-cipher-based construc-
tions are provably secure assuming the underlying block ciphers exhibit certain
1deal properties. However, in reality block ciphers are not random functions and

often exhibit irregularities and weaknesses when used in practice. It is difficult
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to say what properties of block ciphers are needed in practice in order to build
secure hash functions, and whether or not good block ciphers guarantee good

hash functions.

Definition 4.4.1. A block cipher is a map E : {0,1}* x {0,1}"* — {0,1}" such
that for k € {0,1}* and for € {0,1}"*, the function Ey(z) = E(k,z) is a
permautation on {0,1}". We say that the n-bit plaintext x is encrypted under the
r-bit key k. For a block cipher E, there exists E~% such that Ek_l(y) is a plaintext
&' for which Ey(2') = y.

The Matyas-Meyer-Oseas, Davies-Meyer and Miyaguchi-Preneel hash functions
are all hash functions based on block ciphers. The figure below depicts a single
iteration of the Davies-Meyer compression function; the other two hash functions

are similar. Each scheme makes use of the following:
1. A generic n-bit block cipher E;

2. A function g that maps n-bit inputs to keys, &, for E (note that k& will be
public); and

3. A fixed IV hg that can be used in E.

In the Davies-Meyer construction each intermediate chaining value h; is obtained
by using the current message block to encrypt the previous chaining value h;_q,
and then XORing again with this value to prevent inverting the compression

function. In other words,

}Li, = Eg(mi)(hi—l) S2) ILi—l-

4.4.2 Customized hash functions

Customized hash functions are designed from scratch so as not to be constrained
by the use of existing system components such as block ciphers. They are de-

signed with a view to optimizing performance.
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Figure 4.3: The Davies-Meyer compression function

Examples of such functions are those based on the MD4 hash function. This
function was invented by Ronald Rivest [Riv92a] in 1990. Owing to security con-
cerns, many versions and adaptations have been invented since, including MD5

Riv92b], SHA-0 [N1S93] and SHA-1 [N1S95].

We now provide a detailed description of the MD4 algorithm. We include it
not only as an example of a customized hash function, but also as an example of

the use of the Merkle-Damgard construction in practice.

MD4

The MD4 hash function consists of three rounds of sixteen operations each. Before
we describe the hashing process, we introduce the three boolean functions f*, g*
and h* that are to be used in rounds one, two and three respectively. Each
function takes three 32-bit words as input and produces one 32-bit word as output.

We let X, Y and Z denote 32-bit words. The functions are defined as follows:

(XY, zZ) = (XAY)V((=X)AZ)
g(XY.Z) = (XAY)VIXAZ)V(YANZ)
XY, Z2) = XaYocZ

Assume we wish to hash a message of arbitrary length, M. We do the following:
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1. Pad the message and append the length field.
The MD4 hash function processes 512-bit message blocks. When padding,
we have to allow for the last 64 bits of the augmented message to
contain the length? of M. Thus, we pad M until it is congruent to
448 mod 512. We employ ‘unambiguous’ padding, i.e., we first append
a single 1-bit and thereafter append the required number of 0-bits.
Once this is done, we append a 64-bit binary representation of |M|.
The length of the augmented message is now a multiple of 512. Note
that it is also a multiple of sixteen 32-bit words. We let Wy, ..., W, _,

denote the 32-bit words comprising the augmented message.

2. Set the [V
A four-word buffer (4, B, C, D) is used throughout the hashing process.
The final message digest will be the concatenation of the 32-bit words
in the registers A, B, C and D following the last computation of the
compression function. We initialize these registers with the following

hexadecimal values (in little-endian) to obtain hy:
A = 67452301
B = EFCDABS9
C = 98BADCFFE
D := 10325476

3. Process the message blocks

For each 512-bit message block, we do the following:

for i =0to (L/16) — 1 do
for =0 to 15 do
Xj = Wigiry

2We thus never hash a message of more than 284 — 1 bits.
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A=A

B =8
=0
D =D
ROUND 1

Let [abed k s] denote the operation of leaving b, ¢,d, k and s un-

changed and changing a as follows:
a=(a+ f*(bcd)+ Xp) <<<,

We perform the following sixteen operations (from left to right):

[ABCD 03] D
[ABCD 43] |
[ABCD 83 [DABC 97|
[ABCD 123) [DABC 13 7|

ABC 17 [CDAB211] [BCDA3 19|
DABC 57 [CDAB611] [BCDATI19)
[CDAB 10 11] [BCDA 11 19]

[CDAB 14 11] [BCDA 15 19

ROUND 2
Let [abed k s] be defined as follows:

= (a+ ¢g*(b,c,d) + Xi + 5A827999) << <,

We perform the following sixteen operations (from left to right):

[ABCD 03] [DABC 45 [CDAB8Y9] [BCDA 1213
[ABCD 13] [DABC 55| [CDAB99] [BCDA 13 13
[ABCD 23] [DABC 65 [CDAB 109 [BCDA 14 13]
[ABCD 33] [DABC 75 [CDAB11Y9) [BCDA 15 13

ROUND 3
Let [abed k s) be defined as follows:

a=(a+h*b,cd) + X, +6EDIEBAL) <<<,

We perform the following sixteen operations (from left to right):



ABCD 03

| [DABC89] [CDAB411] [BCDA 12 15|
ABCD 2 3)

]

J

[DABC 109] [CDAB611) [BCDA 14 15)
[DABC 99] [CDAB 5 11] [BCDA 13 15)
[DABC 119] [CDAB711] [BCDA 15 15|

ABCD 13
[ABCD 3 3

A=A+ A
B:=B+ B
C:=C+C'
D:=D+D

4. Output the message digest
The final output reads as follows: M D4(M) = A|B||C||D. This will

be an output of size 128 bits.

The diagram below is a schematic representation of the MD4 hashing process.
We denote the length of the augmnented message (including padding and the
M'|. The number of 512-bit message blocks is thus [M']/512,
denoted 1. According to the algorithin above, hy = (A, B,C,D) and h; =
(A+ A B+B,C+C D+ D).

length ficld) by

) my
N NG
l/V() ce VV]S I/VL—IS- .- WL—I
! !
fe [l
h() —_— }(]* ——»hl ——— e 111_1 — .}(j* *"'h[: ]\/[D4(A./[)
) l

Figure 4.4: The MD4 hashing process

4.4.3 Hash functions based on modular arithmetic

Hash functions based on modular arithmetic are iterated hash functions in which

the compression function is made up of operations involving modulo N arithmetic.
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Two advantageous aspects of such hash functions include: (i) the ability to scale
N and therefore the size of the hash so as to obtain a desired sccurity level, and
(i) the availability of existing software and components for modular arithmetic
from other cryptographic protocols. However, hash functions based on modular
arithmetic do not include speed as a favourable performance feature and are

therefore not commonly used in practice.

4.5 BABI: A toy hash function

All practical illustrations of the generic attacks mentioned in Chapters 5 and 6
will make use of the hash function described below. 1t has been Built As o Basic
Instance and will be referred to as BABI from this point onwards. The practi-
cal illustrations to come are intended to be as simple and as easy to follow as
possible. For this reason, BABI has been built to accommodate only messages
of short length, and has not been built to be secure. Due to the nature of many
of the attacks in Chapters 5 and 6, it will be important to be able to casily find

collisions on the compression function of BABI for the purposes of illustration.

BABI is based on modular arithmetic and has been built according to the speci-
fications suggested by Ivan Damgard in [Dr89]. The suggestion for a secure hash
function to be built using modular arithmetic is not surprising given the hard-
ness of extracting roots modulo N, where N is the product of two large primes.

Damgard’s construction reads as follows:

Let N be the product of two large primes, p and ¢. Let the length of N be
u bits. We choose a proper subset I such that I C {1,2,...,u}. For any u-bit
string by, by, ..., b, we define the function f; to be the concatenation of all b; such

that ¢ € [.

We define the compression function f, from rn bits to n bits, to be the func-
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tion

f(hioy,my) = fi((BUFFER|h;_y{|n;)* mod N).

The size of each chaining variable h;_; is n bits, the size of each message block
my; is t bits, and hence m = n +¢t. The input variable BU F'FER represents the
sequence of bits required to ensure that the input to f is greater than vN but
less than V/2. This helps avoid trivial collisions of the forin 22 = (—z)* mod N,
and ensures that modular reduction always takes place, thus foiling attempts to

find collisions of small magnitude.

In order to ensure that f is both secure and eflicient. the subset I has to be
chosen with some care. In order to avoid an attack by Marc Girault [Gir88], [
should specify bit positions that are spread evenly over all u possible positions.
However, choosing random bit positions does not optimize cfficiency.  Allowing
for positions that are grouped together makes more sense when keeping efficiency
in mind. Also, if |/] is too small, then the set of possible hash values has a maxi-
mun size of 211 and thus an attack applicable to all hash functions known as the

birthday attack® becomes computationally feasible.

BABI has been built according to the design principle outlined above, but due
to the fact that it need not be secure and should be easy to implement, certain
conditions have been relaxed. We present the algorithm below. See Appendix A
for the JAVA source code. In what follows we let |rn| represent the length of the

message blocks and |h| the length of the chaining values.

1. Determine N
Two small primes, p and ¢, are selected such that N = pg. BABI allows
for the user to select p and ¢. The primes should be selected to be small in
order to aid ease of computation and to make it possible to find collisions
in the compression function (since we want the compression function to be

easy to break). BABI has a built-in primality test for p and g.

3This attack is described in detail in Chapter 5.
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. Determine the buffer, |in| and |h|

The value of BUFFER is set to [VN] and we set the auxiliary variable
INTERVAL to |§] - [VN]. We let the bit length of the input to the
compression function, {, be defined such that { = bitlength(INTERV AL)~
1. We let the length of the message blocks be || = [£] 41 and the length
of the chaining values be [h] = | 5] -1; i.e., the message block length will

always be larger than the length of the chaining values.

. Set the [V
We set the IV to 0. It is possible to set the IV to any constant of the

correct size, say a randomly generated value perhaps.

. Split the message into blocks and pad the message

As the message cones in, it is split up into blocks of the specified size. All
niessage blocks are stored and processed when necessary. This is admittedly
not the most efficient way of computing a hash value; ideally, message blocks
should be processed as they are read in. 1f the message length is a multiple
of the message block length, then no padding is added. If the message is
not a multiple of |m], then it is padded with a 1 followed by the required

nummber of zeros.

. Append the length field

The length field is set to be a multiple of the message block length, i.e., t|n)]
bits are set aside to contain the binary representation of the length of A/
for some integer t. The code in Appendix A specifies ¢t to be 4. The length
representation of M is right justified in this length field. The reason why
the length field is set to be a multiple of [ is to ensure that no additional
padding needs to be sandwiched between the partially augmented message
and the last t[in] bits. We acknowledge that this is not ideal since messages

of longer length can only be accommodated when larger primes are used.

. Process the message blocks
The overall size of the input to BABI is a multiple of |in|. We let k& denote

the total number of message blocks. For a message block 1 and a chaining
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value /i, we define the compression function of BABI to be
f(h,m) = fi((BUFFER+ h{|im)?* mod N),

where f; sclects the last |h] bits of ((BUFFER + hijm)? mod N). For i

from 1 to k, message blocks are processed as follows
hi = f(hi—la HLZ‘,).

7. Output the hash value
We output BABI(M) = hy.

The input to modular squaring in the compression function of BABI is slightly
different from the idea suggested by Damgard. However, it still ensures that this

particular bit of input is greater than v N and less than N/2.

Security was not an important design goal when creating BABI (although it
does contain certain security enhancers such as Merkle-Damgard strengthening
and the elimination of trivial roots). BABI has largely been built to be relatively
insecure so as to be able to easily immplement and demonstrate some of the generic

attacks in Chapters 5 and 6.
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Chapter 5

(Generic Attacks on Hash

functions

In this chapter we collect and describe attacks that are applicable to all hash
functions. These attacks would work even if the hash function in question was a

random oracle.

5.1 The birthday attack

The birthday attack is a collision-finding attack: the attacker hopes to find two
distinct inputs, M and M’, that hash to the same value under some hash function
F. The attack was pointed out by Yuval [Yuv79], who justified it by the birthday
problem (described in Chapter 2), although Nishimura and Sibuya [NS88] were
the first to give a proper mathematical analysis of it in terms of the birthday

problem between two sets.

5.1.1 Finding a collision in one set of messages

Suppose that F'is an n-bit hash function, and consider a set of k < 2" messages,
chosen at random. Assuming all 2" hash values are equally likely, recall from
Chapter 2 that there is a collision in the set with probability

_i?

plk) =1 — e, (2.2)
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where here o= 2 is the munber of possible hash values. This probability is L
when

ko= V202 & 1.2 - 22, (2.3)

So if an attacker computes the hash values of 1.2 - 22 distinct messages and
searches for two hash values that are the sane, he has a 50% chance of producing

a collision.

We now consider the expected running time of the birthday attack. A quick
upper bound for this expected time is given by the geometric distribution (see
Chapter 2): computing the hash values of 2/ messages gives a collision with
probability

gn/2y2

PV ml—e T =1 —e 7 & 04, (5.1)

so the expected number of times the attacker would need to run this attack in
order for it to be successful is 5% = 2.5. This would mean computing the hash of
2.5-2"% messages (and the number of calls to the compression function would of
course depend on the length of the messages). This analysis assumes the attacker
computes 2% values, looks for a collision, and then throws away those values and
starts again if there is none. Suppose instead that the attacker computes hash
values of random messages until he produces a collision: how long do we expect

this to take? The expected number of messages needed is

Z J - Prob(first collision occurs when k = j)
J=1
0

=3 J- ) -G -1),

=1
and a careful analysis (Fact 2.27 in [MvOV96], or see [Knu68], section 1.2.11.3)

shows that this is approximately

T 195 . 92,
2

Often in practice the constants 1.25 or 2.5 are ignored, and the average-case work

tor the birthday attack is taken to be O(2"/%) applications of F. (Note that the
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worst-case work would be given by the pigeon-hole principle: the attacker can

only be assured of finding a collision in 2" + 1 attempts.)

The birthday attack is unavoidable; it is applicable to all hash functions (it would
even work if /4 was a truly random function, or a black box). If it is the best
known attack on the collision resistance of a particular hash function F, then F
is said to have ideal security as far as collision resistance is concerned. In general,
we speak about F as having a security level' of 2/2,

Example 5.1.1. We now apply the birthday attack to BABL. We ran the attack
three times; each time increasing the value of the primes used. All messages are

given in hexadecimal. Colliding pairs are indicated in bold.

Attack 1: We let p = 71 and we let ¢ = 73. This results in an output of

length 4 bits. We tried the following 24/? = 4 messages

M,, = 5468652063617420736174206f6e20746865206d617420616e6420626974206d652¢
M,;, = 546865206f6c64206d616e20696e207468652073656120616e6420686974206f782¢
M,, = 4f6c6420646f672072617420696e20746865206c696520616e6420686974206f782¢
M;, = 43616c2063756c206c617420657420686577206f726420746861207469732069742¢,

4

and find that Ay, and M,, have the same hash value b.

Attack 2: We let p = 211 and we let ¢ = 281. This results in an output of

'We say that /' has ideal security in terms of preimage resistance and second preimage
resistance if the best known attack on both properties is a brute force attack, i.e., hashing
randomn niessages until we find one with the desired hash — we have a 63% chance of finding

one within 2" tries. Iu both cases, the security level ig 27,
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length 6 bits. We tried the following 2°/? = 8 messages

My, = 2e2020202020202020686f6d726f6d6f6d726f736f6d726f64756d626f636f6d626f
M,, = 6c696d626f6e696d626f636f6d626f72696d626f73696d626f20202020202020202e
M,, = 2e20202020202020206e6f6e7365626c7565736a617a7a79636f757273656c617465
M,, = 2e202020206c696d626f636f6d626f6b696d626f6e696d626f726f6d626f20202020
M, = 2e2020202020202020626561647361726d737362616e6473686f706573686f6d6573
M, = 20202020686f706573686f75765686f7273652€20202020626c7565736ab617a7a79

AL, = 5468652063617420736174206f6e20746865206d617420616e6420626974206d652e
M,, = 20202020202020202e636f6d626f6c696d626f6c696d6d6f7368696d6f6c6f6d6dT5,

and find that M, and M», have the same hash value 3b.

Attack 3: We let p = 839 and we let ¢ = 929. This results in an output of
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leugth 8 bits. We tried the following 2%% = 16 messages

My,
My,
M,
Ms,
My,
M,

5468652063617420736174206f6e20746865206d6174206166420626974206d652e
546865206f6c64206d616e20696e207468652073656120616e6420686974206f782e
202020202e62616c6c736d616c6c7374616c6c7363616c6c7320202020736e616065
72616269746866269746c66269746b6f6269746e6f6d626f22020202020202020
6c696d626f2062696d626f206a696d626f206b696d626f2072696d626f202020202e
67697a6d6f74696e6b6572696d626f2e6c6f6d626f636f6d626f2020202020202020
546865206f6c6420646f6720696e207468652073656120616e64206c69742069742¢
202020202e20202020686f757365686f7273656c6f7573656d6f7573656c696d626f
202020202e6867273656b696d626f6d6f757365736e616b65736e69706520202020
62696d626f6c696d626f6867273656272616b6520202020202020202e6e65696768
68616c6c7363616c6c7362616c6c736d616c6c73222020202020202020686f6c6473
736e616b65202020202e2020202068616b65736d616b65736c696b6573736d696c65
686f6c6473636f6c6473726f6c64736d6f6c64732e2020202020202020686727365
6c6164656c686164656¢726164656c6d6164656c2020202022202020206269726473
70757070796c757070796d7570707963757070792e20202020202020206875707079
2020202074696d626f6e696d626f722e6f6d626f636f6d626f6c696d626f2022020,

and find that Afy, and My, have the same hash value 58.

The table below sumimarizes our results. Note that small primes have been used

for the purposes of illustration.

po| oy N n | 2v2 M0 | M | hash value (bits) | hasl value (hex)
70| 73 | 5183 |4 | 4 | My, | M, | 1011 b |
211 [ 281 | 59201 | 6 | 8 | M, | My, | 111011 3b
839 | 920 | 779431 | 8 | 16 | My, | My, | 01011000 |58




5.1.2 Finding a collision between two sets of messages

[t is important to observe how the birthday attack can be used in practice. If a
dishouest signer, Alice, could find a collision between a "good’ miessage My and a
‘bad’ (or fraudulent) message M,, then she is in the position to provide a signa-
ture ou My, and then later claim that she signed M, instead. A collision of this
nature is of use to Alice because recall that a digital signature schewme signs the

hash of a message, and not the message itself (see Section 3.3.1).

For the attack to work, Alice would need to obtain a collision between a set
of good messages and a set of bad messages. Recall from Section 2.4 that if the
size of both sets of messages is &k, then the probability of obtaining a collision
between the two sets is p(k) = 1 — L‘L So, for an n-bit hash function £, if we
compute the hash values of 22 good messages and 2% bad messages, then we

will have a probability of 1 —¢™! = 0.63 of finding a collision.

To obtain two colliding messages, Alice chiooses a good message M, and a bad

message My, and then does the following:

Step 1 She gencrates 22 minor modifications of M), denoted M{. A minor
modification could include substituting tab characters for spaces in text

files, or perhaps substituting unprintable characters for cach other.

Step 2 She hashes each of the 2% modified messages and stores each result with

its assoclated message.

Step 3 Shc generates minor modifications M of My. As she generates these mes-
sages, she computes the hash of each, F/(313), and checks for any matches
between F'(M}) and the hash values computed in Step 2. She keeps going
until she finds a match. She expects to find a match within about 2/?

candidate messages M.

Assuming that Alice finds M and My such that F(M[) = F(M,;), she can now

provide a signature for the modified good message My by signing F(My), and
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then later claim that this is a signature for AL sinee [/(M}) = F'(MJ) and hence
the signatures are the same. The work for this attack is about 2 x 2% times the
length of the messages. (1t is comprised of the 2% hash values that need to be
compnted in Step 2, and the 2*/2 hash computations that need to be done in Step
3, each of which involves one call to the compression function for every block of

thie message.)

5.2 Memoryless techniques for finding collisions

The obvious way to find a collision using the birthday attack is to keep a list of
messages and their hash values, and each time we compute a new hash value to
check the list to see if it has occurred before; this has a storage requirement of
O(2'*). In this section we discuss two refinements of the birthday attack which
use much less storage. Both are based on Pollard’s Rho method? [Pol75]. The
method essentially works by producing, instead of a sequence of random values
of F(x), a sequence of values which “looks” random but which has the advantage

that once a value repeats, the sequence will continue to repeat from there.

5.2.1 Pollard’s Rho Method

Let I be an n-bit hash function, and consider a restricted version of F' (i.e. F

with a restricted domain), denoted F, and defined by
Foo{1,2,...2"}y = {1,2,...,2"}.

We observe that I, can be modelled as a pseudo-random function on the set of all

1n-bit blocks. If we select an n-bit block xy at randomn and consider the sequence
x; = F.(x;_1),

for i = 1,2,..., we obtain a pseudo-random sequence which, since {0,1}" is a

finite set, must cventually start to cycle (sce Chapter 2, Section 2.6). By the

#This method was introduced by J.Pollard in 1975 as a technique for factoring composites

of small primes, but its underlying principle is applicable to collision searches.
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birthday paradox argument, the expected munber of inputs that need to be con-
sidered before this happens is about /T = 1.25 - 2/% (see Section 5.1.1). The
Rhbo method derives its naine from the fact that the shape of the path ‘walked’
through the sequence resembles the Greek letter rho. In what follows, we let u
denote the length of the cycle, and we let A denote the length of the tail (the part
of the sequence before the cycle). In figure 2.1 the tail has length two, and the

cycle has length six.

Ly L0
Ty —— T4
Iy &Ly Z5 11
/+\ /
L7 —— L
/ 2y Ly

Ly

If we can find the start of the cycle, ie., values A and g such that Fag) =
FXH@y) = w, say, but FAwy) # FM#1(z) (since one is on the tail and
the other is on the cycle), we have two different preimages for w and hence have
found a collision. Obviously we could keep a list of F'(z) for i = 0,1,2,... until

we find F7(x) = F¥(z) with j # k, but this would take up a lot of memory.

5.2.2 Floyd’s cycle finding attack

In order to reduce the storage requirement needed to run the birthday attack,
we can make use of Floyd’s cycle-finding algorithm ([Flo67], or see [MvOV96],
section 3.8). This algorithin works by running two instances of the sequence at
the same time, one twice as fast as the other. In other words, for i = 1,2,...
the algorithm computes F(zy) = F.(F'7Y(zy)) and F¥(z) = F,(Fr(Ff(i_l)(:L'o))),
and compares them. If Fi(z) # F#(x), then the next pair (Fit!(z), F247(2))
1s computed, and the previous pair can be discarded. The algorithin halts when

it finds the smallest 7 for which F!(z) = F#(z), and records this pair.
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Note that Fi(z) = F%(x) it and only if 20 —i = i is a multiple of the cycle
length s and @ is greater than or equal to the tail length A, So the value of @
found by the algorithm will be the lowest multiple of u that is greater than or
equal to A, and hence i < A+ p. So although the method will probably not detect
the cycle as soon as it starts (as the straightforward Rho method does), it will

detect it within one cycle length of the start.

Now that we have ¢ we need to find the start of the cycle, in order to obtain
our collision FL.(F2"Hxy)) = F.(FM#"4xy)), and remember that we cannot run
the sequence backwards from ﬁﬂi(w()) and F%(xp) since we cannot invert the hash
function. So starting at the positions ¢ = F'(z) and F*(z) in the sequence, we
compute and compare F!(z) and F7(x). If these are not equal, we discard these
values and compute and compare the next set values, F2(z) and F'7%(z). We
continue in this fashion until we arrive at two values F*(x) and F7¢(x) such that
[3(x) = F7*(2) for some s € N. We have now found the value of the tail length,

A = s, and we now know where the sequence starts to cycle.

This attack yields no improvement on the birthday attack in termns of time
complexity, but the storage requirements are significantly reduced. On aver-
age \/§ -2"/2 hiash values need to be computed for each instance of the sequence
before the collision is found. This keeps the time complexity of the attack at
O(2/%). In terms of storage, however, only two values need to be stored at a

time. This means a storage requirement of O(1).
There is an improvement on Floyd’s cyele finding algorithm by Richard Brent

[Bre80], and some more efficient techniques such as the method by Sedgewick,

Szymanski and Yao [SSY82].
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5.2.3 The QD attack

In 1989 Jean-Jacques Quisquater and Jean-Paul Delescaille [QD89] proposed a
different memoryless strategy for finding collisions under a hash function £. We
adopt the convention of [Mit07] and refer to this as the QD attack. Paul van
Oorschot and Michael Wicner [VOW99] refined the attack by making it both
parallelisable and capable of producing meaningful collisions®. As with the at-
tack above, this attack yields no improvement on the birthday attack in terms of

time complexity, but the storage requirements are significantly reduced.

Quisquater and Delescaille’s cycle detection algorithim makes use of distinguished
points. An n-bit block x4 is considered to be a distinguished point if it satisfies
some predefined distinguishing criterion. A criterion such as this could be, for
instance, requiring that the s leftmost bits of a distinguished block are all zero.

Mitchell [Mit07] suggests that a block be distinguished if the leftmost n/2 — s

. . . 5 . 9 _ /2 .
bits of the block are all zero for some small s. So, one in 2*/27* = ZZ blocks is
; 2

distinguished; in 2'V/? iterations of F, we expect to find 2¢ distinguished points.
The distinguishing criterion should be set to enable fast computation. The idea
of the method is that once we get a collision in the sequence xy, xp,... we will
also find that the next distinguished block we encounter has occurred before, so
it is only necessary to store the distinguished points. (Enough blocks are distin-

guished that we expect to have at least one on the cycle.)

In order to find a collision under F' we establish a distinguishing criterion, for
example, the one suggested by Mitchell, and we do the following:

Step 1 We choose a random n-bit block z.

Step 2 For i =1,2,..., we compute Fi(z). If F!(x) satisfies the distinguishing

criterion for some 7, then we record the distinguished pair (i, Fi(z)). If,

#The term ‘meaningful collisions’ refers to colliding messages that are not simply just a
collection of random nonsense — they pass off as legitimate messages that could be signed or

sent from one party to another.
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additionally, there exists a distinguished paiv (j, £7(x)) such that
Fi(z) = Fi(x)

for j < 4, we terminate the process. (Note that, since we expect to get a
distinguished collision in O(2"#) time, we only use O(2%) storage space for

the distinguished points).

The result of the algorithin described directly above is a pair (j,7) such that
Fi(x) = Fi(z) with 1 < j <, and i — j is the length of the cycle. In the unlikely
event that x itself lies on the cycle, then F'=/(x) = x. This does not give us a
collision, but we do have a preimage F'=/=!(x) of x. However, since our aim is
to locate a collision, in this case we select another random block 2’ and run the
algorithm again. If @ is not on the cycle, then for some t < j (where j —t = X is

the point at which the cycle starts),
Fe) = FI7H@) and FI (o) # 1770 ).

Hence, we have a collision; £/== (z) and F/~t~1(z) collide under F, and therefore
also collide under F. We can find £/ "1(2) and F/=t71(z) by reverting back to
the previously stored distinguished points and working forwards (since we know

i and j).
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Chapter 6

(Generic Attacks on Iterated

Hash Functions

In this chapter we collect and describe generic attacks on iterated hash functions.
These attacks work on any hash function built on the Merkle-Damgard construc-
tion, even if the compression function is treated as a black box. They highlight
the weaknesses of the Merkle-Damgard construction, and show that iterated hash

functions do not behave like the randomn oracles on which they are often modeled.

6.1 The multicollision attack

With the following attack, Antoine Joux [Jou04] answered the long standing open
problem of whether or not the concatenation of two independent hash values was
more secure than a single hash value. This concatenated construction allegedly
appeared first in Preneel’'s PhD thesis [Pre93] and was called cascading. 1t was
presented as a means to increase the security level of a hash function at the
cost of decreased performance, since it is obviously easier to use two existing rn-
bit hash functions than it is to design a new 2n-bit hash function. Intuitively,
two concatenated rn-bit hash functions form a 2n-bit hash function, and one
might hope that the collision resistance of the new hash function is improved to
0(224/2) = O(2"). See for example Fact 9.27 in [MvOV96] for this view, which

is obviously true for random oracles. Surprisingly, Joux proved that it cannot be
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true if one of the hash functions is iterated. In order to solve the problem, the
sitpler task of constructing a multicollision in an iterated hash function had to

be addressed. We now introduce the concept of a multicollision.

Definition 6.1.1. A multicollision is an r-tuple of messages such that all v mes-

sages hash to the same value. Such a collision is referred to as an r-collision.

The multicollision concept introduces a new security property of hash functions
known as r-colliston freeness ov r-collision resistance. We might hope that hav-
ing this property would improve the security of a hash function. Intuitively,
constructing r different messages that all hash to the same value should be much
more difficult than finding only two such messages. This is indeed the case for

randowm oracles, but Joux shows that it is not true for iterated hash functions.

For the purposes of this discussion we consider a hash function £’ and its com-
pression function f. This hash function is subject to the generic birthday attack,
i.e. the probability of finding a 2-collision within roughly 2"/% hash values is fairly
high. For r-collisions, the collision probability is given by (2.4), and we expect
to find an r-collision by hashing about 2*("=1/" different messages (see equation
(2.6)). Certaiuly if the attacker was treating the hash function as a random oracle
and using a straight birthday attack it would take O(2*("=1/") calls to the hash
function. When r is large, this value tends to 2". Surprisingly, in the case of
iterated hash functions, the following attack by Joux shows that constructing a

multicollision 1s not much harder than constructing an ordinary 2-collision.

6.1.1 Building multicollisions

We now describe Joux’s attack [Jou0d], which shows that constructing a 2*-
collision only costs &k times as much as constructing an ordinary 2-collision. As
far as the padding process is concerned, when considering collisions between mes-
sages of the same length, padding can be ignored since blocks of padding are
identical. As soon as the messages collide on some intermediate chaining value,

the chaining values to follow remain equal as long as the message ends are the
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same. Thus, for messages of the same length, finding collisions without, padding

is synonymots to finding collisions with padding.

Joux presents the attack for the case in which it is assumned that the size of
the message blocks is bigger than the size of the hash and chaining values (which
would usually be the case). 1t is also assumed that we have access to an algo-
rithm €' that finds collisions under the compression with a fixed first input (for
instance, C' could be the birthday attack). For a hash function ¥, given a chain-
ing value h as input, C outputs two different message blocks rm and m' such that
f(hym) = f(h,m'). The algorithin may make use of the birthday attack or any
other specific attack based on a weakness of f. It is imperative that €' works

properly for all chaining values (or at least for a significant proportion of them).

In order to illustrate how the attack works, we first describe how a 4-collision
is obtained from two calls to €. Starting with an initial value hy = IV, our first
call to C' yields two blocks iy and iy such that f(hg,my) = f(hy,m}) = z. We
now allow 2 to be our new chaining value, and our second call to C finds blocks

mey and i such that f(z,me) = f(z,m4). We now have a 4-collision since

fUf(hy,ma)omg) = F(f(ho, ma), my) = f(f(ho,my) o) = f(f (ho, m)), ny),
with the essages (mq||me||padding), (m{|rry||padding), (m}]jmal|padding) and
(rng (b ||padding) all hashing to the same value.
We now extend the above process to obtain a 2%-collision from & calls to C:
Step 1 Start with an initial value IV = hy.
Step 2 For i from 1 to &

- call C and find m; and inj such that f(h,_y,m;) = f(hi—y,m?)

- let by, = f(hi_y,m;).

Note that this takes time roughly k& x 2"/2. Finding a one-block collision
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using the birthday attack takes 2% calls to the compression function, and
g ) I

we need to find & such collisions.

Step 3 Pad (if necessary) and output 2% inessages in the form (by[[ba]| . . . [|bx||padding)

where b; is one of either my; or .
Besides all 2F messages hashing to the same value, we also have that all interme-
diate chaining values are identical. Below we provide a schematic representation

of the multicollision construction.

1Y) M1 11
TN TN TN TN
’L() hl ’Lz e }Lk__g hk—l hk
N S N
myoom My 1y,

Figure 6.1: A 2%-collision for I

Example 6.1.1. We now build a 22-collision for BABL. We use the primes p = 457
and ¢ = 233. This results in a message block length of eight bits, i.e., one ASCII
character each. All chaining values are six bits long. We build the following
multicollision without taking Merkle-Damgard strengthening into account. We
use the birthday attack to find message blocks o and q that collide on f(hy, +),

and h and i that collide on f(hy, ).

0 h
TN T
}L() = (000000 }Ll =011111 hz = 100100
S~ N~
q i

Figure 6.2: A 2?-collision for BABI

With Merkle-Damgard strengthening, the messages oh, qi, oi and gh all hash to
100100.
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6.1.2 A consequence of the multicollision attack: Cas-

caded hash functions

An obvious way of increasing the size of a hash value is to concatenate two or
more smaller hash values coming from two or more completely different hash
functions, or from multiple instances of the same hash function. Cascading two
existing hash functions is presumably easier than constructing a new hash func-
tion of a larger size. In fact, until this attack by Joux it had long been assumed
that if both hash functions have ideal security, then so does the function created

by the concatenation of these functions.

We consider the concatenation of two independent secure hash functions F' and
G. We label the compression functions of these two hash functions f and ¢ re-
spectively. 1t is hoped that the security of the cascaded hash function H = F||G
is of the desired level with respect to collision resistance, preimage resistance and
second preimage resistance. In other words, we hope that with respect to each
security level, the security of H is the product of the security levels of F and G.
In the case of random oracles this is most certainly true since the only available
attack is the birthday attack on F||G which takes 0(21:&), where ny and n, are
the sizes of the outputs of F' and G respectively. As far as iterated hash functions
are concerned however, by making use of the multi-collision attack, Joux shows
that this is not the case. In fact, Joux shows that if F or G is an iterated hash

function, then F||G is no more secure than F or G by itself.

Collision resistance

We let I and G be secure iterated hash functions. We assume that F outputs
an ny-bit hash value and that G outputs an n,-bit hash value. Thus, in terms
of collision resistance, the security level of F is 2"//2 and the security level of G
is 2"/2 If F||G was ideally secure, it would exhibit a security level of 2(r+m)/2,
However, assuming without loss of generality that ny < n,, there exists an attack

on F||G which runs with a complexity of order ny2"//? 4 21/2,
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The attack works as follows: We set k equal to %2 rounded up, and find a 2k
multicollision on £ using Joux’s method. If our collision finding algorithmn, C
uses the generic birthday attack to find collisions between blocks, then in total
we make roughly k272 calls to the compression function of F.

We now have a 2%-collision on F. Since k& > %, all we need do is apply the
birthday attack to the 2* different messages all hashing to the same value under
I, and with reasonable probability we will get a collision under G Increasing £

increases the probability of success.

Work

With regards to the complexity of the attack, we know that finding a 2-collision
on I costs roughly k2% calls to the compression function of F'. With respect to
the work done in finding a collision on G, we must take into account the con-
tribution of applying G to 2% different messages, each of which has a length of
k blocks. Naively, this would cost k2% applications of the compression function
of G. However, the tree structure of the messages helps to reduce the number
of calls to g, because to compute the hash of x||rn and z||m’ once the hash of
is already computed only takes two more calls to ¢. In fact, it the compression
functions of F and G act on the same size blocks, then the numnber of calls to ¢
is roughly 2*, one for each edge in the graph below. See figure 6.3: here hy is the
IV of G.

m’l'ry

g

Figure 6.3: Tree structure of the messages for k = 2
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The munber of calls made to the compression function in the diagramm above is in
. - ) i : =k .
fact 2571 since there are 27 calls at cach level of the tree, and Y77 26 = 2kl =

O(2").

If f and ¢ do not act on the samne size blocks, then additional padding (constant
padding at the end of the shorter blocks) may be required in order to synchronize
the functions before the tree structure can be of help. We can see that putting
together the work involved in finding collisions on / and G respectively, gives the

attack a complexity of the order of ng2“f/2 4 2nal?,

It is important to note that the application of this attack does not require G
to be an iterated hash function. The attack exploits the fact that F' is an iter-
ated hash function; it would still work it G were a random oracle. Of course, in
this case, the contribution of evaluating G on 2% different messages would be k2F

since no simplification from the tree structure is possible.

Example 6.1.2. Since we do have not have two or more completely different toy
hash functions, the best we can do in terms of illustrating the above is to consider
the hash function H' = BABI||BABI’. We use the primes p = 457 and ¢ = 233
for both BABI and BABI’. This means that message blocks are eight bits long,
L.e.. one ASCII character, and that chaining values are six bits long. For BABI',
we set the /V to 111111. We build on example 6.1.1 and find a 23-collision for
BABI. See the diagram below.

o h g
N N N
hy = 000000 hy = 011111 ho = 100100 hs = 110100
~ ~ ~_
q [ z

Figure 6.4: A 23-collision for BABI

Under BABI the messages ohg, qiz, oig, oiz, ghg, ghz, ohz and qig all hash to

110111. We now search for a collision on BABI" among these eight messages,
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and find that the messages qiz and oig collide under BABI'. Both messages have
a hash value under BABI’ of 101000. We therefore conclude that the function
H' = BABI||BABI is no safer than H = BABL

Preimage resistance of cascaded hash functions

Again, we work with two secure iterated hash functions F and G, and as be-
fore, £ outputs an ns-bit hash value and G outputs an rn,-bit hash value. With
regards to preimage resistance the level of security of £ is 2/ and the level of

security of (' is 2. The security of F||G would be 2*/7"% if F||G' was ideally

secure. However, Joux [Jou04] shows that there exists an attack on the preimage

resistance of F||G with complexity of order 1,24/ 4 21 + 2",

Assuming that ny < n,, the attack works as follows: We set & equal to ng
and construct a 2%-collision under F using Joux’s method. It costs k2/% calls
to f to construct this multicollision (if we use the generic birthday attack —
there might of course be a quicker way for that specific compression function).
At this stage, the common value of the 2 different messages under F will almost
certainly not align with our predetermined target value. We thus search for an
additional block that maps the last chaining value to the target value. When
searching for this block, we need to consider messages under F' with the padding

included. In the worst case, this will cost 2"/ calls to f.

Since k = n,, we expect (with probability 63%) at least one of the 2% mes-
sages to hash to the desived ng-bit value under G. Obviously, increasing the size
of k beyond n, increases the probability of success. Assuming that f and ¢ act
on the same size blocks, the work done using a naive approach to find the desired
target value under G costs up to k2" (= ny2") calls to g because we have to find
the hash under G' of 2" ny-block messages. Once again, making use of the tree
structure of the messages helps to reduce this to O(2"). Again, if the assumption

does not hold, additional padding can be used to resynchronize the two functions.
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Work

Putting together the contributions of applying f and g where needed gives the
attack a complexity of order ‘Il/y2“f/2 + 2 4 2", Yet again, we observe that G
need not be an iterated function for the attack to work; it will also work when
(' is a random oracle. In this case the complexity would be of the order of

v 2 ‘ ¢
nyZ"f/ + 2"+ ny 2.

6.2 The long-message attack

The long-message attack, described in [MvOV96], violates the second preimage
resistance of an iterated hash function F' that doces not use Merkle-Damgard
strengthening. We start with an extremely long message, Mgrger, with 20t 41
message blocks, where [ 1s some large number. We now search for a linking
message 1k that hashes from Ay to one of the intermediate chaining values of
Migrger- 1 f(ho,truing) = hy, then M = gl llmgeal) . - llreerg will have

the same hash as Mygrger.

Work
The probability of reaching one of the 2/ intermediate hash states from hy via
bl

{ . g . .
£+ We therefore expect to try roughly 3z = 2"~/ messages in search of

Miink 18 o

myak (see Chapter 2, Section 2.5).

Since Mygrger 1s very long, this is significantly less than the 2" work needed to
run a brute force attack on second preimage resistance. This also means that for
long messages such as Mg, finding a second preimage is easier than finding
a preimage. This does not hold true for shorter messages since the brute force

attack is not significantly improved upon.
The longer Mg ger 18, the more significant the saving over the O(2") work needed

for a brute force attack. If, for example, B = 5, then the amount of work re-

quired to find a second preimage is comparable to the work required for finding a
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collision {assuning use of the birthday attack). Messages of this length, however,

are not practical.

Obviously, Merkle-Damgard strengthening foils this attack since M’ and Mgpge
arc not of the same length, so the last block of M, 1k, will not be au appro-
priate last block for M’. If there is no Merkle-Damngard strengthening, then an
attacker need only find a second preimage of any of the chaining values in order

to find a second preimage of My get-

6.3 The long-message attack with expandable
messages

In 1999 Richard Dean [Dea99] found a way to get around Merkle-Damgard
strengthening in the long-message attack for hash functions whose compression
funictions admit easily-found fized points, by using ezpandable messages to keep
the length of the second preimage message the same. In 2005 John Kelsey and
Bruce Schneier [KS05] found a way to get expandable messages without fixed
points by using a clever adaptation of Joux’s multicollision technique, and thus
extended the long-message attack to all Merkle-Damgard hash functions, even

with Merkle-Daingard strengthening.

For an n-bit iterated hash function F'| the Kelsey-Schneier attack finds a second
preimage for a message with 2¢ message blocks in roughly 28+ 4 gn/2+1 4 gn—k
calls to the compression function. When messages are long, this is less than the

required brute force amount of work. The attack might not be of practical impor-

tance — it is at least as expensive as finding a collision, and the target messages
for which it is significantly faster than a brute force second preimage search are
impractically long. However, it does demonstrate the discrepancies between iter-
ated hash functions and the random oracles on which these functions are often
modeled. Its biggest significance is that it shows that iterated hash functions can-

not provide an ideal security level of 2" for second preimage resistance, i.e., they
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cannot reach the commonly-claimed security bounds of hash functions against

second preimage resistance.

We describe first Dean’s technique for constructing expandable messages if you
can find many fixed points on the compression function, and then Kelsey and
Schueier’s more general technique. Finally we show how Dean used expandable
messages to find a second preimage of a long message in the presence of Merkle-

Damgard strengthening.

6.3.1 Expandable messages from fixed points

We now explain what we mean by an “expandable message”.

Definition 6.3.1. An expandable message is a set of different messages of varying
lengths that all collide on the input to the last call of the compression function
(i.e., when you hash all of these messages, their second-to-last chaining values
will all be the same). An (a,b)-expandable message is an expandable message

that can take on any length from a to b message blocks.

Expandable messages are easy to construct if you can easily find fixed points in

the compression function:

Definition 6.3.2. For a compression function f with f(h;,;mii1) = hiy1, a fized

point is a pair (hi, mi.1) such that f(h;, mie) = h;.

Compression functions based on the Davies-Meyer construction (See Chapter 4,
figure 4.3) admit easily found fixed points. In this construction each intermediate
chaining value is obtained by using the current message block to encrypt the pre-
vious chaining value, and then XORing again with this value to prevent inverting

the compression function. In other words,
h; = Emi(hi—l) M h;_y.

So (h.m) is a fixed point if and only if A = F,,(h) & h, which is the same as

saying E,,(h) is the zero vector 0. So to find a fixed point (h,m) for any given m
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one simply decrypts the zero vector under the key e, i.c., one finds & = D,,(0).
Davies-Meyer hash functions include MD4 [Riv92a), MD5 [Riv92b], Tiger [ABYG)
aud the SHA family [NIS93], [NIS95]. The techniques used to find fixed-points
allow for no choice over h;, although they might over 1. Several more such tech-

niques exist and a few of them are discussed in [MOI91] and [PGV93].

Dean’s technique builds an expandable message (of a very particular form) with
about twice as much work as finding a collision, i.e. with about 2 x2"/? = 2n/2+1

calls to the compression function. The algorithi works as follows:

Step 1 Construct a list of 2/* fixed-points. Split the fixed-point pairs (h, )
into two lists, A and B: ou A list all the chaining values, h;, and on B list

all the associated message blocks, my, such that f(h;, m;) = h;.

- Fori from 1 to 22,

A B
hq i
Iy )

}LG/2 7”,2u/2

Step 2 Construct a list of 2/2 hash values that can be reached from some initial
value hy with one message block, i.e. the output of f(hg, 1) for 2*/2 random
values of 1. Store the hash values and the associated message blocks on

two lists, C and D. List the hash values in C, and the message blocks in D.

- Fori from 1 to 22,

C D
hy* m.”
ha" Ty ™

h;2u/2* "1/2'1/2*
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Step 3 Find a match between lists A and C; i.c., find j and [ such that h; =

Iy* = h*, say. (We expect such a match by the birthday argument).

Step 4 Return an expandable message [rmy*, m;] (this notation denotes the use
of as many copies of the ny™ block as is necessary, tollowed by one copy of

the 1 block).

A message of desired length, say « blocks, that takes the initial value hy to the
penultimate chiaining value h*, is easily produced. It consists of one copy of the
starting message block from list D and « — 1 copies of the fixed-point message

block from list B.

Work

In order to construct lists A and B, the compression function needs to be called
2% times. The same result holds for the construction of lists C and D. Therefore,
for an n-bit hash function that allows a maximumn of 2% blocks in its mmessages,
the work needed for this technique to produce a (1,2%)-expandable message is
roughly 2 x 272 = 221 (Note that this doesn't depend on & because we
are using fixed points, producing a message of mnore blocks doesn’t require more

calls to the compression function.)

6.3.2 Expandable messages without fixed points

We now describe a different technique by Kelsey and Schneier [IKS05] for build-
ing expandable messages. This is a generic technique which does not require
the compression function to admit easily found fixed points, and in fact works
for all iterated hash functions. It is closely related to the multicollision finding
technique of Joux (see section 6.1). Joux’s technique first finds a sequence of
single-message-block collisions. These colliding blocks are then pasted together
to provide a set of messages of equal length that all hash to the samme value. The
technique by Kelsey and Schneier finds a sequence of collisions between messages
of different lengths, (i.c., the messages within cach collision pair are of differing

lengths). These collision pairs are then pasted together to provide a set of mes-
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sages of varving lengths that all produce the same penultimate chaining value

when fed through a hash function.

We first show how to find a collision between a one block message and another
of arbitrary length «v; this is siinply a birthday attack in which the messages in
each set are chosen to have a certain form. For an n-bit iterated hash function

we use the [V hy, and proceed to do the following:

Step 1 Choose a random message block ¢, and process it t = o — 1 times to

reach the chaining value fue,,),.

4 q q Y
TN TN TN TN
}L(l h/l h? """ h't—2 ht—l }L!mnp

Figure 6.5: Using a — 1 copies of ¢

Step 2 Compute 22 hash values h; from hy using message blocks, m;, of length
1. Put these values on list A. Also, compute 22 hash values h;* from Ptemnp
using single-block messages ;. Put these on list B.
13

*
*/ hi
i

*
h;

¢ q g q
TN T T TN
}l() h‘l ’L'_z """ ht-2 ht—l hlcmp

Figure 6.6: Computing 2/ hash values from Ao,

- Fori from 1 to 22,

85



A B

/lyl }Ll

*

*

hy /),2

hgnsz | 13,

Step 3 Find a match between lists A and B, i.e. find j and [ such that h; =

h™ = h*, say. (We expect such a match by the birthday argument).

Step 4 Return the colliding message pair (mj, gllqll ... |lgllrm*).
i
ho o hy oy hj=h{
N’ S S N
/i Y g omy

Figure 6.7: A collision between an a-block message and a 1-block message

Work

In Step 1, o — 1 calls are made to the compression function, and in order to
construct lists A and B, 2 x 2% calls to the compression function need to be
made. This brings the total work for finding a collision between a one-block and

an a-block message to (o — 1) + 27/2+1,

We now show how the above algorithin can be used repeatedly to build an ex-
pandable message: In order to build a (k, &k + 2% — 1)-expandable message we
first follow the process outlined above to find a colliding message pair consist-
ing of a 1-block message and a (287! + 1)-block message starting from hy. We
then find a second colliding message pair consisting of a 1-block message and a
(2¥7% + 1)-block message starting from h;. The third message pair consists of a
I-block message and a (2873 4 1)-block message starting from hy. We continue

going until the final message pair consists of a 1-block message and a 2-block
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message. See the diagramn below: the number of blocks in each colliding message
in a message pair is indicated above or below the corresponding message.

k colliding pairs

h(; }I,] }Lg """ }Lk._‘_g }Lk—-l h.k
N’
\\./ T
‘5 -
211

Figure 6.8: Construction of & colliding message pairs

By pasting all of the message pairs together we obtain an expandable message
with minimum length & blocks and maxitmum length }: (Zk I+ 1) = k428 -1

blocks.

We label the message pairs as follows:

Mo Mo Mi—10 o

TN TN TN TN
hU }L1 h2 """ hk_z h/k-—l }Lk
N ~— N~—
iy Mgy Mg—1,1 g1

Figure 6.9: Pasting message pairs together

We now show that we can use this pattern to produce a message M of any desired
length o between k and k + 2¥ — 1. Note that in each message pair {m; o, m;;},
message ny; g is 28 blocks longer than message m;o. We can therefore build a
message of length « by using the bits of the binary representation of o — & to
select my, g or myy for each i. If o —k = ZL_U ;2" (recall o — k < 2'), then
for 2 = 1,2,... k, choose the short message m; g if s; = 0, else choose the long

message ;. We build the message M by pasting together the message blocks



selected at each stage, i.e.,
M = "”(]‘vjl)H"L(Q)jQ)H to H"”(kvjk)v

where j; € {0,1}.

Work
Finding the ith message pair takes 271 4-2%/271 calls to the compression function,
so in total the number of calls to the compression function involved in finding a

message of length o between & and &+ 2% — 1 is

k-1
kzn/‘z-,‘—l + Z 2i

i=0)
— 1{72"/2—’_1 + 2k -1
~ k2n/2+1 + Qk,

(Note this depends on & rather than on «, because we still have to find all £
message pairs no matter what o is.) If & <« n then the number of calls is

approximately Lon/2+1

Remark 6.3.1. Both this generic technique and Dean’s technique allow for ex-
pandable messages to start at any chaining value, which means that we can build

messages that start with a desired prefix.

Remark 6.3.2. This technique builds a 2¥-collision, before the final compression
function computation is taken into account, by using roughly k x2%/2+! calls to the
compression function. This is roughly twice as expensive as the Joux technique
which builds a 2*-collision of messages of the same length using k& x 2'/2 calls to
the compression function. The reason for the difference is that in Joux's attack
each colliding message pair starts from the same h; and we arc finding a collision
within one set, whereas here we need to find collisions between two sets, one

starting from hye,,, and one from hy.
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Remark 6.3.3. There is no reason why we cannot use distinct message blocks
a. b, c, ...,z instead of repeats of the message block ¢ when building the expand-
able message. This may allow for more flexibility in the format of the second
preimage that we eventually find. However, it may not be entirely possible to
make the second preimage meaningful due to the fact that we are forced to use
only a few components of the expandable message (depending on the bit pattern
of a — k) and, as we will see in the next section, « is only determined after the

expandable message has been built.

6.3.3 Using expandable messages to find second preim-
ages

Lot Mygrgee be an extremely long message of 2F 1 k41 message blocks. Attempting
to find a second preimage, M', by using the long-message attack described in
Scction 6.2 will not work because Merkle-Damgard strengthening cusures that
the final length fields of My gee and M are different and therefore Mg ge and
M" almost certainly do not hash to the same final value. However, combining the
long-message attack with an expandable message circumvents Merkle-Damgard
strengthening by constructing a second preimage Mjo,,q of the same length as

Myarger- The attack works as follows:

Step 1 Start with a long message, My, ger, that is 28 + & + 1 blocks long, and

compute its intermediate hash values hy, ho, ... ok .

Step 2 Make a (k,2% — 1 + k) expandable message using the procedure outlined
above. (Recall that an expandable message is a set of 2 possible messages,
all of which collide on the penultimate chaining value). The expandable
uiessage can start from any chosen initial value hj, and we denote the end

hash chaining value of the expandable message by h*.

Step 3 Carry out the long message attack on My, 4, but starting from the
end of the expandable message constructed in Step 2. In other words,

find a linking message i such that f(h* myne) = h; for some j €
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{k+1Lk+2... LN k}, where hj is one of the intermediate chaining
values of Miyrger. (The intermediate hash values kg, by, ..., by need to be
excluded when searching for iy, because the expandable message from

Step 2 has a minimum message length of & blocks).

Step 4 Now use the expandable message to produce a message M* of j — 1
blocks, so that M*|lry; 18 a message of j blocks which can yeplace the
first j blocks of Mya,ge without affecting the intermediate hash values from

h; onwards.
Step 5 Return a second preimage My,,,q where

Myouna = M igngllrmjer|Jmgaeel] - lmox g

We now have two messages, Myyrger and Myoung. of the same length, whose final

length fields are thus the same, and which therefore hash to the same final value.

Work

The compression function is put to use at three different stages in the process
above: in Step 1 when the intermediate hash values are computed, in Step 2
when the expandable message is constructed, and in Step 3 during the search for
mynk- Adding together the number of calls at each of these stages gives us the

total work:

Step 1 Step 2 Step 3
’-]\./h\ ,--—//J\l—--k\ on
VR hx 2V by T
@+ k) +2’~‘+A~

Since k < 2%, we regard k as negligible and this simplifies to

nk+1 + 2n/2+1 + 2n~k
The longer the target message the more efficient the attack relative to a brute
force attack, until & is so large that that the k& x 22+ term dominates the 2%

term, at which point the work to find the expandable mnessage becomes greater

than the work for the long-message attack.
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6.3.4 Variations

[t is possible to allow the second preimage to have the first few hundred or thou-
sand messages the same as the target message. We just start the expandable
mwessage from the intermediate value just atter the last desired identical message

block, instead of from hy.

We can also construct a secoud preimage to have the last few hundred or thou-
sand message blocks the same as the target message. In this case we start from
hy, and we restrict the interinediate hash states that can be reached with iy
to the hash states occurring before the first of the desirably identical message

blocks gets processed by the compression function.

6.4 The herding attack

Previously mentioned uses of hash functions include proof of prior knowledge and
conunitiment to a secret whilst keeping the secret hidden. In 2006 John Kelsey
and Tadayoshi Kohno [KK06] presented an attack on Merkle-Damgard hash fune-

tions in which they find a preimage of a desired formn without much more effort,

than finding a collision.

Consider the following scenario: Ned, a modern-day Nostradamus, claims on
day Dy to know the closing prices of gold (£;), brent crude oil (£,) and platinum
(F4) according to some or other financial index on December 31, 2008. He also
claims to know the outcotne of certain other events that have not yet come to
fruition. On this day, Dy, Ned claimns that the hash value under F' of all of this
information (stock prices and other) is h*. We assumme F to be a ‘good’ hash
function in the sense that its output is large enough to defeat preimage attacks;
let the output be a bit string of size 1. On January 1, 2009, Ned produces a
message M such that (M) = h*. The three closing prices make up the first part
of M.



The guestion we need to consider is whether or not we have sufficient evidence
to conclude that Ned did indeed know the value of P, Fy and Py at tine Dy, If
not, then it would seem that Ned would have to know how to find a preimage of
I* under £'. However, given that the output of F' is large, aud asswining that the

best preimage attack on F'is a brute force attack, then this seems highly unlikely.

The attack provided by Kelsey and Kohno actually violates a less well-known
property of hash functions known as Chosen Target Forced Prefix (CTFP) preim-

age resistance. This property reads as follows:

Property 4. Chosen Target Forced Prefix preimage resistance

A hash function F is said to be CTFP preimage resistant if for a value h* chosen
by the attacker, and for a given prefix P (specified after h* is chosen), it is
computationally infeasible to find M such that F(P||M) = h*.

The attack makes use of repeated application of a collision finding algorithm on
£ and thus shows that applications such as commitinent schemes which were
previously thought to be unrelated to collision resistance, are no longer as secure

as previously hoped.

Before the attack is described, we introduce the concept of a diarnond struc-
ture. This is essentially a cleverly devised data structure that allows us to ‘herd’
any given prefix to a certain hash value by walking down the branches of the
diamond. It is this ‘herding’ ability that gives the attack its name. For a param-
eter k, the diamond structure produces a 2* multi-collision in a rather different
maunner from that of Joux {Jou04]. Figure 6.10 depicts a diamond structure with
b = 3. We use the hash function’s IV, hy, and apply the cotnpression function f
of I to 2% distinct message blocks myg; for @ from 1 to 2%, We then have 2 inter-
mediate hash values hy; for ¢ from 1 to 28, We now search for distinct message
blocks my; and myy such that f(hy, ;) = f(hiaey, maigeny) = hz%_l (say) for
i€ {1,3.5...., 2% — 1}, creating a “subdiamond” (ho, iy Byrer s hyirny, o). By

the birthday argument we expect to find such a collision in roughly 2 x 2*/? calls
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Figure 6.10: Diamond structure with & = 3

to the compression function. We repeat this process for the pairs hy;, b1y for
odd i, obtaining 28! larger diamonds, (ho, ha;, h3;_7:_1, hagi+1y, ho). We continue to
do this until we reach a final hash value A* (which is published by the attacker).
Since every collision closes a subdiamond from hy, and there are 28 — 1 sub-
diamonds in our diamond structure (one for each pair of adjacent i, mog+1)),

the expected total work for this construction is

2. 2!L/2(2k _ 1) ~ 2n/2+k+1

calls to the compression function.

We are now in the position to “herd” F. Note that the attacker does not choose

h*; this value is dependent on the diamond structure.
bl

6.4.1 Herding without Merkle-Damgard strengthening

We first ignore Merkle-Damgard strengthening and herd F' by doing the following:

Step 1 At timme Dy we build a diamond structure and determine the value h*

that we will claim to be the hash value of our predictions.
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Step 2 At time s we gain knowledge of the prefix P = P||/]|...||[2. This
constitutes the first part of our prediction. (In Ned’s case, he obtains the
value Py, 1% and £5). We feed P through F to get an intermediate hash

value hy,,,),.

Step 3 We search for a linking message block iy, that when appended to
P and fed through F, yields one of the intermediate hash values in our
diamond, i.e., we feed random messages ;e into f(he,,, -) until we find
one whose output is one of the Zf:o 2 = 2%7! _ 1 intermediate hash values
m the diamond structure we expect to try about 2¢/2k+1 = gn-hk-l

messages before finding ;. Sce figure 6.11.

bk

/ hy W1
£ hoy
hiy 1y
hs
}LIB Iy
h22
hia7Trqg

WUR3!

his Whs

h’tmp
,L23

LHEEY)
hig Mg

hi7 w7
hag

h,lg s

Figure 6.11: Herding without Merkle-Damgard strengthening

Step 4 After we have found ;. and hj; such that f(hem,, myine) = hji, we pro-

duce the sequence of message blocks A/’ by collecting the relevant message
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blocks as we walk down the branches of the diamond from hj; to A*. We
M’ such that F(M) = h*.

uow have a message M = Py ... | P llruin]

By following the procedure outlined above, we are able to first commit to a hash
value 2° and then produce a message which starts with any given prefix, #, and

hashes to h*. Sce figure 6.11. The message M = L[|l hashes to b*.

6.4.2 Herding with Merkle-Damgéard strengthening

There arc two possible ways to deal with Merkle-Damgard strengthening. One
way involves running the algorithim as given above, and then appending a (1, k)-
expandable message (see Section 7?) to the end of the diamond structure. This
ensures that all possible messages built using the diamond structure can still be
made to have the same length, and hence to produce the same value when fed
through a hash function that employs Merkle-Damgard strengthening. The other
possibility involves choosing ;. by only considering values hy; in the widest
layer of the diamond structure: We would need to know an upper bound for [P]
before we start -~ say, [ blocks. Then we can ensure the final message block is
[-+k-+1 blocks long by choosing the length of iy, appropriately and only search-
ing for f(huup iruing) it the widest layer of the diamond. Of course in this case
after we find the final hash h* of the diamond we will publish f(h*, length-field)

as our hash value.

Work
The work needed to run the attack without Merkle-Damgard strengthening can

be broken down as follows:

Step 1 Step 3
24-h+1 k—1
gr/pekrl g ekt (6.1)

We consider the work needed to complete steps 2 and 4 to be negligible.

The work needed to ruun the attack with Merkle-Damgérd strengthening and

95



an expandable message is

Step 1 Step 3 Step *
2n/,-.+k+l + 2:L—~L;-—l, +hox 2:1/‘.+1 (62)

The work described for Step * is what is needed to build a (1, k)-expandable

message (see Section ?7).

The work needed to run the attack with Merkle-Damgard strengthening and

using the widest layer of the diamoud only is approximately

Step 1 Step 3
p—— N
2/L/’.Z+lc+1 + 2n~k (63)

To minimize the total work needed for the attack, we set the work needed for
building the diamond structure equal to the work needed for finding .k (so
that neither phase forms a “bottleneck”), and we solve for k. (Step * requires
much less work than Step 1, and can be ignored.) In the case of 6.1

n—4

k=
4 ’

and in the case of 6.3
n—2

h=1"2

4
In the case without Merkle-Damgard strengthening, the work required is approx-

imately 2"7% since we have considered both terms of 6.1 to contribute equally to
the work. If for example F is MD4 (see Section 4.4.2 and [Riv92a]) and we run
this version of the attack, then

_128-4 12

k
4 4

~ 31.

Therefore, the work required to find a preimage under MD4 is roughly 2!273! =
27 Although this is still too large for the attack to be practical, it is much better
than the 2% work required for a brute force preimage attack.

Remark 6.4.1. If it is possible to predetermine the set of possible prefixes. then
the diamond structure can be built by using these in its widest layer, i.e., as the
my;. In this case, the total work for the attack is comprised only of the amount

needed to build the diamnond.
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Remark 6.4.2. I the callisions ave found using the birthday attack, then the

attackey can choose his 1 to be meaningful message blocks.

Some applications of this attack mentioned in [KKOG] include stealing credit for

inventions, modification of signed documents and random number fixing!

Example 6.4.1. We now exhibit the herding attack using BABL. We let p = 457
and we let ¢ = 233. Message blocks are eight bits long, i.e., one ASCII character,
and all chaining values are six bits long. Assume that a week ago we claimed to
know what the stock prices of gold, brent crude oil and platinum would be today.
We also claimed to know the outcome of certain events that are to happen in
the distant future. As proof of this knowledge, we presented the hash value h*.
We claimed that this was the hash value of all the information under BABI and
we did not use Moerkle-Damgard strengthening. Of course, one week ago we had
no idea what the stock prices were. We followed the steps outlined above and
started by building the diamond structure displayed in figure 6.12 (which took

three collisions).

111111
010001

000111

hy = 000000% > 111100 = A~

010111

10101 o/

\/ 4

\

101111

Figure 6.12: Diamond structure with & = 2

PAlice and Bob wish to play a game that requires them to agree on a certain sequence of
random bits. By using the herding attack, Alice can exert a great deal of control over the

resulting sequetice.
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A minute ago we gained kuowledge of the relevant stock prices: the price of gold
is g, the price of oil is 0 and the price of platinum is p. We compute the in-
termediate chaining value, by = 001000, by feeding gljojip through BABI. Note
that the message length is ignored. We then cousider roughly 2672 = 16 candi-
date message blocks and find that the message block n links from Ay to the thivd

chaining value, 010111, in the widest layer of our diamond. See figure 6.13.

1L~
010001~
.

.,

SV m
gllollp n 000111 L
- - “ |
Iy = 000000 Iy = 001000 he = 111100 = h*
010111 ~_, /

101010/

101111

Figure 6.13: Herding BABI

If we pass M = gllo]|p[n|lellv as input to BABI, we see that the hash value, hg,
without taking message length into account, is 111100 = h*. Hence, we have
successfully herded BABI. The issue of length can be easily resolved: We know
that the input to BABI will be five message blocks (assuming we only look for
Sl muins) among the widest layer of the intermediate hash values). Thus, from
h* we just hash the appropriate length field and obtain the hash value to be

published.

Remark 6.4.3. In [KK06], Kelsey and Kohno mention that the diamond can be
built more efficiently with work 22 + k/2 + 2. In what follows, we assume this

to be the work needed for constructing a diamond.
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6.5 Combining herding and the long-message at-

tack

[n this section we describe an attack by Andreeva et al. [ABFT08]. 1t combines
the herding attack of Kelsey and Khono [KIK06] with the second preimage at-
tack of Kelsey and Schneier [KS05] to produce a different long-message second
preimage attack on iterated hash functions. As will be seen, this attack requires
slightly more work than is needed for the secoud preimage attack of Kelsey and
Schucicr. However, this attack is also applicable to a Merkle-Damgard variant,
namely dithered hash functions, whereas the attack by Kelsey and Schueier is
not. (The application of this attack to dithered hash functions will be described
in Chapter 7). Since the herding attack and the Kelsey-Schneier attack have
both been described previously, we skip over their details and move straight into

describing the combined attack.

For a hash function £, we start with o target message Migrger, Where Mygrge
is made up of 2! message blocks; M = myl|ma]] ... gy |jmy and F(M) = hy.

We do the following:

Step 1. We build a directed diamond structure of depth w (i.e., there are 2%
intermediate hash states in the diamond’s widest layer), such that all pos-
sible paths of w message blocks lead from the IV hy to the value h*. For

construction of the diamond see Section 6.4.

Step 2. We scarch for a linking message block, my;,.«, that connects h* to one of
the intermediate hash values produced during the computation of F(Myypger).
We do this by raudomly considering options for g, until f(h*, myu) =

for some w -+ 1 <i < 2L

Step 3. We geunerate a preflix, P, of size i — w — 1 blocks such that P hashes
from hy to one of the 2% hash values in the widest layer of our diamond
say hyj. We let D denote the chain of w message blocks leading from hy;

to h*.
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Step 4. We output the message M’ = P||D|rmynilmisill - - |lrmw

The messages Myqrgee and M’ hash to the same value under F. They are both of
the same length and therefore still hash to the same value when Merkle-Damgard
strengthening is applied. In the event that i = 2!, no message blocks of M will

be used in M.

Work
Building the diamond in Step 1 requires 2/2+%/2+2 work [KS05]. Finding ;.
in Step 2 requires roughly 2"~ work, and Step 3 requires roughly 2"~% work.
Therefore, the total work for the attack amounts to

Step 1 Step 2 Step 3

:)n/2+w/2+2+ on =l 4 Qumw,

This is minimized when w = (n—2)/3 [ABF™08], so the total work is 5-2% 42"~

Although this attack is slightly more expensive than the Kelsey-Schineier attack,
it does allow the attacker more flexibility when constructing M’ because he has
more coutrol over P than the attacker has over the expandable message in the

Kelsey-Schueier attack, and can therefore make P meaningtul.

Finally we note that part of this attack can be viewed as a new way of con-
structing expandable messages. A prefix of the appropriate length is selected and
then connected to the first level of a diamond, from where it is herded to h*.
The work required to do this is 2%/2Fw/2+2 4 90~ where w is the depth of the
diamond. This method is more flexible than the technique described in Section

6.4 because an attacker has much more control over P.

100



101

STEP 3

STEP 1

STEP 2

fyy Tl
P " Sy

fya gy

h{)
i?l_:, 15
hl()' Mg
har @iy
R LET
Jl{)

fuy
Wa

) ‘h‘u:
,/’> * \\\
b g

22

h;_);
3 \%
f32 -

> "124%24

,,,,,,,,,, T Mpni

A'[tar'gat

Figure 6.14: Herdiug and the long-message attack

f{i--“zl



6.6 The poisoned block attack

It frequently used to e argued that collision attacks were irvelevant in real ap-
plications because colliding messages produced by most practical attacks (such
as the differential attack by Wang ¢t ol [WGLY04]) are usually meaningless, i.c.,
the attacker has little control over the colliding blocks he finds. The poisoned
block attack, however, allows us to use a random collision on the compression
function of an iterated hash function to construct a meaningful collision on the

hash functiotn.

Cousider an iterative hash function £ and its compression function f. Assune
there exists a collision-finding algorithun C' that, given sone chaining value A, pro-
duces two distinct message blocks, m and m’, such that f(h,mn) = f(h,m'). Ac-
cording to the Merkle-Damgard construction, for a message M = my|[maf| ... ||y,
we have h; = f(h;_1,m;), where hg is the IV of the hash function. In the poi-
soned block attack we fix some j € {0,1,...,{} and run C' in order to find two
message blocks N and N’ such that f(h;, N) = f(h;, N'). We now notice that

the two messages

M = myllmoll . Al [N lmegeall - i,

and

M = my||moll .. N |N|rnjzal] - iy

collide under £. The blocks N and N’ may be meaningless, but they are now
part of longer messages that can be carefully constructed so as to inconspicuously

incorporate them.

Example 6.6.1. We do not break BABI using the poisoned block attack. This
1s because BABI has been designed to take in simple messages from the console,
i.c., the program cannot process files. Instead, we provide an example by Magnus
Daumn and Stefan Lucks [DL05] that aptly demonstrates the effectiveness of the

poisoned block attack.
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Daum and Lucks provide two postscript files that hash to the sawe value un-
der MD5. One of the files is a letter of recommendation for an evil employee
Alice, and the other is a letter granting Alice access to secret docunents. In
short, Alice gets her boss, Bob, to sign the letter of recommendation, thereby

providing her with a digital signature for the letter granting her access.

The example makes use of the following postscript construction:
(R1)(Ry) eq {instruction set 1}{instruction set 2} ifelse.

This syntax commands the execution of instruction set 1 if Ry = Ry and the ex-
ecution of instruction set 2 otherwise. Assume that instruction set 1 commands
the display of the letter of recommendation for Alice, and that iustruction set 2

conunands the display of the letter granting Alice access to privileged information.

Alice makes usc of the differential attack on MD5 by Xiaoyun Wang and Hongbo
Yu [WY05]* to find Ry and Hy such that #) # Ry and MD5(R;) = MD5(1).
The attacker has little control over the messages Ky and Ry, so they will prob-

ably look like meaningless garbage. Alice is now in a position to produce two

docunients
D = (Ry)(Ry) eq {instruction set 1}{instruction set 2} ifelse and
D' = (R;)(Ry) eq {instruction set 1}{instruction set 2} ifelse,

such that MD5(D) = MD5(D'). The postscript code for both documents is in-
cluded in Appendix B. Document D is the letter of recommendation, and D’ is
the letter granting Alice access to secret documents. Both D and D' hash to
a25f7f0b29ee0b3968c860738533a4b9 under MDS5.

Alice sends D to Bob and requests a digital signature. When Bob opens D
he sees the letter of recommendation and signs it using the signature scheme re-

liant on MD5. Due to the collision of D and D' under MD5, this signature is also

“The attack by Wang and Yu is not generic, and is therefore not described in this dissertation.

103



valid for D', Alice may now present D' accompaniced with a valid signature.

Although R, and Kz ave meaningless (see Appendix B), the exploitation of the
it-then-else’ construction in the postscript language allows for these meaning-
less; colliding elements to produce a very meaningful collision. Of course, the
deception is eastly detected upon direct examination of the source code. How-
ever, i1 practice, prograws interpreting advanced document languages such as

the postscript language are usually trusted.

104



Chapter 7

Generic Attacks on Some

Merkle-Damgard Variants

In response to the generic attacks on iterated hash functions described in the
previous chapter, several variations of the classical Merkle-Damgard construction
have been suggested in the hope of improving security. We now present some
of these variants, and show that sccurity against multicollisions is not signifi-
cantly iinproved by the suggested modifications. This means, for example, that

cascading these hash functions does not improve their security against collisions.

7.1 Generalised Sequential Hash Functions

Joux’s multicollision attack [Jou04] obtains a 2*-collision on a classical iterated
hash function with only slightly more etfort than finding an ordinary 2-collision;
this raises the question of how the Merkle-Damgard construction might be modi-
fied so as to prevent the multicollision attack. A natural approach is to try using
message blocks more than once. Nandi and Stinson considered this approach in
[NS04], in which they defined a more general class of hash functions called gen-
eralised sequential hash functions, and immediately showed that it is possible to
find multicollisions on this class of hash functions cfiiciently if cach message block
is used at most twice in computing the hash. Hoch and Shamir [HS06a] extended

these results to find multicollisions on generalised sequential hash functions in
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which message blocks are processed more than twice, thus ruling out this class

of hash functions as a suitable replacement for the Merkle-Damgard construction.

We define generalised sequential hash functions now:
Let f be a compression function. We define a hash function F' based on f as

follows: For every possible message length of I blocks, we define a sequence o =

(al.ab, ..., al) of length s, where each ot € §; = {1,2,...,1} and each number in
S; appears in ol at least once (so s >1). To hash a message M = myl||mol| ... {|r

we compute

hi = f(hi-1,mq,), i=1,2,...,s,

where hg is an initial value and where A, the final hash value F(M). (See figure

7.1.) We refer to mg, ||[mg,ll - - - |ma, as the ezpanded message.

M, M, Mg,
l 1 |
ho = ——’/H__' ”“’/LQ'—’ s T T _’hb:F(M)

Figure 7.1: A hash function based on the sequence «

This construction processes each message block at least once, in an order deter-

mined by the sequence o!, whereas the classical construction uses each message

block exactly once. If the sequence ot is the sequence W = (1,2,...,0), ie.,
a; =i for i =1,2,...,1, then we get the classical Merkle-Damgard construction.
If o is ¥#D = (1,2,...,1,1,2,...,1), then each message block is processed in

order exactly twice. If o! is the sequence ©' described in section 2.7, then each
block is still processed twice, but in a different order. Note that Joux’s multicolli-
ston attack will no longer work, because a pair of message blocks m; and ! that
collide on f(h;, ) will alinost certainly not collide on f(h;, ) when the message

blocks have to be used again at step 7.
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7.1.1 Nandi and Stinson’s attacks

Nandi and Stinson describe two methods for finding k-collisions on a generalised
sequential hash function in [NSO4): the frst works if the sequence o contains a
long enough chain, and the second works if no terms appears in « more than
twice and « contains an initial interval in which enough terins appear only once.
They then prove that if the hash function is based on sequences of with frequency
at most 2, then [ can be chosen so that at least one of the attack methods can

be applied.

The first Nandi and Stinson attack

The idea of the first attack is to identify & message blocks that form a chain, and

then to vary only these message blocks to find a sequence of k internal collisions

which can be pasted together in different ways to form a multicollision. This

attack works, for example, on hash functious ¥ based on the sequence ©'. We

describe it using

©° =< 1,2,1,3,2,4,3,5,4,5 > .

We denote the compression function by f.

Step 1 We identify 1 < 3 < 5 as a longest chain in ©° and we let k =
maxchain(©®) = 3. (In general, maxchain(©') = [4%}], see section 2.7).
This means that all occurrences of 1 in ©° oceur before all occurrences of
3, which occur before all occurrences of 5. This allows us to break the se-
quence ©° into three sections, each of which contains only one of {1, 3, 5}.
So the computation of the hash can be split into three stages in such a way
that message blocks my, s and s are each used in only one stage. We will
find a collision at the end of cach stage by varving only one of the message

blocks iy, my and s at a time.
Step 2 We choose a random block Z and set my and my equal to Z.

Step 3 We apply the birthday attack to find two distinct blocks my and i} such
that

FUS oy ma), 2),ma) = f(f(f(ho,my), Z),my) = hy,
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Z

i.c., the expanded messages || £ ]|my and m) || Z || collide on the third

chaining value starting from hy.

Step 4 We apply another birthday attack to find two distinct blocks g and m/

such that

TS (hayyms), Z2),Z),my) = fF(F(F(f(hg,my), Z), Z), ) = hy,

i.e., the expanded messages mg||Z||Z ||y and miy|| Z|| Z]jm collide on the

fourth chaining value starting from h,.

Step 5 We apply a final birthday attack to find two distinct blocks g and mg

such that

FUCf (o, ms), 2),ms) = fOF(f (R, mg), Z),mng) = e,

i.e., the expanded messages mgl|Z]|ms and mg||Z||ing collide on the third

chaining value starting from hy,.

Finally we build a 23-multicollision for the hash function based on ©° by pasting
together the message block collisions produced in steps 3, 4 and 5: the colliding
messages ave mi|Z||m;|| Z||m}, where m} can be either m; or m}. For a schematic

representation of this attack, sce figure 7.2.

myZmy msZZms  msZims

h’() hu hb hC

mhZmy  mglZmy  mgZmg

Figure 7.2: A 23-multicollision for the hash function based on ©°

Work
In order to find a 2°-collision on the hash function based on ©° we run k = 3
birthday attacks. The first and third birthday attack find a collision between

messages of three blocks, and therefore require three calls to the compression
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function for cach candidate message, and we expect to need at most 2.5 x 2/2
candidate messages (see Chapter 5). So, the total work for these birthday attacks
is 3 x 2.5 x 2% calis to the compression function. The secoud birthday attack
involves four calls to the compression function for each candidate message, and
therefore takes about 4 x 2.5 x 2% calls to f. So the total expected number of

calls to f is at most
(344 +3) x 2.5 x 2% =25 x 2"/%

In general, for a hash function based on ©'. we can find a 2*-collision by choosing
| =2k — 1 (so that maxchain(©') = | %] = k) and running & birthday attacks,
in total calling the compression function about 2.5 x 2% x |@©!] times. Since

19! = 21, this is 5 x 2"/* times, which is O(k2"/2).

Generalizing the above attack in a natural way results in the following theorem:

Theorem 7.1.1. [NSO4] Let F' be a generalized sequential hash function bused
on a sequence « such that mazchain(o)= k. There exvists an attack on I that

produces a 25-collision i expected time O(s2%%), where s = |o.

We also note that for classical iterated hash functions, a = ¥ and a maximum
length chain is 1 <2 < 3... <[, so in the first Nandi and Stinson attack we
would find an internal collision for each intermediate hash value by varying each
message block. Thus the attack reduces to the Joux multicollision attack in this

case.

The second Nandi and Stinson attack

The above attack method does not work against the “doubly iterated” hash func-
tion based on W& hecanse maxchain(¥®9)= 1 (so the attack produces a 2-
collision and is no better than the birthday attack). In the same paper [NS04]
Nandi and Stinson give a different method of attack that produces a 2*-collision
for a hash function based on the sequence of = WD, We call this hash function
Fand label its compression function f. In order to find a k-collision (where

k < n) we do the following:
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Step 1 We first choose the length [ of the 2% colliding messages we are going to

find, by setting

b +1  Inln2k
B 2 2In2
and letting I = kt. (We will see shortly that for this ¢ a birthday attack on

a set of 20 elements succeeds with probability 1 — 2—‘,:)

Step 2 We then apply Joux’s multicollision attack to a hash function based on
the first half of ot (i.e., the ordinary hash function based on \IJ“")), to obtain
[ pairs

(g, ), (rngumey), o (g, ),

such that
flhizy,mg) = f(hioy,ml) = Dy, i=1,2,...,L
We now have a 2'-collision on this hash function and a collision set
C = {my,mi} x {ma,msy} x -+ x {my,m},

i.e., we have 2! I-block messages of the form mi|lm3|| ... |} that collide on

every intermediate chaining value from hy to hy.

Step 3 We now divide the remaining index interval (41, 2[] into k consecutive in-
tervals of ¢ elements each, and we search for a collision on each of these inter-
vals: in other words, for each 4 from 1 to k, we search among the 2! messages
MGy ImG el - [l for two (say M; and M{) that take hiyo1y to
hiir. (Note that we can use the tree structure of these 2f messages to find a
collision between them (if it exists) with only 2+22+2%+.. . +2! = 2(2' 1)
calls to the compression function — two calls to find the two possible values
of hywicnyrr = fhus-1ye m(i_l)tH), four calls to find the two possible val-

ues of hyy(_1y+2 starting from each of these, and so on.)

If this step fails for any ¢, we return to Step 2 and search for a new collision

set C.
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Step 4 1f all I birthday attacks in the previous step succeed, then pasting to-

gether the collisions yields a set of 28 messages of the form M| M| . ..
that collide on each of the first { chaining values, and then in every tth chain-
ing value starting at hy, including the final value hy. In other words, the
set

= {My, M} x {My, ML} % - x {My, ML}

provides a 2*-collision for a hash function based on W9, In the diagram

below, & = 3 and ¢t = 2, hence | = 6.

My oy g g Mg Mg M, M, My
hy ly I hy Dy hs hg hy hyo g
i lll "L NL ”L I’L
| )
A Y M} M

Figure 7.3: A 2%-collision for the hash function based on W&

Work
By equation 2.2 the success probability for each birthday attack in Step 3 is
approximately

¢ 2
¢ )
1 ...g_._r_r. l ‘,_221~(u+1)
— g 2F — —¢

But since

n+1 + Inin 2k
2 21n2
we have

2 n+1+log,(In2k),

and
20 I 2k
-~ b
so the success probability for each attack is approximately
l_cAank =1— L
2k

The probability that all £ birthday attacks succeed is therefore

1\* 1
(1_55) -1
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The expected work for the multicollision attack in Step 2 is at most 2.5¢k21/2
(since it requires finding tk collisions, each of which can be expected to take at
most 2.52%% calls to the compression function). In Step 3, the tree-structure of
the 2! possible messages in each interval means that finding a collision between
them (if it exists) takes 2(2¢ — 1) calls to f. Therefore, the work required for all

k birthday attacks is about 2k2¢, assuming they all succeed.

Step 3 is dependant on Step 2; if Step 3 fails, Step 2 has to be repeated. Since

Step 3 succeeds with probability greater than %, we expect steps 2 and 3 to be
repeated at most twice (using a geometric distribution argument), and the overall

average case complexity of the attack is upper bounded by

2 x (2.5kt2"/% + 2k2Y).
Since t is ©(n+Inlnk) and 2t = 25 .25 e 2k) — 9%3% (1 2k) 2 is ©(2/2(Ink)?),
the overall expected complexity of the attack is O(k(n + In k)2"/2).

Generalising this second attack in a natural way gives the following theorem.

Theorem 7.1.2. Let « be a sequence of length s on symbols {1,2,...,1}. Assume

that the following hold:
1. freq(a) €2, and

2. there is some initial interval o1, w] of a in which there are kt symbols which

appear exactly once, where t = [(n+1)/2 4+ (Inln2k)/(21n2)].

Then there exists an attack on any n-bit hash function based on o that produces

a 2%-collision in expected time O(slnk2"/?).

The attack works as follows. We choose kt “active” indices ¢ < w such that «;
appears only once in a1, w|; the corresponding active message blocks are used
exactly once in the first w calls to the compression function; after that (since

treq(«v) < 2) some number j of them are not used again, and the others are used
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exactly once more. We call them active blocks because they are the only blocks

we will be varying to obtain the multicollision; we set all other message blocks to 0.

We begin by finding a 2-collision f(h;_1,m;) = f(hi-1,m}) = h; for each of

th

-—

¢ active indices i. This also involves evaluating the compression function for
the inactive message blocks, and takes time O((w — kt) + kt27). (This gives
us 2K [-block messages which collide on the first w chaining values, and out of
these we need to find 2% that collide on the final hash value h,.) We can divide
the remaining interval [w, s] into & — j intervals each containing at least ¢ active
message blocks. We now search for a collision on each of these intervals among
the (at least) 2' possibilities provided by choosing rm; or ) for each of the ac-
tive blocks in the interval. If this birthday attack succeeds then it takes time
O(2") (using the tree-structure of the messages) plus the time taken for evalu-
ating the compression function on the inactive message blocks in that interval,
and we are left with two possibilities for that set of (at least) t active blocks. 1f
one of these & — j birthday attacks fails then we need to go back and find differ-
ent collisions for those active indices, but ¢ has been chosen so that this happens

with probability less than %, S0 we expect to have to run the attack at most twice.

Once all & — j birthday attacks have succeeded, we are left with two possibil-
ities for each of the j active blocks that are only used once, and two possibil-
ities for each of & — j subsets of the other active blocks. Thus we have found
2/ x 2% = 2% messages which collide on the first w chaining values and on
k further chaining values, including the final one hy. The attack takes time
O((w — kt) + kt2% + (k — )28 + (s —w — (k — 4))), which (since kt < s and by
our choice of ¢) is O(s lnk2v/?).

We now show that if « is any scquence (containing a sufficiently large num-
ber of symbols) with freq(a) <2, then either the conditions of Theorem 7.1.1 or

the conditions of Theorem 7.1.2 hold.

Theorem 7.1.3. Let o be a sequence on S = {1,2,... 1} in which 1 < freq(z) <
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2 for all w € 8 (i.c., every element in S appears in «, but not more than twice).

If L > we, then one of the following holds:
1. mazchain(c) > u, or

9. there is some initial interval o1, w] of «a in which there are v symbols which

appear exactly once.

Proof. Let maxchain(a) = ug. If uy > u, then we are done, so suppose
ug < u. Let vy denote the maximum number of mutually incomparable elements
in S; then by Dilworth’s Theorem 2.7.1 there is a chain decomposition of § into
vp chains (i.e., every element of & appears in exactly one of the chains). But every
chain contains at most maxchain(a) = uy symbols, so |S| = < wyvy, and it fol-
lows that vy > [/u > v. It is therefore possible to find v mutually incomparable
elements in o, say ;,, @, ..., ;. Let the first occurrence of x;; be at position
ajof o, for i =1,...,v, where ¢y < ... <, Note that each of the symbols x;,
for j = 1,2,...,v ~ 1 must occur again in the sequence after position a,, or we
would have w;, < ;. Since we know every symbol occurs at most twice in a, it
follows that x;,, a;,, ..., z;, all occur exactly once in the initial interval o1, v]. O
We are now ready to state, and prove, the main result by Nandi and Stinson,
namely that there is a multi-collision attack for any generalised sequential hash

function with frequency at most two.

Theorem 7.1.4. Let I' be a generalised sequential hash function based on the
sequences (o, o, ...) such that freq(al) < 2 for all 1 > 1. Then for any k < n
there exists a multicollision attack on F that produces a 2F-collision in expected

time O(k*Ink(n + Inln £)2"/2).

Proof. Let t = [(n+1)/2 + (Inln2k)/(21n2)], and note that t = O(n +
Inlnk). Let [ = A*. By Theorem 7.1.3 one of the following holds:

1. maxchain(a)> k, or

2. there is some initial interval 1, w] of « in which there are kt symbols which

appear exactly once.

114



If condition 1 holds, then by Theorem 7.1.1 we can use Nandi and Stinson’s
first attack technique to obtain a 2%-collision on #' in expected time O(s2"4),
where s = [of]. If condition 2 holds, then by Theorem 7.1.2 we can use Nandi
and Stinson’s second attack techuique to obtain a 2*-collision on F' in expected

time O(s In k2%, Since s < 20 = 2k*, both attacks are O(A* nk(n+Inlnk)). O

The work by Nandi and Stinson shows that generalised sequential hash functions
are insecure against multicollision attacks if the message blocks are processed
at most twice. In fact, Hoch and Shamir show in [HS06a} how to construct a
multicollision if message blocks are processed up to ¢ times for some fixed e. So

generalised sequential hash functions are not secure against multicollision attacks.

7.2 Dithered hash functions

Dithered hash functions werc invented by Ron Rivest [Riv05] as a response to
the second preimage attacks using expandable messages, nanely, the attack by
Dean [Dea99], and more recently, the attack by Kelsey and Schueier [KS05].
These attacks exploit the repetition of the same message block to produce second

preitages with less than the expected brute-force amount of work.

The idea behind dithered hashing is to amend the hashing process to include
an additional input to the compression function. This input is determined by a
fixed dithering! sequence and aimns to put a halt to the use of repetitive compres-
sion function inputs. By making use of a dithering sequence, the intermediate
hash value of a message block becomes dependant on the block’s position within
the message. This means that if the attacker finds a collision in the compression

function it doesn’t help him unless the dithering value is also correct.

I"The term dithering originates from the ficld of inage-processing. It rofers to the represeu-
tation of a variety of gray or coloured shades by mixing together pixels of a small muuber of
hasic shades. These pixels are combined randomly so as to prevent distincet patterns of colour

from being visible.
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Since a hash function should be able to process mnessages of arbitrary length,
it ix reasonable to consider infinite sequences as candidates for the dithering se-
quence d. We let d be a infinite word over a finite alphabet A, and denote the
ith element of d by d;. Staying within the Merkle-Damgard paradigin, we obtain

a dithered iterated hash function £ by setting
}LL’ = f(hi_l, T, dl)

Figure 7.4 depicts the basic structure of an iterated hash function with dithering.

In the figure M = myllmsl| ... [Jrog.

1y Mg g

| l l
he — L= — == = ey [ ] = (M)
T 1 1

([1 (lg le

Figure 7.4: Iterated hash function with dithering
We now discuss various options for dithering:

Dithering with a counter
A simple way of dithering is to let the dithering sequence d be nothing more than

a siuiple running counter, i.e.,

Kelsey and Schueier suggest this in [KS05]. However, Rivest [Riv05] points out
that the compression function f would need to be able to accept arbitrarily large
inputs ¢ since M is allowed to be of arbitrary length. He suggests that it would

be easier if the dithering input d; was restricted to a small finite alphabet.

Before we move on to discuss the next dithering option, we briefly mention a
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construction by Eli Biham and Orr Dunkelman known as HAIFA [BD06). At
any time £, the compression function of HAIFA takes in as additional input the
number of bits hashed up to time £, including the message block that is processed
by the compression function at time ¢. This is, in essence, identical to the counter
dithering scheme with the counter internally tracking the length of the message

processed thus far.

Dithering by alternating with 0’s and 1’s
Another fairly simple way to dither is to set

/ 0 if ¢ is even, and

ne 1 otherwise.
Although effective in preventing the use of repeated single message blocks, this
dithering sequence does not prevent the use of repeated pairs of blocks. This will
not be of any value against an adversary that can find fixed “pairs”, i.e., message
block pairs (1ny, my) for which f(f(hg,my), my) = hy. (This is like the attacker
treating two message blocks as one block and two iterations of the compression
function as one function). Also, if the attacker is able to build expandable mes-
sages by using pairs of message blocks, for instance, using a pair of message
blocks every time a single block is used in the Kelsey-Schneier [KS05] technique

(see Section 6.3.2), then this scheme is of little use.

Dithering with a pseudorandom sequence

We could generate a pseudorandom sequence s = s1, $7,... and set d; = s; for
all relevant . However, this would only protect weakly against the use of re-
peated message blocks. The longer the sequence, the more likely the occurrence
of repeating subsequences; once the cycle of the sequence is found, it may be pos-
sible to repeat chunks of message blocks with size o (the cycle length) to build
expandable messages, or even find fixed “chunks”, i.e., a collection of message

blocks (my,my, ..., mny,) such that f(... (f(f(ho, ), ma)) ... m,) = hg.
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Dithering with abelian square-free sequences

Due to the apparent inadequacies inherent in all of the dithering methods de-
scribed thus far, Rivest [Riv05] suggests the use of an abelian square-free sequence
(see Chapter 2, Section 2.8) for d. These are aperiodic sequences over a finite
alphabet which have no repeated subwords, and additionally, contain no permu-
tations of any subword in the sequence. So use of such sequences prevents an
attacker from being able to use message block repetition to his or her advantage,
evenl by repeating a chunk of several blocks. Square-free sequences, i.e., those
containing no repeat subwords, would work perfectly well as dithering sequences.
However, Rivest suggests the use of abelian square-free sequences since they are
more “repetition-free” than ordinary square-free sequences, and no harder to gen-

erate.

In {Riv05], Rivest puts forward two dithered hash function proposals that make
use of abelian square-free sequences. The first suggests the direct use of the
Keranen sequence (see Chapter 2, Section 2.8.2) as the dithering sequence, d.
Dithering inputs are taken from the alphabet A = {a, b, c,d}, and each symbol

is encoded by two bits:

a—00,b—01,c— 10,d — 11.
The number of bits in each message block is thus reduced by two bits in order to
make room for the two-bit dither input. Each element of the Kerdnen sequence

can be generated online (symbol by symbol) and can thus be processed efficiently

by the compression funection.

Rivest imposcs a slight modification on the scheme suggested above and pro-
poses a second hash function, henceforth referred to as RCP (Rivest’s Concrete
Proposal): Lor a k-block message M, each dithering input d; is sixteen bits long

and has the form
di = (0,k;,imod 2") € {0,1} x A x {0, 1}*3,
where j = [i/2'%], for i running from 1 to k—1, and where x; is the j** term of the
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Keranen sequence. In this construction, the next letter of the Keranen sequence
is only utilized when the counter j increases by 1 (so &; stays the same for 2'3
values of 7). This means that the dithering sequence used in RCP is generated

213 times faster than the Keranen sequence.

The last dithering symbol is slightly different to take care of padding, and has

the form

di = (1,]M] mod |m*]) € {0,1} x {0,1}*%,

m*| denotes the number of message bits (as opposed to padding bits) in

where

a message block.

The use of the last dithering input, dy, also eliminates the need for Merkle-
Damgard strengthening because the last dithering symbol depends depends on
both the number of messages blocks and the number of message bits in the last

block, and will therefore be affected by any change in the message length.

7.2.1 A second preimage attack on dithered hash func-

tions

In this section we describe how Andreeva et al. [ABFT08] adapt their second
preimage attack (see Chapter 5, Section 6.5) to work on dithered hash functions.
Recall that the attack mentioned in Chapter 5 combines the herding attack of
Kelsey and Schneier [KS05] with the long-message attack described in [MvOV96].
This modified attack follows roughly the same procedure, but contains alterations

to accommodate for some dithering sequence d.

When building the diamond, the attacker chooses a dithering symbol for each
layer in the structure, i.e., for a diamond of depth k he fixes a k-tuple of dithering
symbols (wy,wy, ..., wyi) (only positions in the long message that use the subse-
quence w = wws ... wg as dithering symbols will be candidates for him to join
his diamond to). He also chooses an additional dithering symbol to be used when

trying to counect to the target message My rger. Figure 7.5 depicts a diamond
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structure with & = 3 and w = oypud.
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Figure 7.5: Diamond structure with & = 3 and w = oyud

For a dithered hash function F, the dithering sequence ensures that the hash
value of a message block is dependant on its position within the message. This
means that our diamond can only be connected to M at the positions where w

and o match. The set of matching positions is given by
R={ieNli>k+1|{dig...d)=w)},

and the attacker knows R because he knows the dithering sequence d. To ensure
that R is non-empty, w has to be a factor of d, i.e., wywsy, ..., wes) has to occur
somewhere in the dithering sequence. In fact, we would like w to be the most
frequently occurring factor of size k+1 in d. This is because the cost of the attack
ultimately depends on the number of message blocks tried when searching for a
message block that connects the diamond to some intermediate hash value, h;,
produced during the computation of F(M). The chances that i € R are higher

if w is the most popular factor of d.

We have a dithered hash function 7 with a dithering sequence d and we want to
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find a second preimage M’ for a target message Mygrger = 1 ||| - .- gy [limg
such that £ (M) = hy. The attack proceeds in almost the same way as the
undithered attack described in Section 6.5, which used a diamond structure to
produce an M’ of the formi M’ = P||D||ryui|ltrisill - - - || which has the samne

length as M and hence the same length field.

To make the attack work against dithered hash functions, we need to make
sure that when we find our linking message ., and h;, the k dithering sym-
bols used just before that, and the dithering symbol used for the calculation of
Mynk, are the same in both message paths in figure 6.14. So we’re going to need
Wi ks Wi—k+1s- - -, w; to be the same as the dithering symbols d; _g, d; k11, ..., d;
used when constructing the diamond this is the essence of the new attack.
(The prefix P has the same length as the seginent of M4 before h;, and so

will automatically have the correct dithering sequence.) We do the following:

Step 1 We select the most popular (k + 1)-sized factor of d. We denote this

factor by w.

Step 2 We use elements of w as dithering symbols and build a diamond structure
of depth &, i.e., there are 2% intermediate hash states in the diamond’s widest
layer. All possible paths of & message block and dithering symbol pairs lead
to the value h*. For construction of the diamond see Chapter 6, Section
6.4.

Step 3 We search for a linking message block, my;,., that connects h* to one of
the 2¢ hash values produced during the computation of F(Myrger). To do
this, we use wy4; as the dithering symmbol and randomly consider options
for rny,, until f(R*, e, weer) = i, for some @ € [k +1, 2’], and such that

€ R.1le, such that d;_y, 4 = w.

Step 4 We generate a prefix P of size i — & — 1 blocks such that P hashes from
hy to one of the 2% hash values in the widest layer of our diamond. We

do this by trying different random values of P with the known dithering
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sequence dy, dy, ..., di_;_y. We let D denote the chain of k& message block

and dithering symbol pairs leading fromn £() to h*.
Step 5 We output the message M’ = P||D|[myink||misal] - - |

In the event that ¢ = 2!, no message blocks of M will be used in M’. The prefix

selected in Step 3 is 20 — 1 — 1 blocks long and M’ = P||D||my.

Work

In the worst case for the attacker, all factors of size k41 occur in d with the same
frequency. This means that the probability of a (k + 1)-letter subword being w
is 1/Facty(k + 1), where Fucty(k + 1) is the number of factors of length & + 1
in the sequence d. In other words, the probability that 7 is an element of R in
Step 3 is 1/Facty(k + 1). This means that in the worst case, we will have to
repeat the search for my,x Facty(k+ 1) tines because all factors of length (k4 1)
are equally likely, and thus each are w with probability 1/Factq(k +1). We will
therefore need to consider at most 1/(1/Facty(k + 1)) = Facty(k + 1) candidates
for w (see Chapter 2, Section 2.5). Since we have to consider 2"~ possibilities for

e each time, this brings the total work for Step 3 to
Facty(k+ 1) x 2"~

Building the diamond structure in Step 2 requires requires 2/27%/2+2 work (see
Chapter 5, Section 6.4), and generating the prefix in Step 4 can be done with

2% work. This brings the total work for the attack to

Step 2 Step 3 Step 4
QBRI 4 Facty(k +1) x 271 4 2%,
In the case of Rivest’s first proposal, the cost of the attack depends on the number
Fuact, (k+1) of distinet factors of length (k+1) occurring in the Kerdnen sequence
. This nuber is fairly low due to the rather regular structure of k. For k& < 85
it is shown in [ABF*08] that
Fact, (k) < 8k + 332,
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and therefore

Fuact, (k+ 1) < 8k + 340.

If 7 = 31, then the work required for Step 2 is roughly equal to the work required
for Steps 3 and 4 respectively. Note that this approximation is more accurate
if I and A are of similar magnitude. 1f n > 3[, then the work for the attack is
doniinated by Steps 3 and 4, and we can ignore the work required for Step 1.
Assuming this to be the case, and by setting k = [ — 3, the work for the attack

on Rivest’s first proposal is

(8(1 = 3) + 340) x 2"7" + 2713 — (1 + 40.5) x 2"7'+8,
This is much smaller than the expected brute-force amount of 2",
In the case of RCP, the amount of work required is larger due to the higher
number of distinet factors of length (k + 1) occurring in the dithering sequence
used. This sequence d, derived from the Kerdnen sequence by diluting it with a

13-bit counter (i.e., we only move on to the next symbol of the Kerdnen sequence

when the 13-bit counter overflows), has a complexity of
Facty (k) = 8k + 32760
for all 0 <1 < 2'3. Therefore, the work required to run the attack on RCP is
2/AHRIAEE 4 (8h + 32768) x 27! 427K,

Again assuming that n > 3l, and by setting & = [ — 3, we obtain a complexity of
roughly
(l + 4094) X 2n—l+3 ~ 211—/»‘—%—15;

vet again beating a brute-force attack.
What is evident from the above is that the use of a diluting counter increases
the complexity of the attack; in the worst case we have more distinct factors of

length (k + 1) occurring with equal probability, and hence we have to try more
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candidate messages for w (see Chapter 2, section 2.5). If we use the dithering se-
quence given by equation 7.1 for a counter over t bits, then for ¢ <k, the number

of factors of size k is Fuacty(k) = 2, and the complexity of the attack becomes

2!1/2+/€/2+2 + 2n-l+t + 2nvk:- (7 r))

<o

If we assume, as is comunon in practice, that the work is dominated by the second
term of equation 7.2, then by setting ¢t = [ the complexity becomes 2" and we do
no better than a brute force attack. This is essentially how HAIFA is constructed
and is therefore immune to the Andreeva et al. attack. As a means of improving
Rivest’s coustructions, the authors of [ABFT08| suggest the use of a dithering
sequence of high complexity over a small alphabet. They prove the existence of
an abelian square-free sequence over six letters with (k + 1)-complexity greater
than 2¥2 and claim that the cost of an online attack (an attack that processes
inputs in turn, without having the entire input available from the start) is roughly

20U for ke = 21/3.

Andreeva et al. [ABFT08] modify the attack to work on any dithering scheme
over a small alphabet. This is done by replacing the diamond with a more compli-
cated search structure know as a kite generator. They make use of a time-mermory
tradeoff that helps to produce a second preimage with only a small amount of
ounline computation; although there is an expensive precomputation stage. In the
worst case, this modified attack finds a second preimage of a 2-block message in

time maz (2!, 200=072),
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Chapter 8
Conclusion

In this dissertation we present a body of evidence that shows that the Merkle-
Damgard hash function design is not as secure as was previously hoped. More-
over, two of the most natural ways of attempting to fix the construction have
been shown not to prevent the attacks. It is thus questionable whether or not an

iterative process is optimal for hash function design.

In response to the call for proposals by the NIST for a new hash algorithm,
a team from MIT led by Ronald Rivest has recently submitted MD6 [Riv08].
MDG6 is not based on the Merkle-Damgard construction for hash functions, but
rather, is a tree-based hash function. The input to the compression function of
MDG is very large, and the interinediate chaining values are 1024 bits long. The
fiual output of MD6 has a length of 512 bits, which means that it truncates the

final chaining value computed when producing the hash value.

To date, there has not been sufficient time for the cryptographic community
to review MDG6 in the hope of exposing the algorithm’s potential weaknesses. It
might be that there are noune, in which case algorithmus such as these could prove

to be the future of hash function design.
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Appendix A: BABI Source Code

We present the Java source code for BABL The method ‘BigSquareRoot’ was

taken from http://www.merriampark.com/bigsqrt.htin.

import java.math.BigDecimal;
import java.math.Biglnteger;
import java.math.MathContext;
import java.math.RoundingMode;
import java.util.Scanner;

import java.util.Vector;

public class BABI {

public static BigInteger p.q,N;

public static Scanner input;

public static BiglInteger buffer;
public static int msgBlockLength, chainVarLength, inputl.ength,
initialMsglength, lengthField,

public static String msg, [V = "";

public static Vector<String> msgBlocks;

/* This method checks for primality of the user input for p and
q.%/

public static Biglnteger getPrime()
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BigInteger curr = new Biglnteger("4");

while (!curr.isProbablePrime(10))

{
if (curr.toString().compareTo("4") = 0)
{
System.out.printIn(" Number is not prime, please
re-enter” );
}
curr = new BiglInteger(input.next());
}
return curr,;
}
public static void calcBufferAndLengths()
{

BigSquareRoot app = new BigSquareRoot ();
BigDecimal sqrt = app.get(N);
BigDecimal bufferDecimal = sqrt.round(new
MathContext(1,RoundingMode.CEILING));
buffer = bufferDecimal.toBigInteger();

BigDecimal NDivide2 = new BigDecimal(N).divide(new

BigDecimal("2")).round(new MathContext(1,RoundingMode. FLOOR));
Biglnteger interval = NDivide2.subtract(bufferDecimal).toBiginteger();
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inputLength = interval.bitLength()-1;
msgBlockLength = (int) Math ceil(inputlLength/2) + 1;
chainVarLength = (int) Math.floor(inputlength/2) - 1;
lengthField = (msgBlockLength * 4);
for (int i = 0; i < chainVarlLength; i++)
{

IV 4= "0

IV ="

System.out.printIn(" Length of chaining variable: " +

chainVarlLength);
System.out.printIn(” Length of message block: " + msgBlockLength);

/* This method appends leading zeros onto bytes where necessary, adds
padding if required and appends the length to the end of the message.*/
public static String messageModification(byte[] msgBytes)

{

Byte newS;
String msgBits = ""

System.out.printIn(" The hex value of your message is: ");

135



for (int i = 0; i < msgBytes.length; i++)
{
newS = (Byte)(msgBytes[?] );

System.out.print(Integer.toHexString(newS.intValue()) + " ");

}

System.out.printin("");

//Appends leading zeros if necessary.

for (int i = 0; i < msgBytes.length; i++)

{

newS = (Byte)(msgBytes[?] ); //Casts each byte to a byte object.

//Storing the binary representation of each byte in a string buffer.
StringBuffer tempMsgBits = new
StringBuffer(Integer.toBinaryString(newS.intValue()));

//Appending leading zeros.
for (int j = 0; j < 8 - tempMsgBits.length(); j+-+) {
tempMsgBits.insert(j, "0");

msgBits += tempMsgBits.toString(); /*Augmenting the message

with the required number of zeros.*/

/*Getting a binary representation of the message length and
appending zeros so that it satisfies the length field.*/
initialMsglLength = msgBits.length();
StringBuffer tempMsglength = new
StringBuffer(Integer.toBinaryString(msgBits.length()));
int templLength = tempMsgLength.length();
for (int j = 0; j < (lengthField - tempLength); j++)
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tempMsglength.insert(j, "0");

}

int remainder = (initialMsglength % msgBlockLength);

if ( remainder === 0) /*If the message is a multiple of

msgBlocklLength, then no superficial padding is added, just the

length.*/
{
msgBits += tempMsglength.toString();
¥
else /*Superficial padding is added, followed by the length.*/
{

msgBits +="1";

for (int i = 0; i < (msgBlockLength - remainder - 1); i++)

{

msgBits +="0";

}

msgBits += tempMsglength.toString();

return msgBits;

public static void storeMessage(String message)

{
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StringBuffer tempMsg = new StringBuffer(message);
tempMsg.insert(0, " 0");

msgBlocks = new Vector<String>();

String tempS ="";

for (int i = 1; i < tempMsg.length(); i++) {
if(i % msgBlockLength == 0)
{

tempS += tempMsg.charAt(i);
msgBlocks.add(tempS);
tempS = "";

}

else

{

tempS +== tempMsg.charAt(i);

for (int i = 0; i < msgBlocks.size(); i++) {
System.out.print(msgBlocks.elementAt(i) + " ");

}

System.out.printin("");

public static String compressionFuction(String hiMinusl, String mi)

{

String paramConcat = hiMinusl + mi;
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int decimalRep = 0,

for (int i = 0; i < paramConcat.length(); i+-+) {
if(paramConcat.charAt(i) == '1")

{

decimalRep += Math.pow(2.0, (paramConcat.length() - 1 - i));
}

}

long preCompressed = (long)Math,pow((double)(buffer.intValue() +
decimaiRep), 2.0);

preCompressed = preCompressed % N.intValue();
StringBuffer compressedValue = new
StringBuffer(Long.toBinaryString(preCompressed));

StringBuffer hi = new StringBuffer("");

for (int i = compressedValue.length()-1; i
>(compressedValue.length()-1-chainVarLength); i-)

{
hi.insert(0,compressedValue.charAt(i));
}
return hi.toString();
}
//::;;:;;::::’—:;:::—:::::::::::;:::::::_:;::::::::;-:
//:::::-:::::::::::::::::::::::::::::::::::::::::::

139



public static String babiHash()

{

String hi = 1V,
tempH = "";

for (int i = 0; i < msgBlocks.size(); i++)

{
tempH = compressionFuction(hi,msgBlocks.elementAt(i));
hi = tempH;
System.out.printin(hi + " ");
System.out.printin();

}

System.out.printin();

return hi;

/**
* @param args
*/

public static void main(String]] args) {
input = new Scanner(System.in);
//Entering in p and q, and determining N.

System.out.printin("Enter p: ");
p = getPrime();

System.out.printin(" Enter q: ");
q = getPrime();
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N = p.multiply(q);

System.out.printin(p +" " +q+ " " + N);

/*Calculating the buffer, the message block length and chaining

value length.*/

msg = input.nextLine();

msg = "";

while (msg.compareTo("quit") 1= 0)

{

System.out.printin(" Enter the message: ");

msg = input.nextLine();

byte[] msgBytes = msg.getBytes();

storeMessage(messageModification(msgBytes));

System.out.printin(babiHash());
System.out.printin("");

[
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Appendix B: MD5 Collision Files

We present the postscript code (in ascii) for the documents D and D' mentioned
in Chapter 5, Section 5.8. R2' is indicated in bold and the second instruction set
is indicated in italics.

D:

§:P3-fdckbe-1.0

$¥3Jcoundinglox: O 0 &12 782

(hB&3I"MZ'U _xelA’/J7Z

F~x@ZT>1{TCEM3"ZIS [0 ZT#XRMEINEC

ZInEZRTyk /=T uWev:17?*_

YJS5sYH2t}

L9HVTE- o TirikJIEISTXKELING ZZ "0025) (hB&IMT U xeZA® /J7C
FoedZT>1{TEM3TTi% [0 TT#XRmMZ3NET

TTnEZRTyk /=T uWev: 1?27

YJI5sYH2t}

L O8VTE- o Tir kJEISTXXBEItNaI - Qo5 ieqy: /Timez—Roran findfont 27
zozlefont sevfont

31 T rovets (Juliug, Casmar) show

3 FE: movetc (Via Appia i) show

300 62 movets (Rome, The Rorman Impire) zhow
z=s I movero (May, £2, 230%) zhow

2% > movete {(Te Whom it May Concern:) zhow

25 400 movetrc

{ARllce Falkala fulfilled all the regul entz cf t Roman Impire|
zhow

25 3280 moveto

jintern pCRILion. She was eXcellent at translating roman Lnto her gaul)
TR

25 3E0 movero

{nato.ve _anguage, learned very rapidly, and worked with considerable)
2now

25 244 movetco

{indeperndence and confidence.)

=now

25 344 moveto

{Her pasic work nabltsz auch as punctuality, interpersornal deportment, )
2now

25 220 movetrc

{Cormun ;,at-ﬂn a2krllz, and completing azasgned and se_f-determined)
FNoW

ZE 280 movets

{gocals were 3l excellernt.)

BEnTW
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40 moveto
{rellabllity, and language 3xX2118 are reguired.)

(continued on the next page)
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P 20 moveto (Via Appia 1) ghow
860 movero (Rome, The Zoman Implre) show
540 moveto (May, 22, 2008 show

287 mowvete {To Wrhom 2t May Concern:) show

zs

(Rl a fulf:rlled all the regulrenents of the Roman Impire)
anow

2B 320 rovetco
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