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I. CHAPTER ONE ± INTRODUCTION  

 

1.1 Introduction 

 

³Our metaphors of law struggling to keep pace with technology reflect an important truth: as 

technology changes, legal dilemmas arise. As technological change becomes increasingly 

rapid, the need for a methodical response to these problems becomes increasingly urgent. We 

need to closely analyse the roles played by different legal institutions and the methodologies 

Whe\ adopW in eaVing Whe laZ¶V WUanViWion Wo Whe fXWXUe.´1 

 

The advent of electronic commerce has allowed for various transactions to be moved online. 

Coupled with the dawn of the Fourth Industrial Revolution and the technological progress 

which precipitated it, traditional modes of commercial transactions have been disrupted by the 

options available to actors within the marketplace when executing contracts of a commercial 

nature.2 Technology is being used to provide efficient and safe digital platforms to a broader 

range of providers and procurers of products and services; thereby allowing for more users to 

access the marketplace and enabling transactions across greater geographical areas.3 The 

digitalization of the economy has taken place across a wide range of industries and the 

expansion of transactions capable of being executed online has allowed for this to become 

commonplace. The expanding digitalization of electronic commerce, the systems by which 

goods and services are made and supplied, and the opportunities available therein is a crucial 

component to the Fourth Industrial Revolution.4 

 

MoVeV¶V aboYe commenW speaks to the tension between maintaining a reliable and predictable 

legal landscape while also allowing for the law to keep pace with rapidly changing 

technological contexts.5 As technological innovations become more disruptive of the systems 

by which we conduct our livelihoods and lifestyles, likewise innovation in legal rules needs to 

follow in order to ensure that businesses and consumers benefit from technological 

 
1 Lyria Bennett Moses µRecurring Dilemmas: The Law's Race to Keep up with Technological Change¶ (2007) 2 
University of Illinois Journal of Law, Technology & Policy at 285. 
2 Geraint Howells µProtecting consumer protection values in the fourth industrial revolution¶ (2020) 43 Journal 
of Consumer Policy at 146. 
3 Ibid at 145. 
4 Ibid at 146. 
5 Moses op cit note 1 at 285.  
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developments.6 The legal landscape must respond to the ever-shifting paradigms of 

technological optimization when engaging in and creating legal obligations.  

 

One manner in which actors are shifting away from more traditional forms of establishing 

binding arrangements is in the contracting sphere. Smart contracts, and blockchain technology 

by inclusion, form a significant dimension to the digitalization of the marketplace. Smart 

contracts are agreements that contain coded, self-executing transaction protocols that operate 

across a blockchain network.  The opportunities which smart contracts and blockchain systems 

present are vast and capable of significantly transforming commercial transactions. So, too, are 

the sectors capable of being disrupted by its emergence and development. However, it has 

necessitated an assessment of where and how these commercial relationships would fall in our 

present legal schema. Thus, an important concern is the disruption it may cause to how we 

classify, assess, and understand the legal implications of smart contracting. 

 

1.2 Contextual Background of Smart Contract Technology  

 

Enabling transactions which are secure, transparent, and cost-efficient are a few of the main 

characteristics of smart contracts. Initially conceived by computer scientist and legal scholar 

Nick Szabo in 1994, smart contracts were envisioned to respond to the new role of the 

marketplace; one which facilitated ease-of-access and did away with the costs associated with 

middlemen.7 S]abo¶V ZUiWing aUWicXlaWed Whe neceVViW\ foU VmaUW conWUacWV from the perspective 

of the rapidly expanding digital revolution.8 Here, the interplay between law and technology is 

highlighted.  

  

Contextualizing his work in the need for laws, institutions and attitudes to adapt to a revolution 

chaUacWeUi]ed b\ Whe ³ph\VicV of c\beUVpace´, oU Whe d\namic digiWal media, S]abo¶V intention 

was to address the barriers of high costs associated with global business due to issues of 

 
6 Christian Twigg-Flesner µDisruptive Technology-Disrupted Law? How the Digital Revolution Affects 
(Contract) Law¶ in A. De Franceschi (ed) European Contract Law and the Digital Single Market: The 
Implications of the Digital Revolution (2016) at 22. 
7 Nick S]abo µSmaUW ConWUacWV: BXilding BlockV foU DigiWal MaUkeWV¶ aYailable aW 
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo
.best.vwh.net/smart_contracts_2.html, accessed on 30 June 2020.  
8 Ibid.  

https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart_contracts_2.html
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart_contracts_2.html
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jurisdiction, security and trust.9 This digital revolution holds the capacity to change the nature 

of business relationships and the traditional ways in which these are formalized, the most 

common of which the commercial contract, characterised b\ S]abo aV ³a VeW of pUomiVeV agUeed 

to in a µmeeting of the minds¶´.10 Visualizing it as a basic building block of the market 

economy, together the notion of the modern contract and its associated principles are µencoded¶ 

into the common law over the centuries of cultural progression.11 This highlights the degree of 

capacity required Wo UedeYelop and UedeUiYe conWUacW laZ. NeYeUWheleVV, iW iV S]abo¶V poViWion 

that the digital revolution necessitates the development of new institutions and ways of 

formalizing business relationships.12 

 

Viewed alongside traditional forms of contracting, smart contracts, and the protocols which 

they consist of similarly enable formalized and secured relationships; however, smart contracts 

also simplify the entire process of contracting. This digital relationship, as laid out by Szabo, 

is one which brings together the ³phases of search, negotiation, commitment, performance, and 

adjudication´ in one realm ± that is the smart contract.13 Thus, they are more functional than 

paper-based contracts. 

 

(a) Why Smart Contracts? Smart Contracts versus Traditional Contracting Methods  

 

Take a basic sale transaction. Sandile intends on purchasing a necklace from a seller found on 

a private group on a social media platform. After contacting the seller and settling on a sale 

price, the parties agree that the seller will organize for the delivery of the necklace. The cost of 

delivery is charged over and above the sale price of the necklace and will be paid by Sandile 

via an electronic funds transfer (EFT) transaction in advance of the delivery of the necklace. 

Sandile is concerned that this may be a hoax; the necklace may not be the same as that posted 

online, or it may not exist entirely. These concerns may be mitigated if the parties utilised an 

intermediary which would hold the necklace until the amount has been paid to the seller, after 

 
9 Nick S]abo µFoUmali]ing and SecXUing RelaWionVhipV on PXblic NeWZoUkV¶ aYailable aW 
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo
.best.vwh.net/formalize.html , accessed on 5 January 2021.  
10 Ibid. 
11 Ibid. 
12 Ibid. 
13 Ibid. See also Nick S]abo µThe Idea of SmaUW ConWUacWV¶ aYailable aW 
https://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabs
.best.vwh.net/smart_contracts_idea.html, accessed on 5 January 2021.  
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which they would ensure that delivery to Sandile has been completed. However, this carries an 

added cost to both or either of the parties depending on who would bare the expense of this 

third-party agent. It requires for there to be a further element to their transaction; yet it does 

address the dimension of lack of trust between the parties to the transaction.  

 

Let us consider the same transaction from the point of view of a platform which operates on a 

blockchain and utilises a cryptocurrency in fulfilling electronic commercial transactions. 

Sandile performs an algorithmic search for the sale of a necklace. The private seller has drawn 

up a simple contract which is computed in code and stored on the blockchain. According to the 

parameters set out in this coded contract, the agreed amount will be automatically deducted 

fUom Whe bX\eU¶V cryptocurrency wallet once the necklace has been sent out for delivery. The 

delivery feed will be stored on the blockchain, and once delivery has been confirmed, payment 

will be executed automatically. Smart contracts take on some of the characteristics of the 

blockchain as they operate on it. The smart contract is immutable: the parties cannot alter or 

tamper with the code after the parameters have been entered. Thus, it would not be possible for 

the seller to change the sale price of the necklace; nor would Sandile be able to reverse or 

prevent payment. A second quality which is applicable to smart contracts is that the output of 

the contract is distributed. By this, it is meant that the output is validated by everyone on the 

blockchain network. Validation is decentralized. This prevents tampering by way of, for 

example, forcing the payment to be released without executing delivery. The need for an 

intermediary is taken away and the dimension of trust is addressed. The utilisation of this 

method of transacting is more transparent for both the seller and the buyer. Although the 

aforementioned is a simple peer-to-peer transaction, it is apparent that a platform which is able 

to provide transparency in the marketplace would allow for greater ease of access for 

consumers and suppliers wishing to transact.    

 

The possibilities presented by this method of contracting are broad, making it an attractive 

means for transacting. Its capabilities are better illustrated when considering larger and more 

complex transactions. Smart contracts, as applied alongside blockchain technology, are finding 

application in supply-chain management systems as they allow for merchants to have end-to-

end product tracking and monitoring. From product inception to distribution, smart contracts 
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can enhance the scale and range of digital processes in creating information pipeline systems.14 

TheVe V\VWemV aUe enYiVioned aV ³c\beU-ph\Vical´; they allow for supply chain systems to 

transcend from the rigid distribution of processes in a physical system towards one which is 

more dynamic.15 Supply chain management systems consist of numerous stages and are formed 

by entities operating in varying extents of independence in the process of product 

manufacturing and exchange.16 The complexity of the system is illustrated in its capacity to 

span sectors, regions, stages, and time.17 A digital ledger system allows for transactions and 

the flow of goods to be more transparent and reliable.18 Where this is coupled with the use of 

smart contracts, the system becomes autonomous and secure.19 The movement of goods is 

smoother and more trustful.20 Additionally, the traceability of products in the food industry, in 

so far as the supply chain is concerned, is beneficial to consumers.21 The benefit to consumers 

can be seen in the National Livestock Identity System, or NLIS, a livestock tracking system 

utilised in Australia for the purpose of tracking herds from birth to slaughter.22 Here, the benefit 

to consumers is found in the capacity to route safety or quality concerns. Aside from this, a 

smart contract and blockchain enabled system can overcome the risks of the traditional supply 

chain model, specifically: the centralization of data in a locally stored system, mistrust between 

entities arising from the aforementioned, an increase in communication costs to address this, 

and the tampering of data leading to inconsistent information causing a disruption to product 

traceability.23 Such a system would consist of a permanent and unalterable record of 

transactions and the flow of goods and services, thereby allowing for product traceability.24 

The decentralization of the system and the creation and storage of encrypted data in 

chronological order aids in making the system more secure and preventing information from 

 
14 Alexandre Dolgui, Dmitry Ivanov, Semyon Potryasaev, Boris Sokolov, Marina Ivanova & Frank Werner 
µBlockchain-oriented dynamic modelling of smart contract design and execution in the supply chain¶ (2020) 58 
International Journal of Production Research at 2184. 
15 Ibid at 2185. 
16 Shangping Wang, Dongyi Li, Yaling Zhang, and Juanjuan Chen µSmart contract-based product traceability 
system in the supply chain scenario¶ (2019) IEEE Access at 115122. 
17 Ibid. 
18 Bhabendu Kumar Mohanta, Soumyashree S. Panda, and Debasish Jena µAn overview of smart contract and 
use cases in blockchain technology¶ 2018 9th International Conference on Computing, Communication and 
Networking Technologies (ICCCNT) at 2. 
19 Ibid. 
20 Ibid.  
21 Wang et al op cit note 16 at 115122. 
22 Ibid.  
23 Ibid at 115123. 
24 Ibid. 
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being tampered with.25 Indeed, it allows for transparency between all entities involved and 

enables the consistent flow of information.26  

 

Smart contracts are also envisaged to find application in the transportation and shipping 

industry through bills of lading, or e-Bills of Lading.27 Used in the international sale of goods, 

the bill of lading is a documentary record of transportation that performs the function of 

providing evidence of carriage terms and receipt of the goods, and additionally acts as a 

document of title to its holder.28 Similar to the experience in supply chain management systems, 

VmaUW conWUacWV can UeVolYe Whe iVVXe of ³cloVed VchemeV´, or separate systems, by allowing for 

the broader transaction process to become integrated and, to the extent envisioned by the 

parties, automated.29  

 

Other examples of smart contract application include their use in the diamond industry, where 

concerns for authentication and ethical sourcing can be addressed by the traceable and 

immutable nature of smart contracts30, and the digital rights industry where a smart contract-

based system can ensure that royalties are automatically paid through utilising ownership rights 

in the blockchain system.31  

 

Another practical example which illustrates the applicability of smart contracts in our 

expanding marketplace is that of the freelance or gig economy. The gig economy offers 

potential for creating diverse sources of income. However, without an intermediary between 

the employer and the service provider, there is a risk of non- or delayed payment. As smart 

contracts can hold digital assets, the party who performs the service may receive notification 

that the amount payable has been transferred to the contract before performing; hence, the 

paying party cannot delay or prevent payment due to insufficient or non-existent digital assets. 

Smart contracts can be utilised to execute payment automatically once the service has been 

 
25 Ibid at 115132. 
26 Ibid.  
27 Paul Todd µElectronic bills of lading, blockchains and smart contracts¶ (2019) 27 International journal of law 
and information technology at 340.  
For further research on electronic bills of lading, see also Niels-Philip AbdellaWif µAn Ethereum bill of lading 
under the UNCITRAL MLETR¶ (2020) 27 Maastricht journal of European and comparative law 250-274. 
28 Ro\ Goode, HeUbeUW KUonke, and EZan McKendUick µBillV of Lading¶ in Transnational commercial law: text, 
cases, and materials 2015 at 279. 
29 Todd op cit note 27 at 339. 
30 Urvish Thakker, Ruhi Patel, Sudeep Tanwar, Neeraj Kumar, and Houbing Song µBlockchain for diamond 
industry: opportunities and challenges¶ 2020 IEEE Internet of Things Journal at 3.  
31 Mohanta et al op cit note 18 at 5.  
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provided; thereby allowing for service providers a safer environment for the performance of 

obligations and greater access to economic productivity. 

 

(b) Smart Contracts as Reflecting Fourth Industrial Revolution Modes of Interactions  

 

A brief recount of the development preceding the Fourth Industrial Revolution reveals that not 

only industrial production has been impacted but also social relations within the commercial 

transaction setting. Beginning in the late 1700s, the First Industrial Revolution is characterised 

b\ Whe ³gUeaW diYeUgence of pUodXcWiYiW\´, Zhich VaZ Whe moYe Wo an indXVWUialiVW and capiWaliVW 

society from one characterised by feudalism and farming.32 The gradual organisation of labour 

forces resulted in the development of the textile and steel industries, predominantly.33 The 

invention of the steam engine during this period lead to further mechanical innovations in the 

Second Industrial Revolution.34 Here, industries such as the automotive and metallurgy 

industry were enabled to develop. Industrial developments saw the speeding up of 

technological innovations, or leap-frogging, with the Third Industrial Revolution seeing the 

realization of robotic technology and computers, as well as the rise of nuclear energy and 

natural gas as energy sources.35 The shift to the Fourth Industrial Revolution, which is presently 

underway, is maintained to have begun in the 2000s. Powered by the internet of things and 

characterised by artificial intelligence, genetic engineering, 3D printing, and the development 

of high-tech industries, the Fourth Industrial Revolution is set to create an economic paradigm 

which reflects the possibilities enabled by technology.36  

 

1.3 Research Question 

 

The preceding contextualization illustrates that the existing and potential uses for smart 

contracts are broad. Whether we are to accept the Fourth Industrial Revolution as a revolution 

 
32 Petre Prisecaru µChallenges of the fourth industrial revolution¶ (2016) 8 Knowledge Horizons ± Economics at 
57. 
33 Ibid. 
34 Ibid. 
35 Ibid.  
36 The µinternet of things¶ entails the connection and integration of devices to collect and exchange data through 
connection to the internet. It offers the ability to monitor, optimize and automate processes and has transformed 
business models. See Roberto Grandinetti, Maria Vincenza Ciasullo, Marco Paiola, and Francesco Schiavone 
µFourth industrial revolution, digital servitization and relationship quality in Italian B2B manufacturing firms. 
An exploratory study¶ 2020 The TQM Journal 647-670 on this.  
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or are to take it as merely reflecting a change in the context in our technological interactions, 

it is clear that the innovations it heralds are capable of transforming the marketplace and the 

manner in which we conduct our business relations therein, in both a practical and normative 

manner. Furthermore, it is indicative of a change in the dimension of social relations of business 

transactions, or the culture of contracting if put differently. Certainly, smart contracts provide 

an appealing alternative to conventional means of contracting, and it is commonly argued that 

smart contracts will significantly disrupt the legal system as it stands now.37 Corrales, Fenwick 

and Happio, for example, argue that it is critical for legal professions to adapt to developments 

within the space of legal technology or risk being rendered obsolete.38   

 

Provocative as the aforementioned argument may be, the objective of the present study is to 

discuss the nature, scope, and content of smart contracts, as well as blockchain technology in 

so far as it pertains to the former, with the intention to subjugate it to the South African law of 

contract as it currently stands. Thus, the primary question which this dissertation intends to 

address is:  

 

To what extent is South African contract law able to facilitate the recognition and enforcement 

of smart contracts?   

 

In addressing this question, it aims to speculate potential conflicts and lacunae with existing 

legal concepts and to assess whether the current regime of commercial contract regulation is 

well adapted to this mode of exchange. Where such conflict and lacunae vis-à-vis smart 

contracts and the traditional contract framework exists, proposals for amendments and revision 

of existing legislation and rules will be provided.  

 

1.4 Framework of Study  

 

This study consists of five chapters. Chapter One provides a contextual introduction to smart 

contracts, their practical application, and their relevance to commercial transactions. The 

Chapter outlines the need to interrogate smart contracts in the legal sense and provides a 

 
37 Twigg-Flesner op cit note 6 at 1.  
38 Marcelo Corrales, Mark Fenwick, and Helena Haapio µDigital technologies, legal design and the future of the 
legal profession¶ 2019 Legal Tech, Smart Contracts and Blockchain at 1. 
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trajectory for the present analysis in addressing that interrogation. Chapter Two discusses the 

general concept of smart contracts and blockchain technology and the fundamentals thereof in 

order to explicate their technical and operative framework. The purpose of this Chapter is to 

provide a baseline understanding of smart contracts to allow for a comparative analysis to be 

achieved. Chapter Three seeks to provide such a comparative analysis by elaborating on the 

legal requirements for a valid contract at common law and in terms of legislation. In doing so, 

it will analyse specific provisions of the legal system and regulations relating specifically to 

contract formation. It will consider smart contracts according to this framework and anticipate 

any conflicts or lacunae related thereto. Specific issues relating to contract formation will be 

highlighted and dealt with. This Chapter will also consider the standing of smart contracts in 

the legal systems of external jurisdictions in order to provide a cross-border understanding of 

the possibilities for smart contract inclusion in South African law. Chapter Four considers legal 

issues in the context of non-enforcement and breach of a smart contract, and possible remedies 

thereto. Chapter Five offers a conclusion for the analysis and summarizes its findings. A 

doctrinal research methodology will be employed throughout this research as regard will be 

had to primary and secondary sources. 

 

The rapidly changing global technological landscape is one which seeks to offer efficiency, 

simplification of processes and access to more users. Our task, as legal researchers, is to 

provide a nuanced legal response in anticipation of possible challenges.  
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II. CHAPTER 2 ± UNDERSTANDING SMART CONTRACTS  

 

As of yet, there is no collectively agreed upon definition of a smart contract.39 Considering 

S]abo¶V iniWial chaUacWeUiVaWion WheUeof, hiV eaUl\ concepWXali]aWion of a VmaUW conWUacW 

concerned a computer program capable of generating contractual obligations through the 

embedding of code in a transaction protocol.40 Accordingly, it carried with it the following 

identifying factors:  

i) a set of promises  

ii) in digital form  

iii) which includes protocols  

iv) that establish the parameters within which performance by the parties is set to 

occur.41  

 

S]abo¶V ZUiWing XWiliVed Yending machine conWUacWing aV a pUoWoW\pical VmaUW conWUacW in oUdeU 

to describe the functioning of smart contracts as an automatic machine-based process.42 The 

vending machine is coded with protocols: x is input in exchange for the output of y. Breach by 

the purchaser is either impossible or expensive: the effort of the risk of detection exceeds 

justification for breach.43 The vending machine is a canonical instance of automatic transaction 

implementation sans the need for a third party; the transaction at hand being to dispense a 

product in exchange for money.44 The Yending machine iV an ³aV\nchUonoXV pUoWocol beWZeen 

Whe Yending machine compan\ and Whe cXVWomeU´.45 While a simple transaction, the vending 

machine illustrates a basic smart contract: property placed in the possession of another in 

e[change foU pa\menW. ImpoUWanWl\, S]abo¶V iniWial concepWXali]aWion of a VmaUW conWUacW doeV 

not include the functioning of the smart contract on a decentralised ledger, as his writing 

predates blockchain technology and the evolution thereof. Thus, it excludes reference to a 

ledger system ± decentralised or otherwise.  

 
39 Ale[andeU SaYel\eY µConWUacW laZ 2.0: µSmaUW¶ conWUacWV aV Whe beginning of Whe end of claVVic conWUacW laZ¶ 
(2017) 26 Information & Communications Technology Law at 120.  
40 BlaiVe CaUUon and ValenWin BoWWeUon µHoZ VmaUW can a conWUacW be?¶ in Kraus Daniel, Obrist Thierry, Hari 
Olivier (eds) Blockchains, Smart Contracts, Decentralised Autonomous Organisations and the Law (2018) at 
105 
41 Szabo op cit note 7.  
42 Ibid.  
43 Jonathan G. Rohr µSmart Contracts and Traditional Contract Law, or: The Law of the Vending Machine¶ 
(2019) 67 CLEV. St. L. REV. at 74.  
44 Ibid at 73. 
45 Szabo op cit note 7.  



 

 

13 

 

 

A crucial element of the smart contract is that the contract becomes embedded in the real world, 

WheUeb\ making iWV bUeach e[penViYe. IW iV µembedded¶ in Whe VenVe WhaW conWUacWXal claXVeV aUe 

entrenched in the hardware and software it operates through. Szabo utilizes the example of a 

digital security system for automobiles. The keys for the operation of the automobile are 

encrypted and per the protocol of the smart contract may only be operated by the person who 

owns the property. A smart contract protocol based on a lien arrangement, where the car is 

used to secure credit, would operate by allowing for the smart contract to invoke a lien protocol 

to return control of the keys to the creditor if the owner fails to make payments. This does away 

with the need to employ a third party, in this instance the debt collector. The protocols 

employed would be different depending on the contractual terms involved. For example, if the 

automobile contract was a lease arrangement, the final payment would allow for the access of 

the leaser to be removed.  

 

Four dimensions of contract design are fleshed out by Szabo in making the argument that smart 

contracts are well-suited to address possible instances of breach.46 These are observability, 

verifiability, privity, and enforceability.47 WhaW iV eVVenWial Wo S]abo¶V aUgXmenW iV Whe idea of 

proactive and reactive security.48 Proactive security entails means by which breach is made 

impossible or expensive, or contrastingly, either contracting party may drop out with minimal 

loss in the case of breach.49 Reactive security pertains to measures which are taken once breach 

has occurred.50 These are measures such as physical enforcement through the involvement of 

third parties or the recovery of damages through the application of the principals of contract 

laZ. ReacWiYe VecXUiW\ alVo inclXdeV coVWV Wo one¶V UepXWaWion.51 Firstly, observability of 

peUfoUmance goeV Wo Whe abiliW\ Wo obVeUYe Whe oWheU conWUacWing paUW\¶V peUfoUmance oU Wo pUoYe 

peUfoUmance Wo oWheUV. ³Hidden acWionV´ oU ³moUal ha]aUd´ goeV Wo Whe lack of obVeUYabiliW\ 

and the ability to exit a contract during the performance stage.52 Where smart contracts are 

being utilized observability of performance of contractual obligations through the information 

held in the decentralised distributed ledger would allow for a pro-active form of security.53 

 
46 Ibid.   
47 Ibid. 
48 Ibid. 
49 Ibid. 
50 Ibid. 
51 Ibid. 
52 Ibid.  
53 Ibid. 
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Secondly, verifiability of performance allows for the confirmation of the performance of 

obligations.54 It goes to the ability to prove to an adjudicator that there has been performance 

or breach. Coupled with observability, it also goes to the capacity to delineate is an error that 

is taken in good faith in contrast to one which is an deliberate violation.55 Verifiability of 

performance through confirmation of actions via the distributed ledger system will allow for 

differentiating between intentional violations or good faith errors.56 Thirdly, privity goes to the 

potential of party vulnerability to external third parties.57 Security corresponds to this 

dimension as the contract must be secure against passive observers and malicious interferers.58 

Privity enfolds performance so that the information pertaining to the contract and its control 

may be maintained by the parties to the contract to the exclusion of third parties, aside from 

where there are designated adjudicators.59 The protection of knowledge pertaining to the 

contract and its parties and obligation are subsumed under this generalized legal principal as 

applied to smart contracts. Privity of contract through the anonymity attached to electronic 

signatures and knowledge being restricted amongst parties only as much as necessary for 

contractual performance allows for the minimization of vulnerability to third parties.60 

Fourthly, enforceability is a dimension that is both an objective to be achieved and minimized. 

The need for enforceability and reactive security through judicial systems is minimized through 

the mechanism being self-enforcing.61 Furthermore, Szabo argues that when improving the 

other objectives of contractual design, the need for enforceability is again minimized.62  

 

2.1 Defining Essential Terms 

 

(a) Smart Contract 

A simple definition of a smart contract is a computer program that allows for parties to code 

their obligations to a transaction; obligations which are, in whole or in part, self-executed by 

 
54 Ibid. 
55 Ibid. 
56 Ibid. 
57 Ibid. 
58Ibid. 
59 Ibid.  
60 Ibid. 
61 Ibid. 
62 Ibid.  
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the program.63 The coded obligations are executed according to an µIF (when) this, THEN that¶ 

binary with no opportunity for interference with its terms or operation. 

 

Smart contracts are computer programs which ensure the execution of contractual performance 

while allowing for the bypassing of traditional economic intermediaries64; the element of 

autonomous self-e[ecXWion alloZing foU WhiV labelling of µVmaUW¶.65  Most commonly used with 

cryptocurrencies, smart contracts allow for users to transact with digital assets in a 

decentralized, direct, and distributed manner. They have the ability to be more functional than 

traditional contracts and may usher in an era of contracting institutions suitable for a 

marketplace that is characterised by greater distance, anonymity of actors, and ease of access 

for participants.  

 

For present purposes, a brief technical outline of a smart contract is provided. In order to 

function, the following four elements are required66:  

x The source code ± the computer code details the transaction that is intended to take 

place 

x The wallet ± the wallet holds the cryptographic keys. The cryptographic keys may take 

two forms: a private key or a public key. The former is used to allow access to a digital 

asset and allows control of an account. The purpose of the latter is to allow for the 

authentication of messages and the encryption thereof.   

x A storage file ± the storage file stores the transaction before it is registered. 

x The register ± the register stores the transaction once it has been registered. This mostly 

occurs on the blockchain.  

 

Once the smart contract is stored on the blockchain, miners on the network must reach 

consensus on the conclusion of its execution in order to update it.  Furthermore, smart contracts 

allow for obligations to become automatically enforceable once the parties have set out the 

 
63 José Carlos Pereira µThe genesis of the revolution in Contract Law: Smart Legal Contracts¶ 2019 Proceedings 
of the 12th International Conference on Theory and Practice of Electronic Governance at 375.  
64 Vassilis Hatzopoulos and Sofia Roma µCaring for sharing? The collaborative economy under EU law¶ (2017) 
54 Common Market Law Review at 81.  
65 Savelyev op cit note 39 at 117.  
66 GabUiel OliYieU Benjamin JaccaUd µSmaUW ConWUacWV and Whe Role of LaZ¶ (2017) 23 Jusletter IT at 5.  
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terms and conditions, or protocols, entailed therein.67 This, ideally, allows for contractual 

agreements to be executed in a transparent manner. 

 

(b) Decentralised Ledger 

A ledger can be understood as a digital record of transactions.68 Ledgers can be centralised or 

decentralised.69 The former is one which is controlled or run by a central authority, the latter is 

decentralised so as to eradicate the requirement for an apex authority to process or validate 

transactions.70 In a distributed system, the data stored is accessible to all users operating the 

same protocol and, as such, is replicated and synchronized across multiple sites.71 A distributed 

ledger maintains real-time information and communicates with other computers, or nodes, 

through a peer-to-peer network.72 The records are cryptographically protected. Within a shared 

database only relevant users in the network may control it.73  

 

(c) Blockchain  

One type of distributed ledger that tracks and maintains information about transactions 

involving digital assets is called a blockchain.74 Records are grouped in blocks, linearly, and 

in chronological order. They are encrypted and collectively form a network of transactions that 

are traceable and unalterable.75 Blockchain is both decentralised and distributed as it lacks a 

central authority and relies on distribution in order to reach consensus. There are various 

methods through which consensus is reached. Proof of work and proof of stake are two such. 

Blockchain technology is most widely known to be utilised in conjunction with 

cryptocurrencies such as Bitcoin.76 A blockchain may also be permissioned or permissionless; 

the distinction between the two lying in the fact that the former requires participants to be 

 
67 Jack Gilcrest and Arthur Carvalho µSmart contracts: Legal considerations¶ (2018) 2018 IEEE International 
Conference on Big Data (Big Data) at 1. 
68 Greeshma Nair and Shoney Sebastian µBlockchain technology; centralised ledger to distributed ledger¶ (2017) 
4 Intl Res J Eng Technol at 2823. 
69 Ibid at 2824. 
70 Ibid. 
71 Sue McLean and Simon Deane-Johns µDemystifying Blockchain and distributed ledger technology±hype or 
hero¶ (2016) 17 Computer Law Review International at 1. 
72 Ibid. 
73 Ibid. 
74 Michael Crosby, Pradan Pattanayak, Sanjeev Verma, and Vignesh Kalyanaraman µBlockchain technology: 
Beyond bitcoin¶ (2016) 2 Applied Innovation Review at 8.  
75 Ibid at 14. 
76 Ibid at 7. 
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authorized in order to read and write on the blockchain while the latter allows for anyone to do 

so.77  

 

The domain of blockchain has enabled smart contracts to be stored on and operate within its 

network. The technology employed in the blockchain framework allows for smart contracts to 

adopt the same characteristics, specifically distributed consensus and access to unalterable, 

traceable, and verified transactions and records.78  A smart contract does not necessarily need 

to operate on a blockchain, or decentralised, network. The present analysis shall focus on the 

nature of smart contracts which do function on blockchain networks.  

 

2.2 Fundamentals of a Smart Contract  

 

Definitions of smart contracts provided by commentators indicate a variance in understanding 

WheUeof and an emphaViV on diffeUenW elemenWV Wo iWV chaUacWeUi]aWion. FoU GUeenVpan a ³VmaUW 

conWUacW iV a piece of code«VWoUed on [a] Blockchain, WUiggeUed b\ Blockchain WUanVacWionV« 

which reads and writes data in that Blockchain¶V daWabaVe´.79 Central to this definition is, 

clearly, the element of the blockchain. This seemingly understates the obligatory aspect of a 

smart contract and focuses instead on the element of data storage. Hingley describes smart 

conWUacWV aV ³a piece of computer code that is capable of monitoring, executing and enforcing 

an agUeemenW´80 Zhile JaccaUd¶V definiWion inclXdeV Whe aVpecW of a diVWUibXWed ledgeU b\ 

oXWlining a VmaUW conWUacW aV ³VofWZaUe, ZiWh Zhich compXWeU code bindV WZo, oU a mXlWiWXde, 

of parties in view of the execution of predefined effects, and that is stored on a distributed 

ledgeU´.81  S]c]eUboZVki¶V deVcUipWion of a VmaUW conWUacW inclXdeV Whe dimenVion of conWUol 

oYeU aVVeWV b\ defining iW aV ³an eYenW-dUiYen pUogUam«WhaW UXn[s] on a distributed, 

decenWUali]ed, VhaUed and UeplicaWed ledgeU« WhaW can Wake cXVWod\ oYeU and WUanVfeU aVVeWV on 

Whe ledgeU´.82 S]c]eUboZVki¶V deVcUipWion and inclXVion of digiWal aVVeWV goeV Wo Whe elecWUonic 

 
77 Karl Wüst and Arthur Gervais µDo you need a blockchain?¶ 2018 Crypto Valley Conference on Blockchain 
Technology (CVCBT) at 45. 
78 Crosby et al op cit note 74 at 13.  
79 Gideon Greenspan µBeware of the Impossible Smart Contract¶ available at 
https://www.multichain.com/blog/2016/04/beware-impossible-smart-contract/, accessed on 20 March 2021.  
80 Hingley quoted in Riccardo de Caria µThe Legal Meaning of Smart Contracts¶ (2019) 6 European Review of 
Private Law at 735.  
81 Jaccard op cit note 66 at 4. 
82 JakXb J. S]c]eUboZVki µPlace of SmaUW ConWUacWV in CiYil LaZ. A FeZ CommenWV on FoUm and InWeUpUeWaWion¶ 
2017 Proceedings of the 12th Annual International Scientific Conference New Trends at 333.  
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nature of smart contracts. Savelyev identifies this factor amongst six others: solely electronic 

nature, software, implementation, increased certainty, conditional nature, self-enforcement; 

self-sufficiency.83  

 

x Solely electronic nature 

Core to the identification of a smart contract is its electronic form. Furthermore, it is driven by 

its subject matter or assets: these may be digital assets, or crypto assets, such as 

cryptocurrencies.84 The subject matter may also concern digital manifestations of offline assets. 

The execution of the smart contract is connected to the incidence of certain electronic events 

and/or by the transmission of certain data.85 Smart contracts rely upon electronic signatures 

based in encryption technology.86 These factors predefine the electronic nature of the smart 

contract and are core to its self-enforceability.  

 

x Software-implemented 

ThiV goeV Wo Whe WeUm ³code iV laZ´.87 The contractual terms of the contract are computer code, 

and it is this code that is authoritative.  

 

x Increased certainty 

Smart contracts have software code at their core; their terms being expressed in a computer 

logic ± a formal language in its substance, with precisely defined semantics and composition.88 

Unlike natural language, it does not allow for discretion.89 This mitigates issues of inconsistent 

interpretation, thereby decreasing the chance for ambiguity.  

 

x Conditional nature 

Flowing from the aforementioned, conditional statements are fundamental to computer logic. 

BinaU\ condiWionV VXch aV ³if µ[¶ When µ\¶´ aUe VWaWemenWV cenWUal Wo VmaUW conWUacWV.90 The 

 
83 Savelyev op cit note 39 at 124-127. 
84 Ibid. 
85 Ibid. 
86 Ibid. 
87 Ibid. 
88 Ibid at 125.  
89 Ibid.  
90 Ibid at 126.  
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contract is enforced because of the running of the circumstance through the conditional 

statement.91  

 

x Self-enforceability  

Smart contracts execute their protocols independent of the will of the contracting parties.92 The 

programme verifies the conditions and makes entries on them in the blockchain network. This 

occurs sans interference from an intermediary.  

 

x Self-sufficiency  

Smart contracts exist independently from legal institutions.93  

 

SaYel\eY¶V Vi[Wh elemenW of Velf-sufficiency can be contested, as it is arguable that a smart 

contract can be wholly independent from legal institutions. However, this is a matter which 

will be discussed further on in this contribution when one considers smart contracts from the 

perspective of legality. Nonetheless, what Savelyev seemingly attempts to highlight is the 

existence and execution of smart contracts ZiWhoXW legal inWeUfeUence. RaVkin¶V commenWaU\ on 

VmaUW conWUacWV goeV Wo WhiV poinW b\ diVWingXiVhing beWZeen ³VWUong´ and ³Zeak´ VmaUW 

contracts.94 Strong smart contracts carry high, inhibitory costs for the cancellation and 

reformation of its terms and execution by courts, while weak smart contracts carry little to no 

prohibitive costs; essentially, a court will be able to alter the smart contract with relative ease.95 

This bifurcation is thus based on the costs carried with interference of the smart contract. Larger 

costs associated with the ability of the courts to alter the smart contract entails that it would not 

make much sense for the courts to do so, thereby making the smart contract stronger.96 The 

ability of the court to alter after it has been executed determines it as weak.   

 

A further way to define smart contracts is to classify them according to a spectrum. Madir 

adopts such an approach.97 On one end of the scale, a contract may be coded, entirely or partly, 

in a programming language.98 The computer software plays an integral part of the performance 

 
91 Ma[ RaVkin µThe laZ and legaliW\ of VmaUW conWUacWV¶ 2017 Geo. L. Tech. Rev. 1 at 313. 
92 Savelyev op cit note 39 at 126. 
93 Ibid at 127.  
94 Raskin op cit note 91 at 310. 
95 Ibid.  
96 Ibid at 311.  
97 Jelena Madir µSmart Contracts:(How) Do They Fit Under Existing Legal Frameworks?¶ 2018 at 5. 
98 Ibid., p. 5-6. 
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of the contract: all or some of the obligations and rights of the parties are expressed in code 

rather than in natural language. Following this on the spectrum, a contract may be coded in a 

programming language but have a separate natural language version.99 Following on from this, 

MadiU¶V VpecWUXm of conWUacW poVVibiliWieV When idenWifieV WhaW a VmaUW conWUacW ma\ be a ³VpliW´ 

ordinary language contract coupled with encoded automated execution.100 Finally, the last 

aspect of the spectrum identifies that smart contract may be a natural language contract with 

an encoded mechanism for payment, as the case may be.101 In illustrating this, Madir utilizes 

the example of an insurance company utilizing software which would review and decide upon 

complaints made by a client and automatically initiate payments made in respect thereof.102 

Here, the parties would agree that the software would perform and enforce aspects of the 

contract, that being the assessment of claims and acting upon determinations made in light 

of.103 This functioning of automated software is taken in contrast to the encoding of natural 

language in order to model a legal contract in code.  

 

When the contract was entered into is also relevant here. In the case that the smart contract was 

executed after a legal contract, that is to say that a legal contract was utilised external to the 

blockchain system, the legal contract would be legally binding.104 The parties to the legal 

contract may agree that their obligations be transposed into a smart contract in part or in whole. 

However, where a smart contract causes a legal contract to arise, or rather where a legal 

contract is affected through a smart contract and is embedded in the blockchain from inception, 

a contractual relationship is entered into and the smart contract ± or smart legal contract as it 

would be termed for ease of reference ± is legally binding.105  

 

The lack of consensus on a definition for and legal standing of smart contracts can largely be 

attributed to the tension between accepting smart contracts as legal contracts or considering 

them merely as computer code capable of self-executing a process in a transaction, in whole or 

in part. The former refers to smart legal contracts: contractual obligations represented in whole 

or part by automated software performance.106 The smart contract creates binding legal 

 
99 Ibid., p. 6. 
100 Ibid. 
101 Ibid. 
102 Ibid. 
103 Ibid. 
104 Carron op cit note 40 at 111. 
105 Ibid at 113.  
106Madir op cit note 97 at 3.  
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obligations. The latter refers to smart contract code, which refers to the embedding of 

automated transaction processes in code without the requirement of human involvement in 

performance.107 Here, authors argue that smart contracts enable execution of a contractual 

obligation. Accordingly, smart contracts are code and do not create contractual obligations or 

legal bonds.  

 

Take the sale of the necklace once more. Sandile and the seller entered into a contract of sale 

prior to entering into the smart contract. They agree that payment will take place once the 

delivery information has automatically been uploaded onto the blockchain. A part of the 

transaction will be self-executed by the program once the predefined conditions have been met. 

Here, the legal contract pre-dates the smart contract. However, if the seller had set up their sale 

on the blockchain initially, a legal contract is entered into, and the obligations directly 

executed.   

 

Madir takes the position that smart legal contracts and smart contract be understood under one 

overarching relationship that generates lawfully enforceable rights.108 Per this argument, smart 

contract code is distinct from smart legal contracts; however, the latter is dependent on the 

former in order for it to be implemented. Pieces of code that are constructed to execute a task, 

or multiple tasks, according to the logic computed functionally constitute smart legal contracts. 

In making this case, it is clear that smart contracts require an overarching legal system to 

operate, as it is this legal system which will determine whether a valid obligation has been 

created.  

 

In summation, and remaining cognisant of its intricacies, the following working definition 

based on the preceding notions can be deduced: a smart contract is an agreement between two 

or more parties that is coded according to predefined parameters, and which will execute on 

a subject matter when triggered by the processing of events and/or data on the blockchain 

database.  

 

 

 

 
107 Ibid at 2. 
108 Ibid at 3.   
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III. CHAPTER 3 ± SMART CONTRACTS AND THE EXISTING LEGAL FRAMEWORK  

 

Having fleshed out common attributes of smart contracts and drawn up a working 

conceptualisation thereof, this paper now moves to the South African contract law framework. 

The numerous approaches to understanding and defining smart contracts goes to its intricate 

technological foundations and its novel nature in the realm of electronic transactions. Bearing 

this in mind, this section will set out the key legal requirements for a traditional, or natural 

language, contract. South African law of contract is derived from and developed out of Roman-

Dutch and English legal principles. Where the common law is insufficient to address changing 

contexts or fails to provide for such at all, legislation is needed in order to address the chasm 

in our law. Thus, both the common law and legislation will be used in considering smart 

contracts according to the framework laid out by our common law and legislation in order to 

elucidate the position, if any, smart contracts hold in South African law. Lastly, the regulatory 

approaches of external jurisdictions and international organisations towards the recognition of 

smart contracts as legally valid contracts will be discussed in order to ascertain any possible 

insights for the purposes of developing South African contract law in so far as smart contracts 

are concerned.  

3.1 Contracts ± The South African Framework 

 

(a) Elements of a Valid Contract at Common Law 

A contract must satisfy these conditions in order to be legal and enforceable under South 

African common law109:  

(i) consensus ± or consensus ad idem, a meeting of minds on all material aspects 

to the agreement;  

(ii) capacity ± parties to the agreement must possess the requisite legal capacity to 

contract;  

(iii) formalities ± contract must adhere to the formalities required for the agreement 

where such exist, either by statute or as by agreement between the contracting 

parties;  

(iv) legality ± the agreement must not be unlawful;  

 
109 Dale Hutchison µThe NaWXUe and BaViV of ConWUacW¶ in Dale HXWchiVon and ChUiV-James Pretorius (eds) The 
law of contract in South Africa 2 ed (2017) at 6.  
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(v) possibility ± the obligations assumed by the parties must be capable of being 

performed at the time when the agreement was entered into;  

(vi) certainty ± obligations entailed in the agreement must be capable of being 

ascertained, defined, and determined. 

 

A contract is formed where its parties have communicated an offer and corresponding 

acceptance of its terms and obligations, with serious intention to be bound thereto, or animus 

contrahendi, coupled with their manifestation and concordance of will.110  Traditional contracts 

function on the assumption of human volition in the performance of contractual obligations ± 

in so far as there is capacity to contract, the formalities have been met, and the contract is 

lawful, certain and capable of being performed.111 Where the parties rely on an electronic agent 

or electronic means to form and conclude a contract, such requires the intervention of 

legislation.  

  

(b) Legislative Provisions Relevant to Electronic Contracts 

 

The Electronic Communications and Transactions Act 25 of 2002112 (ECTA) aims to establish 

a national strategy for the facilitation and regulation of electronic communications and 

transactions in South Africa and matters connected thereto. ECTA grants legal enforceability 

and validity to automated transactions. Nonetheless, as with all contracts, the formation of valid 

agreements is governed by established common law rules. Here, reference is made to section 

3 of ECTA.113 Thus, although ECTA supplements the common law, automated transactions 

must continue to fulfil the requirements of a lawful and binding contract at common law. The 

following sections are relevant to this contribution as they go to contracts which are concluded 

by electronic means.  

 

i. Section 20 of the ECTA recognises that an agreement may be formed by an automated 

transaction whereby either one or all parties utilise an electronic agent in order to form 

an agreement.114  

 
110 Ibid at 4.  
111 Ibid at 6.  
112 Electronic Communications and Transactions Act 25 of 2002 
113 Ibid Section 3.  
114 Ibid Section 20.  
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ii. Section 22(1) of the ECTA continues on to provide that an agreement formed wholly 

or partly by means of data messages has legal force and effect; therefore, providing 

agreements concluded by way of the communication of data messages with the same 

legal recognition and enforceability as traditional contracts.115  

iii. Section 22(2) outlines that such an agreement is assumed to have been completed at the 

time and location where the offeror receives acceptance of the offer.116  

iv. Section 23 of the ECTA pays regard to the time and place of communications and the 

dispatch and receipt thereof, and outlines that a data message is deemed to have been 

transmitted by the originator when it enters an information system that is not under the 

originator's control or when the originator and addressee are located inside the same 

information system.117 The addressee is deemed to have received the data message 

when it has entered the information system as designated for its purpose and is capable 

of being retrieved and processed by the addressee.118  

v. Section 23(3) stipulates that the data message must thereafter be treated as having been 

sent from or received at the normal place of business or residence of the originator or 

addressee, as applicable.119  

vi. Section 25 of the ECTA outlines that a data message will be attributed to the originator 

if it was sent by the originator personally; or by a person who had the requisite authority 

to act on behalf of the originator; or an information system programmed by or on behalf 

of the originator to operate automatically.120  

vii. Section 26 of the ECTA provides that lack of acknowledgement either by 

communication, automated or otherwise, or by way of conduct which would indicate 

receipt of a data message does not affect the legal force of that message.121 The 

reception theory therefore applies to electronic transactions. 

 

 

 

 

 

 
115 Ibid Section 22(1). 
116 Ibid Section 22(2). 
117 Ibid Section 23. 
118 Ibid. 
119 Ibid Section 23(3) 
120 Ibid Section 25.  
121 Ibid Section 26. 
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The ECTA defines essential terms to the aforementioned in section 1 thereof:  

- an electronic agent¶ conVWiWXWeV a ³compXWeU pUogUam oU an elecWUonic oU oWheU 

automated means used independently to initiate an action or respond to data messages 

or performanceV in Zhole oU in paUW, in an aXWomaWed WUanVacWion´122 

- a daWa meVVage iV ³daWa geneUaWed, VenW, UeceiYed oU VWoUed b\ elecWUonic meanV´  

- Whe meaning of daWa iV ³elecWUonic UepUeVenWaWionV of infoUmaWion in an\ foUm´123 

- an aXWomaWed WUanVacWion iV ³an elecWUonic transaction conducted or performed, in whole 

or in part, by means of data messages in which the conduct or data messages of one or 

both parties are not reviewed by a natural person in the ordinary course of such natural 

peUVon'V bXVineVV oU emplo\menW´124 

- an infoUmaWion V\VWem iV ³V\VWem foU geneUaWing, Vending, UeceiYing, VWoUing, diVpla\ing 

oU oWheUZiVe pUoceVVing daWa meVVageV and inclXdeV Whe InWeUneW´125 

 

The ECTA does not define a computer program. However, the Copyright Act might provide 

elucidation on this as it defineV iW aV ³a VeW of inVWUXcWionV fi[ed oU VWoUed in an\ manneU and 

which, when used directly or indirectly in a computer, directs its operation to bring about a 

UeVXlW´.126  

 

Section 13 pertains to electronic signatures and stipulates that an electronic signature is not 

legally ineffective purely due to the fact that is in electronic form.127 Section 13(4) extends this 

to an advanced electronic signature and identifies that such a signature is required in relation 

to a data message in the instance that the signature of a user is required by law but such law 

does not identify the type of signature.128 Section 1 differentiates an electronic signature from 

an advanced electronic signaWXUe b\ defining Whe foUmeU aV meaning ³daWa aWWached Wo, 

incorporated in, or logically associated with other data and which is intended by the user to 

VeUYe aV a VignaWXUe´ and Whe laWWeU aV meaning ³an elecWUonic VignaWXUe Zhich UeVXlWV fUom a 

process which haV been accUediWed b\ Whe AXWhoUiW\ aV pUoYided foU in VecWion 37´.129 Section 

 
122 Ibid Section 1.  
123 Ibid. 
124 Ibid. 
125 Ibid. 
126 Copyright Act 98 of 1978.  
127 ECTA supra note 112 Section 13.  
128 Ibid.  
129 Ibid Section 1. Section 37 of ECTA identifies this as the Accreditation Authority, if read with Section 1 this 
presumably means the Director General of the Department of Communications. Section 37 of the ECTA further 
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13(3) further provides that in the case that the parties have agreed to utilise an electronic 

signature in an electronic transaction but have not identified the type of electronic signature, 

such a requirement will be met in regards to a data message if the identification of the party 

and their approval of the information communicated is achieved, and if in the circumstances 

the method used was suitable for the objectives for which the information was 

communicated.130 Thus, in such a situation, regard is had to the intention manifested by the 

parties to be bound to the contractual terms of the electronic transaction.  

 

Chapter V of the ECTA pertains to cryptography providers and provides for the requirement 

of suppliers of cryptography products and services to register them with the Department of 

Communications which will maintain a description thereof in a register.131 As this section only 

pertains to the suppliers thereof, it does not provide a regulatory outline that addresses the use 

of cU\pWogUaphic pUodXcWV. SecWion 1 of Whe ECTA defineV µcU\pWogUaph\ pUodXcW¶ aV ³an\ 

product that makes use of cryptographic techniques and is used by a sender or recipient of data 

messages for the purposes of ensuring (a) that such data can be accessed only by relevant 

persons; (b) the authenticity of the data; (c) the integrity of the data; or (d) that the source of 

Whe daWa can be coUUecWl\ aVceUWained´.132 A µcU\pWogUaph\ pUoYideU¶ iV an\ person who provides 

Whe afoUemenWioned pUodXcWV oU VeUYiceV in SoXWh AfUica. A µcU\pWogUaph\ VeUYice¶ iV WhaW Zhich 

facilitates the use of cryptographic techniques for safeguarding the access to, or authenticity 

integrity of, or source of the data or data or message being sent or received or stored.  

 

Notably, the ECTA does not indicate a link between an electronic agent employing the use of 

cryptographic techniques in performing an automated transaction.   

 

3.2 Understanding Smart Contracts through the Common Law and Legislative Framework 

 

The ECTA employs the principle of technology neutrality in its provisions as it does not 

identify a specific technology or tool as the medium through which transactions are 

 
pertains to accreditation for authentication products and services for the purpose of advanced electronic 
signatures. 
130 Ibid Section 13.  
131 Ibid Section 29 ± 32.  
132 Ibid Section 1.  
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conducted.133 The Act chooses rather to reference electronic contracts as concluded by 

electronic agents in general.  Further, ECTA does not distinguish between electronic agents 

based on the extent of their relative autonomy. The Act confers upon them passive status in 

order to achieve the principle of functional equivalence: the principle that paper-based and 

electronic communications are treated the same by the law.134 Pistorius further argues that 

functional equivalence is achieved by the Act through its employment of attribution in Section 

25.135 Attribution, as opposed to authentication, goes to whether an electronic event can be 

related to a human user whilst authentication goes to the rules relating to the formation, 

identification, and control of authentication products and services.136 Attribution is the process 

of ascertaining whether a data message was sent by the human user designated as originator 

and the circumstances under which one can assume that it was.137 In the scope of the contractual 

relationship, the actions of the electronic agent are attributed to the user in prescribed 

circumstances as per Section 25.138 Accordingly, attribution transpires when the data message 

is effected by the originator personally, or by someone authorized to act on their behalf, or by 

an information system instructed to function automatically.139 The caveat to this is expressed 

in Section 25(c) of ECTA, which provides that attribution will not occur if it is proven that the 

information system operated incorrectly in executing its programming.140  

 

Pistorius argues that this position is concordant with the position at common law as it is 

commonplace to ascribe the actions of the machine to the user who instructed it to carry out 

that particular function/s.141 Reference is made here to Thornton v Shoe Lane Parking, a 

seminal case in which dealt with the issuing of a ticket by an automatic machine ± a machine 

in the style of a vending machine was utilised here.142 It was held that the automatic contract 

beWZeen Whe XVeU ZaV conclXded aW Whe Wime Whe XVeU pXW WheiU mone\ inWo Whe machine: ³Whe acW 

of the cXVWomeU in caXVing Whe WickeW Wo be iVVXed iV an iUUeYocable VWep« Whe conWUacW iV 

 
133 Tana Pistorius µNobody Knows You're a Dog: The Attribution of Data Messages¶ (2002) 14 South African 
Mercantile Law Journal at 737. 
134 Ibid at 738. 
135 Ibid at 738 & 746.  
136 Ibid at 739. 
137 Ibid. 
138 Ibid at 746. 
139 ECTA supra note 112 Section 25.  
140 Ibid. 
141 Pistorius op cit note 133 at 740 & 746.  
142 Thornton v Shoe Lane Parking [1971] 1 All ER 
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conclXded aV Voon aV Whe cXVWomeU haV Waken WhaW VWep.´143 The absence of human involvement 

in the process does not impede upon the formation and conclusion of the contract. 

 

By assigning electronic agents a passive status, ECTA avoids the issue of full autonomy on the 

part of computer programs and treats them as a mere conduit or tool for the originator.144 

Indeed, the electronic agent executes electronic contracts without the intervention of human 

participants, and in so doing changes the legal relationship between the parties. However, it 

must be noted that for reasons which abound as noted by Weitzenboeck, the imposition of an 

agency law relationship on electronic agents cannot be justified.145 Ultimately, computers lack 

legal personality and thus capacity to contract.146  

 

(a) Is a SmaUW ConWUacW an ³ElecWUonic AgenW´ ZiWhin Whe Meaning and Scope of Whe ECTA? 

 

A broad interpretation of ECTA does well to address the basic facets of a smart contract. While 

the Act does not define the term µelectronic¶, which is present in the meaning of µdata¶ and 

µdata message¶ as supplied, Pistorius notes that in previous versions of the Electronic 

Communications and Transactions (ECT) Bill a definiWion idenWif\ing iW aV ³digiWal oU oWheU 

inWangible foUm´ was provided for.147 In deciding whether a short message service, or SMS, 

conVWiWXWed a µdaWa meVVage¶ ZiWhin Whe meaning and Vcope of ECTA, Whe CoXUW in Jafta v 

Ezemvelo KZN Wildlife held that what is central to determining what a data message is, is its 

capability ³of being generated or created, sent, received or transmitted and stored´ and XWiliVed 

this framework to form a comparison between the two.148  The meaning afforded to a data 

message by the Court in Jafta corresponds with the definition a data message in the United 

Nations Commission on International Trade Law (UNCITRAL) Model Law of Electronic 

Commerce with Guide to Enactment, 1996.149 Employing the same logic, it can be said that a 

 
143 Ibid at 687. 
144 On electronic agents and mere tool theory see also Samir Chopra and Laurence White µArtificial agents and 
the contracting problem: A solution via an agency analysis¶ 2009 U. Ill. JL Tech. & Pol'y at 370.  
145 Emily M Weitzenboeck µElectronic agents and the formation of contracts¶ (2001) 9 International Journal of 
Law and Information Technology at 218.  
On electronic agents and principle of agency see also Anthony J. Bellia Jr. µContracting with Electronic Agents¶ 
(2001) 50 Emory Law Journal 1047-1092 
146 Ibid.  
147 Tana Pistorius µThe Legal Effect of Input Errors in Automated Transactions: The South African Matrix¶ 
(2008) 2 Journal of Information, Law & Technology (JILT) at 4.  
148 Jafta v Ezemvelo KZN Wildlife 2008 10 BLLR 954 (LC) para 111.  
149 See UNCITRAL Model Law of Electronic Commerce with Guide to Enactment, 1996, Art. 2(a): ³ µData 
message¶ means information generated, sent, received or stored by electronic, optical or similar means 
inclXding, bXW noW limiWed Wo, elecWUonic daWa inWeUchange (EDI), elecWUonic mail, WelegUam, Wele[ oU Welecop\´  
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µdaWa meVVage¶, aV conVWUXed in SecWion 1, can be Waken Wo mean Whe elecWUonic coding langXage 

that constitute the operative functions of the smart contract, as the code is stored on the 

blockchain, transmitted through it, and generated by utilizing its software.150 Secondly, a 

transaction conducted by means of smart contracts requires all parties involved to utilize its 

computer program software; thereby meeting the reference to a computer program in the 

definition of an electronic agent in ECTA.151 Thirdly, under Section 25 of the Act reference is 

made to the use of an information system that is programmed to operate automatically in 

relaying and responding to data messages.152 Coupled with the definition of an information 

system in Section 1, it can be argued that this can refer to the blockchain network upon which 

the smart contract operates. If we are to take this view, it is the electronic agent (smart contract) 

that operates with the information system (being the blockchain) to access and act upon data 

messages (being the coded functions and digitally stored assets) within its system. Furthermore, 

Zhile Whe AcW doeV noW define Whe WeUm aXWomaWed, SecWion 1¶V UefeUence Wo Whe lack of UeYieZ 

by a natural person in defining an automated transaction supports the notion that autonomous 

self-execution is captured in the Act.153 Regarding attribution once more, the acts of the smart 

contract will be attributed to the user if it can be shown that the user of the software 

programmed it to perform the functions automatically. This would be proven by taking into 

account the smart contract's blockchain-based coded functions. Thus, if the provisions of 

ECTA are construed in this broad manner, it can be said that a smart contract is an electronic 

agent for the purposes of Section 20 of the Act.  

 

However, difficulty arises when considering the autonomous functionality of smart contracts. 

As has been outlined, smart contracts are able to form and perform agreements, and store digital 

assets in the form of tokens. Moreover, they can compare performance or non-performance to 

what has been contractually promised, and upon understanding this can act upon their coded 

parameters.154 Thus, the complexity at hand lies not as much with the formation and conclusion 

of a contractual agreement but more so with the self-executing role smart contracts play in the 

performance thereof. However, it must be pointed out that this self-executing role is within the 

coded parameters set out within the terms of the smart contract. Hence, the smart contract does 

 
150 ECTA supra note 112 Section 1.  
151 Ibid. 
152 Ibid Section 1 & Section 25. 
153 Ibid Section 1. 
154 Jerry I-H Hsiao µSmart Contract on the Blockchain-Paradigm Shift for Contract Law¶ (2017) 14 US-China 
Law Review at 689-690. 
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not employ the full extent of artificial intelligence. Actions are triggered once the nodes within 

the network address transactions to it. Smart contracts are, therefore, event and data driven as 

the contract executes once conditions are met. Contextualizing the autonomy of smart contracts 

in this way makes it apparent that it is too simplistic to construe a smart contract as a mere tool 

or conduit, or as a messenger as argued by Madir.155 Smart contracts have the capacity to 

compare what has or what has not occurred and, upon such an analysis, execute with legal 

ramifications and effects. Taking this into consideration, it can be said that ECTA does not 

recognise the range of autonomous software capable of executing complex transactions.  

 

3.3 Matters Relating to Smart Contract Formation   

 

(a) Assessing Offer and Acceptance  

 

This section proceeds with the assumption that the smart contract is the original contract and 

no µWUadiWional¶ conWUacWV pUecedeV iW. ThiV iV, again, distinguished from the automatability of a 

contractual clause or clauses, in which case the original contract will govern the automated 

aspect of said clauses. 

 

The terms of the smart contract are entered by the offeror and placed into the network. Its terms 

are expressed in coding language. Utilising the Ethereum network for example, the contract 

holds a unique identification number and operates ³aV an aXWonomoXV enWiW\ ZiWhin Whe 

V\VWem´.156 This then becomes part of the network. Whether the posting of the smart contract 

is considered as an offer or an invitation to treat is debatable. The general rule is that 

advertisements are considered as invitations to do business if we are to construe the posting of 

the contract as such. 157As Hawthorne and Hutchison note, however, whether a statement is 

deemed as an offer is depends on the intention of the offeror or on the reasonable impression 

created in the mind of the addressee.158 Taken in conjXncWion ZiWh DXUoYic and JanVVen¶V 

sentiments, it can be said that when the transaction is expressed in such binary and precise 

 
155 Madir op cit note 97 at 10.  
156 Mateja Durovic and André JanVVen µFoUmaWion of SmaUW ConWUacWV XndeU ConWUacW LaZ¶ in L. DiMaWWeo, M. 
Cannarsa, & C. Poncibò (eds) The Cambridge Handbook of Smart Contracts, Blockchain Technology and 
Digital Platforms (2019) at 65.  
157 Ibid at 67. 
158 Luanda Hawthorne and Dale HXWchiVon µOffer and Acceptance¶ in Dale HXWchiVon and ChUiV-James Pretorius 
(eds) The law of contract in South Africa 2 ed (2017) at 51 
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terms, the posting of the smart contract constitutes an offer.159 Conversely, the posting of a 

message on the Blockchain by a proposing party may be considered as a mere invitation to 

treat and hold similar standing to an advertisement.  An offer is made once the details regarding 

the parameters of the agreement and the nature of the subject matter of the smart contract are 

entered into the blockchain database. This offer must be firm, complete, clear, and certain. 

 

Per Section 22(2) of ECTA, an electronic transaction concluded by means of data messages is 

said to have been successfully completed when the offeror receives acceptance thereof.160 Read 

with Section 23, the contract is concluded when the offeror obtains notification of acceptance 

in its information system.161  

 

As previously noted, ECTA adopts the reception theory when assessing whether acceptance of 

the offer was received. This was confirmed in Jafta v Ezemvelo KZN Wildlife where it was held 

WhaW ³VecWion 23 of Whe ECT AcW« adopW[V] Whe UecepWion WheoU\ foU UeceipW of elecWUonic 

commXnicaWion´.162 The court went on to explain that under the reception theory, the 

communication of acceptance is considered to have been received by the addressee despite the 

addressee lacking knowledge of its receival in their inbox.163 The court goes on to state that:  
 

³The daWa meVVage haV Wo be meUel\ capable of being UeWUieYed; Whe addUeVVee doeV noW haYe Wo 

actually retrieve it. Furthermore, the addressee does not have to acknowledge receipt of a data 

meVVage foU iW Wo haYe legal effecW.´164 

 

AddiWionall\, ZhaW iV cUXcial Wo Whe UecepWion WheoU\ iV Whe noWion of ³Whe VendeU loVing and Whe 

UecipienW acTXiUing conWUol´ of Whe meVVage of accepWance.165 Thus, in so far as electronic 

transactions utilising the transmittance of data messages are concerned, the ECTA supplants 

the general common law position which adopts the information theory of acceptance.166 Per 

the information theory, an agreement is concluded when acceptance thereof comes to the 

awareness of the offeror; in essence, where the offeror reads the message of acceptance or is 

 
159 Durovic & Janssen op cit note 156 at 67. 
160 ECTA supra note 112 Section 22 
161 Ibid Section 22.  
162 Jafta supra note 148 para 79. 
163 Ibid para 91. 
164 Ibid.  
165 Ibid para 84.  
166 L. L. Ramokanate Modifying contract law principles to accommodate automated transactions in South 
Africa (Unpublished Doctoral dissertation, North-West University, 2018) at 202.  
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informed thereof.167 The unsuitability of the information theory for electronic contracts is made 

apparent here. Turning once more to matter of Jafta v Ezemvelo KZN Wildlife, Pilla\ J¶V 

comments support the view of this unsuitability and expounds on this position by affirming 

that acceptance of an offer may not come to the attention of the offeror in circumstances where 

the merchandise sold is distributed automatically or via a despatch service.168  

 

Consequently, the position taken in this analysis is that a smart contract will be deemed to have 

been concluded when the blockchain updates its ledger system to record the occurrence of the 

electronic event of acceptance as exhibited by the transmittance of data messages. This accords 

with the reception theory captured in Section 23 read with Section 26 of the ECTA. The benefit 

of this provision is that it allows for agreements to become binding and operative despite the 

offeUoU¶V lack of aZaUeneVV of Whe UeceipW of commXnicaWion of accepWance.  

 

However, despite the advantages afforded by Section 23 and Section 26 of the ECTA, the 

wording of the provision does not refer to the use of electronic agents. Section 23 and Section 

26 refer to data messages transmitted by the originator and addressee.169 An originator is 

defined in SecWion 1 of Whe AcW aV ³a peUVon b\ Zhom, oU on ZhoVe behalf, a daWa meVVage 

pXUpoUWV Wo haYe been VenW´ and an addUeVVee iV defined aV ³a peUVon Zho iV inWended b\ Whe 

oUiginaWoU Wo UeceiYe Whe meVVage´.170 It is herewith submitted that either the terms µaddressee¶ 

and µoUiginaWoU¶ be interpreted to include the use of an electronic agent, or the ECTA be revised 

to include reference to an electronic agent. The former submission on interpretation is 

supported by Ramokanate who posits that such an interpretation is in accordance with the tone 

of ECTA, in that the Act regards electronic agents as mere tools for their users.171 However, 

this author is in disagreement with this view in so far as smart contracts are concerned, as it 

has been postulated in subsection 3(a) of this Chapter that it would be incorrect to view smart 

contracts as mere tools for their users if we are to consider smart contracts as electronic agents 

for the purposes of the ECTA. Nonetheless, the two viewpoints can be reconciled by the fact 

that the Act allows for the attribution of the actions of electronic agents to their users in the 

course of contract formation. Here, regard is had to Section 20(c) of the ECTA, which states 

that ³a paUW\ XVing an elecWUonic agenW Wo foUm an agUeemenW iV« pUeVXmed Wo be boXnd« 

 
167 Hawthorne & Hutchison op cit note 158 at 57 
168 Jafta supra note 148 para 81.  
169 ECTA supra note 112 Section 23 & Section 26.  
170 Ibid Section 1.  
171 Ramokanate op cit note 166 at 207.  
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iUUeVpecWiYe of ZheWheU WhaW peUVon UeYieZed Whe acWionV of Whe elecWUonic agenW´.172 Hence, the 

actions of the electronic agent are attached to the human user; thus, attributing the acts of 

electronic agent to the user. If such attribution is envisioned in the Act, the logical conclusion 

is that acceptance communicated by an electronic agent to that of another must be regarded as 

being received by the user of that electronic agent and thus communicated to that user 

personally. Receipt of acceptance will be achieved when the data message is received and 

processed by the electronic agent. Nevertheless, it is submitted that the Act be revised or 

interpreted in a manner that would bridge the gap between Section 20 and Section 23 read with 

Section 26, so as to include application of the latter provisions to instances in which electronic 

agents transmit data messages conveying acceptance.  

 

The offeree may also accept the contract through their conduct.173 The offeree may accept the 

contract by transferring control of the digital or tokenised assets to the smart contract or through 

the authorization of its transfer by using a special cryptographic key or password.174 

Acceptance and performance by the offeree may, therefore, be somewhat intertwined in that 

they occur simultaneously. This is taken in contrast to a more passive form of acceptance, 

whereby the offeree enters their signature ± the aforementioned special cryptographic 

password. Section 13 of ECTA recognises the usage of an electronic signature in forming 

transactions as being valid.175 Further, if we are to follow Section 22(2) of ECTA, the smart 

contract is concluded at the time and location where the offeror receives notification of 

acceptance on the part of the offeree, which may take the form of the aforementioned acts.176  

 

Assessing offer and acceptance aids us in determining the basis of contractual liability, in that 

it allows us to establish the existence of consensus ad idem. The presence of consensus can be 

inferred from an offer and its corresponding acceptance. The concurrence of will or intention 

on the part of the offeror with that of the offeree indicates the presence of consensus. However, 

how is this to be assessed where electronic agents are interacting with each other in the process 

of smart contract formation? How ought we to assess such shared expression of intent in the 

context of an entirely technological environment where code in a blockchain is assessed? 

 

 
172 ECTA supra note 112 Section 20(c). 
173 Durovic & Janssen op cit note 156 at 67. 
174 Ibid. 
175 ECTA supra note 112 Section 13.  
176 Ibid Section 22.  
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If one were to employ a purely subjective approach to the analysis of consensus, as 

encapsulated by the will theory of contractual liability, one would consider the inner will of 

the contracting parties. The primary question, here, is whether the parties held the subjective 

intention to be bound by the contract. As consensus is the primary foundation for establishing 

contractual liability, the absence of authentic accord of wills will render the contract voidable. 

If such an approach were to be applied to a contracting environment where an electronic agent 

is utilised in contract formation and execution, difficulty arises. An entirely electronic 

environment sans human intervention in contract formation can prove to be difficult when 

applying traditional legal rules to the establishment of contractual intention as electronic agents 

cannot be said to have an inner state of mind to which one can refer to in order to establish 

consensus.  

 

If, however, an objective approach is applied, only the outward manifestation of the contractual 

statements made by a party will be considered. Here, the declaration theory will ask whether 

there is a concurrence of declarations. Support for this approach is exemplified in the 

noteworthy dictum of Wessels JA in the case of South African Railways and Harbours v 

National Bank of South Africa Ltd177 where it was stated that:  

 

³The laZ doeV noW conceUn iWVelf ZiWh Whe ZoUking of Whe mindV of paUWies to a contract, but with 

the external manifestation of their minds. Even therefore if from a philosophical standpoint the 

minds of the parties do not meet, yet, if by their acts their minds seem to have met, the law will, 

where fraud is not alleged, look to their acts and assume that their minds did meet and that they 

contracted in accordance with what the parties purport to accept as a record of their 

agUeemenW.´178 

 

ThiV dicWXm conWinXeV Wo hold inflXence in SoXWh AfUican laZ aV demonVWUaWed b\ HaUmV JA¶s 

reference thereto in the matter of Sonap Petroleum (South Africa) (Pty) Ltd v Pappadogianis 

ZheUe iW ZaV VWaWed WhaW ³The laZ, aV a geneUal UXle, conceUnV iWVelf ZiWh Whe e[WeUnal 

manifestations, and not the workings, of the minds of parties to a contracW.´179 Thus, what is 

relevant when adopting an objective approach is the outward manifestation of assent.  

 

 
177 South African Railways and Harbours v National Bank of South Africa Ltd 1924 AD 704 
178 Ibid para 715 ± 716.  
179 Sonap Petroleum (South Africa) (Pty) Ltd v Pappadogianis 1992 (3) SA 234 (AD) at 13.  
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Extending the objective theory to transactions concluded by electronic agents, Weitzenboeck 

theorises that the objective approach provides legal legitimacy for contracts established by 

means of autonomous electronic agents in the context of smart contracts.180 Accordingly, when 

determining whether consensus has been manifested, the contractual statements made by the 

electronic agent will be assessed in order to ascertain whether they amount to a firm offer and 

unequivocal acceptance.181 The primary concern is whether objective indicia of assent exists. 

In the smart contract dimension, Stazi provides that such indicia are demonstrated by the 

sending off of cryptographic private keys when concluding the smart contract.182 Additionally, 

it is demonstrated through the conduct of the parties when uploading digital assets or access 

thereto.183 This conclusive behaviour amounts to consent, with the signing of cryptographic 

signatures serving the purpose of establishing intention.184  

 

(b) Assessing Capacity and Authority  

 

The issue of capacity and authority presents complications when assessing smart contracts vis-

à-vis the conventional legal framework. The parties to a contract need the requisite capacity to 

be party to the contract.185 The legal capacity common to all persons entails the capacity to 

bear, exercise and attain rights and duties.186 This may be circumscribed and vary according to 

age, mental stability, insolvency, and criminal conviction where applicable.187 The legal 

capacity of the parties is, therefore, determined contextually and in the instance of a traditional 

contract, this is easily ascertainable. Additionally, in the case where one of the parties is a 

corporation, it must be clear that the legal representative has the requisite authority to act on 

behalf of the corporation.188  

 

 
180 Weitzenboeck op cit note 145 at 227.  
181 Ibid at 226.  
182 Andrea Stazi Smart Contracts and Comparative Law: A Western Perspective (2021) at 111. 
183 Ibid at 112. 
184 Ibid at111. It can also be argued that the user has indirectly manifested their assent to be bound by the smart 
contract by initiating it as an electronic agent. This would allow for the assent of the electronic agent to be 
inferred to the human user. See Weitzenboeck op cit note 145 at 227.   
185 BiUgiW KXVchke µConWUacWXal CapaciW\¶ in Dale HXWchiVon and ChUiV-James Pretorius (eds) The law of 
contract in South Africa 2 ed (2017) at 149. 
186 Ibid. 
187 Ibid. 
188 Ibid at 155-156. 
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In the case of smart contracts, the parties are identified by an address. Private encrypted keys 

serve as the basis for the digital identity system on the blockchain platform.189 The 

cryptographic key represents the person; thus, those who lack capacity in the non-digital world 

would be capable of setting up an account for the purposes of entering into transactions.190 

Without a test for capacity, there is room for users to take advantage of the s\VWem¶V anon\miW\. 

This indicates the needed to have an identification process that would allow for the 

counterparty to be tracked, and supports the argument that the smart contract only be 

considered validly concluded if tracing to a particular natural or juristic person is possible.191 

Durovic and Janssen propose that should such a situation arise, Whe WUanVacWion be µUe-Zinded¶ 

through a reverse transaction or through allowing for an action of unjustified enrichment to be 

awarded ex post facto.192 The latter remedy would be available should the transaction be 

deemed voidable.  

 

(c) Assessing Certainty of Terms  

As outlined earlier in this Chapter, one of the general elements required at common law for a 

contract to be valid is for its obligations and terms to be certain. The legal consequences of the 

agreement and the delineation of performance to be undertaken risks failure of certainty if the 

aforementioned is unclear or if it neglects to outline the material aspects of the functioning of 

obligations.193 Should such a failure arise and there is an absence of admissible extrinsic 

evidence to provide detail, and the naturalia of the agreement or other general doctrines of 

contract do not provide assistance, the agreement may be rendered null and void.194 Such an 

agreement may be deemed void for vagueness, should the affected portion not be severable 

from the agreement in its entirety.195 

 

The coded obligations that encompass the smart contract differs from traditional contracts, in 

that it uses programming ± or artificial language ± as opposed to natural language.  A provision 

stated in natural language may take the form of source code, which is then translated into 

assembly language and, lastly, into bytecode for the purposes of being read by the computer 

 
189 Durovic & Janssen op cit note 156 at 72.  
190 Ibid at 71. 
191 Stazi op cit note 182 at 107.  
192 Durovic & Janssen op cit note 156 at.72. 
193 LF Van Huyssteen, GF Lubbe, and MFB Reinecke Contract: General Principles 5e 5 ed (2016) at 217. 
194 Ibid at 217.  
195 Ibid at 237.  
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system.196 As is commonly done in internet commerce, natural language may be used as the 

inWeUface and Whe coded langXage µhidden¶ aV fine pUinW.197 For the purposes of ECTA, Section 

12 thereof notes that the legal requirement that a document or information be in writing is 

satisfied if such is in the form of a data message.198 Hence, it suffices that the terms of smart 

contracts is contained in coded language.  

 

Nonetheless, where the content of the smart contract is entirely written in code and this is relied 

upon, it risks intelligibility.199 Here exists the likelihood that a contracting party lacks 

understanding of the coded language of the smart contract but nonetheless concludes it. Should 

such a problem arise, the ex post existence of an error may be invoked in order to request that 

the contract be cancelled.200 Considering German and Italian law, the risk of concluding a 

contract without knowledge of the computer code forming its basis is ascribed to the 

conWUacWing paUWieV accoUding Wo Whe geneUal pUincipleV of ³Velf-responsibility and 

enWUXVWmenW´.201 Indeed, such an approach accords with the adherence to party autonomy as a 

foundational principle in South African contract law. 

 

The greater the complexity of the intention of the parties and context in which this and the 

contract fits, the greater the probability of ambiguity and imprecision regarding this ± thus 

increasing the need for interpretive measures should a dispute arise.202 Here, the benefit of 

natural language contracts is highlighted as it is more efficient in describing and formulating 

the intention of the parties regarding their respective obligations.203 Taken in contrast to the 

programming of smart contracts, computer code does not allow for more subjective measures 

of interpretation as natural language does.204 It must be said, however, that computer code as a 

universal language allows for common understanding in the context of contractual relations in 

comparison to the array of national languages.205 Nonetheless, in practice one can simply adopt 

 
196 Szczerbowski op cit note 82 at 336-337.  
197 Ibid at 337. 
198 ECTA supra note 112 Section 12.  
199 Stazi op cit note 182 at 118.  
200 Ibid.  
201 Ibid.  
202 Ibid at 119.  
203 Ibid at 120.  
204 Ibid at 121.  
205 Ibid.  
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Whe UoXWe of ³VpliW conWUacWing´ oU a ³h\bUid agUeemenW´, ZheUe Whe naWXUal langXage conWUacW iV 

drafted along with its duplicate in computer code.206 

 

A further curious concern regarding the operation of terms is in the context of conditions ± 

specifically suspensive and resolutive conditions. A suspensive condition suspends the 

obligation to perform until the fulfilment of an event, which may either be positive or negative, 

depending on whether the event must or must not occur.207 Should the condition be fulfilled, 

the obligation will operate as if it had always been functioning.208 Should the condition not be 

met, the obligation will be treated as if it had never come into existence and be considered as 

being void ab initio.209 A resolutive condition is demonstrated where the obligation/s operate 

until the fulfilment of an event or a failure of the event to occur.210 In the instance that the 

condition fails to be realised, the obligation is likewise treated as void ab initio and the contract 

will terminate.211   

 

Stazi proposes that in the context of smart contracts where a suspensive condition is involved, 

the smart contract be uploaded on to the Blockchain only once the condition entailed is 

satisfied; ZheUeaV ZheUe a UeVolXWiYe condiWion iV conceUned, Whe ³e[ nXnc diVVolXWion of Whe 

pUeYioXV conWUacW´ be accompanied b\ ³a VXbVeTXenW UeVWiWXWiYe baUgain´.212 First, in so far as 

VXVpenViYe condiWionV aUe conceUned, WhiV aXWhoU VXggeVWV Whe µla\eUing¶ of VmaUW conWUacWV be 

utilized. As the length of a period concerning a future event can be encoded as a provision of 

the contract, this can be linked to a suspensive condition that is certain to occur; thus, allowing 

for the relative legal consequence to operate upon the expiry of a certain amount of time.213 

Where the condition is less certain, resort could be had to an external source of data which 

would allow for the confirmation of the occurrence or non-occurrence of the condition. In either 

example, the programming of the fulfilment or non-fulfilment of a condition would act as a 

µWUiggeU¶ foU Whe declaUaWion of Whe conWUacW aV Yoid ab iniWio oU noW. Secondl\, ZiWh UeVpecW Wo 

SWa]i¶V commenWV UegaUding UeVolXWiYe condiWionV, iW iV XncleaU ZhaW iV meanW b\ µUeVWiWXWiYe 

baUgain¶. ThiV aXWhoU inWeUpUeWV Whe Wext as positing that where the previous smart contract is 

 
206 Ibid at 120.  
207 CaWheUine Ma[Zell µObligaWionV and TeUmV¶ in Dale HXWchiVon and Chris-James Pretorius (eds) The law of 
contract in South Africa 2 ed (2017) at 250. 
208 Ibid at 250.  
209 Ibid at 250. 
210 Van Huyssteen et al op cit note 193 at 282. 
211 Maxwell op cit note 207 at 250.  
212 Stazi op cit note 182 at 132.  
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dissolved or terminated on the blockchain due to its condition not being fulfilled, a successive 

conWUacW iV µWUiggeUed¶ Zhich Zill alloZ foU Whe paUWieV Wo haYe an\ peUfoUmance/V WhaW Whe\ haYe 

made to be restored to them. 

 

(d) Assessing Certainty of Object/Identifying the Object 

 

Jaccard identifies three broad categories of smart contract subject matter: smart contracts that 

represent data; smart contracts that represent a legal contract; and smart contracts that represent 

property.214 Taking each broad category in turn, smart contracts representing data can be 

broken down into data without legal impact; data protected by law; and data representing a 

virtual property or digital property.215 Data without legal impact generally entails data which, 

for example, forms the infrastructure of a website or functions as greeter ± for which the 

pXUpoVeV aUe Wo Va\ µhello¶.216 Data protected by law goes to that which involves intellectual 

property rights, including copyrights or trademarks.217 Virtual property is distinguished from 

digital property in that the former has no actual market upon which to concretize its value and 

the latter does.218 Cryptocurrencies are an example of digital property, as there is a market for 

iW; WhXV, iW can foUm paUW of one¶V paWUimon\.219 Smart contracts that represent legal contracts 

aUe WhoVe WhaW imiWaWe Whe conWenWV and behaYioXU of a legal conWUacW WhaW ³ZaV foUeVeen aV falling 

XndeU Whe Vcope of UegXlaWion´.220 Jaccard utilises the structure and functioning of a corporation 

through stacking smart contracts as an example here.221 Smart contracts representing property 

entails both movable and immovable property, and also goes to rights which one holds over 

property.222 Within this context, Whe WeUm µWoken¶ iV XWiliVed Wo UefeU Wo Whe legal WiWle of 

property.223 A token may represent anything, and when referencing a physical asset, that 

pUopeUW\ iV UefeUUed Wo aV µVmaUW pUopeUW\¶.224 A further category is smart contracts representing 

rights, such as securities or debt obligations.225  

 

 
214 Jaccard op cit note 66.  
215 Ibid at 13-15. 
216 Ibid at 13. 
217 Ibid. 
218 Ibid. 
219 Ibid at 14.  
220 Ibid at 15. 
221 Ibid at 16.  
222 Ibid at 18-19.  
223 Ibid at 18. 
224 Ibid at 16. 
225 Ibid.  
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 Considering the South African legislative environment, agreements for the sale of immovable 

property are excluded from the purview of ECTA and are governed by the Alienation of Land 

Act.226 Such agreements are prescribed in Section 4(4) of ECTA with reference to Schedule 2 

thereof and particularly the first section of the table therein which outlines that an agreement 

for the sale of immoveable property procumbent to that provided in the Alienation of Land Act 

is not to be construed as being made valid by ECTA.227 However, the case Borcherds and 

Another v Duxbury and Others causes some confusion here as the court held that electronic 

signature utilised on the offer to purchase was a valid form of signing the agreement and 

conVWaWed an effecWiYe mechaniVm Wo manifeVW Whe VelleU¶V inWenWion to be bound.228 This was in 

conflict with the general position that contracts for the sale of immoveable property may not 

be signed electronically. The court in that decision did not, however, have regard to Section 

4(4) of ECTA; hence, it is unclear what the outcome would have been had such been done. For 

the sake of certainty, however, it is posited herewith that in the instance of smart contract, 

where the sale of immoveable property is concerned, the parties should have an off-chain 

conWUacW WhaW alloZV foU Whe paUWieV Wo affi[ WheiU VignaWXUeV in µZeW-ink¶ in oUdeU Wo meet the 

requirements set out in legislation and the common law. This proposition can equally be 

applied to the remainder of the agreements and legal documents contained in Schedule 2 of 

ECTA, namely: agreements for the alienation of immovable property, agreements for the long-

term lease of immoveable property for more than 20 years, the execution, retention and 

presentation of a will or codicil, and the execution of a bill of exchange (notwithstanding other 

requirements contained in their respective legislative instruments as may apply).229  

 

3.4 Smart Contracts ± International Perspective  

 

As of yet, no prevailing international framework for smart contracts exists. However, 

respective legal systems have introduced initial regulatory responses to the recognition and 

adoption of smart contracts. The purpose of this section is to consider these regulatory 

approaches in order to ascertain possible guidelines to similar recognition and adoption in 

South African law.  

 

 
226 Alienation of Land Act 68 of 1981 
227 Supra note ECTA, Section 4(4) and Schedule 2.  
228 Borcherds and Another v Duxbury and Others (1522/2020) [2020] ZAECPEHC 37 
229 ECTA supra note 112 Schedule 2.  
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The United States of America (USA): 

Respective states in the USA have enacted legislation pertaining to the regulation of smart 

contracts.  

 

a. The SWaWe of AUi]ona haV defined a VmaUW conWUacW aV ³an eYenW-driven program, with state, 

that runs on a distributed, decentralized, shared and replicated ledger and that can take 

cXVWod\ oYeU and inVWUXcW WUanVfeU of aVVeWV on WhaW ledgeU.´230 Arizona has also given legal 

effecW Wo agUeemenWV conWaining VmaUW conWUacWV code: ³SmaUW conWUacWV ma\ e[iVW in 

commerce. A contract relating to a transaction may not be denied legal effect, validity or 

enfoUceabiliW\ Volel\ becaXVe WhaW conWUacW conWainV a VmaUW conWUacW WeUm.´231 

 

b. The State of Tennessee has built and expanded upon the aforementioned definition by 

defining a smart contract as: 

³an event-driven computer program, that executes on an electronic, distributed, decentralized, 

shared, and replicated ledger that is used to automate transactions, including, but not limited 

to, transactions that: 

(A) Take custody over and instruct transfer of assets on that ledger; 

(B) Create and distribute electronic assets; 

(C) Synchronize information; or 

(D) Manage idenWiW\ and XVeU acceVV Wo VofWZaUe applicaWionV.´232  

 

c. The State of Illinois enacted its Blockchain Technology Act in 2020.233 The Act provides 

recognition for smart contract and blockchain databases and signatures in commercial 

transactions. The Act defines a smart contract as a contract stored as an electronic record 

that obtains its verifiability through the use of a blockchain.234 The Act furthermore provides 

that smart contracts will not be denied legal effect and allows for their inclusion as evidence 

in legal proceedings notwithstanding the fact that a blockchain was used to create, store or 

verify the smart contract.235 A smart contract, however, will not have legal effect if the 

blockchain on which it runs does not permit a record of the transaction to be saved or 

 
230 2017 Ariz. HB 2417 44-7061 
231 Ibid.  
232 2018 Tenn. SB 1662 47-10-201 
233 205 ILCS 730, Blockchain Technology Act. 
234 Ibid. 
235 Ibid. 
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precisely duplicated for the benefit of any parties who might be entitled to a copy of the 

contract or a record thereof.236  

 

Belarus : 

Belarus has legislated smart contracts by way of a Presidential Decree, which defines smart 

conWUacWV aV ³a pUogUamme code inWended foU fXncWioning in Whe diVWUibXWed ledgeU foU pXUpoVeV 

of automated performance and/or execution of transactions or performance of other legal 

acWionV.´237 

 

The United Kingdom: 

The United Kingdom Jurisdiction Taskforce (UKJT) published a Legal Statement in November 

2019 on the legal status of smart contracts and cryptoassets under English Law.238 While the 

taskforce concluded that English Law does not preclude the smart contracts from being legally 

binding nor cryptoassets from having the legal status of property, it decided not to provide a 

firm definition of smart contracts.239 Rather, the taskforce cogitated on what is legally 

distinctive in smart contracts in comparison to traditional contracts per English Law.240 

 

Commentary from United Nations Commission on International Trade Law (UNCITRAL) and 

the International Institute for the Unification of Private Law (UNIDROIT) Joint Workshop on 

Legal Issues Arising from the Use of Smart Contracts, Artificial Intelligence and Distributed 

Ledger Technology:  

 

Held in May of 2019, the joint UNCITRAL/UNIDROIT workshop provides some discussion 

on the use of smart contracts and related legal issues.241 Some commentary arising from the 

workshop is useful for this analysis. 

 
236 Ibid. 
237 Decree of the President of the Republic of Belarus No. 8 (21 December 2017), unofficial translation.  
238 UniWed Kingdom JXUiVdicWional TaVkfoUce, µLegal SWaWemenW on CU\pWoaVVeWV and SmaUW ConWUacWV¶, The 
Lawtech Delivery Panel, 2019.  
239 Ibid at 35.  
240 Ibid at 35.  
241 UNIDROIT µUNCITRAL/UNIDROIT WoUkVhop on SmaUW ConWUacWV, AUWificial InWelligence and DiVWUibXted 
Ledger Technology ± Summary Of Conclusions Published, Joint UNCITRAL/UNIDROIT Workshop ± 
SXmmaU\ RepoUW¶ 2019 aYailable aW hWWpV://ZZZ.XnidUoiW.oUg/XnciWUal-unidroit-workshop-on-smart-contracts-
artificial-intelligence-and-distributed-ledger-technology-summary-of-conclusions-published/ accessed on 11 
July 2021. 
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1. A smart contract must still meet the standard, general requirements of a contract in 

order to for it to be deemed a contract.242  

2. Smart conWUacWV do noW e[iVW ZiWhin a ³noUmaWiYe YacXXm´; geneUal UXleV and pUincipleV 

of contract law do not cease to apply to smart contract ± they should be equally applied 

to them.243  

3. Future legislative work on smart contracts should include a formal approach of updating 

and adapting the language of existing legal instruments that may pertain to smart 

contracts as well as a substantive approach that would focus on liability of technological 

systems relating to smart contracts.244 Furthermore, legal regulation should develop 

alongside the establishment of standards on the matter.245  

4. The discussion emphasised that existing rules and instruments should be applied to 

smart contracts despite the development of new legislation and legal instruments; 

hence, the language of existing texts should be updated.246  

5. Three possible projects on issues relating to liability, execution and remedies were put 

forward:  

³a.  a UeYieZ of existing  provisions  enabling  the  use  of  automated  systems  and  

analysis of  their  application  to  autonomous  systems  with  a  view  to  recognising  

the  validity  and legal  effect  of  actions  performed,  and  decisions  taken,  by  

autonomous  systems;  this could  be  complemented  by  consideration  of  a  provision  

relating  to  the  attribution  of these  actions  and  decisions;    

b.  the development of rules on risk allocation  in  contractual  and  extra-contractual 

matters  (including,  but  not  limited  to,  mistakes,  malfunctioning,  wrong-doing,  

default   or  damages  caused  by  autonomous  systems);  and  

c.  the development of a set of  substantive  and  procedural  rules  in  relation  to  self-

executing  enforcement  and  self-executing  remedies,  aimed  at  specifying  legal 

requirements  or  standards  that  self-executing  enforcement  of  smart  contracts  and  

other automated  systems  and  self-executing  remedies  in  case  of  defaults  should  

meet  in  order to  ensure  validity,  conformity  with  the  law,  and  due  protection  of  

UighWV.´247 

 
242Ibid at 1.  
243 Ibid at 4.  
244 Ibid at 3. 
245 Ibid at 3.  
246 Ibid at 4.  
247 Ibid at 6.  
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The approaches and recommendations outlined above indicate that, by and large, states and 

international bodies are eager to permit recognition of smart contracts and blockchain 

technology. Indeed, as is indicated by the legislative routes taken by several states in the USA, 

there are clear steps being taken to provide legal force and effect to smart contracts and 

blockchain transactions. The provisions discussed above indicate the necessity for specificity 

when defining smart contracts, distributed ledgers, and their respective functions. Moreover, 

the legislative routes followed indicate the need to develop legislation pertaining to blockchain 

and distributed ledgers as well as smart contracts, as the two function together. To facilitate the 

legal development of one to the neglect of the other would result in a gap in our law. 

Furthermore, there must be clarity as to the evidentiary standing of smart contracts in our law 

should disputes within such contexts arise. The resolution of the standing of smart contracts in 

our law is particularly necessary where cross-border jurisdictional issues are concerned, and 

possible disputes over the nature and definition of smart contracts may arise. Additionally, a 

well-defined legal approach to smart contracts would facilitate cross-border cooperation as 

there would be a clear framework as to its recognition and application. The sentiments of the 

UKJT and UNCITRAL/UNIDROIT Commentary find reference here, as it can be said that the 

most efficient way to produce best practices around smart contracts and blockchain technology 

is to build upon existing rules and legislation and implement further legislation where 

necessary. Such would allow for a solid foundation for the development of contract law around 

the issue of smart contracts.  
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IV. CHAPTER 4 - NON-ENFORCEMENT, NON-PERFORMANCE, AND REMEDIES 

OF SMART CONTRACTS  

 

The purpose of this chapter is to cogitate on the application of conventional legal principles to 

contracts concluded by algorithmic means in so far as such pertains to smart contracts¶ capacity 

to self-perform, execute, and enforce.  

 

A defining feature of smart contracts is their ability to secure performance and eliminate the 

possibility of breach. However, as expressed by Rajah JC in the case of Chwee Kin Keong and 

Others v Digilandmall.com Pte Ltd, mistakes made in the course of electronic transactions are 

inevitable and may be due to a range of reasons, including but not limited to ³hXman 

inWeUphaVing, machine eUUoU oU a combinaWion of VXch facWoUV´.248  The reality remains that the 

parties to the smart contract cannot foresee all future events that may impact on their ability to 

perform or affect their expectations regarding the contract. In these circumstances, non-

enforcement and non-performance of obligations may arise, which then gives way for 

arguments regarding excuses for non-enforcement, breach, and any remedies that may find 

application.  

 

This chapter will first discuss the challenges that smart contracts pose to the application of 

conventional legal principles in circumstances in which a smart contract may be determined as 

void or voidable due to mistake. The case of B2C2 Ltd v Quoine Pte Ltd 249 arising out of the 

Singaporean court and its subsequent appeal Zill be diVcXVVed heUe, aV Whe coXUW¶V UXling iV Whe 

first time an apex court has cogitated on the applicability of contractual principles to contracts 

concluded by algorithmic means through the use of automated trading software.250 This chapter 

will then consider these same challenges in the context of non-performance and excuses for 

non-performance. Thirdly, it will consider possible remedies for breach of a smart contract.  

4.1 Electronic Mistakes and Smart Contracts 

 

(a) Legislative Framework  

 

 
248 Chwee Kin Keong and Others v Digilandmall.com Pte Ltd [2004] 2 SLR 594; [2004] SGHC 71 
249 B2C2 Ltd v Quoine Pte Ltd [2019] SGHC(I) 03 
250 VincenW Ooi and Kian Peng Soh µReWhinking miVWake in Whe age of AlgoUiWhmV: QXoine PWe LWd Y B2C2 LWd¶ 
(2020) 31 King's Law Journal at 1. 
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The following provisions of ECTA pertain to the nature and circumstances under which 

mistakes made in the course of electronic transmissions are envisioned to occur:  

 

Section 20(e) broadly pUoYideV WhaW ³no agUeemenW iV foUmed ZheUe a naWXUal peUVon inWeUacWV 

directly with the electronic agent of another person and has made a material error during the 

cUeaWion of a daWa meVVage´.251 It circumscribes this to situations in which: 

- the person was not afforded with an opportunity to avert or correct the error.252  

- the person notified the oWheU paUW\ of Whe eUUoU made ³aV Voon aV pUacWicable´ afWeU Whe 

party gained knowledge of it.253 

- the person has taken the necessary reasonable steps to return any performance received 

or destroyed any such performance if instructed to do so by the other party and has 

followed the instructions of the other party to return any performance received should 

such be instructed.254  

- no meaningful benefit or value has been utilised by the party from any performance 

received from the other party.255 

 

Section 25(c) states that a data message will be attributed to the programmer or user of the 

elecWUonic agenW XnleVV iW iV ³pUoYed WhaW Whe infoUmaWion V\VWem did noW pUopeUl\ e[ecXWe VXch 

pUogUamming´.256 

 

From these provisions, it can be said that the ECTA identifies two categories of errors. The 

first, as outlined in Section 20(e) goes to input errors.257 The second, identified in Section 25(c), 

goes to errors which have occurred due to the malfunctioning of the computer program utilised 

and is thus deemed as a machine error.258  

 

An input error goes to the instance in which a person interacting with an electronic agent in the 

course of contract formation accidentally enters incorrect information into the system. For 

example, a user may make a typographical or keystroke error regarding quantity or 

 
251 ECTA supra note 112 Section 20(e) 
252 Ibid Section 20(e)(i) 
253 Ibid Section 20(e)(ii) 
254 Ibid Section 20(e)(iii) 
255 Ibid Section 20(e)(iv) 
256 Ibid Section 25(c) 
257 Ibid Section 20(e) 
258 Ibid Section 25(c) 
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description.259 A customer may mistakenly enter unintended information into an online form, 

by for example, double pressing the µone¶ bXWWon and W\ping µ11¶ Zhen inWending Wo onl\ enWeU 

µ1¶. ECTA contemplates that agreements in which an input error has been made will be 

regarded as void ab initio where that error is material, as opposed to errors that are 

inconsequential in nature and having no real capacity to vitiate the contract. Where the 

automated transaction is deemed as void ab initio, the parties will be restored to their original 

position through the restoration of performance ± if any has been received.260  

 

Machine errors go to defects in computer software. The defect may be software-centric or 

system-centric. Software-centric defects are those which are caused by internal disfunction.261 

System-centric causes are software failures associated with, for example, defective or 

incompatible hardware, virus attacks, electrical interferences, improper use, and heavy 

workloads.262 Due to any of these or a combination thereof, a computer program may 

malfunction in the course of use. Such a failure may take the form of performing a function 

that it was not instructed to, failing to execute a programmed function, or executing a 

programmed function incorrectly. The malfunction at issue may affect the content of a data 

message. Per Section 25(c) of ECTA, a data message that results from such a malfunction of 

an electronic agent will not be attributed to its programmer or user and they will not be bound 

to its outcomes or results.263  

 

Importantly, the two categories of errors identified in ECTA go to circumstances in which 

either a natural person interacting with an electronic agent made an error when entering certain 

information or when the computer program being used malfunctioned and failed to perform 

correctly or entirely. It does not go to instances in which a) electronic agents are interacting 

with each other sans human interaction and b) the pUogUam¶V performance of the contract is in 

accordance with its objective programming ± hence, no machine error has been made ± but its 

execution of performance is not in line with the subjective intention of a party to the contract.  

The recent case of B2C2 Ltd v Quoine Pte Ltd264 and the decision of its subsequent appeal in 

 
259 Ramokanate op cit note 166 at 244.  
260 Ibid at 249.  
261 Ibid at 269. 
262 Ibid at 269.  
263 Ibid at 270.  
264 B2C2 Ltd supra note 249.  
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Quoine Pte Ltd v B2C2 Ltd265 may provide insight on these two issues in the context of smart 

contracts.  

 

(b) B2C2 Ltd v Quoine Pte Ltd ± Electronic Mistakes, Unilateral Mistakes and Smart 

Contracts 

 

(i) The Facts  

Quoine, the defendant in the matter, operated an online platform (the Platform) for the trading 

of cryptocurrencies such as Ethereum (ETH) and Bitcoin (BTC), in exchange for other 

cryptocurrencies or fiat currencies.266 The Platform also allowed for margin trading to take 

place. Margin traders could enter into trades utilising borrowed funds from Quoine. These 

loans would be accessed in exchange for collateral held in their accounts. If the assets held as 

collateral in the account of the margin trader fell below a pre-set percentage of the loan, the 

Platform would initiate a margin call: market orders would be automatically put on the Platform 

to force-cloVe oXW Whe maUgin WUadeU¶V open poViWionV. 

 

B2C2, the plaintiff in this matter, was a trader and market-maker on the Platform. Market-

makers place buy and sell orders on cryptocurrencies at a publicly quoted price on a consistent 

and continuous basis to ensure that adequate liquidity for cryptocurrencies remains on the 

Platform.267 Quoine also operated as a market-maker on the Platform and its algorithmic 

trading software, the Quoter Program, was core to its role as such. The Quoter Program 

determined the prices at which Quoine was prepared to trade cryptocurrencies. The Quoter 

Program's capacity to acquire external market values from other cryptocurrency exchanges was 

essential to its ability to operate. 

 

Quoine failed to update certain passwords and make necessary changes to the Quoter Program, 

resulting in its incapability to access external market prices and generate new ETH/BTC orders 

for market-making purposes.268 As a result, trading on the Platform substantially decreased 

because Quoine was in charge of over 98 percent of the platform's market-making trades.269 

This malfunction went unnoticed as no error message was generated.  

 
265 Quoine Pte Ltd v B2C2 Ltd [2020] SGCA(I) 2 
266 B2C2 Ltd supra note 249 para 1.  
267 Ibid para 2. 
268 Ibid para 71. 
269 Ibid para 73. 
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Two parties, Pulsar and Tomita (the Counterparties), were operating as margin traders on the 

Platform, selling BTC and buying ETH.270 The drop in trades triggered margin calls to be made 

on Whe CoXnWeUpaUWieV¶ poViWionV. The PlaWfoUm aXWomaWicall\ placed maUkeW oUdeUs on the 

CoXnWeUpaUWieV¶ behalf Wo bX\ ETH aW Whe beVW aYailable maUkeW pUice. This was that offered by 

the plaintiff, who was selling ETH and buying BTC on the Platform. Several trades were 

concluded between the plaintiff and the Counterparties, termed µthe Disputed Trades¶. The 

disputed ETH/BTC trades were made at a rate 250 times higher than the prevailing market 

rate.271 ThiV ZaV dXe Wo Whe facW WhaW B2C2¶V VofWZaUe ZaV pUogUammed Wo inpXW a µdeep pUice¶ 

of 10 BTC to 1 ETH for sell orders in the situation in which insufficient data was available 

fUom Whe PlaWfoUm¶V oUdeU book from which to generate prices.272 As the order book on the 

PlaWfoUm had Whinned oXW dXe Wo QXoine¶V eUUoU, Whe µdeep pUice¶ ZaV WUiggeUed.  

 

(ii) The Dispute  

Due to the DiVpXWed TUadeV, Whe CoXnWeUpaUWieV¶ accoXnW had a negaWiYe BTC balance, and the 

plaintiff obtained a large windfall from the trades.273 Upon learning of the trades, the next day 

Quoine cancelled the trades and reversed the transaction. B2C2 challenged this before the court 

and alleged WhaW QXoine¶V unilateral action to reverse the trades was a breach of contract and a 

breach of trust.274 Specifically, the plaintiff contended that the defendant breached the express 

term of their agUeemenW WhaW Whe fXlfilmenW of an oUdeU made Yia Whe plaWfoUm iV ³iUUeYeUVible´ 

by reversing the orders on the following day.275  

 

Quoine raised six arguments in defence of their decision to reverse the Disputed Trades.276 Of 

UeleYance Wo Whe pUeVenW anal\ViV iV QXoine¶V third defence, that of voidability of the contract 

based on the doctrine of unilateral mistake at common law.277  

 

 
270 Ibid para 74.  
271 Ibid para 4.  
272 Ibid para 121 ± 124. 
273 Ibid para 252.  
274 Ibid para 136 ± 138.  
275 Ibid para 136.  
276 Ibid para 147 ± 252.  
277 Ibid para 184 ± 231.  
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(iii) The Court on Unilateral Mistake and Smart Contracts  

On the matter of unilateral mistake, Thorley IJ begins by setting out the two requirements to 

render a contract void for unilateral mistake at common law when applying the doctrine to 

instances of contracting by electronic means. These requirements were confirmed in the case 

Chwee Kin Keong and others v Digilandmall.com Pte Ltd, which preceded the present 

matter.278  

 

First, in order to prove a fundamental or sufficiently important mistake to a contract term, it 

must be established that the party that made the mistake did not intend for the terms of the offer 

to be such that they were on the face of it.279 Secondly, the party seeking to enforce the 

agreement must have actual knowledge of the error that the party seeking to prevent 

enforcement of the agreement has made.280 In the case of Chwee Kin Keong, this was a fairly 

easy assessment to make.281 In that instance, the defendant had mistakenly listed Hewlett 

Packard commercial laser printers for the price of $66 on their website when its actual price 

was $3,854. The plaintiffs placed orders for 1 606 printers through the website. These orders 

were processed and confirmed by the automated system of the defendant. After learning the 

error as to the pricing, the defendant notified the plaintiffs and the 778 others who had placed 

orders for the printers that an mistake had been made when posting the price and that they 

would, as such, not be fulfilling the orders. The plaintiffs contested this and asserted that the 

contract be upheld, claiming that successfully concluded contracts should be upheld for the 

sake of commercial certainty and that the difference in posted and actual price was irrelevant; 

ultimately, they were entitled to a good deal. The defendant contended that the doctrine of 

unilateral mistake protected them in the matter. The court ultimately found on behalf of the 

defendant, as it was held that the plaintiffs had knowledge of the error that had been made in 

the price posting. This was due to the fact that it was successfully made apparent to the court 

that the plaintiffs had actual knowledge of the mistaken price, and here the price was considered 

to be a material term of the contract of purchase between the parties.  

 

The matter of knowledge of the mistake is one which is significant to the smart contracting 

context. Indeed, Thorley IJ correctly differentiates Chwee Kin Keong from the present matter 

 
278 Chwee Kin Keong supra note 248. 
279 B2C2 supra note 249 para 188. 
280 Ibid.  
281 Chwee Kin Keong supra note 248. 
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as in the present case, there was no human intervention in the effecting of the disputed trades 

as they were executed by deterministic algorithm means.282 The learned judge goes on to draw 

a distinction between actual knowledge and constructive knowledge.283 The latter refers to a 

situation in which the contract enforcer ought to have been aware of the contract denier's error 

despite not having actual knowledge of it. A further issue identified is who must have had 

knowledge that a mistake was made by the other party. 

 

The learned judge was cautious when discussing these two concerns, only advancing the law 

as necessitated by the circumstances of the case in front of the court.284 In keeping with the 

position that, in effect, computers used for online trading purposes are mere machines 

executing the functions that they have been programmed to do, the court held that knowledge 

of the mistake must have been had by the programmer who caused it to function in the way it 

did; thus, consideration must be given to the programmer's knowledge and intent at the time 

the pertinent component of it was written.285 The error may have developed earlier but it must 

have existed at the time of the conclusion of the contract. Actual knowledge or constructive 

knowledge suffices for the nature of the knowledge held by the non-mistaken party of the 

mistake made by the mistaken party. When determining who made the error, it must be made 

by the user on whose behalf the computer program placed the order. 

 

Hence, the knowledge of the non-mistaken party to be considered was that of the programmer 

Zho had pUogUammed Whe µdeep pUice¶ WUiggeU on behalf of B2C2. The mistaken party, here, 

was the Counterparties. The mistake in issue was the alleged mistaken belief held by the 

Counterparties that they were placing orders with B2C2 at prices which accurately represented 

the true market price or did not differ considerably to it.286 This then raised question as to 

whether the programmer had knowledge as to this mistaken belief. 287 

 

Finding, on this issue, the court ruled that while a mistake as to a material term of the contract 

was made by the Counterparties, the programmer did not have knowledge as to the presence 

of this mistake.288 The court found that for the programmer to have actual knowledge that other 

 
282 B2C2 supra note 249 para 194.  
283 Ibid para 233. 
284 Ibid para 208.  
285 Ibid para 210.  
286 Ibid para 224.  
287 Ibid para 229.  
288 Ibid para 231.  
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traders believed that a trade would not be transacted at prices that deviated considerably from 

actual market prices, it would have been necessary for he himself to hold that belief. The 

programmer must have believed that trades would not be transacted at that price. However, in 

this instance, the programmer considered that it was unlikely, but he knew it was a possibility. 

Thus, the second requirement as to the application of the doctrine of unilateral mistake failed 

and QXoine¶V defence was dismissed.289  

 

(b) Quoine Pte Ltd v B2C2 Ltd290 - B2C2 Ltd v Quoine Pte Ltd Taken on Appeal 

 

Writing for the majority in the matter taken on appeal, Menon CJ continued to consider the 

matter of knowledge and framed the inquiry to be undertaken as, first, whether the programmer 

had constructive or real knowledge that the offer would only be accepted by a party acting 

under erroneous belief and, secondly, whether the programmer acted to benefit from the 

error.291 Where the parties to the transaction were unaware of the precise conditions on which 

the trading contracts would be entered into, how does the doctrine of unilateral mistake apply? 

The majority concurred with the court a quo's stance that any analysis as to the knowledge of 

a mistake must take into account the algorithm's programmer's state of mind at the time of 

programming. The mistake at hand ZaV WhaW of Whe coXnWeUpaUWieV¶ belief that they were buying 

ETH and BTC under contracts at prices which were fairly represented or did not materially 

depart from their respective fair market values. B2C2 contested this, asserting that the prices 

quoted and accepted for the disputed exchanges were accurate and that the software's 

programmer had not acted in any unconscionable manner when programming it.292  

 

In determining the nature of the mistake, Menon CJ advances that the mistake made was in the 

way the platform functioned due to QXoine¶V neglect in updating the operating system as 

required.293 In actuality, the deterministic algorithmic programs that were used had performed 

entirely as designed and programmed to.294 Menon CJ holds, instead, that there was not an 

error as to the terms on which the contracts could or would be performed.295 Instead, there was 

an error in the presumption upon which the buy orders were placed ± an incorrect belief held 

 
289 Ibid para 231.  
290 Quoine supra note 265.  
291 Ibid para 124.  
292 Ibid para 112.  
293 Ibid para 11.  
294 Ibid para 115.  
295 Ibid para 115.  
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by the Counterparties regarding how the platform would function.296 The CoXnWeUpaUWieV¶ true 

belief was that the platform would not fail; the Platform would function as intended or that 

there would be sufficient error identification and protection procedures to prohibit trade from 

continuing if the Platform's operations diverged from the expected state of affairs.297 Thus, the 

mistaken belief was a mistaken assumption as to the conditions under which the trade contracts 

would be finalized. 

 

Continuing on to consider nonetheless that the programmer, Mr Boonen, had actual or 

constructive knowledge of the mistaken belief held by the Counterparties, Menon CJ held that 

it was clear that he did not hold such knowledge and that he did not programme the trading 

software to profit from of any similar mistake as that held by the Counterparties:  

             

            ³Mr Boonen would have had to foresee a perfect storm of events that began with 

the problems with the Quoter Program and ended with the Disputed Trades 

being concluded at the deep price for him to have had, or be taken to have had, 

the«MiVWaken Belief.´298 

 

ThXV, QXoine¶V appeal on Whis issue was unsuccessful.  

 

(c) B2C2 Ltd v Quoine Pte Ltd Discussed  

 

As pointed out by Dhanoa, this matter illustrates the conflict that could develop when a function 

is carried out by a computer in accordance with an agreement's objective programming, but 

which is contrary to a party's subjective intention in a smart contract.299 Furthermore, it 

illustrates the instance of absence of human interaction in the performance and execution of 

the contract and provides insight as to who must hold knowledge of the mistake in such an 

environment. In assessing this, the court has provided direction by concluding that the mistake 

must be in existence at the time of or prior to the time at which the trades were made; it must 

be made by the party for whose purpose the computer functioned; and knowledge of the 

mistake must be actual or constructive on the part of the programmer. Peng distinguishes the 

 
296 Ibid para 115.  
297 Ibid para 115.  
298 Ibid para 126.  
299 Harsimar Dhanoa µMaking MiVWakeV ZiWh MachineV¶ (2020) 37 Santa Clara High Technology Law Journal 
at 100.  
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latter according to a wide and narrow approach in considering the question of how parties will 

gain awareness of the mistake after the contract has been entered into where such dealings have 

been entrusted to computers who do not have consciousness.300 The wide approach in this case 

would be to take into account what the parties to the contract were likely to have known and 

intended if they had met in a hypothetical scenario on Whe ³flooU of Whe e[change´ in order to 

engage in the contract.301 The narrow approach, contrastingly, rejects the wide approach as 

artificial and argues that the proper approach to be undertaken where deterministic 

programming is used, is to determine what the relevant program's writer was thinking when 

they wrote it.302 This is the very approach taken by the court.303 Loke commends the court for 

establishing the standard for relevant knowledge on the part of the non-mistaken party given 

the instance where there is a time lapse between the time of the contract and the last time a 

human agent's mind was engaged.304 Loke contends that the court's stance is consistent with 

the common law's subjective knowledge standard for unilateral mistake.305  

 

However, Dhanoa, argues that the court¶V anal\ViV incorrectly restricted itself is to the 

knowledge and intentions of the programmer, to the exclusion of B2C2 itself.306 As is posited 

by Dhanoa, the inquiry should also extend to what the programmer was instructed to do by the 

relevant contracting party.307  

 

Mistakes made in the course of contracting in the online environment is an area of law that is 

underdeveloped; even more so that which concerns smart contracts. The B2C2 case illustrates 

the complexity of the analysis which must be undertaken in the instance in which unilateral 

mistake is alleged in the context of smart contracting. Nonetheless, the approach of the courts 

in each instance demonstrates the flexibility of conventional legal principles to the disputes 

arising in the online environment. Furthermore, it provides useful insight for the development 

of a South African approach to instances in which mistake is alleged in smart contracting. 

Importantly, the case demonstrates that the facts must be accurately identified and 

 
300 Allen KiaW Peng Sng µConWUacW foUmaWion and miVWake in c\beUVpace (again): The story so far and where to 
ne[W?:'QXoine PWe LWd Y B2C2 LWd [2020] 2 SLR 20¶ (2021) 33 Singapore Academy of Law Journal at 712. 
301 Ibid at 713. 
302 Ibid at 713.  
303 Ibid at 714.  
304 Ale[andeU Loke µMiVWakeV in algoUiWhmic WUading of cU\pWocXUUencieV¶ (2020) 83 The Modern Law Review at 
1348.  
305 Ibid at 1352.  
306 Dhanoa op cit note 299 at 113.  
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characterised in order for existing legal principles to apply. This may be challenging for legal 

scholars when considering the complex technicalities of the matter. Such may necessitate an 

inter-disciplinary approach to resolving disputes, in that resort may be had to technical experts.  

 

4.2   Non-Performance and Smart Contracts  

 

The inflexible nature of smart contracts is one of its defining features. The immutability of the 

blockchain prevents the parties from modifying the smart contract to extract advantages from 

the contract to the disadvantage of counterparties.308 The blockchain guarantees and enables 

performance of the terms of the contract, thereby setting smart contracts apart from their 

traditional contract counterparts due to their capacity to eliminate the possibility of breach of 

contractual obligations. It is argued that breach is rendered impossible because performance of 

obligations is secured through automatic execution enabled by blockchain technology. It can 

be said, therefore, that the machinery of smart contracts adheres firmly to the principle of pacta 

sunt servanda as there is strict persistence of the primary obligation ± the parties are forced to 

honour their original agreement.  

 

Although smart contracts are intended to secure performance, there may be circumstances in 

which a party to the contract raises a valid excuse for their non-performance of contractual 

obligations. This section will therefore consider how smart contracts relate to the law of 

excuses for non-performance. Specifically, where non-performance of obligations has 

occurred, can smart contract accommodate existing legal rules, and can these legal rules be 

programmed into the smart contract itself?  

 

In determining whether an excuse may apply, the cause of non-performance must first be 

identified.309 This may be a simple enough assessment, as the cause may be part of the smart 

contract environment itself. For example, there may be an insufficient balance of 

cryptocurrency in the wallet of the debtor. In the case of non-delivery of a package, for 

 
308 JeUem\ M. SklaUoff µSmaUW ConWUacWV and Whe CoVW of Infle[ibiliW\¶ (2017) 166 University of 
Pennsylvania Law Review at 273.  
309 Eric Tjong Tjin Tai µChallengeV of SmaUW ConWUacWV: ImplemenWing E[cXVeV¶ in L. DiMatteo, M. Cannarsa, & 
C. Poncibò (eds) The Cambridge Handbook of Smart Contracts, Blockchain Technology and Digital Platforms, 
Cambridge Law Handbooks (2019) at 91. 
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example, detection of the cause of non-delivery may be ascertained by the courier who then 

performs the function of an oracle.310  

 

An oracle is an entity or communication channel that provides a facility to receive input signals 

from the outside world. Oracles provide the blockchain with information about off-chain 

events.311 This information is obtained from external data sources.312 When the parties to a 

smart contract chose to utilize an oracle, they not only choose that oracle specifically but also 

the data source which provides it with the specific information required.313 Thus, what is 

apparent is that trust in the oracle and the information which it signals to the blockchain is 

required.  

 

An oracle may take the form of sensors, a connection to a website or to the Internet at large.314 

Where digital assets are concerned, an oracle may be the signal from a self-driving car that 

registers if it has been involved in an accident.315 An oracle may also be connected to a human 

individual, which would then function as a trusted third party (TTP).316 For example, in the 

scenario of a delivery of a package, the courier who signals delivery thereof is the oracle as the 

signal of delivery provides information for the smart contract system about the off-chain state 

of affairs.317 An oracle may also offer more expert services, by assessing the quality of goods 

or possible damage to them, or by performing a more evaluative role in the execution of 

performance by providing expert evaluation ± known within this realm as surveyors or 

conformity assessment tools.318 Where judgement is provided on the evaluation, the oracle 

functions as an arbitrator or judge.319 In the future, Artificial Intelligence or advanced 

algorithms may play such a role.320 Thus, the smart contract may outsource specific judgements 

 
310 Ibid at 91. 
311 Eli]a Mik µSmaUW conWUacWV: WeUminolog\, Wechnical limiWaWionV and Ueal ZoUld comple[iW\¶ (2017) 9 Law, 
Innovation and Technology at 296.  
312 Ibid.  
313 Ibid.  
314 Tai op cit note 309 at 83.  
315 Ibid.  
316 Ibid.  
317 Ibid at 83 ± 84.  
318 Ibid., p. 84.  
319 Ibid. Stazi also hypothesizes the inclusion of reference to a legal oracle in the smart contract code; an oracle 
who would externally verify the content of the smart code and/or its performances according to any law or 
regulation which may find possible application. This verification would take place before automatic execution 
so as to invalidate the need for subsequent termination or cancellation of the contract and any complexities that 
may arise therewith. See Stazi op cit note 182 at 138.  
320 Ibid.  
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that may difficult or impossible to program into its code and ultimately add to its process of 

fairness.   

 

 As in the courier example, non-delivery may be the cause of non-performance. Tai postulates 

that different causes may be relevant to a smart contract depending on the nature of the smart 

contract involved, as a contract of sale, for example, is different to a credit contract.321 Best 

practices may develop on this issue over time.   

 

Non-accountability for non-performance is generally assumed in situations of overpowering 

circumstances and are commonly termed force majeure. A force majeure clause may stipulate 

which impediments may be considered as a valid excuse. These clauses are useful in practice 

as parties may agree beforehand on contractual risks to be undertaken in the event of non-

performance.322 In the case of smart contracts, a general exception of force majeure ± if invoked 

by the debtor ± may require the calling of an expert oracle, which may be an outside expert or 

adjudicator and going through online dispute resolution ± an alternative dispute resolution.323 

However, this route goes against the automatic and final execution that smart contracts afford 

and may be a disadvantage to the parties.324  

 

For causes that fall outside of the force majeure clause, it may be an accepted position that the 

assumption of risk for such causes fall on the part of the debtor. Nonetheless, complications 

still arise. In determining the relevant cause, complex legal analysis may be required in order 

to determine the relevant causes that constitute excuse. Furthermore, notification of non-

performance which may take place where a party has failed to perform is difficult to do in the 

smart contracting context as it is difficult to communicate between parties to discuss the cause 

of non-performance in a predictable rule-based manner as through smart contracts.325 

Therefore, in so far as smart contracts are concerned, force majeure clauses may either have 

default rules that circumscribes a list of circumstances that can be determined as force majeure 

where causality is presumed, or it may refer more generally to the use of an expert oracle.326 If 

 
321 Ibid at 92.  
322 Ibid at 86.  
323 Ibid at 92. 
324 Ibid.  
325 Ibid at 93.  
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invoked, force majeure may be considered as an excuse and the contract may be terminated. If, 

however, it is invoked unsuccessfully, a remedy for non-performance may be awarded.  

 

Impossibility and illegality as excuses may also pertain to smart contract and excuses for non-

performance. Impossibility may be analysed similarly to force majeure; however, it goes to a 

specific kind of impediment ± a cause that forms an impediment that cannot be overcome.327 

An impossibility may require resort to an expert oracle.328  

 

Assessing illegality may entail a complex analysis.329 Regard to the regulatory environment 

must be had. T his may include an analysis that crosses the jurisdictional bounds of regulatory 

concerns around cryptocurrencies, digital assets, and blockchain governance.330 As has been 

outlined in chapter three of this discussion, one of the elements of a valid contract is legality. 

In general, an illegal contract is either considered as void and unenforceable or valid but 

unenforceable dependent on the extent to which the public deems the contract unacceptable.331 

Under South African law, regard is to be had to the common law and statute in order to 

determine whether the enforcement of the contract would be contrary to the public interest or 

statutory provisions.332 The unenforceability of contracts which are inimical to public policy 

finds confirmation in the seminal case of Sasfin (Pty) Ltd v Beukus333 where the court held that:  

 

³The inWeUeVWV of Whe commXnity or the public are therefore of paramount importance in relation 

to the concept of public policy. Agreements which are clearly inimical to the interests of the 

community, whether they are contrary to law or morality, or run counter to social or economic 

e[pedience, Zill accoUdingl\, on Whe gUoXndV of pXblic polic\, noW be enfoUced.´334 

 

Public prohibition may require expert legal analysis and not mere resort to a factual 

determination of causes. Regard may have to be had, again, to an expert oracle in these 

circumstances.335  

 
327 Ibid.  
328 Ibid at 94 ± 95.  
329 Ibid at 95.  
330 Ibid.  
331 TomaV Flo\d µLegaliW\¶ in Dale HXWchiVon and ChUiV-James Pretorius (eds) The law of contract in South 
Africa 2 ed (2017) at 175-176. 
332 Ibid at176. 
333 Sasfin (Pty) Ltd v Beukus 1989 1 All SA 347 (A) para 9.  
334 Ibid. 
335 Tai op cit note 309 at 95.  
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Another concern is that of breach by the other party and anticipatory breach.336 As has been 

discussed above, a major advantage of smart contracts is the certainty of performance which 

they are able to provide.  Yet there may be instances in which performance by the other party 

is due and the party has breached their obligation by not performing, or there is a reasonable 

expectation that the other party is not going to perform ± thereby, the occurrence of anticipatory 

breach. It may then be well-suited for a smart contract to automatically determine when it 

should not perform when the counter-performance is lacking.337 This may require pre-

programming the situations under which performance may proceed and when it should be 

withheld.338 Ultimately, it is the philosophy of smart contracts to accept that it is incumbent 

upon the parties to ensure that the conditions of the contract are sufficiently well-elaborated to 

match the intentions of the parties.339  

 

4.3 Remedies for Breach and Smart Contracts 

 

Poncibò and DiMatteo advance that the self-enforcing capabilities of smart contracts do not 

prevent such self-enforcement from being subjected to post hoc judicial review.340 This may 

be in the instance in which self-enforcement may be characterised as a breach of contract due 

to performance of obligations not being as expected or as intended by the parties.341 For 

example, negligent coding or updating of smart contracts could lead to actions on the basis of 

misrepresentation or fraud.342 Ex contractu legal remedies may arise in circumstances in which 

such self-enforcement may be deemed as breach. This demonstrates the prevailing ex post 

perspective of contract law in its highlighting of the continuing significance of contract law 

remedies.  

 

 
336 Ibid at 96.  
337 Ibid at 97.  
338 Ibid. 
339 Ibid.  
340 C Poncibò & L DiMatteo µSmaUW ConWUacWV: ConWUacWXal and NonconWUacWXal RemedieV¶ in L. DiMatteo, M. 
Cannarsa, & C. Poncibò (eds), The Cambridge Handbook of Smart Contracts, Blockchain Technology and 
Digital Platforms, Cambridge Law Handbooks (2019) at 121.  
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Indeed, smart contracts fulfil the need for self-help in the contracting context, as they provide 

a remedy for non-performance by making enforcement of the contractual terms unavoidable.343 

Furthermore, smart contracts fulfil the usage of contract law as a commitment mechanism as 

the parties assume voluntary liability for future non-performance.344 Smart contracts facilitate 

reliance on the contract through the ability to opt into foreseeable future results.345 Smart 

contracts do not, however, remedy grievances in the manner that traditional contract law 

principles intend to do.346  

 

Considering circumstances in which the grievances of complaining parties amounts to breach 

of the smart contract, the authors Werbach and Cornell argue that claims for restitution will 

become more prevalent:   

 

³an acWion foU UeVWiWXWion iV YeU\ diffeUenW Whan an acWion foU bUeach of conWUacW. AW a minimXm, 

the roles of the parties are reversed. In an action for breach, the nonperforming party seeks to 

enforce a transaction; whereas, in an action for restitution, the performing party seeks to reverse 

Whe WUanVacWion.´347 

 

Reflecting on the above with reference to South African law of contract, a party claiming 

restitution does so on the basis of cancellation of the contract.348 Where breach of a contract 

has occurred, the innocent party may elect to cancel the contract but will only be entitled to do 

so in exceptional circumstances ± the breach must be material or sufficiently serious so as to 

warrant termination of the contract.349 Materiality is determined with reference to the 

circumstances of the matter and the nature of the breach at hand.350 Cancellation impacts the 

legal consequences of a contract; in that it extinguishes or undoes the obligations that arise 

from it.351 Where contractual obligations have not yet been fulfilled or performed, cancellation 

renders the obligations unenforceable.352 If obligations have been discharged, there is a duty 

 
343 KeYin WeUbach and NicolaV CoUnell µConWUacWV e[ machina¶ (2017) 67 Duke Law Journal at 346.  
344 Ibid at 360.  
345 Ibid at 360. 
346 Ibid at 363.  
347 Ibid at 376. 
348 Van Huyssteen et al op cit note 193 at 441.  
349 Sieg EiVelen µRemedieV foU BUeach¶ in Dale Hutchison and Chris-James Pretorius (eds) The law of contract 
in South Africa 2 ed (2017) at 324-325. 
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351 L. F. Van Huyssteen Contract: General Principles 6 ed (2020) at 453. 
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on the parties to restore performances received, per restitution.353 Hence, with reference to the 

argument presented by Werbach and Cornell, in so far as South African law is concerned, 

restitution cannot be treated as being wholly separate from an action for breach of contract. 

This is so as the party seeking restitution and rescission of the contract must necessarily rely 

on cancellation thereof, and this in turn relies on the existence of sufficient breach. What can 

rather be said that for present purposes, an action for unjustified enrichment is different from 

an action for breach of contract. An enrichment claim will be awarded where the contract is 

void ab initio, whereas breach of a contract requires the contract itself to have a valid 

foundation.354  

 

Considering this in application to smart contracts, for the smart contract to be cancelled and 

restitution awarded, its breach must be sufficiently material. It is of the view of this author that 

the smart contract should adopt a lex commissoria, or cancellation clause, that would serve the 

purpose of outlining the specific instances of breach that would allow a party to cancel the 

contract. If the smart contract is void, an enrichment claim may be awarded. This may pose a 

challenge to our understanding of a void contract, as although the smart contract may be 

deemed void and of no legal effect, it will still exist on the blockchain. A subsequent transaction 

would need to take place in order to effect an enrichment claim.  

 

Turning to the remedy of specific performance, such may likely only be obtained through a 

court order.355 For example, a smart contract effects the transfer of an asset; however, the sale 

is later invalidated due to fraud or incapacity or illegality and so on.356 On the blockchain, the 

asset remains as reflected ± it is the property of the transferee; however, in reality, the law takes 

the position that the title to the property is still held by the transferor.357 The only way to remedy 

this diverged ownership dilemma is for the court to order specific performance compelling the 

transferee to reconvey ownership of the asset through the blockchain.358   

 

 
353 Ibid at 454.  
354 See Kudu Granite Operations (Pty) Ltd v. Caterna Ltd 2003 5 SA 193 (SCA) para 15 for justification for this 
argument.  
355 Poncibò & DiMatteo op cit note 340 at 121.  
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Eyup notes, however, that the insistence of specific performance of a contractual obligation 

may be practically and economically inefficient where smart contracts are utilised.359 Eyup 

proposes that smart contract developers structure the smart contract so as to allow for 

incorporation of liquidated damages as a form of compensation.360 A liquidated damages clause 

may be coded into the smart contract in a structure which would allow for the parties to choose 

between the payment of liquidated damages and specific performance.361 A trigger may be 

inserted into the smart contract code and an oracle could feed data into the smart contract to 

determine whether a condition has been fulfilled which may allow for the payment of liquidated 

damages or the choice between such damages and specific performance to fulfil the 

obligation.362 Such a discretion would introduce flexibility into the otherwise inflexible nature 

of smart contracts in so far as breach is concerned.  

 

The inflexibility of smart contracts deprives parties from being able to adjust in response to 

changed circumstances. This was revealed in the 2016 hack of the Decentralized Autonomous 

Organisation (DAO).363 The DAO was a crowdfunding vehicle that operated on Ethereum and 

was developed with the aim to conduct corporate governance and operations automatically 

through smart contracts.364 Users of the DAO contributed Ethereum (the cryptocurrency used 

by Ethereum) in exchange for voting tokens that allowed them to choose which projects to 

fund. Organizations seeking funding would sign up through a different interface and obtain 

Ether if they received adequate user votes. The DAO raised over $150 million worth of Ether 

over the course of the few weeks after its launch.365 The smart contract on the Ethereum 

blockchain operated as the controlling legal authority of the DAO. Within a few weeks, a 

hacker was able to exploit a flaw in the code of the smart contract and extract more than $50 

million worth of Ether from the DAO.366 The hack was effected through a sequence of smart 

contracts that were technically acceptable according to the rules of the DAO; thus, while clearly 

an attempt at theft, the transactions were technically legitimate within the logic of the smart 

contract system. Therefore, were a court to order the stolen funds restored, no one could 

implement that order, nor was there a technical mechanism to recover the funds without 

 
359 K. U. N E\Xp µIV InViVWing on Specific PeUfoUmance XndeU SmaUW ConWUacWV DeViUable? Infle[ibiliWieV of SmaUW 
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360 Ibid at 167.  
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jeopardising the integrity of the system. The Ethereum Foundation took the decision to 

intervene on the behalf of the DAO investors and ultimately convinced most of the users to 

follow with its decision. A µhaUd fork¶ in the Ethereum protocol was created that split the 

Ethereum blockchain into two incompatible parts, thereby killing off the DAO and allowing 

for the stolen tokens to be restored and the diverted funds returned.367 

 

The DAO hack and the remedy employed by the Ethereum Foundation is an extreme example 

of alternative technical solutions that need to be applied due to the inflexible nature of smart 

contracts. Another technical solution discussed by Stazi is the self-destruction function of the 

smart contract.368 This function allows for the contracting parties to eliminate the contract.369 

Smart contracts written in the programming language of Solidity on the Ethereum Blockchain 

are capable of this function, which effectively eradicates the smart contract code from the 

Blockchain.370 Such a remedy could be deemed as excessive in specific circumstances, but may 

be necessary where, for example, an illegal obligation is set to be self-executed yet the code of 

the smart contract does not include a withdrawal or cancellation mechanism.371 This presents 

the need to develop ³techno-legal VolXWionV´, as termed and explained by Stazi as being 

³VolXWionV Zhich aUe« baVed on Wechnological appUoacheV and«[Zhich]« alloZ compliance 

ZiWh Whe conWUacWXal UegXlaWion´ and an\ UemedieV Zhich ma\ find applicaWion.372 This position 

highlights the prevailing need for contract law principles to police smart contract clauses, as 

they remain subject to doctrines around cancellation, mistake, fraud, and so on.  
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V. CONCLUSION  

 

The objective of this dissertation was to determine the extent to which modern South African 

contract law is able to facilitate the recognition and enforcement of smart contracts. The 

approach undertaken to address this objective was one of a doctrinal research methodology 

which employed the use of primary sources and secondary sources in order to produce a 

finding. In answering the primary research question, the research anticipated the possibility of 

the existence of lacunae and conflict in the application of existing legal principles to smart 

contracts. The purpose of this chapter is to provide a summary of the findings on this matter 

and to postulate possible recommendations where such may find applicability.  

 

5.1 Findings and Recommendations 

 

Chapter two of this research provided a general understanding of what a smart contract is, how 

it functions, and the primary characteristics which distinguish it from traditional contracts. 

While highlighting that a plethora of definitions for smart contracts have been supplied by 

numerous authors, it nonetheless sought to provide a coherent understanding of smart contracts 

and their structure. This was achieved and a preliminary definition for a smart contract was 

supplied: a smart contract is an agreement between two or more parties that is coded 

according to predefined parameters, and which will execute on a subject matter when triggered 

by the processing of events and/or data on the blockchain database.  

 

Having collated a baseline definition and understanding of smart contracts, chapter three 

progressed to the deliberation of whether traditional contract law principles allow for the legal 

recognition contracts formed and concluded via smart contracts. In answering this, regard was 

had to the common law rules around contractual validity as well as statutory requirements for 

electronic transactions. The ECTA found applicability here. It was found that for that for the 

ECTA to apply to smart contracts, and thus validate transactions concluded by means of smart 

contracts, smart contracts would have to meet the definition of an electronic agent under the 

ECTA. The chapter finds that a broad reading of the ECTA would allow for such application; 

however, the ECTA does not speak to the range of autonomous capacity which software is 

capable of holding ± a key facet of smart contracts. It is herewith submitted that the ECTA be 

revised to include such reference so as to allow for smart contracts to be governed under it. 

Such revision could be comparable to the approaches taken by external jurisdictions, as 
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discussed subsection 3.4. This author is careful to note that where such revision is sought to 

take place, there must be a great regard to specificity around the description, nature, and 

functions of smart contracts so as to provide greater legal certainty. This chapter also 

considered specific matters relating to smart contract formation and provided several 

recommendations for revision and interpretation of the ECTA. First, it was posited that the 

WeUmV µoUiginaWoU¶ and µaddUeVVee¶ be inWeUpUeWed oU UeYiVed Vo aV Wo inclXde UefeUence Wo an 

electronic agent and not solely a human user. This would allow for the gap between Section 20 

and Section 23 read with Section 26 to be bridged and for it to be abundantly clear and certain 

that an electronic agent, and hence a smart contract, may validly transmit data messages 

conveying acceptance of the contract, and thus conclude it. Secondly, the chapter posited that 

where statute or the common law necessitates those specific contracts be signed in wet ink, the 

parties to the smart contract should have an off-chain contract that allows for the parties to affix 

their signatures in the required manner. Although this may hinder the efficiency of the smart 

contract, it will nonetheless bring about legal validity and certainty in the smart contracting 

process. Ultimately, this chapter found that conventional legal principles around offer and 

acceptance, capacity, certainty of terms and certainty of object will continue to facilitate smart 

contracts and find application thereto.  

 

Chapter four considered the application of traditional legal principles to instances of mistake, 

non-performance, and remedies for breach. First, on the issue of mistake, regard was had to the 

Singaporean court and its recent rulings on mistakes made in the context of the smart contract. 

The discussion found that although the law around mistakes made in the online environment is 

underdeveloped, the decisions arising from the court are nonetheless useful for South African 

legal purposes as it provides a formulation for the test for who must hold knowledge of the 

mistake and when the relevant mistake must have been made. This is significant for our 

understanding of mistake and smart contracts, as it addresses the instance in which there was a 

gap between the time of Whe conWUacW and Whe laVW occaVion a hXman acWoU¶V mind ZaV engaged 

with its formation, conclusion, and performance. It provides that mistake must be made by the 

user on whose behalf the smart contract acted, the mistake must have been in existence at the 

time of conclusion of the contract or sometime before, and the non-mistaken party must have 

had actual or constructive knowledge of the mistake of the mistaken party. Secondly, non-

performance and excuses for non-performance was discussed, along with the role of oracles in 

determining the existence of excuses. It was found that excuses may be programmed into the 

smart contract; thus, allowing for the continued application of traditional legal principles. 
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Lastly, the chapter considered possible remedies for breach. It was found that, ultimately, 

techno-legal solutions need to be developed and applied, as traditional understandings of 

rescission, restitution, and unjustified enrichment where the contract is void ab initio may be 

difficult to program into the code of the smart contract.  

 

In summation, and remaining mindful of the complexities of the discussion, it can be said that 

South African contract law is able to facilitate valid recognition of smart contracts to a partial 

extent. The foundation for such facilitation exists; however, as has been outlined, statute ought 

to be revised or interpreted in such a way as to facilitate such application. Furthermore, our 

conventional understanding of remedies is, indeed, challenged by the employment of techno-

logical solutions. Nevertheless, the employment thereof would allow for traditional legal 

principles to persist in conjunction with more technical solutions that suit the smart contract 

environment.  
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