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Abstract

In South Africa one of the top cybersecurity threats is phishing. Furthermore, employees’
responses to phishing emails can either bolster or weaken an organisation’s cyber security. It is
estimated that more than 90% of data breaches are due to successful phishing attacks. They
bring the maximum benefits with little to no cost for cyber attackers. Hence, this study aims to
explain the factors that influence cybersecurity protective behaviour against phishing in South
African organisations. A quantitative method was used, and data were collected online through
a questionnaire survey. One hundred and twenty respondents from South African organisations
participated. The partial least squares-structural equation modelling platform provided in
SmartPLS-4 was used to model the data. SmartPLS was used to calculate and analyse reliability,
convergent and discriminant validity, path coefficients, and significance of relationships.
Factors that were identified as influencing cybersecurity protective behaviour against phishing
were remote working, cybersecurity awareness, perceived user self-efficacy, facilitating
conditions, perceived vulnerability, perceived severity, response efficacy, response costs, and

government cyber laws enforcement.
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1. Introduction

1.1 Contextual Background

Although investments in information technology have notable economic and financial benefits,
cybersecurity remains a challenge to many organisations (Kabanda et al., 2018). Furthermore,
as information technology advances so does the cybersecurity management challenge (Scott &
Kyobe, 2021). The goal of cybersecurity in information technology management within
organisations is to preserve the confidentiality, integrity, and availability of information, but
often these goals are not achieved (Stratton et al., 2017; Dremliuga et al., 2021). Confidentiality
means information should be accessed only by authorised users while integrity means that
information should be complete, reliable, and unchanged (Bispham et al., 2021). Availability
means that information should be accessible timeously when needed by authorised users
(Bispham et al., 2021). Cybersecurity management enables organisations to manage
cybersecurity risks as part of business risks and to limit them to acceptable levels in line with

the organisation's risk appetite (Kwak et al., 2020).

The global spread of internet access has increased organisations’ reliance on information
technologies, resulting in a slew of new cybersecurity vulnerabilities (Calderaro & Craig, 2020;
Berlilana et al., 2021). This was exacerbated by the COVID-19 pandemic as many employees
had to work remotely (Khan et al., 2020). Cybersecurity vulnerabilities include exposure to
phishing, ransomware, distributed denial of service (DDOS), and supply chain attacks. These
vulnerabilities may be related to outdated or legacy systems, security misconfigurations, and
third-party risks (outsourced information systems services), but there are many other sources
of systemic weaknesses. South Africa has not been spared from cyberattacks. Notable South
African organisations that have been successfully attacked include Transnet (where the attack
brought its operations to a weeklong halt), the Life Healthcare Group, the Department of Justice
and Constitutional Development (DOJCD), and TransUnion South Africa (Pieterse, 2021;
South African Banking Risk Information Centre, 2023).

Kara and Aydos (2022) suggest that cybersecurity risks to information systems keep increasing
despite efforts by organisations that have implemented cybersecurity solutions. Examples of

cybersecurity solutions are next-generation firewalls, next-generation antivirus software (AV),
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data loss prevention (DLP), endpoint detection and response (EDR), database activity

monitoring (DAM) systems, intrusion detection, and intrusion prevention systems.

A contrasting perspective is that, although cybersecurity threats are a nuisance to management,
in many countries they may not pose a major threat to national interests (Kenneth, 2017). Also,
according to cyber threat inflation theory, cybersecurity threats may be exaggerated by
cybersecurity vendors to gain a profit (Kenneth, 2017). Nevertheless, cybersecurity breaches

have been projected to cost the world more than $10 trillion by 2025 (Buckley at al., 2023).

According to the World Economic Forum (WEF) report, cybersecurity failure is ranked the
ninth top risk by likelihood (WEF, 2021). In 2017 WEF identified that data fraud or theft ranked
by likelihood as a top fifth risk; cyberattacks and data fraud were third and fourth in 2018; and
data fraud and cyberattacks were fourth and fifth in 2019 (WEF, 2021). The report of McLennan
and Group (2022) ranked cybersecurity failures as seventh in the ranking of top risks that
worsened during the COVID-19 pandemic whilst ransomware increased by 435%. During and
after the pandemic, the working arrangements of many organisations changed from working
from office to working from home or remote working (Khan et al., 2020). Some companies
adopted a hybrid work approach, meaning employees could work both from office and remotely
(Klein, 2021).

Having conducted a survey Mimecast reported 2021 as the worst year recorded for
cybersecurity (State & Security, 2022). Furthermore, Mimecast found that the incidents of
email cyberattacks increased more rapidly than before the COVID-19 pandemic. This may be
due to employees working from home, as organisations depend on information technology as a
business enabler for the new norm of remote working (Khan et al., 2020). Furthermore, cyber
attackers identified the COVID-19 pandemic as an opportunity for financial gain (Khan et al.,
2020).

A respected community of cybersecurity researchers identified cybersecurity management
issues like phishing, as dominant, especially during and after the COVID-19 pandemic (APWG,
2021; Baral & Arachchilage, 2019; Leet, 2020; McLennan & Group, 2022; State & Security,
2022; Us, 2018). Also, according to Us (2018), phishing remains the most frequently used tool

in cyber-attacks and the predominant initiator in cybersecurity breaches across the globe.
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Phishing is popular amongst cybercriminals because of its effectiveness (Microsoft-Protect

Yourself from Phishing, n.d.).

Employees’ responses to phishing emails can either bolster or weaken organisations' cyber
security (Buckley et al., 2023). It was through phishing that the Bangladesh bank was defrauded
of $81 million from the Society for Worldwide Interbank Financial Telecommunication
(SWIFT) network (SWIFT, 2019). Cyber attackers also attempted to steal $1 billion from
financial organisations across the world and during this attack, the Bangladesh Bank became a
victim (CISA, 2020). In South Africa, one of the top cybersecurity threats is phishing (Interpol,
2021). The South African Banking Risk Information Centre (2021) report of annual crime
statistics emphasized that digital banking fraud was driven mainly by social engineering

including phishing.

Cybersecurity protective behaviours are the intersections between humans and the environment
in which they operate and can help minimise or maximise cybersecurity risks (Almansoori et
al., 2023; Hong et al., 2021; Mou et al., 2023). Cybersecurity protective behaviours can assist
in securing information and are regarded as positive cybersecurity behaviours (Almansoori et
al., 2023). Lack of cybersecurity protective behaviours, regarded as negative cybersecurity
behaviours is the type of behaviour that may result in the success of cybersecurity attacks
(Almansoori et al., 2023; Mou et al., 2023).

1.2 Problem Statement

According to research, South Africa is one of the countries most frequently targeted by
cyberattacks such as phishing (Kritzinger at al., 2023; Pieterse, 2021; Wannenburg et al., 2023).
However, there are not many peer-reviewed publications that analyse cyber-attacks, such as
phishing, that occur in South Africa (Pieterse, 2021). Jansen and van Schaik (2019)
acknowledged this gap in studying cybersecurity protective behaviour improvements against
phishing, but in that study, the technological, organisational, and environmental contexts were
not considered. In addition, earlier studies have considered variables such as remote working,
which have recently become more common, as influencing cybersecurity protective behaviour
against phishing (Khan et al., 2020). It is estimated that 90% of data breaches are linked to
successful phishing attacks (Interpol, 2023).
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During the pandemic and afterwards, phishing remained the most frequent type of cyber-attack
(Al-Qahtani & Cresci, 2022). Phishing-related cybercrime incidents increased by 220% during
the period 2019 to 2020 (Kumar et al., 2022). South African organisations face a problem of
increasing phishing attacks and many of them do not appear to have acceptable cybersecurity

and cyber resilience postures (Interpol, 2021).

The results of this study are expected to explain the factors influencing cybersecurity protective
behaviour against phishing in South African organisations post-COVID-19 lockdowns. There
iIs now a new way of work (remote work and hybrid work) which may warrant a change from
the old ways of work as they relate to cybersecurity. Furthermore, besides individual
perceptions of phishing avoidance, there may be additional factors related to technology, the
organisation, and the environment in which an organisation operates, that may influence

cybersecurity protective behaviour against phishing.

1.3 Context of Study

According to Malwarebytes (2019, 2023), the problem of phishing impacts all societies and
organisations negatively and reduces trust in information technologies. African organisations
are regarded as particularly attractive for cyber attackers and phishing is one of the
cybersecurity issues faced by those organisations (KPMG, 2022). The African Cyber Threat
Assessment report highlighted that more than 90% of African businesses run their operations
without proper cybersecurity protective controls and this has the potential to threaten business
continuity (Interpol, 2021). In contrast, developed countries have more reliable information and
communication technology (ICT) infrastructures than developing economies like South Africa
(Matli, 2022). Therefore, organisational cybersecurity protective measures in South African
organisations may not be as cyber resilient as in the developed economies. According to KPMG
(2022), the top cybersecurity threat in the Southern African region is business email

compromise and phishing is a part of business email compromise.

Mcanyana et al. (2020) are of the view that the South African national government has poor
cybercrime legislation due to implementation challenges or lack of enforcement of legislation.
Similarly, Dlamini and Mbambo (2019) report that the South African government struggles to
implement cybersecurity-related laws effectively. This is a concern for South African

organisations and possibly discourages cybersecurity protective behaviour against phishing by
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employees. South Africa has its own unique set of national challenges including a scheduled
load-shedding policy that has threatened business continuity for many organisations. Remote
working employees may have little or no control over power outages that affect the availability
of the ICT infrastructure and as noted earlier, availability is important for cybersecurity (Mathi,
2022).

Nonetheless, the proposition is that there are factors that can influence cybersecurity protective
behaviour against phishing in workplaces for South African organisations post-COVID-19
lockdowns. This proposition is in line with the work done by Jansen and van Schaik (2019). It
is worth noting that, according to the Internet Crime report (2021), South Africa ranked fifth
out of the top twenty international cybercrime victims. Furthermore, South African
organisations suffer significant financial losses caused by phishing, with the public sector the
most seriously affected (Butler & Butler, 2020; Pieterse, 2021). South Africa is estimated to
have lost up to R2.2 billion rands due to cybersecurity incidents of which phishing may be a
significant part (Mzekandaba, 2023).

1.4 Research objective and question

The primary objective in this category of research is:

e To explain the factors that influence cybersecurity protective behaviour against phishing

in South African organisations.
The research question is:

e What factors influence cybersecurity protective behaviour against phishing in South

African organisations?

1.5 Research Value

This research is anticipated to contribute to the cybersecurity body of knowledge. Cybersecurity
practitioners, management, academics, and heads of organisations may benefit by gaining
insights as to how to strengthen their cybersecurity capabilities. Remote workers may be
sensitised through this study regarding the threats posed by phishing. This study will discuss

phishing due to its predominance in cybercrime and ultimately cybersecurity.
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1.6 Research Overview

This study is organised as follows. Section 2 starts with a review of the academic literature
using recent work from cybersecurity researchers. The scope covered included the definition
and understanding of phishing, the types of phishing, the evolution of phishing, and the
characteristics of phishing. Section 2 continues with a discussion of the three theories that are
relevant to cybersecurity protective behaviour against phishing, namely, the Protection
Motivation Theory (PMT), the Theory of Planned behaviour (TPB), and the Technology-
Organisation-Environment (TOE) framework. The hypotheses were formulated, and the
research model (conceptual framework) emerged from the academic literature review, while
Section 3 describes the research methodology and design. Section 4 presents the data analysis,
and Section 5 reports the findings and a discussion of those findings to the literature,

acknowledges research limitations, and proposes future research.
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2 Literature Review

2.1 Introduction

This chapter begins with the definition and understanding of phishing. Furthermore, the chapter
discusses the theoretical background that was used by researchers for the cybersecurity
protective behaviour against phishing. Afterwards, literature was reviewed on factors that

influence cybersecurity protective behaviour against phishing.

2.2 Defining and understanding phishing

Phishing is an attempt by cyber attackers to fraudulently access end-users sensitive information

(Qabajeh et al., 2018). Similarly, phishing has been described as a deceptive tactic that makes
use of a technical capability and manipulates people’s trust (emotions) or psychology to
persuade them to provide sensitive information needed for the execution of criminal activities
(Sun et al., 2016). The definitions by Qabajeh et al. (2018) and Sun et al. (2016) complement
each other, but this study will use the definition by Sun et al. (2016) as it is comprehensive.
Phishing is, therefore, primarily centred around people and their emotions and cannot solely be
countered by technological measures (Butler & Butler, 2018).

The sensitive information which cyber attackers want to access through phishing may include
but is not limited to, personally identifiable information (PII) such as end-users identity
document (ID) numbers, names, dates of birth, passwords, and photos (Baral & Arachchilage,
2019). In addition, according to the South African Protection of Personal Information Act 4 of
2013, personally identifiable information includes race, gender, sex, and medical information
(Parliament of the Republic of South Africa, 2023). Also, financial information, such as account
numbers, personal identification numbers (PINs), payslips, and credit scores is usually
sensitive. In the organisational context, sensitive information includes trade secrets and
company strategies as these provide companies with a competitive edge in the industry in which
they operate. The South African Fraud Prevention Service (2023) provides a platform for

reporting identity theft-related incidents to combat identity fraud.

Havelbeenpwned website reported in 2023 that data obtained from cyber-attacks is
subsequently placed on the dark web and is, therefore, available to be used in phishing attacks.
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This includes email addresses, IP (internet protocol) addresses, usernames, gender, geographic
locations, and passwords. One notable case from the South African context was the Experian
data breach, which exposed email addresses, employers, government-issued IDs (identifiers),
names, occupations, and phone numbers (Havelbeenpwned, 2023).

2.2.1 Variations of phishing

There are several forms of phishing, such as spear phishing, whaling, pharming, smshing, and
vishing (APWG, 2021; Sun et al., 2016). Spear phishing targets a specific user and appears to
be from a legitimate source (Kwak et al., 2020). Whaling is aimed at high-ranking officials in
organisations (such as corporate executives or senior management) or senior government
officials (such as ministers, and members of parliament) (Qabajeh et al., 2018). Smshing,
widely used in digital banking fraud, uses short message services (SMS) while vishing is
initiated using a phone call and is often called voice phishing (South African Banking Risk
Information Centre, 2021). In pharming users are misdirected to a false website when entering
a website name on a browser (Google Chrome, Microsoft Edge, Firefox, and many others) (Sun
et al., 2016).

Recently, phishing has started to make use of artificial intelligence-generated deep fake videos
to deceive unsuspecting users, as it may not be easy to distinguish real videos from fake ones
(Fei etal., 2021). However, in all cases of phishing the objective remains to fraudulently access

users’ sensitive information for financial gain.

2.2.2 Evolution of phishing

New phishing strategies are created every day as a result of information technology
advancements and the growing use of internet-enabled gadgets; this is likely to continue (Baral
& Arachchilage, 2019, Kabanda et al., 2018; Leet, 2020). The Internet Crime Report (2020)
identified phishing as a leading strategy used by cyber attackers leading to cybersecurity
breaches and cybercrime in general. The Anti Phishing Working Group (2021) also identified
phishing as a major threat to cybersecurity. Most cybercriminals use phishing as a springboard

for the execution of unauthorised activities such as ransomware, identity theft and data fraud.

Mimecast, the global leader in email security solutions, reported that three out of four

companies receive email-based threats whilst 96% of companies have been the target of email-
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related phishing attempts (State & Security, 2022). Mimecast does not anticipate a reduction in
phishing attacks and sees it as mutating. Furthermore, the COVID-19 pandemic provided
cybercriminals with an exploitable topic (COVID-related news and statistics) that rendered
COVID-19-themed phishing a persistent threat (Akdemir & Yenal, 2021; Rameem Zahra et al.,
2021). Before the COVID-19 pandemic, other non-COVID themes were exploitable and this
may remain post the COVID-19 pandemic (Abroshan et al., 2021).

Cyber attackers can use artificial intelligence and machine learning to launch phishing attacks.
Deep fakes, developed through artificial intelligence and machine learning, have introduced a
major threat in curbing cybersecurity attacks (Mustak et al., 2023; Mirsky et al., 2023). Deep
fakes involve media information that has been digitally altered, including but not limited to
videos, sound, and images (Mustak et al., 2023; Mirsky et al., 2023). Several examples of deep
fake voice phishing exist. A high-ranking business executive of a company was tricked through
voice phishing to transfer money to an attacker’s account (Mustak et al., 2023; Mirsky et al.,
2023). Similarly, in what cybersecurity practitioners called an uncommon instance of artificial
intelligence being employed in hacking, cybercriminals impersonated a chief executive's voice
and demanded a bogus payment of $243,000 which was paid (Stupp, 2019). Another case
occurred where deep fake voice phishing was used to transfer money ($35 million) to fraudsters
(Brewster, 2021).

Cybercriminals have exacerbated phishing attacks with QR (quick response) codes which
embed a malicious site where victims are redirected (Sharevski et al., 2022). This type of

phishing attack is called quishing because it is aided by QR code scanning.

2.2.3 Characteristics of phishing

Some of the characteristics of phishing are:

e Creating a sense of urgency to act, such as clicking a link that may contain malicious
software such as ransomware, backdoor, rootkits, denial of service, viruses, worms, SQL
(Structured Query Language) injection,

e Poor spelling and grammar in the email body; however, artificial intelligence-powered
tools solutions (e.g. ChatGPT) aid cyber attackers in crafting emails with correct spelling

and grammar,
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e Fake email domains (redirecting the user to a cyber attacker’s website or server),

e Unusual attachments or suspicious links,

e Persuasion,

e Influence (Falade, 2023; Farkhondeh et al., 2020; Microsoft, 2018)

Anrtificial intelligence (Al) is anticipated to increase the attack landscape of phishing attacks
(Falade, 2023; Guembe et al., 2022). The threat landscape may include unknown patterns
different to the known types of characteristics mentioned above such as learning and adapting
to launch an attack (Guembe et al., 2022).

Chngetal., (2022) identify various types of attackers that engage in phishing, including internal
employees, state-sponsored attackers, and professionals. Phishing attackers” motivations differ
but the most common one is financial gain. Organisations can suffer financial losses,
reputational damage, and lawsuits because of phishing (Falade, 2023). Furthermore, Al-
enhanced phishing may lead to disinformation that could tarnish high-ranking officials such as
CEOs (chief executive officers), the organisation’s image, and so on (Falade, 2023).
Disinformation or misinformation against an organisation through Al-enhanced phishing may

sway public perception of that organisation.
2.3 Theoretical Background

Three theories that will be discussed in this study are the Protection Motivation Theory (PMT),
the Theory of Planned Behaviour (TPB), and the Technology-Organisation-Environment
Framework (TOE). The probability of phishing attacks against individuals and organisations
succeeding depends on the quality of human decision-making. Therefore, it remains imperative
to survey information systems theories that explain human behaviour. Often, the theories below

are used for human behavioural studies in Information Systems research.

2.3.1 Protection Motivation Theory

Protection Motivation Theory posits that, when an individual is confronted with a threat, he or
she evaluates the threat as well as any potential remedies (Rogers, 1975). Mou et al. (2022)
applied the Protection Motivation Theory (PMT) in the context of Information Systems studies

and produced the model in Figure 1.
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Figure 1: Protection Motivation Theory for Information Systems Research (Mou et al.,
2022)

PMT has been widely used in cybersecurity protective behaviour studies (Bax et al., 2021;
Bekkers et al., 2023; Jansen & van Schaik, 2019; 2023; Menard et al., 2017; Mou et al., 2022;
Ng et al., 2021). In addition, many researchers have used PMT in their studies of phishing
(Bayl-Smith et al., 2022; Jansen, 2022) However, not many studies were found to the
researcher’s knowledge that evaluated the link between threat appraisals and coping appraisals
from PMT, but this is part of this study. In this study, coping appraisal is measured through the
constructs (factors) of perceived user self-efficacy (see Section 2.4.4), response efficacy (see
Section 2.4.8) and response costs (see Section 2.4.9). All three factors or constructs (perceived
user self-efficacy, response efficacy, and response costs) have previously been found to
influence cybersecurity protective behaviour. Furthermore, in this study, two constructs
(perceived vulnerability and perceived severity) make up threat appraisal according to PMT.
Perceived vulnerability (see Section 2.4.6) and perceived severity (see Section 2.4.7) are
concepts that may have a positive influence on cybersecurity protective behaviour against

phishing driving the level of emotional response.

This study discussed and supported the five PMT factors of perceived severity, perceived
vulnerability, perceived user self-efficacy, response-efficacy, and response costs as depicted in
figure 1. PMT was used as a base framework in this study. Mou et al. (2022) argued that context
matters; some PMT constructs or factors (such as perceived severity, perceived vulnerability,
and perceived user self-efficacy) may have particularly strong effects in a personal context

while others (response cost and response efficacy) may have a more noticeable effects in a
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workplace context. Research remains inconclusive on this view of personal versus workplace
contexts of PMT (Mou et al., 2022). Some other researchers acknowledged that contexts differ

according to nation (Mou et al., 2022).

2.3.2 Theory of Planned Behaviour

The Theory of Planned Behaviour (TPB) has been widely used in behavioural studies of
cybersecurity including phishing and is useful in this study of cybersecurity protective
behaviour against phishing (Algahtani & Braun, 2021; Alyahya and Weir, 2021; Arachchilage
et al., 2016; Zaman et al., 2021). According to TPM, attitudes (e.g. users’ valuation of
psychological objects on behaviour), subjective norms (perceived social practices that impact
users' behaviour, and perceived behavioural control (PBC) (users’ perception of how easy or

hard to perform a behaviour).

¢ Theory of planned behaviour
Norm

Perceived
Behavioral
Control

Figure 2: Theory of Planned Behaviour (Azjen, 1991)

TPB can be used to extend PMT since concepts such as user self-efficacy are common to both
PMT and TPB. The threat appraisals (perceived vulnerability and perceived severity) from
PMT seem to be similar to the attitudes used in TPB. The construct of perceived behavioural
control (PBC) reflects the individual’s experience and perceived obstacles. The greater the
PBC, the more likely the cybersecurity protective behaviour against phishing. PBC can be
measured in terms of facilitating conditions. The facilitating conditions in this study refer to
facilities needed to ensure that employees engage in the cybersecurity protective behaviour

against phishing required of them by their organisations (Humaidi et al., 2018).

Again, in this study, the TPB construct of behaviour is similar to PMT’s construct of protection
motivation. Hence TPB is acknowledged and recognised as contributing to the construct of

cybersecurity protective behaviour against phishing.
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2.3.3 Technology-Organisation-Environment Framework

Technology-Organisation-Environment Framework is adopted in this study due to its
organisation-centric nature of application. According to the technology-organisation-
environment framework, a process by which an organisation adopts and implements
technological innovation is influenced by the technological context, organisational context, and
environmental context (Depietro et al., 1990). The technological context includes internal and
external technologies that are relevant to the organisation. The organisational context refers to
the characteristics and resources of the organisation including the cybersecurity culture,
cybersecurity policies, and working arrangements (remote working, hybrid working). The
environmental (internal and external) context may include factors such as the regulatory

environment in which the organisation operates.

In this study, the concepts of cybersecurity awareness, the extent of remote working, and
facilitating conditions are organisational factors. The perception of government cyber laws
enforcement is regarded as an external environmental factor. PMT, TPB, and TOE have been
discussed to predict a desired cybersecurity protective behaviour against phishing. Below are
some concepts discovered from the literature review that could influence cybersecurity

protective behaviour against phishing in South African organisations.

2.4 Factors that Influence Cybersecurity Protective Behaviour against Phishing

Information systems journals that are peer-reviewed were used to identify factors that influence
cybersecurity protective behaviour against phishing in South Africa. The journal period was
mostly between 2018 to 2023. Notable journals that were used include but are not limited to
IEEE, Computers and Security, Computers in Human Behaviour and MIS Quarterly
(Management Information Systems). Furthermore, conference proceedings and vendor surveys
supplemented the journals. Keyword searches that were used included “phishing”, “phishing

behaviour”, and “cybersecurity”.

2.4.1 Cybersecurity Protective Behaviour against Phishing

User behaviour is based on the notion that human conduct leaves behind detectable patterns,
and user behaviour analysis (Mihailescu et al., 2023). In addition, by adopting user behaviour

analysis, organizations can switch from a reactive to a proactive cybersecurity approach.
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Phishing is a challenge to operational efficiency within organisations and it is important to
adopt behaviours that foil it. It was mentioned earlier (section 2.2) that phishing is human-
centric and perhaps best practices of human behaviours may be improved. It was highlighted in
section 1.1 that cybersecurity protective behaviours can aid in securing information while
negative cybersecurity behaviours may result in the successful execution of cyber-attacks
(Almansoori et al., 2023).

As an example of cybersecurity protective behaviour against phishing, organizations may
closely examine user actions, such as login timings, access patterns, file transfers, deletion of
suspicious emails, email filter usage, and application usage, to compile comprehensive profiles
of normal user activity (Almansoori et al., 2023; Bax et al., 2021; Mihailescu et al., 2023). This
profiling may be used as a baseline to look for any deviations that would indicate attempts at
unauthorized access, accounts that have been hacked, or suspicious activities such as opening
emails from unknown sources linking back to cybersecurity protective behaviour against
phishing. An example of a negative cybersecurity behaviour would be falling victim to a

phishing attack (Almansoori et al., 2023).

2.4.2 Remote Working

During the COVID-19 pandemic, many organisations moved to remote or hybrid working
environments (Klein, 2021). Remote working is also called working from home or teleworking
(Mihailovi¢ et al., 2021). It is estimated that 70% of the global workforce works remotely at
least once a week (Nyarko & Fong, 2023). Although remote work offers a flexible schedule

and a chance for improved work-life balance, it poses cybersecurity risks (Vivekananth, 2022).

Mihailovi¢ et al. (2021) emphasise that the greatest danger regarding remote working is
cybersecurity. Remote working has introduced an attractive environment for cyber attackers
because some employees may be using their own devices and networks that do not exhibit the
same cybersecurity properties and configuration policies as when they worked from the office
(Skilji¢, 2020). Cybersecurity researchers note that when working remotely, individuals or
employees sometimes use information systems that are passed the end of life, do not have
vendor security patches, or are not updated (Klein, 2021; Nyarko & Fong, 2023). In addition,
remote working could increase the probability of risky or negative cybersecurity behaviours by

individuals who do not comply with security policies and procedures and may use personal
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email accounts which may result in data breaches. Phishing attacks pose a considerable

challenge for organisations that allow their staff to work from home (Vrhovec et al., 2023).

Some studies on cyber security-related behaviour incorporate demographic factors (e.g., the
extent of remote working), but frequently treat them differently or rarely use demographic
factors to influence or predict dependent variables (Gillam and Waite, 2021). Few studies
investigate demographic factors for moderating effects or variables (Gillam & Waite, 2021).
Nevertheless, remote working is explored as an influential variable on the predictive variable
(cybersecurity protective behaviour against phishing). There may be a negative relationship

between remote working and cybersecurity protective behaviour against phishing.

H1: Remote work has a negative influence on cybersecurity protective behaviour against

phishing

2.4.3 Cybersecurity Awareness

Researchers have emphasised awareness as an important factor in cybersecurity protective
behaviour against phishing in the workplace (Algahtani & Braun, 2021; Butler and Butler,
2018; Jansen & van Schaik, 2019; Kabanda et al., 2018). This may also apply when working
from home or remotely (Abroshan et al., 2021). Cybersecurity awareness influences users’
attitudes against phishing, ransomware, insider threats, third-party risks, and many others. Also,
cybersecurity awareness contributes to the organisation’s cybersecurity culture (Alshaik, 2020).
Butler and Butler (2018) posit that the objective of cybersecurity awareness is to focus users’
attention on the phishing challenge while providing them with the knowledge needed to identify
and act against phishing. Mimecast found that only 23% of companies offered cybersecurity
security awareness training for their staff continuously. Furthermore, employees who were
offered regular training were five times more likely to notice and prevent cybersecurity threats
(State & Security, 2022).

Phishing awareness can be tailored to different users (for example, technical and non-technical).
It can use a variety of media (email messages, phishing simulation tools, social media, website
notices, flyers, television, and radio), and gamified approaches depending on the budget
available and expected return on investment (Baral & Arachchilage, 2019; Butler & Butler,
2018). For example, technical users may be made aware of and be trained to define and

configure anti-phishing controls, such as email filters to remove spam emails and spoofed
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emails. Technical users also need to be able to implement sender policy framework (SPF),
domain keys identified mail (DKIM), domain-based message authentication, reporting and
conformance (DMARC), multi-factor authentication (MFA), strong password management
policies, and conditional access policies (Us, 2018). Technical users may also receive targeted
awareness training to increase the company website's resilience against phishing by securely
configuring it. A website may be securely configured against anti-click jacking, injection
attacks (Structured Query Language injection attack, Lightweight Directory Access Protocol
injection attack), cross-site scripting, cross-site request forgery, and website defacement, all of
which are vulnerabilities used as a launching pad for phishing (Bakalovic, 2020; Leet, 2020).
In addition, technical users may install digital certificates on their websites to ensure that traffic

is encrypted, and configure web filters, and botnet filters.

For non-technical users, phishing awareness training may focus on topics such as, but not
limited to, ‘typosquatting’ and ‘cybersquatting’. ‘Typosquatting’ is a form of online
‘cybersquatting’ that results from internet users making mistakes (typos) while typing a website
URL (Uniform Resource Locator) or address (Ahmad et al., 2019). Furthermore, users should
be taught how to spot a real and secure website from a fake and insecure one, because cyber
attackers prefer creating fake websites. The fake websites may appear legitimate, and links to
these sites are attached to emails by cyber attackers; hence, unsuspecting users are encouraged
to click on them and provide sensitive information (Kara & Aydos, 2022). Groups of non-
technical users (such as the Board, Senior Management, Human Resources staff, and Finance
staff) may be provided with targeted awareness training sessions covering topics relating to

their area of work.

Another dimension to the cybersecurity awareness for phishing is information sharing or
knowledge sharing amongst industry peers, other stakeholders, or a cybersecurity community
of practice (Algahtani & Braun, 2021; Leet, 2020). Cybersecurity researchers suggested that
this type of collaboration is of value in managing the phishing threat landscape (Algahtani &
Braun, 2021; Leet, 2020).

Qabajeh et al. (2018) note that cybersecurity awareness training is a notable factor influencing
information systems users to spot cybersecurity breaches and attempts. However, cybersecurity

awareness is a continuous process, it should not stop as users may be forgetful, and this

16|Page



Cybersecurity in the workplace: Factors that influence cybersecurity protective behaviour
against phishing in South Africa

repetition adds an extra layer of costs (Qabajeh et al., 2018). Furthermore, some companies
may not invest in cybersecurity awareness against phishing as they believe it is not necessary
(Bakalovic, 2020). Some researchers point out that training alone is insufficient because many
users remain susceptible to phishing even after training (Kdvrestad et al., 2022). Moreover,
employees working remotely may not be aware of cybersecurity threats, especially phishing.
Employees may make mistakes when working remotely and dealing with cybersecurity

challenges such as phishing (Yang, Jing; Linkeschova, n.d.).

A need to provide cybersecurity awareness training is vital for remote employees (Hijji & Alam,
2022; Nyarko & Fong, 2023). This is because remote workers often lack awareness of the latest
cybersecurity risks, especially phishing (Bispham et al., 2021; Salman, 2022). If unaware, these
employees may use unsafe and insecurely configured wi-fi networks, personal emails, and weak
passwords, and the routers may be launching pads for phishing attacks (Vivekananth, 2021).
Therefore, there may be a relationship between cybersecurity awareness and cybersecurity

protective behaviour against phishing.

H2: Cybersecurity awareness has a positive influence on cybersecurity protective behaviour
against phishing.

2.4.4 Perceived User Self-Efficacy

Perceived user self-efficacy is defined as users’ confidence in their ability to perform a
cybersecurity protective behaviour against phishing (Bax et al., 2021; Sun et al., 2016).
Perceived user self-efficacy has been identified as another factor that influences acceptable
cybersecurity protective behaviour against phishing (Arachchilage et al., 2016; Chin & Chua,
2021; Jansen & van Schaik, 2019; Kwak et al., 2020; Ng et al., 2021; Sun et al., 2016).
Perceived user self-efficacy is enhanced through cybersecurity awareness and knowledge and
the relationship between the two appears to be intrinsic (Baral & Arachchilage, 2019).
Perceived user self-efficacy is a well-established construct adopted from Protection Motivation

Theory (PMT) and may lead to users’ better phishing threat perception and avoidance.

Mou et al. (2022) hold a view that extends those of previous researchers, namely that perceived
user self-efficacy has a stronger effect in personal contexts than in a workplace setting. People

are regarded as the weakest link in phishing, and user self-efficacy is considered to be the most
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critical aspect in taking protective measures against phishing (Alahmari et al., 2023; Baral and
Arachchilage, 2019).

H3: Perceived user self-efficacy has a positive influence on cybersecurity protective behaviour
against behaviour.

2.4.5 Facilitating Conditions

Facilitating conditions refer to resources and forms of support that are in place that make it
fairly easy for an information systems user to habitually behave in a way that is cybersecurity
protective against phishing (Algahtani & Braun, 2021; Chin & Chua, 2021; McLennan &
Group, 2022; Pilane et al., 2022). These resources may be cybersecurity strategies, frameworks
such as sender policy framework (SPF), policies such as conditional access policies, standards,
guidelines or insurance. Assistance from a computer support incident response team (CSIRT)
and security operations centre (SOC) are important facilitating conditions. Technological
solutions include automated anti-phishing controls such as multi-factor authentication (MFA),
domain keys identified mail (DKIM), cybersecurity awareness platforms (i.e., Mimecast,
KnowBe4 etc.), domain-based message authentication, reporting and conformance (DMARC)
(Us, 2018). Facilitating conditions need to be aligned with the perceived cybersecurity risk of
the type of organisation and can be customised to detect messages with exact-domain spoofing

(that is, spoofing that targets a particular group of organisations or sectors).

It is unlikely that employees working remotely will have computers configured as securely as
in the office premises (Skilji¢, 2020). They might use their own devices, normally called Bring
Your Own Device (BYOD) and their own wi-fi networks which may not be secure (Skilji¢,
2020).

H4a: Facilitating conditions have a positive influence on cybersecurity protective behaviour

against phishing.

Employees of organisations who are offered regular cybersecurity training (facilitating
condition) were five times more likely to notice and prevent cybersecurity threats, increasing
awareness which as discussed in section 2.3.3 bolsters perceived user self-efficacy, and finally
improving cybersecurity protective behaviour against phishing (Baral & Arachchilage, 2019;
State & Security, 2022).
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H4b: Facilitating conditions positively moderate the influence of perceived user self-efficacy

on cybersecurity protective behaviour against phishing.

Png etal. (2009) highlighted that facilitating conditions effect end-user precautions (awareness)
against cybersecurity attacks (phishing). Facilitating conditions such as security training
programmes, rewards (although rewards do not produce a required behaviour all the time),
cybersecurity collaboration and information sharing, and information technology skills
(Alahmari et al., 2023; Bakalovic, 2020; Leet, 2020; Png et al., 2009)

H4c: Facilitating conditions have a positive influence on cybersecurity awareness.

A facilitating condition through regular training on cybersecurity phishing makes users aware
five times more to notice and prevent cyber-attacks, increasing phishing awareness, and
bolstering perceived user self-efficacy (Alahmari et al., 2023; Baral & Arachchilage, 2019;
State & Security, 2022).

H4d: Facilitating conditions have a positive influence on perceived user self-efficacy.

2.4.6 Perceived Vulnerability

Perceived vulnerability is adopted from Protection Motivation Theory where it is a sub-
construct of threat appraisal (Rogers, 1975). Bekkers et al. (2023) described perceived
vulnerability as an estimation of the likelihood or probability of being exposed to risk, the risk
being phishing in the context of this study. Furthermore, in this case, perceived vulnerability is
a person's perception of their susceptibility to email phishing threats (Bax et al., 2021). To
engage in a cybersecurity protective behaviour against phishing, individuals need to believe
that they are at risk and perceive such risks as serious (Alahmari et al., 2023; Bekkers et al.,
2023).

Cybercriminals use phishing ploys, such as fear appeals, to trick employees into revealing
sensitive information (see section 2.2) such as user credentials (Skilji¢, 2020). Cybersecurity
vulnerabilities and risks often affect individuals and organisations negatively (Almansoori et
al., 2023; Bodsberg et al., 2021).

The prior experience of individuals and their perceived knowledge regarding phishing threats
can make them less susceptible to phishing attacks; conversely, lack of experience may make
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individuals more susceptible. Furthermore, experience and perceived knowledge may empower
individuals. This enables them to identify vulnerabilities, evaluate them, and choose an action
which they are confident will protect them (De Kimpe et al., 2022; Farkhondeh et al., 2020).

H5a: Perceived vulnerability has an influence on cybersecurity protective behaviour against

phishing.

There is a close relationship between vulnerability perception and user self-efficacy (Bekkers
et al., 2023; Mou et al., 2022). Hence, initially, employees need to perceive the vulnerability
(risk) and assess if they are capable of handling (self-efficacy) the risk (Bekker et al., 2023).
Only after that can they take action that may thwart the threat (Bekker et al., 2023). Another
aspect of perceived vulnerability is that people tend to be optimists (a term known as optimism
bias); they are inclined to think that a negative event (phishing attack) is unlikely to happen to
them, but that a positive event will occur (Lei et al., 2023). When an employee assesses
vulnerability to phishing as high and believes the consequence of being phished is serious,
phishing efficacy will increase and will affect the subsequent intention to engage in
cybersecurity protective behaviour against phishing attacks (Lei et al., 2023). There may be a
relationship between threat appraisals and coping appraisals (e.g., perceived vulnerability and
user self-efficacy), although little literature was found that makes this claim. However, in health
studies, this was established by Chen and Jackson (2019). Despite their actual limited or no
knowledge of phishing, employees of most organisations it has been suggested that they assume
that they have the knowledge to manage phishing attacks (Farkhondeh et al., 2020).

H5b: Perceived vulnerability has a negative influence on perceived user self-efficacy.

2.4.7 Perceived Severity

Perceived severity is an estimation of the severity of the possible consequences of exposure to
phishing (Alahmari et al., 2023; Bekkers et al., 2023). Alternatively, the perception of the
gravity of the effects of succumbing to an email phishing threat is known as perceived severity
(Bax et al., 2021). Perceived severity has an intrinsic relationship with perceived vulnerability
in the sense that individuals need to be convinced first that they are at risk, perceive the risk
(phishing) as significant and then act out a cybersecurity protective behaviour against phishing
(Almansoori et al., 2023; Bekkers et al., 2023). Perceived severity is stronger in a personal

context than in a workplace setting (Mou et al., 2022).
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H6a: Perceived severity has an influence on cybersecurity protective behaviour against

phishing.

As noted earlier, Farkhondeht et al. (2020) concluded that individuals’ phishing prior
experiences may make them less susceptible to phishing attacks. This may be because they can
assess phishing attacks’ severity based on their own experience and this allows them to behave
confidently and counter the threat with increased efficacy. Therefore, the user’s perception of
this severity affects their evaluation of the extent to which their behaviour can minimize the
phishing risk (Bekker et al., 2023; De Kimpe et al., 2022; Farkhondeht et al., 2020). As noted
above, many employees are optimists and this influences their perceived severity assessment
and therefore their assessment of response efficacy (Lei et al., 2023). When an employee
assesses the level of phishing severity to be high and believes the consequence of being phished
is serious, fear will increase and this will affect the subsequent intention to engage in protective
measures against phishing attacks (Chen and Jackson, 2019; Lei et al., 2023). Despite their lack
of expertise regarding various security threats like phishing, employees frequently believe that

they can safeguard their devices from cybercriminals (Farkhondeh et al., 2020).
H6b: Perceived severity has an influence on response efficacy.

2.4.8 Response Efficacy

An evaluation of the extent to which a behaviour contributes to minimizing the phishing risk is
called response efficacy (Bekkers et al., 2023). Bax et al. (2021) describe response efficacy as
the extent of an individual's conviction or confidence that a specific course of action will be
successful in fending off a cybersecurity threat. In this study, that course of action is
cybersecurity protective behaviour against phishing since there may be a positive effect
between response efficacy and cybersecurity protective behaviour against phishing. However,
although response efficacy has been found to have a strong effect in some workplace settings,
this can differ in different contexts (Bax et al., 2021; Bekkers et al., 2023; Mou et al., 2022;
Rogers, 1975). Although response efficacy may contribute to cybersecurity protective
behaviour against phishing, it may not be significant in different contextual settings depending
on their nature, scale, and complexity (Bekkers et al., 2023).

H7: Response efficacy has a positive on influence cybersecurity protective behaviour against

phishing.
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2.4.9 Response Costs

Response costs are the contributions, in terms of money, time and effort, expended when taking
preventative measures, such as cybersecurity protective behaviour against phishing (Bax et al.,
2021; Bekkers et al., 2023; Mou et al., 2022; Rogers, 1975). Individuals need to perceive a
behaviour intended to reduce the risk of phishing as being cost-efficient and effective. Hence,
the benefits of performing a cybersecurity protective behaviour against phishing should be
perceived as outweighing the costs of performing the cybersecurity protective behaviour against
phishing. In this study, the preventative measure or action is cybersecurity protective behaviour
against phishing. There may be a positive and direct effect between response costs and
cybersecurity protective behaviour against phishing. Furthermore, Mou et al. (2022) argued that
response costs may influence behaviour in the workplace setting including work from home

that is purely personal context. This is in line with this study.

An example of response costs is the case lost by the ENSAfrica law firm. What happened was
the potential home buyer paid money to an account after a cybercriminal who used phishing,
altered the account number into which the home buyer was supposed to pay money (Chamber,
2023). Due diligence failures by company employees resulted in lawsuits, an example of
employees avoiding taking email security seriously as they were not anticipating the costs of
failure to do so. The employees, therefore, thought that the cost of due diligence outweighed
the penalties. Another example was the administrative fine of five million rands which was
issued to the Department of Justice and Constitutional Development (DoJCD) for contravening
the Protection of Personal Information Act (Information Regulator, 2023). The Information
Regulator had advised DoJCD to renew licenses for its antivirus, security information and event
management (SIEM), and intrusion detection system, and submit proof to the Information
Regulator within 31 days. However, DoJCD failed to comply with the Information Regulator,
presumably because they thought it was too difficult, time-consuming or expensive (that is a
high response cost). This estimate that response cost will be too high may apply to South
African organisations that do not implement controls to manage cybersecurity protective
behaviour against phishing. Lack of due diligence by DoJCD by employees resulted in a legal

fine (financial risk) of five million rands. This could also tarnish the reputation of DoJCD.

H8: Response costs have a positive influence on cybersecurity protective behaviour against
phishing.
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2.4.10 Perception of Government Cyber Laws Enforcement.

Some countries in Africa, including South Africa suffer from difficulties in implementing
cybersecurity-related laws, particularly in monitoring whether organisations are adhering to the
law. Mcanyana et al. (2020) suggested that South Africa had poor cybersecurity-related
legislation. However, South Africa has enacted the following cybersecurity-related laws (see
Table 1).

Table 1: South African Government Cyber-Related Laws

Law Source

Cybercrimes Act 19 of 2020 Parliament of South Africa (2023)

Critical Infrastructure Protection Act  Parliament of South Africa (2023)
8 of 2019

Protection of Personal Information Parliament of South Africa (2023)
Act 4 of 2013

Regulation of Interception of Parliament of South Africa (2023)
Communications and Provision of

Communication-related Information

Act 70 of 2002

Electronic Communications Security Parliament of South Africa (2023)
Pty Ltd Act 68

Electronic Communications and Parliament of South Africa (2023)
Transactions Act 25 of 2002

Chin and Chua (2021) are of the view that governments’ effectiveness in implementing cyber
laws will be positively related to how employees evaluate their organisations’ cybersecurity
postures. Individuals who recognise the financial consequences, reputational image, legal and
compliance risks, and business continuity risks that come from phishing may consider the costs
to be justified and act in a manner that manages phishing challenges. As an example, a violation
of the Protection of Personal Information may carry a fine of up to R10 million and jail time

depending on the severity of the offence.

In addition to the cyber-related laws discussed above, there is a.za namespace which is managed
and regulated by the Domain Name Authority of South Africa (ZADNA) and may be of
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assistance if South African organisations’ domains are misused for phishing attacks. On its
website, ZADNA’s mandate is to “regulate and license registries”, “license and regulate
registrars for respective registries”, and “comply with international best practices in
administration and management of the .ZA namespace” (ZADNA, 2023). It appears that
ZADNA’s mandate is limited to the .za namespace only, but some South African organisations’
domain names may not be under .za. It appears that ZADNA may be of assistance in the event
whereby the South African organisations’ domain is intentionally misused through
‘typosquatting” and ‘cybersquatting’ for phishing attack purposes.

Also, there is an organisation (Internet Service Providers’ Association) that is authorised to take
down content from the internet relating to South African organisations if it is proven that the
information was shared without authorisation from the organisation. This may improve
cybersecurity protective behaviour against phishing (Internet Service Providers’ Association,
2023).

To augment its efforts against cybercrime, South Africa is a signatory to the Council of
Europe’s Budapest Convention on cybercrime (Belli, 2021). Cybercrime, including phishing
attacks, is generally transnational or borderless and this treaty strengthens collaborative efforts
between member countries and signatories to exchange information to resolve cybercrimes.
Phishing attacks cannot be addressed in isolation. The police recorded crime statistics (fourth
quarter 2022/2023 report) did not indicate any individual types of cybercrimes such as phishing
(South African Police Service, 2022). Furthermore, this study could not establish which
reported crimes were computer-dependent and which ones were computer-assisted as envisaged

by the Budapest Convention on cybercrime (Supa et al., 2023).

The role of the government in adding a layer of cybersecurity protective behaviour against
phishing cannot be overemphasised. This is regarded as an external environmental factor in
which South African organisations operate and is from the Technology-Organisation-

Environment framework (see Section 2.3.3).

H9a: Enforcement of government cybersecurity laws has a positive influence on cybersecurity

protective behaviour against phishing.

Hypothesis H9b below should be read in conjunction with section 2.4.8.
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H9b Enforcement of government cybersecurity laws has a positive influence on response costs.

2.5 Conceptual Framework and Hypotheses

The study proposes the model below (Figure 3) with independent variables (facilitating
conditions, cybersecurity awareness, perceived user self-efficacy, response efficacy, response
costs, perceived severity, perceived vulnerability, and training, government cyber laws
enforcement). The dependent variable is cybersecurity protective behaviour against phishing.

Table 2 states each hypothesis and lists the major authors supporting the hypothesis.

( Remote Work

( Cybersecurity Awareness

((Perceived User Self-Efficacy J«— | H3
+H4d | Hab ——

( Facilitating Conditions — R — —— — s
§5b us T Cybersecurity Protective
a

C Perceived Vulnerability ]

( Response Efficacy
( Response Costs

HO9b
Government Cyber Laws
Enforcement

Figure 3: Conceptual Framework for Cybersecurity Protective Behaviour against Phishing
in South Africa

Table 2: Hypotheses and their Descriptions

Hypothesis Supporting literature

H1 Remote work has a negative influence on Remote working impacts and affects cybersecurity

cybersecurity  protective behaviour against protective behaviour against phishing (Klein, 2021;

phishing. Mihailovi¢ et al., 2021; Mou et al., 2022; Nyarko &
Fong, 2023; Vivekananth, 2022; Skilji¢, 2020).

H2 Cybersecurity awareness has a positive Cybersecurity awareness influences cybersecurity
influence on cybersecurity protective behaviour protective behaviour against phishing when (Alshaik,
against phishing. 2021; Hijji & Alam, 2022; Vivekananth, 2021).

25|Page



Cybersecurity in the workplace: Factors that influence cybersecurity protective behaviour

against phishing in South Africa

Hypothesis

Supporting literature

H3 Perceived user self-efficacy has a positive
influence on cybersecurity protective behaviour
against behaviour.

H4a Facilitating conditions have a positive
influence on cybersecurity protective behaviour
against phishing.

H4b Facilitating conditions positively moderate
the influence of perceived user self-efficacy on
cybersecurity protective behaviour against
phishing.

H4c Facilitating conditions have a positive
influence on cybersecurity awareness.

H4d Facilitating conditions have a positive
influence on perceived user self-efficacy.

Hb5a Perceived vulnerability has an influence on
cybersecurity  protective behaviour against
phishing.

H5b Perceived vulnerability has a negative
influence on perceived user self-efficacy.

Perceived user self-efficacy may be a strong concept
that may influence users to act against phishing by
performing cybersecurity protective actions when
working remotely (Almansoori et al., 2023;
Arachchilage et al., 2016; Azjen, 1991; Bax et al.,
2021; Chin and Chua, 2021; Jansen and van Schaik,
2019; Kwak et al., 2020; Ng et al., 2021; Rogers, 1975;
Skilji¢, 2020; Sun et al., 2016).

Facilitating  conditions influence  cybersecurity
protective behaviour against phishing emails at work
(Algahtani and Braun, 2021; Azjen, 1991; Chin and
Chua, 2021; McLennan and Group, 2022).

Facilitating conditions appear to moderate the impact
of user self-efficacy on cybersecurity protective
behaviour against phishing (Algahtani and Braun,
2021; Azjen, 1991; Chin and Chua, 2021; De Kimpe at
al., 2022; McLennan and Group, 2022).

Cybersecurity  resources influence cybersecurity
awareness (Abroshan et al., 2021; Algahtani and Braun,
2021; Azjen, 1976; Bispham et al., 2021; Butler and
Butler, 2018; Hijji and Alam, 2022; Jansen & van
Schaik, 2019; Kabanda et al., 2018; Nyarko & Fong,
2023; Qabajeh et al., 2018).

Facilitating conditions impact perceived user self-
efficacy (Alshaik, 2021; Chin and Chua, 2021; De
Kimpe et al., 2022; Hijji & Alam, 2022; Vivekananth,
2021).

Bax et al. (2021) and Almansoori et al. (2023) claim
that perceived wvulnerability has a measurable
relationship with cybersecurity protective behaviour
against phishing attacks.

Prior user experience or lack of it of phishing threats
anchor individuals to perceive vulnerabilities so as not
to be exploitable, they then evaluate vulnerabilities and
choose an action or behaviour which they believe will
make them not to be exploited due to their efficacy
(Almansoori et al., 2023; Bekkers et al., 2023; Chen
and Jackson, 2019; De Kimpe et al., 2022; Farkhondeht
et al., 2023; Lei et al., 2023).
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Hypothesis Supporting literature

H6a Perceived severity has an influence on Perceived severity has a measurable relationship with

cybersecurity protective behaviour against cybersecurity protective behaviour against phishing

phishing. attacks (Almansoori et al., 2023; Bax et al., 2021; Chin
and Chua, 2021; Rogers, 1975).

H6b: Perceived severity has an influence on Users’ experience or lack of it enables them to perceive

response efficacy. phishing attacks’ severity which then influences their
ability to behave confidently (efficacy) against it.
Therefore, after users perceive this severity, they
evaluate the extent to which their behaviour can
contribute to minimizing the phishing risk (Bekkers et
al., 2023; Chen and Jackson, 2019; De Kimpe et al.,
2022; Farkhondeht et al., 2023; Lei et al., 2023).

H7 Response efficacy has a positive influence on Response efficacy has a positive measurable

cybersecurity protective  behaviour against relationship with cybersecurity protective behaviour

phishing. against phishing emails (Almansoori et al., 2023; Bax
et al., 2021; Bekkers et al., 2023; Mou et al., 2022,
Rogers, 1975).

H8 Response costs have a positive influence on Response cost has a positive measurable relationship

cybersecurity protective behaviour against with cybersecurity protective behaviour against

phishing. phishing emails (Bax et al., 2021; Bekkers et al., 2023;
Mou et al., 2022; Rogers, 1975).

H9a Enforcement of government cybersecurity Perceptions of individuals within the organisation

laws have a positive influence on cybersecurity regarding the enforcement of  government

protective behaviour against behaviour. cybersecurity laws influence cybersecurity protective
behaviour against phishing (Buckley et al., 2023; Chin
and Chua, 2021; Dlamini and Mbambo; 2019; Interpol,
2021; Mcanyana et al., 2020).

H9b Enforcement of government cybersecurity Employees assess the consequences of compliance with

laws has a positive influence on response costs. government cyber laws versus how they respond in
their workplaces (Buckley et al., 2023; Chin and Chua,
2021; Dlamini and Mbambo; 2019; Interpol, 2021;
Mcanyana et al., 2020)

2.6 Summary of Chapter

The literature review discussed factors that influence cybersecurity protective behaviour against
phishing. The factors of remote working, facilitating conditions, cybersecurity awareness,
perceived vulnerability, perceived severity, perceived user self-efficacy, response efficacy,

response costs, and perceptions of government cyber laws enforcement may influence
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cybersecurity protective behaviour against phishing in South African organisations. A summary
of authors who identified these factors as influencing cybersecurity protective behaviour against

phishing is given in Table 3.

Table 3: Summary of Factors Influencing Cybersecurity Protective Behaviour against

Phishing

Factor

Author

Remote Working

Cybersecurity awareness

Perceived User self-efficacy

Facilitating Conditions

Perceived Vulnerability

Perceived Severity

Response Efficacy
Response Costs
Perceptions of Government

Cybersecurity Laws
Enforcement

Klein (2021); Nyarko and Fong (2023); Skilji¢ (2020); Vivekananda
(2022)

Al-Qahtani and Cresci (2022); Butler and Butler (2018); Jansen and van
Schaik (2019); Kabanda et al. (2018); Pilane et al. (2022); Qabajeh et al.
(2018)

Arachchilage et al. (2016); Bax et al. (2021); Chin and Chua (2021);
Jansen and van Schaik (2019); Kwak et al. (2020); Ng et al. (2021); Sun
et al. (2016); Triandis (1980).

Algahtani and Braun (2021); Azjen (1991); Chin and Chua, 2021;
McLennan & Group (2022); Triandis (1980)

Bax et al. (2021); Chin and Chua (20 Mou et al. (2022); Rogers (1975)

Bax etal. (2021); Chin and Chua (2021); Mou et al. (2022); Rogers (1975)

Bax et al. (2021); Bekkers et al. (2023); Mou et al., 2022; Rogers (1975)
Bax et al. (2021); Bekkers et al. (2023); Mou et al., 2022; Rogers (1975)

Chin and Chua (2021); Dlamini and Mbambo (2019); Eboibi (2020);
Mcanyana (2020)

The factors were adapted from the literature review and theories, including the Theory of
Planned Behaviour (TPB), the Protection Motivation Theory (PMT), and the Technology-
Organisation-Environment framework (TOE). However, PMT was the basis that guided this
research study to develop a conceptual framework for factors influencing cybersecurity
protective behaviour against phishing in South African organisations.
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The hypotheses were formulated using literature and will be assessed for confirmation (support)
or rejection (refute). There is limited research literature relating to the study of factors
influencing cybersecurity protective behaviour against phishing in the workplace within South
African organisations’ context. Hence, it is anticipated that the contribution provided by the
study will enhance the existing body of knowledge to improve cybersecurity protective
behaviour against phishing in the workplace context of South African organisations post-
COVID-19 pandemic.
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3. Research Methodology

3.1 Introduction

This chapter details the steps that were carried out to answer the research question. They include
the research philosophy, research purpose, research approach, research strategy, timeframes,

ethics, risks, and budget.

3.2 Research Philosophy
3.2.1 Ontology

The ontological stance reflects the view that information and ideas about cybersecurity
protective behaviour against phishing can be obtained through observation and learning and is
not based on the personal beliefs or convictions of the researchers. Thus, the ontological stance
for this research study is objective as this study was done independent of the researcher’s views
through a questionnaire survey. (Bhattacherjee, 2012; Ryan, 2018, Saunders et al., 2009). This
study is based on objectivity, and it is expected to yield reliable facts. The data may be analysed

and extrapolated to the population of interest (Saunders et al., 2009).

3.2.2 Epistemology

This study adopts the view of observable social reality and accepts that the impacts identified
may not necessarily be conclusive (Saunders et al, 2009). That is, only observable phenomena
may provide credible information or facts. This study held the view that experienced events
should be the subject of scientific enquiry where independent and dependent variables are
quantified and conclusions are drawn from the sample population (Saunders et al., 2009). The
focus is on causality and law-like generalisations, reducing phenomena to the simplest elements

(Saunders et al., 2009). Hence the researcher’s epistemological stance was positivistic.

3.3 Research purpose

The research purpose can be exploratory, descriptive, explanatory or a combination of these
(Saunders et al., 2009). The study's knowledge claim is that it makes an explanatory
contribution as the researcher explains the concept of cybersecurity protective behaviour
against phishing (the phenomenon), having developed the conceptual framework using

relations between independent variables and the dependent variable.
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3.4 Research approach

This research is based on current literature, guided by Protection Motivation Theory. Following
that, a conceptual framework comprising constructs (factors), sub-constructs, and hypotheses
was established, as shown in Figure 3, and discussed in Table 2. Hypotheses were examined to
see if they could be confirmed (accepted) or disputed (Bhattacherjee, 2012; Ryan, 2018;
Saunders et al., 2012). As a result, the research takes a deductive approach because the testing
of hypotheses was centred around an established theory (Bhattacherjee, 2012; Saunders et al.,
2012).

3.5 Research Strategy

Questionnaire surveys collected data from participants and quantitative methodologies were
applied to analyse those data (Ryan, 2018). Questionnaire surveys are commonly utilised for
cross-sectional quantitative research and are convenient for participants (Saunders et al., 2009).
Participants in questionnaire surveys provided a concise account of their behaviours, beliefs,
opinions and situations and this can easily be converted to numerical data. Hence, a quantitative
study method could be applied (Saunders et al., 2009).

3.5.1 Target Population

This study was aimed at South African employees from any formal workplace setting with
internet access. However, since not all employees have access to the internet and not all use
emails, it was challenging to determine how many South African employees had internet access
and used emails regularly in their workplaces (that is, to accurately estimate the size of the
target population). An element is a single person within the population. Everyone in the target

population was subject to the same cyber laws and domestic challenges.

3.5.2 Sampling Frame and Sampling

The sampling frame is a list of all elements (in this case individual people) in the target or
statistical population from which the sample size is calculated to gain an understanding of the
whole population (Bhattacherjee, 2012; Saunders et al., 2012). Due to the large size of the target
population, not all individuals working for the many organisations received an opportunity to
be sampled in this study. Hence, sampling everyone within all organisations which were within

the population was not statistically reasonable or feasible. Therefore, a non-probability
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sampling method was used. Snowball sampling was used in this study. Snowball sampling is a
strategy for locating desirable responders in a population when it is difficult to do so. Initial
responders contribute information about later respondents for snowball (Saunders et al., 2009).
The limitation of snowball sampling is that it is a challenge to reach a representative sample

and generalise the analysed results to the target population (Pasikowski, 2023).

The sample size for this study was calculated based on the assumption that the sample size in
multivariate research should be ten times the number of variables (Ahmad et al., 2016). Because
there are ten constructs (factors) in this study, a minimum sample size of one hundred
participants was required. The target population might not be projected accurately but the study
adopts a 95% confidence level and a 5% margin of error or confidence interval (Bhattacherjee,
2012; Saunders et al., 2012). A probability value of less than 0.1 can be marginally supported
(Lietal., 2018). The error margin for generalizing research findings or results to the population
can be reduced if the sample size is larger than the minimum required and is representative
(Saunders et al., 2009). To reduce bias, the non-response rate was considered. Participants who
do not respond to a survey are said to be non-responsive (Bhattacherjee, 2012; Saunders et al.,
2012). To maximise response rates, the questionnaire was not made to be too long, items or

statements were as less ambiguous as possible, and feedback was anonymised.

3.5.3 Pilot testing strategy

The research instrument was pilot-tested with ten participants from various organisations. The
pilot testing was performed to ensure that the research instrument’s (the questionnaire)
measurements were reliable and valid before it was sent to the sample of participants
(Bhattacherjee, 2012). After pilot testing was performed, a few changes were made to the
research instrument based on the responses collected. These changes related to spelling and

grammatical errors and were not material to the research instrument.

3.5.4 Data Collection

Questionnaires were used as the main data collection instrument to assess the hypotheses
(Bhattacherjee, 2012; Saunders 2009). This is done to obtain objectivity (the researcher is not
present when the research participant provides data). An online questionnaire survey was
administered through a platform called Qualtrics and connected with research participants
through emails and social media channels. The questionnaire included a cover letter (see
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Appendix D) and was accessed through a hyperlink. On Qualtrics, features such as forced
response can be enabled before allowing a respondent to move to the next question. Participants
were only allowed to complete one questionnaire. To maximise the response rate or minimise
nonresponse bias, the survey was kept short and targeted to the required and necessary
information from participants (Bhattacherjee, 2012). Furthermore, participants’ anonymity in

their responses was maintained.

3.5.5 Research Instruments

As part of the survey, participants received a questionnaire; this is a research instrument with
items (individual questions) (see Appendix D, Table 13). The questionnaire collected data
associated with the constructs in the conceptual model (remote working, facilitating conditions,
cybersecurity awareness, perceived vulnerability, and perceived severity). The questionnaire
also collected data associated with the constructs related to the theories used (perceived user
self-efficacy, response efficacy, response costs, government cyber laws enforcement, and
cybersecurity protective behaviour against phishing). The questionnaire survey consisted of a
total of 73 items. Table 4 shows which constructs each of the items investigated together with
associated research studies. In addition, the questionnaire survey had a section in which
respondents provided demographic information to determine whether they were a

representative sample of the target population (see Appendix D, Table 12).

Table 4: Questionnaire Survey Items

Constructs Factors/Measures Number  Source
of ltems
Remote Working Extent Percentage of remote work 5

(Organisational Factors)

Remote working frequency (work 5 Van Zoonen et al.
from home) frequency (2021)

The extent of remote working 5 Min (2022)

Length of Remote Work (years) 5 Fay (2007)

The intensity of remote work (Hours 5 Alheneidi et al. (2021)

spent online per week)

Organisational Factor Facilitating Conditions 3 Zaman et al. (2018)
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Constructs Factors/Measures Number  Source
of Items
Cybersecurity Awareness 6 Phillip et al. (2023
Threat Appraisal Perceived Vulnerability 6 Bax et al. (2021)
Perceived Severity 6 Bax et al. (2021)
Coping Appraisal Perceived User Self-efficacy 6 Bax et al. (2023)
Response Efficacy 4 Bax et al. (2021)
Response Costs 8 Bax et al. (2021)
Environmental Government Cyber Laws 4 Chin and Chua (2021)
Enforcement
Cybersecurity Protective 7 Bax et al. (2021)

Behaviour Against Phishing

3.5.6 Data Analysis

Statistics (Microsoft Excel, PLS-SEM tools), tables, and charts were used to interpret and
analyse data collected from respondents to arrive at conclusions from the findings for each
research question to be answered (Bhattacherjee, 2012; Saunders, 2009). The data was tested
for measurement or item reliability (composite reliability) to determine the consistency of
measurement over time (Bhattacherjee, 2012; Venkatesh et al., 2013). Convergent validity was
measured as average variance extraction (the amount of variance the latent construct reflected
against its indicators) (Chin 1998). For discriminant validity testing of constructs, cross-loading
tests, HTMT, and Fornell-Lacker criterion are commonly used and were tested (Chin, 1998;
Hair et al., 2011; Fornell and Lacker 1981).

3.6 Timeframes and Project Plan

The study was cross-sectional due to a restricted time frame; it was conducted at a single point
in time (Bhattacherjee, 2012; Saunders, 2009). The researcher had to adhere to timelines

stipulated to conduct research for a Masters course.
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3.7 Ethics

The ethics for and research instrument were approved by the University of Cape Town’s Ethics
in Research Committee. Participation in this research was voluntary and harmless, A consent
form was signed by participants in the event they wanted to withdraw. Information collected
from participants remained confidential. Furthermore, the participants’ identities were not and
will not be disclosed. In addition, the analysis and reporting were not fabricated. Plagiarism
offences were not tolerated and would be penalised (Bhattacherjee, 2012).

3.8 Risks

Bias (convenient responses that are not necessarily true) may occur in participants’ responses
to questionnaires (Bhattacherjee, 2012). The bias may be mitigated by explaining to participants
the importance of responding honestly. Also, the bias of the researcher’s prior knowledge was
guarded against by adhering to a research design that promoted objectivity. A sampling risk
was taken into consideration. Sampling risk means that the target sample may not be
representative of the whole target population.

3.9 Budget
No costs were incurred because the software license (Smart PLS) required to conduct the
research was provided by UCT.

3.10 Summary of Chapter

This chapter discussed research philosophy whose ontological stance was objective and
epistemological stance was positivistic. Furthermore, the research purpose was explanatory,
and the research approach was deductive. The research strategy used an online questionnaire

survey, and the time frame was cross-sectional.
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4. Data Analysis

4.1 Introduction

This chapter presents results from data analysis which went through validation. Data that was
analysed included demographics from survey participants. Responses from the survey
questionnaire and the researcher’s findings are interpreted. The data was collected using a
questionnaire survey from Qualtrics was downloaded using Microsoft Excel and was imported
into Smart PLS (partial least squares equation modelling) Version 4. Before that, data was
cleaned through deleting and editing collected data. There were two respondents whose surveys
were incomplete, meaning there was no feedback on any items. They were discarded and no

missing data was found.
4.2 Demographic Profile

The demographic data results in Figure 4 indicate that most of the respondents were between
the ages of 31 and 40 (60,4%), the next biggest group was respondents between the ages of 41
and 50 (20,8%). Furthermore, there was a 9.9% representation of respondents between the ages
of 21 and 30 and 7,9% of respondents between the ages of 51 and 60. There were no respondents
between the ages of 18 and 20 and only one respondent above the age of 60.

Age
80
60
40
20
0 1 . [ S
18-20 21-30 31-40 41-50 51-60 60+
H Frequency Percentage
Figure 4: Age

From these results (figure 5), there were more female (58,4%) respondents than male (40,6%)
respondents. However, this was a good balance in terms of the genders represented. Although
not tested, some researchers highlight that gender may influence cybersecurity protective
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behaviour against phishing (Gillam and White, 2021). In addition, there was only one

respondent in the non-binary gender group.

Gender
80
60
40
=
0
Male Female Non-binary/third ~ Prefer to self-describe Prefer not to answer
gender

B Frequency M Percentage

Figure 5: Gender

The results (figure 6) indicate that the majority of respondents had obtained a Postgraduate-
Diploma and Honours (39%), the next largest group had Bachelor’s Degree or Bachelor of
Technology qualifications (21,8%), a smaller group were Master's degree holders (17,8%),
Certificate and Diploma holders (17%), Doctoral degree holders (4%) and one respondent at

High school level.

Highest Education

Doctoral degree

Honours/Postgraduate-Diploma

Certificate/Diploma

Some school

0 5 10 15 20 25 30 35 40 45

Percentage M Frequency

Figure 6: Highest Education

A high number of respondents (see Figure 7) indicated that they were employed in this
descending order from Private companies (40%), Government (35,8%), State-Owned
Companies (12,5%), and Public Companies (10,8%). Figure 7 shows that most of the
respondents worked in industries from Financial and Insurance Activities (32,2%), followed by

Information and Communication (17,8%), Other Service Activities (14,4%), Public
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Administration and Defence (11%), Education (5%), Manufacturing (4,24%), and Professional,
Scientific and Technical services (3,4%). Two industries with a small number of people
participating in this research were Agriculture, Forestry and Fishing (2,54%) and
Administrative and Support Service Activities (2,54%), followed by Retail (1,7%),
Construction and Transportation (0.85%) and Storage industries (0.85%). KPMG (2022)
reported that the top targeted industries in the Southern African region were financial services,

energy and natural resources, and manufacturing.

Type of Organisation

Retail
Construction
Administrative and Support Service Activities
Professional, Scientific, and Technical Activities
Transportation and Storage
Water Supply, Sewerage, Waste Management, and...
Electricity, Gas, Steam, and Air Conditioning Supply
Agriculture, Forestry, and Fishing
Public Administration and Defence I
Human Health and Social Work Activities 1

Other Service Activities I
u
|
-
N
|
-

Financial and Insurance Activities I
Manufacturing
Information and Communication I
Education
Industry Type
Non-Government Organisation (NGO) =&
Government I
State-Owned Company I
Non-Profit Organisation (NPO)
Public Company I
Personal Liability Company
Private Company

0 10 20 30 40 50 60

B Frequency M Percentage

Figure 7: Type of Organisation

It was noted from these results (figure 8) that most respondents worked for large organisations
(84,2%), with far fewer in medium-sized organisations (10,8%), small organisations (3,3%),

and micro-size organisations (1,7%).
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Organisation Size
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Figure 8: Organisation Size

Furthermore, the occupational levels for respondents were mainly those describing themselves
as Professionally Qualified/ Experienced Specialist/ Middle Management at 42,6% followed
by Skilled Technical and Academically qualified/ Junior Management/Supervisors/ Foremen
/Superintendents at 34,7%, then Senior Management (10,9%), Semi-Skilled (9,9%), and Top

Management or Executive (1.9%, which is approximately 2%).

Occupational Level

Unskilled

Semi-Skilled  pu—

Skilled Technical and Academically qualified/Junior
Management/Supervisors/Foremen/Superintendents | S
Professionally Qualified/Experienced Specialist/Middle
Management |
|
|

Senior Management
Top Management/Executive

0 5 10 15 20 25 30 35 40 45 650

B Percentage ® Frequency

Figure 9: Occupational Level

It was observed (in Figure 10) that most respondents had been working (possibly in different

organisations) for more than ten years (30.7%), followed by those who have been working
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between two to five years (24,8%), then zero to two years (23,8%), and finally between five to
ten years (20,8%), and more than ten years (3,7%). Some researchers argue that new employees

may be more susceptible to phishing attacks (Beu et al., 2023).

Length of Work in the current Organisation
35

30

25
20
15
10

0

0-2 year 2-5years 5-10vyears >10 years

(¢)]

B Frequency M Percentage

Figure 10: Length of Work in the Current Organisation

Most respondents indicated that they had internet access for work in their organisations for
more than ten years (89,1%). Internet access is needed for a phishing attack to be established

because phishing is Internet-dependent.

Internet for Work
100
80
60
40
20
0 — —
Lessthan1 2-Jan 5-Feb 5+

B Frequency ™ Percentage

Figure 11: Internet for Work
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4.3 Descriptive Statistics

Table 5: Descriptive Statistics

Name Mean  Median Min Max Standard Excess Skewness
deviation kurtosis

Consent 1 1 1 1 0 NaN NaN
FC1 3.89 4 1 5 1.1 0.39 -0.96
FC2 4 4 1 5 1.01 1.48 -1.24
FC3 3.91 4 1 5 1 0.79 -0.98
CAW1 4.29 4 1 5 0.89 4.63 -1.91
CAW?2 4.36 4 1 5 0.81 5.62 -1.97
CAW3 4.43 4 1 5 0.6 2.38 -1.02
PV1 3.15 3 1 5 1.18 -1.05 -0.27
PV2 3.2 3 1 5 11 -0.87 -0.33
PV3 2.68 3 1 5 0.98 -0.29 0.36
PV4 2.76 3 1 5 1.07 -0.94 0.12
PV5 2.88 3 1 5 1.14 -1.19 0.096
PV6 2.9 3 1 5 1.14 -1.16 0.061
PS1 4.35 4 1 5 0.73 4.35 -1.58
PS2 4.35 4 1 5 0.77 3.62 -1.59
PS3 4.58 5 1 5 0.6 1.95 -1.34
PS4 4.58 5 1. 5 0.7 6.74 -2.24
PS5 4.08 4 1 5 0.89 0.55 -0.88
PS6 3.7 4 1 5 1.03 -0.79 -0.39
PUSE1 3.96 4 1 5 0.89 2.16 -1.29
PUSE2 4.06 4 1 5 0.79 3.3 -1.35
PUSE3 3.94 4 1 5 0.81 2.29 -1.13
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Name Mean  Median Min Max Standard Excess Skewness
deviation kurtosis
PUSE4 3.84 4 1 5 0.83 0.95 -0.86
PUSES5 3.96 4 1 5 0.77 2.04 -1.05
PUSEG 3.84 4 1 5 0.89 14 -1.03
RE1 4.32 4 1 5 0.75 5.6 -1.79
RE2 4.15 4 1 5 0.89 2.74 -1.45
RE3 4.06 4 1 5 0.8 1.65 -1
RE4 4.28 4 1 5 0.7 121 -0.89
RC1 2.38 2 1 5 1.18 -0.35 0.76
RC2 2.33 2 1 5 1.23 -0.51 0.79
RC3 2.05 2 1 5 1.03 0.45 1.01
RC4 2.08 2 1 5 1.04 -0.076 0.83
RC5 2.2 2 1 5 1.11 0.004 0.86
RC6 1.86 2 1 5 0.99 2.21 1.51
RC7 2.52 2 1 5 1.1 -0.76 0.44
RC8 24 2 1 5 1.14 -0.58 0.65
CPBAP1 3.25 3 1 5 1.11 -0.98 -0.14
CPBAP2 3.52 4 1 5 1.06 -0.38 -0.61
CPBAP3 3.69 4 1 5 1.05 0.16 -0.81
CPBAP4 4.05 4 1 5 0.69 3.47 -1.13
CPBAP5 3.9 4 1 5 0.99 1.33 -1.2
CPBAP6 3.36 4 1 5 1.13 -0.85 -0.29
CPBAP7 3.77 4 1 5 1.01 -0.53 -0.58
GCL1 3.08 3 1 5 1.03 -0.54 -0.03
GCL2 2.84 3 1 5 1.03 -0.55 0.23
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Name Mean Median Min Max Standard Excess Skewness
deviation kurtosis

GCL3 2.98 3 1 5 1 -0.57 0.14

GCL4 2.77 3 1 5 1.07 -0.55 0.32

Table 5 provides descriptive statistics including variables’ means, median, minimum, and
maximum Likert scale ratings, skewness, and kurtosis. These values are commonly used to test
for the normality of data. Skewness and Kurtosis are used to check how data deviate from a
normal distribution. Positive values of skewness signify that the distribution curve lies to the
right while negative values signify that the distribution curve is skewed to the left (Blanca et
al., 2013). Furthermore, positive kurtosis values indicate that the curve has a higher peak than

normal while negative values highlight that is flatter than normal (Blanca et al., 2013).

4.4 Structural Equation Model

In this study, Partial Least Square-Structural Equation Modelling (PLS-SEM) was utilised to
analyse the quantitative set of data that was collected from respondents of South African
organisations. Igbal et al. (2021) say that PLS-SEM assists researchers in analysing
sophisticated models with different constructs (including dependent and independent
variables). Also, PLS-SEM is regarded as an efficient way to analyse cause-effect relationships
between latent constructs. Moreover, PLS-SEM is regarded as the most reliable method to
measure direct and indirect paths because it analyses complex latent constructs (Igbal et al.,
2021).

In PLS-SEM, the constructs (factors) are called latent variables and the items that make up a
questionnaire are called indicators. Hair et al. (2012) explain that PLS-SEM consists of the
structural model (inner model) and the measurement model (outer model). The inner and outer
models measure the relationships between independent variables and dependent variables and

between latent constructs and observed indicator variables (Hair et al., 2012).

4.5 Measurement Model

The measurement model (outer model) was analysed to assess its reliability by calculating the
composite reliability (CR) and average variance extraction (AVE). In addition, Cronbach Alpha
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(CA) was calculated; CA is commonly used to calculate internal consistency and was utilised
to measure the reliability of the items (Bhattacherjee, 2012; Saunders et al., 2012). CA and CR
values should at least be 0.7 and AVE must be 0.5 to measure convergent validity as suggested

by researchers (Hair et al., 2012).

For the remote work (RW) construct, four out of five subconstructs were dropped as they failed
validity testing due to initial outer loadings being less than 0.4 and therefore only a single item
remained that measured the length of remote work (see Table 6). Similarly, for perceived
severity, two items (PS5 and PS6) were dropped as they had the lowest outer loading, and AVE
(for perceived severity) needed to be at least 0.5 (see Table 6). Similarly, the cybersecurity
protective behaviour against phishing items, CPBAP1 and CPBAP2, as AVE must be 0.5 or
above (see Table 6). Once these items were excluded, for cybersecurity awareness (CAW), the
CA, CR and AVE values were 0.8, 0.88, and 0.709 respectively; for facilitating conditions (FC),
the CA, CR, and AVE were 0.91, 0.94, and 0.85; and for government cyber laws (GCL), these
same three measures had values of 0.89, 0.92, and 0.8. The CA, CR, and AVE values for
cybersecurity protective behaviour against phishing (CPBAP) were 0.79, 0.86, and 0.54;
perceived severity (PS) values were 0.84, 0.87, and 0.58; for perceived user self-efficacy
(PUSE) the corresponding values were 0.95, 0.96, and 0.79; while the values for perceived
vulnerability (PV) were 0.9, 0.92, and 0.67. CA, CR, and AVE values were measured to be
0.91, 0.92, and 0.61 for response costs (RC), 0.76, 0.84, and 0.59 for response efficacy (RE).
These were all found to be reliable and valid (see Table 6).

Also, all the AVE values were above 0.5 (see Table 6) for convergent validity assurance
purposes, implying that latent constructs accounted for a significant number of variances in
their indicators (Henseler et al., 2016; MacKenzie et al., 2011). Similarly, convergent validity

determines how correlated the items of a construct are to other items of a latent construct.

Table 6: Measurement Model

Construct Item Code Final Outer CA CR AVE
Loading  Weights

Cybersecurity Awareness 0.8 0.88 0.709

CAW1 0.858 0.4
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Construct Item Code Final Outer CA CR AVE
Loading  Weights

CAW3 0.84 0.48

FC1 0.95 0.43

FC3 0.92 0.36

GCL1 0.93 0.54

GCL3 0.86 0.16

Cybersecurity  Protective 0.79 0.86 0.54
Behaviour Against Phishing

CPBAP4 0.73 0.24

CPBAP6 0.71 0.27

Perceived Severity 0.84 0.87 0.58

PS2 0.81 0.23

PS4 0.88 0.52

PUSE1 0.9 0.19
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Construct Item Code Final Outer CA CR AVE
Loading  Weights

PUSE3 0.94 0.2

PUSE5 0.9 0.18

Perceived Vulnerability 0.9 0.92 0.67

PV2 091 031

PV4 0.81 0.19

PV6 0.86 0.23

RC1 0.76 0.2

RC3 0.91 0.24

RC5 0.77 0.11

RC7 0.56 0.039

Response Efficacy 0.76 0.84 0.58

RE2 0.82 0.35
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Construct Item Code Final Outer CA CR AVE
Loading  Weights
RE3 0.78 0.39
RE4 0.65 0.23
Remote Work - - -
Length of 1
Remote Work
RW -CPBAP 1 1
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Table 7: Cross Loadings

CAW FC GCL CPBAP PS PUSE PV RW RC RE RW-PS RW-PV RW-CAW RW-FC RW-PUSE
CAW1 0.848 0.266 0.106  0.364 0.114 0.353 -0.288 0.060 -0.129 0.331 0.044 -0.003 0.087 -0.078 0.032
CAW2 0.835 0.145 -0.067 0.276 0221 0.232 -0.231 -0.131 -0.204 0.317 0.070 -0.142 0.244 -0.062 0.041
CAW3 0.843 0.364 0.196 0.438 0.363 0.261 -0.084 -0.020 -0.280 0.468 0.098 -0.044 0.101 0.048 0.151
FC1 0.310 0.948 0.273 0.279 0.126 0.380 -0.116 0.067 -0.089 0.351 -0.103  -0.090 -0.028 0.077 0.164
FC2 0.223 0.891 0.323 0.191 0.055 0.269 -0.117 0.068 -0.121 0.289 -0.155  -0.072 -0.085 0.092 0.147
FC3 0356 0923 0.324 0.234 0.040 0.347 -0.067 0.047 -0.056 0.315 -0.035 -0.119 -0.002 0.110 0.184
GCL1 0.132 0.296 0.931 0.121 0.009 0.061 0.093 -0.082 0.123 0.180 0.048 -0.107 0.008 0.029 0.103
GCL2 0.090 0.308 0.892 0.078 -0.108 0.062 0.099 0.039 0.209 0.229 0.036 -0.125 -0.074 -0.029 0.110
GCL3 0.078 0.279 0.855 0.036 -0.083 0.043 0.097 -0.017 0.200 0.198 0.071 -0.070 -0.069 -0.039 0.069
GCL4 0.032 0.290 0.837 0.015 -0.105 0.052 0.027 -0.005 0.221 0.111 0.077 -0.052 -0.114 -0.080 0.043
LengthWk -0.025 0.066 -0.034 -0.123  -0.006 0.098 0.013 1.000 0.060 0.070 0.084 -0.107 0.017 -0.204 -0.011
CPBAP3 0.275 0.257 0.199 0.715 0.140 0.407 -0.253 0.017 -0.140 0.364 0.044 0.152 -0.122 0.025 0.021
CPBAP4 0.374 0.084 -0.004 0.729 0.261 0.240 -0.215 0.001 -0.157 0.386 0.061 0.097 0.007 -0.042 -0.001
CPBAPS 0306 0.132 -0.053 0.711 0261 0.329 -0.251 -0.293 -0.098 0.361 0.105 0.005 0.076 0.219 0.157
CPBAP6 0.304 0.249 0.196 0.714 -0.042 0.305 -0.311 -0.146 -0.120 0.344 -0.151 0.031 -0.000 0.118 0.064
CPBAP7 0.368 0.229 0.037 0.810 0.101 0428 -0.375 -0.015 -0.254 0.338 -0.100 0.082 0.065 0.089 0.107
PS1 0.284 0.086 -0.004 0.107 0.730 0.045 0.100 0.005 -0.291 0.256 0.290 0.001 0.140 -0.031 -0.047
PS2 0.294 0.044 -0.020 0.101 0.809 0.094 0.031 0.043 -0.270 0.250 0.287 0.066 0.129 -0.020 0.018
PS3 0.264 0.130 0.012 0.106 0.850 0.039 0.043 0.018 -0.316 0.262 0.226 0.069 -0.003 -0.034 -0.026
PS4 0.175 0.047 -0.088 0.231 0876 0.126 0.021 -0.041 -0.255 0.225 0.250 0.020 0.039 -0.096 -0.011
PS5 0.005 0.047 0.136 -0.015 0.448 -0.016 0.150 -0.005 -0.046 0.185 0.175 0.091 -0.044 0.044 0.025
PUSE1 0350 0.322 0.052 0.423 0.209 0.900 -0.237 0.053 -0.166 0.498 0.033 -0.031 0.227 0.161 0.013
PUSE2 0.373 0.381 0.038 0.401 0.232 0.909 -0.218 0.086 -0.127 0.479 0.018 -0.025 0.123 0.162 -0.014
PUSE3 0289 0.341 0.054 0.441 0.119 0.941 -0.221 0.074 -0.139 0.512 0.017 0.007 0.069 0.159 -0.028
PUSE4 0.280 0.266 0.051 0.344 -0.019 0.850 -0.320 0.095 -0.049 0.361 -0.090 -0.030 0.217 0.148 0.002
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PUSES 0.325 0.366 0.113 0.402 0.089 0.903 -0.288 0.138 -0.156 0.548 -0.084  0.047 0.066 0.167 -0.021
PUSEG 0.189 0.269 0.035 0.455 -0.064 0.807 -0.361 0.077 -0.039 0.422 -0.060 -0.013 0.051 0.161 -0.075
PV1 -0.108 0.007 0.111 -0.320 -0.019 -0.300 0.773 -0.057 0.174 -0.047 0.105 0.070 -0.131 -0.145 -0.116
PV2 -0.210 -0.060 0.080 -0.446  0.034 -0.276 0.905 0.002 0.098 -0.121 0.066 0.046 -0.040 -0.113 -0.005
PV3 -0.134 -0.158 0.083 -0.190 0.046 -0.169 0.749 -0.010 0.138 -0.050 -0.007  0.005 -0.049 0.051 0.061
PV4 -0.209 -0.082 0.090 -0.275 -0.049 -0.244 0.809 0.079 0.210 -0.157 -0.001  0.011 -0.000 0.019 0.074
PV5 -0.216 -0.106 0.095 -0.203 0.165 -0.192 0.808 0.028 0.091 -0.044 0.003 0.059 -0.057 -0.038 0.014
PV6 -0.230 -0.182 0.0583 -0.329 0.094 -0.289 0.860 0.034 0.157 -0.180 0.012 0.083 -0.086 -0.094 -0.017
RC1 -0.083 0.028 0.255 -0.182 -0.157 -0.006 0.180 0.091 0.759 -0.137 0.049 -0.069 0.018 0.027 0.002
RC2 -0.111 -0.020 0.205 -0.173  -0.200 -0.070 0.133 0.062 0.839 -0.123 0.109 -0.031 -0.028 -0.103 -0.103
RC3 -0.312 -0.074 0.233 -0.224 -0.358 -0.157 0.180 0.077 0914 -0.276 -0.024  -0.134 -0.102 -0.061 -0.040
RC4 -0.272 -0.179 0.146 -0.197 -0.326  -0.147 0.137 0.023 0.882 -0.232 -0.068  -0.055 -0.079 0.035 -0.080
RC5 -0.143 -0.072 0.070  -0.099 -0.184 -0.037 0.173 0.037 0.771 -0.170 -0.018 -0.017 -0.012 -0.048 -0.044
RC6 -0.172 0.016 0.079 -0.068 -0.346 -0.071 -0.001 0.087 0.740 -0.191 0.035 -0.123 0.039 0.021 -0.016
RC7 -0.112 -0.237 -0.107 -0.036 -0.291 -0.079 0.028 0.029 0.555 -0.038 -0.024  -0.014 0.002 -0.098 -0.156
RC8 -0.260 -0.134 -0.002 -0.164 -0.318 -0.184 0.117 -0.023 0.720 -0.287 0.025 -0.058 -0.076 -0.084 -0.082
RE1 0.484 0.361 0.096 0.374 0.353 0516 -0.091 0.104 -0.234 0.786 0.118 0.043 0.118 -0.000 -0.090
RE2 0354 0.322 0.166 0.381 0311 0438 -0.030 0.002 -0.188 0.817 0.076 0.083 0.012 0.019 -0.029
RE3 0.277 0.185 0.187 0.432 0.106 0.373 -0.138 0.048 -0.202 0.775 -0.033 0.122 0.031 0.013 -0.050
RE4 0.264 0.188 0.227 0.254 0.099 0.272 -0.151 0.068 -0.118 0.651 -0.063  0.034 -0.135 -0.047 -0.020
RW-PUSE 0.098 0.180 0.107 0.100 -0.020 -0.025 -0.007 -0.011 -0.072 -0.064 -0.027  -0.351 0.463 0.617 1.000
RW-PV -0.066 -0.102 -0.115 0.097 0.039 -0.008 0.059 -0.107 -0.085 0.099 -0.153 1.000 -0.435 -0.317 -0.351
RW-PS 0.086 -0.102 0.054 -0.014 0312 -0.029 0.045 0.084 0.014 0.039 1.000 -0.153 0.314 -0.170 -0.027
RW-FC -0.027 0.099 -0.006 0.117 -0.071 0.181 -0.083 -0.204 -0.044 0.000 -0.170 -0.317 0.304 1.000 0.617
RW-CAW  0.157 -0.088 -0.040 0.011 0.084 0.138 -0.074 0.017 -0.055 0.025 0.314 -0.435 1.000 0.304 0.463
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No cross-loadings were detected, implying that there was no discriminant validity (see Table
7). Discriminant validity tests whether concepts or measurements that are not supposed to be
related are unrelated. Hence it measures the extent to which items of one latent construct differ
from the items of the other latent construct where these two latent constructs are not expected
to be related. It was established by showing that indicators of one latent construct are not like
the indicators of the other construct. Furthermore, this study assessed the Fornell Larcker and
heterotrait—-monotrait (HTMT) ratio to further test the discriminant validity. HTMT (see Table
8) values should be less than 0.85 (Hair et al., 2012; Lei et al., 2023; Phillip et al., 2023). The
values for HTMT in Table 8 are all lower than 0.85 showing that the different latent constructs
measure different things. For Fornell-Lacker (see Table 9), the square root of AVE must be

greater than inter-constructs (inter correlations).

Table 8: HTMT (heterotrait—-monotrait ratio)

CPB PUS
CAW FC GCL AP PS E PV RW RC RE

CAW

FC 0.35

GCL 0.16 0.36

CPB
AP 054 03 0.16

PS 034 0.1 011 0.24

PUS
E 039 039 0.070 053 0.15

PV 028 014 01 042 014 032

RwW  0.093 0.069 0.041 0.15 0.031 0.1 0.045

RC 029 015 021 023 037 014 019 0.072

RE 056 042 026 062 038 062 017 0.084 0.29
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Table 9: Fornell-Lacker

CAW FC GCL CPBAP PS PUSE PV RW RC RE

CAW 084

FC 0.33 0.92

GCL 0.12 0.33 0.88

CPBAP 0.44 0.26 0.099 0.74

PS 0.29 0.084 -0.053 0.19 0.76

PUSE 0.34 0.37 0.064 047 0.11 0.89

PV -0.23 -0.11 0.1 -0.39 0.047 -0.31 0.82

RW -0.025 0.066 -0.034 -0.12 -0.006 0.098 0.013 1

RC -0.25 -0.094 0.18 -0.21 -0.34 -0.13 0.17 0.06 0.78

RE 0.46 0.35 0.22 0.49 0.29 0.53 -0.130 0.07 -0.25 0.76

In addition, this study assessed the variance inflation factor against the multicollinearity of
collected data. Multicollinearity means there was no correlation between two or more
independent variables (Saunders et al., 2009). In this case, there are five such variables, namely
CAW, FC, GCL, LengthRemWKk, and CPBAP. All the variance inflation factor values were

above four (see Table 10) and no collinearity was observed (Ng et al., 2021).

Table 10: Variance Inflation Factor (VIF)

Construct VIF PS 1.29
CAW 142 PUSE 1.69
FC 1.37 PV 1.290
GCL 1.26 RC 1.27
LengthRemWk 1 RE 1.86
CPBAP 1.67
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4.6 Assessment of the Structural Model

This study used Smart PLS 4 to assess the structural equation modelling using 5000 bootstraps.
The structural model was assessed using the significance of path coefficients and the coefficient
of determination (R?) for the cybersecurity protective behaviour against phishing, a dependent
variable. R? is also called the goodness-of-fit measure as it shows the percentage of the
dependent variables’ variance that all the independent variables account for. A positive path
coefficient indicated that 1 unit of independent variable results in particular R? value increase
in the dependent variable. Also, a negative path coefficient means 1 unit increase in independent
variable results in R? decrease in the dependent variable. The hypotheses were tested within a
margin error or confidence interval of 5%, which is the probability (p< 0.05,t > 1.96) or
confidence level at 95% for significance but for p> 0.05ort < 1.96 it implied that the
research hypotheses would be refuted (Bhattacherjee, 2012; Hair et al., 2011).

Table 11 Path coefficients, P-values, and T-values

Hypotheses  Path Path t-Value p-Value Sig Level Supported
Coefficient
H1 RW-CPBAP -0.14 2.02 0.043 P<0.05 Yes
H2 CAW- 0.2. 1.8 0.072 p< 0.1 Marginally
CPBAP supported
H3 PUSE- 0.19 1.18 0.24 - No
CPBAP
H4a FC-CPBAP 0. 0.003 0.99 - No
H4b FC-PUSE- -0.051 0.6 0.51 - No
CPBAP
Héc FC-CAW 033 4.01 0 P<0.05 Yes
H4d FC-PUSE 0.34 4.14 0 P<0.05 Yes
H5a PV-CPBAP  -0.25. 2,94 0.003 P<0.05 No, opposite
to what was
hypothesised
although
significant
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Hypotheses  Path Path t-Value p-Value Sig Level Supported
Coefficient

H5b PV-PUSE -0.274. 2.94 0.003 P<0.05 No, opposite
to the
hypothesis

H6a PS-CPBAP 0.025 0.28 0.78 - No

H6b PS-RE 0.32 3.44 0.001 P<0.05 Yes

H7 RE-CPBAP  0.24 2 0.045 P<0.05 Yes

H8 RC-CPBAP  -0.021 0.19 0.85 No

H9a GCL- 0.009 0.11 0.91

CPBAP

H9b GCL-RC 1.83 0.067 P<0.1 Marginally

supported
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Figure 12: Final Model

4.7 Summary of Chapter

This dissertation used a questionnaire survey to collect responses from employees from South
African organisations. Thereafter, the demographic profile, descriptive statistics, structural

equation model, and measurement model were analysed. The structural model was assessed

resulting in the final model using PLS-SEM.
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5 Discussion

5.1 Introduction

This chapter presents key findings to answer the research question. The research question is:
What factors influence cybersecurity protective behaviour against phishing in South African
organisations? The research objective was met; however, some factors such as facilitating
conditions which did not positively influence cybersecurity protective behaviour against
phishing were rejected. The chapter discussed research limitations and recommendations for
future studies.

5.2 Key Findings

This study sought to investigate factors that influence cybersecurity protective behaviour
against phishing in South Africa. Because our sample is never equal to the population, we can
never be certain that the conclusions we draw from sample data apply to the entire population,
which is why statistical testing is always probabilistic (Bhattacherjee, 2012). The p-value is the
likelihood that a statistical inference is the result of sheer chance and is set at a significance
value of 0.05 (Bhattacherjee, 2012). The results in Table 12 (see Section 4.6) show that there is
a negative relationship between remote work (independent variable) and cybersecurity
protective behaviour against phishing (dependent variable) as was hypothesised from the
literature review. Additionally, the t-value is more than the 1.96 (t-value=2.02) threshold and
the p-value is above the 0.05 threshold (p-value=0.043). Therefore, the relationship is
significant and the H1 hypothesis is accepted at a 95% confidence level. This was consistent
with the researchers’ view that remote work negatively influences cybersecurity protective
behaviour against phishing (Klein, 2021; Mihailovi¢ et al., 2021; Mou et al., 2022; Nyarko &
Fong, 2023; Vivekananth, 2022; Skilji¢, 2020).

The path of the coefficient was found to be positive for H2. Also, the results in Table 12 (see
Section 4.6) show that the t-value was slightly below 1.96 (t-value =1.797) and the p-value less
than 0.1 (p-value=0.072). Therefore, the relationship was reasonably significant and the H2
hypothesis was marginally supported and accepted at a 90% confidence level. A p-value of less
than 0.1 can be deemed to be marginally supported Li et al. (2018). Consistent with the work

of many researchers, cybersecurity awareness was found to positively influence cybersecurity
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protective behaviour against phishing (Alshaik, 2021; Hijji & Alam, 2022; Vivekananth, 2021).
It should be noted that respondents were a hybrid from the private and public sectors from South
African organisations receiving varying degrees of information and cybersecurity awareness,

hence the marginal support for the hypothesis.

The results showed that the path of the coefficient was positive for hypothesis H3, the t-value
was found to be below 1.96 (t-value =1.184), and the p-value was above 0.05 (p-value=0.236).
Therefore, the relationship is not significant and the H3 hypothesis was rejected at a 95%
confidence level. This means that perceived user self-efficacy was not found to have a
significant and positive effect on cybersecurity protective behaviour against phishing (Bax et
al., 2021; Bekkers et al., 2023). However, in the study of cybercrime reporting behaviour, self-

efficacy was a contributing factor (Pilane et al., 2022).

In hypothesis H4a, the t-value was 0.003 (less than 1.96) and p-value was 0.998 (greater than
0.05). Also, no relationship was established since the path of the coefficient was 0. Therefore,
the relationship was not significant and the H4a hypothesis was rejected at a 95% confidence
level. This was inconsistent with researchers’ view that facilitating conditions positively
influence cybersecurity protective behaviour against phishing (Algahtani and Braun, 2021;
Chin and Chua, 2021; McLennan and Group, 2022). For hypothesis H4b, there was a negative
relationship between facilitating conditions’ positive moderation on the influence of perceived
user self-efficacy on cybersecurity protective behaviour against phishing. The relationship was
not significant as there was a t-value of 0.603 and a p-value of 0.547, resulting in H4b being
rejected and inconsistent with the literature review (Algahtani and Braun, 2021; Azjen, 1976;
Chin and Chua, 2021; McLennan and Group, 2022). When looking at the research instrument,
the questions used may not have been specific enough to allow the respondent room to
understand, for example, resources, knowledge and experience can be interpreted differently

depending on whether the organisation has a cybersecurity awareness program or not.

The t-value was 4.414, the p-value was 0, and there was a positive relationship for hypothesis
H4c path of coefficient. The relationship was significant at a confidence level of 95% and
consistent with cybersecurity research (Abroshan et al., 2021; Algahtani and Braun, 2021;
Azjen, 1976; Bispham et al., 2021; Butler and Butler, 2018; Hijji and Alam, 2022; Jansen &
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van Schaik, 2019; Kabanda et al., 2018; Nyarko & Fong, 2023; Qabajeh et al., 2018). H4c was

accepted.

For hypothesis H4d, the relationship was found to be positive, the t-value was 4.135, and the p-
value was 0. Therefore, the relationship was significant at a confidence level of 95% and H4d
was accepted, which was consistent with research work (Alshaik, 2021; Chin and Chua, 2021;
Hijji & Alam, 2022; Vivekananth, 2021).

For hypothesis H5a, the t-value was 2.944 (above 1.96) and the p-value was 0.003 (below 0.05).
The relationship was negative, meaning an increase in the independent variable resulted in a
decrease in the dependent variable at R? of 41.5%. Although the relationship was significant,
the H5a hypothesis was rejected at a 95% confidence level as the results were contrary to the
hypothesis. This result was inconsistent with researchers’ view that perceived vulnerability
influences cybersecurity protective behaviour against phishing (Bax et al., 2021; Mou et al.,
2022). However, some researchers suggested perceived vulnerability influence on phishing
behaviour to be significant in a personal context than organisational context (Mou et al., 2022)
Similarly, for the H5b hypothesis, the t-value was 2.942, the p-value was 0.003 and the
relationship was negative. Therefore, H5b was accepted at a 95% confidence level since it was
significant in terms of the hypothesised statement (Bekkers et al., 2023; Chen and Jackson,
2019; De Kimpe et al., 2022; Farkhondeh et al., 2023; Lei et al., 2023). This shows that threat
appraisal (perceived vulnerability factor) does have an influence on coping appraisal (perceived
user self-efficacy factor) which was little researched using Protection Motivation Theory.
However, Mou et al. (2022) argued that perceived vulnerability was stronger in personal

contexts.

For hypothesis H6a the path of the coefficient was found to be positive. However, the results
in Table 12 showed that the t-value was below 1.96 (t-value =0.281) and the p-value was above
0.05 (p-value=0.779). Therefore, the relationship is not significant and the H6a hypothesis was
rejected at a 95% confidence level. This was inconsistent with previous researchers’ views that
perceived severity influences cybersecurity protective behaviour against phishing (Bax et al.,
2021; Chin and Chua, 2021; Rogers, 1975). The notion that perceived severity is strong in a
personal context might be valid (Mou et al., 2022). On the other hand, hypothesis H6b was

accepted at a 95% confidence level with a positive relationship, t-value of 3.349, and p-value
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of 0.01, which was consistent with researchers’ views (Bekkers et al., 2023; Chen and Jackson,
2019; De Kimpe et al., 2022; Farkhondeht et al., 2020; Lei et al., 2023). This shows that threat
appraisal (perceived severity) influences coping appraisal (response efficacy), an issue which

had been little researched previously according to the researcher’s knowledge.

The path of the coefficient was found to be positive for hypothesis H7, the t-value was above
1.96 (t-value =2.002) and the p-value was below 0.05 (p-value=0.045). Therefore, the
relationship was found to be significant and the H7 hypothesis was accepted at a 95%
confidence level. Response efficacy was found to have a significant and positive effect on
cybersecurity protective behaviour against phishing which was consistent with the work of
researchers (Bax et al., 2021; Bekkers et al., 2023; Mou et al., 2022). In an organisational

context, this finding agrees with the research by Mou et al. (2022).

The t-value for hypothesis H8 was 0.187 (below 1.96), while the p-value was 0852 (above
0.05), and the path of the coefficient was positive. Therefore, the relationship was not
significant and the H8 hypothesis was rejected at a 95% confidence level. This indicated that
response costs did not have a significant effect on cybersecurity protective behaviour against
phishing which was inconsistent with researchers’ views (Bax et al., 2021; Bekkers et al., 2023,;
Mou et al., 2022).

Hypothesis H9a had a positive relationship, a t-value of 0.11 and a p-value of 0.912. Therefore,
the relationship was not significant resulting in H9a being rejected at a 95% confidence level.
This was not consistent with reviewed literature (Buckley et al., 2023; Chin and Chua, 2021,
Dlamini and Mbambo; 2019; Interpol, 2021; Mcanyana et al., 2020). Moreover, respondents
may have interpreted statements differently, for example, efficacy and performance quality.
H9b was marginally supported at the confidence level of 90% because the relationship was
positive, t-value of 1.833 (slightly less than 1.96), and a p-value of 0.067 (p<0.1) in line with
research work (Buckley et al., 2023; Chin and Chua, 2021; Dlamini and Mbambo; 2019;
Interpol, 2021; Mcanyana et al., 2020).

These research findings answer the research question: What factors influence cybersecurity
protective behaviour against phishing in South African organisations? Hypotheses H1, H2,
H4c, H4d, H6b, H7 and H9b identified the factors that influence cybersecurity protective
behaviour against phishing in South Africa. H5a and H5b results seem to establish an argument
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by researchers that perceived vulnerability is stronger in personal contexts than organisational
contexts as both hypotheses were significant although rejected (Mou et al., 2022). Also,
cybersecurity researchers might acquire an in-depth understanding of factors influencing
cybersecurity protective behaviour against phishing.

5.3 Research Limitations

This study was completed through a cross-sectional design, meaning it was conducted in a
limited period. Firstly, a small sample size was used, which may reduce the chance of reaching
satisfactory conclusions; it has a low statistical power compared to that obtained using a larger
sample. Larger datasets from bigger samples may change results significantly, especially for
hypotheses that were marginally supported. Secondly, the context of this study was for South
African organisations. Hence, it may be difficult to generalise the results to other populations
or contexts. However, the study may be used as a baseline study, especially in countries in the
third world where the challenges are greater than in developed. Furthermore, this study did not
establish the knowledge of respondents regarding phishing which could influence the results.
Also, the sample was from more educated participants.

5.4 Recommendations for Future Research

For future research, considerations regarding conducting studies with longitudinal designs
could be made; this would allow researchers to enlarge the sample and resulting dataset, making
results more robust and rigorous. Consideration may also be made to include other third-world
countries with developing economies as literature seemed to concentrate on developed
economies. Also, cybercrime reduces African GDP (gross domestic product) by more than 10%

per annum, and by more than 4.12 billion US dollars (Interpol, 2021).

Exploration of different mediating and moderating variables from the literature should be
considered. Demographic variables may also be evaluated as moderating or mediating variables
in future studies of cybersecurity protective behaviour against phishing, particularly in the
South African context. As an example, some researchers claim that employees are susceptible
to risky cybersecurity phishing behaviours based on gender (Gillan and White, 2021).
Furthermore, researchers claim that newer employees may be more vulnerable to phishing
attempts than those who have been at the organisation for a longer period (Beu et al., 2023).

Other variables that future studies could include are employee loyalty and satisfaction.
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5.5 Summary of Chapter

The results of the findings indicate that remote work, cybersecurity awareness, and response
efficacy impact cybersecurity protective behaviour against phishing while facilitating
conditions have a positive and direct influence on cybersecurity awareness and perceived user
self-efficacy. Furthermore, perceived severity impacts response efficacy while government

cyber laws impact response costs.
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6. Conclusion

This dissertation explains the factors that influence cybersecurity protective behaviour against
phishing in South African organisations and answers the research question. It was discovered
that although remote working has benefits in terms of productivity, it may influence
cybersecurity protective behaviour against phishing negatively for organisations that allow their
employees to work from home. This implies that organisations may need to improve their
cybersecurity strategies against phishing, allocating both sufficient human and financial
resources to support the new remote ways of work. Furthermore, respondents commented that
cybersecurity threats are on the rise with the adoption of remote working.

Contrary to many researchers, facilitating conditions were found to have no relationship nor a
significant influence on cybersecurity protective behaviour against phishing. It neither confirms
nor denies what other researchers argued, namely that in a workplace context, there are
measures in place to manage cybersecurity risks. Hence, this was inconclusive in the South
African context. Facilitating conditions were not found to positively moderate the influence of
perceived user self-efficacy on cybersecurity protective behaviour against phishing but had a
significant influence on both cybersecurity awareness and perceived user self-efficacy. This
implies that South African organisations should consider bolstering and mobilising resources

to maintain a posture of cybersecurity protective behaviour against phishing.

Cybersecurity awareness was marginally supported in its relationship with cybersecurity
protective behaviour against phishing. This may be because of the low sample effect; most
cybersecurity research confirms that cybersecurity awareness is a predictor of cybersecurity
protective behaviour against phishing. In addition, respondents indicated more awareness is
required. There are also new deep fake forms of phishing that some users may not know about.
As for perceived vulnerability in cybersecurity protective behaviour against phishing, a
significant influence was established, although the relationship was negative. Some researchers
argue that perceived vulnerability has a stronger effect in a personal setting than in a workplace
setting on which this study is grounded. Perhaps the feeling of being vulnerable makes users
feel unable to address cybersecurity protective behaviour against phishing bearing in mind the
challenges in South Africa regarding poor implementation of cyber laws. As for the influence

of perceived vulnerability on perceived user self-efficacy, the negative but significant
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relationship could be resolved when users gain phishing knowledge. Such knowledge may be
acquired through simulations, and awareness, and explore the argument of a personal setting
versus a workplace setting. There was an insignificant relationship and hence no confirmed
influence by perceived severity on cybersecurity protective behaviour against phishing.
However, this is inconclusive as perceived severity had a positive and significant relationship

with response efficacy.

Response efficacy positively and significantly influenced cybersecurity protective behaviour
against phishing. In contrast, response cost did not significantly influence cybersecurity
protective behaviour against phishing. This might be due to the increasing costs associated with
defence against attacks, including cyber insurance. However, government cyber law
enforcement had a positive although marginally significant relationship with response costs.
Despite this, government cyber law enforcement did not influence cybersecurity protective
behaviour against phishing. However, respondents’ comments highlighted that government
efforts in curbing phishing were insufficient. Also, respondents felt that executives did not
understand cybersecurity sufficiently. This is an area that is important to encourage because top
or executive sponsorship for cybersecurity protective behaviour against phishing is critical.

Lastly, financial losses, reputational damage, disinformation, and legal implications (lawsuits)
may be managed to acceptable thresholds or risk appetite within South African organisations
through robust cybersecurity practices such as cybersecurity protective behaviour against
phishing.
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responses will be confidential and used for the purposes of this &
research only.

Should you have any questions regarding the research please
feel free to contact the researcher (insert contact details).

4. Have you scanned in your signature for the last section of the form? X

UCT.
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Appendix B Cover letter and Informed Consent (Organisation)
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Dear Sir/Madam.

In terms of the requirements for completing a Master’s Degree in Information Systems at the

University of Cape Town, a research study is required.

My research topic is Cybersecurity in the Workplace: Factors that Influence Cybersecurity
Protective Behaviour against Phishing in South Africa. The aim is to explain what factors
influence cybersecurity protective behaviour against phishing post-lockdowns. This research

has been approved by the Commerce Faculty Ethics in Research Committee.

Participation in this research by your organisation is voluntary. The organisation can choose to
withdraw from the research at any time. The questionnaire will take approximately 15 minutes
to complete. Participants will not be requested to supply personally identifiable information to

maintain the anonymity of responses.

Should you have any questions regarding the research, please feel free to contact me via phone
at +27 795238217, or email: pInlet0O01@myuct.ac.za.

If you authorise this study to be undertaken at your organisation, kindly sign the attached form

and return it to me at your earliest convenience.

Your organisation’s participation in this study would be greatly appreciated.

Sincerely,
Karabo Pilane Supervisors Names: Prof Irwin Brown,
Researcher / B. Com Masters Student Ms Zainab Ruhwanya.
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Department of Information Systems Department of Information Systems.
University of Cape Town University of Cape Town.

Email: plnlet001@myuct.ac.za

Management Consent.

l, , give the researcher, Karabo Pilane, consent to

conduct the study ‘Cybersecurity in the workplace: Factors that influence cybersecurity

protective behaviour against phishing in South Africa at the identified Organisation Name.

I am aware that participation is voluntary and that respondents may choose to withdraw from

this study at any time, should they choose to do so.

Signature Date.
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Appendix C Cover Letter and Informed Consent (Individual)
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Dear Sir/Madam.

In terms of the requirements for completing a Master’s Degree in Information Systems at the

University of Cape Town, a research study is required.

My research topic is Cybersecurity in the Workplace: Factors that Influence Cybersecurity
Protective Behaviour against Phishing in South Africa. The aim is to explain what factors
influence cybersecurity protective behaviour against phishing. This research has been approved

by the Commerce Faculty Ethics in Research Committee.

Your participation in this research is voluntary. You can choose to withdraw from the research
at any time. The questionnaire will take approximately 15 minutes to complete. You will not
be requested to supply identifiable information to maintain the anonymity of your responses.

Should you have any questions regarding the research, please feel free to contact me via phone
at +27 795238217, or email: pInlet0O01@myuct.ac.za.

By clicking the button below, you acknowledge that:

Your participation in the study is voluntary. You may choose to terminate your participation at

any time.
| consent.

| do not consent.
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Appendix D: Research Instrument

Table 12: Demographic Profile of Survey Respondents

(Adapted from Buchi et al. (2017); Crossler et al. (2017); Humaidi et al. (2018); Min (2022);
Rogers (2022); South African Revenue Service (n.d), Van Zoonen et al. (2021); Yang et al.

(n.d))

Item Choice Code
Age 18-20 1
21-30 2
31-40 3
41-50 4
51-60 5
60+ 6
Sex Male 1
Female 2
Non-binary/Third Gender 3
Prefer to self-describe 4 + answer
Prefer not to answer 5
Highest education Some school 1
High School 2
Certificate/Diploma 3
Bachelor’s degree/B-Tech 4
Honours/Postgraduate-Diploma 5
Master’s degree 6
Doctoral Degree 7
Others 8
Type of Organisation Private Company 1
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Personal Liability Company 2
Public Company 3
Non-Profit Organisation (NPO) 4
State-Owned Company 5
Government 6
Non-Government Organisation (NGO) 7

Size of organisation Micro (0-10)
Small (11-50 2
Medium (51-250) 3
Large (250 and above) 4
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Occupational Level Top Management/Executive 1
Senior Management 2

Professionally Qualified/Experienced Specialist/Middle 3
Management

Skilled  Technical and  Academically  Qualified/Junior

Management/Supervisors/Foremen/Superintendents 4

Semi-Skilled

Unskilled 5
6

Internet access years Less than 1 1
1-2 2
2-5 3
5+ 4
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Table 13: Questionnaire Survey

Items Scale

Remote Work

Percentage of Remote Work

What percentage of your work time do you spend working remotely?

76%-100% 1
51%-75% 2
26%-50% 3
1%-25% 4
0% 5

Frequency of Remote Work

Select the best possible option which indicates how frequently you work remotely.

All days of the week 1
Four days per week 2
Three days per week 3
One to two days per week 4
Never 5

Extent of Remote Work

To what extent do you work remotely?

Not at all 1
Minimal extent 2
To some extent 3
To a large extent 4
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All the time 5

Length of Remote Work

How long have you worked remotely?

Less than 6 months 1
6 months to 3 years 2
3-5 years 3
5-10 years 4
More than 10 years 5

Intensity of Remote Work

How intensely do you work remotely daily?

I never work remotely. 1

I spend about two hours. 2

I spend about three to five hours. 3

I spend about six to eight hours. 4

I spend over eight hours. 5

Select whether you disagree or agree with the following statements. 1 strongly
> Disagree

My organisation has the necessary resources to spot phishing. 3 Neutral

My organisation provides the necessary knowledge to act against phishing. 4 Strongly

My organisation has enough experience to manage phishing. 5 Agree

Select whether you disagree or agree with the following statements.
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Overall, I am aware of the potential phishing threats and their negative consequences.
| am aware that a compromised system can be misused for phishing attacks in the future.

I understand the concerns regarding phishing threats and the risks they pose in general.

Select whether you disagree or agree with the following statements.

There is a chance of me falling victim to a phishing email threat.

There is a good possibility that | could become a victim of a phishing email.
| feel I will become a victim of phishing email in the future.

| feel | could be vulnerable to falling victim to phishing email attempts.

| feel | could be vulnerable to having my personal identification details stolen through a
phishing email attempt.

| feel I could be vulnerable to having my financial information stolen through a phishing
email attempt.

Select whether you disagree or agree with the following statements.

Becoming a victim of phishing email would be a serious problem for me.
Responding to a phishing email would have serious consequences for me.

Providing my personal identification details to someone unknown to me would have
serious consequences for me.

Providing my financial details to someone unknown to me would have serious
consequences for me.

Becoming a victim of phishing would cause my whole life to change.

If | were to become a victim of phishing email, I would suffer a lot of mental anguish.

Strongly
Disagree

Neutral

Strongly
Agree

Strongly
Disagree

Neutral

Strongly
Agree

Strongly
Disagree

Neutral

Strongly
Agree
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Select whether you disagree or agree with the following statements.

Strongly
I am confident in my ability to recognise a potential phishing email. Disagree
I am confident in my ability to act safely regarding a potential phishing email. Neutral
I am confident in my ability to protect myself from phishing email threats.

Strongly
It is easy for me to recognise a potential phishing email. Agree
It is easy for me to act safely about a potential phishing email.
It is easy for me to protect myself from phishing email threats.
Response Efficacy
Select whether you disagree or agree with the following statements.
Paying careful attention to the content of the emails | receive protects me from phishing
email threats.

. . . S Strongly
Checking where an email’s links are going before clicking on them protects me from Disagree
phishing email threats.

Using email ‘spam filters” (which automatically direct suspicious-looking emails to Neutral
‘junk’ or ‘spam’ folders) is an effective way to prevent phishing email threats.
. . L . . Strongly
If I look carefully at an email before taking any action in response to it, | am less likely Adree
to fall victim to phishing email threats. g
Response Costs
Select whether you disagree or agree with the following statements.
Taking protective measures against phishing email threats would be time-consuming.
Paying careful attention to the content of emails before acting on them is inconvenient. Strongly
. . . L . Disagree
Taking protective measures against phishing email threats would cause me to be
confused.
Neutral
Using protective measures against phishing email threats would slow me down.
Taking protective measures against phishing email would cost me money. SXoneg
gree
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Inspecting email links before clicking on them would be a waste of effort.
Taking protective measures against phishing email threats means | have to search
through my ‘junk’ and ‘spam’ folders looking for legitimate emails.
Taking protective measures against phishing email threats makes me feel less trusting
towards all the emails in my inbox.
Positive Cybersecurity Behaviour Against Phishing
Select whether you disagree or agree with the following statements.
I never open emails from unknown senders. 1
Strongly
I immediately delete suspicious emails without reading them. 2 Disagree
| always check where an email link is going before I click on it. 3 Neutral
I always pay attention to the content of emails when checking my email messages. 4 St |
rongly
I do not take action in response to an email unless I am sure of who it is from. 5 Agree
I use anti-phishing browser tools (which automatically alert me if I am accessing a
potentially suspicious website) to protect myself from phishing email threats.
I use email ‘spam filters’ (which automatically direct suspicious-looking emails to
‘junk’ or ‘spam’ folders) to protect myself from phishing email attempts.
Government Cyber Laws Enforcement
Select whether you disagree or agree with the following statements.
! Strongly
Government is enforcing cybersecurity laws. 2 Disagree
Government has efficacy in enforcing cybersecurity laws. 3 Neutral
Government is committed to cybersecurity law enforcement. 4
Strongly
I believe in the performance quality of government in enforcing cybersecurity laws. 5 Agree
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Table 14: Initial Factor Loading

%RemWKkK <- Remote Work -0.023
CAW1 0.86
CAW?2 0.84
CAW3 0.83
ExtentRemWk <- Remote Work -0.089
FC1 0.95
FC2 0.89
FC3 0.92
FreqRemWk <- Remote Work -0.047
GCL1 0.92
GCL2 0.9
GCL3 0.86
GCL4 0.85
IntenseRemWk <- Remote Work -0.058
LengthRemWk <- Remote Work 0.8
CPBAP1 0.54
CPBAP2 0.55
CPBAP3 0.73
CPBAP4 0.71
CPBAPS 0.69
CPBAP6 0.7
CPBAPY7 0.79
PS1 0.611
PS2 0.71
PS3 0.78
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PS4 0.88
PS5 0.225
PS6 -0.24
PUSEL1 <- Perceived User Self-efficacy 0.8
PUSE2 <- Perceived User Self-efficacy 0.9
PUSE3 <- Perceived User Self-efficacy 0.941
PUSE4 <- Perceived User Self-efficacy 0.85
PUSES5 <- Perceived User Self-efficacy 0.9
PUSE®6 <- Perceived User Self-efficacy 0.81
PV1 <- Perceived Vulnerability 0.78
PV2 <- Perceived Vulnerability 0.91
PV3 <- Perceived Vulnerability 0.75
PV4 <- Perceived Vulnerability 0.81
PV5 <- Perceived Vulnerability 0.81
PV6 <- Perceived Vulnerability 0.86
RC1 <- Response Costs 0.77
RC2 <- Response Costs 0.85
RC3 <- Response Costs 0.91
RC4 <- Response Costs 0.88
RC5 <- Response Costs 0.77
RC6 <- Response Costs 0.73
RC7 <- Response Costs 0.54
RC8 <- Response Costs 0.71
RE1 <- Response Efficacy 0.78
RE2 <- Response Efficacy 0.82
RE3 <- Response Efficacy 0.78
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RE4 <- Response Efficacy 0.65
Remote Work x Perceived User Self-efficacy -> Remote Work x Perceived User Self-efficacy 1
Remote Work x Perceived Severity -> Remote Work x Perceived Severity 1

Cybersecurity Awareness X Perceived Severity -> Cybersecurity Awareness x Perceived Severity 1

Remote Work x Facilitating Conditions -> Remote Work x Facilitating Conditions 1

Cybersecurity Awareness x Perceived Vulnerability -> Cybersecurity Awareness x Perceived
Vulnerability 1

Cybersecurity Awareness X Facilitating Conditions -> Cybersecurity Awareness x Facilitating
Conditions 1

Cybersecurity Awareness x Response Efficacy -> Cybersecurity Awareness X Response Efficacy 1

Cybersecurity Awareness x Perceived User Self-efficacy -> Cybersecurity Awareness x Perceived

User Self-efficacy 1
Remote Work x Cybersecurity Awareness -> Remote Work x Cybersecurity Awareness 1
Remote Work x Perceived Vulnerability -> Remote Work x Perceived Vulnerability 1

Table 15: Initial CA, CR and AVE

Average
Composite Composite variance
Cronbach's reliability  reliability  extracted

alpha (rho_a) (rho_c) (AVE)
Cybersecurity
Awareness 0.8 0.81 0.88 0.71
Facilitating
Conditions 0.91 0.94 0.94 0.85
Government
Cyber Laws 0.92 1.13 0.95 0.78
Cybersecurity
protective
behaviour
against
phishing 0.81 0.82 0.85 0.46
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Perceived

Severity 0.79 0.78 0.71 0.39
Perceived

User self-

efficacy 0.95 0.95 0.96 0.79
Perceived

Vulnerability  0.90 0.95 0.92 0.67
Remote Work 0.92 -2.24 0.074 0.13
Response

Costs 0.91 0.94 0.92 0.60
Response

Efficacy 0.76 0.78 0.84 0.58

Table 16: Demographics

Age Frequency Percentage
18-20 0 0
21-30 10 9.9%
31-40 61 60.4%
41-50 21 20.8%
51-60 8 7.9%
60+ 1 1%
Gender

Male 41 40.6%
Female 59 58.4%
Non-binary/third gender 1 1%
Prefer to self-describe 0 0%
Prefer not to answer 0 0%
Highest Education
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Some school 0 0%
High school 1 1%
Certificate/Diploma 17 16.8%
Bachelor's degree/B-Tech 22 21.8%
Honours/Postgraduate-Diploma 39 38.6%
Master’s degree 18 17.8%
Doctoral Degree 4 4%
Other 0 0%
Type of Organisation

Private Company 48 40%
Personal Liability Company 0 0%
Public Company 13 10.8%
Non-Profit Organisation (NPO) 0 0%
State-Owned Company 15 12.5%
Government 43 35.8%
Non-Government Organisation (NGO) 1 0.8%
Industry Type

Education 7 5.9%
Information and Communication 21 17.8%
Manufacturing 5 4.24%
Financial and Insurance Activities 38 32.2%
Human Health and Social Work Activities 3 2.5%
Public Administration and Defence 13 11%
Agriculture, Forestry, and Fishing 3 2.5%
Electricity, Gas, Steam, and Air Conditioning Supply 0 0%
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Water Supply, Sewerage, Waste Management, and | O 0%
Remediation Activities

Transportation and Storage 1 0.9
Professional, Scientific, and Technical Activities 4 3.4
Administrative and Support Service Activities 3 2.5
Construction 1 0.9
Retail 2 1.7
Other Service Activities 17 14.4

Organisation Size

Micro (0-10) 2 1.7%
Small (11-50) 4 3.3%
Medium (51-250) 13 10.8%
Large (251 and above) 101 84.2%

Occupational Level

Top Management/Executive 2 1.9%
Senior Management 11 10.9%
Professionally  Qualified/Experienced  Specialist/Middle | 43 42.6%
Management

Skilled Technical and Academically qualified/Junior | 35 34.7%

Management/Supervisors/Foremen/Superintendents

Semi-Skilled 10 9.9%

Unskilled 0 0%

Length of work in the current organisation

0-2 year 24 23.8%
2-5 years 25 24.8%
5-10 years 21 20.8%
>10 years 31 30.7%
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Internet for work

Less than 1 0 0%
1-2 4 3.9%
2-5 7 6.9%
5+ 90 89.1%
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