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Abstract

Digital Libraries (DLs) are systems to manage information or data. They range from
monolithic systems to loosely coupled component-based ones. DLs provide the services
to manage, retrieve and access this information. Where they have fallen short is providing
methods to manage huge volumes of information quickly and effectively. While the
services provided by these systems work correctly, the time it takes to provide a response
is unacceptable. In many cases, this is due to the underlying architecture of the DL
system and other factors which influence resources available to the system owners for
upgrades or maintenance.

This dissertation documents an alternate approach to the normal one of using more
powerful machines to overcome the problem. Instead, a cluster of computers is used to
provide increased performance. It presents a DL system in which loosely-coupled
components can migrate and replicate across machines in order to meet the demands of
the system. These components provide user services such as searching and browsing.
Over time, the system adjusts itself automatically to provide better service times as the
number of incoming requests increase. These adjustments include migrating components
or services to machines with more resources and replicating those which are being
queried constantly. The architecture introduced is one which can be created from most
component-based DLs and is easily replicated.

Initial analysis and evaluation indicate that this system provides better performance under
conditions of heavy load while maintaining good response times under minimal loads.
This approach has thus proven to be a viable one for addressing performance degradation
in an experimental environment and is ready for testing in a live environment.
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Chapter 1
1. Introduction

The Web has enabled us to make use of information all across the world. Whether this
information is academic, commercial or any other type, it can be obtained using the Web.
Most of this information needs to be managed somehow and many institutions make use
of Digital Library (DL) systems to do this.

A major focus has been on which services can be provided to utilize this data to its full
potential. These include services to manage, retrieve and access this information. This
focus has not shifted much recently but the overwhelming volumes of data being received
and created have added other aspects to utilizing this data: how quickly the data can be
retrieved, as well as how quickly services can act on this data and provide results.

Where systems have fallen short is in providing methods to manage huge volumes of
information quickly and effectively. While the services provided by these systems work
correctly, the time it takes to provide a response is unacceptable.

1.1 Digital Libraries

DL systems have evolved from monolithic systems to be more robust component-based
systems we find today. What all of them provide, though, is services which can be
utilized over the Internet. These Web services access their underlying data and provide
users with the ability to search, browse, discover and manage information.

While the performance of these systems decreases as the underlying data increases, we
have not seen much focus on improving this aspect of these systems. While data size is
the main reason for the degradation in performance, the architecture of the DL systems
are to be blamed as well. Not much support for scalability has been built into these
systems. The temporary solution, which is probably the most prominent, is to make use
of faster machines. While this is a solution, it is only suffices until the underlying data
increases again and the same problem recurs.

With the monolithic systems, we have seen performance degradation due to its design
deficiencies. Many of these systems built from scratch and are tailor made to a specific
community or organization. These types of systems are often hard to modify and
incorporation of new modules or algorithms usually requires significant work.
Maintenance costs are generally higher due to its internal design problems as well [1].
Additionally, copyrights on digital material limit the content freely available and DL
systems harvest the metadata from various other DL systems. As this content is searched
by the users, it becomes necessary to use complex algorithms for information retrieval.
These factors are likely to affect performance and system scalability on DL systems [2].



With the increased availability of high speed networking, grid technologies provide a
cheap way to gain performance. This has been used in conjunction with DL systems in
order to overcome some of these problems. In developing countries, such as South
Africa, however these networks are not easily accessible or available and alternative
solutions are needed.

This research is aimed at tackling this problem by using a DL system with components
that can migrate and replicate across machines. This dynamic system, coupled with a
cluster of off-the-shelf machines should provide an alternative solution to more expensive
and less scalable existing architectures.

1.2 Motivation

This research is motivated by the following factors:
— Not many DL systems provide support for scalability based on incoming requests.
As users require specific content, the DL system should adjust automatically and
be able to provide additional services which meet the user’s requirements as it
evolves.

— Many of the current systems have core components which rely on one another to
complete requests and therefore have a one-to-one or many-to-one relationship.
As aresult, when a core service or component has gone down, all services relying
on it cannot function. Generally, failovers exist but they again provide a single
point of failure.

— With increased needs for a particular service, the administrator is required to
make additional resources and services available. In a traditional DL environment
these requirements may be difficult to satisfy.

— Since most DL systems are utilized by non-profit entities, methods for
overcoming performance issues should be inexpensive, easily replicated and
robust.

The above factors highlight the need for a DL system which is flexible, adaptable and
low cost. It should reduce the maintenance load on the DL system owner and easily allow
additional services to be added or introduced [1]. As user’s interests vary, so should the
system in order to maximize the resources available to provide the best possible service

[2].
1.3 Aims

The aims of this research are stated below.
— To develop a flexible, reliable and scalable DL system. This system should meet
users’ needs without manual intervention.



— To provide evidence that this type of system handles increasing computational
loads by utilising the migration and replication features effectively.

— To ensure that the need for a particular service is met by making more resources
available.

1.4 Methodology

A component-based DL system was modified to create an experimental test bed. This
included introducing additional components to track and monitor the performance of the
modified components. The modified and additional components were then tested to
ensure that they worked correctly with one another.

This experimental system along with the original one was distributed across a cluster of
machines. These two systems were then tested using various component layouts and load
conditions. Additional testing was done on the experimental system to determine the
impact of the modifications.

1.5 Dissertation Organisation

Chapter 1 — introduces the dissertation contents, including the research motivation, its
aims and the methodology used. It discusses the problems with some of the current DL
systems and highlights need for a low cost solution to DL scalability.

Chapter 2 — documents the background to this research. It discusses other technologies
that are related to the research topic. This includes a review of current DL systems,
mobile agents, cluster and grid technologies as well as routing and registry services.

Chapter 3 — is composed of the design of the research system. This includes the design
decisions made, the design issues that needed to be overcome in order to evolve the
original system and the final experimental systems design.

Chapter 4 — presents the evaluation methodology including the results obtained. It
details the tests performed and documents the differences in performance between the
two systems.

Chapter 5 — concludes the dissertation and documents possible future research. This
section covers further improvements which can be made to the experimental system.



Chapter 2
2. Background

This section documents the development of Digital Libraries, including the Open
Archives Initiative Protocol for Metadata Harvesting (OAI-PMH). Its concentrates on
how these systems have evolved in order to provide better services and availability to
their users. This allows us to get a good coverage of the current systems available as well
as the services they provide and their design architectures. This is followed by a brief
discussion of cluster and grid technologies as they potentially provide a cheap and
efficient solution to managing large amounts of data which are dealt with in digital
libraries. Mobile agents, which are similar to mobile or dynamic services, are discussed
to highlight the benefits associated with them. Lastly, this section is concluded with a
brief overview of registry and routing systems which are used to locate or track resources
or services.

2.1. Digital Libraries

Digital libraries (DLs) have been given various definitions. In order to clarify our
understanding of what a DL is the following definition has been selected:

“A collection of digital objects, including text, video, and audio, along with
methods for access and retrieval, and for selection, organization and maintenance
of the collection” [1]

Initially the information stored in DLs was dependant on the group of individuals
depositing the digital objects. Thus a DL system used by one group of people differed
from another one that was managed and maintained by another. These DL systems would
use different interfaces, different metadata formats and different interoperability
protocols and posed two major problems. The first is that it was becoming harder for
users to discover resources and the second is that there was no machine-based method of
sharing metadata [4]. In order to overcome these problems the OAI-PMH was developed
(and is discussed in more detail in the following subsection). This enabled different DL
systems to exchange metadata on the content they contained, thereby enabling all users of
different DLs to discover the resources available. Since then focus has shifted to the
services provided by the DL systems as well as the different types of systems available.
Numerous DL systems have recently become available. With the increase in digital
content, performance of these systems has become one of the focal points of research.
The following sections document some DL systems and discuss how they work as well as
methods they use to maintain system performance.



2.1.1 Open Archives Initiative (OAl)

The OAI promotes and develops interoperability solutions in order to facilitate
dissemination of content [5]. Their OAI-PMH provides a low-cost mechanism for
repositories to share information or metadata records with one another.

The OAI framework identifies two main classes of participant. These are Data Providers
and Service Providers. Data Providers are responsible for the deposit and publishing of
digital objects into the repository. They also expose the metadata of the digital objects
inside the repository. This metadata is encoded in XML using the unqualified Dublin
Core (DC) metadata element set [5]. Service Providers or “harvesters”, as they are more
commonly known, harvest metadata from Data Providers. This metadata is then used to
provide value-added services such as searching, browsing and peer-reviewing. It is
important to note that one organization may offer both the data for harvesting and the
end-user services. Data and Service Providers make use of the OAI-PMH in order to
interact and exchange information with one another.

The OAI-PMH is based on the HyperText Transfer Protocol (HTTP) and uses the GET
and POST mechanisms. OAI-PMH requests have a fixed structure which consists of a
base-url and keywords arguments. The base-url includes the Internet host and the port of
the server acting as the repository and the keyword arguments consists of a list of key-
value pairs. The responses to all OAI-PMH requests are encoded in XML and conform to
a specific XML schema. This allows responses and requests to be machine verifiable.
The following table lists the six verbs used to facilitate the sharing of metadata between
different repositories.

Verb Description

GetRecord Used to retrieve a single record from an item in the repository.
This requires a key or identifier of the record as well as the
format of the metadata included in the record.

Identify Used to retrieve information about the repository. The response
must contain a human readable name for the repository, a base
URL and the email address of the administrator of the
repository. The OAI-PMH protocol version supported by the
repository is also required.

Listldentifiers Retrieves a list of record identifiers that can be harvested from
the repository.

ListMetadataFormats | Used to determine the metadata formats supported by the

repository.

ListRecords Allows the retrieval of records and is used when harvesting from
a repository.

ListSets Used to retrieve the set structure of the repository.

Table 1: Verbs used in the OAI-PMH




2.1.2 Open Digital Library (ODL)

Component-based systems have proven to be more extensible and maintainable than the
traditional monolithic systems. Therefore, digital libraries have also been componentised
for the same benefits.

The Open Digital Library suite consists solely of components, each one performing a
unique task or service. An extended version of the OAI-PMH (XPMH) is used by the
components to communicate with one another [6]. While certain components are
completely independent, others rely on additional components, for example, to store data.
Users can download specific components in order to customise their digital library to
provide specific services. Using the ODL architecture, different components can run on
different machines and still work together as a single unit.

Each component of the digital library is essentially a Web-service and the reference
implementations are written in Perl. This scripting language allows components to be
platform independent and thus portable to all machines with a Perl interpreter.
Components can be queried directly, using the verbs in the XPMH, or indirectly if an
internal interface is provided. Individual ODL protocols for components are also
specified as each component supports specific functionality [7].

In a typical scenario, such as searching, the user accesses a search interface in a Web
browser. The user then types in his or her search request and waits for the response. The
user’s request is then sent to the search component. The search component checks its
indices for any matching items. Metadata for the matching items is then requested from
the repository component and forwarded to the interface, via the search component, for
the user to view.

The following table contains a list of some ODL components available.

Component Name Functionality Interface Protocol

DBUnion Merges together metadata from different ODL-Union
sources.

IRDB Search Engine. ODL-Search

DBBrowse Facilitates browsing through metadata based | ODL-Browse
on values of particular metadata fields.

WhatsNew To track and obtain a sample of recent ODL-Recent
entries.

Box Dumb archive supporting submit and retrieve | ODL-Submit
functionality.

Thread Engine for discussion forums, guest books ODL-Annotate
and resource annotation.

Suggest System to make suggestions based on ODL-Recommend
collaborative filtering.

DBRate Manages the submission and access to ratings | ODL-Rate
of individual resources.




| DBReview | Peer review workflow manager. | ODL-Review

Table 2: List of ODL Components, descriptions and protocols [6]

The ODL architecture provides a platform that may be extended for dynamic services
given its distributed design.

2.1.3 OpenDLib

OpenDLib consists of an open network of federated services or components [8]. The
overall functionality of the system is broken into a set of well-defined interacting services
with functions for the coordination of tasks. Services may be centralized, replicated or
distributed and thus the flow of communication between services is dynamic and
dependant on service instances and load conditions. Communication between the various
services is done using the OpenDLib protocol (OLP) and this is an open protocol in
which requests are embedded in HTTP requests. All structured requests and responses are
XML-based.

OpenDLib has classified their services into three classes, namely architectural
infrastructure (Al), basic utility (BU) and application (AP) services.

Al services are responsible for the management of the DL and cater for the evolutionary
aspects of the DL. These include supporting services like controllers, registries, security,
etc. These services assume a communication protocol but it is not clear whether this is the
OLP or not. Any other service that wants to use an Al service must implement the OLP in
order to communicate with it.

BU services are basic DL support services which are used by Al services and possibly
AP services. There are two of these services in the current release. The User Registry,
which maintains information about users and interest groups, is the first. The second
service is the Collection Service which provides a virtual view of the organization of the
DL content space. An Accounting Service as well as a Rights Manager Service are to be
included in future releases.

AP services form the backbone of the DL and implement the conventional services. The
list of AP services can be seen in the table below.

Service Description
Repository Stores and disseminates documents that conform to the DoMDL
model. Can represent structured, multilingual and multimedia
documents.

Multimedia Storage Supports the storage, real-time streaming and download delivery
of stored video manifestations of a document. Includes
disseminations of documents as shots and frames.

Library Management | Allows the submission, withdrawal and replacement of
documents. Supports multiple metadata formats.

Index Accepts queries and returns documents matching the queries.




Query Mediator Dispatches queries to appropriate Index Service instances.

Browse Supports the construction of indices for browsing as well as the
actual browsing of the generated indices.
User Interface Allows for human interaction with the application services and

their protocols.

Table 3: Application Services of OpenDLib [8]

OpenDLib services periodically invoke protocol requests in order to become aware of the
current state of instances. Based on the response, the service may use a particular instance
or opt to use alternative ones available. As a result of this, services are more complex to
develop. In order to alleviate this problem, publicly available Perl packages have been
released by OpenDLib. This set includes packages to prepare service requests according
to the OLP and packages that implement service-specific protocols.

2.1.4 DSpace

DSpace is an open source institutional repository system for research and educational
material. It is freely available and was developed by MIT Libraries and Hewlett-Packard
in a span of two years [9]. The system was developed primarily in Java and runs on
Windows and Unix-like systems. It also makes use of other open source systems, namely:

e PostgresSQL,

o Jakarta Tomcat Java Servlet Container,

e and Apache HTTPD server.

DSpace has been designed to operate as a central service for an institution. Smaller
groups within the institution, such as schools, labs, departments, etc., called communities,
each have their own separate work areas within the system. Members of each community
may deposit content into the system directly via the Web user interface. This content is
reviewed before being included in the main repository.

Support for the OAI-PMH is available and the main services provided by the system are
shown in the table below [10].

Service Description

Searching Allows the user to search the DSpace content using keywords.
Searching can be done on the entire collection or on specific
communities.

Browsing Allows the user to browse the DSpace content by title, item issue date
and authors.

Subscriptions Users can subscribe to certain collections and are informed when new
items are added to these collections.

Submission Allows users to deposit content directly or in batch jobs.

Web Interface Allows users to make use of DSpace via their Web browsers. All the
above-mentioned services are accessible via this interface. Online
help and community and collection home pages are reachable as well.

Table 4: Services provided by DSpace




DSpace was developed with the idea of a centrally located repository based on an open
source toolkit. The focus has been on using and creating components, which are freely
available, and thus the entire system can be installed for free [11]. Less focus has been
placed on high scalability and dynamic services. A single point of failure also exists since
DSpace is centrally managed and not a distributed system [10].

2.1.5 Greenstone Digital Library Software

Greenstone was developed by the New Zealand Digital Library (NZDL) project and
provides full-text searching and browsing of indices based on different metadata types

[3].

Indices for searching can be built from different parts of the document or metadata.
Collections may have an index of full documents, an index of sections, paragraphs, titles,
etc. Each of these can then be searched [1]. Browsing structures are derived from the
metadata. Both the searching and browsing are built from instructions in the
configuration file. This file controls the building and serving of the collection. The
searching and browsing indices are generated automatically and can be rebuilt at regular
intervals to stay up to date.

Documents and material can be updated without the system going offline. When material
is added, documents are converted into the Greenstone Markup Language (GML) and
include any metadata associated with the document. Each collection in the system has a
separate directory and has five subdirectories. The import subdirectory contains the
original raw materials or documents, GML files created from this are placed inside the
archives subdirectory and the final collection as it is served to users is in the index
subdirectory. A building subdirectory is used during the building process and any
supporting files are stored in the efc subdirectory.

While Greenstone has not listed the file types supported by the system, they have made
room for Plugins and Classifiers [3]. These are modules of code that can be slotted in to
enhance the system’s capabilities. Plugins are used to parse documents, extracting text
and metadata to be indexed. Each plugin is required to specify three things, namely the
file formats it can use, how they are parsed and whether the plugin is recursive or not.
Classifiers work on GML and control how metadata is created into browsable structures.
Classifiers are required to specify an initialisation routine, how they classify individual
documents and the final browsable structure they generate.

Greenstone does provide access to distributed collections and version 3 of the software is
component-based [12]. While performance gains are obtained by the new component-
based software, no mention is made of service migration and replication.



2.1.6 The Flexible Extensible Digital Object and Repository
Architecture (Fedora)

Fedora started out as a research project of Carl Lagoze and Sandy Payette. In 1999, the
University of Virginia Library's research and development group discovered a paper
about Fedora [13]. They developed a prototype and this provided strong evidence that the
Fedora architecture could be the foundation for a practical, scalable digital library system.

In 2001, the University of Virginia Library and Cornell University collaborative
development team received a grant that enabled the development of a sophisticated
digital object repository system based on Fedora. Virginia and Cornell joined forces to
build this robust implementation of the Fedora architecture with a full array of
management utilities to support it. Fedora 1.0 was released in 2003, and in 2004, the
Andrew W. Mellon Foundation awarded the project an additional $1.4 million grant to
continue refining and building on Fedora's functionality.

Fedora is composed of two fundamental entities, namely: the digital object and the
repository [14]. The Fedora digital object encapsulates both the content (i.e., data and
metadata) and behaviors (i.e., services) associated with it. The repository is responsible
for providing both access and management services for the digital objects.

The basic components of the fedora digital object are [15]:

¢ PID: a persistent, unique identifier for the object

e Object Properties: a set of descriptive properties which enable the repository to
manage and track the object.

e Datastreams: the component in an object that represents MIME-typed content
item. An object can have multiple Datastreams and can be either data or metadata.
This content can either be stored internally in the Fedora repository, or stored
remotely. Every object has one Dublin Core metadata datastream by default..

The fedora repository supplies a variety of features and can be seen below [16].

Service Description Status

Repository Service A service that enables the creation, Yes
management, storage, access, and reuse of
digital objects.

OALI Provider Service A configurable OAI Provider service for Yes
harvesting metadata out of a Fedora
repository via OAI-PMH.

Directory Ingest Service A service to ingest a hierarchical directory Yes
of files into a Fedora repository.
Search Service A configurable search service that can index Yes

any datastream or dissemination of Fedora
digital objects.

Workflow and No description currently available. Under
Orchestration Service Specification
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Preservation Integrity No description currently available. Under
Service Specification
Preservation Monitoring No description currently available. Under
and Alerting Services Specification
Event Notification Service | No description currently available. No
(Messaging)

Persistent Identifier No description currently available. No
Resolution Service

Object Reuse and an interface to a Fedora repository to Under
Exchange facilitate cross-repository interoperability Specification

Table 5: List of current and future services for Fedora

Fedora has been shown to be flexible and scalable but requires specific knowledge in
order to be installed and implemented correctly [17].

2.1.7 The National Science Digital Library (NSDL)

The NSDL is possibly the largest digital library ever constructed. It was created by the
National Science Foundation to provide organized access to high quality resources and
tools which support innovations in teaching and learning at all levels of science,
technology, engineering, and mathematics education [18].

The NSDL Architecture consists of multiple components that interact with one another
via web service interfaces and protocols. The following table shows the list of services
currently supported by the NSDL [19].

Service

Description

NSDL Data Repository (NDR)

Represents resources as digital objects, and associates
with them multiple metadata records from different
sources. It represents the organizations and individuals
that provide metadata or selected resources, and relates
them to the appropriate metadata and resources.

Metadata Harvesting

Metadata, in both raw and normalized forms, can be
provided for harvesting by NSDL via the Open
Archives Initiative (OAI) protocol or the NDR APIL.

Search Service

Provides fundamental capabilities for locating
resources and collections within the library.

Access Management Service

Access management provides a widely varying set of
requirements for the users of the library; it also
provides rights management, from the providers of
intellectual property, i.e. the NSDL collections, and
the providers of other services to the library.
Anonymous user access is allowed but some materials
are restricted.

Main User Interface

Users of the NSDL access collections and services
through portals.
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Archive Service A basic requirement of national libraries is
stewardship of the materials assembled within those
libraries. The archive services retrieve materials
represented in the metadata repository from public
sites and archives both the metadata and content for
future retrieval.

iVia 1Via provides focused crawling, an automated
mechanism for including resources in the NSDL
collection.

User Help Text-based user help is available to users through
NSDL.org.

Table 6: Services currently supported by NSDL

There are also plans to create two additional services. These are the Expert Voices
service and the On Ramp service. These are focused on broader education and
communication goals.

The NSDL does provide multiple services at various end-points. They have noted some
problems with this though [20]. First, NSDL does not in promise ‘seamless’ interfaces as
users move from one service to another; there may be variations in the look and feel of
individual services. Second, because NSDL does not maintain notions about multiple
copies of resources, it cannot guide end-users toward the most appropriate or recent copy
of a resource, based on such factors as end-user access rights, cost, institutional
preferences or fastest delivery.

While the NSDL architecture does allow for multiple services, there have been comments
on data reliability and scalability [21].

2.1.8 Digital Repository Infrastructure Vision for European Research
(DRIVER)

Driver is a multinational initiative which is co-founded by the European Commission. It
aims to make all research publications openly available via institutional repositories. The
current DRIVER network consists of digital repositories containing research and other
scholarly articles across ten European countries [22][23].

In June 2008, the DRIVER consortium release version 1.0 of the DRIVER NETWORK
EVOLUTION TOOLKIT (D-NET) under the Open Source Apache License. This proved
to be a successful basis for a distributed service-orientated architecture. It enabled
enhanced interoperability, collection building, provides tools for repository managers and
functionality such as search and recommendation [24].

The D-NET toolkit allows services to be deployed dynamically, shared and combined to

form new applications. A D-NET installation is run and maintained by a responsible
organisation (RO). It is used by various participating organizations (POs), it is
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responsible for admitting new POs and supporting them in construction and configuration
of their applications. The D-NET infrastructure can be seen as 3 main areas and are listed
below [25].

Area Description

Data Management Provides the services for harvesting, cleaning, storing,
transforming, indexing and searching metadata records from
OAI-PMH Repositories. They have been designed in a generic
way so that POs can configure them to match specific

requirements.
End User Provides the services to form applications. These applications
Functionality include portals, record collection management, recommendation
systems, etc.
Enabling Area Provides the services associated with the run-time of the D-NET

installation. These include service registration, discovery,
organization, authentication and authorization as well as
subscription and notification.

Table 7: D-NET services listed by specific area [26]

DRIVER has successfully shown that integration and interoperability of multiple digital
repositories. It has also highlighted the cost benefits of linking multiple repositories
instead of using the single monolithic approach [25]. The project does not however deal
with the performance of individual repositories as they would still be the responsibility of
the RO.

2.1.9 A Digital Library Infrastructure on Grid Enabled Technology
(DILIGENT)

DILIGENT is a digital library system which integrates Grid and DL technologies. It was
a European Union — Information Society Technologies funded project aimed at allowing
various communities to build up specialised digital libraries on demand in order to be
utilized. It allows users to access shared knowledge in a secure, consistent and cost
effective way [27].

DILIGENT makes use of Distributed Information Retrieval (DIR) strategies in order to
service user requests and it has a Service Orientated Architecture. This allows the
creation of independent services which can work together regard less of deployment
location. It acts as a service which manages the DL requests and the available resources.
Virtual organisations (VOs) are used to group together users and resources of a DL in a
specific way. This ensures that there is a clear definition of what is shared and by whom
for a given period of time. As a result, they can be created dynamically to satisfy transient
specific needs by allocating and providing resources as required [28][29].

Users of the DILIGENT system can be classified as consumers, providers or both.
Providers make resources available and consumers build their own DLs using the
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available resources. This ‘new’ content, created by the consumer, can thus be shared
again and made available to other consumers.

The final version DILIGENT was released as gCube and is being developed and
maintained by the gCube Technical Committee [30]. It has been utilized successfully in

marine biology, environmental monitoring and aquaculture.

gCube services are broken into 2 main categories and can be seen below:

Service Group Service Description
Content Management Monitors changes that occur on the stored
information.
Information Metadata Management Supports the management of metadata
Management objects and metadata collections.

Annotation Management | Used to append a written explanation,
illustration or comment about the
information object.

Content Import Allows the importing of external
resources including the description and
their logical resources.

Data Transformation Fulfils the role of converting data (in
XML form) from one input schema to
another.

Data Analysis Performs data processing and mining in

order to provide data in a common format
for use by other services.

Search Framework Provides all the services included in
performing the execution of the search.

Information Index Management Provides services which manage the
Retrieval creation and maintenance of indices on

the digital content.

Distributed Information Used to retrieve information across
Retrieval various resources as well as being
responsible for content ranking, selection
and merging of relevant content.

Table 8: Services in the gCube system including their function

While gCube has been proven to work well and provide users with on demand research
environments, it relies heavily on the Grid architecture and information sharing.

2.1.10 Summary

This section provides an overview of some of the DL systems available, as well as the
services they provide. These range from centrally managed to distributed component-
based systems. Many of the systems discussed are moving away from the centrally
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managed design and aiming towards a more distributed and flexible system. The
distributed systems provide the potential to perform better than the centrally managed
ones since they can run across multiple machines. These systems may run on machines
geographically far apart or on a group of machines locally and provides a good base for
scalability and reliability. The use of multiple machines to provide enhanced performance
is common in the cluster and grid computing community. A cluster or grid provides a
cheap and easy way to obtain more processing power and is thus used in this work to
improve scalability.

2.2 Grid Computing

The term Grid is used to describe a group of resources distributed over wide-area
networks (WAN) that can support large-scale distributed applications [31]. These WANSs
typically rely on high speed networks in order to link multiple resources to one another.

Conceptually, the grid allows the networked distributed computing resources to be seen
as a single system that shares these resources, and enables useful applications to be
implemented. The various benefits achieved through grid computing are [32]:

e exploiting underutilized resources;
providing parallel CPU capacity;
supporting collaboration and the establishment of virtual organizations;
enabling access to additional resources;
providing (dynamic) resource balancing;
enhancing reliability; and
supporting the management of distributed IT infrastructures.

While grid computing provides a very neat and easy solution to large, complex and
resource intensive applications, its reliance on high speed networks is a major problem in
developing countries where network resources and internet access are expensive, minimal
or none-existent.

2.3 Cluster Computing

Cluster computing is best characterized as combining a number of off-the-shelf
computers and resources, using both hardware and software, in order to work as a single
machine [33].

Over the past 10 years cluster computing has grown dramatically and there are a wide
variety of software and hardware choices when creating a cluster today. Currently
clusters are classified according to their functionality [34]. These are:
e Failover clusters
This is the most widely used type of cluster today. Emphasis is placed on
achieving high availability with minimum or no downtime if possible.
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Scalable high performance clusters

These clusters are referred to as parallel or high performance computing clusters.

They provide scalability, high-performance and high availability.

e Application clusters
Application clusters provide high availability and scalability. Each node runs an
instance of the application server and thus clients can connect to any of the server
instances.

e Network Load balancing clusters
This type of cluster distributes incoming requests among the multiple nodes it
contains. Every node can handle requests for the same content or application.
These clusters provide high scalability.

¢ Global Clusters

This cluster is formed when two or more clusters, located remotely from one

another, are connected to one another.

Cluster software can be categorized into cluster-aware and cluster-unaware applications.
Cluster-aware applications have been built or designed specifically for use in a cluster
environment. These applications know about other nodes in the system and may
communicate with them if necessary. Cluster-unaware applications, on the other hand, do
not know whether they are running on a cluster or single node. As a result of this, some
additional software may be necessary to set up the cluster.

Most of the focus in cluster computing has moved away from the hardware issues and is
currently more concerned with developing efficient and usable cluster software [34].

2.3.1 Cluster Computing Software

There is a wide variety of cluster software available for both management of the cluster
as well has developing applications to run on them. This section will focus on four of
them, namely: Parallel Virtual Machine (PVM), Message Passing Interface (MPI), Open
Source Cluster Application Resources (OSCAR) and Openmosix. PVM and MPI are
message passing systems which are commonly used on clusters. OSCAR and
Openmosix, on the other hand, are software built for managing clusters.

PVM allows a heterogeneous group of computer systems, connected together via a
network, to be viewed as a single parallel virtual machine [35]. It provides a uniform
framework in which parallel programs can be developed using existing hardware and is
independent of any particular language [35]. All message routing, data conversion and
task scheduling across the different platforms are done transparently [36]. Users write
their applications as collections of cooperating tasks and these tasks access PVM
resources through standard interface routines. These routines allow initiation and
termination of tasks as well as communication and synchronization between the tasks. At
any point in the execution of a concurrent application, any task may start or stop other
tasks as well as add or remove computers from the virtual machine. PVM is composed of
two parts. The first is a daemon, called pvmd3, which must exist on all of the computers
that make up the virtual machine. The second part is a library of PVM interface routines.
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MPI is a standard for expressing parallelism through message passing [37]. MPI is
portable and like PVM can work on heterogeneous machines [38]. MPI allows the user to
run M processes on N processors. The number of processes may be less than, greater than
or equal to the number of processes. Performance is influenced by the ratio of processes
to processors [39]. MPI consists of library routines, a header file and a runtime
environment. The runtime environment and the library routines are required to execute an
MPI program. The header file consists of MPI-specific definitions and function
prototypes, as well as definitions for macros, special constants and data types used by
MPI [40].

OSCAR is a software system designed for building, installing and maintaining a Linux
cluster [41]. OSCAR clusters consist of Servers, a gateway, nodes and a network. The
servers are computers providing the cluster services. All the computers doing the actual
processing of requests are called nodes. The gateway connects the external network to the
internal one of the cluster. All requests must pass through the gateway for security
purposes. The software consists of a Linux utility tool for installing Linux over a
network, OpenSSH to handle security and a cluster management package called C3.
PVM and an extended version of MPI are included for development of software that runs
on the cluster. The final software component, the Portable Batch System, provides load
balancing and ensures that the cluster works efficiently [42].

Openmosix, a UNIX-like kernel extension for single-system image clustering is freely
available [43]. Openmosix consists of two parts: A Pre-emptive Process Migration (PPM)
system and a set of algorithms for adaptive resource sharing. Both are implemented at a
kernel level and are completely transparent at an application level. The PPM is the main
tool for resource management and can migrate any process, at any time, to any available
node. The resource managers are the load balancing and memory ushering algorithms
[44]. The load balancing algorithm is decentralized and ensures that the load is spread
equally across the nodes. Memory ushering ensures that nodes have enough free memory
for processes. The system migrates processes if a node starts paging excessively, due to
lack of free memory. While Openmosix provides built-in migration, memory
management and load balancing, its drawback is that it is limited to operating systems
using UNIX-like kernels.

Applications developed specifically for use on a cluster are required to be highly
configurable. Minimal or no user interaction is required during task scheduling, message
passing, migration and replication. These should occur automatically and somewhat
autonomously based on a pre-defined configuration. Thus the use of the entire cluster
remains hidden to the user. A similarity can be seen in artificial intelligent (Al) systems
in which they act and react to the environment based on external information and an
initial configuration. Migrating and replicating processes or objects have much in
common with mobile agents which also move around from one machine to another.
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2.4 Artificial Intelligence — Agents

Agents have been around since the late 1980’s and have a great impact on our lives
today. An agent can be defined differently depending on the perspective one is looking
from. For simplicity and coherence, the following definition of an agent is used:

“An autonomous agent is a system situated within and a part of an environment that
senses that environment and acts on it, over time, in pursuit of its own agenda and so as
to effect what it senses in the future” [45].

While there are a variety of agents in use today, the most commonly used is intelligent
agents. These agents assist users, act on their behalf and learn in order to improve their
performance [46]. A variety of these intelligent agents can be found online [47] and
provide services like:

e Searching,
News collecting,
Shopping,
Knowledge management,
Personal assistants, etc.

These tasks are completed without the user’s interaction apart from setting their
preferences or making any adjustments to the way the agent is currently working. Some
agents remain on the user’s machine while others function from the Web. There are also
those agents that move around and these are discussed in the following subsection.

2.4.1 Mobile Agents

Mobile Agents are software systems that are capable of moving from one machine to
another. They provide numerous advantages that are listed in the table below [48].

Advantage Benefits

Reduce network load | When large volumes of data, stored on remote hosts, need to be
processed the agent can move to the location instead of transferring
the data over the network.

Overcome network | In real-time systems, processes need to respond to changes in their

latency environment immediately. Mobile agents can be dispatched from the
central controller and execute locally and thus overcome network
latencies.

Encapsulate In distributed environments various hosts may implement protocols

protocols to manage incoming and outgoing data. Protocols change based on

new requirements. This need for change has become a problem in
some cases. Mobile agents, on the other hand, can move to remote
hosts to establish "channels" based on proprietary protocols.

Execute In systems where network or Internet connections are limited, the
asynchronously and | agent can be dispatched and become an independent process. This

18




autonomously agent can operate autonomously and be collected by the system
when it is connected again.

Adapt dynamically =~ Mobile agents can sense their environment and thus act and make
optimal decisions as the need arises.

Naturally Mobile agents are computer and transport layer independent and

heterogeneous thus provide optimal conditions for heterogeneous system
integration.

Robust and fault- Mobile agents' ability to react dynamically in critical situations

tolerant makes it easier to build robust and fault-tolerant systems.

Table 9: Advantages of Mobile Agents

While the flexibility and usefulness of agents are clearly of use there are various security
risks that exist with mobile agents. These arise from the agent as they have the ability to
act on behalf of person, are not necessarily from a trusted source or location and can
move from one system to another without user intervention [49]. These special traits
make traditional security methods and assumptions invalid as agents do not adhere to
them [50].

As a result of the potential security risks most of the focus has shifted to creating secure
agents.

2.5 Registry and Routing Services

Registry and routing systems provide methods to track or locate resources. In most
systems, resources are being created and removed at all times. The system proposed in
this dissertation will utilize resource migration and replication and thus some sort of
registry system is required.

2.5.1 Domain Name System (DNS)

The main function of the DNS is to provide resources (e.g., Web Pages, email addresses)
with human readable names so that they can be usable in different hosts, networks,
protocols, Internets and administrative organizations [51]. To get an understanding of
how the DNS works a basic knowledge of domain names is required.

A domain name is used when using the Internet or sending an email. The URL
http://www.howstuffworks.com contains the domain name howstuffworks.com. The
email address iknow @howstuffworks.com contains it as well. These URLs are easier to
remember than their corresponding IP addresses. For example, when someone types
http://www.howstuffworks.com into a Web browser, the computer they are working on
retrieves the corresponding IP address (216.183.103.150) in order to locate and retrieve
the Web page [52]. This conversion from the human-readable address to the IP address is
provided by the DNS.

19



The DNS has three main components [53], namely:

e Domain Name Space and Resource Records
These provide specifications for a tree structured name space as well as the data
associated with those names. Each node and leaf of the tree names a specific set
of information or resources and query operations can be used to extract specific
information from a set.

e Name Servers
Name Servers are server programs which hold information about the domain
tree's structure and set information. These servers may cache structure or set
information, but in general a particular name server has complete information
about a subset of the domain space. It will also have a list of pointers to other
name servers that can be used to retrieve information from any part of the domain
tree. Name servers know the parts of the domain tree for which they have
complete information and are said to be an Authority for these parts of the name
space.

e Resolvers
Resolvers extract information from name servers in response to client requests.
They must be able to access at least one name server and answer requests directly
or indirectly using referrals to other name servers.

Because of the immense size of the database to manage resources, the DNS is maintained
in a distributed manner with local caching in order to improve performance. Information
is also replicated on various name servers.

Putting all the above together, after typing in the URL into the Web browser, it is passed
to the local resolver on the machine. The resolver then takes this domain name and
queries a name server to retrieve the IP address associated with the domain name. If the
name server has the address it will send it to the resolver from where it is returned to the
browse, which may then retrieve the resource (webpage). If the name server does not
have the IP address it will refer the resolver to another name server which has more
information about the domain. This process may continue until a name server with the IP
address is located or the domain name is considered invalid.

Dynamic DNS also exists in order to maintain IP addresses that change several times a
day. This system involves the client sending the new IP address to its DNS server and the
DNS server, in turn, updating the necessary information. The only major drawback with
this method is that there exists latency between when you update your IP and when the
change takes effect on the Web [54] . This latency ranges from minutes to several hours.
Thus, dynamic services would only be accessible once the update is complete and this
could leave the service unavailable for large periods of time.

The DNS system itself has been proven to work both efficiently and effectively [55].
Attacks on the system in order to take down the Internet have failed and experts have
concluded that a successful one would take about eight to nine hours of constant
bombardment of requests.
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2.5.2 Persistent Uniform Resource Locators (PURLS)

PURLSs provide a service which is aimed at preservation of URLs. With the Internet
growing dramatically we have URLs changing constantly based on system updates [56].
These changes and updates often leave Internet users in limbo as they do not know the
updated URL. The PURL system provides a solution to this problem and its
implementation is discussed below.

A PURL is a URL which points to an intermediate resolution service instead of the actual
address or URL of the webpage being requested. The resolution service associates an
actual URL with each PURL. A client using a PURL would be send back the actual URL,
from the resolution service, and would complete the request as normally done using the
DNS. What follows is a diagram of a client request using the PURL system.
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1. Client contacts PURL server for URL

2. PURL resolver sends URL

3. Client contacts name server for Web server IP
4. Client receives IP from name server

5. Client sends HTTP request for webpage

6. Client retrieves webpage

Figure 1: Client retrieving webpage using PURL
A PURL consists of three parts, namely: a protocol, a resolver address and a name. The
IP of the resolver is obtained using the DNS. An example of a PURL would be:

http://purl.oclc.org/OCLC/PURL/FAQ

LTJ \ Yy J \ v J

protocol resolver name
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Using the PURL system, one can change what a PURL resolves to but not change the
PURL itself. Thus PURLs can last longer than URLs provided that the associated
endpoint of the PURL is maintained.

The PURL system provides a simple and elegant solution for mobile services. It ensures
that the most recent URL is associated with a service despite the service having moved a
number of times. The drawback with this system is that the PURL resolver becomes a
single point of failure and a dedicated machine is required to provide this resolver service
[57].

2.5.3 Universal Description, Discovery and Integration (UDDI)
Protocol

UDDI protocol consists of a set of specifications which allow for Web Service
description and discovery [58]. A UDDI registry contains programmatic descriptions of
businesses and the services they provide. It also contains specifications or technical
models (tModels) which describe how each Web Service works.

A registry is mainly populated with information from businesses and standards
organizations. Descriptions of tModels, which describe specifications in a particular
business or industry, are published on the registry by software companies, standards
bodies and programmers. These tModels are then used by businesses to populate the
registry with descriptions of the services they support. The registry assigns a unique
identifier to each tModel and business registration and stores them in the registry. This
data can then be queried by search engines, marketplaces and business applications in
order to discover available services as well as to aid businesses interacting with one
another over the Web.

UDDI offers multiple benefits at both design-time and run-time. These include [59]:

e code re-use,

¢ publishing information about Web Services and categorization rules specific to an
organization,

¢ finding Web Services that meet certain criteria,

e determining the parameters, security and transport protocols supported by a given
Web Service and

e providing a method to protect applications from failures and changes in invoked
services.

2.6 Summary

This chapter has covered work related to this research project. It serves as a basis for this
research and documents both advantages and disadvantages of similar systems and
approaches used in the past. It started off with an introduction to Digital Libraries,
including some DL systems currently available. It also highlighted the current trend of
moving away from a single centrally managed architecture to a more distributed and

23



potentially scalable one. This was followed by a brief discussion on grid and cluster
computing which noted the performance benefits that can be gained. The grid
technologies reliance on high speed networks was noted as the barrier in developing
countries. Mobile Agents were focused on in the Al section as they pertain to mobile
services. This highlighted the benefits mobile services could provide as well as the
potential risks which are introduced. Finally, this section concluded with a discussion of
registry and routing systems.
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Chapter 3
3. Design

3.1 Overview

The ODL system (discussed in the previous chapter) was used as a basis for this research.
The shortcomings of this system, in terms of scalability, are highlighted in this chapter as
well as the design decisions and approach used for the experimental system. This
experimental system will introduce migration and replication, indirection as well as load
balancing. These modifications to the ODL system should improve scalability and
performance. In this chapter, the need for scalability, the additional components
introduced to overcome this shortcoming as well the modifications made to the ODL
components are highlighted.

As mentioned in the background section, the ODL system is composed of components
which interact with one another in order to provide DL services. Components are
templates of services and encompass all the behaviour and actions needed to be
performed by a particular service. When a component is used for a DL system, an
instance of the component is created and additional information is needed in order to
ensure that the instance will work correctly. This additional information includes items
such as the name of the component instance, the database and table names it uses,
administrator email, etc. Without this information the component instance cannot
function correctly.

A simple DL system is made up of a search and browse interface, a search and browse
engine and an archive component. This DL can be seen in Figure 2 below. In this case,
the system is spread across multiple machines but they may all run on one machine as
well. Each component instance which is dependant on another is linked to it via a hard-
coded URL. In this case, the search engine is linked to the search interface, browse
engine is linked to the browse interface and both engines are linked to the archive
component. During a browse request, the browse interface forwards the browse query to
the browse engine. This engine then determines which items match the query and
requests the associated data from the archive component. This data is then forwarded to
the browse interface, via the browse engine and is displayed in a user-friendly format.

The hard-coded URLs force component instances to have a one-to-one dependency on
one another. This one-to-one dependency introduces scalability problems. It forces
instances to be static in terms of their location despite changes in the load or performance
of the node they reside on. Additionally, an instance is dependant on a specific set of
other instances whether there are others that can complete the request or not. Therefore,
the use of migration and replication to increase availability or performance is not
possible.
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In the traditional system, allowing component instances to migrate and replicate would
result in the hard-coded URLs being incorrect. This system would then be unable to
function correctly if at all. This poses problems for the scalability of the system since the
advantages of migration and replication cannot be utilized. The process of URLs being
outdated is demonstrated in the Figures 2 and 3 below. In the first figure we see the
system before the component instance has migrated.

Figure 2: Traditional ODL system with hard-coded URLSs

In the second figure (Figure 3), shown below, we see that the search interface has an
incorrect URL to the search engine. This is due to that fact that the search engine has
moved to another location. This outdated URL connection has been highlighted by using
a thicker line.
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Figure 3: Traditional ODL system showing incorrect URL after instance migration

It is possible to have these URLs updated manually by the administrator but this becomes
a daunting task as the number of component instances increases.

Another problem that arises is that the administrator is required to be available constantly
in order to configure and reconfigure the system to meet the demands of user requests.
This reconfiguration of the system depends on which component instances are being used
most frequently. This makes the component highly dependant on the user requests on a
continuous basis. For this reason, a dynamic and automated system is required to manage
the reconfiguration of the system. By monitoring the requests and the tracking of
components, a dynamic reconfiguration of the system can be achieved. Component
instances that are frequently used may migrate and replicate to meet the needs of the user
requests. The Registry in conjunction with the Load Monitor enables this reconfiguration.

As a result, two additional components and functionality had to be introduced to support
scalability, to meet the needs of tracking migrating and replicating components. These are
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the Resolver and Central Registry components. A basic load balancing system was also
introduced to meet the demands of user requests and dynamic system reconfiguration.
Each of these was written in Perl like the other ODL components.

The entire Registry and Resolver system can be seen in the figure below and is based on
models such as the DNS and PURL system.

Node 1 Node 2
Component Component Component Component
Instance Instance Instance Instance
A B C D

Resolver Resolver
Computer
Registry
Node 3 Node 4
Component Component Component Component
Instance Instance Instance Instance
E F G H
Resolver Resolver

Figure 4: System with Registry and Resolver components

The Central Registry and Resolver components alleviate the issue of updating URLs to
component instances. All components within the system are tracked and updates are done
automatically by the system. The decisions on when the system should migrate or
replicate instances and what needs to be migrated or replicated are the task of the load
balancing system. This system is discussed later in this chapter.

28



3.2 Resolver

A Resolver resides on each node within the cluster. It is a Web service which is placed in
the /home/user/public_html/cgi-bin/Resolver directory. This Resolver may work for
multiple users. The main responsibility of this component is to keep track of the
component instances on that node. This is done using a mySQL database, which is used
to store information about the component instances on the node. The information
associated with each component instance is as follows:

e Name of the instance e Owner of the instance
e Type of component e Database it uses to store data
e Version of the component e URL to component instance

In essence, the Resolver can be seen as a local registry. It is also responsible for
retrieving URLs to components from the Central Registry. The Resolver tracks the
movement of component instances in and out of the node. This can happen in five
different ways, as listed below:

Action Resolver
Component migrates to node Add
Component migrated from node Remove
Component replicates to node Add
New Component is created on node Add
Component is deleted from node Remove

Table 10: Possible changes to Resolver's list of components

The following scenario describes how the Resolver fits into the system:

A user sends a request to the search interface. This interface then contacts the local
Resolver and requests a URL to a search engine. The Resolver then contacts the Registry
for the appropriate URL and this is then forwarded to the search interface in order to
complete the request. The process of a component instance retrieving a URL via the
Resolver continues to occur until no more additional component instances are required to
complete the request.

The following table documents the functionality provided by the Resolver as well as the
processes that occur when it is invoked.
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Function Effect Process
startup Sends a list of all component | Upon startup the Resolver executes this
instances residing on the function in order to notify the Registry that
machine to the Registry. The | the node is running. In this notification it
Registry then adds these sends the Registry a list of all component
component instances to the instances residing on the node. The
list of instances within the Resolver reads the information from its
entire system. database and sends the name, owner, type,
version and URL for each component to
the Registry. This information is encoded
using XML.
shutdown Sends a notification to the Upon shutting down, the Resolver executes
Registry that a node will be | this function. It signals the Registry that the
shutting down. All node is going to be switched off and
component instances residing | therefore all instances on the node are no
on that node are removed longer accessible.
from the system.
urlrequest | Component instances use A component instance contacts the
this function to retrieve a Resolver for a URL to another component.
URL to another component | The Resolver then checks its database for
instance to complete the an appropriate URL. Once found, it is
processing of a request. forwarded to the component instance to
continue processing the query. If a URL
cannot be found, the Resolver then
forwards this request to the Registry. Once
the URL has been obtained, from the
Registry, it is forwarded to the component
instance and the processing of the request
may continue.
regcomp Informs the Resolver and When a component instance is added to the

Registry that a new
component instance is on the
node.

node, via migration, replication or creation,
its information is added into the Resolver’s
database. For migrating and replicating
components, this information is added
automatically without user interaction.
When a new instance is created, the user is
required to supply the URL to the
component.
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remove Removes a component A component instance may be removed
instance from the Resolver from the node in different ways. This could
and Registry. be by migration or deletion. In each case
this method is invoked and the instance is
removed from the system. The function
takes the URL as input and removes the
associated instance from the Resolver’s
database. This then calls the Registry and
the same operation is applied there.

compcount | Determines the number of This function is called by the Central Load
component instances residing | Manager and is used to make load
on a node. balancing decisions. The Resolver counts

the number of component instances it has
in its database and sends this value to the
Load Manager in an XML document.

geturls Retrieves a list of URLs to This function is used by the local Load
all the component instances | Monitor on the node. After retrieving the
on the node. list of instances, the local Load Monitor

contacts each component to complete its
task. This is discussed in more detail later
in this chapter.

check Determines whether a table This method is invoked by the migration
is already being used by component. Once a component instance is
another component instance | ready to be set up it invokes this method to
in the system. determine whether or not the database table
can be restored without overwriting any
data.

Table 11: Functionality provided by the Resolver

Given the distributed nature of the system, a form of local caching was introduced. URL
requests run through the Resolver and this provides an opportunity to use local
information to complete the request. The Resolver first checks its database to determine
whether a suitable component is located on the machine. If one is found, this URL is
returned instead of going to the Registry. If one cannot be found, the Registry is then
contacted to find a component and sends back its URL. This local caching minimizes
communication between the component and the Registry and, as a result, it decreases
request times.

3.3. Registry

There is one central Registry component running within the cluster. This component is
placed in a fixed location, namely the /home/user/public_html/cgi-bin/Registry directory.
This component runs on one machine only and is also independent of the users in the
system. Its main responsibility is to keep track of all component instances within the
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system and provide their associated URLs on demand. It stores this information in a
mySQL database — it contains the following information for each instance:
* name of the component instance,
type of component the instance,
the actual URL to the instance,
the version of the instance,
the status of the instance (‘Running’ or ‘Down’ for migration and replication),
and
¢ the owner of the instance.

The Registry allows for tracking of components within the cluster. Thus, it allows the
component instances to be contacted despite their change in location over a period of
time. While the registry does provide a single point of failure, a failover system should be
in place. If registry goes down, the failover registry would come online. As this is not the
focal point of the research, it will not be discussed here but is considered in the future
work section.

The functionality provided by the Registry can be divided into three main parts. Each of
these are discussed below including the functions used in them as well as how they fit
into the system.

3.3.1 Node tracking

This part of the system includes the tracking of nodes as well as the component instances
residing on them. When a node is started up it sends a list of all the components residing
on it to the Central Registry. This comes in the form of an XML fragment and the data
supplied is added to the Registry’s database. Each component instance residing on the
node has thus been added to the system. Conversely, when a node is shut down, all
instances associated with that node are removed from the database. This tracks the nodes
within the system but the component instances may still migrate and replicate.

The Registry is thus continuously keeping track of both component instances and nodes
within the system.

3.3.2 URL service

This is the service which is most used in the system. It provides the URLs to other
component instances within the system. Component instances contact the local Resolver
in order to retrieve a URL to a component instance that they need to complete a request.
The Resolver then contacts the Central Registry and invokes the requestURL or ‘rq’
function. It also supplies the component type, version and owner information to the
function. The associated URL is then extracted from the Registry and sent back to the
Resolver and then to the component instance. This entire process can be seen in Figure 5
below.

32



Node 1 Node 2

Resolver Registry

1 4

Search Engine

1. Search engine instance sends request for archive instance URL

2. Resolver forwards request to Registry since no local instance is available
3. Registry locates archive instance URL and sends it to Resolver

4. Resolver forwards URL to search engine instance

Figure 5: Process of retrieving an archive instance URL from Registry

Retrieval of URLs by the Registry occurs in two ways, excluding the possibility that no
instance is found. When a URL is requested the Registry checks its database for all
components matching the criteria. It then selects one of them based on a round robin
algorithm in order to distribute the requests among all the instances.

In the second case, the only available instance may be migrating or replicating. As a
result, this instance cannot process requests and will only be available once the migration
or replication is complete. The Registry will then delay the request until such a time as
the component instance is available (i.e., migration or replication is complete). The
associated URL is then retrieved and the process continues as before.

If no component instance can be found the Registry sends back a notification to the
Resolver saying that no instances are available. The request can therefore not be
completed.

3.3.3 Migration and Replication Requests

This part of the functionality pertains to how the system replicates and migrates
component instances. The Central Load Manager determines which machine is
overloaded and whether migration or replication is needed. The request to allow
migration or replication however is still made by the Registry. As illustrated in Figure 6,
this request is sent, using the ‘mgrequest’ function, by the instance to the Resolver. The
Resolver then sets the instances’ status to ‘Down’ and forwards the request to the
Registry. The only factor considered, by the Registry, during this decision is whether or
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not another component instance is migrating or replicating. If this is the case then the
request is denied. If not then the migration or replication request is accepted. (Why
multiple component migration was not chosen is discussed at the end of this section)

Figure 6: Steps involved in initiating a migration or replication request

Upon accepting the request, from the Resolver, the Central Registry will flag the status of
this instance as ‘Down’ in its database. By setting this flag, the component instance is no
longer available to process requests. Once the migration or replication is complete, the
component instance information is updated. The URL for the associated component
instance entry is updated and the status will be set to ‘Running’ again.

Allowing multiple components to migrate and replicate introduces additional
complications as well as destabilizing the system. Problems which begin to arise include:
® which components are migrating and to which machines,
* how to determine the effects of multiple migrations to a single machine and
e ensuring that the same instance does not migrate again before the first migration
is complete.

Having a single instance migrating or replicating allows the system to first stabilize
before allowing another instance to do so. Additionally, the time to migrate (or replicate)
is quite short and thus the time between migrations is short as well. While single instance
migration (or replication) may not be the ideal it should serve adequately enough to show
the benefits it presents. Having multiple migrations or replications may offer additional
benefits but this falls beyond the scope of the project.
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3.4 Load Balancer

In order to determine when component instances should migrate or replicate, some sort of
system monitoring was required for the load on each machine as well as the load
managed by each component instance. With this information the system would make an
informed decision about which component instance to migrate, depending on its usage. A
pair of simple Central Load Monitor and local Load Monitor components was introduced.

The Central Load Monitor is responsible for ensuring that the loads of all the nodes are
similar while the local one would track the usage of component instances on a single
node. This system can be seen visually in the diagram below (Figure 7).

Local Load
Monitor

Local Load Local Load
Monitor Monitor

Central Load
Monitor

Local Load
Local Load Monitor
Monitor

Figure 7: Central Load and Local Load Monitor overview

Having all the information recorded by the Central Load Monitor would be another
option but this would increase network usage unnecessarily since the network load would
increase as the number of instances increase. Thus, the approach of having the two
components working together was chosen. Each of these components is discussed in the
next section, starting with the Central Load Monitor.
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3.4.1 Central Load Monitor

The Central Load Monitor resides in a fixed location within the cluster. It fetches the load
from each node in the cluster on a regular interval. This is retrieved from the local Load
Monitor. It uses this load information to determine whether all the nodes within the
cluster have a similar load. This periodic fetching of loads provides the Central Load
Monitor with a snapshot of the entire system’s load for that period.

The Central Load Monitor makes use of simple statistics to determine when a node is
overloaded. All the loads from the nodes in the cluster are collected and the average and
standard deviation are determined. This calculation ignores nodes which do not have
components on them as they do not form part of the system load. These nodes do not
contribute to the request time as no components reside on them and therefore cannot be
overloaded by the components within the system.

After this is calculated, the load on each node is compared to the average plus two
standard deviations (as this would cover roughly 95% of the data in a standard bell
curve). If a node’s load is greater than this value it is deemed to be overloaded. While this
is being calculated, the node with the least load is also determined. Once the node with
the highest load has been determined the Central Load Monitor tells it that it is
overloaded in relation to the rest of the system. The Local Load Monitor on the node is
informed that it needs to migrate or replicate a component instance residing on it. The
node to which a component instance should be sent to is the one with the least load,
which may be a node with no component instances on it.

Once a component instance is in migration or replication, all load monitoring is stopped.
This is done because the load on the overloaded machine will have a sharp increase while
it is migrating or replicating a component instance. Once the migration or replication is
completed, the Central Load Monitor waits for a period of 30 seconds for the system to
stabilise before fetching the load values again. Which component instance to migrate is
the decision of the local Load Monitor and this is discussed in the next section.

3.4.2 Local Load Monitor

Each node within the cluster has a Local Load Monitor which resides on it. This monitor
sends the Central Load Monitor the load on demand and also determines whether to
migrate or replicate a particular component instance.

When supplying the load information to the Central Load Monitor, it uses the system
‘uptime’ command. This command returns the amount of time the node has been running
as well as the load for the past minute, past 5 minutes and past 15 minutes. For the load
analysis, only the load for the last 1 minute is used. This load is the load on the entire
machine, whether components reside on it or not. This provides the Central Load Monitor
with a snapshot of the load on the node for that interval.
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Once a node has been determined to be overloaded, the local monitor is contacted to
determine which component instance to migrate. The local monitor then requests the
URLs to all the component instances residing on its node from the Resolver (using the
geturls function). Once it has this list, it contacts each component instance for its average
response time over the last period of load collection. The component instance with the
greatest average time is chosen to be migrated or replicated.

The decision whether to migrate or replicate the component is based on the other
components residing on the node. If no other components are found, the component
instance is replicated to the node with the least load. This is done since the node may be
overloaded with requests to this component instance and more of these instances are
required. In all other cases, a component instance is migrated to the machine with the
lightest load. The migration of a component instance is dependant on the load on the two
nodes involved in the migration. The component instance is chosen based on whether it
will minimize the load difference between the light node and the overloaded one. This
process happens by simulating a migration of each component instance to the light node.
This is done by taking the current load on the overloaded node and removing the
contribution made by the component instance. The light node has its load increased by
the amount the component instance would have contributed. The difference between the
loads is then noted and the next component instance from the overloaded node is used in
the simulation. After all the instances have been simulated, the instance which yielded the
minimum difference in the two loads is migrated to the light node.

For the load monitoring and component tracking to be used correctly, modifications to
the components had to be made. These are discussed in the following section as well as
which components form part of the system.

3.5 Component Functionality

The components adapted for the experiments were the search and browse interfaces, the
search and browse engines and the archive component. Some components have a
common set of modifications made to them while others are only slightly modified. The
modifications can be divided into three main categories and are discussed individually
below.

3.5.1 URL Retrieval enhancements

This modification allows components to contact the Resolver to retrieve a URL for an
additional component instance. This modification was made to the interface and engine
components as they rely on other components when completing certain requests. The
archive component does not need this enhancement as it does not rely on any other
components to process its requests.
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Each interface contacts the Resolver for a URL to its associated engine. The search
interface would thus have the functionality to retrieve a search engine URL only. The
same logic applies to the browse interface and the browse engine. In the case of the
browse and search engines, they both rely on the archive component to complete certain
requests. Thus both the engine components have been modified to retrieve an archive
URL from the Resolver.

With this enhancement, the components do not have hard-coded URLs and will always
be served with a valid URL to a particular component. It alleviates the need for the
administrator to update these component instances manually. This also provides a
platform for components to migrate and replicate.

3.5.2 Migration and Replication enhancements

Component migration and replication has been enabled for the search and browse engines
as well as the archive components. Migration of interfaces, while possible, is not practical
as the user would not know which URL to contact in order to use the system. A possible
alternative would be to proxy the interface.

With this enhancement, a component instance can be requested to migrate or replicate to
a specific location on its own. When a migrate or replicate request is received on the
source node, the component instance copies itself to a fixed location, which in our case
happens to be the ‘/home/user/public_html/cgi-bin/MigratedComponents/workspace’
directory. This directory is then compressed into an archive file and encoded into an
XML document using base 64 encoding. This document is then transferred to a migration
service on the destination node using HTTP.

For migration, the encoded XML document is sent to the migration service on the
destination node. Once the XML document has been received, the archive file is
recreated and uncompressed, thereby re-creating the copy of the component instance. The
component instance itself is then moved to the directory in which a template of the
component exists. Any data dependencies are set up to use remote access. Once the
instance has been set up and is working correctly, the original component instance is
removed from the original node. The Registry and Resolver (on each node) will then
update to node the change of the component location.

For replication of a component, the same steps are performed as was in the migration.
The one exception is that the original component instance is not removed from the
system. This leaves us with the original component on the source node and a copy on the
destination node. Updates that occur to on Registry and Resolver (on the destination
node) components to introduce the new component into the system.

The following diagrams (Figure 8, Figure 9 and Figure 10) illustrate the migration and
replication of component instances.
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Figure 8: Nodes before migration and replication

Figure 9: Nodes after component A has been migrated from Node 1 to Node 2. Component A is still
using the database which resides on the original node.

Figure 10: Nodes after component A has been replicated from Node 1 to Node 2. Both components
now use the dataset on the original node.

During the initial design phase, the component instance along with its data was migrated
or replicated. This approach resulted in drastic time delays during migration or
replication. The main reason for this delay was the copying of the data associated with
the component instances. Remote access to the data was used to avoid data dependency
issues, since service provision is the key element of this work.
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3.5.3 Component monitoring enhancements

In order for migration and replication of component instances to work effectively, each
component with migration and replication capability should be able to track its service
times. Thus each component instance keeps a list of its request processing times in a file.

This file ‘requestTimes’ is updated whenever the component services a request. It
appends each request’s time to the file. At the start of each cycle of load monitoring from
the Central Load Monitor, this file is moved to the ‘requestTimesOld’ file. This second
file is used to determine the average request time of the component over the last load
monitoring period. This average time is requested from the Local Load Monitor when the
node is overloaded. The component reads the file, adds all the request times and
calculates the average.

3.6 Summary

This section documented the modifications made to the ODL system as well as the
introduction of additional components to support scalability. The introduction of Registry
and Resolver components was discussed to show that components can be tracked in a
dynamic environment of migrating and replicating components. A load balancing system
was also discussed in order to demonstrate the effective use of migration and replication
of components. All of this combined with the component modifications creates a
potentially flexible and scalable DL system.
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Chapter 4

4. Evaluation

4.1 Introduction

The previous sections documented the development of the experimental system as well as
the background and related work. This section covers the evaluation of the system. It
documents which tests were done, as well as what each test aimed to achieve. Different
aspects of the system needed to be tested and compared to the traditional system in order
to gauge the ability of the experimental one.

4.2 Expected Outcomes

Based on the design of the experimental system, we can make some assumptions about
its performance. The expected performance of the experimental system (pink line) in
terms of request times would be similar to that shown in Figure 11 below. This is shown
in comparison to the expected performance of the traditional system (blue line). The
graph below is an approximation and is not based on any testing results.

Normal
Experimental

Time per Request

Increase in load

Figure 11: Graph of expected performance by both systems. The spikes for the experimental system
would be due to migration and replication of components. This is followed by normal processing
until the load increase to require migration or replication again.

In the above graph (Figure 11), we see the experimental line increasing then spiking and
then dropping dramatically. This is expected because as the requests increase, so will the
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load on the node. This increase on the node would cause the load balancer to migrate or
replicate a component to another machine. This would result in the request time spiking
until the migration or replication is completed. After the migration or replication, the
system should stabilize and the request times decrease once again. This pattern will
repeat if the load continues to increase as the system would be attempting to adjust to the
optimal layout to service requests. In addition to this, we expect the experimental system
to perform worse initially as it has the additional overheads of communicating with the
Registry and Resolver components.

The request times of the traditional system are expected to continue increasing since the
incoming requests are placed into a queue if they cannot be serviced due to too many
requests. Initially, the traditional system should perform better but over time its service
times will decrease and thus start performing worse than the experimental one.

The pattern of requests being received by the system will determine how each of them
performs. The graph above (Figure 11) is expected when multiple requests are received at
the same time by the system. In the case with requests being received serially, it is
expected that the traditional system will perform better. Based on this, we know that the
experimental system should perform better under certain conditions. To determine these
conditions, a variety of tests have been conducted. These tests cover the performance of
the system, the overheads introduced by additional components and correctness and
flexibility.

4.3 Testing Procedure

The testing was conducted across 3 nodes inside a cluster. Each node within the cluster is
a Pentium 4 3.0 GHz machine with 512 megabytes of RAM, an 80 gigabyte hard disk
drive and runs on a 1 gigabit network. Only 3 nodes were used since all combinations of
the component instances could be modelled on it. Additionally, limiting the number of
available nodes would provide a good comparison to the traditional static system as it
cannot use additional nodes dynamically.

One of the major drawbacks with the Perl programming language is that additional time
is taken to start up the Perl interpreter. An interpreter is spawned for each incoming
request that needs to be handled. To alleviate this problem, SpeedyCGI [61] was used.
Instead of exiting the Perl interpreter after the script is run, it keeps it in memory to
service other requests instead of starting up a new interpreter. This enabled the DL
systems to simulate persistent component instances.

The search and browse components were selected for testing as they are used most often
when querying information from a DL system. The requests for each test were timed and
sent using a Perl script. Requests to the search interface was for the search term
‘computer’ and the browse interface was required to display the records in descending
order by time and date. These specific components were chosen as they are normally the
first entry point when interacting with DL systems.
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For timing the requests, the Perl Time::HiRes module was used. This module provides
an interface to system calls for high resolution time and timers. Requests were sent using
the EZHTTP module which is used by the ODL system. A simple test script can be seen
in Appendix A. Simultaneous requests were obtained by replicating, by using the fork
command, the process which is sending the requests.

All the tests were run using the test script and no manual testing was done. As the cluster
was reserved for testing purposes, it was completely available for the testing procedure.
A different test script was used depending on which test needed to be run and each test
was run 3 times with the request times being noted. The mean or average request time
for each test run was then determined and this was used as the final data. From here on,
the term average will be used to denote the mean request values calculated for each test.

For the purpose of testing, an archive of 10200 records was used. These records were
harvested from the Networked Digital Library of Theses and Dissertations (NDLTD)
Union Catalog [60].

An overview of the tests conducted can be seen in the Table 12 below.

Test

System

Description

System Stability and
Coherence Test

Experimental only

Ensures that the experimental
system is working correctly and that
the system was fully functional. This
includes testing with and without the
new components and functionality
introduced in the experimental
system.

System Performance Tests

Experimental and
Traditional

These tests compared performance
of the two systems. This included
testing browsing and searching
individually and simultaneously in
order to determine the performance
differences between the systems.

Load Pattern Testing

Experimental and
Traditional

Tests in this section attempted
different incoming request patterns.
These included an increasing
number of requests, random number
of requests and a periodic request
pattern. This test was mainly aimed
at the experimental system as we
could see its adjustment over time.

Load Monitor parameters

Experimental only

Tested the performance of the
experimental system with different
load monitoring intervals in order to
ascertain the most effective values

43




for each of the patterns mentioned.

Overheads Isolation Testing | Experimental only | This test was used to determine the
overheads introduced in the
experimental system. It tracked the
communication between the
Registry and Resolver components
in order to determine the time added
per request.

Table 12: Overview of tests conducted on the experimental and traditional system

The following sections describe each test and the methodology used in greater detail. It
also discusses the results obtained and what can be inferred from them.

4.4 Testing
4.4.1 System Stability and Coherence Test

Description

As with all systems that are developed, a full test of the overall system is required to
ensure that it is working correctly and according to the specification. The following test
aims at ensuring that the system remains correct and consistent at all times. At the same
time, we hope to show that migration and replication occurs and test that the time to
service requests has been reduced.

Since this test was aimed at checking the experimental system, it is not compared to the
traditional one. This test was conducted on the experimental system in various ways. In
the first test, the experimental system was run without the load balancer, migration and
replication, effectively checking the performance of the system with the Registry and
Resolver communication overhead. In the second test, the loader balancer and replication
was enabled but not the migration. The third test used the load balancer and migration
with the replication turned off. The fourth and final test used the experimental system
which included the load balancer, migration and replication.

The layout of the components is shown in Figure 12. The test with replication only had

the components spread across the 3 nodes. This was needed since replication only occurs
when a component instance is the only one on a node.
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Figure 12: Layout of experimental system for testing.

The requests were sent to the system in three ways, namely:
¢ sending batch requests of 400 (4 requests simultaneously) to the search interface,
¢ sending batch requests of 400 (4 requests simultaneously) to the browse interface
and
¢ sending batch requests of 400 (4 requests simultaneously) to both interfaces
simultaneously.

For each case the time taken to complete all requests was noted as well as the times for
single requests. This will allow us to gain an understanding of the system in terms of
migration, replication and performance. It is expected that the system utilising the
migration and replication will perform better.

Results

Figure 13 and Figure 14 show the results for the browse request times. The first one
shows the results obtained by testing the browse interface alone. The second shows the
browse interface results while the search interface is being queried as well. The second
two graphs (Figure 15 and Figure 16) show the search request results in the same manner.

From the results obtained we can see that testing each interface individually does not
provide much of a performance gain when comparing all the different tests. This is
attributed to the number of requests being sent to the interface. Since the node only has to
handle four requests simultaneously, no major gain is derived by using migration and/or
replication. In all the graphs we see spikes in request time when only migration is
enabled. This occurs since all requests dependant on a migrating instance are delayed
until the migration is complete.

What is interesting to note here is that the browse interface performed best with migration
and no replication. The browse response times are quite long, when compared to the
search, and this affects its ability to replicate and migrate. After migration has occurred
we see a drop in request time. The major factor here is that the component instances are
able to leave the originating node, thus freeing up resources to be utilized by other
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components. On the destination node though, the resource usage will increase as it will be
used for computation by the migrated service. Since all database queries are still
completed on the originating node, it will not become lightly loaded.

Using replication only would require the originating node to service search and/or browse
requests in conjunction with the incoming database queries from replicated instances.
This explains the repetitive peak and trough pattern in the graphs as the replication causes
increase load followed by a decrease once the process is completed. This process
increases the load on nodes with replicated instances and in turn also increases the load
on the originating node as all database queries are redirected to it. Thus the overall
system would show a slow down if replication occurs continuously for a long period of
time.

When both interfaces are tested, a better improvement obtained for the browse and an
even greater one for the search interface. This is due to the load monitor favoring the
search component somewhat since it completes more requests in one load cycle. Again,
we see the browse performance being the best with migration only and we see a drop in
the request time near the end of the test. This drop occurs since all the search requests
would have been completed and thus no longer uses the resources available. With the
search we see that utilizing migration and replication performs best. This is attributed to
multiple search and archive instances being created by replication and migration to other
nodes (since it is favoured over the browse component).

A few patterns can be seen when using migration or replication only. With replication
only we observe an increase in request time and then a decrease after. This pattern occurs
since the overloaded machine still has the original component instance servicing requests
while the replication is occurring. With migration only, we see that there is a spike in the
request time during migration. Since no other instances of the component are available,
the request has to be delayed until the migration is complete.

Another point highlighted here is that the system without the load balancer, replication
and migration (pink series on figures 13, 14, 15 and 16) generally performed worse than
the other configurations. This highlights the fact that the flexibility of a dynamic system
would result in better performance when configured correctly.

The other tests that follow pit the experimental system developed against the traditional
one it was based on.
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Figure 13: Browse request times with and without migration and replication.
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Figure 15: Search request times with and without migration and replication.
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Figure 14: Browse request times with and without migration and replication, running
while search is being tested.
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Figure 16: Search request times with and without migration and replication running
while browse is being tested.

47



4.4.2 System Performance Tests

The second set of testing is aimed at comparing the performance of each system under
different conditions. Each system was spread across the 3 nodes in different layouts and
tested with a series of requests as described in the previous test. The results for these tests
depend largely on whether the requests are sent serially or simultaneously. We expect
that traditional system would perform better with serial requests while the experimental
system should perform better when dealing with multiple simultaneous requests.

Serial testing

The layout (Layoutl) for the first performance test is illustrated in the diagram below
(Figure 17). The components shaded are those that are specific to the experimental
system. The layout for the traditional system is the same with those components
removed. The central load balancer and load monitors are not depicted in the layout.

Node 1 Node 2 Node 3

Browse Interface
Search Interface
Browse Engine
Search Engine
Archive

Resolver Resolver Resolver
Registry

Figure 17: Layout of components across the cluster for first performance test. This does not show the
load balancing related components.

The second layout used placed the interfaces on the first node, the engines and archive on
the second one and in the case of the experimental system, the Registry on the third. In
the third layout each interface along with its associated engine was placed on a node. The
archive and Registry (for the experimental system) was placed on the last available one.
So the first node had the search interface and engine, the second the browse interface and
engine and the third the archive and Registry.

For each layout used, each interface was tested individually and then both were tested

simultaneously. These tests consisted of sending 500 requests to the interface serially.
The first test was to the browse interface only, followed by the second test to the search
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interface only. The third test was done on both the browse and search interface
simultaneously but requests were still send serially to each one.

With the first and second test, the traditional system was expected to perform slightly
better as the experimental system has additional overheads per request. Since the requests
are sent serially, the system only needs to service one request before moving to the next
one. The load on the machine would thus only increase by the amount of processing
required to complete one request. In the third test we expect the experimental system to
perform as well as or better than the traditional system. This is due to the fact that the
nodes’ load will increase by the amount of processing required to service two requests
simultaneously. The experimental system should use migration or replication to relocate
the load across the 3 nodes, thus spreading the overall load and possibly increasing
performance. Since the traditional system cannot move its components, the performance
is expected to remain static.

Results

The first two graphs (Figure 18 and Figure 20), show the browse and search request times
for serial requests. In these tests, each interface was tested without the other one being
queried at all. The second set of graphs, (Figure 19 and Figure 21), show the request
times when both interfaces were queried at the same time. Again, requests were sent
serially to each interface. These graphs show the results of the first layout (Layoutl)
while the results obtained from the other layouts can be found in Appendix B as they are
similar to the graphs depicted below.

From the graphs below (Figures 18 — 21) and those in Appendix B, we can see that the
difference between the two systems in terms of request times is quite small. These time
differences are below 1 second. From Table 13 below and those found in Appendix C, we
can see that both migration and replication are active in the experimental system. With
each interface being tested individually, we see the migration and replication of the
engines being tested, as well as the archive component they rely on. From the tables we
can see that the migrations and replications tend to stay clear of the originating node. This
is attributed to the remote database access on those nodes. Even with no components on
these nodes, the load is dependant on the number of remote database accesses.

Run 1 Node 1 Node 2 Node 3
Initial Browse 1 0 0
Initial Search 1 0 0
Initial | Archive 1 0 0
Final Browse 0 1 0
Final Search 1 0 0
Final Archive 0 1 1

Table 13: Instance locations before and after sending test requests to the browse interface.
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In Figure 18 and Figure 20, we see that the migration and replication of components do
not provide any overall gain as only one request is sent at a time. This is a result of the
load balancer detecting that the node providing the service is overloaded when compared
to the nodes with no components on them. These migrations and replications actually
slow the system performance as they create a sharp increase in response time and do not
provide any major gain as requests are being serviced serially.

When sending serial requests to both interfaces simultaneously (Figure 19 and Figure
21), we see how the migration and replication has benefited the experimental system. In
these tests, both interfaces are querying the same archive, and as a result, a small delay in
the traditional system is noted when compared with serial requests to one specific
interface only. Since the experimental system can migrate and replicate the archive, a
small gain in performance can be obtained. This allows the experimental system to
perform similar or better than the traditional one. Given that the requests are sent serially,
the traditional system still performs well despite needing to service both components.
When querying both interfaces, migration and replication cause the load to be spread
across the nodes. As a result, migrations and replications would become less frequent.
With the single interface tests, we can see the experimental system spiking more often as
migrations and replications are limited to one component instance type.

This test shows clearly that serial requests are more suited for the traditional system. This

was not unexpected since the design of the experimental system is more suited to
multiple simultaneous requests.
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Figure 18: Browse request time for 500 serial requests. Experimental system
shows no gain due to requests being serviced serially.
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Figure 20: Search request time for 500 serial requests. Experimental system
shows no gain due to requests being serviced serially.
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Figure 19: Browse request time for 500 serial requests while search is being tested.

Experimental system shows no gain due to requests being serviced serially.
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Figure 21: Search request times for 500 serial requests while browse is being tested.

Experimental system shows no gain due to requests being serviced serially.
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Simultaneous testing

For the fourth performance test, simultaneous requests were used. The layouts used in
this test are as depicted in Figure 12.

The requests for this test were sent to both systems as follows:

¢ Both interfaces were queried with requests simultaneously. The requests were
sent using 16 processes each one sending 128 requests. Half of the requests were
sent to the search interface and the others to the browse, thus resulting in 1024
requests per interface to the system.

¢ The browse interface was queried on its own by 8 processes each sending 128
requests. This resulted in 1024 requests being sent to the browse interface while
no requests were sent to the search interface at all.

¢ The search interface was queried on its own by 8 processes each sending 128
requests. This resulted in 1024 requests being sent to the search interface while no
requests were sent to the browse interface at all.

With this test, the experimental system should perform better. The main reason behind
this is that requests need to be serviced simultaneously and one component instance could
easily degrade in performance when needing to handle multiple requests. With the ability
to migrate and replicate component instances, the experimental system should increase
the availability of the component instances servicing requests. Thus request service time
should increase initially as migration and replication occurs followed by a decrease once
the load has been spread.

In the traditional system, the static layout cannot be changed and hence the request times

are expected to increase. This would remain constant until all the requests have been
completed as the system does not adjust at all.
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Results

The two graphs below (Figures 22 and 23) show the results for both interfaces being
tested at the same time.

Figure 22: Request times for 1024 browse interface requests while search interface is being queried.
Experimental system performs worse initially (1) followed by better performance once the load has
been spread across the nodes. Request times also taper off (2) at the end as no more requests are
serviced.

Figure 23: Request times for 1024 search interface requests while browse interface is being queried.
Experimental system performs worse initially (3) followed by better performance once the load has
been spread across the nodes. Request times also taper off (4) at the end as no more requests are
serviced.
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The next two graphs (Figures 24 and 25) show the request times for each interface being
tested individually.

Figure 24: Request times for 1024 requests to browse interface. Experimental system performs worse
initially (5) followed by better performance once the load has been spread across the nodes. Request
times also taper off (6) at the end as no more requests are serviced.

Figure 25: Request times for 1024 requests to search interface. Experimental system performs worse
initially (7) followed by better performance once the load has been spread across the nodes.
Migration and replication impacts as system attempts to adjust (8) to load. Request times also taper
off (9) at the end as no more requests are serviced.
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In this test we see the conditions which favour the experimental system as it is better
suited to deal with simultaneous requests.

With the single interface testing, benefits are obtained through the migration and
replication of the component instances. While the traditional system manages requests at
a regular pace, we see the experimental system spiking during migration or replication
initially. This allows the system to spread the load across multiple nodes and eventually
we see a decrease in request times, as was expected. For the traditional testing we see an
average or mean response time of 3.95 seconds with a standard deviation of 0.32 for the
browse requests. With the experimental system, we see the average response time
reduced to 3.23 seconds with a standard deviation of 0.63 for the browse requests. For the
search interfaces we see a similar pattern. The traditional systems average request time is
3.59 with a standard deviation of 0.28 while the experimental systems are 2.78 and 0.67
respectively. The larger standard deviations associated with the experimental system can
be attributed to the migration and replication processes which cause spikes in response
times.

With both interfaces being tested, the load on the entire system is higher. Here the
dynamic nature of the experimental system is highlighted as the gains achieved are even
bigger. The average response times associated with the traditional components have
increased from 3.95 seconds to 7.77 seconds for the browse requests and from 3.59
seconds to 7.10 seconds for the search requests. The standard deviations have also
increased to 0.76 and 0.67 for browse and search. The delay in the traditional system can
be attributed to the fact that both interfaces are relying on one archive component which
has to service multiple requests. For the experimental system, we see increases in the
average time per request but they are not as drastic as those of the traditional system. For
the browse component, the average request time is 5.26 seconds with a standard deviation
of 1.37. With the search component, we see the average time increasing to 4.79 seconds
with a standard deviation of 0.85. Again, the larger standard deviations for the
experimental system can be attributed to migration and replication. As the load on the
entire system is greater, more replications and migrations would be needed for the system
to stabilize.

The graphs above (Figure 22 — Figure 25) show how the experimental system reacts to
increasing numbers of requests. Markers 1, 3, 5 and 7 show the system trying to adjust
itself, through migration and replication, in order to meet the demands of incoming
requests. This is then followed by a phase where the system has stabilized and minimal or
no adjustments are being made. This results in a relatively uniform response time range
except for the jumps in request time shown by marker 8 in Figure 25. Here, the load
balancer has determined a node to be overloaded and an adjustment is made. After the
adjustment we see a minute decrease in performance time. This process, of re-adjusting,
occurs numerous times in order to distribute the load evenly across the nodes within the
system. Markers 2, 4, 6 and 9 show the request times decreasing. This decrease occurs
due to the decrease in incoming requests since some of the processes have already
completed the specified number of requests.
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The simultaneous testing has shown that the experimental system performs better under
larger loads. This is attributed to its ability to spread the load across multiple nodes and
adjust the components to meet the required need as it changes.

4.4.3 Load Pattern Testing and Load Monitor parameters

It is clear that certain conditions of load and request patterns would help to determine the
optimum operating conditions of both systems. A series of different request patterns was
thus used in order to better understand the operation of both systems. Again, the layout in
Figure 12 was used.

Different request patterns were administered to both systems. These include an increasing
number of requests, random number of requests and a periodic request pattern. Each
pattern should reveal information about the use of migration and replication.
Additionally, inferences can be made about the Central Load Monitor by varying the
parameters it uses.

The first pattern that was tested was the one in which the number of simultaneous
requests was doubled after every 25 requests. At the start of the test, only one request was
sent to each interface. After 25 requests, the number was increased to two requests per
interface simultaneously. After 50, this was increased to four requests per interface, and
finally, at 75, to eight requests per interface. This resulted in 385 requests being sent in
total. Each interface was tested individually and no simultaneous testing was done.
Simultaneous testing would allow one component’s resource requirements to affect the
other. This could potentially skew the results of a component’s performance when
comparing the two systems.

The results for the two systems can be seen in the graphs below.
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Figure 26: Browse request times for increasing load pattern.
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Figure 27: Search interface request times for increasing load pattern.

The graphs above (Figure 26 and Figure 27) show that the experimental system performs
better than the traditional one as the load increases. Initially, we can see that the
traditional and experimental systems perform relatively the same. As the load increases,
we can see the response times diverge between the two systems with the traditional one
taking longer. This difference is at a maximum when the load peaks, which is as expected
based on the previous performance testing. Additionally, we can see that minimal
improvement is achieved when 2 simultaneous requests are sent. When requests are
above 4 simultaneously, the results show that the experimental system’s performance
improvement is much more.
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To evaluate another aspect of this test, the load monitor was adjusted to evaluate its effect
on the experimental system’s performance. The load monitoring interval was adjusted
and tested for intervals of 10, 20, 30, 40 and 50 seconds. The results of these tests, for the
search and browse engines, can be seen in Figure 28 and Figure 29.

At markers 2, 4 and 5 we can see that the monitoring interval of 10 seconds causes the
system to adjust itself faster. At the same time, we see an increase in request time is
experienced at marker 1 and 3. This occurs due to increased number of migrations and
replications, due to the shorter monitoring interval, to the point where it may be
detrimental to the system. At the other extreme, with a monitoring interval of 50 seconds,
we see a slow reaction time to increased requests. This increases request time as
replication and migrations take longer to occur. What this does allow though is a chance
for the load balancer to make a better decision on which instance to migrate since more
request information is available. It does however leave the system open to adapting too
slowly to changes in request patterns.

In both the search and browse graphs we see spikes in the request time. The majority of
the spikes occur when the load interval is greater than 30 seconds. When a migration or
replication does occur, while using larger intervals, we see the time increasing
dramatically. This is attributed to the lack of previous adjustments since the load
monitoring interval is too large.

Figure 28: Graph showing browse response times for varying load monitoring intervals using
increasing load pattern. We see the 10 second interval adjusting faster (2) when the load increases
and increase in request time due to adjusting to quickly (at 1 and 3).
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Figure 29: Graph showing search response times for varying load monitoring intervals using
increasing load pattern. We see the 10 second interval adjusting faster (at 4 and 5) when the load
increases.

The next parameter to be monitored was the overload threshold since the variations in
load across the nodes determine whether migration and replications occur. Altering this
value would allow the load balancer to be more or less sensitive to variations in the loads
within the cluster. This was varied from the average load plus 1, 2, 3, 4 and 5 standard
deviations. The results for these tests can be seen in Figure 30 and Figure 31 below.

Here we see that the smallest deviation causes spikes in the request time when the
number of requests is small (1 or 2). At higher number of requests, greater than 4, we see
it performing better with minimal spiking. The largest deviation obtains similar results to
the smallest except that it tends to spike with a higher number of requests as well. In the
phases between markers 1 and 2 and markers 4 and 5, we see consistent request times
with minimal or no spiking for the smallest and largest deviations. A standard deviation
of 3 or 2 seems to perform most optimally in both conditions of small and large numbers
of requests.

From our results, we see that the overload criterion is slightly dependant on the number
of requests. With fewer or serial requests, a larger load difference between nodes is
required and with many simultaneous requests, a medium to large variation is required.
This highlights the need for the system to adapt based on the current need and which
services are being utilized at the time.
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Figure 30: Graph showing browse response times for various overload criteria using increasing load
pattern. Small and larger standard deviations perform better during lower loads (1 and 2) while the
request times taper off as number of request decrease (3).

Figure 31: Graph showing search response times for various overload criteria using increasing load
pattern. Larger standard deviations perform better at low loads (4 and 5) while it tends to adapt to
slowly at higher loads.

The second load pattern used a random number of requests to both interfaces
simultaneously. Again the results from each system can be seen. A base of 1 request was
sent to each interface simultaneously. Additionally, a random amount of additional
requests were sent. These ranged from 2 additional requests to 16 additional requests. As
the number of requests was completely random, each test run may have resulted in a
different total number of requests being sent. The request run with the least amount of
requests was used as the cut-off. Test data from other runs would thus be limited to the
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cut-off value in order to have a fixed size dataset to work with for calculations. The
results obtained can be seen in Figure 32 and Figure 33, for browse and search
respectively.
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Figure 32: Browse interface request times for random load pattern.
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Figure 33: Search interface request times for random load pattern.

Since the requests generated were totally random, a minor improvement can only be
expected from the experimental system. This can be seen in the Figure 32 and Figure 33,
since the request times for the experimental system remain below that of the traditional
one. This may be a purely random result but the spikes of the experimental system tend to
be smaller than those of the traditional one. This is likely attributed to the migration and
replication since the experimental system resulted in having 5 search engines, 1 browse
engine and 2 archive engines after the test was complete. This is compared to the 1
browse, search and archive within the traditional system.
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The average response time for the traditional system was 7.56 seconds for the search
requests and 8.55 seconds for the browse requests with standard deviations of 2.30 and
2.57 respectively. For the experimental system, the average time was 6.66 seconds for
search requests and 7.33 seconds for the browse requests. The standard deviations for the
experimental system were 2.70 for search requests and 3.51 for the browse ones. In both
cases, we see the experimental system performing better. With the standard deviation of
the experimental system being higher than that of the traditional system, we can see that
the data is more spread. For the search requests this difference is small and the gain in
average response time outweighs this. For the browse requests the other hand, the
difference between the standard deviations is bigger. This could indicate that the
traditional system may perform better. We could explain this as the experimental system
attempts to adjust by looking into the amount of incoming requests. As this is completely
random, some adjustments may cause the system to perform worse if the incorrect
decision is made.

The random request pattern was also tested by varying the load cycle time and overload
criteria. The graphs for this can be seen on the following two pages from Figure 34 until
Figure 37. In these graphs we see that there is a decrease in the request time. Although
this cannot be seen directly from the graph, it exists. By adding a trend line to the graph
we can gauge the direction in which it is moving over time. The graphs with various
trend lines added can be seen in Appendix D. This helps us to see how the request times
are changing over time. From Appendix D we see that the 30 second load interval time
has a decreasing trend whereas the 10 second one has a more flat or constant one. This
highlights the need to monitor the request pattern over a longer period in order to make
the best decision for migration or replication. The same process can be applied to the
overload criteria tests in order to determine whether the request time is increasing or
decreasing. The graphs for these can be seen in Appendix E.
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Figure 34: Browse interface response times for various load monitoring intervals using random load pattern.

Search request times for Random Load Pattern for various load monitoring intervals

51 101 151 201 251 301
Request Number

Figure 35: Search interface response times for various load monitoring intervals using random load pattern.
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Figure 36: Browse interface response times for various overload criteria using random load pattern.
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Figure 37: Search interface response times for various overload criteria using random load pattern.
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The final load pattern used was one that was periodic or segmented and tested both
interfaces simultaneously. In this test, the approach was to send a single request at a time
for the first 50 requests (Phase 1) and then send 30 requests from 8 processes
simultaneously (Phase 2). After the 30 requests have been completed, the test cycle was
repeated once more. This resulted in a total number of requests of 594, made up of 297
requests per cycle. The graphs for the experimental and traditional system can be seen
below (Figure 38 and Figure 39).

Figure 38: Browse interface request times for periodic load pattern. Traditional system performs
better at markers 1 and 3 but as load increases (start of Phase 2), performance drops. Markers 2 and
4 indicate the drop in request time as number of requests drop (end of Phase 2).

Figure 39: Search interface request times for periodic load pattern. Experimental system performs
better as loads increases (5 and 7, start of Phase 2). Request time drops due to lower load at 6 and 8
(end of Phase 2).
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For this load pattern, the experimental system performs better. Again this is largely due to
the number of incoming requests to the systems. In both graphs (Figure 38 and Figure
39), we see the experimental system spiking at first (markers 1 and 5) and then
developing a uniform response time. The decrease in requests at markers 2 and 6 occur as
the first cycle completes.

As the search component is favoured by the load balancer, it completes each cycle faster
than the browse component. This is highlighted in the results depicted in Figure 38. For
the browse requests, we see a sharp decrease in the request time at marker 2. The drop in
the browse requests are attributed to the fact that the search requests have already been
completed for Phase 1 and Phase 2 for the first cycle. As they search completes its cycle
faster more resources are available to be used. Conversely, at marker 7 for the
experimental system, we see a sudden increase in request time for the search requests.
This is attributed to the browse requests reaching Phase 2 of its second cycle and
requiring more resources. For the browse requests at marker 3, we see a decrease in
request time as the search requests are completing Phase 2 of the second cycle (marker
8). As the search cycles are complete, the browse components are free to use the released
resources and hence we see the consistent decline in request time (marker 4) until the end
of the second cycle.

The above test shows the experimental system adapting to the service requests being sent
to the system. As a particular service requires more resources, the experimental system
makes adjustments in an attempt to manage the new load requirements.

Varying the load monitoring interval and overload criterion was also performed for this
load pattern. The results varying the load interval can be seen in Figure 40 and Figure 41
on the next page. The results for the overload criterion (Figure 42 and Figure 43) can be
seen in on the page following the next one.

In the segmented load pattern we see that the shortest interval time performs the best.
While it still creates spikes in the request times due to increased migrations and
replications, its ability to react to the changes make it the best for this load pattern. Again,
we see the increase in the search request time (markers 6 and 9) due to the browse
starting to receive an increased number of requests. A decrease in the browse (markers 2
and 4) is seen as well when the search is receiving less requests. Both the load interval
and overload criteria are a key factor in this load pattern. With long load intervals the
system fails to react quickly enough and the request times increase. With the overload
criteria set too have high or low we have the same problem.
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Figure 40: Browse interface response times for various load monitoring intervals for segmented load pattern. Browse request times increase as Phase 2
starts (1 and 3) and decrease due to search entering Phase 1 of the second cycle at 2 and 4. Shorter monitoring interval tends to work best.

Figure 41: Search interface response times for various load monitoring intervals for segmented load pattern. Increase in request times as Phase 2 starts
at 5 and at 6 as browse enters Phase 2 of the first cycle. Increase in request times at 8 and 9 as browse enters Phase 2 of the second cycle. Shorter
monitoring interval tends to work best.
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Figure 42: Browse interface response times for various overload criteria using periodic or segmented load pattern. Increase in response time due to
Phase 2 starting at 1 and 3, while decreases at 2 and 4 are attributed to the search finishing Phase 2 early. Standard deviations of 3 and 4 tend to work
best.

Figure 43: Search interface response times for various overload criteria using periodic or segmented load pattern. Increase in response time due to
Phase 2 starting at 5 and 7, while increases at 6 and 8 are attributed to browse starting Phase 2 late. Standard deviations of 3 and 4 tend to work best.
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4.4.4 Overheads Isolation Testing

The next phase of testing was to evaluate the network usage of the layers of the
experimental system. As additional communication has been introduced, it is necessary to
determine the amount of time it takes as well as the amount of extra information that is
being sent. With this it can be determined whether or not the network is being used
optimally and the system can be tweaked if necessary in order to improve performance.
Communication between the Resolver, Registry, load monitors and migration subsystem
was monitored. Each section that follows documents the component instances being
monitored, the time taken as well as the number of bytes sent and received between the
components.

4.4.4.1 Registry and Resolver Communication

Communication between component instances was not monitored as there is no change in
the way the modified component instances communicate with one another. Also, each
component communicates with the Resolver in order to get the URL to another
component and never contacts the Registry. The network usage between the two can be
seen below as well as the size of the data being transferred. This was monitored over a
series of 400 requests. These tables show the communication between the Registry and
Resolver when residing on the same node.

Component Bytes sent | Bytes Received | Average Time | Request for

Search Interface | 87 388 0.082 Search Engine URL
Browse Interface | 91 400 0.080 Browse Engine URL
Search Engine 90 393 0.079 Archive URL
Browse Engine 90 393 0.079 Archive URL

Table 14: Time taken to send and receive data from component instance to Resolver

Component | Request from Bytes Bytes Average Request for

sent Received | Time
Resolver Search Interface | 42 388 0.030 Search Engine URL
Resolver Browse Interface | 45 393 0.029 Browse Engine URL
Resolver Search Engine 45 393 0.031 Archive URL
Resolver Browse Engine 45 393 0.029 Archive URL

Table 15: Time taken to send and receive data from Resolver to Registry

As can be seen from the results in the Table 14, the overall time used for networking for
each component instance is quite small. In Table 15, we have the time it takes a
component to get a URL from the Registry for each component respectively. The time
for connecting an instance to the Resolver is just under 0.09 seconds and the time for the
Resolver to connect to the Registry is 0.035 seconds on average. From this we can gauge
that most of the time during communication may be spent in establishing connections
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with the other component instances and also computation time for extracting the URL at
the component level.

4.4.4.2 Central Load Monitor and Local Load Monitor communication

An additional contribution to the total time is made during the load monitoring phase.
Each node is polled for its load and overloaded nodes are determined from this.
Additional communication is then introduced when a node is deemed to be overloaded.
This includes communication between the load monitors and the component instances
residing on the overloaded node. The communications involved in each of the above-
mentioned processes are shown below.

The average communication times between the local load monitors and the central load
monitor is 2.113 seconds. The amount of data being sent and received is 67 bytes and 72
bytes respectively. This was done with the system processing queries as it normally
would for 927 load queries.

The average time for the central load monitor to complete one load cycle (during a test),
excluding waiting for migration and replication is 4.124124 seconds. This time was
monitored over a series of 304 load cycles. A single load cycle consists of querying each
node within the system for its load, calculating the average load and determining which
nodes are overloaded.

4.4.4.3 Migration negotiation and communication

During migration communication between multiple component instances occurs. This
communication includes the migration end point on the destination node, the Registry
and Resolvers on each machine. The increase in load during migration is much larger
than the other communications introduced into the system and therefore has a greater
effect on request time. The communication between component instances and the data
being sent can be seen in the following paragraphs. The following times for migration
and replication were taken manually without a simulated load. These numbers therefore
reflect the migration (or replication) times under ideal conditions.

The average time for a migration decision to be made by the local load monitor is
1.148763809 seconds. This average was derived from 86 migration decisions and
includes communication with the components residing on the node for the number of
requests they completed over the last load cycle. After the migration decision is made, it
is the component instance’s responsibility to complete the migration. The component
then zips itself up and proceeds to migrate to the destination node. The average size of
the migrating component instance is 277.0101 kilobytes and this takes an average of
0.789983 seconds to be unpacked and setup on the destination node. The migration or
replication time varies from a maximum of 1.436515 seconds to a minimum of 0.379633
seconds based on the 86 recorded values and which component instance is being
migrated.

70



4.5 Conclusions

From the test cases above, it is clear that high load conditions are better suited for the
experimental system.

With the serial testing, the additional overheads of migration, replication, load monitoring
and communication show a decrease in the response time. This is not a drastic reduction
though and was as expected as extra tasks now need to be performed on each request.
With the introduction of local resolution by the Resolver we obtain a speed quite close to
that of the traditional system for individual request handling. Another major factor which
has enabled the experimental system to perform this well is the use of remote database
connections. Without having to migrate the data along with the component instance, the
migration time has been greatly reduced. Migration or replication decisions are made in
just less than 1.5 seconds, with the packaging, transferring and setting up of the
component taking up to a maximum of 1.5 seconds. This totals about 3 seconds to
complete a migration or replication.

The simultaneous testing highlighted that the ability to spread the load across multiple
machines is of a great benefit. This allowed the experimental system to outperform the
traditional one whether a single or multiple services were used. Its ability to adapt was
highlighted in the load pattern testing as the system attempted to meet the needs of
incoming requests as they changed over time. The pattern testing also provided us with
input on the load monitor parameters.

Non-optimal parameter values can lead to poor performance which is worse than that of
the traditional system. When monitoring intervals are too short, we see replications and
migrations frequently which impacts performance negatively. On the other extreme,
longer intervals cause the system to adapt slowly. This same sort of behavior is noted
when the overload criteria is adjusted.

The use of SpeedyCGlI to utilize the benefits of persistence is another factor. Having the
process already in memory instead of having to be started up by the Web server reduces
the total times drastically.

4.5.1 Summary

The experimental system was shown to perform as well as the traditional one under low
load conditions. Under extreme load conditions though, the experimental one has proven
to be superior. This is mainly due to its ability to migrate and replicate heavily loaded
component instances. The additional communication introduced is small and the benefits
provided have proven to outweigh it. This shows that a dynamic cluster-based system has
better performance in many cases where it receives a high load of simultaneous requests,
which is a realistic scenario.
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Chapter 5
5. Conclusion and future work

Most digital libraries do not provide inherent support for scalability. The system
presented in this dissertation focuses on building scalability into the DL system.
Transparent migration and replication of DL. components has enabled this goal.

The ODL components were used as the basis for the experimental framework but this can
easily be implemented in other systems. It has been used as a proof-of-concept system.
This chapter concludes the dissertation and documents the outcomes as well as possible
future extensions for this type or research.

5.1 Outcomes

The experimental system shown in this dissertation incorporates scalability into its
design. It allows the system to re-configure itself dynamically and autonomously without
human intervention.

The system is composed of three main parts. The first part gave components added
functionality to migrate and replicate across a group of computers. The second part is a
Registry and Resolver system to track components with this additional functionality. The
final part of the system is a load balancing subsystem which allowed the components to
reconfigure themselves dynamically for improved performance.

The methodology used to evaluate the system is discussed in Chapter 4. It shows that
certain conditions favour the system and that it performs acceptably under normal
conditions.

The system has demonstrated that:
— it is flexible and adjust to users needs,
— is utilizes the migration and replication to meet these needs,
— it does not require human intervention to adjust and
— it performs acceptably under both normal and extreme load conditions.

5.2 Future Work

While the experimental system has proven to work better under certain conditions there is
room for improvement in different aspects of the system. Future research for this system
would be aimed at improving the performance, introducing better security and
redundancy for key components. A discussion on the potential improvements is discussed
in the rest of this section.
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Load Balancing

The current system uses a simple load balancing algorithm and only uses the current load
and number of component instances on the machines to make load decisions. This is a
very limited view of the component instances and the system as a whole.

Firstly, future research could improve on this by using multiple factors to enhance load
balancing decisions. Factors which could be used include CPU usage time, I/O time,
number of databases accesses and number of components on the nodes. This would
provide better information on how each component instance is performing as well as its
usage. This would also allow complimentary component instances to be placed alongside
one another. By complementary, we mean a component instance with large /O time
would be on the same node as a component instance with more CPU time. Factoring all
of these into a load balancing decision would improve component placement as well as
decisions as to which components should be migrated or replicated.

Secondly, database access and migration must be considered. In the current system,
component instances use remote database access after they have been migrated or
replicated. While in some cases this situation may be ideal it is not always the case.
Therefore, a decision should be made on whether the database should be migrated or
replicated along with the component instance. This would be ideal for nodes on which
multiple databases reside since each remote connection would be contributing to its load.
Alternatively, the database can be replicated at some other stage and some component
instances could have the database queries redirected to it. This could improve the spread
of the load across the nodes.

Thirdly, load pattern monitoring and pre-emptive migrations or replications must be
considered. The current system does not use any of its past knowledge to predict future
loads. This sort of system would prove vital in situations where certain batch jobs are run
periodically or daily. Some sort of load monitoring agent could be used to determine
patterns in the load and component instance usage. With this, it could then migrate and
replicate component instances ahead of time in order to meet the upcoming request
demands. Also, changing loads would be picked up by the agent, which would then adapt
the system most appropriately in order to match the changes.

All the above-mentioned improvements incorporated into one load balancing system
could enhance performance as well as how the component instances are placed as it
adapts to load changes.

Registry Replication

As was noted in the design chapter, the Registry is a single point of failure and is

something which needs to be addressed. The current solution is to use a failover Registry
which comes online when the active one goes down.
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As an addition to this, Registry replication could be introduced. When the failover
Registry comes online, it should then be able to replicate itself. This would allow it to
create another failover Registry entity which could be used if it goes down.

This would require additional changes to the components as it would need to be able to
update the location of the Registry on demand. During this process, request times would
most likely increase as requests will not be able to be routed correctly.

Security

No security has been developed for the migrating and replicating components. This
aspect has not been focused on since the system is running on a cluster behind a secure
firewall.

The initial solution to this problem was to tag each component instance with a hash of its
contents. After migrating or replicating, the contents would be rehashed and compared to
the hash sent along with the instance. The hashes should match, and if not, the instance
has been tampered with and therefore the migration or replication would be re-initiated.

This basic solution can be substituted by simply encrypting the component instance on
the sending node and then decrypting it on the receiving node. Since the component
instances are quite small, the encryption should not increase the migration or replication
time dramatically. The type of encryption used would be dependant on the component
instances being used and the sensitivity of the data being accessed.

By adding encryption to the migration and replication schemes, this system could work in
an open environment across multiple nodes in different places running different security
levels. This would be similar to the way Globus [62] handles grid security.

Querying

Knowledge of multiple component instances allows the system to manage the number of
requests sent to each component instance. This therefore improves the service time for
requests. This information is not utilized to its full potential though.

This system can also be used to enhance querying. Queries could be split across multiple
instances and the results merged together once received by the interface. This would
involve the use of some sort of distributed inverted index and updates would be required
to be incremental [63]. This would allow queries to be sent to multiple component
instances thereby minimizing the amount of processing each component needs to do and
possibly improve times when the system is under severe load stress.
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Interface Proxying

Interface proxying allows the system to move the interface around instead of remaining
static as it currently works in the system. The interface can thus be moved around and
still be accessed normally. Moving the interface around provides the benefits described in
the previous sections. An additional advantage exists in that the interface can moved to
the engine it uses to complete queries. This could then improve performance under
certain conditions.

Component Removal

With the current system, components are migrated and replicated across the cluster. This
helps with spreading the load but there is currently no mechanism to remove components.
If a component is replicated multiple times, it may exist in various places throughout the
cluster. When the need for the component has slowed or stopped, it would be useful to be
able to remove replicated instances. This would allow the node to reclaim the resources
utilized by the component as well as lessen the amount of data the local Resolver,
Registry and Load balancer need to track.

Summary

The experimental system exists as a proof of concept system and has proven to be
successful under certain conditions. Enhancements that could be made include a better
load balancing algorithm, Registry replication, migration and replication security,
enhanced system querying, interface proxying and component removal. Each of these
presents a new avenue of research for the type of system described in this thesis.
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Appendix A

Simple Perl Test Script

A simple version of the Perl script used to simulate requests for testing.

#!/usr/bin/perl

use Pure::EZHTTP;
use Time::HiRes qw(gettimeofday tv_interval);

my $temp = “http://machine1.cluster.aim/~momar/cgi-
bin/FinalTest/Ul/search.pl?query=computer”;

my $max = 50;

for( my $i=0; $i<$max; $i++)
{
my $t0 = [gettimeofday];
my $request = new Pure::EZHTTP GET => $temp;
my $resp = $agent->request($request);
my $ret ="";
$ret .= $resp->code;
$elapsed = tv_interval ($t0, [gettimeofday]);

open(HAND,”>>SearchSerialTimes”);
flock(HAND,2);

print $elapsed.”\n”;

close(HAND);
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Appendix B

Graphs for the different layouts used in serial testing.
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Figure 44: Browse request times for 500 serial requests.
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Figure 45: Search request times for 500 serial requests.
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Figure 46: Browse request time for 500 serial requests while search is being tested.
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Figure 47: Search request time for 500 serial requests while browse is being tested.
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Figure 48: Browse request times for 500 serial requests.
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Figure 49: Search request times for 500 serial requests.
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Figure 50: Browse request time for 500 serial requests while search is being tested.
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Figure 51: Search request time for 500 serial requests while browse is being tested.
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Appendix C

The following tables show the status of the experimental system in terms of where the
component instances have migrated and replicated to from its initial starting point.

Registry Tables - Layout 1

Search Run
Run 1 Node 1 Node 2 Node 3
Initial Browse 1 0 0
Initial Search 1 0 0
Initial Archive 1 0 0
Final Browse 1 0 0
Final Search 0 1 0
Final Archive 0 2 1
Registry Tables — Layout 2
Browse Run
Run 1 Node 1 Node 2 Node 3
Initial Browse 0 1 0
Initial Search 0 1 0
Initial Archive 0 1 0
Final Browse 1 0 0
Final Search 0 0 1
Final Archive 2 1 0
Search
Run 1 Node 1 Node 2 Node 3
Initial Browse 0 1 0
Initial Search 0 1 0
Initial Archive 0 1 0
Final Browse 0 0 1
Final Search 1 0 0
Final Archive 2 1 0
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Registry Tables — Layout 3

Browse
Run 1 Node 1 Node 2 Node 3
Initial Browse 0 0 1
Initial Search 0 1 0
Initial Archive 1 0 0
Final Browse 2 0
Final Search 0 0
Final Archive 1 0
Search
Run 1 Node 1 Node 2 Node 3
Initial Browse 0 0 1
Initial Search 0 1 0
Initial Archive 1 0 0
Final Browse 0 0 1
Final Search 2 0 2
Final Archive 1 1 0
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Appendix D

Graphs (with trend lines) depicting the response times for various load monitor intervals for random load pattern.
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Figure 52: Browse interface response times for various load monitoring intervals using random load pattern with linear trend lines
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Figure 53: Search interface response times for various load monitoring intervals using random load pattern with linear trend lines
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Appendix E

Graphs (with trend lines) depicting the response times for various overload criteria for
random load pattern.
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