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Abstract

This dissertation aims to analyse to what extent the South African legal framework offers
adequate protection to victims of non-consensual pornography. Non-consensual pornography,
understood as the unlawful distribution of intimate content without a person’s consent, has
gained popularity on the internet. This new form of cybercrime has posed challenges to
lawmakers who have struggled to write legislation that could effectively combat it. Clear and
effective laws against this offence are crucial in protecting victims and also their right to
privacy and sexual autonomy. In South Africa two primary pieces of legislation deal with non-
consensual pornography, the Films and Publications Amendment Act and the Cybercrimes Act.
There are various non-criminal remedies available, such as initiating a civil claim for damages
through the Protection of Personal Information Act 4 of 2013, but I argue that the harm caused
by non-consensual pornography requires the maximum deterrence in the criminal law. This
research aims to analyse the effectiveness of the South African legislation available to victims,

and identify gaps that could be improved.
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Chapter 1:
| INTRODUCTION
(a) Background to the Study

The internet is a platform that provides numerous beneficial services to users, augmenting the
daily lives of so many. Unfortunately, the internet has also given rise to a new platform for
criminal activity. The internet is now often used as a platform to assist and facilitate crime.
Cybercrime is a global phenomenon that is taking the world by storm and the effects of
cybercrimes grow by the day. Cybercrimes can be defined as computer-assisted crime in which
technology, like computers, are used to assist in committing a crime.! Cybercrimes are
borderless, just like the internet, and results in the widespread dissemination of criminality

compared to other crimes.

The proliferation of the internet has given rise to a phenomenon known in the media as ‘revenge
pornography. The term refers to the disclosure of explicit images or videos without the consent
of the person who is depicted in the image or video.? In this mini-dissertation, this phrase is
predominantly not used and a more adequate term will be discussed in Chapter 2, namely that
of ‘non-consensual pornography’. One of the biggest issues relating to so called ‘revenge
pornography’ is the fact that the content is often shared on the internet which makes it
increasingly more difficult to take the content down from the platforms it was shared and
distributed on. The fact of the matter is that victims of revenge pornography often feel helpless
and without possible recourse to bring them justice. With the development of the internet and
social media platforms, the ease with which private and intimate content of a sexual nature can
be shared is now greater than ever. Communities are now formed online which facilitates and
encourages the sharing and consumption of non-consensual pornography. The evolution of
cybercrimes has created a demand for legislation that addresses these concerns. The internet
has provided new ways for perpetrators to harm victims. Images and videos that were once
private can now be used as a weapon against a victim. Victims must have recourse available to
them in order to receive justice for the wrong done to them.® This form of image-based abuse

can destroy a victim’s life as this type of abuse is not only extremely traumatising, but can also

1 Adam M. Bossler & Tamar Berenblum ‘Introduction: new directions in cybercrime research’ (2019) 24:5
Journal of Crime and Justice 495.

2 Mary Anne Franks ‘Revenge Porn Reform: A view from the Front Lines’ (2017) 69 Florida Law Review 1254.
3 Ibid.



hinder a victim’s ability to have intimate relationships and can cause a massive upset in their
professional lives. It is reported that victims are threatened with sexual assault, forced to change
schools, get fired from their employment and are treated as outcasts in society.* It is very
troubling to realise that innocent victims are being exploited as unwilling participants for the

entertainment of strangers who engage with such content.®

The legislation available to help victims are either very new or non-existent. In South Africa,
steps have been taken to address the online abuse many experience. This topic is crucial to
explore, especially in the South African context, as South Africa finds itself in a state where
sexual violence is a public concern. South Africa is faced with a concerningly high rate of
sexual violence.® Sexual violence, in any form, is a human rights violation that impacts victims
deeply, and is a challenge that the South African government have grappled with for years. On
the frontline and most well-known in South Africa is the extreme prevalence of rape. In the
2019/2020 year, 42 289 rapes were reported as well as 7 749 sexual assaults.” It is known that
we, as a country, struggle with understanding violence towards others, as can be seen in the
high levels of rape, sexual abuse and gender-based violence. The motivations surrounding rape
are contested, but a conclusion one can make is that it has less to do with sexual gratification,
but more to do with exercising power and control over bodies that perpetrators feel an
entitlement t0.® Rape, as an offence, is not only a sexual offence, but rather an offence that
attacks a victim’s bodily autonomy. Sexual violence is not based on sex, but rather on a social
and cultural construct that is of the belief that a victim, in many cases a woman, is lesser than,
deserves to be treated in an inhumane way, and is deserving off such degrading behaviours.
This mini-dissertation is not focused on the crime of rape, but is based on the same cultural and
societal ideologies that women, who are more often than not the victims of non-consensual

pornography, ‘deserves’ to be the victims, they ‘deserved’ to be exposed, and they most

4 Mary Anne Franks ‘Criminalizing ‘revenge porn’: Frequently Asked Questions’ available at
https://ssrn.com/abstract=2337998, accessed on 3 January 2023.

5 lbid.

6 Sarah Jane Steele, Naeemah Abrahams, Kristal Duncan, Nataly Woollett, Bella Hwang, Lucy O’Connell, Gilles
van Cutsem & Amir Shroufi ‘The epidemiology of rape and sexual violence in the platinum mining district of
Rustenburg, South Africa: prevalence, and factors associated with sexual violence’ available at
https://doi.org/10.1371/journal.pone.0216449, accessed on January 2023.

7 1bid.

8 Jill Filipovic ‘Rape is about power, not sex’ available at
https://www.theguardian.com/commentisfree/2013/aug/29/rape-about-power-not-sex, accessed on 3
January 2023.



certainly must have done something to make a perpetrator do what they did.® It cannot be said
that being a victim of non-consensual pornography is the same as being a victim of rape. That
is not the purpose of the study and such a sweeping statement cannot be made about individual
experiences. No, the golden thread in this case is that all of these offences are linked by not the
act itself but by what is implied with the act and what the rational is behind the act: Power. The
exercise of power and control over victims, in whatever shape, can be so harmful.® South
Africa is known for having an issue with the culture of rape, gender-based violence and other
forms of abuse but when looking closer, South Africa truly has an issue with power, violence,
toxic masculinity and culture when it comes to respecting women, their bodies and their
autonomy over their bodies.'? It is because of this that abuse, like non-consensual pornography,
should be looked at in a serious manner. The aftermath of being a victim of non-consensual
pornography has many similarities with that of being a victim of another form of abuse.'? In
South Africa, it is concerning to know that non-consensual pornography is another way that
South Africans can be victimised and harmed. The exploration of non-consensual pornography
is essential and crucial in order to understand how persons are even more vulnerable with the

development of technology, social media and other platforms.
It is for the reasons above that this study aims to answer the following question:

To what extent does South Africa’s legal framework offer adequate protection to victims of

non-consensual pornography?
(b) Limitations
The following limitations were identified in the current study:

After extensive research was conducted, the researcher was unable to find adequate South
African sources dealing directly with non-consensual pornography. Subsequently, the South
African legal system relating to no-consensual pornography is examined while also touching
on international sources. Little research has been done in the African context on the subject
matter that could shed light on the African experience of non-consensual pornography. The

° lbid.

10 1bid.

1 bid.

12 Tahlee Mckinlay and Tiffany Lavis ‘Why did she send it in the first place? Victim blame in the context of
‘revenge porn’” (2020) 27 Psychiatry, Psychology and Law 386.



limit of South African sources and literature resulted in the researcher incorporating data and

literature from international sources as was relevant.

The researcher had to make use of international case law, as South African case law is not
available that deals with non-consensual pornography. International case law provides a point

of reference from which the South African context will be analysed and understood.

This study was done in the form of a desk review. Primary sources such as international and
national laws around non-consensual pornography were used, which includes Acts, Bills and
case law. Information was gathered from secondary sources like books, journals, the general
media, the internet, government reports and other publications. Legal research is conducted to
understand the practices of non-consensual pornography, the legislative reaction to it and

whether it is effective in addressing the problem.
(c) Chapter outline
This mini-dissertation is structured as follows:

Chapter 1 introduces the reader to the study, by providing a background of the study, together
with the problem statement, research question, objectives and the methodology of the study.

The rationale behind this in the South African context is also examined.

Chapter 2 provides the reader with an understanding of what non-consensual pornography is,
as well as what terminology should be used. Chapter 2 examines the origins of non-consensual

pornography.

Chapter 3 provides a legal Framework in South Africa and Internationally together with case

law from international sources.

This chapter discusses the various avenues of recourse available to a victim in terms of South
African legislation. The chapter gives a brief history on the legislation as well as the reasoning
for the drafting thereof. The chapter also provides international case law and studies that deal

with non-consensual pornography.

Chapter 4 touches on the victims’ experience of non-consensual pornography and how it affects
their lives. The chapter discusses the importance of effective policing and the prevention of

secondary victimisation of victims.



Chapter 5 provides a discussion on the effectiveness of the legislation available in South Africa
and provides criticisms for some of the provisions in the legislation in terms of how the offense

is seen and dealt with in the legal sphere.

The last chapter, Chapter 6, provides a conclusion and provides recommendations on how to
more effectively deal with non-consensual pornography. Suggestions are highlighted for
further development.



Chapter 2:

Il TERMINOLOGY & HISTORY
(a) Non-consensual Pornography

Non-consensual pornography has so many different definitions, as the development and
understanding of the crime has evolved throughout the years. Many who have researched the
offence of non-consensual pornography refers to it as ‘sexually explicit images and videos
disclosed without consent and for no legitimate purposes’.*> However, for the purposes of this
research, the definition must be expanded upon. Non-consensual pornography does not only
refer to images of a sexual nature. It is for this reason that I propose that the above-mentioned
definition should read as ‘intimate images and videos disclosed without consent and for no
legitimate purposes’. Not all images and videos that are disclosed and shared without consent
are inherently sexual or were meant to be sexual in the creation of them, but are still intimate
and shared without consent.!* In most cases, non-consensual pornography originated from
some form of sexual act for some sexual purpose, but the definition of non-consensual
pornography needs to be wide enough to speak to all experiences with the non-consensual
distribution of intimate images and videos and must not only focus on the sexual intimate
content, as that excludes some victims from defining what offence was done against them as

‘non-consensual pornography’.*
(b) Correct Terminology

It is a contested issue on what this form of abuse should be called. In 2013, Mary Anne Franks
used the term non-consensual pornography and gave a definition of what this offence is, as it
is stated above. This term opened connections between non-consensual pornography and other
non-consensual acts, placing emphasis on the undermining of a victim’s lack of consent. It is
of utmost importance to recognise that some academics and researchers have taken issue with
the inclusion of ‘pornography’ in the terminology. Some argue that taking a picture of yourself
in the nude or while engaging in a sexual act is not pornographic in nature and the use of the
word ‘porn’ or ‘pornography’ implies that taking such pictures or videos are then deemed

inherently pornographic. Another argument seen are that some are of the opinion that the use

13 Franks op cit note 2 at 1254.
1 Franks op cit note 2 at 1255.
5 1bid.



of the word ‘pornography’ eroticises the offense and sensationalises the offense, especially in
the media. These arguments and criticisms are valid, to a certain extent. However, the
counterargument is that the creation of intimate images and videos which is then shared with
someone who is intended to view the image or video is not pornography and does not constitute
the creation of pornography.'® It is the act of disclosing the private images and videos to
someone other than the intended audience that constitute the creation of pornography. The
person who created the intimate images or videos are not the ones who are creating
pornography, but it is the action of transforming a private moment into a public sexual display
of entertainment that constitute the rightful use of ‘pornography’ in the terminology. The use
of ‘pornography’ is not used to sensationalise the offense, shame the victim or to diminish the
effects of the offense. It is more used as a way to show what being a victim of the offense is
being a victim of the creation of pornography when one has not consented to being displayed
in content that is intended to be viewed as pornography. While I recognise that the terminology
can have great effect on how an offense is perceived, | also recognise that downplaying the
severity of it will also have damaging effects on how it is perceived. The sensationalism in the
media must be viewed from both sides: the offense is not just another headline and must be
treated with the respect it deserves. However, the media is an entity that have played in favour
of exposing this offense and bringing it to the attention of the everyday man and woman. The
use of ‘pornography’ in this research is not to sensationalise the offense, but to speak to how
many know and understand the offense, as well as to place emphasis on how invasive it is that

the offense can cause someone to be the subject of pornography without their consent.’

‘Revenge porn’ is a term that is well known by many. The term ‘revenge pornography’ or
‘revenge porn’ is a media-friendly term that does not effectively describe the extent of the
abuse suffered by victims. The term is most often connected with the narrative of a vengeful
ex-partner who distributes intimate content of a sexual nature. However, the act of leaking
intimate images and videos without a person’s consent encompasses much more than a scorned
ex-partner.'® A wider set of harm is communicated with the term 'revenge porn'- the term can
refer to partners, but also to rapists, sex traffickers, strangers, family members, friends and so
many more. The term ‘revenge porn’ reduces these harms to a scorned ex-boyfriend narrative,

suggesting that the perpetrator was motivated by revenge, which supports the false narrative

16 Filipovic op cit note 8.
17 Mckinlay and Lavis op cit note 12 at 368.
18 Ibid



that the victim is at least partly to blame for giving a perpetrator a reason as to why they would
need to seek revenge.!® ‘Revenge Porn’ can have damaging implications to the victim, as it
may be interpreted that they had incited the perpetrator to commit the act that they had, which
reinforces victim-blaming. Victim blaming, in essence, is when a victim is held responsible, to
whatever degree, for what happened to them.?’ The practice of blaming the victim can occur
in many circumstances, but have been linked to sexual assault cases in particular.?! The use of
incorrect, inaccurate or harmful terms can cause a victim to be shamed and blamed, which can
lead to underreporting and further victimisation. The use of ‘revenge porn’ is also not an
accurate description of the offence, as the distribution of intimate images are not only done by
previous lovers wanting to act in a vengeful manner. The motivations for the offence are
nuanced and cannot be determined before examining the offence on a case-by-case basis. Even
though this form of abuse is carried out by ex-partners, some may commit the offence for a
possible profit, to become famous or for the entertainment it provides to others on the websites

and forums.

In this research paper, the term ‘non-consensual pornography’ or ‘non-consensual porn” will

be used, unless the context indicates differently.
(c) Origins of Non-consensual Pornography

In the 1980s a pornography magazine ‘Hustler’ started a feature in their magazine called
'Beaver Hunt' where readers of the magazine could submit sexually explicit photographs.?? It
turned out that very often, the females depicted in these images did not consent to the
submission or the publication of the images. Some of the submissions made to Hustler were
made by ex-partners, or because the photographs were stolen.?® Long before the term ‘revenge
porn’ was widely known and used, the practice thereof was committed. In 2010, Hunter Moore
created the first known non-consensual pornography website IsAnyoneUp, where he started to

publish images of a girlfriend on a web domain he owned.?* 14 000 unique visitors had visited

19 Sophie Maddocks ‘From Non-consensual Pornography to Image-based Sexual Abuse: Charting the Course of
a Problem with Many Names’ (2018) 33 Australian Feminist Studies 97 at 347.

20 Claire R. Gravelin, Monica Biernat, Caroline E. Buchner ‘Blaming the victim of Acquaintance Rape: Individual,
Situational, and Sociocultural Factors’ available at
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6348335/, accessed on 12 May 2023.

21 |bid.

22 Emily Poole ‘Fighting Back Against Non-Consensual Pornography’ (2014) 49 The University of San Francisco
Law Review 186.

2 |bid at 187.

24 |bid at 188.



the website a week after he made the images public.?® Over the course of 16 months, the website
developed into a platform where users could submit images of a victim together with their full
name, city of residence, social media handles, profession and other sensitive information.?® The
result was that any searches for a victim’s name in a search engine would mean that the non-
consensual pornography would appear. The popularity of the website grew substantially and it
was reported that during a three-month period in 2011, the website received more than 10 000
submissions to the website.?” Moore was one of the first people to capitalize on non-consensual
pornography, and will always be a point of reference as to not only the vile nature of the offence

but also of the absurd demand there is to this type of content.

Technological advances, like cell phones and easy access to the internet have made it easy to
submit or distribute intimate images. The sending or receiving of sexually intimate content is
growing in popularity, as technology allows anyone to engage with someone else through their
phones or the internet. Sexting, a form of sexual messaging, has become a new form of 'sexual
expression.'?® Sexting often occurs between partners of two individuals who have a relationship
of a sexual nature. Often images are sent willingly and without hesitation. However, in some
cases the sharing of intimate images with a partner result in the receiver distributing those
images when the relationship breaks down.?® Non-consensual pornography often starts off as
the consensual sharing of an image with a partner that you believe you can trust. The consensual
act turns into a non-consensual act when the images are shared with those who were never

meant to see it.

Non-consensual pornography encompasses a wider scope than only the distribution of intimate
images as the result of a breakdown of a relationship. Non-consensual pornography refers to
images obtained from through the use of hidden cameras, stolen images and recordings of
assaults.®® The abuse is further encouraged as websites (such as IsAnyoneUp) and forums solicit
these images while protecting the perpetrator, as they can very often hide behind their screens.
The objection to non-consensual pornography is, therefore, solely based on the incredible

violation of privacy is holds for the victim and is not objected to because of a negative view or

%5 |bid at 188.

26 Scott R. Stroud ‘The Dark Side of the Online Self: A Pragmatist Critique of the Growing Plague of Revenge
Porn’ (2014) 29 Journal of Mass Media Ethics 170.

27 |bid at 170.

BTahlee & Lavis op cit note 12 at 386.

2 |bid at 386.

30 Franks op cit note 2 at 1258.



perception about nudity, intimacy or sexual immorality.®! Instead, the objection to non-
consensual pornography is because it is wrong to place a non-consenting person’s body on
display and violating that innate desire for privacy and control over one’s body. It is that small
distinction that holds the key to understanding why this issue is of such great importance. Mary
Anne Franks draws comparison between the revealing of private medical records, credit card
numbers or love letters and the revealing of intimate images and videos.®? She writes that the
market for private nude photos is very much unlike the market for any other private
information. There are not thousands of websites that cater to revealing private information
like the private medical records of a person. There are, however, tens of thousands of websites
dedicated to non-consensual pornography.® When discussing non-consensual pornography,
the history and sudden and consistent growth of the phenomenon must be taken into
consideration, as it shows the severity of the issue but also signals that attention must be given
to the problem on a deeper level than just showing concern. Societal, legislative and cultural
changes are needed to end image-based abuse like the distribution of non-consensual

pornography.

31 Franks op cit note 2 at 1260.
32 Franks op cit note 2 at 1261.
3 Poole op cit note 22 at 187.
10



Chapter 3:

1l THE LEGAL FRAMEWORK AVAILABLE IN SOUTH AFRICA AND
INTERNATIONALLY

(a) Introduction

The extremely harmful effects of non-consensual pornography on the victim have, in recent
years, come to the attention of not only those who could potentially fall victim of this
phenomenon, but also to authoritative bodies like governments and lawmakers. Internationally
and nationally there has been a call for action, particularly for legislation to accommodate the
rapid growth of online abuse, harassment and cybercrimes in general. The incredible violation
that a victim experiences, which will be explored more later, is enough to justify the push for

any form of law reform that could help victims who feel completely hopeless.

In South Africa there have been developments with regards to cybercrimes like the distribution
of non-consensual pornography. The following sections address or tries to address the growing

concerns of non-consensual pornography in South Africa.
(b) The Constitution of the Republic of South Africa, 1996

Non-consensual pornography, although unknown to many, is an offence that can be viewed
through the lens of the Constitution of the Republic of South Africa.®* If one were to view the
offence of the distribution of non-consensual pornography through the Constitution of South
Africa, the most supreme law of the land, it becomes clear that the offence truly does infringe
on many rights that persons hold in terms of the Constitution. It is acknowledged that the rights
vested in the Constitution are, in some form or another, present in the legislation that will be
discussed later in the dissertation. However, these rights are first and foremost present in the
Constitution. Section 9 of the Constitution promotes equality:

(1) Everyone is equal before the law and has the right to equal protection and benefit of the law.

(2) Equality includes the full and equal enjoyment of all rights and freedoms. To promote the achievement

of equality, legislative and other measures designed to protect or advance persons, or categories of

persons, disadvantaged by unfair discrimination may be taken.%

Section 9 also provides that neither the state nor any person may—

34 Constitution of the Republic of South Africa, 1996.
35 Section 9(1) of the Constitution of the Republic of South Africa, 1996.
11



unfairly discriminate directly or indirectly against anyone on one or more grounds, including race,
gender, sex, pregnancy, marital status, ethnic or social origin, colour, sexual orientation, age, disability,
religion, conscience, belief, culture, language and birth.%6

Equality before the law is of utmost importance, especially when secondary victimisation by
others including the legal system is a very real threat to victims. Secondary victimisation occurs
when victims are made to feel guilt or shame because of being victimised as a result of the
negative feedback they receive about their conduct.3” Secondary victimisation can lead to many
negative outcomes for not only the victim but also for preventing sexual abuse. It has been
reported that secondary victimisation and the fear thereof can lead to under-reporting of rape
to authorities.®® Rape trials have been found to be extremely harmful and traumatising to the
victim. Trials where the offence is rape or some other form of sexual abuse, has been described
as a spectacle of ‘degradation visited upon the victim, rather than the offender.”*® It is argued
that victims of non-consensual pornography can experience the same form of secondary
victimisation when they attempt to approach the justice system for assistance and recourse. The
basic right of equality is afforded to those who are victims of non-consensual pornography, as
it is often the case that victims are discriminated against as a result of the supposed role that
they had played in becoming a victim. The ideology of some that is centred around blaming
the victim for sending intimate images, for being sexually active or for having sexual autonomy
is unfair. The judgements towards those who are victims of non-consensual pornography,
questioning their ethics, beliefs and sexual choices can often be very harsh. Section 9 aims to
protect victims from discrimination that they may face and promotes equality in a very broad

way.
Section 10 of the Constitution provides—
(10) Everyone has inherent dignity and the right to have their dignity respected and protected.*°

The breach of trust that often occurs in the unlawful distribution of non-consensual
pornography infringes directly on the dignity of the person depicted in the intimate content.
Although the motivations for the distribution of non-consensual pornography will never be

fully the same in cases, it has been found that the motivation for these actions are often to

36 |bid.
37 Kathy Doherty & Irina Anderson ‘Perpetuating rape-supportive culture: Talking about rape’ (1998) The
Psychologist 583.
38 |bid at 584.
39 |bid at 583.
40 Section 10 Constitution of the Republic of South Africa, 1996.
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embarrass, to humiliate, to degrade and to distress the person depicted in the intimate content.*.
In intimate relationships, one trusts one’s partner with not only your intimate images and videos
but also your dignity.*? The distribution of non-consensual pornography infringes directly on
the trust in a relationship and therefore directly on the dignity of a partner. It must be noted that
non-consensual pornography does not only occur within the confinement of a romantic
relationship and that the infringement on dignity is not limited to romantic relationships.
Victims are often mortified that their intimate images or videos have been leaked and report
that they feel the embarrassment that it causes. The infringement on the dignity of victims is

very clear and will be discussed in further detail in Chapter 4 of the dissertation.

Section 14 of the Constitution relates to privacy—
(14) Everyone has the right to privacy, which includes the right to not have—
(a) their person or home searched;
(b) their property searched;
(c) their possessions seized; or

(d) the privacy of their communications infringed.*®

The Constitution of the Republic of South Africa makes direct mention of the right to privacy.
From a non-consensual pornography perspective, the right to privacy, especially bodily
privacy, is of utmost importance. The criminalisation of non-consensual pornography shows
the important correlation between privacy and consent. The sharing of intimate images is not
illegal, it is the distribution of private intimate content where no consent was given that
constitutes an offence. That means that the intimate content was not only of an intimate nature
but also of a private nature.** In our current technological climate, the definition of privacy
extends to images, videos and online information. The violation of the right to privacy is, in
essence, what causes so much of the harm related to the distribution of non-consensual
pornography. Having the choice about what one wants to keep private and what one is willing
to share with some or all is within one’s own control. However, when that control is taken

away, an infringement on rights like the right to dignity occurs that can cause irreparable harm

41 Raul Madden ‘Equity, ‘Revenge Porn’, and Cambridge Analytica: The Doctrine of Confidence as a Protection
for Human Dignity in the Technological Age’ 2019 Griffith Journal of Law & Human Dignity 14.
42 |bid at 15.
43 Section 14 of the Constitution of the Republic of South Africa, 1996.
4 Franks op cit note 2 at 1256.
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to a victim. The distribution of non-consensual pornography goes to the core of what it means
when there is an infringement against the right to privacy. The publication of such intimate
content infringes upon one’s ability to make decisions about your private life, sexual expression
and autonomy. Privacy allows for the expression of, in this case, sexual autonomy. When non-
consensual pornography is published, the law should not only object the offence itself, but also

the invasion into the private life of a victim.*®

The Constitution rights to equality, human dignity and privacy are all imperative to
understanding the offence of non-consensual pornography, especially from the perspective of
the victim. | argue that the mere implication that a constitutional right is infringed upon when
the offence of non-consensual pornography occurs, is sufficiently serious to warrant attention

thereof.
(c) Films and Publications Act 65 of 1996

The Act provides that its purpose is ‘to provide for the classification of certain films and
publications; to that end to provide for the establishment of a Film and Publication Board and
a Film and Publication Appeal Tribunal; to repeal certain laws; and to provide for matters
connected therewith.’#® Notably, the Films and Publications Act 65 of 1996 created the Film
and Publication Board, often referred to the FPB. The board was formed under the Act in order
to address issues and concerns relating to issues of child pornography and child abuse. The
FPB board, under the Act, was tasked with receiving complaints, classifying films and
publications and to do evaluations on content.

The Act is clear on its definition of child pornography but does not touch on non-consensual
pornography. ‘Explicit sexual conduct’ is also defined but is mostly used to describe actions in
relation to games, film publications or the classifications made to films and other
publications.*” In this Act a clear focus is on the dialogue that the legislation wants to
implement between the creators of films and publications and the board the legislation formed.
The most applicable section that one could possibly link to non-consensual pornography is
Section 16, which dealt with complaints and applications concerning publications. Section
16(2) provides that—

% Douglas v Hello! 2006 (QB) 125 (CA) 106.
46 Films and Publications Act 65 of 1996.
47 bid.
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Any person except the publisher of a newspaper contemplated in subsection (1), who, for distribution or exhibition

in the Republic creates, produces, publishes or advertises any publication that—

(@) Contains sexual conduct which—
() Violates or shows disrespect for the right to human dignity of any person;
(ii) Degrades a person; or

(iii) Constitutes incitement to cause harm

Shall submit, in the prescribed manner, such publication for examination and classification to the Board
before such publication is distributed, exhibited, offered or advertised for distribution or exhibition. 4

Section 16(2) only speaks to the publication of sexual content and that such content must be
submitted to the Board before the publication thereof. Section 16(2)(a), ironically, explains the
impact on victims of non-consensual pornography.*® However, the context in which sexual
conduct is discussed in this Act is very far removed from non-consensual distribution of
intimate content of a sexual nature. There is no mention of the type of distribution that is
unlawful and that places a very heavy burden on the victim, as is the case in non-consensual
pornography cases. The type of harm one can cause to another has shifted and changed just as
technology has evolved and developed. When the Films and Publications Act 65 of 1996 came

into operation, it was in an era where the technological advances were of a different kind.

The Films and Publications Act 65 of 1996 does not speak to the technological advancements
with relation to digital content and the distribution thereof in this modern age. It is for that
reason that the Films and Publications Amendment Act 11 of 2019 is of such significance as it

aims to bring the Films and Publications Act into the current technological era.
(d) Films and Publications Amendment Act 11 of 2019

On 1 March 2022, the Films and Publications Amendment Act 11 of 2019 came into
operation.>® The Act was signed into law and published in the Government Gazette on 3
October 2019. The Films and Publications Amendment Act 11 of 2019 amends the Films and
Publications Act 65 of 1996. The amendment proved to be essential, as the amendment spoke
to issues ranging from child pornography, hate speech and importantly to non-consensual
pornography.

48 Section 16(2) of the Act.
49 Section 16(2)(a) of the Act.
50 Films and Publications Amendment Act 11 of 2019.
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On 30 August 2016, the first public hearing was held in order to discuss the Films and
Publication Amendment Bill. On day one of the public hearings, key submissions were made
that would prove to be imperative in understanding the later amendments made to the Act.
Emma Sadleir, a social media lawyer, made a submission focused solely on non-consensual
pornography.®! The submission made mention of the incredibly harmful act of posting or
sharing private sexual photographs and/or films. Sadleir placed emphasis on how easy it has
become to share content of a private and sexual nature as a result of technological developments
in the past few years. It has become socially acceptable to share one’s nude images with a
partner, which may lead to the distribution thereof.%? All of the issues raised were related to
Section 18F. In the Bill, the new section 18F prohibits a person to distribute private sexual
photographs and films in any electronic medium including the internet and social networking
sites without the consent of an individual who appears in the photograph or film with the
intention of causing that individual distress. The only circumstance under which such
disclosure may be made is where it is necessary for the purposes of preventing, detecting or
investigating crime. The submission made was that accordingly, section 18F that deals with
‘Prohibition against distribution of private sexual photographs and films’ should be amended

to criminalise the sharing of explicit content to a third party without consent.>?

Another submission made by Emma Sadleir and her team was the proposal of an offence
defined as the non-consensual creation, possession, solicitation, publication or distribution of
any image, however created, or any description of a person, real or simulated, showing or
describing the body, or parts of the body, of such a person in a manner or in circumstances

which, within the context, violate or offend the sexual integrity or dignity of that person.>*

Sadleir argued for the tightening of the wording of 'revenge pornography' (non-consensual
pornography in order for it to reflect that it is a criminal act when sexually-implicit material is
shared without the consent of the person depicted in the content, with the intention to

embarrass, harm or gain financially from its distribution.>®

51 Films and Publication Amendment Bill: Public hearing day 1, available at https://pmg.org.za/committee-
meeting/23154/, accessed on 12 December 2022.
52 Ibid.
53 Ibid.
4 Ibid.
55 Ibid.
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This discussion and public forum give a certain insight into the minds of those who worked in
the sphere of this Amendment Act. Ms F Nkandimeng from the ANC asked what the difference
is between pornography and ‘revenge pornography’.® It goes to show that many people do not
understand what is meant by the term non-consensual pornography.

On 21 September 2016, the committee met to consider all the inputs received. They made
mention of the stricter penalties argued for by various stakeholders for non-consensual
pornography. The committee highlighted that stakeholders placed emphasis on provisions
relating to non-consensual pornography and that provisions relating to it should be tightened

to include prohibitions against dissemination.’

The Bill was passed and the Films and Publications Amendment Act 11 of 2019 was born.

Section 18F now reads:

(1) No person may expose, through any medium, including the internet and social media, a private
photograph or film, if the disclosure is made—
(a) Without the consent of the individual of individuals who appear in the photograph; and

(b) With the intention of causing the individual harm.%8
Section 18F (3) provides:

(3) The prohibition referred to in subsection (1) shall apply notwithstanding that the individual who
appears in the photograph or film might have consented to the original creation of such photograph or

film.%®

Section 18F(4) provides:

(4) For the purposes of this section and section 24E a photograph or film is ‘private’ if, judging from the
context in which the photograph or film is taken or made, it was not intended by any individual in the

photograph or film to be seen by others.®

This section is crucial in understanding what the steps of consent in some cases may look like.
Prior consent to being photographed or filmed does not carry over to having consented to it
being distributed.

%6 |bid.
57 1bid.
58 Section 18F(1) of the Act.
59 Section 18F(2) of the Act.
60 Section 18F(4) of the Act.
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Section 24E provides:

(1) Any person who knowingly distributes private sexual photographs and films in any medium including
the internet and social media, without prior consent of the individual or individuals in the said sexual
photographs and films with the intention to cause the said individual harm shall be guilty of an offence
and liable upon conviction, to a fine not exceeding R150 000 or to imprisonment for a period not

exceeding two years or to both a fine and such imprisonment.

(2) Any person who knowingly distributes private sexual photographs and films in any medium including
through the internet, without prior consent of the individual or individuals and where the individual or
individuals in the photographs or films is identified or identifiable in the said photographs and films,
shall be guilty of an offence and liable upon conviction, to a fine not exceeding R300 000 or to

imprisonment for a period not exceeding four years or to both a fine and such imprisonment. %

The only defence one could rely on when one has distributed a photograph or film, according
to section 18F(2) reads:

(2) It is a defence for a person charged with an offence under this section to prove that he or she
reasonably believed that the disclosure was necessary for the purposes of preventing, detecting or

investigating crime.

(e) Cybercrimes Act 19 of 2020

On 13 September 2017, the first day of public hearings were held for the Cybercrimes and
Cybersecurity Bill. The public hearings were opened with a word from Ms Phedhelaphi, the
Director of The Centre for Constitutional Rights, where she stated that the Centre welcomed
the Bill and that the Bill would bring South Africa into the modern world and the twenty-first
century in terms of cybersecurity.®?> The prospect of developing the legislation available in
South Africa is welcomed, as it shows a positive development in the legal sphere of the country.
The Centre, although expressing positive views of the Bill, stated that come clauses dealing
with non-consensual pornography and fake news are ‘overboard and raise constitutional
issues’. It was said that the provisions could limit constitutional rights to freedom of expression,

privacy and access to courts.®

61 Section 24E of the Act.
62 Cybercrimes and Cybersecurity Bill: Public hearing day 1, available at https://pmg.org.za/committee-
meeting/25008/accessed on 12 December 2022.
53 Ibid.
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The Digital Law Company made a submission in relation to non-consensual pornography and
the submission focused specifically on clause 18 that deals with non-consensual pornography.

In this Bill, clause 18 provides:
(18) Distribution of data message of intimate image without consent

(1) Any person who unlawfully and intentionally makes available, broadcasts or distributes, by means of
a computer system, a data message of an intimate image of an identifiable person knowing that the person
depicted in the image did not give his or her consent to the making available, broadcasting or distribution

of the data message, is guilty of an offence.

(2) For purposes of subsection (1), ‘‘intimate image’’ means a visual depiction of a person made by any

means—
(a) under circumstances that give rise to a reasonable expectation of privacy; and

(b) in which the person is nude, is exposing his or her genital organs or anal region or, in the

case of a female, her breasts.®

The Digital Law Company, through representation by Dr Lizzie Harrison, expressed that they
welcome clause 18, especially because very few countries internationally have criminalised
non-consensual pornography.®® The submission touched on the severity of non-consensual
pornography; especially how destructive the consequences of non-consensual pornography can
be on a victim. Clause 18(1) requires intention, and the submission was made that the use of
the word ‘intention’ should be re-examined. The Digital Law Company argued that intention
is nearly impossible to establish a level of intention, as many perpetrators will merely state that
the content was distributed unintentionally.®” One could argue that negligence should be added
as an additional fault element, because negligence is a fault element that is applicable when
dealing with confidential information in many different sectors, such as confidential
information and secrets in companies.®® The consequences are the same in that confidential
information is unlawfully distributed. The Digital Law Company argued that this applies in
cases of non-consensual pornography, even if images or videos are shared negligently, the

consequences are the same for the person whose intimate images or videos were shared.

64 ‘Submission to the Portfolio Committee on Communications on the Cybercrimes and Cybersecurity Bill’
available at https://static.pomg.org.za/170913Digital_Law_Company.pdf, accessed on 3 January 2023.
55 Clause 18 of the Cybercrimes Bill 2017.
56 Op cit note 64.
57 Op cit note 64.
%8 |bid.
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Another submission was that the definition of ‘intimate image’, as stated in Clause 18(2) should
be replaced with the definition of pornography in terms of the Criminal law Amendment Act.®
The phrase ‘knowing a person did not give consent’ should be removed, as it places a burden
on a victim to be the one who has to prove that they did not consent to their intimate images or

videos being distributed.”®

Mr B Bongo from the ANC stated in the hearing that cybercrimes are a top priority on the
African continent and that Parliament is truly wanting to address the concerns of many South
Africans. The first day of the public hearing dealt with non-consensual pornography is quite an
extensive manner. The Cybercrimes Act 19 of 2020 provides the following in relation to non-
consensual pornography:

16. (1) Any person (‘A’) who unlawfully and intentionally discloses, by means of an electronic
communications service, a data message of an intimate image of a person (‘B’), without the consent of

B, is guilty of an offence.”
Thereafter, an explanation is given of all the terms used in subsection (1):
(2) For purposes of subsection (1)—
(@) ‘B’ 'means—
(i) the person can be identified as being displayed in the data message;

(ii) any person who is described as being displayed in the data message, irrespective
of the fact that the person cannot be identified as being displayed in the data message;

or

(iif) any person who can be identified from the information as being displayed in the

data message; and
(b) “intimate image’ means a depiction of a person—
(i) real or stimulated, and made by any means in which—

(aa) B is nude, or the genital organs or anal region of B is displayed, or if B
is a female person, transgender person or intersex person, their breasts, are

displayed; or

69 Clause 18(2) of the Bill.
70 Op cite note 66.
7! Section 16(1) of the Act.
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(bb) the covered genital or anal region of B, or if B is a female person,

transgender person or intersex person, their breasts, are displayed; and

(i) in respect of which B so displayed retains a reasonable expectation of privacy at

the time that the data message was made in a manner that—
(aa) violated or offends the sexual integrity or dignity of B; or

(bb) amounts to sexual exploitation.”

The Act also gives victims (complainant) the opportunity and recourse to approach the court
on an ex parte basis where they will be able to apply for a protection order pending the
finalisation of the criminal proceedings in order to

(20) (1) (a) prohibit any person to disclose or further disclose the data message which relates to the

charge; or

(b) order the electronic communications service provider whose electronic communications service is
used to host or disclose the data message which relates to the charge, to remove or disable access to the

data message.”™

(H Criminal Law (Sexual Offences and Related Matters) Amendment Act 32 of 2007

The Cybercrimes Act provided for the insertion of a section into the Sexual Offences Act.

Section 11A provides:

Persons 18 years or older: Harmful disclosure of pornography and orders to protect complainant against

harmful effects of disclosure of pornography:
11A Harmful disclosure of pornography:

(1) A person (‘A’) who unlawfully and intentionally discloses or causes the disclosure of pornography
in which a person (‘B’) appears or is described and such disclosure—
(a) takes place without the consent of B; and
(b) causes any harm, including mental, psychological, physical, social or economic harm, to B or
any member of the family of B or any other person in a close relationship to B,

Is guilty of the offence of harmful disclosure of pornography.™

72 Section 16(2) of the Act.
73 Section 20 of the Act.
74 Section 11A of Criminal Law (Sexual Offences and Related Matters) Amendment Act 32 of 2007.
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The offence in terms of Criminal Law (Sexual Offences and Related Matters) Amendment Act
requires that the victim must be 18 years or older and includes the disclosure of analogue photos
together with videos which contains pornography. The harmful disclosure of pornography
requires that the disclosure caused the victim some form of harm, whether that be mental harm,
psychological harm, physical harm, social harm or economic harm. Interestingly, the harm can
extend to any member of the victim’s family or any person with whom the victim has a close

relationship.

This new inclusion also makes provision for the threatening of disclosing such pornography:

(2) A person (‘A’) who unlawfully and intentionally threatens to disclose or threatens to cause the
disclosure of pornography referred to in subsection (1) and such threat causes, or such disclosure
could reasonably be expected to cause, any harm referred to in subsection (1)(b), is guilty of the

offence of threatening to disclose pornography that will cause harm.™

Additionally, the disclosure or threat to disclose pornography for the purpose to extort a victim

is also mentioned:

(3) A person (‘A’) who unlawfully and intentionally threatens to disclose or threatens to cause the
disclosure of pornography referred to in subsection (1), for the purposes of obtaining any advantage
from B or any member of the family of B or any other person in a close relationship to B, is guilty

of the offence of harmful disclosure of pornography related extortion.

(9) The Protection of Personal Information Act 4 of 2013

The Protection of Personal Information Act 4 of 2013 (Hereafter referred to POPIA) defines
‘personal information’ as ‘information relating to an identifiable, living, natural person, and
where applicable, an identifiable, existing juristic person’.”” The 1995 EU Data Protection
Directive 95/46/EC has substantial influence on data privacy laws around the world.”® In 2016,
it was replaced by the General Data Protection Regulation (EU) 2016/679. These regulations
will be used to draw comparison between it and the Protection of Personal Information Act.

The Court of Justice of the European Union held, in Frantisek Rynes v Urad Pro Ochranu

7> Section 11A(2) of the Act.

76 Section 11A(3) of the Act.

77 The Protection of Personal Information Act 4 of 2013

78 European Union ‘Directive 95/46/EC of the European Parliament and of the Council on the Protection of
Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data’ available at
https://www.refworld.org/docid/3ddcclc74.html, accessed on 27 December 2023.
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Osobnich Udaju that ‘personal data’, as is defined in the 1995 Data Protection Directive, also
referred to the image of a person by a camera.” The reason being that it is possible to identify

a person through the image taken by a camera.

According to POPIA, ‘processing’ is defined as—

‘Any operation or activity or any set of operations, whether or not by automatic means, concerning personal

information, including—

(@) The collection, receipt, recording, organisation, collation, storage, updating o modification, retrieval,
alteration, consultation or use;
(b) Dissemination by means of transmission, distribution or making available in any other form; or

(c) Merging, linking, as well as restriction, degradation, erasure or destruction of information’

From these definitions, it is submitted that non-consensual pornography and the distribution
thereof classify as processing of personal information. To further that argument, POPIA

provides what lawfulness of processing, according to Section 9, is:

Personal information must be processed—
(a) lawfully; and

(b) in a reasonable manner that does not infringe the privacy of the data subject.

In the event that a person’s information has been processed in a manner that is not as stated

above, Section 74(1) provides:

(1) Any person may submit a complaint to the Regulator in the prescribed manner and form alleging

interference with the protection of the personal information of a data subject.®!

This means that any person may lodge a complaint with the Regulator where their personal
information has been processed in a manner that is not lawful, not reasonable, or in a manner
that infringes on that person’s privacy. In the event that an investigation occurs, the Regulator
will have the same powers as that of a High Court and may summon and enforce the appearance
of persons. The Regulator, in such an investigation, will also have the power to compel persons
to give evidence under oath as well as produce any records that the Regulator may deem
necessary to investigate the matter.8? Section 81(d) of the Act provides—

7 |bid.
80 Section 1 of the Act.
81 Section 74(1) of the Act.
82 Section 81 of the Act.
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(81) For the purpose of the investigation of a complaint the Regulator may-

(d) at any reasonable time, subject to Section 81, enter and search any premises occupied by a responsible

party.8
A Regulator is therefore empowered, for the purpose of an investigation, to enter and search
any premises occupied by a responsible party. In the event where access is unreasonably
refused or where an occupier refuses to comply with the Regulator and the request made by the
Regulator, the Regulator can apply for a judge or a magistrate for a search warrant. Such a
warrant not only authorises the Regulator’s members to enter a certain premise or residence as
listed on the warrant, but the warrant also allows for members to search, inspect, examine, test
and seize any equipment, which was used for the processing of personal information.?* The
warrant also allows for the seizure of any evidence found while examining and inspecting

equipment.

With relation to the section that speaks on warrants, it must be noted that The Protection of
Personal Information Act provides certain requirements that have to be met before a warrant
will be issues by a judge or magistrate. A judge or magistrate must be satisfied that the
Regulator has given a notice of seven days to the occupier of the demises that the warrant is
mean to give access t0.8> Moreover, the judge or magistrate must be satisfied that access to the
premises was unreasonably refused or that the occupier of the premises did not cooperate with
the Regulator.8® There is, however, an exception to the seven-day notice period, where the
notice period will not apply if the judge or magistrate is satisfied that the matter is of urgency
or that the seven-day notice period would defeat the objection of the search.®” When discussing
The Protection of Personal Information Act through the lens of non-consensual pornography,
it can be argued that in many cases these provisions will prove helpful in seizing computers,
cell phones and other forms of technology in order to investigate any complaints of the
distribution of non-consensual pornography. The warrant that can be issued could be used to

further such investigations.

Section 92 of The Protection of Personal Information Act provides—

83 Section 81(d) of the Act.
84 Section 82(1) of the Act.
85 Section 83(1)(a) of the Act.
86 Section 83(1)(b)(i) of the Act.
87 Section 83(2) of the Act.
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(1) After completing the investigation of a complaint or other matter in terms of this Act, the Regulator may
refer such complain or other matter to the Enforcement Committee for consideration, a finding in respect
of the complaint or other matter and a recommendation in respect of the proposed action to be taken by

the Regulator. 8

The Enforcement Committee, an independent body from the Regulator, must consider the
matters that are placed before them from the Regulator. This committee may then make a
recommendation to the Regulator, in terms of Section 93 of the Act.®® The Enforcement
Committee will provide the Regulator with a recommendation and thereafter the Regulator will
then consider the recommendation. The Regulator may then serve the responsible party in the
matter with an enforcement notice.* The enforcement notice will require the responsible party
to take specific steps and to stop the processing of personal information, in this case it will be
to stop distributing non-consensual pornography.®! In the event that the Regulator deems it
necessary that an enforcement notice must be complied with as a matter of urgency, the
compliance notice may stipulate a period of three days within a person must comply. An
enforcement notice, issues by the Regulator, could require of an offender or perpetrator to
remove any non-consensual pornography that they may have distributes, whether that be on a
website or a social media platform. When taking a closer look at POPIA, it points to section
100 and section 103, read in conjunction with section 107 of the act, which makes it an offence
for a party to not comply with an enforcement notice brought by the Regulator. It is also an
offence to obstruct the Regulator in performing its duties. Such an offence carries a punishment

of imprisonment of up to ten years or a fine.%?

(100) Any person who hinders, obstructs or unlawfully influences the Regulator or any person acting on
behalf of or under the direction of the Regulator in the performance of the Regulator’s duties and

functions under this Act, is guilty of an offence.®
And

(103) (1) A responsible party which fails to comply with an enforcement notice served in terms of

Section 95, is guilty of an offence.®

88 Section 92(1) of the Act.
89 Section 93 of the Act.
90 Section 95(1) of the Act.
91 Section 95 of the Act.
92 Section 107 of the Act.
9 Section 100 of the Act.
9 Section 103(1) of the Act.
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Section 109 of POPIA states that a Regulator may impose an administrative fine on a
perpetrator instead of the institution of criminal proceedings and prosecution on the perpetrator.
The Act therefore states, in the event that a perpetrator is afforded punishment in such a form,
that the perpetrator can either choose to pay the administrative fine or for the matter to be tried
in court.% Section 109(4) of POPIA dictates that if a perpetrator chooses to have their matter
heard in court, the matter must be handed over to the South African Police Service.*® If the
Regulator imposes an administrative fine on a perpetrator, and said perpetrator fails to pay the
fine, the Regulator may file a statement, in which the amount of the fine will be set out and
such a statement will have the effects of a civil judgement that is in favour of the Regulator for
a liquid debt. The basic premise of all of these sections referenced from POPIA is therefore
used to argue that a person who distributes non-consensual pornography can be required,
through an enforcement notice, to remove non-consensual pornography and any such content.
Non-compliance with the Regulator can result in a perpetrator facing severe criminal

prosecutions or the perpetrator can be reprimanded in the form of having to pay a fine.
Section 99(1) states that a victim may claim non-patrimonial damages against a perpetrator:

(1) A data subject or, at the request of the data subject, the Regulator, may institute a civil action for
damages in a court having jurisdiction against a responsible party for breach of any provision of this Act
as referred to in section 73, whether or not there is intent or negligence on the part of the responsible
party.%’
The Protection of Personal Information Act 4 of 2013 provides a victim the relief to initiate a
civil claim for damages. This provision therefore states that a data subject, in this case a victim
of non-consensual pornography, may institute a civil action for damages against a perpetrator
for the breach of any conditions for the lawful processing of personal information, in this case
it might be any type of intimate content as described in previous definitions of ‘non-consensual
pornography’. Interestingly, section 99 provides for liability without fault. Typically, under

common law, ordinary common law remedies would require negligence.®

9 Section 109 of the Act.
% Section 109(4) of the Act.
97 Section 99(1) of the Act.
%8 |bid.
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In the event that a victim is unaware of the identity of the perpetrator or perpetrators who
distributed non-consensual pornography of the victim, the victim can rely on Section 24 of the
Act—

(24)(1) A data subject may, in the prescribed manner, request a responsible party to—

(@) Correct or delete personal information about the data subject in its possession or under its control

that is inaccurate, irrelevant, excessive, out of date, incomplete, misleading or obtained unlawfully.%

INTERNATIONAL REACTION TO NON-CONSENSUAL PORNOGRAPHY

The proliferation of non-consensual pornography has taken the world by storm and has also
resulted in the adoption of legislation that aims to protect victims in many countries. The
growing movement for countries to take issues like the distribution of non-consensual
pornography seriously have been heard by many countries and some countries acted faster than
others. Unfortunately, it must be acknowledged that banning non-consensual pornography has
been a slow process by many countries and can be attributed to may causes - the gravity of the
offence was and is not fully understood, there has been an extreme hostility towards women’s
autonomy, the dispute about what privacy truly means and not understanding the dynamics of
the problem have all contributed to slow legislative change.®

In 2009, the Philippines became one of the first countries to criminalise non-consensual
pornography, where perpetrators of the distribution of non-consensual pornography will serve
a minimum of three years in prison. %! Israel became the first country to define non-consensual
pornography as a form of sexual assault. In 2014 Japan and Canada followed suite and
criminalized non-consensual pornography conduct.’? In the United States, 48 states have
passed bans on the distribution of sexualized images without the subject’s consent. As of now
there are no federal laws regarding non-consensual pornography content.!® The offence of
distributing non-consensual pornography is extremely new and the biggest issue lawmakers
faces is to evolve with the times. Legislative evolvement is important to focus on, as society

progresses. Years ago, the internet was not in existence and therefore, cybercrimes did not

9 Section 24(1) of the Act.
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exist. As technology developed, so did the possibilities for crime. Legislation needs to play
constantly a game of catch-up in order to effectively protect people from becoming victims of
technological crimes. The next section discusses a selection of key cases in different
jurisdictions to illustrate the treatment of non-consensual pornography in other countries. | have
chosen to focus on cases that occurred in Canada and Australia, respectively. These countries
and cases were chosen as they speak to the type of legal system we have in South Africa. In
South Africa, a mixed legal system, also referred to as a hybrid legal system is present. A hybrid
between Roman Dutch civilian Law and English common law influenced the legal system we
have today. 1®*As mentioned previously, cases that deals with non-consensual pornography are,
for now, few and far between, because the offence is so new and legal developments are just
now occurring in order to address the growing concern thereof. The Australian and Canadian
case law, in my view, speaks to the viewpoints the legal system has when discussing non-
consensual pornography and by analysing these cases, an understanding can be developed in

how to better address the issue as a whole in South Africa.
(a) International case law and case studies
(i) Rv SA, 2022 MBPC 281%

In this Canadian case'® non-consensual pornography is the main focus. SA, the accused, had
been in a relationship with KD on again off again bases over the period of four years. During
atime where KD and SA were not together, KD had a relationship with another man. 10 months
later, on 6 March 2021, when SA found out about the relationship, they had an argument
telephonically. SA followed up this call by calling KD approximately 200 times and sending
her approximately 50 text messages. The text messages contained threatening messages that
ranged from him saying he is going to kill the man KD had been ‘cheating with’ to him
threatening to exposing intimate images of KD on every platform. After these threats, SA
posted approximately 15 intimate images of KD on his personal Twitter account. SA had about
434 followers on Twitter, meaning that SA had some reach and the posting of the intimate
content was posted for a group of at least 434 people to see. SA also tweeted the photos directly
to KD. KD approached the police immediately and within five hours, just after midnight the

104 Amanda Barrat and Pamela Snyman ‘Researching South African Law’ GlobalLex March 2018, available at
https://www.nyulawglobal.org/globalex/South_Africa.html, accessed 28 September 2023.
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following day, the police arrived at SA’s residence to arrest him. The photos were deleted from
the Twitter account during this time. SA was released on an undertaking that morning,
whereafter he sent KD a message, asking her to drop the charges. By doing so, he breached the

no contact condition of the agreement.

SA proceeded to admit to criminal conduct by pleading guilty to the publishing of intimate
images without consent of KD and to breaching his undertaking agreement. The Crown
approached the court, asking the court to impose a one-year sentence of imprisonment for the

distribution of intimate images without the consent of the person depicted in it.
(if) Canadian Laws relating to Non-consensual pornography

In 2015, the Canadian legal system introduced section 162.1 to the Criminal Code!®’, which
speaks directly on the intimate sharing of images without the consent of the person who appears

in the image. Section 162.1 reads—

(1) Everyone who knowingly publishes, distributes, transmits, sells, makes available or advertises an
intimate image of a person knowing that the person depicted in the image did not give their consent to

that conduct, or being reckless as to whether or not that person gave their consent to that conduct, is
guilty
(@) of an indictable offence and liable to imprisonment for a term of not more than five years;

or

(b) of an offence punishable on summary conviction.%®

Moreover, a court may decide to introduce a prohibition order, where the offender will be
prohibited from using the internet or other networks. Offenders may be ordered to not have any
contact with a victim, keep away from their homes, attend community service and other

mandatory orders.

Section 162.1 also attempts to expand on what is meant by the term ‘intimate image’, by
defining it as a visual recording in the form of a photograph, recording or film. In this visual
recording, the person is nude, exposing their genital organs/ anal region, their breasts or is
engaging in sexual activity in the visual recording. The definition of an ‘intimate image” in this

content, according to section 162.1 is based on the presumption of a reasonable expectation of

107 Section 162.10f the Criminal Code, available at https://canlii.ca/t/55xf3, accessed on 3 January 2023.
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privacy and where the person depicted retains a reasonable expectation of privacy at the time

the offence what committed and the images were distributed. 1%°
Section 162.1 is clear that the motives of an offender/ accused are irrelevant.11°
(iii) Sentencing in R v SA, 2022 MBPC 28

In sentencing, the court had to firstly determine whether a Conditional Sentence Order would
be sufficient in this case, in order to still emphasize denunciation and deterrence of the kind of
behaviour the accused engaged in. The court considered the proportionality of the case to
determine whether a Conditional Sentence Order can satisfy the objectives and principles as it
is set out in the Criminal Code. The gravity of the offence is of utmost importance, as well as
the level of responsibility one can place on the offender. The court made express mention to
the threats KD received from SA as well as him acting on those threats when he found out,
according to him, that KD had cheated. The severity of the offence was discussed, where the
court differentiated between sending the intimate images to one other person and distributing
it on a platform like Twitter, where people who had access to SA’s account also most probably
knew about the relation between him and SA. The court concluded that a message of
denunciation would not be satisfied by a Conditional Sentence Order and that a custodial
sentence should be imposed. A sentence of nine months imprisonment was imposed on SA for
the illegal distribution of non-consensual pornography. A two-year order of probation was also
imposed following SA’s time in custody, where he will have to attend counselling sessions. He
is also not allowed to make contact with the victim or come closer than one block of their home,
work, school or place of worship. SA was also prohibited from using or accessing social media
websites and is not allowed to post or distribute any other images or videos in which KD
appears. SA is prohibited from using the internet and other networks to make comments or
distribute any images in which KD appears for a period of ten years.

(iv) Mitchell Joseph Brindley

Mitchell Joseph Brindley, an Australian, took intimate photos of the woman he was in a
relationship with at the time. The photos were taken with the consent of the woman depicted
in them. However, when Brindley and the victim ended their relationship, he proceeded to

create five Instagram accounts in his ex-partner’s name. On these Instagram profiles, Brindley

109 Section 162.1 (2) of the Criminal Code.
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posted ten intimate photographs on these pages over a period of four days. Brindley pleaded

guilty the distribution of intimate content without a person’s consent.!

Under Western Australia laws, it is illegal to share intimate images of someone without their
consent. The maximum penalty for such an offence is a penalty of 3 years in jail. It is also
illegal to threaten to share intimate images of someone and the maximum penalty one can

receive in such a case is 18 months in jail of up to $18,000.112
(v) Sentencing in the Mitchell Joseph Brindley case

The perpetrator was the first person charged under Western Australia’s non-consensual
pornography laws in 2019. Brindley was handed down a sentence of a twelve-month intensive
supervision order and ultimately avoided an immediate prison term. At sentencing, magistrate
Dean Potter made several observations and remarks that gives an insight into the reasoning
behind the chosen sentence. Magistrate Potter remarked that the perpetrator had acted
impulsively and ‘seemed to have been in the depths of despair.’*'® Moreover, the magistrate
noted that Brindley would have received jail time in if the offending could have been classified
as sextortion, for instance.!'* Sextortion involves active threating to share intimate image or to
obtain money from victims. It is clear that magistrate Potter viewed this offence as a
‘relationship retribution’ form of image-based sexual abuse, which is then deemed less serious.
Even though the magistrate made mention of the hurt Brindley’s behaviour inflicted on the
victim, it was what he said about the sentencing that was worrisome. The Magistrate said that
if Brindley’s crime had been motivated by sexual gratification or to obtain money, that would

have resulted in a jail term.1%°
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Chapter 4:
IV VICTIMS, THEIR EXPERIENCES AND SECONDARY VICTIMISATION
(a) A gendered phenomenon

In 2013, a study showed that 90% of respondents who had been victimised by non-consensual
pornography were women.*® Non-consensual pornography is a gendered phenomenon,
affecting mostly women. In an Australian study, one in ten people have reported that they have
had a nude or semi-nude image of themselves distributed online without their consent.!!’
Websites where one can view non-consensual pornography, feature more women than men.!®
The Cyber Civil Rights Initiative is one of the only Unites States organizations that is dedicated
to non-consensual pornography and the issues that go along with it. In 2016, the organisation
reported that they heard from around 100 victims every month.!*® A research report from a
collaboration between the University of Exeter, the Revenge Porn Helpline and Professionals
Online Safety Helpline have found that the offence of non-consensual pornography and the
distribution of it is an offence deeply rooted in victimising women.'?° The research was carried
out between March 2019 and May 2019. Both helplines used data to explore the experiences
of victims of intimate image-based abuse. The data revealed that 73% of callers to the Revenge
Porn Helpline were female and 97% of them reported intimate image abuse of some form and
the other 3% reported sextortion cases.*?! On the other hand, 27% of the callers were male and
majority were victims of sextortion as opposed to intimate image abuse.!?? Even though one
can clearly see the contrast between the levels of calls the helpline received when comparing
female callers to male callers, it should also be noted that there is a clear difference in what

type of abuse the female and male callers experience.
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In the 2022 Law Commission Consultation Paper??

published in the United Kingdom,
statistics were produced that built on the statistics found in the above-mentioned study. In this
report, 75% of the calls received by The Revenge Porn Helpline in 2021 were from women and
it was reported by these women that the perpetrator was predominantly male.'?* One begins to
wonder why this phenomenon is predominantly based around female victims and male
perpetrators. It begs the question, is the distribution of non-consensual pornography just a new,
elevated and more sophisticated way of perpetuating the same type of abuse and violence
women and girls experience in other facets of their lives? Some argue that image-based abuse
like the distribution of non-consensual pornography is steeped deep in our misogynistic
society.'?® The motivation for distributing non-consensual pornography cannot be narrowed
down to only one thing, as every perpetrator is motivated and triggered to commit such an act
for various different reasons. In many cases, victims whose ex-partners have shared intimate
images of them have reported that during their relationship, the perpetrator was controlling,
manipulative and obsessive.'?® The perpetrator then distributing intimate images of their ex-
partner is not just about ‘revenge’ but a means to shame them, control them and humiliate
them.?” The root runs deeper than an ex-partner wanting to maintain control. Misogyny and
the entitlement of men also directly drives image-based sexual abuse.’?® Some men often
proudly exercise their entitlement to and over a female’s body which re-enforces the cycle of
demanding images and videos from partners or women. It also perpetuates the idea that women
and their bodies are at men’s disposal for entertainment. The distribution of non-consensual
pornography is a direct violation of sexual autonomy. If one investigates websites where non-
consensual pornography is shared, especially where user submitted images are posted, it
becomes evident that the premise is based on misogynistic ideas. The founders of these
websites aim to commodify on the distress of victims.!?® They do so by charging men to view
these images or videos but also extort the victims by asking for money in order for the image

or video to be removed from the website.'® It appears that non-consensual pornography is
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about more than just seeking out pornography. There are more pornography websites on the
internet than one can count. It is the intentional seeking out of non-consensual pornography
that can make one argue that viewers and consumers of non-consensual pornography relish in
the pain or violation women experience when their images and videos are posted online without

their consent.*3!
(b) Victim blaming & shaming

Victim blaming is a major issue victims of non-consensual pornography face. Women are often
blamed for being the victim of a crime, especially if the crime is of a sexual nature. The most
common form of victim blaming we know occurs when a woman is raped. The focus is shifted
from the perpetrator to the victim, blaming them for ‘wanting it’ because of how they dressed,
how drunk they were, how exposed they were and so forth.*3? The same occurs with a victim

of non-consensual pornography.

The blame is often not directed towards the person who distributed the image without consent,
but it is rather put on the victim by questioning why they would take a nude picture of
themselves in the first place.'®® Victim blaming occurs when a victim of a crime is judged by
others as if they are responsible for that crime occurring.*** Often, the forums or websites the
images are posted on, are accompanied with a feature where viewers of the content can leave
comments which are often salacious and degrading. The public shame and humiliation that
often accompanies being a victim of non-consensual pornography takes an immense toll on the
victim. Victims are frequently not seen as victims, but rather labelled as sexually

promiscuous.**

The ‘fundamental attribution error’ describes an individual’s tendency to attribute someone’s
actions to their character but their own actions to external factors outside of their own control.

This means that personality-based explanations are given to behaviours while under-
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emphasizing situational explanations.!®® This occurs in many crimes and can also be seen in
the reactions of others when discussing non-consensual pornography. Those viewing the non-
consensual pornography are likely to attribute the motivation to the individual by saying ‘she
really should not have taken/sent that picture, she is so promiscuous!’**” The situational factors
of victims of non-consensual pornography are often overlooked. Situational factors range from
the victim not consenting to the image being shared on the internet to she did not know her

partner would do such a thing.

In an Australian study, 70% of people who took part in the study agreed that an individual
should be wiser than thinking about taking intimate photographs of themselves and 6% of the
participants were of the belief that a person who sends an intimate image to someone is partially
responsible in the event that the image appears online.® These statistics are alarming, as it
places the burden on the victim to rather not take pictures or express their sexual behaviour or
to not place trust in someone who may or may not turn out to post their intimate photographs.
Women are shamed for behaviours that make them a victim and are met with expectations that
they should take responsibility for their action. It seems like it is easier to blame a victim than
it is to demand a perpetrator to take responsibility for their hand in making someone a victim

of a crime.

The stigmatisation of expressing any sexuality results in a victim who feels immense shame
for being exposed in the way non-consensual pornography exposes one. It is invasive, often
unexpected and damaging. Blaming a victim is revictimizing them instead of showing them
sympathy. When one places more emphasis on the behaviour of the victim and what they did
wrong, it reinforces the false idea that victims are in the wrong, instead of the perpetrator.

Victim blaming is to ‘blame the victim of misfortunes for their own fates.”*%

(c) Police response and Secondary victimisation in the legal system.

Victims of non-consensual pornography will not only experience hardship when they are

victimised, but may experience other feelings like humiliation, shame and embarrassment.
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Victims must also decide whether or not to approach the police. There are several barriers
victims experience when thinking about approaching the police. In a study done to understand
why victims do not come forward to report the crime to the police, it was found that the largest
barrier relates to the crime itself. Victims feel high levels of shame and embarrassment and are
afraid of the judgement that might be directed towards them.#? In the study, only 24% of
participants reported anything to the police and 90% of victims reported that they would have
reported the incident, had there been better structures in place at in law enforcement, like
guaranteed anonymity.24! 49% of participants felt uncertain about the role and response of the
police and many felt that the police would not do anything to help them.#? Similarly, victims
felt that they would be blamed for what had happened to them and that the police would be
another source of shame that is placed on them.4

The University of Suffolk conducted a study and surveyed police officers and staff in England
and Wales regarding non-consensual pornography and their response thereto. From a number
of 783 participants in this study, the majority of responders said that had some knowledge of
non-consensual pornography but with significant gaps. 38.7% of responders reported that they
had an average understanding of non-consensual pornography and 5.9% of responders said that
they had no knowledge if what non-consensual pornography is. A mere 9 responders reported
that they had an ‘excellent’ understanding of non-consensual pornography.#* In this survey,
participants were given scenarios where they had to identify whether the incident constituted
non-consensual pornography. The one scenario reads: ‘A woman has entered your local police
station to report a rape. She further explains that the perpetrator filmed the sexual assault and
are now circulating the material online.”**® This scenario constitutes an illegal case of non-
consensual pornography and the response by the police participants were as follow: 49.6% said
the conduct was illegal, 40.5% said that the conduct was not illegal and 9.9% said that they
were unsure.'*® The answers given in the survey demonstrated the confusion surrounding non-

consensual pornography under police officers. 94.7% of the police officers and staff who
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partook in the survey reported that they had not received any formal training on how to conduct

an investigation where non-consensual pornography is the offence or part of an offence.#’

The police are the first point of reference for many victims, which means that police must be
trained and educated well to assist victim during a difficult experience. Similarly in South
Africa, the South African government have tried to enhance efforts to supporting women and
children when they are victimised. The government have established programmes like the
Victim Empowerment Programme that aims to assist victims of violence to access of good
support services.*® It has been reported that the programme is facing issues of implementation
as a result of poor engagement from several departments that are needed to make the
programme successful.}#® Collaborations between the government departments who are to
implement the Victims Charter is still a challenge, notwithstanding the existence of the
National Policy Guidelines for Victim Empowerment. It has been reported that the planning,
monitoring and evaluation that is required in these programmes are not being done. Research
also shows that the Victim Empowerment Programme’s implementation is hindered by the lack
of relevant training of dealing with victims of crimes.’® A study done in South Africa to
understand police responses to victims found that officials are not adequately equipped to deal
with victims of crimes.*®! Participants from the General Detectives and the FCS Units reported
that frontline officials often fail to ask relevant questions and treat victims in a fair manner.
Participants were asked about the attitudes of officials, where participants reported that officials
are often impatient, insensitive towards victims, they lack empathy and discretion towards
victims.'%2 Victims of non-consensual pornography distribution are vulnerable victims who
may feel revictimized when they approach the police and they react in an insensitive and
impatient manner. In the same study, it was found that many officials at station levels do not
have an adequate understanding of directives and legislation.> If the police do not understand
that the distribution of non-consensual pornography is a crime or understand that there is

recourse for victims, victims may be shown the door, treated unfairly or shamed for
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approaching the police. Initial victim support at station level is crucial, as it may hinder the
victim from participating in the criminal justice system. The police, as initial support to victims,
must ensure that victims are provided with victim-friendly services that align with internal

directives and legislation.>*

As seen in international studies, the police are not trained in their understanding of new and
evolving crimes like the distribution of no-consensual pornography.’® The uncertainty
surrounding legislation and the sociological factors associated with non-consensual
pornography can lead to ineffective communication and reporting between a victim and the
police. The lack of training leads to police not being aware of online image-based abuse and
can lead to inconsistencies in police responses, as some police officers may know about the
offence and treat victims in the correct way while other police officers may not know about
non-consensual pornography which may lead to a victim feeling misunderstood, unheard or

like their experiences does not constitute a true crime.
(d) Effects on the victim of non-consensual pornography

A victim of any form of sexual harassment can experience a deterioration in their psychological
and metal well-being.*®® Becoming a victim of non-consensual pornography does not only
expose victim high levels of blaming and shaming.*” The impact of being a victim of such an
invasive form of abuse can lead to feeling humiliates, depressed, anxious and to experiencing
other mental health challenges.’®® Some victims may even experience difficulties in finding
new partners, securing employment and in some cases harassment and stalking.®® In some
studies it has been found that women who had experiences more extreme sexual harassment
ultimately reported higher and more intense levels of PTS (Post-traumatic Stress) symptoms.¢°

Post-traumatic stress is response to experiencing an event that one might perceive as being
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stressful or traumatic. It is argued that the experiences women have when being sexually

harassed, like PTS, is also felt by victims of non-consensual pornography.*6!

In a qualitative study conducted in the period of 2014 to 2015 with victims of non-consensual
pornography, their experiences after becoming victims were discussed. Three main influences
on mental health were observed in the study- Trust issues after non-consensual pornography;
PTSD, depression and anxiety; and self-esteem, confidence and loss of control. 52 After being
victimised, women in the study felt a loss of trust in others and found it extremely hard to
attempt to place trust in a person, as the betrayal of being exposed through non-consensual
pornography left a lasting wound.2%2 In the study, women reported feeling mental health effects
as a result of being a victim. Such an invasion of privacy, coupled with the shame and stress of
non-consensual pornography results in extremely disruptive challenges. Some of the
participants reported that they had received official diagnosis of PTSD and depression and
some attempted to commit suicide.'®* Many of the victims reported that they could not stop
thinking about their intimate images being on the Internet and the obsessive thoughts did not
subside for a long while.!®® The last observation made in the study was that victims often felt
a shift in their self-esteem and confidence after being a victim.'®® In sexual assault and
harassment cases, the loss of control and autonomy over their bodies is extremely traumatizing
and the loss of control affects not only their self-esteem but also amplifies the level of distress
a victim experience.®” The same loss of control is experiences when ones intimate images are
shared for others to see when one did not consent to the distribution. Victims feel a loss of
control not only about the act itself, but also feel like they lose control over becoming victims
again or when they give over the case to investigators.2%® The crime makes a victim feel out of
control of everything surrounding the crime, their experiences, their recovery and so much
more.*®° An important take-away from the study is that the effects of being a victim of non-

consensual pornography bears many similarities with that of being a victim of sexual assault
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of harassment. Because of that, it is understandable that victims have similar experiences after

being victimised.

The effects of being a victim of non-consensual pornography is even wider than mental health
challenges. Non-consensual pornography can cause victims to lose jobs, education and other
opportunities.’® Some victims have reported that the intimate images were sent to their
employer and that they have lost their jobs as a result thereof. Future employment opportunities
can also be deeply affected. In a study of 1244 participants, over 50% of the participants
reported that not only did their intimate content appear online, but it was posted together with
their full names and social network profiles.}’* 20% of participants stated that their cell phone
numbers as well as their e-mail addresses were also posted with the intimate images.!’? This
practice of exposing a victim’s personal details like their home address or phone number is
called ‘doxing’. It is common knowledge that one can search a name on the internet and
information and images will be shown. Because victims’ images are linked to their full names,
that will be shown when a name is typed into a search bar. In this day and age, employers are
quick to do an internet search of applicants and/or employees and when victims of non-
consensual pornography apply for a job, employers might find their intimate images on the
internet. Employers are unlikely to want to hire employees that might reflect badly on the
company, even though they have been a victim of non-consensual pornography.” In a study
done in 2010, it was found that of the recruiters and HR professionals surveyed in the study,
70% say that they have rejected candidates based on the information they found when they had
done online research about a candidate.*’* The practice of ‘doxing’ is not only harmful when
in relation to your professional persona online. The exposure of one’s personal information can

be dangerous and can lead to a victim being harassed or subjected to secondary victimisation.

Becoming a victim of non-consensual pornography can truly alter so many facets of a victim’s
life and can be extremely damaging to not only their mental health but also to their potential
prospects and future. It is for this reason that | put forth that the distribution of non-consensual

pornography is a form of sexual violence and sexual abuse. As established in Chapter 1, there
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are many correlations between being a victim of non-consensual pornography and, let's say, a
victim of rape or any other form of sexual abuse and violence. It has been found that many
victims describe their experiences of being a victim of non-consensual pornography as being a
victim of sexual assault.1”® The connection can be made when looking at not only the practices
but also the harm that is done to the victim. In a 2016 study done on sextortion, a victim
reported that being a victim of the exposing of sexual images ‘felt like...being raped through
the phone.’'"® It goes to show that being a victim ‘online’ and being a victim of a physical act
of sexual offending can, for some victims, not be distinguished. The effects felt in being a
victim of online abuse, like non-consensual pornography, bears several similarities to that of
being a victim of sexual assault or abuse in ‘the real world’. In a study done on sextortion, the
writer states that sextortion is ‘closely akin to sexual assault in the physical world’.}"” In my
mind, there is no argument to be made against classifying the offence of non-consensual
pornography as a sexual abuse and a sexual assault. The extreme, deep-rooted and life-altering
influence non-consensual pornography has on a victim and their lives is undeniable. This
chapter has extensively delved in the aftermath and effects of being a victim of non-consensual
pornography. It is, in my opinion, not logical to classify this offence as a mere media or
cybercrime. This form of abuse happens in the ‘online world” but should not be downplayed
as a result thereof. In-person sexual abuse directly attacks a victim’s autonomy and dignity and
imposes serious emotional and psychological harm on the victim. Non-consensual
pornography can have those same effects and have ‘real-world’ consequences for the victims.
It is imperative that there are ‘real-world’ consequences for the perpetrator. Those
consequences must be based on the belief that an offence like the distribution of non-
consensual pornography is a serious one and on the same continuum as other forms of sexual

abuse.
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Chapter 5:

V EFFECTIVENESS OF THE LEGISLATION IN ADDRESSING THE ISSUE OF NON-
CONSENSUAL PORNOGRAPHY

The previous chapters have established what the offence of non-consensual pornography is, as
well as what the effects are on the victim. Now, the effectiveness of the recourse available to
victims must be analysed. The effectiveness of legislation is the extent to which a certain law
is seen to achieve the purpose it was drafted for and that will be the primary indicator of the
quality of that piece of legislation.t’® An effective and quality piece of legislation is one that
produces the regulatory results that policy makers intended with the drafting thereof. Effective
legislation that directly deals with non-consensual pornography must be clear, specific, harrow
enough without infringing on other rights and should be implementable in the legal sphere but
also in society.!”® The legislation available in South Africa are not without faults and in this
chapter these issues will be discussed, as they might hinder the effectiveness of the legislation
when a victim uses it as recourse. The South African legislation available to victims of non-
consensual pornography have been discussed. Here follows an analysis of the effectiveness of

those pieces of legislations, especially weaknesses that are observed.
(a) Films and Publications Amendment Act:
(1) Intention

The Films and Publications Amendment Act gives a very clear definition of non-consensual
pornography and the distribution thereof without the consent of the person who is depicted in
the intimate photograph or video. Section 18F (1), as quoted above, states that the conduct must
not be done without a) consent and b) with the intention to cause harm to the individual.*®° The
description of the offence is very clear in this section. Section 18F(1)(b) provides that no person
may commit an offence of distributing non-consensual pornography ‘with the intention of
causing that individual harm.” The inclusion of a motive requirement, in this case to cause the
victim harm, does distinguish between perpetrators who are motivated to cause an individual
harm and other perpetrators who are motivated by other things — some perpetrators are not

motivated to cause harm, but rather motivated by money, to become well-known on forums for
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distribution of non-consensual pornography, or for their own pleasure.*8! By using the wording
of ‘cause harm’ in the section, a whole group of people are ignored who do commit the act of
distributing non-consensual pornography, but do it for completely different reason than to
cause the victim of their act any harm. It is impossible to accurately describe the state of mind
each and every perpetrator has when they decide to upload and share intimate content of
another person.'®? Ultimately, this section in the Films and Publications Amendment Act
requires a certain type of intention and intention can be difficult to prove in some cases.
Intention often requires a perpetrator to confess that they intended to hurt a victim because of
some reason they might have. If that is not the case and intention cannot be proven in any other
way, a perpetrator’s intention will be inferred from the circumstances of the case and a
conclusion will have to be drawn about intention based on the evidence one can use or gather.
This wording in the Films and Publications Amendment Act provides a perpetrator with an
already structured loophole through which they can claim their innocence. A perpetrator can
easily say that their intention was never to share intimate images of the victim and that they did
not mean to cause any harm. The intention to cause harm can be twisted in such a way that it
ultimately works in the favour of the accused and gives them a way to wash their hands in

innocence.

It is my view that whether a perpetrator intends to cause a victim harm or not is beside the
point. One could argue that if intention must be included in formulating a case against a
perpetrator, the question to be asked is whether the perpetrator intentionally engages in non-
consensual behaviour, instead of asking about their intention to cause harm. A perpetrator’s
intention to cause harm or not cause harm will not ultimately cause the victim more or less
harm. The harm done to a victim is not diminished if the perpetrator did not intend to cause
harm. The aftermath of the distribution of non-consensual pornography is still traumatic for the
victim, no matter what the intention was of the perpetrator. One would hope that lawmakers
have the best intentions for the victim in mind when drafting these statutes and it is often
difficult to understand how a seemingly positive recourse for victims can be weaponised and
used against them. The section is phrased in such a way that the onus is placed on the victim
of non-consensual pornography to prove that harm was done to them for it to be a legitimate

complaint against the perpetrator. The phrasing perpetuates a certain stereotype that victims
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must be irreversibly harmed for their claims and complaints to be legitimate. Victims must now
prove that they have been harmed and that is dangerous, as all victims react differently to an
offence ad experience the results thereof differently. Some victims may experience that
extreme was indeed done to them, others may feel less of an effect on their lives but are steady
in their conviction that wrong is wrong and that an offender must be held accountable.
Ultimately, a requirement of intention to cause harm could place victims in a position where

they do not receive justice and works in favour of the perpetrator.
(ii) Private Photograph

Section 18F(1) of the Films and Publications Amendment Act states that ‘no person may
expose, through any medium, including the internet and social media, a private photography
or film.”!8 The use of the word “private’ is problematic, especially when read in conjunction
with Section 18F(4).

The definition given to ‘private’ in this context could be seen as inadequate. The section does
make mention of the context in which intimate photographs or videos were taken. However,
the section is then clear in saying that the content is private if it was not intended by the
individual in the photo or film to be seen by others. The use of the word ‘others’ implies that
the intimate content was never meant to be seen by anyone, however that is not always the case
in non-consensual pornography cases. If one investigates why intimate content is often created,
like in sexting situations, it becomes clear that an individual can voluntarily send ‘private’
content to another person to see but not consent to the content being placed on the internet on
forums, on social media platforms on shared in any other way. In previous chapters it has been
established that intimate content can often be willingly created and voluntarily sent to others.'8*
A clear distinction must be made between the voluntary sharing of content with a chosen person
or persons and those persons then sharing the content outside of that circle. Victims may have
had no objection to send the image or video to a specific person. The issue arises when the
content is then shared with third parties without the consent of the person depicted in the
content. The most significant concept in non-consensual pornography cases is that initial
consent does not mean consent for further distribution. The word ‘private’ in this section is

truly important in understanding the offence. However, the definition given in the Act does not
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speak to the offence as a whole. The definition is limiting the effectiveness of the use of the

legislation.

(iii) The Definition of ‘Sexual’

Section 18F(5) provides a definition of what ‘sexual’ means in this context:
(5) For the purposes of this section a photograph or film is ‘sexual’ if such photography or film—
(a) it shows all or part of an individual’s exposed female breasts, anus, genitals or pubic area;
(b) it shows something that a reasonable person would consider to be sexual because of its nature; or

(c) its content, taken as a whole, is such that a reasonable person would consider it sexual.'8

Section 18F(5) aims to provide a clear outline and definition of what content forms part of the
offence of the distribution of non-consensual pornography, specifically by trying to give a
concrete definition of what a ‘sexual’ image or video is.'® Although the definition does cover
traditionally sexual areas of the body and what persons may view as sexual, the provision
excludes content that does not have any traditional sexual connotation. Images of someone
undressing, taken by an onlooker or someone taking progress photos after a workout do not
inherently fit the description of content that is sexual. There is a trend, especially in the weight
loss community and in the training world to take before and after pictures that document any
progress made. The images are not always taken in the nude but are intimate in nature and are
deemed private by the ones who are depicted in the image or video. The distribution of such
content, that the person in it deems private or only wanted to share with certain individuals, is
problematic, as their right to privacy is infringed upon but it does not fit the description of what
a ‘sexual’ image or video is. Other than weight loss before and after pictures, intimate and
private photographs taken during pregnancy or during or after a surgery can also be private
images but do not necessarily comply with the requirements of what ‘sexual’ is in order to be

deemed non-consensual pornography.

To link back to victim shaming, the connotations of the term ‘sexual’ in this section could lead
to negative interpretations, as it may shame a victim into thinking that they are to blame for
what has happened to them. Sexuality and sexual expression are often shamed in society,

especially when it is women who are expressing their sexuality.*®” Women, who are often the
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victims of non-consensual pornography are shamed for sexual expression and very often
women are burdened with the responsibility of ‘preventing’ sexual harassment and abuse, as
society tells them to not act in an overly sexual manner, to not send intimate images to anyone
and so forth. The disapproval in society for crimes of abuse, especially that of a sexual nature,

are directed at the victim and not at the perpetrator who committed an offence.
(b) Cybercrimes Act:
(i) Intention

The prevalence of cybercrimes and in this case online abuse is important to address, as it will
inadvertently affect more and more citizens as this form of abuse is becoming more common.
One could say that the Cybercrime Act builds on the ideas that are in the Films and Publications
Amendment Act that relate to non-consensual pornography. The Cybercrimes Act, as
previously mentioned, is very clear on what non-consensual pornography is. In the definition
given, there is the use of ‘intention’:

‘Any person who unlawfully and intentionally disclose...a data message of an intimate image of a person

without the consent of that person, is guilty of an offence.” 1%

Intention, as a requirement for liability for committing the offence of distributing non-
consensual pornography seems extremely limiting. Having to prove intention makes one
question how effective the Act would be in truly prosecuting an accused. It seems very difficult
to prove the intention of the perpetrator in cases of non-consensual pornography. To prove the
intent by which intimate content was shared seems like a very difficult task. The caution that
should be taken when discussing the use of the word ‘intention’ is that perpetrators may use
this as a way to exempt themselves from any responsibility by stating that they never intended
for the images or videos to be distributed. It is worthy of noting that this section only mentions
‘intention’ and does not state ‘intention to do harm’ or any such wording as in the Films and

Publications Act.

Dolus directus, also known as direct intention, comprises a person’s directing his will towards
achieving a result that is prohibited or directing his will towards the prohibited act itself.8® The
person’s goal is the result or the act itself and therefore, one can say that the person who acts

desires the act and / or the result that occurs as a result of the act. This form of intention is
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usually what one associates with ‘intention’, in that a perpetrator or offender is certain of the

fact that they are committing the prohibited act or causing a prohibited result.*%

Intent, as a requirement for liability for the crime of distributing non-consensual pornography,
is very limiting and | do not know how likely convictions would be if the requirement of
intention needs to be met first. The inclusion of intention seems to give perpetrators a defence
- prosecution could possibly be avoided by merely claiming that the intention to distribute
intimate content was not present when the offence occurred. It is for this reason that dolus
eventualis used as a standard of intention must be discussed in this context. Dolus eventualis
can be defined as when a person commits a crime or offence with intention in the form of dolus
eventualis, which means that the commission of the unlawful act or the causing of the unlawful
result is not the offender’s main aim.'®* However, the offender subjectively foresaw the
possibility that, in striving towards an aim, the unlawful act may be committed or the unlawful
result may be caused. Additionally, the offender reconciles himself to the possibility that an
unlawful act mat be committed or an unlawful result may be caused by the act itself.1*? Dolus
eventualis is crucial when linking intention and the distribution of non-consensual
pornography. If the courts find that, from the evidence, a person predicted or foresaw the
possibility that their conduct may result in another person’s intimate images being distributed
and that a person acted recklessly in respect of the possibility of that occurring, there would be
sufficient grounds for a court to find that a person intentionally distributed the intimate images

of another person.

| put forth that the legislation will have to be read widely to encompass all the various forms
of intention and to not strictly read it by way of direct intention only. Different forms of

intention must be considered when the perpetrator’s intention is analysed.
(it) Intimate Image

Section 16(2)(b) provides a definition of an intimate image, as the definition of the offence

makes it clear that the offence is the unlawful distribution of an ‘intimate image”":

“‘intimate image’’ means a depiction of a person—

(i) real or simulated, and made by any means in which—
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(aa) B is nude, or the genital organs or anal region of B is displayed, or if B is a female person, transgender

person or intersex person, their breasts, are displayed; or

(bb) the covered genital or anal region of B, or if B is a female person, transgender person or intersex

person, their covered breasts, are displayed.%

As stated earlier, there are many trends like the taking of before and after photos in underwear,
the taking of pictures during pregnancy and in the context of surgery that does not fall within
the definition of an ‘intimate image’ as it stands in the Cybercrimes Act. There are intimate
images where a person is depicted in an intimate setting that does not explicitly show any
genitals. The images do, however, infringe on a victim’s right to privacy and dignity. Images
like the ones described would require section 16(2)(b) to be expanded upon. Images that go by
the questionable name of ‘ejaculation-shots’ are images or videos that show a person,
specifically their face, covered in semen.'®* These images or videos do not show any nudity,
they show no genital organs or anal region. Even though none of the previously-mentioned are
visible in the content, the mere display of the victim’s face covered in semen could infringe on
a victim’s right to privacy and dignity. The definition of an ‘intimate image’ in the Cybercrimes
Act is inadequate and is very narrow, only referring to ‘traditionally sexual’ body parts that
needs to be on display for it to constitute an intimate image. | put forward that an image does

not need to depict nudity or show genitals for it to be an intimate image or video.

The Films and Publications Amendment Act is amending their definition of pornography to
‘[t]he explicit description or exhibition of sexual subjects or activity.”*% Section 16(2)(b)
expressly states that it only deals with images, but it should be noted that non-consensual
pornography can take shape in the form of writing as well. Alternative forms of non-consensual
pornography should be added to this scope in order to avoid not being able to help some victims
of non-consensual pornography. The Cybercrimes Act should be amended in the same way
Films and Publications Amendment Act is being amended. If this Act defines pornography in
a certain way, there will then automatically be a possibility for it to become non-consensual

pornography. The limiting definition can be detrimental to some victim who will not be able
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to approach the courts, as their specific case falls outside of the definition of what the law says
itis.
(iii) Consent

It could be argued that in a case of non-consensual pornography, there should be a presumption

that consent was not given.
(iv) Designated Point of Contact

The Act provides, in Chapter 6, that a designated ‘Point of Contact’ must be established: ‘The
National Commissioner must establish or designate an office within existing structures of the
South African Police Service to be known as the designated Point of Contact for the
Republic’.1®® The Act also provides that the designated Point of Contact are responsible for the
provision of immediate assistance in relation to proceedings or investigations. The addition of
the act making provision for such structures to be enacted is positive, as it will be beneficial to
victims to have a designated unit that can deal with offences such as non-consensual
pornography. As of December 2022, these Points of Contact has not been established and the
Department of Justice has not announced a commencement date for Chapter 6 of the Act.2" |
put forth that the enforcement of Chapter 6 will not only help in combatting non-consensual
pornography, but it will help victims in coming forward. Having a set and designated office
where issues of cybercrime are tackled, will hopefully help in victims coming forward, as the
point of contact will have knowledge of the offence of non-consensual pornography and will
hopefully be able to accurately help victims in knowing what steps to take next. The
enforcement of the designated Point of Contact is needed to fully analyse whether it is a
successful way of assisting victims and combatting non-consensual pornography and
cybercrimes as a whole. While it is commendable that there are provisions that lay out how to
help victims, it is worrying that a ‘Point of Contact’ has not been established. It is unclear
where a complaint that directly relates to a cybercrime should be lodged. Considering that
Chapter 6 is not yet in commencement, what is the best way for victims to lodge such

complaints if the ‘Point of Contact’ is not yet established.

1% Section 52(1) of the Act.
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The Act makes provision for many specialised resources that need to be implemented in order
for the Act to be fully in effect. I put forth that the resources needed to bring to fruition all of
the measures to combat cybercrimes are extensive and it must be done in a manner which will

allow for it to truly work for the victims.
(c) Protection of Personal Information Act

From the Protection of Personal Information Act, together with the provisions mentioned in
Chapter 3, it is clear that a victim can potentially lodge a complaint with the Regulator for an
enforcement notice to be issued by said Regulator. It is not clear how long this process may
take and that can be a hurdle victims may encounter. If the process of obtaining an enforcement
notice is a lengthy and drawn-out process, victims may feel unmotivated to approach to
Regulator in the first place. Victims need help urgently and with that comes the desire for
speedy help. It would be beneficial to victims of non-consensual pornography that the process
of approaching the Regulator is a seamless one, which provides quick relief. Additionally, the
Protection of Personal Information Act does not provide an outline for what the possible fees
are for the lodging of a complaint with the Regulator. Expensive proceedings and application
fees hinder the access to relief that so many victims may need. The proceedings, according to
some, is likely to be less costly than that of obtaining an interdict on an urgent basis.%® The
Protection of Personal Information Act also makes mention of a fine that may be imposed on
a perpetrator. A fine, as previously discussed in Chapter 3, is not payable to the victim. A victim
might feel as if the process of approaching a Regulator with their matter through the use of the
Protection of Personal Information Act is too drawn out to result in any real punishment for the
victim, if, after the proceedings, they might still have to pursue a civil claim for damages. For
some victims the end result of using the Protection of Personal Information Act might be
satisfactory in terms of the type of justice they receive, for others the damage done by the
distribution of the non-consensual pornography is too great to be satisfied by the relief the Act

can provide.

In the event that a victim is unaware of the identity of the perpetrator or perpetrators who
distributed non-consensual pornography of the victim, the victim can rely on Section 24 of the
Act—

198 paula Gabriel ‘Can victims of revenge pornography rely on POPI’s protection?’ available at
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(24)(1) A data subject may, in the prescribed manner, request a responsible party to—

Correct or delete personal information about the data subject in its possession or under its control that is

inaccurate, irrelevant, excessive, out of date, incomplete, misleading or obtained unlawfully

A responsible party, accordingly, could be search engines, as it is often search engines that
hold and control personal data. ‘The right to be forgotten’,** in other words, for search engines
to have control over the personal data is often referenced together with the international case
of Google Spain SL and Google Inc v Agencia Espanola de Proteccion de Datos (AEPD) and
Mario Costeja Gonzalez.?® It is in this case where Mario Gonzalez filed a claim before the
Spanish Authority for Personal Data Protection against a newspaper established in Spain,
Google Spain SL and Google Inc. Mario stated that whenever his name is typed into the search
bar on a search engine, users would see two publications that report on the confiscation orders
for his house. He made the request that the newspapers must remove his name from the
publication. An application was made to Google to remove his personal data in issue from the
results it provides to internet users. Gonzalez felt that the confiscation order made against his
property had been terminated and that any reference to the order made in the past is now
irrelevant.?°! The Spanish Data Protection Authority approved the claim with regards to Google
and, interestingly, the Authority concluded that search engines are processors of personal data,
which meant that Google Spain and Google Inc had to erase personal data. The matter, after
appeal, appeared before the Court of Justice of the European Union. The Union determined
that Google is a processor of personal data, as it holds records, stores information, discloses
and make available data in the form of search results. In this matter, the Court came to the
conclusion that a data subject has a legitimate interest to deny the disclosure of personal
information and data. The Court found that this right is based on the right to privacy and
because of that, a data subject is within their right to request the data of themselves to be erased
in the event that the information disclosed are ‘inadequate, irrelevant or no longer relevant, or
excessive in relation to the purpose of the processing at issue carried out by the operator of the

search engine’.2%? From this case, it is clear that in that jurisdiction a data subject has the right

199 The right to be forgotten in a concept that has been implemented in various countries and regions,
including the European Union. The right to be forgotten provides a person with the right to, under certain
circumstances, have private information of that person, be removed from the internet and internet
searches.
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to raise concerns but, together with that, a data controller has an obligation to erase data. This
decision in this Court acknowledged the right to be forgotten as well as the obligation that is

that of the data controller.

Victims of non-consensual pornography may find this remedy extremely helpful, as it is often
the case that intimate images or videos are posted in conjunction with the victim’s name and
surname. Ultimately, their name and intimate images are easily linked when their names are
typed into a search engine bar. The ruling, as described above, does however not mean that
information must be deleted off of the internet or search engine as a whole. The ruling means
that links to information about an individual should be removed from the results. Unfortunately,
the European Court of Justice ruled that the ‘right to be forgotten’ only applies within the

European Union.

I put forward the view that if courts within our country were to apply the ‘right to be forgotten’,
it could be possible that victims of non-consensual pornography can approach search engines
in request of removing links to intimate content from search results in terms of Section 24 of
POPIA. It could be very beneficial to victims to have the recourse available to them as
described in the Act. Victims may find relief in the fact that they are not directly linked to the
images or videos that are posted and distributed. Chapter 4 discusses, in detail, what damage
the distribution of non-consensual pornography can do and the removal of links to intimate

content can aid in minimizing those harmful effects.

The Protection of Personal Information Act has several potential remedies that victims can rely
on or apply to receive. However, there are still many unknowns about the process itself and
about how effective the legislation is in practice. The reason being is a result of how new the
legislation is in our justice system and the way it will function is not yet explored fully. The
success of the Protection of Personal Information Act will truly rely on the speed by which the
Regulator and the Enforcement Committee can address any applications made that are based
on the unlawful distribution on non-consensual pornography. The capacity of the Regulator
remains a question that cannot be answered unless one approaches the Regulator and the
Committee with a query. Recognition must be given to the way the act is laid out and for giving
concrete directions as to what to do when one is victimised. The act can be a beneficial tool in
addressing the growing concern of non-consensual pornography. The act can potentially aid
victims in addressing the offence done against them and can used as a main remedy or an

addition remedy to other civil or criminal remedies.
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(d) Extensive challenges faced in combatting non-consensual pornography
(1) Anonymity of the Victim

In the legal and academic sphere that tackle issues like non-consensual pornography, the
concept of victim anonymity is heavily debated and discussed. In South Africa, poor reporting
of crimes can, in many ways, be attributed to the fear victims feel towards not only offenders
but also towards the criminal justice system.?® The fear of secondary victimisation, especially
in cases of sexual abuse, can deter victims from coming forward completely.?** Secondary
victimisation, as touched on in Chapter 4, is a substantial reason why victims fear coming
forward or why victims are deterred from pursuing their matter any further after having
reported an offence. It has been reported that secondary victimisation truly does leave its mark,
as the experience of being victimised again will not only reduce the likelihood that a victim
will engage further with the criminal justice system, but it may even prevent them from
approaching the criminal justice system in future for any other matter or reason.?%® The shame
victims of non-consensual pornography have been established and it is for that reason why
many argue that victim anonymity would be beneficial in addressing the offence, supporting
victims and combatting the crime as a whole. Victim anonymity could be a valuable tool that
could be used to support the engagement between a victim and the criminal justice system.

Moreover, after a victim has bravely approached authorities to report an offence, the anonymity
of the victim must be made a priority by the authorities. The offence of non-consensual
pornography is such an emotionally loaded offence, which is disempowering to the victim.
Access to choice, privacy, respect and dignity are all elements that one is bereft of when
becoming a victim of non-consensual pornography. One should be able to at least be able to
regain some form of privacy when one is a victim. It is important to not draft legislation that
will be effective in addressing an offence but to address the influence that the offence has on a
victim’s life. I put forth that victim support should be just as important in legislation as the
‘effectiveness’ of that legislation. The lack of anonymity will most definitely lead to further
harm and further victimisation, as the prospect of details of the offence being reported in the

media will cause distress. If a victim is not afforded the very needed anonymity or provision is

203 Andra le Roux-Kemp ‘Withess anonymity and the South African Criminal Justice System’ (2010) South
African Journal of Criminal Justice 3.
204 bid at 4.
205 |bid at 3.
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not made for such anonymity in legislation, it will deter many from coming forward as victims.
Moreover, the reporting of such cases with detailed points of the offence, like the victim’s
name, will ultimately lead to more shares, more views and more clicks on the non-consensual

206

pornography.

Anonymity is not a way to invalidate the experiences of victims, it is a way to protect them
from further victimisation. | believe that the lack of provisions made in the South African law
directly speaks to the lack of understanding of what a victim experiences, what they need from
the criminal justice system and what the best way is to aid in their journey to seek justice. The
lack of anonymity can be a barrier for victims of non-consensual pornography. In a 2016 ICM
poll, 75% of people that took part in the poll expressed that they believe victims on non-
consensual pornography should be given automatic anonymity.?” These numbers reflect what
| believe to be the best way to tackle the issue of non-consensual pornography. It is established
that this offence comes with many stigmas, stereotypes and critiques, usually directed towards
the victim. It is for that reason why anonymity must be an essential part of how this offence is
dealt with. It will be beneficial to victims to know that they are protected, it will in turn increase

reporting and prosecution of perpetrators of the offence.?%®

It is unfathomable why anonymity
for the victim would not be the most logical next step in addressing the growing concern of
image-based abuse, as it will not only benefit the individual victim but will be a way from

victims to come forward more freely.
(i1) Social challenges and change

Even though this chapter is mostly based on the legislation available in South Africa and their
possible shortcomings, it is essential to address the environment in which these pieces of law
need to be enacted and why there is often a disconnect between what the law says, how it plays
out in ‘the real world’ and why that disconnect exists. The internet is such a fast-evolving force,
and it has changed our lives dramatically. It is undeniable that the internet has made harassment
and abuse easier, often immediate. When discussing non-consensual pornography, it must be

seen within the context of abuse. When doing so, it places the offence in perspective to our

206 \/ictim Support available at https://www.victimsupport.org.uk/wp-
content/uploads/documents/files/Victim%20Support%20Policy%20Statement%20-
%20Sexual%20violence.pd, accessed 27 December 2022.

207 Sandra Laville ‘Revenge porn victims should get anonymity, says 75% of people’ The Guardian 19 July 2016,
available at https://www.theguardian.com/law/2016/jul/19/revenge-porn-victims-should-get-anonymity-
say-75-per-cent-of-people, accessed 14 December 2022.

208 |pid.
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current societal climate. Non-consensual pornography is the by-product of a society that is fully
practicing the culture of de-valuing a human ,often women, their rights, autonomy and overall
rights against being victimised in any way.?% It has been previously argued and confirmed in
this research that women are, more often than not, the victims of non-consensual pornography.
It is concerning to think that women are abused in yet another new way. The type of abuse may
be new, but the reasoning behind the abuse is deeply-rooted in a structural issue of normalised
abuse against ‘weak’ and ‘deserving’ women. We, as a society, are facing a massive challenge
of controlling the bodies of women. One can argue that non-consensual pornography is an
extension of the already active misogyny at play. | put forth that non-consensual pornography
is an extension of rape culture, which is already so firmly established in our culture, especially
in South Africa. The normalized view of ‘she deserved it’ is upsetting and concerning, as it
creates allegiance with the perpetrator and places blame on the victim. That is, in essence, rape
culture. It has been engrained in our society that the victim should have seen it coming instead
of addressing how wrong and cruel it is for a perpetrator to commit any form of abuse. Non-
consensual pornography shines a light on the greater system of normalised abuse, victim
blaming and the protecting of perpetrators. It is because of this, that combatting non-consensual
pornography is more than effective drafting, effective legislation and an effective criminal
justice system. Real and true societal change is needed for the laws to be effective. The wheels
all need to turn together and if not, there is no use in drafting laws that speak to abuse that we,

as a society, accept as ‘the norm’.

It is imperative, in combatting non-consensual pornography, to understand that is requires not

only a change in law or a change in technology but also a change in our culture.

209 Emily Reynolds ‘Why there’s no ‘silver bullet’ for ridding the web of revenge porn’ Wired 16 March 2017,
available at https://www.wired.co.uk/article/revenge-porn-facebook-social-media, accessed 14 December
2022.
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Chapter 6:
VI CONCLUSION

It is commendable that South Africa and its legal system have tried to evolve with the growing
concern of non-consensual pornography. It is unavoidable to recognise the seriousness of
online harassment, online image-based abuse and other cybercrimes. It is also undeniable that
cybercrimes like non-consensual pornography have established itself as a great source of harm
to many. Many debates are had about the best possible way to address the concerns relating to
image-bases abuse, like the distribution of non-consensual pornography. In this research, the
emphasis was placed on legislative reform and whether legislation, especially in South Africa,

is an effective way to address the offence.

| am of the view that legislation is one of the best ways to try and address non-consensual
pornography. It is and can be a very effective way to address the experiences of victims. One
can commend lawmakers for their progressive thinking and for attempting to speak to the issues
victims face in a world that is driven by technological advancements. However commendable
their efforts may be, the effectiveness of the legislation available to victims is up for discussion
and will be for the foreseeable future.

The issues mentioned in Chapter 5 are truly important, as many of these issues create loopholes,
create misunderstanding and confusion and can lead to the acquittal of guilty perpetrators. One
of the main issues | have with the legislations that address non-consensual pornography is
exactly that- legislations. It is confusing to have so many pieces of legislation that address the
same offence, but in different ways, each with their own unique twist on the issue. Which one
should be relied one if a victim comes forward or are victims and their legal representation at
liberty to choose which of the Acts speaks to the victim’s unique experience the best? It would
be much easier to have the offence of non-consensual pornography addressed in a concise way
in one piece of legislation. Uniform protection is imperative when drafting laws. The way that
the offence is described in each of the pieces of legislation as discussed in previous chapters
can cause confusion and there is no indication which of the legislation takes ‘preference’ or
which one must be used when addressing the offence. | also take issue with the fact that the
offence is discussed under legislation like the Films and Publication Amendment Act and the
Cybercrimes Act, while | put forth that it is an issue to be discussed under the Criminal Law
(Sexual Offences and Related Matters) Amendment Act 13 of 2021.
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| argue that legislation available to victims are not victim focussed. The main focus of these
laws should always be to help the victim, to understand what they experienced and to provide
them with a level of justice that is sufficient when comparing it to the offence. One main
takeaway from this should be that this type of offence is not just another ‘cybercrime’, but it is
a sexual offence that is incredibly harmful to victims and their lives. | do not know whether
lawmakers fully understand the issues that come with the offence of non-consensual
pornography. The effects on the victim must be understood in order to effectively write law
about the offence.

As previously discussed, lawmakers must address the ambiguous nature of the definitions given
to certain terms in the legislation. Terms like ‘sexual’ and ‘private’ are not fleshed out enough.
It is unclear what these terms truly mean and it is extremely limiting in addressing all the
different circumstances under which this offence can take place. Some terms like ‘sexual’ and
‘private’ is overly rigid in some instances and I believe that this limits victims and their
experiences of the offence, their sexuality and how they were victimised. If we criminalize
breaches of a victim’s autonomy that only conforms to arbitrary standards, we are causing

victims to feel excluded and unheard.

There remain many uncertainties about how the pieces of legislation will be enacted, how they
will ‘perform’ in practice and how effective they will truly be. A lot of uncertainties remain
surrounding the legislation available, as the offence is relatively new in comparison to other
forms of abuse. The broadness of the law can hinder the effectiveness thereof. There are many
definitions that | put forth should be drafted in a broader manner to make provision for all

victims and circumstances.

It is commendable to see that South Africa is pushing for the development of laws that are
forward-thinking, as we can see with the developments of legislation that aims to tackle issues
like cybercrimes. However, the legislation is not fulfilling its role if it is difficult to enact or
bring about in practice. As discussed in Chapter 5, the Cybercrimes Act speaks to the
establishment of designate Point of Contact areas to enforce the Act itself, which aims to
provide victims with immediate assistance when they become aware of being victimised by a
form of cybercrime. The enforcement mechanisms are laid out in the legislation, but such
facilities have not been established. It is worrisome that there does not seem to be any true
follow-through when it comes to enforcing and implementing the piece of legislation. It is,

however, unfair to discredit the hard work that have gone into drafting the legislation. The
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criticism for not only the Cybercrimes Act but also all other legislation that deals with non-
consensual pornography is that there seems to be less of a push for the actual enforcement of

the legislation than there is for the drafting thereof.

| am of the opinion that the harm done to victims were not taken into consideration when
drafting the legislation. | believe that many of the provisions tries to speak to the experiences
of victims but are still limiting in how narrow the drafting was done. The use of words ‘sexual’
can cause a victim to feel like they cannot come forward with a complaint. Moreover, Chapter
4 speaks to the experiences of victims, and | argue that legislation should make better provision
to protect victims from the shame, guilt and secondary victimisation that they so often feel
when approaching the criminal justice system for assistance. Victims should be protected by
the justice system and not further exploited by it. It is for this reason that the provisions in the

legislation that speaks to providing victims with contact areas and resources must be enforced.

The legislation available to victims can be revised and can more effectively speak to the true
nature of the offence as well as the true experiences of the victims. | do believe that South
Africa understand that abuse is a serious issue that needs to be addressed and their eagerness
to address non-consensual pornography in whatever Act they could is a positive step. A
revision of all of the legislation is needed in order to update the provisions and to make sure
they speak to current issues and experiences. A slow pace and not matching the true reality of
society is always a concern and | believe a fast and effective revision of the legislation available
to address non-consensual pornography can assist in the pro-active prevention and deterrence
thereof.

It is essential that our laws in South Africa reflect the importance of a victim-forward approach
when drafting legislation. In that sense, | believe that our legislation that discusses non-
consensual pornography must include a certain level of anonymity given to a victim. A victim
must be able to have the opportunity to be protected against the ‘name and shame’ trend, where

they are ridiculed and victimised again by society.

| put forth that many of the provisions in the various legislation available to address the issue
of non-consensual pornography is performing a symbolic role instead of practically stepping

in to combat the offence head-on and deterring the offence.

When one steps back from the law, legislation and legal perspectives on the offence of non-

consensual pornography, one’s view becomes clear. While this issue is one of great importance
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in the legal sphere, it speaks to a larger issue within our society. The change must happen from
the bottom up and the societal change must happen in and between communities. The
deterrence of this victimisation must occur far before it reaches a court. With that said, the
societal challenges and changes that will have to be address are many. As previously explained,
the distribution of non-consensual pornography is, more often than not, a gendered issue. The
abuse women face is frequently normalised in our country and there is not enough active
deterrence for gendered abuse. In addressing gendered abuse, one must address not only the
offence itself but also the patriarchal system and values that so many live by. That means that

the system needs to be broken down to its pure and basic form, which starts at a young age.

Non-consensual pornography is not just another offence that we, as South Africans, must ‘get
used to’. It is imperative that we address it effectively while non-consensual pornography is
still in the early stages. We need to address the legal system directly in order for it to speak for
victims, as they often do not have a voice themselves. Image-bases abuse like the distribution
of non-consensual pornography is harmful, dangerous, and rapidly growing in popularity. The

time is now to deter anyone from the distribution of intimate images.
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