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Abstract

The design of efficient, reliable communication protocols has long been an area of active research
in computer science and engineering, and will remain so while the technology continues to evolve,
and information becomes increasingly distributed. This thesis examines the problem of predicting
.the performance of a multi-layered protocol system directly from formal specifications in the ISO
specification language Estelle, a general-purpose Pascal-based language with support for concurrent
processes in the form of communicating extended finite-state machines.

The thesis begins with an overview of protocol engineering, and a discusses the areas of perfor-
mance evaluation and protocol specification. Important parts of the mathematics of discrete-time
semi-Markov processes are presented to assist in understanding the approaches to performance eval-
uation described later.

Not much work has been done to date in the area of performance prediction from specifications.
The idea was first mooted by Rudin, who illustrated it with a simple model based on the global state
reachability graph of a set of synchronous communicating FSMs. About the same time Kritzinger
proposed a closed multiclass queueing model. Both of these approaches are described, and their
respective strengths and weaknesses pointed out.

Two new methods are then presented. They have been implemented as part of an Estelle-based
CASE tool, the Protocol Engineering Workbench (PEW). In the first approach, we show how discrete-
time semi-Markov chain models can be derived from meta-executions of Estelle specifications, and
consider ways of using these models predictively. The second approach uses a structure similar to
a global-state graph. Many of the limitations of Rudin’s approach are overcome, and our technique
produces highly accurate performance predictions.

The PEW is also described in some detail, and its use in performance evaluation illustrated with
some examples. The thesis concludes with a discussion of the strengths and weaknesses of the new

methods, and possible ways of improving them.
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Chapter 1

Introduction

Possibly the greatest impact of the personal computer has been the enormous growth in networking,
firstly in the growth of local area networks, and more recently in wide-area internets. This growth
has been accompanied by continual technological advances with which the standards-making bodies
have struggled to keep up (the Internet excepted). The need for software-engineering techniques and
tools for designing and testing communication systems and standards thus continues to grow.

There are numerous sophisticated tools for analysing, monitoring and testing networks, but
these usually ignore the details of the protocols (or assume a specific protocol family), and are instead
geared towards analysing nefwork topology and routing issues. Part of the difficulty is that protocols
are often specified and designed as finite-state machines, and when combined together in networks of
asynchronous protocol stacks communicating via unreliable channels, the number of possible states
of the system as a whole is usually enormous (the well-known state erplosion problem). The tools
and techniques that have been developed for analysing collections of communicating finite-state
machines are primarily aimed at verification, and performance evaluation through simulation.

Some research has been done into using state-space exploration for performance prediction[Rud83,
Rud85]. A more common approach to performance evaluation requires building an analytical model
of the protocol, such as a closed queueing network{Kri86]. A difficulty with using such models is
that the model must be constructed from the specification of the communicating FSMs, but the
model is characterised by a different set of parameters to the protocol - for example, a system may
be characterised by a protocol timeout setting and channel bit error rate, but a model of the system
may be characterised by arrival rates and service times of customers in queues. It is usually not
clear how a change in the protocol will affect the model; in particular, if the model is to be used for
prediction, it is not clear how its parameter values should be adjusted to predict the performance of
a particular configuration of the system.

Thus, performance evaluation directly from protocol specifications is still an open problem, with

simulation being the only common approach other than hand-construction of analytical models.
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This thesis presents two new methods of semi-automatic and automatic performance evaluation and
prediction. A software engineering tool, the Protocol Engineering Workbench { PEW), has been built,
incorporating these techniques as part of a meta-implementation of the ISO specification method
Estelle (Extended State Transition Language). This has allowed us to experiment with the methods,
and compare the results with those obtained from meta-executions.!

The first part of this thesis discusses the field of protocol engineering. The main problems involved
in engineering communication systems are examined, with particular emphasis on the problems of
specification and performance evaluation of protocols.

In the second part, a simple semi-Markov model for a collection of communicating FSMs is
introduced, which can be generated automatically from a meta-execution of the protocol specifica-
tion. The problem of modifying such a model to predict performance is discussed, and some basic
approaches are described.

An approach similar to a global state space search is then presented. This technique results in
a graph structure which is independent of any specific time delay or channel reliability parameter
values. Given a specific set of values, the graph can be transformed into a parameterised graph by a
labelling algorithm, and the result can be mapped to an imbedded Markov chain model. The latter
can be solved to obtain throughput figures for the configuration of the system as described by the
parameter values. The labelling and solving process can then be repeated for other parameter value
sets. The results obtained from this approach are extremely accurate.

The PEW is described in the third part. Each of the major components is described in some
detail. Some other Estelle-based tools are briefly described and contrasted with the PEW. The PEW
was first described and demonstrated at Forte 89 [KW90]. The performance evaluation techniques
were described in [KW91] and [Whe90a], and presented at PSTV XIII [KW93].

In the final part two example protocol specifications are examined: the Alternating Bit Protocol,
and a subset of LAP-B (the X.25 data link layer). Using the PEW, the performance evaluation
techniques are applied to these protocols and the results compared to those obtained from meta-
executions.

Finally, the strengths and weaknesses of the methods are discussed, and we consider directions

in which this work could be taken in the future.

1A meta-implementation of Estelle is a controlled environment for the execution of Estelle specifications; an
execution within the environment is a meta-execution. These terms will become clearer in Section 3.2.
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Chapter 2

Protocol Engineering

The microcomputer revolution has changed our way of using computers. Large central mainframe
sites are increasingly rare, while many people have personal computers on their desks. The dis-
advantage of this move to distributed computing is the resulting fragmentation of resources and
information amongst users. This has resulted in a significant growth in the number and size of
computer networks, to the situation today of enormous international networks allowing rapid com-
munication and transfer of information worldwide. Data communications is now one of the primary
growth areas in computing and IT.

Related to this is a user-driven move towards open sysiems. ‘Open systems’ is a phrase that is
widely used but means different things to different people. One of the most useful definitions was
given by Marshall Rose in [Ros90], who stated that open systems are those in which information is
structured and mobile.

Structure makes information useful and accessible. By encapsulating the structure and providing
a standard method of access, it is possible to interwork different applications having different internal
structures. To achieve this aim, standards for information access such as Structured Query Language
(SQL) have been developed.

Information mobility is as important as structure. If information cannot be moved its use is
limited; to be shared, it must be transferred. Lying between physical communication media and the
applications that use them are the providers of services: the communication algorithms or protocols.
Protocols have been designed to provide numerous services at different levels, such as error-free
in-order delivery of data, network management, directory services, and multimedia conferencing.
Higher level services are implemented by protocols which in turn make use of the services provided
by lower level protocols.

A good protocol must be flexible, consistent, reliable, efficient, and able to deal with the unex-

pected. These requirements have led to the study of various aspects of protocols, especially:
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e specification - describing protocols clearly and unambiguously, so developers in different loca-

tions can be sure that their separate implementations are compatible [Boc90, Sun78, vB90];

e implementation - turning a specification into an implementation; much study is being done on
making this process automatic [Bal85, BGS87, SB90];

e conformance lesling - ensuring the implementation does, in fact, conform to the specification
[BRW90, Ray87, Lin90, ABG90];

e verification - ensuring that the protocol specification and/or implementation guarantees that
good things will happen but bad things will not [Peh90, Sun78, ABG90, Hol90];

e performance evaluation - determining the efficiency of the protocol, and ‘tuning’ it, if possible,
to perform better [Con91, Kle88, Lav88, SG78].

As a result, a number of methodologies and tools have been created addressing these problem
areas. This thesis describes two techniques for performance evaluation using analytical models and
state-space exploration. As analytical models require parameter values, and state-space exploration
is computationally intensive, these techniques were implemented in the PEW tool. The PEW allows
the analysis of Estelle specifications of collections of concurrent communicating extended FSMs.

The next two chapters describe the areas of protocol specification and performance evaluation.



Chapter 3

Protocol Performance Evaluation

There are three major approaches to performance analysis:

e Direct Measurement and Monitoring
¢ Simulation

e Analytical Modelling

3.1 Direct Measurement and Monitoring

The obvious, seemingly ideal method of determining the performance of a system is by measuring the
system directly in operation, either by a software monitoring system, or by a non-intrusive monitor
in hardware.

Included in the category of software monitors is accounling soflware, commonly available on most
multi-user computer systems, and ezeculion profilers which determine the performance of specific
programs. Software monitoring can be either eveni-driven or sampled. In the former approach,
the software is modified so that it updates statistics when significant events occur, such as a task
switch, or, in the context of computer communications, a frame being sent or received. Sampling, on
the other hand, uses a timer-driven interrupt to determine what activity is taking place at regular
intervals. Sampling has the advantage that the sampling program is independent of the program
under test; in the event-driven approach the program under test must be modified to gather the
statistics itself. The frequency of sampling affects the performance of the system; a higher sampling
rate causes a higher overhead and thus greater degradation of the overall system performance. On
the other hand, a higher sampling rate results in better samples, so there is a trade-off. The event-
driven approach adds a fixed overhead to the system, and is thus more accurate.

The disadvantages of direct monitoring are:



CHAPTER 3. PROTOCOL PERFORMANCE EVALUATION 7

¢ a system must be operational before any performance measures can be made, at which stage

it may be too late to rectify any problems that are found;
e monitoring hardware/software is often very costly;

¢ unless the monitoring system is non-intrusive (in hardware), the act of monitoring itself affects

the performance;
¢ it may be difficult to choose and implement a representative workload for the system;
¢ it may be difficult or impossible to experiment with different configurations of the system;
¢ monitoring the system may make it unavailable to its normal users.

The advantage of monitoring is that the results come from the real system and thus automatically
have some level of credibility.

Even when using simulation or analytical modelling, the monitoring approach has its uses. A
simulation or analytical model must be configured with numerical parameters, and the estimation
of these parameters is a significant problem. Direct monitoring is one way of obtaining reasonable

parameter values.

3.2 Simulation

A popular approach to determining performance is through the use of simulation. Simulation offers
a high degree of flexibility. It can be used when monitoring is not feasible and the mathematics
required in analytical modelling is intractable. The degree of accuracy of a simulation can be in-
creased by making the simulation model more detailed and/or exeeuting the simulation for longer
periods of time. Complete control over all the parameters including time is possible, and the system
can be observed globally. The primary disadvantages of simulations are the cost and effort involved
in constructing accurate simulation models, and the amount of execution time required to obtain
reliable results. When the latter is particularly long, parametric studies may not be practical. Non-
theless, the time required to construct a simulation is typically much less than an implementation,
and simulations can usually execute much faster than implementations as well.

Simulations usually center around the generation of pseudo-random numbers with particular
probability distributions, typically representing arrival times or service times. Because arbitrary
probability distributions can be used, simulation is useful in cases where the arrival and service-time
distributions do not lend themselves to analysis.

The times generated in a simulation are simulated times, and do not correspond with time in the
real world outside of the simulation. Thus simulation is not a ‘real-time’ process, but occurs within

its own time framework. The simulation model is responsible for keeping track of the simulated time,
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and the scheduling of events in this time frame. This is typically done by maintaining an event list
which contains a set of events scheduled to occur in the future of the simulation. This list is sorted
temporally, and new generated events are added at the appropriate point. The basic operation of a

simulation model is thus:

1. remove the event at the head of the event list
2. set the simulation time to be the event time
3. execute the event

4. if there are any new events that will occur in the future as a result of executing the event or
changing the time, determine at what time these events should occur, and place them on the

event list in the appropriate positions

5. continue at step 1.

Building a simulation model is often very complex, and is mostly done iteratively. The model
needs to be sufficiently detailed to capture all the salient characteristics of the system, while remain-
ing simple enough to understand, and omitting redundant aspects. If the model is too detailed, the
simulation will execute slower and thus be less useful, while the model will be more time-consuming
to construct and more difficult to understand.

Simulation models are typically written using languages specially designed for the purpose, such
as SIMSCRIPT or GPSS (General Purpose Simulation System). Often, however, these languages
constrain the simulation, both through their limitations and because it may be impossible to obtain
measures other than those provided by the language system itself.

An alternative to simulation models is the use of a meta-itmplementation such as that provided
by the PEW tool described in this thesis. The idea here is to take the actual program/protocol
which is to be analysed, and imbed it within an environment in which it can execute. In the context

of protocols, this means:

e building a compiler and interpreter for the specification language;

¢ adding surrounding layers to the specification representing the user of the protocols services

and the provider of underlying services;

e using the interpreter to execute the compiled specification.

In the PEW, a protocol specification should be supplemented by Estelle specifications for an upper
layer (called the user layer) and a lower layer (called the provider layer). The entire system consisting
of all of these layers is compiled, and then executed by an interpreter which includes scheduling and

time management. This allows a formal specification to be used directly as a form of simulation
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model, leading to a considerable reduction in effort and no loss in accuracy. The same protocol
specification that would be used to generate an implementation is effectively used as a simulation
model. The disadvantage is that a specification will execute slower than a simulation which has been
carefully constructed to include only the absolute essentials. The advantages, however, are many:
not having to construct a simulation model, knowing that the results obtained are consistent with
the specification (whereas errors may be introduced in constructing a simulation model), and being
able to quickly change a specification to see what happens, make meta-implementations extremely
attractive for obtaining performance measures. Furthermore, a meta-implementation can be adapted

for other purposes, as this thesis illustrates.

3.3 Analytical Modelling

When direct measurement is not possible, a model can be used which captures the salient features
of the system under study. This model may be a simulation model (discussed above) or a stochastic
model which can be analysed using standard analytical techniques. Generally, analytical models are
based on queueing theory, and vary in complexity and thus solution method.

A drawback of analytical models is that they need to be supplied with a set of parameter values;
these typically consist of probabilities of routes and service times. Obtaining an appropriate set of
parameter values is not always easy; usually an implementation must be measured or a simulation
set up to do this. A tool such as the PEW is invaluable for this purpose.

The analytical models used for the techniques described in this thesis are based on discrete-time

Markov theory. A brief summary of that theory is now given.

3.3.1 Stochastic Processes

Definition 1 A random variable x is a variable whose value is uncertain, but can be characterised

by a probability mass funclion:
px(z) = Plx = 1]
i.e. py(z) is the probability that x has value z.

Definition 2 A discrete random variable is a random variable whose value space is countable (but

not necessartly finite).

Definition 3 A stochastic process is a family of random variables {x(t)} indezed by the lime
parameter t. If the time index set {t} is countable, the process is a discrete-time process. The
possible values or states that members of {x(t)} can take on constitute ils state space. If the

variables are discrete, the process is called a chain.
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We restrict our discussion to discrete time chains.
Treating the random variables as a vector X = [x(¢,), x(f2), - - ], the process can be characterised

by its joint probability distribution function:

FX(X;t) = P[X(tl) <z, ~~7X(tn) < 1771]

3.3.2 Markov Processes

In 1907 A. A. Markov published a paper in which he described a one-step dependency between the
random variables (that is, systems in which the next state depends only on the current state and
nothing else). Processes which have this type of dependency are now known as Markov processes.

The Markov or ‘historyless’ property can be described as:

P[X(t) <z I X(tn) = zn»X(tn-l) =Zn-1,- ”rX(tl) = 21]

= P[x(t) <z | x(tn) = 2]

The Markov property requires that the next state can be determined knowing nothing other than
the current state, not even how much time has been spent in the current state. This may be less of
a restriction than it seems at first. Consider a process with n states in which the next state depends
on the two previous states. This system could be replaced by a process with n? states, where each
state in the new process consists of successive pairs of states from the old process. Any dependence

of future behaviour on a finite number of past states, can, in principle, be treated in the same way.

Definition 4 A homogeneous Markov chain is one whose probability distributions are stationary

with respect to time. That ts:

Plx(t) < z | x(tn) = zn] = P[x(t = tn) < = | x(0) = za].

The Markov property results in restrictions on the distribution of time spent in a state (the
sojourn time 7). The next state must be independent of this time, so the distribution of time must

satisfy the property:
Plr>s+t|r>t]=P[r>s]

In the case of a discrete-time Markov chain, the only distribution which satisfies this property is
the geometric distribution, while for continuous-time the only distribution is the negative exponential
distribution.

A homogeneous discrete-time Markov chain can be described by a stochastic matriz (or {ransition

probability matriz) P where:
Pij =P[Xn+l=J!Xn="]

That is, p;; gives the probability of j being the next state given that i is the current state.
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Definition 5 A Markov chain is irreducible if every state can be reached from every other state.

Definition 6 Let Sy denole a subset of the state space S, and Sy its complement. Then Sy is closed
if no single-step transition is possible from any state in Sp to any state in So. If Sy consists of a
single stale x;, then z; is called an absorbing state. A necessary and sufficient condition for z;
to be an absorbing state is thal p;; = 1, in which case p; j = 0 for all j # i so the stale does not

communicate with any other state.

Let f(m) be the probability of leaving a state z; and first returning to that same state in m steps.
J g j g

Then, the probability of ever returning to state z; is given by:

o0

=3 5

m=1

Definition 7 For any state stale z;:
o if fj =1 then z; is called recurrent; else
o fi <1 in which case z; is called transient.

If the Markov chain can return to state z; only at steps n,27,3n,... where n > 2 is the largest
such integer, then z; is called periodic and has period n. 1f n = 1 (that is, the process can return to
state z; at any time), then z; is aperiodic.

A Markov chain is absorbing if every state in it is either absorbing or transient.

Definition 8 The mean recurrence time M; of state z; is

Mj = i mf;m)
m=1

which 1s the average number number of steps needed lo return to stale z; for the first time after

leaving il. If M; = oo, then x; is called recurrent null, otherwise it is called recurrent nonnull.
We define:
(m)
7

=P[Xm=17j]

as the probability of finding the Markov chain in state z; at step m.

We now state an important result[Kle76]:

Theorem 1 The states of an irreducible discrete-time Markov chain are all of the same type; thus

they can be either:

o all transient,
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o all recurrent nonnull, or

o all recurrent null.
If the states are periodic, they all have the same period.

Definition 9 The limiting probability distribution {7; | z; € S} of a discrete-time Markov

chatn s given by:

m; = lim ™
m—o0

3.3.3 Steady State Distribution

For a proof of the following important theorem see [Kle76].

Theorem 2 In an trreducible and aperiodic homogeneous Markov chain, the limiting probabilities

always ezist, and are independent of the tnitial state probability distribution. Moreover, either

1. every state z; is transient or every stale z; is recurrent null in which case m; = 0 for all z;

and there exists no stationary distribution, or

2. every state z; is recurrent nonnull and then 7; > 0 for all zj, in which case the set {x;} is a

stationary probability distribution, and

1
T, =

J E

where M; ts the mean recurrence time of state zj. In this case the {n;} is uniquely determined

by the following equations

Zﬂ’,‘ = 1 (l)
i
Y ompi; = w (2)
If IT is defined as the vector
II = (7, ™y, 72,.. ]

then (2) can be rewritten as:
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I1 =1IP

where P is the transition probability matrix. The vector II is called the steady-state solution of
the Markov chain.

The states of a recurrent nonnull discrete time Markov chain are said to be ergodic, as is the
Markov chain itself. If the state space of the Markov chain is finite (which we will always assume it
to be), the chain is called finite, and if it is irreducible, then it is ergodic.

Clearly, in a steady state, the average time 7;(t) spent in state z; by the Markov chain during a

fixed duration ¢ is given by

3.3.4 Semi-Markov Processes

In a Markov process a transition occurs at each time interval, although a transition may return the
process to the same state. A semi-Markov process is a process in which successive state occupancies
are governed by the transition probabilities of a Markov process, but whose sojourn times in each
state are described by a random variable that depends on the state currently occupied and the state
to which the next transition will be made. At the instants of transition, the semi-Markov process
behaves just like a Markov process. This Markov process is called the imbedded Markov process of
the semi-Markov process. .

Consider a discrete time Markov chain with state set S = {z;}. Each state z; has a set of holding
(or sojourn) times 7;; which are the times spent in the state before changing to the various states
r;. These holding times are positive integer-valued random variables governed by a probability mass
function hij(n),n = 1,2,... called the holding time mass function for a transition from state z; to

state r;, where n represents the discrete time variable. That is,

hij(n) = Plnj =n] n=123,..;4,j=1,2,...,| S|

The waziting time 7; of state z; is the time spent in z; irrespective of the successor state; this has

the probability mass function

IS
di(n) = Plr;=n] = zpijhij(")
ji=1

The mean holding time 7 is given by:

o0

T = nhij(n)

n=1
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The mean waiting time 77 is related to the mean holding time 7 by

15|

=D onT
j=l1

The Markov chain structure of a semi-Markov process is the same as that of its imbedded process.
The interval transition probabilities of a semi-Markov process therefore exhibit a unique limiting
behaviour within the chain of the imbedded Markov process and we can restrict attention to the
latter.

Let ® = {¢g,91,...,6n} be the vector of probabilities ¢; that the semi-Markov process is in
state z; as time n — oo and let II = {mg, m|,..., 7N} be the steady state probability vector of the
equivalent imbedded Markov chain.

It can be shown [How71] that

b= BT
7= S| . —
BN
or
Q = :HM
T
where
IS
T= Z LR
i=1

and M is the diagonal matrix [7j] of mean waiting times.
The average rate at which state x; will be entered is then given by
-
S (3)
Doimy T
and the mean cycle time c;, defined as the average time between successive occurrences of state

z; is given by the reciprocal of this.



Chapter 4

The Formal Specification of

Protocols

4.1 The Need for Formal Specifications

Protocols are used to communicate across greatly varying distances and between equipment supplied
by multiple vendors and having different characteristics. If communication amongst these diverse
systems is to be at all possible, they must use compatible protocols, including aspects which may
vary between the communicating computers (such as byte-ordering and word size). The protocols
are responsible for making each machine appear to the outside world to recognise and obey the same
set of commands in a consistent way, much like SQL allows different applications to access different
databases in a consistent manner.

In order for protocol implementors to be certain that their implementation will have this high
degree of compatibility, they need a clear and complete specification of the protocol, from low-level
details such as byte-ordering up to a complete set of responses for every possible event that could
occur at any time. However, specifications are often drawn up by standards committees, written in
human languages vulnerable to ambiguity, and are rarely 100% complete and correct. Furthermore,
such specifications are often a challenge to understand, presented as they are in lengthy documents
consisting of many highly cross-referenced paragraphs.

To address this situation, organisations such as IBM[Nas87], the CCITT, and more recently the
ISO, have developed formal methods for specifying protocols. These formal description techniques
(FDTs) allow precise, unambiguous specification. Their use has led naturally to the development of
tools and techniques enabling the analysis of formal specifications for correctness, performance, and
SO on.

Communication protocols lend themselves to being described as extended finite-state machines

15
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(EFSMs), or (equivalently) as event-state tables, describing an action and next state for every pos-
sible event (message arriving, timer expiring, and so on) in each possible state. Several specification
techniques have been developed based on this model.

The discussion below introduces the three FDTs that have been accepted as international stan-
dards by the ISO and CCITT. The PEW is based on the Estelle FDT, which is described last and

in more detail than the others.

4.2 Standard Specification Languages

4.2.1 SDL

SDL[RS82) was designed by the CCITT for specifying functions for telephony-oriented applications.
It is part of a family of languages together with the high-level language CHILL and the man-machine
language MML. As SDL was designed for specifying systems for telephony, it is particularly suited
to large-scale real-time concurrent systems.

An SDL specification can be in a textual or a graphical form. The original form is the graphical
form, but the need for a textual form for computer storage and manipulation has led to the devel-
opment of a programming language-like version corresponding closely to CHILL. A pictorial version
also exists; this is a refinement of the graphics version using special telephony-oriented symbols.

SDL uses a communicating EFSM approach to specification. It has been extensively used by
CCITT and by various corporations for defining and documenting operational procedures for con-

current systems.

4.2.2 LOTOS

LOTOS (Language of Temporal Ordering Specification) is based on the idea that systems can be
specified by defining the temporal relations between their externally observable interactions. It has
been developed particularly for use in OSI (Open System Interconnection) specifications. The un-
derlying formalism of LOTOS is based on process algebras (such as Hoare’s CSP); this mathematical
basis allows LOTOS specifications to be reasoned about formally but has also prevented LOTOS

becoming popular in industry.

4.2.3 Estelle

Estelle (Eztended State Transition Language) is an FDT developed by the ISO which was stan-
dardised in 1989 [ISO89]. The Estelle FDT is less abstract than most others FDTs, and is geared
towards implementation. In fact, Estelle is closely related to Pascal in its statements, procedures

and functions, with some extensions. Estelle specifications consist of module descriptions, where



CHAPTER 4. THE FORMAL SPECIFICATION OF PROTOCOLS | 17

each module is an EFSM. The modules communicate with one another by sending messages asyn-
chronously over infinite-capacity FIFO channels. A full discussion of Estelle is beyond the scope of
this thesis, but the major features relevant to understanding the remainder of the thesis are outlined;

for more details see for example [BD88].

The Process Structure

An executing Estelle specification consists of a tree of instances of generic modules. This structure
may be dynamic; module instances may instantiate or terminate other module instances at any time.
More typically, the root process instantiates a set of processes and interconnects their IPC channels,
after which the structure remains static.

Each module represents an EFSM and consists of a set of states and two sets of state transitions -
an inttialisation set and a body set. A random transition from the initialisation set is executed when
the module is instantiated, after which the initialisation transitions are ignored, and the execution
of the process consists of the selection and execution of transitions from the body set.

The relative behaviour of module instances in the hierarchy is determined by the nesting of
their definitions together with their class qualifiers. The latter may be any one of SYSTEMPROCESS,
SYSTEMACTIVITY, PROCESS or ACTIVITY. Processes allow for synchronous parallel execution (in that
several transitions of child modules may be selected for execution and then executed concurrently),
while activities allow nondeterministic sequential execution (in that only one transition of one child
will be selected nondeterministically for execution at any time). A module with a class qualifier
is called atiributed; the only non-attributed modules are inactive modules, which, as their name
suggests, consist only of initialisation parts. Inactive modules may parent only system modules,
which may in turn parent only process or activity modules. (System)process module instances may
contain either process or activity children, while (system)activity module instances may contain only
activity children. A module instance may be created or released only by its parent.

A consequence of the above is that any initial state of a specification defines a fixed number
of system instances and communication links between them; this structure, once created, cannot
change, since the parent of the systems (if there is more than one system) must be unattributed,
and hence inactive. Furthermore, these systems behave fully asynchronously with respect to one

another.

Transitions

An Estelle transition consists of zero or more clauses, and a transition body containing statements
which are to be executed when the transition fires. The clauses act as guards, determining whether

a transition is enabled or not. They include:

e FROM - specifies the state(s) in which the transition begins;
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{ Get ACK, discard frame from the buffer, toggle
the sequence number and return to the ESTAB state }

FROM ACK Wait TO Normal
WHEN n.data_response
PROVIDED (ndata.id=ACK) AND (ndata.seq=send_seq)
BEGIN
send buf_cnt:=send.buf_cnt-1;
send_seq:=(send_seq+1) MOD 2;
END;

Figure 1: Sample Protocol Transition in Estelle.

e TO - specifies the state in which the transition ends;

e WHEN - specifies that a particular message type must be at the head of a particular channel

queue;

e DELAY - specifies how long the other clauses must be satisfied for before the transition can

actually fire;

e PROVIDED - any other arbitrary Boolean conditions, including constraints on the message spec-
ified in the WHEN clause, if any; and

e PRIORITY - for ordering purposes in the case of multiple fireable transitions.

Transitions may be nested; the clauses of a transition are effectively pushed onto a stack, which
is popped only enough to ensure no duplicate clauses upon the next transition. For example, if the
second transition began with a DELAY clause, and the clause stack contains a DELAY clause itself,
then all clauses up to and including the DELAY clause will be popped off the stack, and the new
DELAY clause pushed. Any clauses on the stack below the new DELAY clause are inherited by the
transition. A transition may begin with the TRANS keyword, in which case the stack is cleared
completely. Figure 1 shows a sample transition of a protocol written in Estelle.

A transition is said to be enabled if its FROM, WHEN and PROVIDED clauses are satisfied; it is said
to be offered for ezecution or fireable if it has been continuously enabled for the duration specified in
its DELAY clause, and it is said to be fired if it is offered and selected for execution. At any particular
point in time, several children of a systemprocess may be executing transitions, but only one child
of a systemactivity may be doing so.

The transitions of a parent always have priority over the transitions of the children; this, combined
with the fact that variables may only be shared between parent and child processes, guarantees that

mutual exclusion is always enforced when shared variables are accessed.
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Time in Estelle

The DELAY clause, and the concept of time in Estelle, require further elaboration. A DELAY clause may
take one or two arguments specifying the minimum and maximum delay times; a single argument is
the same as two identical arguments. A transition with all its other clauses satisfied can be executed
once it has remained in this state for the duration specified by the minimum value. However, it
need not necessarily be executed until the duration specified by the maximum value has elapsed, at
which time it must be executed. Thus the actual delay used is a value in the closed range given by
the minimum and maximum delays. Note also that these delays can be arbitrary expressions, and
are not necessarily constant. A special delay value, ‘*’, is used to indicate that the transition has
no maximum delay value but can be indefinitely delayed.

The following is the description of the concept of time in Estelle, as given in the ISO standard
((1SO89] section 5.3.5):

Some Estelle transitions may conlain a delay-clause. .. The intention of the delay-
clause is to indicate that a transition’s execution (if il 1s enabled in a stale) should
be delayed. Two limes are associated with a delay: the minimum lime the {ransilion
must be delayed and the mazimum time il may be delayed. These are initially speci-
fied by two values of inleger expressions occurring in the delay-clause. The dynamic
change (non-increasing) of these time values with respect to the dynamic change of global
stluations. . . relates the progress of ttme and computation.

The computational model for Estelle. . . is intentionally formulated in time-independent
terms: one of the principal assumptions of this model is that nothing is known about the
execulion time of a lransilion in a module instance. ..

The only assumplions about lime. . .that are taken into account in this semantic model

are that:

1. time progresses as the computation does, and

2. this progression is uniform with respect lo delay values of transitions involved.

[The second point] means that given two enabled and delayed transitions in a compu-
tatlion stluation, if they remain enabled in the following siluation, then their delay values
would decrease (if at all) by the same amount. .. Any constraint which does not contradict

the above assumption is admissible. ..

The PEW uses a mazrimal progress execution model; that is, it assumes that transitions which do
not have DELAY clauses take a negligible amount of time to execute, which can be treated as zero. The
PEW’s transition scheduler will always fire such transitions before examining transitions with DELAY
clauses, thus ensuring that the maximum number of transitions is executed in the shortest possible

time (hence ‘maximal progress’). This interpretation means that the first assumption may not be




CHAPTER 4. THE FORMAL SPECIFICATION OF PROTOCOLS 20

Inactive
Parent

]
: -~ “s‘
'

<% Communication Channel

= ——=» Parent-child Relationship

-

a”” v T a
Data Link Physical DataLink Neg—a
Layer Layer Layer
Figure 2: The Process Structure of a Three-Layer Point-to-Point Communication System

satisfied if the specification has no DELAY transitions or if there are always non-DELAY transitions

available for selection. This is not a problem provided the protocol designer is aware of it.

. Inter-process Communication

Another aspect of Estelle which is worth elaborating on is the inter-process communication method.
IPC in Estelle is achieved by message passing. Messages are passed asynchronously; that is, the
sender is not blocked and made to wait for the receiver. When a message is sent, it is simply
appended to the end of a theoretically infinite FIFO queue. This means that although an Estelle
specification may consist of a number of FSMs, the system as a whole need not be a finite state
system, as an infinite number of channel states can potentially occur. This characteristic obviously
has important implications for state-space explorations of Estelle specifications. Estelle has no inbuilt
mechanism for enforcing channel blocking, so this must be handled by code within the specification

if it is required.

Representing a Complete Communication System

Processes in Estelle are arranged in a hierarchy. In order to represent a system consisting of two
users communicating over a network using a protocol, a top-level inactive process with five sub-
processes could be used: two user processes, connected to two protocol processes, connected in turn
to a network process. The top-level process simply initialises the children and establishes their
interconnections, after which it remains inactive and the five sub-processes execute concurrently.
For example, Figure 2 shows the process structure for a specification consisting of two user processes
communicating with each other over a physical layer process via a data link protocol.

This structure has been used for the examples in this thesis. It is easily generalised to any
number of protocol layers, and communicating entities. The implementation of appropriate upper

and lower layers is discussed in more detail in Sections 9.1 and 9.2.
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4.3 A Note on Terminology

The use of Estelle in the PEW has led to some Estelle terms being used interchangeably with more
common terms for the same concept. Thus we use ‘message’ as well as ‘interaction’, and ‘interaction
point’ as well as ‘connection endpoint’.

An exception is that we use the word ‘process’ to refer to an Estelle ‘module instance’, as opposed
to the Estelle terminology in which a process is a type of module, and a systemprocess is a refinement
of this type. We use the word ‘system’ to refer to the process(es) being studied. That is, in this
thesis, we analyse a system (Estelle specification) consisting of a number of processes (executing

module instances).

4.4 Conclusion

A number of FDTs have been developed which are certainly improvements on natural languages in
terms of precision, but there is no specification language that stands above the rest as an obvious
choice. Researchers appreciate the algebraic basis of LOTOS, programmers familiar with Pascal are
more inclined to use Estelle, while telephony engineers have been using SDL for a number of years.
The specification languages themselves are not always as useful as they may have seemed to their
designers; for example, a number of changes and additions have been suggested for Estelle as users
gain experience and discover the shortcomings of the language[Cou87]. There is still much room for
further research into this problem.

Estelle was chosen as the specification language on which to base our research for the following

reasons:

e it is a non-proprietary international standard;

e it is derived from Pascal, and thus it would be (reasonably) simple to write a compiler (this

turned out to be less true than it seemed at first sight!);
e again, due to the Pascal-basis, it is easy to learn and use;

e being implementation-oriented, it is possible to generate implementations automatically from

Estelle specifications.

This is not to say that Estelle turned out to be completely suitable for semiautomatic performance
evaluation. There are drawbacks, some of which have been noted in the text. Estelle also does not
lend itself well to verification (although see Section 10.1). No doubt better languages will evolve to
do the tasks attempted with Estelle in this thesis. The future of protocol specification promises to

hold some exciting developments.
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Chapter 5

Performance Evaluation from

Specifications

Both simulation and analysis techniques require the construction of a suitable model of the system
being analysed. Our aim, however, is to automatically predict the performance of a communication
system from its specification, with as little manual intervention as possible. Rudin [Rud83] first
suggested this idea, and described a method by which it could be done. Kritzinger [Kri86] proposed
a different method, making use of a modified form of the FSM called a transition relation graph
(TRG) to construct a closed multiclass queueing network model. )

This chapter describes and critically assesses these approaches, and concludes with a discussion of
the problem of parametric modelling; that is, how can the performance of the protocol be predicted

as a function of some set of parameters?

5.1 Rudin’s Approach

Rudin’s model[Rud83] consists of a collection of FSMs representing the states and state transitions
of the sender, receiver and channel. The FSMs are synchronous; a message event is generated
by each process at each clock interval. A special IDLE message represents a ‘do-nothing’ event.
Asynchronous FSMs were not considered, but Rudin notes that the algorithm would be more complex
in this case. Each arc (transition) is labelled with a delay of unity, as well as the probability of being
traversed when in the state; the latter would usually be determined by simulation.

The performance technique proposed by Rudin was influenced by existing program verification
tools. His idea was to start at some initial state, and then explore every possible sequence of events,
creating branches wherever there was more than one possible choice. In this way a tree was created,

with each node containing a record of the global state of all the processes and channels at that
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instant. Exploration of a path was terminated when the cumulative probability of that path became

smaller than some predetermined cutoff value. The throughput figures were then calculated from a

weighted count of the arcs of the tree. In a later paper [Rud85], Rudin assumed that the system is

Markov, and used a full global state graph.

Of course, the number of different states grows exponentially with the complexity of the protocol.

In Estelle specifications the situation can be worse; due to the semantics of inter-process commu-

nication, there are an infinite number of possible channel states in most specifications, unless the

specification is explicitly constructed to prevent this.

The method as presented by Rudin has a number of restrictions:

simulation is still needed to obtain the probabilities;
communication systems are typically asynchronous, not synchronous;

all delays are unity; this makes the model very complex if it is to be used to model i system
with varying delays associated with transitions (many idle transitions and extra states are

required);
the specification language is model-oriented rather than implementation-oriented;

the model is parameterised before the global state graph is built. Even barring the simulation
requirements, this means that Rudin’s (later) approach will require much more time and space
to determine throughput values than other methods, except for contrived models with very

small global state graphs.

These problems may explain why Rudin did not persevere with this approach.

Chapter 6 describes an approach that has some similarity to Rudin’s, but has the following

advantages:

a parameter-independent global state graph (called the behaviour graph) of the system is built

once only;

the behaviour graph together with a set of parameter values can be processed by a labelling

algorithm to derive a semi-Markov model of the resulting (parameterised) system;

the approach can be applied directly to Estelle specifications using the PEW. The PEW builds
the behaviour graph, while a separate graph processing program labels the graph using a set
of OUTPUT statement reliability values and DELAY clause values, and solves the resulting semi-
Markov model. Thus, predicting performance for a new set of parameters simply involves

modifying a parameter value file and re-executing the graph processor.

e
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5.2 Kritzinger’s Approach

About the same time as Rudin’s work, Kritzinger [Kri86, Kri89] proposed a performance analysis
methodology of converting a formal specification into a closed multiclass queueing network. The
routes taken by customers through this network can be determined semi-automatically from the
static specification. Once the queuing network has been built, it can be solved to determine the
throughput rates of the various customer classes. Kritzinger specified the queueing model using
the language SNAP/L and solved it with the MicroSNAP tool which implements the Mean-Value
Analysis (MVA) algorithm [RL80)].

The model used by Kritzinger is based on one used for verification[LS84). Consider I protocol
entities Py, Py,..., Pr and K channels C,...,Ck. Let S; be the set of states of P; and M;; be the
set of messages that P; can send into Cj.

The dynamics of the components are described by entity events and channel events. The latter
- model various types of channel errors and change only the state of the channels, not protocols, and
are not considered any further.

There are three types of entity events:

Send events : Let t;(r, s, —m) denote the event of P; sending a message m into channel Cy where
m € M;k and Cj is in the outgoing channel set of P;. The send event is enabled when P; is in
state r. After the event P; is in state s and m has been appended to the end of the message

queue in Cy.

Receive events : Let t;(r, s, +m) denote the event of P; receiving a message m from channel Cy
where m € M;k and C} is in the incoming channel set of P;. The receive event is enabled
when P; is in state r and m is at the head of the message queue of channel Ci. After the event

P; is in state s and m 1s deleted from the channel queue.

Internal events : Let ¢;(r, s, ) denote an internal event of P; where « is a special symbol indicating
the absence of a message. The event is enabled in state r and results in P; ending in state s.
Internal events are used to model timeout events internal to P; as well as interactions between

P; and its local user.

The set of events for P; is denoted T;. Each event t;(r,s,z) (where z is any of +m, —m, or
«), is associated with a probability pi(r,s,z). A measure of the performance of the protocol would
typically be the rate at which some send event is executed.

Kritzinger assumes that all protocol entities contend for service at a single processor, and con-
siders this model as a closed multiclass queueing system with two service centres. The one service
center is a Processor Sharing type which models the processor, and the other is a pure delay server
which models the delays experienced in the channels as a result of receive events. Customers in

the network are instances of the protocol entities P;, and each take on a distinct class associated




CHAPTER 5. PERFORMANCE EVALUATION FROM SPECIFICATIONS 26

with each distinct entity event causing a state transition. Each distinct entity event (or class) is
classified either as active (requiring processor time) or a delay; these classifications determine which
server they will request service from. Typically, send events are active, receive events are delays,
and internal events may be either. Events which are both active and delays must be decomposed
into two separate events with a new intermediate state. In any case, each entity event ¢;(r, s, z) is
associated with an expected service time duration u~!(r, s, r).

The only assumptions required to solve this model as a closed multiclass queueing network are
that:

o the probabilities p;(r, s, z) are independent for all r, s and z, and

e the time u~!(r, s, z) associated with an event is independent of the time associated with any

other event.

Kritzinger generalised the method to multiple layers executing concurrently on a single or mul-
tiprocessor system. Each processor has a corresponding processor server of the processor-sharing
type. Each layer of the protocol, or separate process, makes up a separate closed chain, of which
there may be several.

The method can easily be extended. For example, not only the throughput of the protocol, but
also the processor utilisation, may be determined. By adding a server representing disk storage,
large file transfers could be modeled and processor, disk and network utilisation determined.

In deriving the queueing network, Kritzinger makes use of a transition relation graph (TRG),
which is a graph derived from an FSM by creating nodes corresponding to the state transitions of the
FSM, and connecting these with arcs which describe the possible sequences of transitions that can
occur and their relative probabilities and delays. This structure is closely related to the stochastic
model described in Chapter 6.

Kritzinger’s method is a useful tool for automated analysis, but suffers from drawbacks pointed
out by Conway [Con88, Con91]. Firstly, the problem of determining model parameter values: only
the structure of the model can be determined statically from a specification. Simulation or some
similar technique must still be used, which could be used to obtain the throughput measurements
in the first instance (this criticism applies to most modelling methods).

Conway also argues that the model fails to take into account causal linkages between the layers, as
each process executes asynchronously with respect to the others. This second criticism is misleading:
if parameters are obtained from a simulation (for example), in which all of the necessary layers were
represented, the parameters would inherently reflect the linkage relationships. On the other hand,
these linkages make the relationships between the modelled system and model parameter values

more complex and difficult to use for prediction.
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5.3 Parametric Prediction

When investigating a protocol’s performance, we usually would like to ask “What if?” questions.
How would the performance be altered if we shortened the timeout? What would happen if the
line errors increased? To answer these questions, we have to undertake parametric studies. The
parameters we wish to vary are typically the time required by, or probability of, particular events,
or the size of buffers.

Ideally we would like to be able to predict the answers to such questions without having to redo
all the work for each case, but rather by use of some model or algorithm with which we can simply
specify the range of cases we are interested in and have the results produced automatically in a
reasonable period of time. It seems very unlikely that this will ever be possible to do in general. The
contradictions of the well-known Halting Problem should be equally applicable to such a ‘universal’
performance prediction tool. The methods described above certainly fall very far short of this.

Rudin’s method essentially obtains a performance prediction as a by-product of verification
(that is, global state space searching). Once constructed, the model is restricted in its predictive
capabilities. The example Rudin uses is trivial, allowing all arc probabilities to be described as
functions of the channel reliability, without a single simulation being required. A real protocol will
never be this simple, and thus simulations must be performed for each set of parameters and the arc
probabilities measured. This achieves little, as the performance could be determined from all the
simulations without ever constructing a model. Kritzinger’s approach, while computationally much
simpler, suffers from the same problem.

We now describe two new methods for performance prediction, one related to Kritzinger’'s TRG
representation, and the other, like Rudin’s, to reachability graphs. Both of these approaches result

in predictive models that are more useful than these earlier methods.




Chapter 6

A Simple Performance Model

In this chapter we show how a discrete-time semi-Markov chain model can be derived from an
execution trace of a set of communicating FSMs. The PEW can automatically generate such models
from the meta-implementation of an Estelle specification. A separate tool uses Gaussian reduction
to solve the imbedded Markov chain, and then adjusts the results to take into account the holding
times, finally producing a set of throughput figures for the various transitions of processes in the
specification. These throughput figures are consistent with the throughput figures obtained directly
through measurement during the meta-execution.

Having shown how a model can be derived automatically from a specification, we turn to the
problem of using the model for performance prediction. We restrict attention to two types of inde-
pendent variables, namely channel reliabilities and transition delays. There are numerous possible
approaches here, and this area is one in which much additional research could be done. We describe
the approaches we have used to date; the conclusion of the thesis suggests some other approaches
to exploring this problem.

Using the PEW, we have constructed predictive models of several Estelle specifications, some of
which are described in Part IV.

6.1 Initial Attempts

The PEW was built as a tool for developing, testing, and debugging Estelle specifications, and the
first performance evaluation capabilities that were introduced involved the automatic tabulation of
the values of user-defined expressions for a set of executions of the system, each time incrementing
some independent CONST definition in the specification by a fixed value (see Section 9.7).

Our next goal was to have the PEW automatically build an analytical model of the system.

The initial approach followed Kritzinger!: we derived a TRG from an execution of the system, and

1Many approaches were considered, including generating constraint-based systems, state exploration (which led to
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then generated MicroSNAP code for the corresponding queuing network model. There were some
problems with this approach, particularly in determining to which servers the transitions (entity
events) should be allocated.

It soon became apparent that a simpler semi-Markov process model could be created based on
the TRG. To understand this model, we first need to briefly describe how specifications are executed

using the meta-implementation provided by the PEW.

6.2 Ordered Execution of Transitions

The execution of a system is controlled by the scheduler, which determines which transitions are
ready to fire, chooses a subset of these, and then executes them. If transitions are atomic (as they
are in Estelle), and the scheduler is operating on a sequential computer (as is the case with the
PEW), then in reality the scheduler must execute transitions in sequence, even though the FSMs
are in principle operating concurrently. This is not a problem - the scheduler evaluates the transition
sets and selects a group for ‘concurrent’ execution. Each transition in the group is then executed in
turn, after which the global system clock is updated if necessary and the whole process repeated.
Even though transition execution is no longer concurrent, the transition clauses are all evaluated in
the same state, and the semantics are preserved.

A practical implication of this is that a particular execution can be described by a ordered
execution trace, listing the time at which each transition fired and the order in which they fired.
Transitions which in principle fired at the same time now have a sequential order even though they

are associated with the same execution time.

6.3 The Model

Consider a collection C of I communicating finite-state machines My, ..., M;. Each FSM M; has a
set of transitions S; = {z;1,...,%Zin,}.
Assuming the ordered model of execution just described, we can characterise a particular execu-

tion of FSM M; of duration M as a sequence E; of N,M transition executions:

Ei = ta,(1) tay(2) -+ ta,(NM)

where:?

the behaviour graph technique), perturbation analysis and others. In most cases we encountered difficulties, such as
lacking sufficient information to solve the sets of constraints, or being unable to determine any way of automating
the approach. It is possible that some of these approaches would work much better with languages more constrained
than Estelle. As it is we are forced to impose some restrictions on Estelle specifications before the behaviour graph
method can be used.

20f course, it is possible, as we mentioned earlier, that transitions can occur at the same time, in which case the
strong ordering of the time instants does not hold. We can assume an infinitesimally small delay between ‘consecutive’
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ai(l) < ai(2) < ... < a;(NM)

are the instants in time at which the transitions occur, and

ta.(l)) . 'vta,(N‘M) € Si

We define the delay sequence D; to be the time intervals between transition executions:
Dij = ai(j + 1) = i(j)

The execution trace thus described can be easily mapped to a discrete-time semi-Markov chain.
Each transition maps to a state of the chain, and the stochastic matrix P of the imbedded Markov
chain is easily obtained from a simple count of the number of occurrences of each unique transition

-sequence pair. The waiting times [7i] are obtained from the means of all D;;’s where {4,y = zi.
The holding times [r;] can be obtained similarly.

The core of the technique, as implemented in the PEW, is as follows. The specification is executed
for a reasonable amout of time. An execution trace is recorded, and from this a transition sequence
count matriz and transition sequence delay matriz are produced. The former is a count of the
occurrence of each unique consecutive transition pair, from which the stochastic matrix describing
the imbedded Markov process can be derived by dividing each entry by the sum of the values in its
column. The second matrix corresponds to the set of measured holding times for each unique pair
of transitions. These two matrices contain sufficient information to determine the throughput of the
system.

In particular, if the stochastic matrix P has steady state solution [n;}, and [r;] is the set of waiting
times (easily determined from [7;] and the holding times [7;;]), then the throughput of transition z;

is given by Equation 3 in Chapter 3:

i
2T

Note the similarity between this semi-Markov model and Kritzinger’s TRG. In each case the

Throughput(z;) =

transitions of the protocol are used as the states of the model. This makes sense in terms of modelling
FSM-based systems and has the additional advantage that we can select a subset of transitions from
within the trace, and determine matrices corresponding to only these. We thus have complete control
over which states we wish to include in the model. This issue will be discussed further below.

To solve the imbedded Markov chain it must be irreducible, aperiodic and stationary. We thus

need to know if the transition subset we have selected satisfies these properties. To be irreducible,

but simultaneous transitions, but this is undesirable as we then lose all notion of concurrency. Another approach would
be to aggregate groups of simultaneous transitions into new ‘entity events’ and work with these. However, provided the
mean time to execute a transition is non-zero (that is, time progresses as the specification executes), the throughput
equations will still work even if some of the delays are zero.
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the chain must be strongly connected. If this was not so, it would imply that there are transitions
in the subset whose execution would preclude some other transition(s) in the subset from ever being
executed again. This should never occur in a real protocol unless there was an error (an exception
could be the initialisation transitions but they are not included in the execution trace in any case).

Aperiodicity implies that any transition in the subset is recurrent at any time during the execution
and not only at fixed constant intervals. Again this should usually be the case.

A real protocol would not be stationary. However, if it had a constant workload and communi-
cation channels whose error rate and propogation delays were stationary over long periods of time,
the behaviour should be close to stationary for the duration of the workload. Thus to apply the

modelling technique, the upper and lower layer processes must exhibit behaviour which is consistent

for the duration of the meta-execution.

6.4 A Simple Example

Consider the following execution sequence and delay sequence:

E= tlat21tl)t2vt3at2;t1at3;t3yt2) oo

D =4,6,3,4,8,2,2,6,6,4...

In each case we assume that the sequences repeat themselves over and over. The execution count

matrix is:
0 21
3 1
0 1
The stochastic matrix is thus:
2 1
0 5 3
ijl=1 2 0 %
2 1
0 5 3
which has the steady-state solution:
™ =73 = 3
T
. _ 2
2 =5

The holding time matrix is:




CHAPTER 6. A SIMPLE PERFORMANCE MODEL 32

- 5 6
[rijl=] 3 - 8
- 3 6
The mean waiting times are thus:
1
S %5+ %6 = ?6
17
T, = %3 + %8 =7

T3 =%3+%6 =1

From these:

3
Throughput, = Throughputz = 2% = L
5 15
I 4
h h =4 = =
Throughput, T

6.5 Performance Prediction

The results obtained from this model obviously agree with those obtained from a simple count of the
number of occurrences of each transition in the trace divided by the execution time. The throughput
figures can be obtained directly from the execution trace without bothering to build a model. In
order to be really useful, we should be able to use the model to predict the performance of different
configurations of the system.

It may be asked what use a model is that is built upon Markov theory and yet violates several
assumptions about such models, including the Markov property and the constraints on delay dis-
tributions? Certainly it is true that using Markov theory to make prediclions with this model will
always be approximate, as these constraints are not satisfied.

What exactly are the requirements for prediction? Consider a (sufficiently long) execution of a
system using a set of parameter values V which results in an execution trace Fy. This execution
trace maps to a stochastic matrix Py with elements p,‘; Each transition ¢; has mean delay 7. We

would like to determine two sets of functions fi; and g; such that:
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py; = fij (V)

That is, given any set of parameter values V', can we determine the stochastic matrix and waiting
times corresponding to the steady state of the system under these parameters?

The stochastic matrix summarises a considerable amount of information about the possible se-
quences of events in the system (the execution trace even more so). With some experimentation, we
can often determine relationships between this matrix and parameters of the system. However, the
problem of determining mapping functions is not trivial. There are a number of heuristic techniques
we have used in approaching this problems, some of which we now describe.

We restrict our set of modifiable parameters V' to be the delays associated with transitions,
and the reliability of message transmissions in transitions (this is more specific than using channel

reliability). Message transmissions that were 100% reliable in the original system are not included
in V.

6.5.1 Modifying Delays

The holding time matrix {7;;} contains considerably more information about the delays between
transitions than just the mean waiting times {7;}. This means the second set of mapping functions

can have the form:
i = gii(V)

If we can determine g;;, we can predict a new holding time matrix, and determine the new mean
transition waiting times.

A DELAY clause in Estelle can specify a lower and upper bound, which may be identical. Note
that the delay specified in the clause elapses before the transition fires rather than after. Thus, in
the simplest case of modifying delays we modify a column in the holding time matrix rather than a
row.

Predicting a new holding time matrix when the DELAY clause value of transition 7 is changed can

be done in several ways; for example:

e column 7 in the holding time matrix (i.e. the holding times of transitions that preceded the
DELAY transition) can simply be adjusted by the difference between the new value and the

value used in building the execution trace;

o by examining several (P, {7;;}) pairs corresponding to execution traces for different parameter

sets V| the user can estimate a suitable mapping function;
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e interpolation between two or more {7;;} for different parameter sets V' can be used.

Interpolation is described more in the next section; the second approach can often be aided by

focusing attention on a subset of the possible execution traces; this is discussed shortly.

6.5.2 Using Interpolation

A simple approach which can be fully automated is to perform a small set of executions for different
parameter sets V and then use interpolation between the different matrices to predict the interme-
diate results. For example, to predict models corresponding to a range of parameter values in which
one particular parameter is varied through a linear sequence of N values, we could perform three
executions (for the two extreme values and the mean value), and then interpolate to obtain mapping

functions f;; and g;; for the stochastic and holding time matrices.

6.5.3 Transition Subsets

We can restrict our attention to a subset of the transitions in a system with no loss of generality
(and, because of the ordered execution model, these transitions may be from any mix of component
FSMs of the system). In this way the relationships between system parameters and the stochastic
and sojourn time matrices can often be made much more obvious.

There are some guidelines that can be followed when selecting a transition subset:

o at least one transition must reflect the throughput measure we are interested in;
o all transitions with delay parameters in V should be included;
e all transitions with unreliable message transmissions should be included;

e transitions which can enable DELAYed transitions should be included (but see below).

Transitions which do not have any future effects with regard to losses or delays can always be
ignored. Often it is possible to concentrate on a small subset of the transitions in the process or
system. For example, in the Alternating Bit protocol, we considered only three transitions: sending
an interaction to the provider, receiving an acknowledgement, and timing out and resending. The
resulting model produces good predictions of changes in throughput from a single execution trace
as will be shown in Chapter 11.

The transitions which enable DELAYed transitions can often indicate relationships between the
DELAY clause values and the holding times. However, as an alternative to including these in the
subset, the enablement of the DELAYed transition can be associated with the DELAY transition whose
execution caused the clock to be updated to the time at which the real enabling transition was

executed. That is, if the execution of ¢, enables DELAY transition t;, and DELAY transition t3 is the
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most recently executed DELAY transition preceding the execution of ¢, then ¢; can be omitted and

t3 treated as the enabling transition for ¢; instead.

6.5.4 Unreliable Outputs

A similar approach is possible with unreliable OUTPUTs. A transition that has an unreliable OUTPUT
can easily be converted to three transitions, each of the two new high-priority transitions simply
clearing an enabling flag (each has its own flag). The unreliable OUTPUT transition sets one of the
two flags depending on whether the transmission succeeds or fails.

The row in the stochastic matrix corresponding to the OUTPUT transtion will then have only two
non-zero entries, corresponding to the two new high-priority transitions. Clearly, the values of the
entries will be the probability of losing or not losing a message. In this case the mapping function is
completely trivial. This approach requires the Markov property to hold for the resulting predictions

.to be accurate, but does offer an easy approach to handling unreliable OUTPUTSs.

6.5.5 Other Techniques

Other techniques we have used include:

¢ using deterministic scheduling of transitions rather than the usual non-deterministic scheduling

used in Estelle;
o using channel blocking to keep causes and effects close together;

e gathering and analysing information about the effects the execution of each transition had on

the clauses of other transitions;

e constructing a system in which one user process is a sender and the other is a receiver, and

then concentrating only on the protocol process below the sending user process;

¢ using a loopback test model, in which the protocol communicates with itself; that is, the

provider process simply echoes all messages back to the (single) protocol process;

e ignoring the connection establishment and release part of connection-oriented protocols.

Several of the techniques described in this chapter are used in the examples in Part 1V.

6.6 Conclusion

Figure 3 summarises the modelling technique. A specification of a system is executed by the PEW.

The PEW builds a transition sequence count matrix and transition delay matrix corresponding to
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SPECIFICATION

PEW

[ T~

TRANSITION SEQUENCE MATRIX DELAY SEQUENCE MATRIX
(Stochastic Matrix) (Holding Time Matrix)

L T

MARKOV MODEL MEAN DELAYS

THROUGHPUT FIGURES

Figure 3: Summary of the Modelling Technique

this execution. This may be for each process as a whole, the system as a whole, or for subsets of
transitions within the system.

The matrices thus obtained can be used as the basis of a model as outlined above, and new
matrices predicted for different value sets V. A separate program reads files containing stochastic
matrices and sojourn time matrices, solves the imbedded Markov chain, computes the mean delays
of the transitions, and then calculates the throughput rates.

After using the PE'W to assist in deriving a suitable set of mapping functions f;; and g,;, a short
program is typically written to generate the data files containing the matrix instances and execute
the model solver program for a range of different parameter value sets.

The key to determining the mapping functions is to simplify the behaviour of the system being
studied, to the point at which the resulting model can be comprehended and used for prediction,
without simplifying to the point at which the perceived relationships do not actually hold or the
model no longer bears any relation to the original protocol. At present this is a rather ad hoc process.
We usually generate between three to five different execution traces of the system for selective sets
of parameter values, and use the information from these to build a model. In some case our mapping

functions were derived using interpolation from the execution traces, while in other cases they were
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created by reasoned argument and examination of the behaviour of the protocol. The method is
not yet a fully automatic performance prediction technique, but provides a useful set of techniques
with which to approach the problem. If interpolation were used in deriving the mapping functions
in every case, the process could be completely automated. In any event the technique is typically
much faster than performing large numbers of meta-executions for different parameter value sets.
The heuristic techniques we have outlined in this chapter for simplifying the problem of determin-

ing a suitable set of mapping functions represent early steps in the direction of automatic analytical

performance prediction; there is scope for much further research into this problem. The conclusion

of the thesis describes ways in which the problem could be explored further.




Chapter 7

Behaviour Graphs

In Section 5.1 Rudin’s method of predicting performance from a specification was described, and

some limitations pointed out, including:

e simulation is still needed to obtain the branch probabilities;
o the model must be synchronous with delays of unity;
o the global state graph method suffers from a state explosion problem;

e the model has limited, if any, predictive power.

A performance prediction method was developed independently as part of the PEW. This method
is similar to Rudin’s, but has considerably more predictive power. Furthermore, the use of Estelle as
the specification language means that specifications are implementation-oriented, which is a major
advantage. The technique described here can be used to predict the performance of any system
described by an Estelle specification, under certain restrictions which are noted.

The method, as implemented in the PEW, involves the construction of a directed graph which
describes all possible execution traces that may be described by the system, independent of any
specific DELAY clause values or unreliable OUTPUT probabilities. This graph is called the behaviour
graph of the system. Given a set of values for the DELAY clauses and unreliable OUTPUTSs, a labelling
algorithm is described which is used to derive a parameterised behaviour graph from the behaviour
graph. The latter graph describes a semi-Markov chain model which accurately summarises the
stochastic behaviour of the original system. By repeatedly applying the labelling algorithm with
different parameter value sets and solving the derived imbedded Markov models, any number of
performance predictions for the system can be obtained.

The biggest drawback to this method is the state explosion problem. Estelle does not help: an

arbitrary Estelle specification is more likely to describe a system with an infinite number of states

38
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than a finite one due to the unboundedness of channel message queues. The technique requires the
number of global states of the system to be finite (and not too large to make it intractable). To
achieve this, several restrictions on the set of admissible Estelle specifications must be imposed, some
to ensure the number of states is finite and some to reduce the number of states further. We now
examine the factors which influence the size of the graph, and consider how to lessen their effect.

We assuire that the values of DELAY clause times and OUTPUT unreliabilities are unknown.

7.1 Nondeterminism in Estelle Systems

For the following discussion it is sufficient to consider a behaviour graph to be similar to a global
state graph. In fact, once labelled, the behaviour graph has the same relationship to a global
state graph as a TRG has to a state machine. It is worth noting that the size of the behaviour
graph is more dependent on the number of nondeterministic choices in the system than it is on the
number of global states. Nondeterministic choices of the sequences of events result in branches in
the graph to different successor states depending on the choice. There are several situations in which

nondeterminism can occur in executing a system specified in Estelle.

7.1.1 Scheduling Decisions

The Estelle standard specifies that the selection of which transitions to fire of those that are enabled
is nondeterministic. If there are n possible choices, then the node in the graph corresponding to the
current state will have n arcs leaving it, each going to a state corresponding to one of the n choices.

In practice, protocol implementors do not use random choice of the available possibilities to
determine what to do next; their programs are written in a more deterministic way (although there
may be cases, such as when using interrupt-driven event handlers, that a sequential process may
exhibit non-determinism).

The number of branches in the global state graph can thus be reduced by introducing the re-

striction:
Restriction 1 Transition scheduling is deterministic.

This restriction is not required for the method to be applicable; it simply helps to reduce the
size of the graph, thus reducing the size of the problem.

At present, the PEW automatically switches to deterministic scheduling when building a behav-
iour graph (although normally scheduling is nondeterministic unless the user specifies otherwise).
Using deterministic scheduling, the scheduler will select the first enabled transition in order of ap-

pearance in the process, after first taking into account the priorities of all the enabled transitions.
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7.1.2 Loss Decisions

The execution of an unreliable OUTPUT statement is a cause of nondeterminism which results in a
binary branch in the global state graph. The probability of loss tells which of the two possible futures
(next states) is more likely, but other than that, the futures are independent of the specific probability
value. Thus it does not matter that the probability is unknown, as we have assumed above, provided
we know that the OUTPUT is unreliable. By convention, the PEW treats left branches in the graph as
‘no loss’ branches, and right branches as losses. The only restriction imposed on unreliable OUTPUTs

is:
Restriction 2 No transilion has more than one unreliable OUTPUT statement.

Without this restriction, multiple branches may occur in the graph all corresponding to part of the
execution of a single transition. While this situation could be handled, it makes the implementation
- (and description) of the behaviour graph method much more complex.

Another restriction necessary only to keep the implementation simple is:
Restriction 3 The specification does not generale random events other than message losses.

This restriction states that the specification cannot have internal random number generation
routines controlling its behaviour. The PEW is unable to detect and handle such cases, and will fail

to build a graph if there are causes of nondeterminism in the specification beyond its control.

7.1.3 Delay Decisions

The execution model used by the PEW is one of mazimal progress. This means that if the PEW can
execute a transition, it will. Only if there are no transitions available for execution will the PEW
advance the system clock and examine DELAYed transitions.

Given the restrictions thus far, and ignoring losses for the time being, it should be apparent that
the sequence of executed transitions in the system will be deterministic until the scheduler must
choose between DELAY transitions. If the delay values are unknown (as we have assumed), then the
scheduler cannot decide which delayed transition to fire, as it cannot determine which of the delayed
transitions would occur earliest. If there are n DELAY transitions that have all other clauses satisfied,
then there are n possible choices. All of these possible futures can be included in the graph, by
creating n arcs out of the node at which the scheduler makes its choice, each one corresponding to

a particular choice and thus a particular future.

7.1.4 Summary

The set of restrictions described above ensures that the execution of a system proceeds determinis-

tically except when unreliable QUTPUT statements are executed or when the scheduler must choose
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a DELAYed transition, and that at each of these points it is possible to explore a finite set of pos-
sible futures. The number of possible futures can be reduced further by minimising the number of

unreliable OUTPUT statements and the number of transitions with DELAY clauses in the specification.

7.2 Creating a Behaviour Graph

We now describe the behaviour graph structure and how it is constructed, illustrating the method
with a simple Producer-Consumer example (Figure 4). The producer has two transitions which send
messages to the consumer, at certain delay intervals. The consumer consumes these messages as
they arrive. The first OUTPUT transition in the producer is unreliable, while the second is completely

reliable. This is the simplest example that illustrates the necessary concepts.

7.2.1 Graph Structure

At the point when a specification begins execution it is in a state known as the pre-initial state. If the
restrictions above are satisfied, an ereculion tree can be derived from a specification. The execution
tree consists of all possible execution traces. Branches occur in the tree whenever a transition with
an unreliable OUTPUT is executed, or the scheduler had to choose a DELAYed transition. Each node
of the tree contains a (possibly empty) sequence of transitions listed in order of execution (recall the
ordered execution described in Section 6.2). Each node can also be labelled with the time at which

the transition sequence contained within the node was executed, although this is not needed.

Definition 10 An execution tree is an ordered tree rooted in the preinitial state. Each node N of
the tree contains a (possibly emply) sequence of transitions t{n 1, ..., {N ny, which is a deterministic
sequence of transilion firings with negligible delays in between. The end of each sequence indicates a

point at which either:

o transitioniy n, contained an unreliable OUTPUT statement, in which case the node will have two
arcs emerging from it, the left indicaling the transmission was reliable and the right indicating

that is was not; or

o the scheduler had to choose a DELAYed [ransilion, in which case the first {ransition in each
child node’s sequence is a DELAY transilion which has all other clauses satisfied at {hat point.
The number of arcs emerging from such a node depends on how many DELAY transilions the

scheduler had to choose from, but will be at least one.

When the producer-consumer system is executed, after a short while the execution tree will

resemble that shown in Figure 5. The nodes of the tree contain the transition sequences that
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{ A simple producer/consumer example. }
SPECIFICATION producer_consumer;

CHANNEL access_point (producer, consumer);
BY producer: messagel;
message?;

{#‘###“#‘###tt#####tt#““‘t#########ttt#*#####t###t##t###}

MODULE producer_hdr SYSTEMPROCESS;
IP p_ip: access_point(producer) INDIVIDUAL QUEUE;

END;
BODY producer_body FOR producer_hdr;
TRANS
DELAY (7) NAME pl:
BEGIN { 90% reliable output }
{$R90}0UTPUT p_ip.messagel;
END;
TRANS
DELAY(2) NAME p2:
BEGIN
OUTPUT p_ip.message2;
END;
END;

{#####‘tt######*““‘t“i###############t#####tt####tttttt#}

MODULE consumer_hdr SYSTEMPROCESS;
IP c_ip: access_point(consumer) INDIVIDUAL QUEUE;

END;
BODY consumer_body FOR consumer_hdr;
TRANS
WHEN c_ip.messagel NAME c1 BEGIN END;
TRANS
WHEN c_ip.message2 NAME c2 BEGIN END;
END;
T I PP T PP PP 2T T
MODVAR
P_mod: producer_hdr;
C_mod: consumer_hdr;
INITIALIZE
BEGIN
INIT P_mod WITH producer_body;
INIT C_mod WITH consumer_body;
CONNECT P_mod.p_ip TO C_mod.c_ip
END;
END.

Figure 4: A Producer-Consumer Specification in Estelle

42
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Figure 5: Part of the Execution Tree of the Producer-Consumer System

occurred. The dotted arcs are branches due to unreliable QUTPUT statements, while the solid arcs
represent those due to DELAY transitions. It is easy to see that this tree is repetitive!.

Let children(N) to be the number of children of node N, and child(N, i) to be the i’th child of
N.

The construction of an execution tree can be terminated when all paths through the tree have
leaf nodes representing global states which occur at least once somewhere else in the tree. However,
as the tree does not contain information about global states, a more appropriate definition of node-

equivalence is the following recursive definition:
Definition 11 Two nodes N and M of an ezeculion iree are node-equivalent iff:
e npy=ny
o tyi=tmi foreachi=1,... ,ny
¢ children(N) =children(M)
o child(N,i) is node-equivalent to child(M, i) for each i = 1,... children(N).

When a leaf node is found that is equivalent to some other node, all arcs entering the leaf node
can be altered to point to the equivalent node, and the leaf node can be pruned. The end result of
applying this process repeatedly until no further leaf nodes exist and each remaining node is unique

(that is, not node-equivalent to any other), is a cyclic graph which we call the dehaviour graph of the

I There are four different types of nodes: empty, those with p1 only, those with cl only, and those with the sequence
p2,c2. The subtree rooted in any particular node is the same as all others rooted in nodes of the same type.
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Figure 6: Behaviour Graph of the Producer-Consumer System

system. The behaviour graph derived from the execution tree of the Producer-Consumer system is

shown in Figure 6.

Definition 12 A behaviour graph is a graph derived from an ezeculion {ree in which each arc ending
at a node N which is node-equivalent to some other node M of smaller depth in the tree, is replaced
by an arc with the same initial point bul in which the end poinl is M rather than N. After this
replacement, there will be no arcs entering N and il can be removed from the graph. This process is

repealed until there are no further pairs of node-equivalent nodes in the graph.

Regardless of what the loss probabilities and delays actually are, this graph contains all the salient
information about the possible execution traces that can occur in the system (given the restrictions
such as deterministic scheduling). It should be apparent that such a graph has applications in
performance analysis and verification. An empty node which loops back to itself, for example,

indicates possible deadlock?.

7.2.2 The Graph Building Algorithm

To use the recursive definition of node-equivalence in practice, a cutoff depth is specified after which
it is assumed that all further descendants are also equivalent. This obviously carries a risk but it
simplifies the implementation and reduces the memory requirements used for storing the graph. An

alternative is to store the global state with the node and use global state equivalence. In this case it

2This situation cannot arise while building the behaviour graph, but can arise in the labelling process described
later.

ne—




CHAPTER 7. BEHAVIOUR GRAPHS 45

is not necessary to store every global state; only those at the branch points (that is, the state upon
entering the node). The PEW uses a cutoff-depth algorithm.

The PEW builds a behaviour graph by building an execution tree breadth-first. The node-
equivalence comparison depth D is specified by the user. Whenever a node is built which is the
rightmost leaf of a subtree of height D rooted at some node N, then this subtree is recursively
compared to depth D against all other subtrees of that height. If a match with a subtree rooted at
some node M is found, then all arcs entering the node of greater depth have their endpoints changed
to point to the node of smaller depth.

A typical method of building a tree is to recurse, and backtrack whenever a leaf is reached. In
terms of the PEW, backtracking would mean that the entire state of the system would have to be
stored at each node, so that it could return to this previous node and state and explore a new child
from that point. This is both highly memory intensive, and would require substantial modifications
_ to the interpreter.

A non-recursive alternative is to choose a node which has unexplored children (the fargel node),
execute from the root to that node, and explore one of the children. Execution is then terminated,
a new target node chosen, and the process repeated. This eliminates the need to store any extra
information with the nodes and is easy to implement. It has the disadvantage of being more com-
putationally intensive — for every node explored, execution must proceed from the root node to that
node.

Once the PEW starts merging equivalent nodes it still uses the same basic algorithm; the algo-

rithm is unaffected by cycles in the graph.
Definition 13 A candidate node of an execulion tree is a node with at least one unexplored child.
Definition 14 The target node of an erecution is the lefltmost candidate node of smallest depth.

The graph building algorithm used by the PEW is listed in Algorithm 1.

The reference to Algorithm 2 is the point at which the node comparison takes place and the tree
is converted to a graph.

The PEW thus performs a (computationally inefficient, but space efficient) breadth-first explo-

ration of the execution tree.

7.2.3 Practical Considerations

Clearly, the greater the cutoff depth used in the recursive definition of node-equivalence, the less
chance there will be that the approximate definition will report two nodes as equivalent when in fact

they are not. There must exist some optimal depth D such that:

e any two nodes M and N that are node-equivalent at depth D, are also node-equivalent at all
depths d > D;
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DOTARGET:
while there is a largel node T
N = root node in preinilial state
DONGDE:
Ezecute from start of N lo next branch point
(that is, end of N ), recording transition
sequence in S.
it N has been explored before
then begin
check that S is consislent with previous sequence
Set N to be the next child en route to the target and resume
al label DONODE
end else begin
Associale the sequence S with node N
if branch due to unreliable OUTPUT
then create two child nodes
else creale child nodes for each DELAY
transition with all other clauses satisfied
Mark the children as unexplored candidale nodes
it N is the rightmost child of ils parent
then if N has depth > D
then apply Algorithm 2
end if
end while

Algorithm 1: Behaviour Graph Building Algorithm

Let M be the root node of the subtree of height D
with rightmost leaf N
for L = root nodes of all other subtrees of height > D
from left to right in order of increasing depth
begin
it M and L have identical sequences
and M and L have tdentical subirees of depth D
then begin
set all arcs that enter M lo have their
endpoints at L instead
remove the sublree rooted at M
return
end if
end for

Algorithm 2: Node Matching Algorithm
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e there are no nodes M and N which are not node-equivalent at depth D but are node-equivalent
at some depth d > D;

e there is at least one pair of nodes that is node-equivalent at depth D but not node-equivalent
at depth D — 1.

There is no known a priort way of determining the optimal depth for comparison; the suggested
method is to start with some small depth and increase it by one each time until two increases have
gone by with no difference in the resulting behaviour graphs.

Causes should have their effects within the limits of node comparison. A typical cause-effect
situation is a transition OUTPUTing a message and some other transition dequeuing that message.
The number of intermediate transitions that occur between these two events depends on the length
of the channel queue, amongst other things. Here again it is clear that the semantics of [PC in
Estelle can cause problems with an explosion in states if channel queues are allowed to grow. As a
result, to use the method in practice, we modify the Estelle specification to use channel blocking.
This is easy to achieve using a second control channel for each channel which is used to signal that

the channel is no longer blocked.

7.3 Using the Behaviour Graph

Once a behaviour graph has been built, it can be used to predict the performance of the specified
system. Before a prediction can be done, a set of parameter values must be specified. These are
the loss probabilities of each unreliable OUTPUT statement, and the delays associated with each
DELAYed transition. The behaviour graph itself is independent of these values, and of the probability
distributions of the delays. At this stage, the PEW only allows constant delay values, not delay
distributions. The method could, in principle, be extended to delay distributions, but the resulting
parameterised graph would be much larger. Using constant delays we obtain parameterised graphs

that are often smaller than the original behaviour graphs.
Restriction 4 All delay values are conslants.

Given a set of parameters, a parameterised behaviour graph is created from the behaviour graph
by the graph processing program. This parameterised graph describes a semi-Markov process which
can be solved and used to obtain the throughput of any subset of transitions in the graph. The
paramelerised behaviour graph is similar to a behaviour graph but includes delay and probability
labels én each edge. The parameterised behaviour graph represents the possible execution traces
that can occur in the system under the given parameter values. It has the same relation to a global

reachability graph as a TRG has to a state machine.
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7.3.1 Labelling the Graph

For arcs due to unreliable OUTPUTs, the labelling is trivial: the delay is zero and the probability is
the probability of loss (right arc) or no loss (left arc).

Delays, on the other hand, add considerable complexity. When all the clauses other than the delay
clause of a delay transition are enabled, the scheduler notes the time at which this first occurred.

This time is the trigger time T of the transition. Two things can then happen:

o before the delay transition fires, some other transition t fires and causes one or more of the
clauses of the delay transition to fail. In this case the trigger time for the transition becomes

undefined, and we say the transition t killed the delay transition;

¢ the delay transition is selected for execution before any clauses are killed by other transitions.

This will occur at time T + d, where d is the delay associated with the transition.

In the case of the producer-consumer example, the producer transitions are each triggered both
by themselves and the start of execution; this is because they have no clauses other than the delay
clauses.

The decision of which arc to follow out of a node which ends at a delay transition scheduling
point is based on the time at the node, and the trigger times and delay values of the various delay
transitions at the start of each child node. The choice will be whichever arc results in the smallest
defined T + d value.

Cycles in the graph make the labelling process more complex, as we can re-enter a node with
a different set of trigger times. This problem requires that instead of storing the trigger times of
DELAYed transitions we store instead the time remaining to fire; that is, Y + d — T, where T is the

current time. This is a relative value independent of the current time.

Definition 15 If N is a node in a behaviour graph with n outward arcs pointing to nodes M,,..., M,,
and each node M; has a iransilion sequence which begins with a delay transition T;, then the history
vector of node N is the vector (1y,...,T,) where 7; is the time remaining before T; ts due to fire, or

undefined if T; has some other clause which is not enabled.

If the history vector of a node is known, it is a simple matter to determine which transition will
be selected for execution.

The PEW places some restrictions on triggers and Kkillers to simplify the labelling algorithm:
Restriction 3 Trigger and killer iransilions are unambiguous.

This restriction states that if transition ¢; is a trigger of t;, then every time ¢; is executed it must

trigger ¢;3, and similarly for killers. Note that it is only delay transitions which require unambiguous

3More specifically, ; must always be enabled immediately after any execution of t; - it may or may not have been
enabled before the execution of t;.
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trigger and killer transitions, and it is a trivial matter to modify a specification so that this is indeed
the case.*

The labelling algorithm recurses depth-first through the graph, starting at the root node. Before
recursing, data files containing the known triggers and killers for each DELAY transition are read, as
well as the parameter values to be used for this labelling. While following a path, the current time is
maintained. Whenever a trigger or killer transition fires, the time at which this occurs is also noted.

QUTPUT branches in the graph are labelled with the appropriate loss probability parameter values,
and each path is then labelled separately with a recursive call to the labelling algorithm. If a node
with child DELAY branches is entered, the most recent times for each child’s triggers and killers are
inspected. If a killer executed more recently than a trigger, the history vector entry for that child is
undefined; otherwise it is set to be the current time less the trigger time plus the DELAY parameter
value. The child transition with the smallest defined value in the history vector is chosen and the
arc is labelled with this value; all the other outgoing arcs are set to have probability zero (this would
not be the case if the restriction on constant delays was lifted). The labelling algorithm then follows
this chosen path.

In the original behaviour graph each node is distinct (that is, not node-equivalent to any other).
As the graph is labelled, a node may be re-entered but have a different history vector the second
time. These nodes now represent distinct futures and are thus also distinct. A copy is made of
the node, and associated with the new history and the current labelling path.. When this new
node’s children are (re)labelled, they too may have different histories, and are then also copied and
relabelled. A list of copies for each of the original nodes is maintained. When re-entering a node and
before performing a copy, the node’s list is consulted; if there is already a copy with the same history,
this is re-used and the recursive labelling bottoms out. The labelling algorithm is summarised in
Algorithm 3.

The parameterised behaviour graph for the producer-consumer, with the first producer transition
having delay 7 and reliability 0.9 and the second producer transition having delay 2, is shown in
Figure 7. Each arc in this figure is labelled with either a probability or a delay, depending on the
branch type. Node histories are shown to the right of each node.

Consider how this graph was obtained from that in Figure 6. Execution begins at the root node
of the behaviour graph, with a history of [7,2]. That is, transition pl has a delay of 7 before it can
fire, while transition p2 has a delay of 2. Transition p2 is chosen, and the right arc followed to the
node containing p2, ¢2. This node now has a history of [5, 2], as P2 must once again wait for 2 time
units before it can fire, while pl now has a remaining delay of 5. Once again, p2 is chosen; this

cycles back to the same node, only this time the history is [3, 2], so the node must be duplicated.

4 The DELAY transition is split into three separate transitions. The body and DELAY clause are retained by a transition
which also has a PROVIDED flag transition. One of the other two transitions enables flag if it is disabled and all other
clauses of the original DELAY transition are satisfied; this is the unambiguous trigger. The other does the opposite and
is the unambiguous killer. Both of these should be high-priority transitions.
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Figure 7: Parameterised behaviour graph of the Producer-Consumer System
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labelNode(N ) =

if Nends with an unreliable QUTPUT(ransilion

then begin
label left arc with probability of no loss
label right arc with probability of loss
labelNode(left child)
labelNode(right child)

end else begin
determine the history veclor of the node
if the node is already labelled with a history vectlor
then begin

if there is a copy of the node with this history
then we are done; return
else copy this node and all children which end with unreliable OQUTPUTs

end
choose the child with the shortest defined vector entry
prune all other child arcs
labelNode(selected child)

end

end

Algorithm 3: Behaviour Graph labelling algorithm.

Once again p2 is chosen, and once again there is a cycle back, this time with a history of [1,2];
another duplication is done. Now pl is chosen as it has the shortest delay, and we move to the node
containing pl. Note that the delay of the arc followed is one, as this is the remaining delay of pl.
The new node containing pl thus has a history of {7, 1]; that is, p2 has a remaining delay of 1. We
continue in this fashion until a node is re-entered with an identical history vector. The path through
the behaviour graph is then terminated.

The only branches that occur in parameterised graphs when constant delays are used are loss
branches, which are clearly stochastic. The graph therefore describes a semi-Markov process in which
the imbedded process is truly stochastic and historyless. This imbedded process can be solved to
obtain the proportion of executions of each node, after which the delays can be used to obtain the
throughput figures for the semi-Markov process. This is described in the next section.

When solving the graph, interest is typically focused on a single process, so transitions belonging
to other processes can be ignored after the parameterisation has been done. This may result in
‘empty’ nodes, which can be removed. Any arcs going to them can be replaced by sets of arcs going
to their children, with adjusted probabilities and delays (see Figure 8). The end result of this is
often a considerably smaller graph. Figure 9 show the graph for the consumer process. The arcs are

labelled with delays, and where appropriate, probabilities.
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1-q Pq q(1-p)

Figure 8: Removing an Empty Node from the Graph (note how the probabilities are changed).

7.3.2 Obtaining Throughput Measures

The result of solving the imbedded Markov chain described by the graph is the proportion of exe-
cutions mx spent in each node N. From these figures, throughput figures can be obtained directly

from Equation 3 in Chapter 3:

Throughput(N) = S (m {;Np, Ti3)
v SR AT

If a transition ¢ occurs ny times in node N, then the throughput of the transition is given by:
Throughput(t) = Z nnyThroughput(N)
N

For the consumer graph, the steady state for the nodes containing transition ¢2 is 0.114 while for
the two containing cl it is 0.102. Using this information together with the delays and probabilities
in the graph, we obtain:

> (m Z pijTij) = 1.595
i J

and therefore:

o
—
o
1)

Throughput(node containing cl) = =52 =0.064

1.595
Throughput(node containing c2) = %% =0.071

so that, finally:
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Figure 9: Parameterised Behaviour Graph of Consumer
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Throughput(cl) =2+0.064 =0.128
Throughput(c2) =7+0.071 =05

These are the same results as obtained from a meta-execution with these parameters (see Fig-
ure 13).

7.4 Discussion

While the behaviour graph technique is well-suited to dealing with finite-state machine based for-
malisms, Estelle has some characteristics that make it unsuitable. The main problem is the asyn-
chronous communication between processes. This means that causal relationships between two
transitions in separate processes may not be obvious.

A further problem is that by allowing any combination of delay values, we often admit many
sequences that would never occur in the specification when it has a set of parameters. A simple
example illustrates the problem well. This example applies to the AB protocol specification in
Chapter 11, which had to be modified to prevent this situation arising.

Consider a timeout transition with a delay which is enabled when a message is transmitted.
Assume there is a provider delay associated with the transmission of the message. To examine the
execution of the system under all possible sets of delays, the possibility that the timeout is shorter
than the time required to send the message must be considered. Thus a time out may occur even
before the message has been completely sent! Depending on the relative value of these delays, time
outs may occur any number of times before the message is sent. If this happens, the interaction
point queues become longer, and the throughput gradually degrades to zero in the limit. There are
an infinite number of different execution traces in this situation, as there is no steady state. The
only way to get around this problem is to use channel blocking in the specification.

A disadvantage of the behaviour graph method is the state-explosion problem. The behaviour
graph method suffers from this problem less than other state-exploration techniques as it com-
pares transition sequences rather than states. Different global states producing the same transition
sequences are equivalent in the behaviour graph. '

To reduce state-explosion, there are a number of techniques that can be used, including reducing
the number of DELAY clauses and unreliable outputs, and using a loopback provider; that is, using
a single protocol system which has its own interactions returned by the provider. The latter results
in a substantial simplification of the size of the problem, and is the technique we have used in our

examples (lacking the hardware to explore hundreds of thousands of states).
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The use of a behaviour graph for performance prediction is similar to the method proposed by
Rudin ([Rud83, Rud85]). Some of the differences between the methods are:

e Rudin’s machine-readable formalism is never explicitly given; the PEW uses standard 1SO
Estelle;

e Rudin’s method assumes each event takes a single time unit; the PEW can handle any (con-

stant) delay values;

e It is not clear how Rudin’s method can be used predictively; the behaviour graph method is

completely oriented to prediction;

e Rudin’s method assumes synchronous communication; the behaviour graph method simply

requires that the growth of channel queues be strictly controlled.
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Chapter 8

The Protocol Engineering

Workbench

The PEW is an integrated system containing an editor, an Estelle compiler, an interpreter, a de-
bugger, and separate performance analysis and graph processing utilities. The graph processor also
assists in protocol testing. The PEW environment has been described previously in [KW90, Whe90a].
This chapter describes the structure and implementation of the PEW.

8.1 Historical Development

The PEW was designed as a tool for specifying and testing Estelle specifications, using simula-
tion through a meta-implementation. The original intent of the simulation capabilities was for
performance studies, as well as for obtaining model parameters for the closed multiclass queueing
models proposed by Kritzinger. An early version of the PEW generated MicroSNAP code for such
a model after executing a specification. However, it was difficult to determine to which servers
transitions should be allocated. This problem led to the development of the simpler semi-Markov
model described in Chapter 6, and the implementation of the performance analyser program, which
is a tool for obtaining throughput figures from the stochastic matrix and holding time matrix of a
semi-Markov process.

In investigating the use of the semi-Markov model for prediction, the PEW was enhanced to allow
batch executions in which a CONST value (specifying a timeout, for example), could be varied over
some linear range. Information about the effect that executing a transition had on clauses of other
transitions was also gathered, to assist in determining causal relationships between transitions. All of
this was aimed at determining relationships between system parameters and the resulting sequences

of transitions. This investigation led to the development and implementation of the behaviour graph
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method, with the information about causal relationships being used to determine triggers and killers.

The PEW was originally developed under MS-DOS on an 80286 PC; a very modest architecture
which had some implications for its design and implementation. When the behaviour graph method
was implemented, the PEW was ported to Unix to allow larger systems to be analysed. The Unix
version is a command-line version, while the DOS version has a much more sophisticated and powerful

user-interface, the process browser, which we describe later.

8.2 Structure of the PEW

The PEW consists of several components, of which the most important are illustrated in Figure 10.
The components are shown as rectangular blocks, while the files of information input and output by
the components are shown as ovals. The PEW is been implemented in Borland’s Turbo C under the
MS-DOS operating system, and has been ported to Sun SPARCstations under the BSD4.1 operating
system, as well as Unix SVR4/386.! The source code consists of about 30 000 lines of C, excluding
an Estelle-to-C translator system. The same source code is used on both DOS and Unix platforms;
the differences are accounted for by the use of conditional compilation.

Starting at the top of Figure 10, we have an Estelle specification, created using the editor. This
editor includes basic syntax-directed editing features and language help. The specification is then
compiled by the Estelle compiler, which produces a symbol table and a file of pseudo-code {which we
call E-code) for use by the interpreter. The interpreter provides the meta-implementation of Estelle,
and can be used to execute specifications in a controlled environment. Various information is output
by the interpreter as a result of an execution. This includes a transition sequence count matrix and a
transition sequence delay matrix. These matrices can be used as input to the performance analyser
(after converting the transition sequence count matrix to a stochastic matrix). The performance
analyser solves imbedded Markov chain models using Gaussian elimination.

The interpreter can also be used for exhaustive analysis of a protocol; this results in the con-
struction of a behaviour graph which can be processed by the graph processor to produce throughput
figures for different parametric configurations.

A few other small utilities are also part of the PEW (for example, a utility to convert the matrices
output at the end of an execution by the PEW into input files suitable for use by the performance
analyser).

We now consider the various components in more detail. The performance analyser is not de-
scribed as it simply solves semi-Markov chain models from the stochastic and holding time matrices
as described in Chapter 6, and the graph processor is not described as it simply implements the

labelling algorithm and throughput calculations already described in Sections 7.3.1 and 7.3.2.

1 Turbo C is a trademark of the Borland corporation. MS-DOS is a trademark of the Microsoft corporation. Unix
is a trademark of AT&T Laboratories. Sun and SPARC are trademarks of Sun Microsystems.
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Figure 10: Structural Components of the Protocol Engineering Workbench
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8.3 The Compiler

The PEW compiler supports most of the facilities of Estelle as defined in 1SO 1S 9074. The compiler
is based on Brinch Hansen’s Pascal compiler [BH85]. Recursive descent parsing is used to produce
target code for an instruction set which we have designed for the meta-implementation of Estelle.
This E-code is a superset of Hansen’s version of Pascal’s p-code. The target architecture is a
hierarchical collection of communicating stack-based virtual machines (VMs), one for each executing
process.

An advantage of the virtual machine approach is that we can make E-code as simple or as complex
as we require. While a large subset of the E-code instructions are simply primitive stack operations
adopted from Pascal’s p-code, a number of high-level instructions corresponding to Estelle-specific
constructs have been added. For example, the E-code includes a WHEN instruction corresponding to
a WHEN clause, and an OUTPUT instruction corresponding to an OUTPUT statement. The full set of
E-code instructions is documented in [Whe90b)].

The compiler can parse Estelle code directly from the in-memory copy of the specification used
by the editor, eliminating disk accesses with a resulting increase in efficiency. Compilation errors
result in a return to the editor with the cursor positioned at the offending token.

Integration of the compiler and interpreter enables the interpreter to make use of the compiler’s
symbol table, eliminating the need for symbolic information E-code instructions for debugging pur-
poses. The exceptions are source code line number information and block scoping information, which
map positions in the E-code to positions in the source text and scope levels in the symbol table.

Some restrictions have been made to the Estelle standard to simplify the compiler. Although
the standard allows partial specifications using unvalued constants, untyped variables and external
procedures and functions, the PEW compiler accepts only complete specifications. Packed data
types and real-valued data types are not supported, nor is the ALL clause. The variant forms of NEW
and DISPOSE are also not supported. Conversely, a few extensions have also been made. As the
PEW essentially provides a simulation environment, Pascal-like I/O procedures were added, as well
as a number of other useful functions and procedures, such as a function to return the simulation
time, and one to return the length of message queues. Pseudo-random number functions supporting
several different probability distributions have also been added.

Of particular interest are a number of compiler directives to control aspects of the execution.

These include:

e specifying the reliability of message passing commands (OUTPUT statements). This is useful for

testing systems where the communication channel is unreliable;
¢ specifying the probability distributions of DELAY clauses;

e specifying whether the output from WRITE and WRITELN statements is to be directed at files,

the screen, neither or both. Disabling both speeds up execution considerably;
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e overriding the FIFO nature of interaction queues;
e specifying the beginning and end of transition groups.

The transition group directive causes matrices to be generated for a subset of the transitions only.
This is one of the strategies used for helping to determine mapping functions for the semi-Markov
process models.

The compiler operates in a single pass, producing special instructions when forward references
occur. A three-pass linker is used to resolve these references and remove the (now redundant) special
instructions. The linker also performs peephole optimisation of the E-code. The code is output to
a buffer in memory, from where it is read by the interpreter.

Stand-alone versions of each of the components of the PEW can also be generated. These do
not perform quite as well (due to the use of disk storage rather than memory for source and target
code), but allow larger specifications to be compiled and executed under MS-DOS where memory is

limited.

8.4 The Interpreter

The interpreter consists primarily of two components: a scheduler, and an E-code virtual machine
which we call the E-machine. The E-machine is an extension of the p-machine often used as a target
by Pascal compilers.

An E-machine represents a single executing instance of an Estelle module. The complete exe-
cuting system is a hierarchy (tree structure) of E-machines. Each E-machine consists of a number

of components, including:
e the module header and body names;
e the module’s class;

o the machine’s transition table, which contains all known information about each transition
(including several tables of information collected by the interpreter about the execution of the

transition);
e a table of pointers to child machines;

e a pointer to the machine’s parent, and the index number of the machine in the parent’s child

machine pointer table;

e a memory area which is used as a stack and heap. Heap allocation is made from the end of the
area while the stack grows from the start of the area. If no allocation is done from the heap,
then the stack can grow dynamically; once a heap allocation is done the memory area becomes

fixed in size. The stack is referenced via a stack pointer and activation record pointer;



CHAPTER 8. THE PROTOCOL ENGINEERING WORKBENCH

e the current state;

e the current instruction address;
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e an inleraction point table, which contains information about all the machine’s interaction

points, including the queue, length of queue, statistics gathered about the queue, debugging

information and so on;

e a table of scope levels for symbol table access;

Some of this information in obtained when certain E-code instructions and interpreter functions

are executed for the first time, some is gathered during execution, some is used as part of the

execution (for example, the IP channel queues), and some is used to control the execution (for

example, breakpoint information).

[gnoring the gathering of statistics and the symbolic debugging aspects, the core of an E-machine

is the stack/heap area, the channel queues in the IP table, the transition addresses in the transition

table (and the corresponding E-code), and three registers s (stack pointer), b (activation record base

pointer) and p (instruction pointer). These are the same registers as used in a Pascal p-machine.

The E-code-specific instructions are generally much more complex than p-code instructions,

which are mostly simple stack operations. The E-machine implementation uses a table-driven in-

struction dispatcher, using the E-code opcode as an index into a table of pointers to functions, one

function corresponding to each unique E-code instruction.

Here is a typical p-code instruction function from the interpreter:

#tdefine TOS stack([s]
#define PUSH(v) stack[++s] = v
#define POP() stack{s--]

#define PARAM() (short)code[++p]

void Proccall()

{

short level = PARAM(), displ = PARAM(), returnLength = PARAM();

short x = b;
while (level--) x = stack[x]; /#*

s += returnLength; /*
PUSH(x); PUSH(b); PUSH(p); /*
b=3s-2;

p += displ-4; /*

follow activation chain
reserve space for return value

create new activation record

branch to procedure or function

*/
*/
*/
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This is the instruction for calling procedures or functions. It has three operands: the number
of activation record links to traverse to get the appropriate dynamic activation record entry, the
displacement in the E-code to the address of the code for the procedure, and the number of words
required to save the returned value. This number of words is reserved on the stack, a new activation
record is created, and the instruction pointer is modified to point to the function or procedure.

The following example is for the E-code instruction When, which is generated by the compiler
for each WHEN clause. This instruction expects an index into the machine’s IP table on the stack,
and leaves this index value plus one on the stack if it is successful, or zero if it fails. The clause is
successful if there i1s an interaction at the head of the queue which is of the appropriate type. The
check against the current time is part of the PEW’s implementation of propogation delays described

in Section 9.2.6. This is one of the simpler E-code-specific instructions.

void When() {

short ident

PARAM(), len = PARAM();
POP();

IP *ip_ptr = VM->IPTable[index];
INTERACTION *head = ip_ptr->queue->first;

short index

if (head %& head->ident == ident && head->destIP == ip_ptr
&& head->time<=globaltime)
PUSH(offset+1);
else PUSH(0);
p+=3;

The PEW’s scheduler algorithm is shown in Algorithm 4. The algorithm loops repeatedly until
the user quits or deadlock is detected. Other exit conditions are when a user-specified timelimit is
exceeded, or the pathAbort flag is set. The latter flag is set by the behaviour graph algorithm to
terminate exploration of a path. The scheduler makes use of two primary functions, evalClauses
(Algorithm 5) and executeTransitions (Algorithm 6). The evalClauses algorithm is called re-
cursively for the entire tree of virtual machines, and records information about what transitions
are immediately fireable, and which are enabled but have DELAY clauses. executeTransitions is
then called to either select a set of transitions to execute (and execute them in turn by calling
execBlock), or update the clock if there are no transitions ready to fire. Both evalClauses and
execTransitions call execBlock (Algorithm 7) to execute blocks of E-code.

Points to note from the evalClauses algorithm are:

e a channel-blocking option is supported by the PEW. This will prevent a transition from firing
if there is already an interaction on the OUTPUT queue. If a transition has more than one
OQUTPUT statement, only the first is checked;
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while user hasn’t quit and no deadlock do begin
recursively call evalClauses
if no fireable transitions then begin
if there are enabled DELAY transitions
then if building a behaviour graph
then choose unerplored DELAY branch and call executeTransitions
else update time by smallest remaining DELAY
else report deadlock and exit
else executeTransitions
if timelimil ezceeded then ezif loop
if pathAbort then ezit loop
if 1n interaclive mode then gel command
end while

Algorithm 4: The Scheduler Algorithm

o the DELAY and PROVIDED clauses are executed within the scope of the WHEN clause, which
introduces new identifiers for each of the interaction arguments (if any). For this reason an

activation record is created before these clauses are evaluated and removed afterward;
o if building a behaviour graph, DELAY clauses always fail;

e to determine if a WHEN, DELAY or PROVIDED clause is satisfied, evalClauses calls execBlock

to execute the E-code for that clause.

The execBlock algorithm is straightforward: it executes instructions repeatedly by calling the
function pointed to by the function table entry corresponding to the current opcode. If there
is no corresponding table entry, an illegal instruction is reported. Execution continues until an
ENDCLAUSE or ENDTRANS opcode is encountered; the former indicates the end of code for a WHEN,
DELAY or PROVIDED clause, while the latter indicates the end of a transition body. Two opcodes
are handled explicitly in execBlock. Execution profiling shows that more than 50% of E-code
instructions executed by the interpreter are CONSTANT instructions; these are thus handled inline
to avoid the overhead of a function call. The NEWLINE instruction is used to synchronise E-code
instructions with line numbers in the Estelle specification so that the process browser (described
below) can position the cursor at the Estelle statement which is being executed.

As the PEW compiler and interpreter are integrated into a single system, the compiler does not
destroy the symbol table it creates when compilation is completed, but instead passes this symbol
table to the interpreter. This information is used to assist in implementing the process browser
user interface to the interpreter. The process browser is documented in detail in [Whe90c¢], and is

described in brief in Section 8.5.



CHAPTER 8. THE PROTOCOL ENGINEERING WORKBENCH

loop through each iransition in the table
if first time this transition is being eramined
then record stalic info in table entry
enabled = TRUE
waiting = FALSE
if using channel blocking and transition has an OUTPUT statement
then if an inleraction is queued at the endpoint
then enabled = FALSE
if transition has FROM clause
then if the clause is nol salisfied
then enabled = FALSE
if transition has WHEN clause
then if 1l is salisfied
then push inleraction arguments onto stack
else enabled = FALSE
make an activation record
if transition has DELAY clause
then if building behaviour graph or clause fails
then begin
wailing = TRUE
enabled = FALSE
end
if transition has PROV clause
then if it is nol salisfied
then begin
wailing = FALSE
enabled = FALSE
end
pop aclivaiion record
pop inleraction arguments from slack
if enabled
then record a fireable transition
else if waiting
then record an enabled DELAY transition
end loop

Algorithm 5: The evalClauses Algorithm



CHAPTER 8. THE PROTOCOL ENGINEERING WORKBENCH

doneSomething = FALSE
Count = ¢
it building a behaviour graph
then if there is a delay largel in this VM
then select il for ezeculion
loop through all transitions in VM
if {Iransition is fireable
then begin
incremeni Count
it highest priority so far
then select transition for execution
end
end loop
it Count is not zero bul nothing ts selected
then select a fireable transilion randomly
if a {ranstlion is selected
then call execBlock lo do it
else loop through all child VMs
call executeTransitions for child
if a child transition was erecuted
then if VM class 1s ACTIVITY or SYSTEMACTIVITY
then exit loop
end loop

Algorithm 6: The executeTransitions Algorithm

while opcode not ENDCLAUSE or ENDTRANS do begin
if opcode is CONSTANT
then push operand and increment p
else it opcode is NEWLINE
then begin
increment p
synchronise display
check breakpoints
end
else if there is a table eniry for opcode
then call the funclion pointed o by table
else report illegal instruction
end while

Algorithm 7: The execBlock Algorithm
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