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ABSTRACT

Trust assurances for customers of online transactions is an important, but not well implemented
concept for the growth of confidence in electronic transactions. In an online world where cus-
tomers do not personally know the companies they seek to do business with, there is real risk
involved in providing an unknown service with personal information and payment details. The
risks faced by a customer are compounded when multiple services are involved in a single
transaction.

This dissertation provides mechanisms that can be used to reduce the risks faced by a client
involved in online transactions by allowing the him/her access to information about the ser-
vices involved and control or prescribe how the transaction uses the services. The dissertation
uses electronic transactions legislation to ground a trust assurance protocol and minimize the
assumptions that have to be made. By basing the protocol on legislation, no information that
isn’t already required by law is used in the protocol.

A trust assurance protocol is presented so that the client can establish which services are in-
volved in a transaction so that the he/she can begin to determine whether or not he/she is will-
ing to conduct business with the services. A trust model that calculates an assurance measure
for services is developed so that the client can automatically establish a measure of trust for a
service based on the external perceptions of a service, and his/her own personal experience. A
simulation environment was created and used to monitor the services involved in a transaction
to evaluate the trust assurance protocol and gain experience with the trust calculation that the
client computes.

Vocabularies that simplify and standardize descriptions of personal information, business types
and the legal structure imposed on Web services offering goods or services online are presented
to reduce the ambiguity involved in gathering information from different online sources. The
vocabularies also provide a cornerstone of the trust assurance protocol by providing information
that is necessary to compute the trust value of a Web service.

Results of the trust assurance protocol are obtained and evaluated against the qualitative re-
quirements of providing assurances to clients, and confirms that the protocol is feasible to be
deployed, in terms of the overhead placed on a transaction. This dissertation finds that a trust
assurance protocol is necessary to provide the client with information that he/she legally has
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access to and that the trust model can provide a calculable measure of trust that the client can
use to compare Web services.
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— CHAPTER 1

INTRODUCTION

A customer in online transactions locates a service that offers the goods or services he/she
wants and pays for the goods or services with his/her credit card. The client provides personal
information to the service regarding his/her name, address, telephone numbers and even identity
numbers. A few days or weeks later, the client receives his goods or services as advertised by
the service. The convenience of online shopping is obvious. However, the scenario above is
the ideal, best possible outcome. There are many more sinister chains of events that could
cause the customer to have a bad experience conducting online shopping: A few weeks after
the successful transaction, the client receives spam email; the goods arrive and are not in the
condition advertised; the goods do not arrive. These outcomes to the transaction will prohibit
customers from entering the online market place for fear that they will be exploited, that they
will not be able to control what happens to their personal information, or that they have no
guarantee that the goods that they paid for will arrive.

Assurances address these concerns, putting the customer at ease despite these risks existing.
Being able to establish trust in a transaction is crucial to having a positive experience online
and provides a safety net to customers who shop online. This dissertation focuses on providing
the end user with assurances about the transaction and the usage of his/her personal information
during and after a transaction in a Web services world. This chapter introduces online transac-
tions, personal information, trust, Web services and highlights how the rest of the dissertation
is structured.

1.0.1 Online transactions

Buying goods and procuring services over the Internet has become a viable alternative to buying
goods and services in the physical world. Electronic commerce offers several advantages that
shopping in the real world cannot. With E-commerce, it is possible to buy goods from different
countries and from vendors that cannot or do not supply local stores. E-commerce makes it easy
to be more informed about the products or services before paying for them [29], by allowing
the user to search and browse through vast amounts of information about specific and related
information quickly and easily. Potential customers have at their disposal technical information,
user reviews, complaints and opinions, which are not all readily available in the real world.

In the physical world, it is easier to create differences in price of a product due to the lack of
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knowledge that a customer generally has regarding the pricing of the identical product else-
where. This price difference might be a result of legitimate expenses, such as the transportation
of the goods to the store or it could be a result of a store owner’s knowledge that no other store
in the area supplies the same product. In an online world, it is much easier for users to compare
prices of identical products from different online stores, and there are many search engines, such
as froogle' and pricegrabber?, that allow users to easily search for the store selling a particular
product at the best price.

However, E-commerce, while promising an enhanced shopping experience, also has disadvan-
tages when compared to conducting transactions in the real world. Customers who purchase
goods online cannot physically inspect the quality of the items before purchasing them and the
customer has to pay for the goods before he/she receives them [36]. The customer accepts a
great deal of the risk of the transaction in order to facilitate the transaction. In the physical
world, these risks are mitigated by the customer’s ability to inspect the goods before purchase
and being able to walk away with the goods as soon as the items are paid for. Even when the
transaction is anonymous to both parties, i.e. the customer has never purchased items from the
seller before, the risk involved in the transaction does not become as great as a comparable
transaction online, as the customer can inspect the goods, and can identify the company that
sold the goods to him/her, allowing the customer to complain should the goods or services be
deficient in any way.

1.1 PERSONAL INFORMATION

Another threat that online shopping and transactions expose customers to is the safety of the
customer’s personal information. In the physical world, the collection of personal information,
and personally identifying information (PII) is not as easy as it is in the online world. It is
costly to capture and analyze the data and requires significant data-capturing and other time-
consuming human involvement. As an illustration, consider a book-store in the physical world
compared to the online world. In the online world, the bookstore can collect information on the
books a user browsed before ultimately making a purchase. It can then use this information to
provide a better service to potential customers by telling them that other people who browsed
the same book, ultimately bought another book. This information would be very difficult to
collect in a physical book-store. An ethnomethodological study would have to be conducted
by trained personnel that could be affect the shopping experience and could be considered an
invasion of a customer’s privacy.

In the online world, however, the collection, storage and dissemination of personal information
and usage information add virtually no cost to the service provider [17]. The infrastructure that
provides the service is already able to handle the additional data collection and analysis. The
service provider then has the ability to leverage the information that has been collected as a
business asset. It is much easier to collect more data from more people than it is possible to do
in the physical world. By disseminating and analyzing the data collected from customers and
potential customers, the company can tailor the shopping experience that it offers, but it can
just as easily sell or exploit the data for commercial gain[17]. The data collected can be about

'froogle : http://froogle.google.com
Zpricegrabber : http://www.pricegrabber.com
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the browsing behaviors of customers, geographical information, demographical information
and can extend to personally identifiable information, such as information collected in most
registration processes.

1.2 TRUST

The ease of establishing an electronic store or service makes the risk of fraud much more likely
in the electronic environment than in the physical world [4]. In addition, the lack of sufficient
laws governing electronic transactions makes it easier for an unscrupulous service provider to
get away with offering sub-standard service.

Due to the greater risks that customers face in Internet transactions, customers should be entitled
to greater assurances to offset the increased risks. Basic assurances of the seller or service
provider’s identity have launched the Internet as a place where business could conducted in a
trusting environment. Certificate authorities such as Verisign and Thwate provide assurances
to customers on a website that the company is legitimate, enabling customers to confidently
enter into a transaction where personal and financial details are disclosed [28]. However, the
certificate provided by certificate authorities provides very few details about a company, and is
used mainly as a way to pass the public key of a company to a customer to facilitate the setting
up of a secure session between the two parties. The certificate does not provide the customer
with any assurances other than the basic authentication about the service provider.

Certificates issued by a certificate authority, used by current web browsers, conform to the
X.509 v3 certificate standard. This standard is outline in RFC 3280 {21] and is commonly re-
ferred to as Public Key Infrastructure X.509 group (PKIX). The certificate contains information
on the issuer of the certificate, the time period for which the certificate is valid, the name of the
subject of the certificate, its public key and a signature of the certificate that can be validated by
re-signing the certificate using the certificate authority’s public key.

The information in the certificate gives the customer no more information about a service
provider other than its name and domain name, and the public key to which the company has
the corresponding private key. The information does not provide the customer with sufficient
assurances that his/her transaction will proceed as expected and provides no means by which
the customer can relay his/her preferences to the service provider.

This dissertation introduces a mechanism to allow for finer-grained assurances that will assure
the client about more than just the identity of a company. It provides the customer with assur-
ances about the proper use of their financial, personal and transactional information. Specif-
ically, this dissertation focuses on the Web services environment, where transactions can be
made up of connections between modular software components from various vendors. This
dissertation investigates and establishes a measure of trust that can be built to provide the client
with the necessary trust in the company that he/she is dealing with.

1.3 WEB SERVICES

Web services is an emerging message oriented middleware architecture that enables companies
with disparate computing architectures to communicate effectively. Web Services is based on
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platform independent, well formed text messages that enable two companies to convey infor-
mation in a way that another company can automatically disseminate. Companies can expose
their internal systems to external users. These services provide functionality that can be used by
other services and a fee may be charged for its use. The modularity of the composition of Web
Services offers an unique environment in which different Web services can be grouped together
to perform a single business transaction.

In this dissertation, Web services are viewed as modular services, such that many companies
may offer the same service to clients or other services. An example of this would be different
travel agencies looking up available flight times at a client’s request, or many different compa-
nies each offering a currency convertion service. In a world where many different services can
perform the same functionality, assurances and benefits become an alluring prospect for clients.
Clients can choose a particular service because it is less expensive to use, or they can use a
service because it offers a better privacy protection policy than any other service that provides
similar functionality.

Whilst the ability to compose a single transaction from multiple companies’ services in a dy-
namic environment introduces great opportunities for both service providers and customers, the
risks involved in transactions also become more prevalent. It only takes one service with access
to the client’s personal information to undermine the entire transaction and misuse the infor-
mation received. No one party involved in the transaction is responsible for the proper use of
information and it is therefore up to every service to act in an honest manner and adhere to the
customer’s request regarding the proper use of his/her personal information.

Web services has received significant attention from both industry and academia. As a result,
a plethora of specifications and standards have emerged to address a multitude of scenarios at
different levels of the Web services stack. The standards and specifications deal more with
the functional aspects of Web services. Specifications regarding the atomicity of distributed
transactions exist to control a transaction involving multiple parties at a functional level, but they
do not address the privacy concerns that users should have towards the misuse of their personal
information. The relevant standards and specifications to this dissertation will be covered in
greater detail in Chapter 2. This dissertation provides a specification for the Web Services
environment, in which aspects beyond the functional requirements of Web Services can be
negotiated so that the customer can be assured that the transaction and usage of his/her personal
information proceeds only as agreed upon.

1.4 COMPOSITE WEB SERVICES TRANSACTION CHAINS

Web services can be connected to create a virtual chain of services where each service in the
chain adds value or provides a service to enable the successful completion of a business trans-
action. The service provider with which the client is directly in contact may use other service
providers to find information on a particular product, find the cheapest price for a product,
purchase a part of machinery or anything that the service provider needs to complete his/her
transaction with the client. These services may or may not require remuneration, and payment
Web services may be involved in the transaction to facilitate the transaction. These services
form part of the chain of services created to process the transaction. Each service has its own
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conditions of operation and might require information about the client of the transaction in or-
der to fulfil its service. This service might really need to use this information or might just wish
to collect data about users for its own purposes.

Payment
(mdu(ho(kl"’ Factility
v
Hotel A ,-/
-
/’ Hotel B l
Cuslomﬂ'—‘* \'ravPor(J

~a

Car Rental l
T~ Car Storage l
Facility
Figure 1.1: A Web Services Transaction Chain example

The problem with the scenario depicted in Figure 1.1 is that the client has little control in what
happens in the transaction beyond the service provider that the customer is directly dealing with.
In this scenario, the service provider may require to contact and deal with two additional service
providers, with each one charging a fee for their part in the transaction. Furthermore, each of
the two service providers include credit-checking companies to validate that they will be paid
for their services. Provider 1 can deal with either 123 Credit or ABC Credit and Provider 2 only
has the ability to deal with ABC Credit. If is was known that ABC Credit was more trustworthy
than 123 Credit, it might be in the client’s best interests to pay a premium so that Provider 1
would deal with ABC Credit rather than 123 Credit.

The client’s preference for a certain company to be involved in the transaction over another
spans many different requirements and conditions. The client may want to deal only with com-
panies certified by a certificate authority. The client may prefer to enter into a transaction only
with companies that operate within countries that have amicable internet transaction legislation
or trading agreements with the customer’s country of residence. The reasons for a customer’s
preference lie beyond the functional requirements of a service and need to be addressed at a
higher level than functional requirements.

The client has no say about what companies are involved in the transaction, has no control over
what companies have access to some or all of its personal information and has no agreement in
place with the third-party service providers regarding the consumption, storage and ownership
of his/her personal information. This presents a challenging stumbling block to using Web
services for transactions that involve any risk. If a customer knew that other companies were
involved in the transaction and that they used his/her personal information in any way, he/she
might want assurances that the information would not be sold to an information-harvesting
company. In the scenario shown above, the client has no control and cannot specify his/her
wishes to all the parties involved in the transaction.

A customer concerned with the protection of his/her personal information may not be willing to
engage in a transaction in which the protection and proper use of his/her personal information
can be assured.

A protocol to provide the necessary assurances for the customer is required so that both the
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customer and the service providers can engage in transactions with the least amount of risk pos-
sible. With a reduced risk, a customer will be more willing to engage in a business transaction
with the service provider and thus provide the service provider with remuneration for services
rendered.

The goals of this dissertation are to investigate the trust assurances that customer’s desire in
order to confidently enter into online transactions with unknown service providers. The disser-
tation also presents a protocol designed to streamline the assurance negotiation and agreement
processes. This dissertation investigates the trust measures that are available to clients in online
transactions, establishes a trust model to use in a trust assurance protocol and creates a simula-
tion environment in which the protocol, and trust calculation can be executed and monitored.

1.5 POTENTIAL APPLICATIONS

Transactions involving multiple partners can be confusing. Add the fact that Web services are
modular and complex Web services may be composed of multiple Web services, there is a
need to provide the customer in these transaction with the opportunity to become involved in
the setup of a transaction. The customer needs to be aware of all the risks facing him/her and
should be able to choose the transactions involved in the transaction if two services can offer the
same service in the overall transaction. The trust assurance protocol can complement business
protocols by first evaluating the entire transaction in terms of the safety issues involved from the
end customer’s perspective, and then proceed onto the actual business protocol or transaction.

Furthermore, the vocabularies, definitions and documents, including the trust model, could be
used to standardise the messages passed between transactions to minimize the problem of am-
biguity and to provide a standard base for future trust models and protocols from which to start.

1.6 THESIS OUTLINE

This dissertation investigates the need for trust assurances and establishes the requirements for
providing a trust assurance protocol. The Background chapter investigates relevant technologies
and academic literature concerning trust in an online environment and looks at the legisiation
surrounding electronic transactions. A trust model, a protocol to establish trust assurances and
a trust measure is developed and presented in Chapter 3. Chapter 4 builds on the trust assurance
chapter by implementing the protocols and trust model to create a trust assurance protocol. A
transaction execution framework is also presented to execute the protocol so that the protocol
may be evaluated. The vocabularies used in this dissertation are also discussed in this chapter.
Chapter 5 discusses the evaluation of the trust assurance protocol and trust model and presents
the results of this dissertation. Lastly, the conclusion provides a summary of the work presented
in this dissertation.
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BACKGROUND

2.1 INTRODUCTION

Web services is an emerging extensible messaging framework in which messages can be sent
between two network interfaces across any network. In contrast to previous middle-ware mes-
saging systems, Web services provides a light-weight framework that uses well-formed text
messages to transmit data and instructions across network boundaries and between disparate
computer systems. Web services is based on existing standards to lower the barriers to adoption
and increase the rate and ease of adoption. Web services messages are written in SOAP which
is itself described in the eXtended Markup Language (XML). These and other base standards
are discussed later in this chapter. In a similar manner, many other standards are based on the
core Web services standards to provide specific functionality to Web services. This allows func-
tionality to be added to Web services in an evolutionary manner, and allows new interchange
methods to be developed as they become desirable.

The ease of using Web services has allowed companies, sole proprietors and even individuals to
create and publish Web services which can be found and used over the Internet. However, the
ease of creating a Web service means that unscrupulous individuals can also easily create Web
services that look no different from any other Web service. Transactions taking place between
two computer agents now carry real risks for the owners of companies and involve real money
[4].

The capabilities created by the flexibility of the Web services technology provide both opportu-
nities and problems. Companies are able to create and publish small autonomous services that
interact directly with customers and with other Web services. These services could be small and
modular, allowing customers and other services to make use of the service for a fee or without
charge. If a charge is levied for the use of a service, the service could in turn use the Web service
of a merchant bank to process the payment. The modularity of the Web services environment
allows for exciting new business models, where hundreds of services from different companies
around the world could offer the same service to a customer anywhere in the world [46]. The
problems that arise from this scenario is the risk of choosing the right services for the transac-
tion. If there are hundreds of services offering the same service, it is likely that some services
could be less trustworthy than others. Because there is little to no barrier to entry to create a
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Web service and it is difficult or nearly impossible to distinguish a good service from a bad
one just by appearance as every Web service message will look exactly the same, regardless of
the integrity of the company or individual providing the service. How can a customer of these
services be confident that the transaction will proceed as advertised, and that his/her personal
information will not be misused?

In studying the problem being addressed in this dissertation, it is clear that there are many dif-
ferent fields of knowledge involved in the problem. Not only are there technical issues involved,
but sociological and legislative issues are also tightly integrated into the problem. This chapter
serves as a primer for the work presented in this dissertation, from the foundations of XML to
trust models and current legislation about electronic transactions.

2.2 EXTENSIBLE MARKUP LANGUAGE (XML)

The eXtensible Markup Language (XML) [54] is a text format that uses tags to syntactically
qualify text in a document. It is derived from the Standard Generalized Markup Language
(SGML) [25]. XML was submitted to a standards body, the World Wide Web Consortium
(W3C), in November 1996 at the SGML Conference held in Boston. XML is a language that
allows any hierarchical structure to be easily stored in a text format that consists of using tags to
give structure to the text. It is generally human-readable because tags usually have descriptive
names and the document is stored and transmitted in plain text. XML does not provide a dictio-
nary of set tags that must be used, such as the restrictions of the HyperText Markup Language
(HTML). Instead, XML allows users to define their own tags, but users are then responsible for
creating their own applications that are capable of consuming the XML messages. A simple
XML document is shown below:

<Fruit_Basket>
<fruit>
<name>0Orange</name>
<colour>Qrange</colour>
</fruit>
<fruit>
<name>Banana</name>
</fruit>
<fruit>
<name>Apple</name>
<colour>Green</colour>
</fruit>
<fruit>
<name>Apple</name>
<colour>Red</colour>
</fruit>
</Fruit_Basket>

XML is used as a convenient standard to extend and create structured messages and documents.
It has become a defacto standard in emerging standards and specifications regarding the World
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Wide Web [11]. Standards and specifications built upon XML utilize the language’s expres-
sive capabilities to easily form new document types that can be created and consumed on any
computing platform. XML parsers allow for efficient and consistent creation and dissemination
of XML documents and can be included in other applications, allowing developers to use ex-
isting parsers and libraries to speed up the development and increase the quality of their own
applications.

Because XML allows users to create their own tags, ambiguity can creep into XML documents,
as the meaning of tags is not always clear. As an example, the tag <desktop> could both mean
a physical top of a desk, or the virtual desktop of a graphical user interface. XML namespaces
were created to deal with this ambiguity.

2.2.1 XML namespaces

XML namespaces is a standard created by the W3C to provide XML with the ability to create
unique identifiers and to associate tags with these identifiers. If a tag is given a namespace, then
the tag can be distinguished from other tags with the same name. A namespace is a reference
to a Uniform Resource Identifier (URI). This URI is usually not read by a parser, it is merely
used as a string to identify a particular XML element in an XML document. URI’s have been
used due their uniqueness, as opposed to a descriptive name, such as “myOwnNamespace”. It
is common practice to make the namespace URI more useful than just a unique string identifier.
The URI could point to a DTD or XML Schema which defines the data structure governing the
use of the XML elements in the specific namespace.

2.2.2 Document Type Definitions and XML Schema

A Document Type Definition (DTD) is a file containing rules that define how an XML document
has to be structured in order to be a valid XML document for that particular DTD. It is defined in
the HTML 4.01 specification[38]. The following is a very simple example of a DTD document:

<?xml version="1.0" encoding="UTF-8"?>
<!'ELEMENT Fruit_Basket (fruit) *>
<!ELEMENT fruit (name, colour?)>
<!'ELEMENT name (#PCDATA) >

<!ELEMENT colour (#PCDATA) >

The DTD defines Fruit_Basket as the root element of the DTD. This means that any XML docu-
ment based on the DTD must begin with a Fruit_Basket element. It states that the only element
a Fruit_Basket can contain is fruit element and indicates that any number of fruit elements can
be contained by the Fruit _Basket element, by virtue of the “*” operator. The fruit element is
defined as a element consisting of the name and colour elements. The colour element is op-
tional due to the “*7” operator. Both the name element and the colour element is defined to be of
the type “#PCDATA”, which stands for printable character data. This means that the name and
colour elements contain text and not more elements.

An example XML document that is based on the DTD described above is shown below:
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<Fruit_Basket>
<fruit>
<name>Qrange</name>
<colour>Orange</colour>
</fruit>
<fruit>
<name>Banana</name>
</fruit>
<fruit>
<name>Apple</name>
<colour>Green</colour>
</fruit>
<fruit>
<name>Apple</name>
<colour>Red</colour>
</fruit>
</Fruit_Basket>

DTDs allows users of XML data to ensure that their XML messages are well formed and that
they will be compatible with applications using the DTD. DTDs, however, have become more or
less obsolete due to limitations in the description language. DTDs cannot express namespaces,
and as described above, have become an integral part of the XML language. DTDs have also
been ecplised by a new definition language, namely XML schema [53]. The definition of XML
Schemas by the W3C is that XML Schemas “... express shared vocabularies and allow machines
to carry out rules made by people. They provide a means for defining the structure, content and
semantics of XML documents.” XML schemas are valid XML documents themselves so that
they can be parsed by XML parsers without any additional work requiring to be done to specify
how an XML document has to be formed in order to comply with the schema definition.

<?xml version="1.0" encoding="UTF-8"?> <xs:schema
elementFormDefault="qualified" attributeFormDefault="unqualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="Fruit_Basket">
<xs:annotation>
<xs:documentation>Comment describing your root element</xs:dc
</xs:annotation>
<xs:complexType>
<xs:seguence>
<xs:element name="Fruit" minOccurs="0" maxOccurs="unbounc
<xs:complexType>
<Xs:sequence>
<xs:element name="name" type="xs:string"/>
<xs:element name="colour" type="xs:string" mi
</xs:sequence>
</xs:complexType>
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</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xXs:schema>

This XML file described earlier will also be valid for the schema presented above.
2.2.3 XML in this dissertation

XML is currently the defacto standard of formatting complex information so that it can be trans-
ported between two endpoints over the Internet. In this dissertation, XML will be used to mark
up all messages passed between two communicating parties. In part, this is a requirement of
the underlying communication mechanism, SOAP, but it is also a convenient way of displaying
and storing information.

2.3 SOAP

SOAP[19] is a lightweight XML specification to specify messages independently of transport
mechanisms and protocols. SOAP is independent of any programming architecture or platform,
allowing different platforms the capability to create and consume SOAP messages created in
disparate environments.

LR

SOAP, originally an acronym for “Simple Object Access Protocol” was developed by Dave
Winer, Don Box, Bob Atkinson and Mohsen Al-Ghosein in 1998. The purpose of SOAP was to
allow access to objects on disparate connected computing platforms. The current version of the
SOAP protocol, version 1.2, has dropped the meaning of the original acronym due to the belief
that the acronym is confusing[19].

The SOAP protocol is a structured message format in which messages can be sent from one
computing service to another. SOAP provides the mechanisms to format a message and attach
header information containing information about the message itself. SOAP does not place re-
strictions on the protocols or the message contents that it transports, making it a light-weight,
highly agile and protocol-neutral messaging system. Messaging paradigms, such as asynchro-
nous one-way messages and synchronous request/response type messaging, can easily be cre-
ated by passing single messages in a predefined way between parties who both know the manner
in which multiple SOAP messages can create more complex messaging paradigms in order to
achieve a higher level transport protocol. SOAP itself does not provide different messaging
mechanisms, but rather only formats an individual message. SOAP is designed to allow other
protocols or protocol extensions to support different messaging mechanisms. As an illustration,
consider two popular messaging systems, the send-and-forget mechanism, where a message will
be sent and the sender will not wait for a response. The synchronous send-and-receive mecha-
nism forces the sender to halt its computations to wait for a return message from the responder.
The SOAP message in these two instances could be identical. There is nothing inherent in a
SOAP message to state how a messaging system should work. By avoiding complex details
about the messaging frameworks and transport mechanisms out of SOAP, the standard is simple
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to use, but can be extended to accommodate more complex interactions[19].
SOAP Message Security

The SOAP protocol is independent of any transport mechanism, leaving it up to a transport
protocol to define the intricacies of transporting SOAP messages. This is why transport level
security is not necessarily enough to protect SOAP messages. Currently, it is common to trans-
port SOAP messages using the Transmission Control Protocol (TCP) over the internet, but
SOAP can just as easily be sent over the Simple Mail Transfer Protocol (SMTP). The elegance
of SOAP is that nothing in the SOAP message has to be changed to be sent over different trans-
port protocols, and can thus switch between different protocols seamlessly, allowing greater
proliferation of SOAP messages. By using security capabilities of the transport protocol, SOAP
becomes tied to a particular transport protocol, and has to undergo a message transformation at
a network boundary in order to be transmitted over a different transport mechanism or protocol.
This may compromise the secured message or might not even be possible if the network bound-
ary interface does not support message level processing or the encryption techniques required
to transform the message.

SOAP Messages

SOAP messages consists of a SOAP envelope, an optional header and a body.

SOAP Envelope

Figure 2.1: A graphical representation of a SOAP message

<?xml version='1.0" 7>
<env:Envelope xminsenv="http://www.w3.0rg/2003/05/s0ap-envelope™>
<env:Header>
</env.Header>
<env:Body:»
</env:Body>
</env:Envelope >

Figure 2.2: A skeleton XML representation of a SOAP message

Figures 2.1 and 2.2 above are both representations of a SOAP message. Figure 2.1 shows
conceptually how a SOAP message’s header and body elements are contained within the SOAP
envelope. Figure 2.2 shows the nested elements within the SOAP envelope defined by the
envelope namespace.
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2.4 RELATED WEB SERVICES STANDARDS

In addition to the fundamental building blocks provided by XML and SOAP, more standards are
needed to make Web services accessible and discoverable. The Web Services Description Lan-
guage (WSDL) [50] and the Universal Description, Discovery, and Integration (UDDI) standard

[8].

Figure 2.3: The standards forming the basis of Web Services

In Figure 2.3 the basic stack of standards and protocols is shown. Each level of the stack builds
onto the level below it to provide additional functionality to that provided in the previous level.
The transport level consists of the protocol that enables messages to be transported over physical
network protocols, e.g. HTTP, FTP, SMTP, and any other protocol that allows the transmission
of text over the communication channel. XML provides the format for all the SOAP messages
that enable the message to be split into its body information and its headers so that the message
can be effectively routed and delivered to the correct party. WSDL describes a Web service and
how to use it. A UDDI registry can then be used to locate the Web service that meets the service
requirements. WSDL and UDDI are described below.

24.1 WSDL

The Web Services Description Language (WSDL) is a standard that allows the functional para-
meters of a Web service to be described so that users may know how to invoke the service[13].
According to the standard, “WSDL is an XML format for describing network services as a set
of endpoints operating on messages containing either document-oriented or procedure-oriented
information.” The WSDL document thus lets clients know how they can engage in a Web ser-
vices transaction with a Web service defined in the WSDL document and also which parameters
the Web service endpoint requires. WSDL is only concerned with providing details about the
functional requirements of a Web service, and cannot express more complex business policies
or requirements. WS-PolicyAttachment [23] is a specification that describes how a WS-Policy
document can be accessed from a WSDL document.

242 UDDI

The Universal Description, Discovery, and Integration (UDDI) standard was created to create
the formation of a registry where services could be registered so that users could find a particular
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Security WS-Security
WS-SecureConversation
WS-Trust

WS-Policy

WS-Privacy
Transactions WS-Transaction
WS-BPEL
WS-AtomicTransaction
WS-Coordination
WS-Discovery
Choreography | WS-CDL

Table 2.1: Table of Web Services standards and specifications

service based on the functionality advertised by a Web Service. The UDDI standard is endorsed
by the Organization for the Advancement of Structured Information Standards (OASIS).

UDDI registries can be accessed by SOAP messages to find suitable services to interact with.
Without a registry where service providers could list their services and what they do, it would
be practically impossible to locate a previously unknown service. The main function of UDDI
registries is to provide the location of a service as well the location of a particular service’s
WSDL document to allow SOAP messages to be created to that the user may interact with the
Web Service.

2.5 WEB SERVICES STANDARDS

The extensible nature of the Web Service’s architecture has caused an explosion of Web Ser-
vices standards and specifications, as standards bodies and companies attempt to leverage Web
Services. Specifications are created to allow new functionality for Web Services, and these
specifications are then submitted to standardization bodies, such as the W3C or OASIS, to be
standardized. Standardization is necessary so that different implementations of Web services
engines can engage each other seamlessly and thus fulfil the objective that Web services were
created to achieve.

The recent hive of activity has created a mass of standards and specifications in many different
spheres of Web Services. Whilst there are many standards and even more specifications, only
some are relevant to this thesis. The main Web services standards and specifications are listed
below and the most relevant standard are investigated in greater detail. Table 2.1 shows the
notable and relevant standards and specifications:

2.5.1 WS-Security

The WS-Security standard [35], adopted by OASIS and first released as a standard in 2004, rep-
resents a major component for almost any other Web services standard or specification dealing
with security. Currently at version 1.1 as of February 2006, the specification continues to form
the foundation of security standards around Web services. The WS-Security standard does not
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propose any security protocols, and does not enforce a particular encryption protocol or sig-
nature hashing algorithm, but rather provides a framework within which messages or parts of
messages can be secured with any security mechanisms. As such, WS-Security does not pro-
vide a all-encompassing security product, but rather allows other protocols and even application
logic to allow the creation of more advanced security features.

The WS-Security standard is itself a collection of standards:

o WS-Security Core Specification
e Username Token Profile

e X.509 Token Profile

o SAML Token Profile

Kerberos Token Profile

Rights Expression Language (REL) Token Profile

SOAP with Attachments Profile

The WS-Security Core Specification is a standard that introduces extensions to SOAP 1, 1.1
and 1.2 to allow for message content integrity and also provide mechanisms for confidentiality.
The core standard allows multiple types of token to be attached to a SOAP message, but doesn’t
elaborate on what these tokens are. The profiles that form part of the WS-Security standard
provide extensions to the core specification and allows the use of X.509 certificates, a Security
Assertion Markup Language (SAML) token, Kerberos Tokens and REL tokens to be attached
to SOAP messages via the WS-Security standard[43]. The aim of the core specification is to
provide three enhancements to SOAP messages: To provide message integrity mechanisms,
ensure message confidentiality and the ability to attach security tokens to a message.

The Username token profile extends the core specification by providing mechanisms to allow
consumers to authenticate themselves to a Web service producer by a username and a password.
The X.509 certificate token profile allows an X.509 certificate to be added to a Web service
message so that a Web services producer or consumer can be authenticated. X.509 certificate
is explained later in this chapter. Similarly, the other token profiles extends the ability to attach
the relevant tokens to a SOAP message. The SOAP with Attachments (SWA) profile extends
goals of the WS-Security Core specification to non-XML data that is sent in a SOAP message
so that its integrity is maintained and it can be confidentially transmitted between two parties.

2.52 WS-Trust

WS-Trust is a specification that extends the functionality provided by WS-Security[22]. The
specification extends the type of security tokens that can be used with SOAP messages secured
with WS-Security. Additionally, WS-Trust provides a mechanism to exchange security tokens
between two parties. In particular, WS-Trust is concerned with the following:
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e methods of issuing security tokens
e methods of security renewing tokens
e methods of validating security tokens

e ways to establish trust relationships items methods to assess the presence of trust between
two parties

¢ methods to broker trust relationships.

According to the specification, “The goal of WS-Trust is to enable applications to construct
trusted [SOAP] message exchanges.” In other words, if a Web service receives a message
purporting to be from a business partner, how can the two parties authenticate themselves and
establish a trust relationship?

As with other building-block specifications, WS-Trust does not provide concrete protocols and
thus does not restrict Web services to conforming to a particular mechanism. However, all this
abstraction still leaves the entire transaction landscape without a definite manner in how trust
relationships should be brokered. WS-Trust explicitly does not provide support for password
authentication, token revocation, management trust policies and other goals such as key deriva-
tion between the different parties.

The specification addresses three key issues:

e requesting and obtaining security tokens
e managing trusts and establishing trust relationships

¢ establishing and assessing trust relationships

2.5.3 WS-Policy

According to the WS-Policy specification document, “WS-Policy provides a flexible and ex-
tensible grammar for expressing the capabilities, requirements, and general characteristics of
entities in an XML Web services-based system. WS-Policy defines a framework and a model
for the expression of these properties as policies.” [44]

WS-Policy presents a framework in which statements forming a policy can be stated and at-
tached to a SOAP message. Primarily developed to deal with security issues of SOAP messages,
WS-Policy can be used as a general framework in which to describe the policies of a particular
Web service or Web services client.

Similar to the notion of modular and open Web services standards, WS-Policy consists of a
number of specifications, each adding functionality to the general framework of the policy spec-
ification.

The WS-Policy framework places a great deal of emphasis on the need for the ability to state the
alternatives for a choice, so that the other party involved can choose the most preferred option.
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2.5.4 WS-Transaction

The WS-Transaction specification specifies two coordination mechanisms that extends the ca-
pability of the WS-Coordination specification [24]. The two mechanisms that are defined are
Atomic Transaction and Business Activity. These coordination schemes allow complex busi-
ness tasks to be conducted in a manner which all parties involved understand how the transaction
will occur. Atomic transaction represents the entire transaction as an atomic event - either the
entire transaction succeeds or nothing does. If the last step in a transaction fails, then the entire
transaction fails and nothing is committed. If the transaction succeeds, then and only then is the
transaction committed and stored as a successful transaction.

According to the WS-Transaction specification, “The Business Activity protocols handle long-
lived activities and the desire to apply business logic to handle business exceptions.” [24]

Business Activity represents transactions that need more flexibility and complexity than Atomic
transactions can represent. Business activity allows business processes to be modelled and
conveyed to all parties involved in the transaction. Business Activity coordinations can include
atomic transactions. If a business activity fails, it is important to use business logic to determine
the failure and to store the transaction for reasons beyond the scope of the individual business
activity. Financial, regulatory and customer relationship reasons all need to be addressed when
long-running and resource-intensive business transactions fail.

255 WS-CDL

WS-CDL, also known as the Web Services Choreography Description Language, is a speci-
fication that “describes peer-to-peer collarborations of participants by defining, from a global
viewpoint, their common and complementary observable behavior; where ordered message ex-
changes result in accomplishing a common business goal.” [51]

WS-CDL is a specification for specifying how different parties interact in a particular transac-
tion, looking at the complete transaction between all the parties from a global viewpoint. The
WS-CDL specification does not specify how those parties find each other before the choreogra-
phy can be specified. The WS-CDL specification is designed so that there is not a single point
of control for the transaction. All the services work autonomously from one another and only
pass messages between each other. WS-CDL is considered with ordering rules for the messages
thus providing a sequence of messages that have to be passed in order that the WS-CDL is ad-
hered to. WS-CDL is not a executable langue and as such cannot be run to automatically run the
choreography defined in the document. A choreography is rather a description of the processes
that have to take place in a particular order so that all the parties involved in the transaction are
aware of their role in the transaction [51].

2.6 TRUST

Trust plays an important part in almost every activity that people do. They have trust in the
people they are dealing with, or the object they interact with. At a subconscious level, trust
fulfils a vital role in society and personal safety. The trust required to use an elevator is real,
although it is not easy to define and is difficult, even impossible, to calculate. The roots of
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trust lie in biological and sociological trust and permeates every situation that people encounter.
We trust the elevator not to plunge down the elevator shaft uncontrollably, we trust that the
button we push will take us to the desired level in the building and we trust that the door will
open when the elevator stops. Without implicit trust in the ability and intentions of people
or objects, society would not function because no-one would put themselves in a vulnerable
position required to make use of someone else’s services{17].

When a level of abstraction, such as computers, is introduced, the meaning and derivation of
trust becomes more problematic. This is because there is the trust between two computers or
computing domains, and the trust between people interacting with each other via the computer
or a person dealing directly with a computer. It also removes the experience and instincts that
people have about a situation or a person. In a world where only well-formed text messages are
sent and received, it becomes very difficult to collect any implicit trust indicators.

In the physical world, people can intrinsically evaluate a person, situation, or company based on
previous experiences and instincts that are difficult to enumerate. In a computing world using
Web services, the messages created and transmitted from a malicious company or person do
not provide any intrinsic warning signs; it is just transmitted as messages that look exactly like
any other message. Whilst this is not true for the semantic meaning of the message, it holds for
the syntactic message format and therefore does not allow computers to consume the data and
evaluate the trustworthiness of a message.

Researchers from all different fields of academia have tried to define trust so that the concept of
trust can be elegantly modelled and included into scenarios. The concept of trust is non-trivial
because it is not possible to provide one unique definition of trust [33]. The reasons for this
is that trust is a concept integral to almost every sphere where two or more people interact, or
where a person interacts with an inanimate object. Trust is so deeply rooted in our sociological
and biological being that we intrinsically know when to trust or not to trust. With the advent
of a technology where people can engage in faceless transactions across borders of control,
it is desirable to develop a well-formed definition of trust and how it can be computed. The
following section briefly looks at different definitions of trust that have appeared in literature.

2.6.1 Definition of trust

In academic literature, especially in computer science, trust has been synonymous with terms
such as “confidence”, “reputation” and “benevolence”. Whilst in certain conditions that may
hold, it is clear that trust is a complex term to grasp. In this dissertation, a definition of trust is
required which is capable of being measured and calculated for a specific purpose. Although
any trust definition with these characteristics has to be a simplified, restricted view of trust, a
computational model must exist so that it can be determined if a transaction should proceed or

not.

Diego Gambetta’s definition[18] has been used and cited in numerous papers regarding trust,
and is prudent to examine here. Gambetta’s states that, “trust (or, symmetrically, distrust) is
a particular level of the subjective probability with which an agent assesses that another agent
or group of agents will perform a particular action, both before he can monitor such action (or
independently of his capacity ever to be able to monitor it) and in a context in which it affects
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his own action.” Gambetta asserts that being “trustworthy” implies that the probability that the
trustee will honour his claims towards us, or in the absence of explicit claims, will act in a
manner that is not detrimental towards the trustor, so that cooperation between the parties can
take place. Conversely, being “untrustworthy” refers a low probability of the trustee acting in a
favourable manner towards the trustor.

Gambetta defines the measure of trust as a threshold point rather than an absolute measure
of trust of distrust. In Gambetta’s research, a trust level of 0 is considered to to be compete
distrust, and a value of 1 to be complete trust. Logically it follows that the mid-point, 0.5, refers
to uncertainty in the scale. Other researchers have developed definitions that contain discrete
values for different levels of trust and thus do not add the complexity of a continuum to their
trust models. In [3], Abdul-Rahman and Hailes introduce the notion of trust degrees as opposed
to a trust continuum. They introduce four distinct degrees of trustworthiness, namely:

e very trustworthy
e trustworthy
e untrustworthy

e very untrustworthy

Adbul-Rahman and Hailes use Gambetta’s definition of trust but utilize the discrete values for
trust in order to simplify the determination of trust in their definition.

Apart from the initial trust determination, previous interaction is vitally important to a trust
rating. Gambetta calls this a subjective expectation[18] that the trustor has about the trustee’s
future behavior based on the transaction that has taken place between the two parties. Historical
information, personal experience as well as recommendations from other trusted parties or even
unknown parties affect many different trust schemes. eBay’s feedback system ultimately deter-
mines a seller’s trustworthiness by showing potential buyers the comments and ratings made by
other buyers who have dealt with the seller previously. In [5], Bajari and Hortacsu showed how
a seller’s reputation in the online auction site, eBay, influences the price received on a bid item
quite significantly. A seller perceived to be more trustworthy gets paid a premium for being
trustworthy.

Bhattacharya et al [9] states that “Trust is an expectancy of positive (or nonnegative) outcomes
that one can receive based on the expected action of another party in an interaction character-
ized by uncertainty.” Uncertainty refers to the risk inherent in depending on someone else to
cooperate towards the desired goal without knowing what their motives are or if the other party
is able to produce the desired result. Risk is inherent in any situation where trust occurs.

Mayer, Davis and Schoorman [30] define trust as the “willingness of a party to be vulnerable
to the actions of another party based on the expectation that the other party will perform a
particular action important to the trustor, irrespective of the ability to monitor or control that
other party.” The definition effectively associates a level of risk to any situation requiring trust
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because of the position of vulnerability that the trustor places himself in to allow the trustee to
perform the desired action.

2.6.2 Risk

In [4], Jgsang et al state that it is the consumer who is forced to accept the risk in a transaction
conducted in an online environment, by paying for a product before seeing or testing it. The
consumer has to rely on the trustworthiness of the service provider and thus there exists a
significant advantage if a service provider is perceived to be more trustworthy than another
service provider.

It is therefore advantageous for both the customer and the (trustworthy) service provider to be
able to establish some evidence of trustworthiness to facilitate the transaction.

Mayer et al [30] extends the definition of risk and how it affects trust. They claim that there is
no risk in trusting a person, but there is risk in engaging in a trusting action with that person.
The act of trusting a person or situation does not involve assuming risk upon oneself; it is
when you trust the trusted party to assume a position which may have negative repercussions
to yourself, that the risk is taken. Trust is a necessary component of being willing to assume
the risk of relying on another party. In this dissertation, the customer places him/herself in a
vulnerable position by allowing many service providers to act on his/her behalf to complete a
transaction. The aim of the dissertation is to minimize the risk of such a transaction by providing
the customer with sufficient information about the transaction and the services involved in the
transaction to make an informed choice about the risks that he/she faces in the transaction.

2.6.3 Trust models

In the literature surrounding trust, many different types of trust have been mentioned. Each type
of trust defines trust for a specific context. The list of trust definitions below is not exhaustive,
but covers the major trust definitions appearing in trust literature, ranging from sociological
trust to organizational trust to trust between computer systems:

o reliability trust

e decision trust

o direct trust

e recommender trust
e weak-form trust

e semi-strong trust
e strong trust

e strategic trust

e moralistic trust
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transitive trust

social control trust

reciprocity as trust

decentralized trust

personal trust.

Reliability trust

Reliability trust is simply a term used to describe the reliance of one party on another to perform
an action on his/her behalf. It is a common definition of trust and is defined by Gambetta as the
“subjective probability” that one party will perform an action on another’s behalf. [18]

Decision trust

Another common type of trust is called decision trust. Decision trust is defined as the as the
extent to which a trustor will trust an unspecified trustee because the possible positive outcomes
outweigh the risks involved in the transaction [18]. Effectively, if the possible benefits or neces-
sity of a transaction outweigh the risks involved in the transaction, then the trustor will initiate
the transaction with the unknown trustee and will willingly assume the risk.

Direct trust

Direct trust refers to trust between two parties where the trustor does not need to rely on any
external information to calculate the trustworthiness of the trustee. In this case, the trustor
knows everything necessary about the trustee in order to evaluate his/her suitability for the task
to be completed. In [3], Abdul-Rahman and Hailes use their discrete values of trust to assign
levels of direct trust.

Client » | Service

Figure 2.4: Direct trust between client and service

In Figure 2.4, direct trust is shown. In this scenario, the trustor has previous knowledge of
the trustee and has enough information at his/her disposal to make an informed choice about
whether or not he can trust the trustee to perform the desired task in a trustworthy manner.

Recommender trust

Recommender trust refers to trust between a trustor and trustee where the trustor uses external
parties to determine whether or not a trustee is trustworthy for a particular transaction. Recom-
mender trust is quite a broad topic, as the external resources can be trusted third parties, such
as certificate authorities, or can consist of a society of electronic agents that propagate previ-
ous interaction information throughout the society so that a measure of trustworthiness can be
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determined. Abdul-Rahman and Hailes define recommender trust as trust derived from word-
of-mouth. They also caution that trusted authorities are not good enough by themselves because
a trusted authority’s authority over a community diminishes as more agents join the community

(2].

Authority

T

Client Service

Figure 2.5: Indirect trust between client and service
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Figure 2.6: Reputation feedback mechanism that reports historical performance of a service

Figures 2.5 and 2.6 show the different recommender trusts that can be utilized to determine the
trustee’s trustworthiness.

Strategic trust

In [49], Uslaner defines strategic trust to be a trust that is developed through experience with
different people engaged in a specific transaction or act. Strategic trust is specifically defined for
the online environment. Uslaner states that strategic trust is the concern about our safety online:
whether the site is secure, whether our personal information is stored in a correct manner and a
myriad of other conscious decisions about the current situation against previous experiences of
online transactions and knowledge about the potential dangers of conducting transactions in an
online environment.

Moralistic trust

In [49], Uslaner defines moralistic trust as trust that is developed individually at an early age
and is independent of experiences of the Internet and online e-commerce. Uslaner claims it’s
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generally an optimistic trust that enables people to take the initial risks online in the first place,
before they develop any strategic trust over time by gaining experience in the online world.

Although his paper emphasizes the importance of moralistic trust, such a trust cannot be mea-
sured or calculated with respect to individual online business transactions. In the trust model
elaborated on in this chapter, moralistic trust effectively becomes the parameter propensity to
rrust to indicate its global influence on an individual’s ability to trust a Web service or Internet
company in the absence of previous knowledge or experience.

Transitive trust

Transitive trust can be considered a type of recommender trust where the trustor takes the trust
value that the recommending party has of the trustee as his own[4]. As an illustration, if the
trustor completely trusts the recommending party, Charlie, and Charlie completely trusts (dis-
trusts) the trustee, then the trustor will completely trust (distrust) the trustee. The transitivity
of the trust value enables quick calculations of the trust value. In [27], Jgsang disagrees that
trust can be modelled via transitivity, which led to a more structured view of transitivity in trust,
namely, conditional transitivity of trust[2]. Conditional transitivity states four conditions for the
transitivity of trust. The conditions are listed below:

1. The trustor receives a trust value from a recommender as a recommendation about the
trustee.

2. The trustor must trust the recommender to recommend only suitable parties.

3. The trustor is allowed to make judgements over the quality of the recommendation re-
ceived from the recommender.

4. Trust is not absolute. The trustor does not have to adopt the level of trust that the recom-
mender has in the trustee.

So, if a trustor trusts Charlie and Charlie trusts the trustee completely, then the trustor will trust
the trustee, but not necessarily as much as Charlie does. Once again, the trust level is dependent
upon the risks involved in the transaction and how much the trustor trusts Charlie to provide an
accurate recommendation for the context of the transaction.

Social control trust

Social control refers to a feedback mechanism that is used to propagate information about a
transaction to the rest of the potential users of a service in a community [3, 45]. It is an essential
component of the trust mechanism that is shown in Figure 2.6. Social control is known as a
soft security mechanism, and as such eliminates the requirements for a global authority [39].
Social control induces cooperation because any transgression of the part of a service provider
or trustee will be propagated throughout the entire domain of the social control. Thus, social
control can be a self-fulfilling prophecy as any behavior that deviates from the norm in the social
control domain, will be viewed as undermining the social control and will reflect negatively on
the perpetrator of a transgression.
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In [34], Mui and Halberstadt present a reputation model that includes permeating a reputation
through a community of cooperating agents. Reporting a company’s or person’s bad reputation
in a system proves to be pivotal to all the agents in the community wishing to conduct legitimate
business transactions.[12]

Reciprocity as trust

Reciprocity is defined as “a mutual exchange of privileges” in the Mirriam-Webster English dic-
tionary. Reciprocal actions will create a greater sense of trust between two parties. A transgres-
sion or lack of reciprocal action will reduce trust between two parties. This level of trust based
on reciprocal actions can be propagated through a community using a social control mechanism
and can be used as a trust rating. Reciprocity has been studied by evolutionary biologists[34],
and explain reciprocity as a possible explanation for cooperation.

In [34], Mui et al uses reciprocity to expand on the concept of strategic trust. They use reci-
procity between two parties as a major component in their trust and reputation model. Benev-
olence is a similar concept to reciprocity when used in a trust calculation, as a high reciprocity
will make it more appealing for a customer to engage in an transaction with a particular com-
pany. The difference between the definition of reciprocity and benevolence is that the factors
that make up reciprocity are split between the benevolence and integrity factors in the trust
model used in this dissertation. Whilst a reciprocity value is permeated through the entire sys-
tem and is used to calculate a possible trust or reputation value, benevolence is an individual
factor that is not distributed throughout the network in which the transaction takes place. If
a customer is unhappy with a transaction in which it was involved, he/she will reduce his/her
benevolence rating towards the company in question and will also, if deemed necessary, perme-
ate information about the failed transaction or the company’s transgression so that the perpetra-
tor’s integrity factor may be reduced.

This separation from an individual’s dislike of a company therefore has less of an impact on
the company, whilst still reducing the company’s total rating for the individual involved in the
original transaction such that he will not engage in further transactions, or be more cautious in
doing so. The separation also makes it more unlikely that an unfair attack on a company can
influence the company’s reputation too much. If a company makes an error or a mistake in a
transaction involving an unforgiving customer, the customer might never use that service again.
However, the negative rating the customer reports will not influence the overall integrity rating
greatly and thus will not skew everyone’s perception of the company.

Decentralized trust

Decentralized trust refers to a trust mechanism where each trustor makes his or her own decisions[2,
10] independently of any control authority or community. It was introduced to reduce ambiguity
and complexity of having to propagate a trustor’s policies throughout a community. This en-
ables simplicity in the trust model, because it allows the trustor to make use of any information
he/she can obtain, including ratings provided by trust authorities and community recommenda-
tions, and then formulate its own decision about the trustworthiness of a trustee to suit his/her
personal preferences that are applicable to the specific context and risk in which a transaction
takes place.
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Weak-form trust

Barney and Hansen [6] defined weak-form trust as trust that relates “relationships and interac-
tions where the parties involved are not vulnerable to the actions of the other parties, and thus
no significant precautions are required.”

Weak form trust thus requires less assurances and a smaller level of trust in order for a trustor
to engage in the relationship with the trustee as there is little risk in the scenario.

Semi-strong trust

Barney and Hansen [6] went on to define semi-strong trust as trust where one party or both
parties are vulnerable to each other’s actions. This introduces more risk into a situation and
therefore requires more trust assurance between the parties. The authors then proceed to state
that governing mechanisms are needed to facilitate the transaction.

Strong trust

Barney and Hansen [6] proceeded to define a third type of trust, namely strong trust. Strong
trust refers to the trust required in a situation where one party is “significantly” vulnerable to
the other party, because malicious behavior on the part of the trustee would be advantageous
to himself, despite the negative repercussions of the trustee’s actions. The authors state that
governing mechanisms and social and economic controls do not influence the trustee because
the incentive of cheating is greater than cooperating.

Personal trust

Williamson [52] defined personal trust as trust that “applies to emotional and personal interac-
tions such as love relationships where mutual performance is not always monitored and where
failures are forgiven rather than sanctioned.”

Williamson believed that modelling trust was not suitable for economic interaction and that
more well-defined concepts, such as reliability, utility and risk, can be used instead of trust
in such interactions[4]. In this dissertation, personal trust in not suitable as a trust model due
to the nature of the composition of transactions. Multiple service providers can be used for a
single transaction, where many, if not all, service providers are unknown to the trustor, which
eliminates the forgiving and loving relationship that defines *“‘personal trust.”

2.6.4 Trust in this dissertation

In the previous sections, models of trust in academia was discussed to to show the diversity of
what trust can mean. It is important to note that these trust models aren’t necessarily exclusive
of one another. Many are complementary and can be combined to create new specialized mod-
els. To establish a suitable trust model for use in this dissertation, the authors propose using
various models and allowing the consumer, or trustor, the freedom to use the model that best
suits him for a particular scenario. By allowing for a trust suitable to the situation, and allowing
the trustor to establish the correct type of trust to provide just enough assurance, so as to avoid
unnecessarily costly calculation and investigation if it is not required or desired. In the online
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Proposition

1 The higher the trustor’s propensity to trust, the higher the trust for a
trustee prior to availability of information about the trustee.

2 Trust for a trustee will be a function of the trustee’s perceived ability,
benevolence and integrity and of the trustor’s propensity to trust.

3 The effect of integrity will be most salient early in the relationship prior
to the development of meaningful benevolence data.

4 The effect of perceived benevolence on trust will increase over time as
the relationship between the parties develops.

5 Risk-taking Relationships (RTR) is a function of trust and the perceived
risk of the trusting behavior.

6 Outcomes of trusting behaviors, e.g. RTR, will lead to updating of prior
perceptions of the ability, benevolence, and integrity of the trustee.

Table 2.2: Six propositions for trust

world, where it is common to interact with someone completely unknown in a once-off trans-
action, a complete analysis of the trustworthiness of the unknown entity might not be required
if the transaction is not important or does not expose the trustor to any real risks. However, in
situations where the trustor is subjected to real risks due to the transaction, being able to estab-
lish whether the services involved are trustworthy or not would be advantageous not just to the
trustor, but also to the provider of the service. If a service is deemed to be trustworthy, a trustor
would be more willing to interact with the service and pay a premium for the assurance that the
service provides. This concept lies at the core of services such as eBay’s reputation system[42].

In [40], Ratnasingham et al state that a lack of trust between business partners in Internet trans-
actions creates a barrier to the uptake of Internet technologies for business transactions. They
claim that uncertainties that exist are caused by a lack of awareness on the part of smaller com-
panies primarily about “universally accepted business standards and policies” and thus their
inability to confidently conduct online transactions. There is thus a need for a trust model that
is capable of providing the desired assurances to provide the participating parties the safety of
conducting online transactions, without introducing expensive and time consuming “one size
fits all” trust models.

In this paper, the definition of trust is based on the definition by Mayer et al[30]. The definition
provided is similar to the definition of decision trust described above, but includes the fact that
the trusted relationship exists in spite of an inability to monitor or control the trustee. The paper
proposes six propositions that contribute to the measure of trust between two parties - a trustor,
the party that trusts another party, and a trustee, the party being trusted. The six propositions
are listed in Table 2.2.

The parameters mentioned in proposition 2 in table 2.2 are described in the following sections.

Ability refers to the Web service’s expertise in which the service is offered. One is much more
likely to accept information regarding the current interest rate from a bank than a plumbing
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company offering the service, as the calculation of the interest rate lies much more in the exper-
tise domain of a bank. Ability alone does not convey trust, for a financial services group that
has the expertise to calculate the correct interest rate might have no motive to do so, and may
rather calculate one that provides them with more profit.

Benevolence refers to the good will of the company towards the trustor. Benevolence is a mea-
sure of the altruistic intents of a Web service in that the service will strive to produce the most
effective results for the customer, regardless of the negative costs it may incur, such as process-
ing expenses and post-sale customer support.

Integrity relates to the external perception of a service held by the public in general. Consistency
in past actions is indicative of integrity. Integrity of a service is also conveyed by correlating
previous claims and actions of a service, and a strong sense of fairness displayed by the service
in previous engagements. Unlike benevolence, the Integrity rating applies to the collective view
that a community has of a service. The integrity rating also extends to the view that authorities
have of the service, so that potential customers can establish the integrity rating of a service
provider and then decide whether or not to proceed with a transaction.

These three values, taken into account with a customer’s propensity to trust, can be used to
determine a level of trust the customer will have towards a Web service and the customer can
then consider the necessary trust assurances required for a transaction. A customer’s propensity
to trust relates to a trust value that a client will assign to a service that the client knows nothing
about. A trusting customer will place more trust in an unknown service to do the tasks it says
it will than an untrusting customer who will need trust assurances before he will engage in
the same transaction with the same amount of information. Some people are just more willing
to trust than others, and should influence any trust model so that a level of assurance can be
calculated that is suitable for the people involved and for the transaction at hand.

Time also plays a part in the determination of a trust factor. Time is represented by previous
encounters and the public perception of a service. When a customer knows nothing about a ser-
vice other than its own statements about its functionality, a customer has no way to determine
a benevolence factor towards that service. Instead, the client will place more importance on the
other two factors, namely ability and integrity. Over time, however, benevolence will increas-
ingly become more important because it encompasses the previous transactions the customer
has had with the service and the customer should be able to provide a benevolence factor from
his previous experiences. The benevolence factor becomes more important as more transactions
are concluded and eclipses the integrity rating because the integrity rating is a rating provided
by external parties. An individual who has a good relationship with a service provider will
stick with the service provider even if other individuals have had a bad experience. This is not
necessarily true in situations where a service has committed a serious offence which affects its
integrity rating significantly. This is why integrity and benevolence both play a part in the trust
determination rather than being phased out over time.

An simplistic trust calculation formula is given below.

T = (aAbBil)P,
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where a, b and i represent the importance factor of ability (A), benevolence (B) and integrity (1)
respectively, and where

a+b+1=1

P, represents the customers propensity to trust and affects the entire trust calculation. P, is a
multiplier such that
t< B <y

where x and y are lower and upper limits of the importance factor of a trustor’s propensity to
trust. The propensity to trust multiplies the trust calculation to alter the trust equation to impact
on the amount of assurance needed to engage in a transaction to reflect the trustor’s propensity
to trust.

For a successful trust assurance calculation, T should be greater than the perceived risk involved
in the transaction. As risk is an antecedent to trust, both must be computed in order to be
compared. The risk of any transaction is both subjective and objective. Transactions involving
large sums of money might be perceived to contain more risk simply due to the amount of money
involved, but the risk could also be established by the accuracy of the information required, the
controls in place to monitor the service and other factors that influence the risks involved in
using a service.

The last factor involved in the calculation is the relative weighting of the three parameters,
namely ability, benevolence and integrity. The weighting of benevolence becomes more impor-
tant over time and its weighting therefore increases and reduces the importance of the integrity
factor.

The trust defined here is dyadic, and suits the purpose for trust assurance between a trustor and
trustee. The trustor could indicate his willingness to trust a third party by using the trustee’s
trust rating of other services, chaining the trust values together between multiple services. This
introduces trust transitivity into a transaction if it is desired without adding complexity to the
general trust calculation. The trustor could then easily obtain trust values for an entire transac-
tion chain, and the transaction can then be evaluated based on the weakest link, or the average
trust rating of the the entire transaction. By utilizing the concept of decentralized trust in the
trust calculation, a customer has access to different trust models without changing the trust cal-
culation protocol. A customer may choose to accept the rating of a trusted 3rd party or may
choose to use a social control community to determine the trust rating. A trustor could even
use both ratings in an attempt to obtain a more accurate rating. The trust model used in this
dissertation is elaborated on further in Chapter 3.

2.6.5 Data collection

Information acquired about a customer in an online transaction may be collected explicitly or
implicitly. Explicit data is any data supplied directly by a customer to the Web service such
as the information provided in the registration process. Implicit data is data that concerns the
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customer, but which has not been supplied directly by the customer. Examples of implicit
data include transaction histories or search queries and can indicate preferences the customer
may have but has not specified.[14] In a Web services environment, both types of data can be
collected when the customer interacts with the Web service. All explicit data collection should
be made clear to the user regarding the collection and use policies of the Web service. Implicit
data collection may be beneficial to the Web service, and the customer might see the collection
of such data as an intrusion of his privacy. Thus a customer learning of such practices might
alter his benevolent perception of a Web service. Implicit data collection can provide a more
personalized service to customers and can thus help in providing a better environment in which
a transaction can take place. As long as the customer knows before the transaction whether
or not his actions will be monitored and collected, his expectations will not change when he
finds out that the service provider has collected data. Explicit data collection is discussed more
thoroughly in Section 2.7.

2.7 LEGAL FRAMEWORK

In view of the trust and reputation systems that can be applied to online transactions and trust re-
lationships, and the different trust models, there is a need to create a realistic base for trust mod-
els and calculations. Assumptions demanding too much from service providers without offering
any incentives will not succeed, because the the burden of restricting the service provider’s ac-
tions lies with the service providers themselves. There is no incentive for creating a more
restricted environment in which to operate. In the physical world, people have been using many
different cues and instincts to determine whether they can trust a stranger or not. In the online
world, these mechanisms do not exist; a good service will send out the exact same messages
that a malicious service will. As described earlier, there have been many trust models and com-
putational trust models that use different techniques in order to entrench similar intrinsic trust
evaluation techniques into computer applications. Whilst these models do provide novel ways
of determining trust, the trust is still baseless in terms of the repercussions an offending party
will face if he/she becomes opportunistic to the point where the end user is exploited for profit
or some other gain, apart from a reduced reputation rating, if his/her transgression is reported.
With the minimal cost of setting up the malicious service under a different name, if there are
no “real world” repercussions for transgressions, malicious services will continue to operate if
their transgressions are profitable.

It is for this reason that legislation can provide a sound grounding for trust evaluation and trust
models. By using existing and upcoming laws, the establishment of requirements for a trust
model becomes easier because parties have to adhere to the laws that apply to them. In the
physical world, it is common to base rational decisions in part on the law - not explicitly, but
rather as an implicit consideration that the law enforces cooperation under the penalty of pun-
ishment and compensation to the victim of a transgression. This is true for business sectors such
as financial services, where there are strict rules regarding business operations that intrinsically
put customers at ease when dealing with these companies. The value placed in legislation in
determining trust is only evident in the absence of laws such that a person’s confidence in a
sector or a company is undermined by the lack of control in the sector.

Unfortunately, traditional laws and regulations concerning commercial transactions and busi-
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nesses have not proven to be suitable for similar transactions and entities in the online envi-
ronment. Legislation confined to a particular country or physical geographical location is no
longer sufficient to an environment that has no physical space. The issues over control of elec-
tronic transactions, the validity of electronic messages and the authority of resolving conflicts
that may arise in the online sphere have sparked the need for clearer legislation in the electronic
transactions sector.

In [26], Johnson and Post illustrate the deficiencies of traditional laws by means of an example.
They show how traditional trademark laws are dependent of a country and that different coun-
tries have different trademark laws. When the borders created by physical landmarks and geo-
graphical authority are removed, the issues regarding trademark enforcement become blurred.
Legislation has to take cognizance of the nature of the Internet, electronic communication and
electronic transactions.

Johnson and Post speculate that a local government’s control is diminished in electronic trans-
actions because the physical borders no longer contain the transactions and the way in which
they are conducted. Whilst both countries might have claimed jurisdiction over the transac-
tion or trademark, the courts many not have the personal jurisdiction over the foreign entity to
order them to appear before the court. An entity can willingly subject itself to the authority
of a foreign courts in contract law, but a company does not have to submit to a foreign juris-
diction. A recent example of incompatible jurisdiction involved a company based in Illinois
that sued Spamhaus, a British-based non-profit organization.' The Illinois court claimed juris-
diction over Spamhaus. Full details of the legal battle can be read on the Spamhaus website,
http://www.spamhaus.org/

The closest resemblance electronic transactions have to traditional transactions is that there is a
offer and the option to accept or reject the offer. The contract entered into between the parties
involved is still binding, and new legislation has created the foundations in which the contract
can be proved or disproved. International trade law has created model laws which allows dif-
ferent countries to start from a common understanding of terminology, the requirements for
data message storage and evidentiary value. The United Nations Commission on International
Trade Law (UNCITRAL) {47] has created model laws regarding electronic commerce, elec-
tronic signatures, legal validity of computer records and the use of electronic communications
in international contracts?.

2.7.1 Data privacy laws

Data privacy has become a paramount concern in electronic transactions. Studies of websites
have shown that the number of websites displaying privacy policy information has increased
from 14% in 1998 to over 88% in 200 [20]. This has mostly been a self-regulatory step as
commercial websites have addressed the concerns of customers who make use of commercial
websites. In the United States of America, with the exception of the state of California, there are
no laws enforcing the use of privacy policies[7]. However, the Federal Trade Commission may
investigate companies who breach their own privacy policies. In contrast, the European Union

!'Spamhaus Legal Challenge : http://www.spamhaus.org/legal/answer.lasso?7ref=3
ZUNCITRAL Model Laws : http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce.html
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Directive on Privacy and Electronic Communications and the Electronic Communications and
Transactions Act of 2002 both require service providers to display privacy policies and conform
to the data privacy regulations stated in the respective laws. The laws are described in greater
detail below.

The need for legal acknowledgement of electronic transactions has spurred a great deal of activ-
ity in legislative sectors to recognize electronic data as legal equivalents of paper-based trans-
actions. The UNCITRAL model law describes which aspects of electronic commerce should
be enforced by legislative measures [47]. This model law has influenced the creation of leg-
islation in over 25 countries, including the United States of America, England, France, South
Africa and China. While these laws give credence to the validity of electronic transactions,
the laws do not necessarily include concepts of a consumer’s or client’s right to data privacy.
The problem of ensuring data privacy protection can be achieved in two different ways. Firstly,
there are legislative measures which enshrine a user’s right into law, and secondly, there are
self-regulatory standards that apply to specific sectors. In particular, America has decided to
regulate certain sectors in terms of personal privacy protection. The most recognised American
regulations concerning protection of personally identifiable information collected electronically
are:

e The Health Insurance Portability and Accountability Act of 1996 (HIPAA)
e The Children’s Online Privacy Protection Act of 1998 (COPPA)

¢ Financial Modernization Act of 1999, also known as the “Gramm-Leach-Bliley Act.”

The laws above all define how companies should treat personal information. These laws have
caused as much turmoil to the operations of websites as they have provided benefits to con-
sumers. As an example, the number of complaints to hotmail, a web-based email service,
increased by 1,150% in April and May 2000 after it implemented safeguards listed in COPPA
[20]. This example shows that legislation cannot provide a panacea for all privacy concerns, and
in fact, under the COPPA Act, in some cases customers had to reveal more information about
him/herself to prove his/her age. However, legislation is crucial to the wider adoption of elec-
tronic commerce. Until a customer can be given the guarantees that other forms of commerce
can, it will never grow into the market it is envisaged to be. A customer must be confident that
he/she can use his/her country’s legal system to resolve disputes.

The European council and member states recognize this fact and member states are proceed-
ing to roll out legislation derived from the UNCITRAL model law and the European Council’s
directives on Privacy and Electronic Communications [16]. The directive, known as Directive
2002/58/EC of the European Parliament and Council of 12 July 2002, extends the privacy af-
forded to persons and derives its meaning of “personal information” from the European Coun-
cil’s directive on the Protection of individuals with regard to the processing of personal data
and on the free movement of such data of 1995, also known as Directive 95/46/EC. Directive
2002/58/EC was created for the electronic communications sector and extends the more gen-
eral Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 [15].
The directive defines personal data as “any information relating to an identified or identifiable
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natural person (data subject); an identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or more factors spe-
cific to his physical, psychological, mental, economic, cultural or social identity...” Directive
2002/58/EC also defines who holds the rights to personal information and what rights are given
to the person who the personal information identifies.

Legislation, such as South Africa’s Electronic Communications and Transaction Act 25 of 2002
(ECTA) [37] defines several roles that service providers must fulfil, sets out the requirements
of electronically binding contracts, rules for companies selling goods or providing services
online and defines what information is considered personally identifiable information (PII) and
specifies how companies should handle such information. Legislation like the ECTA gives
consumers more right to contest business transactions and unlawful use of their PII. The ECT
act of 2002 is derived from the UNCITRAL Model law for electronic commerce. It therefore
stands to reason that Web services based in South Africa should be able to negotiate appropriate
terms under which to exchange personal information with other countries that provide similar
laws. The ECT act defines personal information as:

(a) information relating to the race, gender, sex, pregnancy, marital status, national, ethnic
or social origin, colour, sexual orientation, age, physical or mental health, well-being,
disability, religion, conscience, belief, culture, language and birth of the individual;

(b) information relating to the education or the medical, criminal or employment history of
the individual or information relating to financial transactions in which the individual has
been involved;

(c) any identifying number, symbol, or other particular assigned to the individual;
(d) the address, fingerprints or blood type of the individual;

(e) the personal opinions, views or preferences of the individual, except where they are about
another individual or about a proposal for a grant, an award or a prize to be made to
another individual;

(f) correspondence sent by the individual that is implicitly or explicitly of a private or con-
fidential nature or further correspondence that would reveal the contents of the original
correspondence;

(g) the views or opinions of another individual about the individual;

(h) the views or opinions of another individual about a proposal for a grant, an award or a
prize to be made to the individual, but excluding the name of the other individual where
it appears with the views or opinions of the other individual; and

(i) the name of the individual where it appears with other personal information relating to
the individual or where the disclosure of the name itself would reveal information about
the individual, but excludes information about an individual who has been dead for more
than 20 years.
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The description defines restriction for information that is personally identifiable information,
such as a first name and last name, but also places restrictions on private information, such
as race and religion. The similarity between the definitions provided in the ECTA and the
European Council Directive 2002/58/EC allows for a compatible trust assurance protocol. In
this dissertation, focus is given to the ECTA, but the protocol developed will be compatible
with the European data privacy laws, and should be compatible on the rest of the electronic
communication requirements as both are derived from the UNCITRAL model law on electronic
commerce.

272 ECTA

The aim of ECTA is “to provide for the facilitation and regulation of electronic communications
and transactions; to provide for the development of a national e-strategy for the Republic; to pro-
mote universal access to electronic communications and transactions and the use of electronic
transactions by SMME:s; to provide for human resource development in electronic transactions;
to prevent abuse of information systems; to encourage the use of e-government services; and to
provide for matters connected therewith.” In this research, only the sections of interest in the act
are used. These sections deal primarily with the requirements for the providers of online ser-
vices, the privacy rights provided for consumers in the online environment, and the legal weight
of electronic data messages. The ECTA provides numerous requirements that have to be met
by companies or individuals conducting business transactions in an electronic environment. An
Example of this includes Chapter VII, dealing with comsumer protection. The chapter is com-
prised of eight sections. Section 42, entitled “Scope of application,” states that the chapter of
consumer protection only concerns electronic transactions. This means that there are legislative
differences between transactions conducted in offline environments, and transactions conducted
using electronic messages.

Section 43 is of great interest and potential application because it stipulates exactly what infor-
mation suppliers must make available to consumers. The section, entitled “Information to be
provided”, lists 18 information categories that a supplier must make available as a provider of
goods or services in an electronic manner.

1 TIts full name and legal status
2 its physical address and telephone number
3 its website address and e-mail address

4 membership of any self-regulatory or accreditation bodies to which that supplier belongs
or subscribes and the contact details of that body

5 any code of conduct to which that supplier subscribes and how that code of conduct may
be accessed electronically by the consumer

6 in the case of a legal person, its registration number, the names of its office bearers and
its place of registration

7 the physical address where that supplier will receive legal service of documents
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8 asufficient description of the main characteristics of the goods or services offered by that
supplier to enable a consumer to make an informed decision on the proposed electronic
transaction

9 the full price of the goods or services, including transport costs, taxes and any other fees
or Costs

10 the manner of payment

11 any terms of agreement, including guarantees, that will apply to the transaction and how
those terms may be accessed, stored and reproduced electronically by consumers

12 the time within which the goods will be dispatched or delivered or within which the
services will be rendered

13 the manner and period within which consumers can access and maintain a full record of
the transaction

14 the return, exchange and refund policy of that supplier

15 any alternative dispute resolution code to which that supplier subscribes and how the
wording of that code may be accessed electronically by the consumer

16 the security procedures and privacy policy of that supplier in respect of payment, payment
information and personal information

17 where appropriate, the minimum duration of the agreement in the case of agreements for
the supply of products or services to be performed on an ongoing basis or recurrently

18 the rights of consumers in terms of Section 44, where applicable.

In addition to the information to be made available, the supplier or service provider must allow
a consumer to review the entire electronic transaction, correct any mistakes that the consumer
may have made during the process of procuring the goods or services, and to withdraw from a
electronic transaction before finally placing the order. Subsection three of Section 43 entitles the
consumer to cancel the transaction within 14 days of receiving the goods if the supplier failed
to provide the necessary information or didn’t allow the consumer the required mechanisms to
review the transaction, fix mistakes made or the ability to withdraw from the transaction before
the order was placed. In addition to these requirements, the supplier is liable for damages suf-
fered by a consumer resulting from inappropriate payment mechanisms being used to facilitate
the transaction.

Section 43 of the ECTA provides an idyllic basis for a trust assurance protocol. Every service
provider that falls under the jurisdiction of South Africa or a country that has implemented
2002/58/EC has to provide all the information presented to customers. A trust assurance proto-
col based on the information that has to be supplied is applicable to the “real world,” because
the assumption that the service provider has to present all information for the trust assurance
protocol is not actually an assumption, but rather a legislative requirement.
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Chapter VIII of the ECTA deals with the protection of personal information collected through
electronic means. In ECTA, the section that stipulates the personal information protection pro-
cedures, Section 51, is voluntary and it is up to the supplier of the electronic service to subscribe
to the entire section or not at all. If a supplier or service provider subscribes to the principles
outlined in the section, he must make provision for all the following:

1 A data controller must have the express written permission of the data subject for the
collection, collation, processing or disclosure of any personal information on that data
subject unless he or she is permitted or required to do so by law.

2 A data controller may not electronically request, collect, collate, process or store personal
information on a data subject which is not necessary for the lawful purpose for which the
personal information is required.

3 The data controller must disclose in writing to the data subject the specific purpose
for which any personal information is being requested, collected, collated, processed or
stored.

4 The data controller may not use the personal information for any other purpose than the
disclosed purpose without the express written permission of the data subject, unless he or
she is permitted or required to do so by law.

5 The data controller must, for as long as the personal information is used and for a period
of at least one year thereafter, keep a record of the personal information and the specific
purpose for which the personal information was collected.

6 A data controller may not disclose any of the personal information held by it to a third
party, unless required or permitted by law or specifically authorized to do so in writing by
the data subject.

7 The data controller must, for as long as the personal information is used and for a period
of at least one year thereafter, keep a record of any third party to whom the personal
information was disclosed and of the date on which and the purpose for which it was
disclosed.

8 The data controller must delete or destroy all personal information that has become obso-
lete.

9 A party controlling personal information may use that personal information to compile
profiles for statistical purposes and may freely trade with such profiles and statistical data,
as long as the profiles or statistical data cannot be linked to any specific data subject by a
third party.

In ECTA, a data controller is defined as “‘any person who electronically requests, collects, col-
lates, processes or stores personal information from or in respect of a data subject.”

Web services must work within this legislative environment and provide users with the confi-
dence that the entire Web services transaction can be logged so that an authoritative body can
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determine who was involved in a business transaction and what role they played in that partic-
ular transaction. The following section introduces the need for a framework in which such an
auditing trail can be created.

2.8 ONTOLOGIES

An ontology, in a computer science context, is a markup language designed so that software ap-
plications can process the data included in the ontology, instead of just presenting it to humans.
Ontologies represent data and the links between data so that a computer can infer and create new
information from the information represented in the ontology. Ontologies store information in
different elements, allowing a computer to infer information in which data is stored.

Ontologies describe information as classes, individuals, attributes and relations. Classes contain
individuals and other classes and can be seen as collection or a set. Individuals represent the
basic object that are represented in the ontology. Attributes expand the knowledge represented
in classes and individuals by elaborating on the properties of the classes or individuals. An
important aspect of an ontology are the relations between classes so that new classes can be
inferred from the existing classes according to their rules and properties.

Ontologies can also describe vocabularies for different domains. Ontologies can act as tax-
onomies that classify different elements into an hierarchial structure. A vocabulary can be
shared and extended between different parties by defining a vocabulary in such a manner.

2.8.1 OWL

According to the World Wide Web Consortium (W3C), “The OWL Web Ontology Language
is a language for defining and instantiating Web ontologies.” Ontologies are core to the evolu-
tion of a new Internet. There is a great deal of data on the World Wide Web, and much of it
is linked so that one can navigate one’s way through the mass of information relatively easily
and smartly. Computers are not capable of distinguishing between different types of data and
cannot inherently produce useful results to a query. The aim of the semantic web is to tag infor-
mation with structured information that computers can follow and thus produce better results
themselves. Ontologies create vocabularies that contain relational information between differ-
ent types of information, so that computers can follow the relationships and infer information
from existing relationships and produce results that are not currently possible with text marked
up primarily to be display to humans [32].

OWL, a vocabulary extension of RDF, the Resource Description Framework[31], is becoming
known as a building block for the semantic web[31]. Instead of just presenting information
in a manner that can easily be interpreted by people, OWL’s goal is to represent data in a
manner that is more accessible to computers. The OWL language provides for greater machine
interpretability of a document and allows a computer to gather or infer information about data
items contained in an OWL document. OWL supersedes the Resource Description Framework
(RDF), which was created by the W3C as a formal data model, written in XML, to represent
and describe online resources such as websites and the content of the web resources. The core
of the framework revolves around machine readable metadata, enhancing a computer’s ability
to consume the web resource and its content.
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Ontologies also provide the functionality provided by taxonomies, and as such is capable of
providing vocabularies so that different computer agents are able to operate on the same se-
mantically tagged information in a consistent and reliable manner. Vocabularies of common
information and their meaning is crucial in the abstract interpretation mechanisms that com-
puter interpretation can provide.

Ontologies are different from taxonomies, which is just a hierarchial structure. An ontology
can represent a taxonomy quite easily, and the OWL-Lite sub-language of OWL is designed to
conform to this need. The advantage of ontologies over taxonomies is that ontologies contain
properties as well as classes and individuals. Properties allow the designer of the ontology to
state general facts about a class (and therefore its members) and specific facts about individuals.

In OWL, great care is taken to ensure the differences between classes and individuals. A class
consists only of an identifier and the properties regarding that class with respect to other classes.
Classes represents sets of individuals. Individuals are entities that belong to classes. Classes
describe individuals, whilst individuals comprise the actual entities in classes. The granularity
of the design of the ontology regarding the classes and individuals is quite important, as an
entity could validly be either a class or an individual. The choice made in the design has a large
effect on the sub-language of OWL that the ontology will fall under. Below is a brief description
of the three sub-languages of the OWL language.

OWL is separated into three distinct variations:

e OWL-lite
¢ OWL-DL

e OWL-Full.

OWL-Lite is a subset of OWL-DL which in turn is a subset of OWL-Full. OWL-Lite is suitable
for classification hierarchies and simple constraints between different classes. It was created
so that people currently using taxonomies could easily migrate their vocabulary to be OWL
compliant. OWL-DL is a subset of OWL specifically designed to be as expressive as possible,
but still retain computational completeness and decidability[31]. This means that any inference
drawn from the ontology will finish in finite time. OWL-DL has more expressive capabilities
then OWL-Lite, but forgos some complexity due to the goals for completeness and decidabil-
ity. The DL in OWL-DL stands for Description Logics, which is the logics on which the OWL
language is based. OWL-Full is the most expressive of the three subsets, but complete com-
putational reasoning is unlikely as there are no guarantees that a computation will complete
[31].

For the semantic web, only OWL-Lite and OWL-DL is suitable as an ontology that cannot be
guaranteed to return a result when queried will cause too many problems in the semantic web.
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2.9 SUMMARY

The background chapter provides the base from which a trust assurance protocol can be devel-
oped. By looking at the underlying technologies, trust systems used in literature, and legislation
concerning electronic transactions, a protocol can be developed that utilizes the best available
technologies, trust models and conforms to legislation. All the different topics discussed above
provide a foundation for a protocol and model that spans across different domains to ensure that
the customer is provided with all the necessary assurances that the technology, legislation and
trust models can provide.
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3.1 INTRODUCTION

Trust is an ambiguous term with different meanings when used in different circumstances. Aca-
demic research in psychology, sociology and computer science has defined trust over and over,
and its definition has changed in every field. In the background chapter, various definitions of
trust was described and a model for trust that will be used in this dissertation was introduced.
While the model is conceptually intuitive and elegant, it is still too ambiguous. There still needs
to be a common set of parameters so that the trust model can be used without requiring inten-
sive manual labour. The terms ability, integrity and benevolence are intuitive in their meaning
to humans, but in order to be able to provide a consistent trust evaluation, these terms need to
be defined with specific parameters, so that they can be evaluated consistently.

This Chapter first extends the trust model described in Section 2.6.4 and then establishes para-
meters with which to populate the trust model.

3.2 TRUST MODEL

In order to use the definition provided by Mayer et al [30] to calculate a trust level, we need to
establish parameters for each of the three characteristics of the trust relationship, namely ability,
integrity and benevolence.

There is a need to add semantic metadata to a company to know how we should evaluate a
company that we intend to interact with. A trustor should know that a bank operating in South
Africa should at the very least adhere to the Banks Act, along with the ECTA if the transaction
is being conducted online. The trustor should also know that the South African Reserve Bank
is responsible for bank regulation and supervision in South Africa. The Reserve Bank issues
banking licences to banks and thus acts as an authority and is capable of verifying a service’s
claims about being a bank. Without knowledge of such an authority existing for a particular
industry, a malicious service provider could conceal this information from the trustor. There is
therefore a need to be able to stipulate the authorities, and legislation that a particular company
has to adhere to, without requiring such information from a service itself.

The first requirement of this is being able to establish in what industry sector the company op-

39
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erates. Without this information, finding the right accreditation and verification bodies would
certainly be impossible. The information about the industry sector, combined with the coun-
try in which the company operates, will allow a trustor to find suitable information about the
authorities in the sector.

In order to establish the type of company that is being dealt with, we propose using the Interna-
tional Classification Benchmark to categorize companies into different sectors, where industry
and sectoral legislation, codes of conduct and authorities can easily be determined, without
blindly accepting the word of the company that is being evaluated.

In order to facilitate the automatic dissemination of the classification information, the authors
have created an ontology to classify companies according to their primary function. The ontol-
ogy is based on the Industry Classification Benchmark (ICB) ', developed by the Dow Jones
Indexes and FTSE in 2004 to classify different types of industries that are represented in stock
exchange markets worldwide. Whilst this classification designed for the stock markets, the
sectors and industries cover all the sectors that can be used to describe a company. This classifi-
cation places a company into exactly one category, and can be extended to placing the company
in different categories for each domain of expertise that the company is involved in. This ontol-
ogy can be combined with information regarding legislation that the company has to adhere to
and information about self-regulatory bodies, accreditation bodies, and industry associations so
that a trustor can establish exactly what requirements a service must meet to conform to the re-
quirements set out for it by all the appropriate authorities. Without this information, the trustor
will have no starting point in determining whether the service is a lawful and verified service or
a malicious person masquerading as a legitimate company.

The ontology will be introduced and examined in detail in section 4.4. In Figure 3.1, the on-
tological representation of the ICB is shown to illustrate the granularity of the classification
benchmark. By associating information about accreditation bodies, codes of conduct, legisla-
tion, and verification bodies for a particular industry sector for a particular country, a trustor
can easily determine whether a company belongs to all the necessary accreditation bodies for
its sector. In Figure 3.1, a sample class is shown from the entire ontology. The enlarged class
shows the Travel Leisure_SuperSector, and contains the various sub-sectors for airlines, travel
and tourism, hotels, restaurants and bars, the gambling sector and the recreational service sector.
The ontology allows information about legislation, accreditation bodies, self-regulatory bodies,
industry watchdogs and other information to be added to each class of the ontology. Any au-
thority body listed for the Travel _Leisure_SuperSector will also apply to the sub-sectors, so that
general laws that apply to the entire super sector also apply to the sub-sectors.

Ability

To determine the ability of a trustee, the trustor must evaluate the trustee against the particular
context of the transaction they are entering in to. Ability is domain specific and a trustee must be
evaluated for each expertise domain that the trustee offers. For example, the perceived ability of
the South African Weather Service (SAWS) to forecast the weather would lead to a higher trust
rating of their ability than the trust perceived from them manufacturing equipment un-related

ndustry Classification Benchmark : http://www.icbenchmark.com/
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Figure 3.1: Graphical representation of the Industry Classification Benchmark ontology

to weather. Whilst this seems logical to humans, computers can not automatically determine
that the South African Weather Service should be more capable at predicting the weather than
producing manufacturing equipment.

To determine the ability of a company in a particular domain, several parameters can be evalu-
ated to produce a rating of the overall ability of a company:

e Accreditation bodies

o self-regulatory bodies

¢ public knowledge of company’s expertise in domain

e an ability rating from a trusted third party

o the company type, according to the international classification benchmark
o the company’s public certificate

e an evaluation of search engine rating

past history of expertise in domain provided by an authority in the sector.

A trustor’s knowledge about relevant accreditation bodies and self-regulatory bodies prevents
trustees from claiming that they meet all the criteria specified for them when they do not. A
company can try to fool a trustor by omitting the presence of a verification body in a particular
sector, but with the information available to the trustor from the ICB ontology, any such mis-
direction will be found out. Without such an information repository, the trustor would have no
way to determine whether there are additional verification bodies or authorities in a sector. The
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values for accreditation bodies and self-regulatory bodies come from querying those bodies to
verify the existence of a company in their records. Public knowledge of a company’s expertise
is another source of information about a company. Here, the value of shares listed in stock
markets can give an indication about a public company’s performance in a given sector. Pri-
vate companies might find it beneficial to advertise their expertise so that public knowledge of
their expertise increases and combined with previous history, enhance any trust derived in this
manner. The value generated for the public knowledge of expertise is received by querying a
community endpoint which contains sufficient information gained from the online community.
The trustor can also query the community itself, and search public forums for information about
a particular company.

Independent trusted third parties also have an effect on the perception of a company’s ability.
In particular, if products or services are endorsed by the South African Bureau of Standards
(SABS), then that should create a positive effect for a company’s products or services. Similarly,
a company that adheres to the ISO9001 quality standard should have that achievement impact
its perceived ability rating. A third party entity with knowledge of an industry and an incentive
to produce reliable and accurate information could be used to receive a rating for a company’s
ability rating.

A company that provides a service outside its primary business market should be treated more
cautiously than a company entrenched in a particular market. Following an example used
earlier, a consumer should trust weather information more if it came from the South African
Weather Service that from a reputable cosmetics company. If a service offered by a company
exists in the same classification as the company, then a high rating will be recorded for the
company on this requirement. If the domains differ slightly, then a lower rating will be afforded
and if the expertise domain of a service is completely different to the expertise domain of the
company, a low rating will be awarded. A company’s public certificate can also serve as a guide
that the company is legitimate and if the trustor only needs minimal assurance to a company’s
authenticity, then the trustor may decide to only validate a trustee’s public certificate to prove
authentication. A company without a public certificate could indicate that the company is not
able to deal with secure transactions and will receive a rating of -1. If a company’s certificate
appears on a certificate revocation list, it is up to the trustor to decide whether or not to continue
with the transaction.

Search engine results can point to a company’s popularity and status in a particular field and
give the trustor an indication about whether a company is a well-known establishment. Re-
ferring back to the example of the South African Weather Service, a internet search for “South
African Weather Service” produces 71,500 results, a search for “South African Weather Service
+forecast” produces 15,700 results and a search for “South African Weather Service +manufac-
turing” produces 604 results. Whilst these results do not prove anything conclusively, they do
suggest that the public record shows that SAWS is more recognized with forecasting than man-
ufacturing. Previous history of successful transaction and referees can also vouch for the ability
of a company in a certain field, A third party, community or both can provide a rating for the
history of the company’s ability.
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Integrity

Integrity consists of the external rating of a trustee by a community for all factors other than
those that contribute to its ability rating. The integrity of a trustee is a statement about their
conduct in general, over and above their abilities in the specific context in which the transaction
is taking place. The following parameters describe the integrity of a service:

e Third party evaluation

public reputation

historical legal challenges

current legal challenges

consistency in actions

operational openness

o Directly observed

acceptance of relevant codes of practice

- adherence to voluntary legislation (such as Section 51 of the ECTA)
- adherence to mandatory legislation

- perceived sense of justice

— observed consistency in actions

— perceived operational openness

- the jurisdiction in which the company operates.

Third parties refer to established companies and entities who solely evaluate and authenticate
other companies. The need for assurance about the authentication of a website or company on-
line created a new business model and started the boom in the certificate authority market. Third
party evaluations also refer to a new breed of authorities, such as trust authorities and other au-
thorities that attempt to provide more assurances than basic authentication and communication
of a company’s public key. These third parties provide ratings to consumers about companies so
that the consumer has some indication about a company before engaging in a transaction with
the company. An example of a third party would be the recommendations of an industry watch-
dog, which the industry has come to respect and is seen as a fair and unbiased in order to give an
accurate reflection of the companies in the particular sector. A public reputation is the integrity
level that a community holds of a company or service. This could be a reputation system, such
as the reputation system used in EBay[41], or it could be a more general rating built into a social
community that has dealt with a certain company. Historical legal challenges refer to previous
lawsuits filed against a company. Of particular interest are lawsuits of negligence and malice
regarding the services being evaluated. Not all lawsuits directed against a company will affect a
company or service, but particular lawsuits directed against the company should be noted when
evaluating the company’s integrity. Similarly, the current legal challenges faced by a company
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will influence its integrity rating and should thus be taken into account. Ratings about the legal
challenges can sourced from appropriate authorities or from a community. The rating rates the
company relative to the rest of the sector to determine the weight of the legal issues faced by a
company. Consistency in actions influences the integrity rating either positively or negatively
because of the confidence a trustor will have in a trustee if he is deemed consistently good.
A consistently bad trustee should be avoided if possible and an inconsistent trustee should be
approached with caution. The consistency of a company can be measured by a community of
agents, a third party, or even investigating previous financial records to ensure that the company
is consistent in its business practices. Operational openness refers to the amount of information
disclosed to a trustor about the transaction and the progress thereof. Openness in the transaction
instils a greater sense of assurance and therefore open business practices, where a trustor can
check on the progress of his transaction, will increase his confidence in the transaction and the
company he is dealing with. The openness rating can be sourced from a community of agents
and provides a rating relative to the rest of the industry.

Directly observed ratings about integrity are the ratings about the integrity that a consumer can
gather about a company without the need for third party assistance. Third parties could also
provide ratings for the conditions that can be directly observed, and the trustor could prefer to
delegate the entire integrity check to third parties, either centralized authorities or decentralized
communities.

If a company publicly states that it accepts codes of practice which an industry has set, any
violation of the codes of practice will leave the company or service liable and affords the trustor
with the ability to challenge the company in a legal institution for compensation. A company
who refuses to agree to a code of practice or declines to advertise it should be treated with more
caution, because any violation of the code of practice does not afford the client the chance to
seek for recompensation based on those particular grounds. ECTA contains a voluntary section,
Section 51, which sets out rules regarding the electronic collection of personal information. A
company that subscribes to a voluntary section of legislation should be deemed to have a strong
sense of justice, which would influence its integrity. Similarly, a company that adheres to the
mandatory sections of legislation should be seen to have more integrity than companies who
have been found contravening the law. A trustor’s perception of a trustee’s sense of justice
will provide assurance to the trustor if the trustee is perceived to have a strong sense of justice.
This means that the trustee will abide by the contract between the two parties and will provide
assurances to the trustor. Consistency in actions are exactly the same as described previously,
but takes into account that directly observed behavior has a greater influence than a third party’s
recommendations. Lastly, the jurisdiction in which a company operates is an important factor
in choosing a trading partner. If there are two services offering the same service, the service
operating in the same jurisdiction as the trustor will be more appropriate because any dispute
can be resolved without the need to cross jurisdictions.

Benevolence

Benevolence is the most personal criterion used to evaluate a trustee. A service might have a
good ability and integrity rating according to past history and third party recommendations, but
previous experience is a significant factor when deciding how trustworthy a trustee is. In the reat
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world, once a person has had an experience with a company or service, it becomes a large part
of his decision to use the service again, despite the fact that the ability and integrity rating of the
company stays the same. If a person experiences bad service at a restaurant or receives faulty
goods from a company, he will take that into account before returning to the same restaurant
or company, despite the external view of both business being good. The following parameters
describe benevolence:

e Previous interaction experience

— normal business operations

* timely delivery of goods or services

* full compliance to business contract agreement
— extraordinary service

* customer service
x refunds of exchanges

e perceived altruism.

Benevolence relies on direct previous interaction with a company or services. A rating of previ-
ous business experiences with a particular company will influence the overall trust value that a
trustor holds over a trustee. If a transaction runs smoothly and completes as per the agreement
of the business contract, then the personal trust rating of the trustor towards the trustee will
increase. Similarly, if something went wrong in a business transaction, a trustor might decrease
his trust rating towards a trustee. Extraordinary service, whether it is good customer support
services or efforts to rectify mistakes made by the trustee, will increase the level of benevolence
that the trustor holds of the trustee. Refunds and exchanges that occur without hassle will also
increase a customer’s benevolence towards a company and make them more willing to trans-
act with the trustee again. The ratings for the benevolence factors involved are supplied by the
trustor himself, as he is the only one with information that can populate the benevolence ratings.
The range of the ratings are -1 to 1 and specify the worst possible rating to the best possible
rating respectively.

3.2.1 Parameters for trust calculations

The parameters of the trust equation listed above provides a trustor to use different trust deriva-
tion techniques and form them into a trust value that suits his needs for a particular transaction.
The trustor has to look at which parameters are feasible to obtain, the risk involved in the
transaction, the assurances he would like to have before entering the transaction, which of the
parameters are the most important and then evaluate the trustee with all the information that the
trustee possesses. It would make sense that a trustee would ensure that an online car dealership
has a good reputation, and a good rating from third parties and other previous customers. It
would however, not be suitable to go through the effort of establishing the same information
and calculate the trust level the trustor has in a company or service that provides a directory
lookup or provides a free currency convertor calculator. The client must be able to state his
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general preferences and be able to rate the previous parameters in a manner that is suitable for
the transaction at hand and then calculate a trust rating that is relevant to the transaction.

We propose a subjective rating scale to indicate the relative importance of each of the parameters
described above:

I Not applicable

2 Not important at all (0.25)
3 Not very important (0.75)
4 Neutral (1)

5 Important (1.25)

6 Very important (1.75)

7 Deal breaker.

The numbers shown in the brackets represent the multiplication factor with which the value
will be multiplied. The last item has no multiplication factor, as any transaction that fails a
condition labelled as “deal breaker” will cease immediately. Thus if the transaction matches the
conditions labelled as deal breaker, it is effectively ignored for the rest of the calculation.

An example of the importance factor ratings is shown in Table 3.1. The importance rating above
simply describe the multiplication factor with which each rating will be multiplied, except that
any rating of 1, i.e a factor of no importance will be removed from the trust calculation equation.
A rating of 5 means that the condition must be true or else the transaction will fail. That is the
reason why there is a threshold column in table 3.1 to describe the minimum rating required
before the transaction can proceed. It is important to note that some of the values that will be
obtained from evaluating the parameters will be discrete values, such as “Public Certificate”
and that other parameters will produce a value within a range. For discrete values, a value
of -1 signifies failure or the parameter test and 1 signifies a pass. The other factors can also
represent subjective trust ratings, as a parameter of “Jurisdiction” can only be evaluated once a
list of suitable or unsuitable jurisdictions is created. The trustor can either assign a value to a
jurisdiction or group jurisdictions into groups so that a jurisdiction can be evaluated against the
trustor’s preferences.

3.2.2 Trust calculation

The trust calculation is dependent on several factors. Firstly, any calculation needs to account
for the relative weights for the three parameters, namely, Ability , Integrity and Benevolence.

In figure 3.2, the graph for ability is defined by

P(z)=a
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Name

Rating

Threshold

Ability

Accreditation bodies
Self-regulatory bodies

Public rating of expertise in domain
Third party ability rating

Company type

Public certificate

Search engine company rating
Historical ability in sector

Integrity

Third party integrity rating
Public reputation

Historical legal challenges
Current legal challenges
Consistency

Operational openness
Acceptance of codes of practice
Voluntary legislation
Adherence to legislation

Sense of justice

Observed consistency
Perceived operational openness
Jurisdiction

Benevolence

Timely delivery of goods or services
Adherence to business contract
Customer service

Refunds or exchanges
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Table 3.1: Table showing the trust evaluation parameters along with the importance of each.

Ability

Integrity

Time

! Time !

Benevolence

Figure 3.2: Relative parameter weights over time

Time
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This indicates that the relative importance of ability does not change as the number of interac-
tions between two parties increase.

In Figure 3.2, the graph for Integrity is defined by

1 )"
P(‘T) - g 277'6_(1_[[)2/202

Initially, integrity accounts for much of the decision about whether to use a new and unknown
service. Because a benevolence rating doesn’t exist yet, it is very difficult to know how a
service will act towards a trustor, and thus the integrity rating becomes a good indicator of the
level of service to expect. Over time, as more interactions occur between the two parties, the
integrity rating will become less important because the trustor will have personal knowledge of
the service which will influence his decision whether or not to use the service again.

In Figure 3.2, the graph for benevolence is defined by

1
P(m) = . 27Te—($—u)2/202

where o = 2u to shift the curve to the right so that the curve is in the range 0 <t > 2p.

Initially, a trustor will have no knowledge of a service and thus will not know personally how
that service will act towards him. For this reason, the weighting of the benevolence factor
will not matter because the trustor has no information on which to base his/her decision. As
more transactions take place between the two parties, the trustor will be able to work out how
benevolent the trustee is towards him and it will influence his/her decision whether or not to
use the service more than the integrity rating received from other sources. The integrity rating
will become less important as personal experience is more important than knowledge about the
service from other people.

An example parameter evaluation Table is shown in Table 3.2.

This example is between a trustor and a trustee where no previous transactions have occurred
between the two. The trust evaluation rating can then be worked out as:

Tv:Zfi(Vi) G.1)
=0 J?

f

The sum does not include any items without values, or items with a value rating of “Not impor-
tant at all” or “Deal breaker.” Each parameter category, namely ability, integrity and benevo-
lence, is summed up individually so that the relative weight factor can be applied.

Ability has a constant weighting factor of 0.33 so A = 0.33(0.624) = 0.206
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Name Rating | Threshold | Value
Accreditation bodies 4 0.75
Self-regulatory bodies 4 1
Public rating of expertise in domain 5

Ability Third party ability rating 5 0.5
Company type 7 1 1
Public certificate 7 I |
Search engine company rating 1 0.14
Historical ability in sector 4 0.4
Third party integrity rating 4
Public reputation 4 0.6
Historical legal challenges 3 -0.2
Current Legal challenges 3 0
Consistency 4 0.7
Operational openness 4 04

Integrity Acceptance of codes of practice 4 1
Voluntary legislation 4 0
Adherence to legislation 4 |
Sense of justice 4 0.34
Observed consistency 4 0.3
Perceived operational openness 4 0.24
Jurisdiction 4 0.5
Timely delivery of goods or services 1 0
Adherence to business contract 1 0

Benevolence i

Customer service | 0
Refunds or exchanges 1 0

Table 3.2: Table showing the trust evaluation parameters along with their values.
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Integrity has a weighting of

1 2 2
P(z) = e 0= /2% — (.9974
oV 2m

which means that I = 0.9974(0.394) = 0.393

The trust value is calculated by combining ability, which accounts for one third of the value,
with integrity and benevolence, which accounts for two thirds of the trust value.

Benevolence is not calculated for this transaction, as it has no applicable values. If the trustor
interacts with the same trustee that is in this transaction, the integrity weighting would drop,
the benevolence weighting would rise and the trustor would have values for the benevolence
factors.

Therefore, the entire trust calculation deems the trustee to be trustworthy with a rating of 0.206+
§0.393 = 0.468 If the customer is happy with a trust evaluation of 46.8%, then the trustor can
proceed with the transaction.

3.2.3 Trust assurance protocol

In order for customers to engage in online transactions, it is necessary to determine the risks in-
volved in the transactions. There are several factors that have to be considered before a customer
will be able to determine whether or not to initiate the transaction.

Importance of the transaction

— If the customer needs the transaction to progress, and has no other method of achiev-
ing the required result, he might have to initiate the transaction regardless of the risks
involved.

Protection of personal information

— If the customer is concerned about the potential abuse of his personal information, he
might delay starting the transaction until he has the necessary information to assure
himself that his information will not be abused by the service providers involved in
the transaction.

Large risk

— If the transaction involves a large amount of money or risk, the customer may be un-
willing to initiate the transaction until he has enough confidence that the transaction
is legal and that the transaction is completed under an acceptable legal jurisdiction
and there are procedures in place to contest the transaction if the transaction does
not proceed successfully.

Service providers involved in the transaction
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— The customer may wish to know exactly who is involved in the transaction to make
sure that there aren’t any unscrupulous companies involved in the transaction.

The factors mentioned above have to be addressed by an assurance protocol to address cus-
tomers’ concerns that assurances be provided that the transaction will not have a negative impact
on their expectation of the transaction. However, the level of protection sought by a customer
does not alter the trust assurance protocol, but rather adjusts the requests for information that
the customer creates. The client is responsible for determining a level of assurance that he feels
is suitable and can then request the appropriate information from potential service providers,
and any authorities or communities that can influence his decision.

3.2.4 Level of assurance

The level of assurance that the customer would require for a particular transaction is dependent
on the risk involved in the transaction, the value or worth of the transaction, whether the cus-
tomer trusts the primary service provider and the information the client has to disclose in the
course of the transaction. In a transaction involving many service providers, third party service
providers might require personal information about the client that the primary service provider
does not need. For example, a car hire service might require the unique licence number of a
customer or his exact age to complete a car insurance quote through a general insurance portal.
If the primary service provider does not need the information that the customer provides, the
customer should know who has access to the information and what they intend to do with it. The
importance of full disclosure of information usage become more evident with the consumption
of more sensitive data, such as a person’s identity number or his credit card details. In a world
where companies share information between each other to complete a transaction on behalf of a
customer, the privacy policies of the primary service provider does not necessarily apply to any
third party. It is up to the customer to investigate the privacy policies of all the services involved
in the transaction.

Once the client has determined who is involved in the transaction, the client must be able to
define a level of assurance at which he wants the transaction to proceed. The level of assur-
ance refers to the assurances the client wants or needs before he will engage in a transaction.
This level of assurance is subjective to the customer’s concern for the privacy of his personal
information and the risk involved in the transaction. The protocol presented in this dissertation
allows a customer to receive a list of possible transaction parties, eliminate the services with
privacy policies orthogonal to his preferences, and then evaluate the remaining companies to
determine the best possible transaction path for the transaction. For example, a customer based
in England might prefer to use a merchant bank for payment that is also based in England,
because the client knows that merchant banks in England have strict rules regarding personal
information. If the merchant bank does violate these conditions, the customer can use the local
legal system as the merchant bank falls under the jurisdiction of the local courts. When a choice
of a Nigerian or UK merchant exists for the customer to choose from, it is desirable to evaluate
the two services on policies that suit the customer the best.
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3.3 TRUST ASSURANCE PROTOCOL

A trust assurance level can only be determined once sufficient information has been collected
from various parties about the subject of the evaluation. Information from the subject itself
along with information that other people have of the subject and personal knowledge about the
subject is required to properly evaluate the subject. Therefore, information collection is key to
a protocol regarding the establishment of trust assurances. In a world where the subjects are
companies offering goods or services for sale, the companies are bound by laws and industrial
regulations to supply information about themselves and their activities. As seen in Section 2.7,
ECTA stipulates clearly what information a company or individual providing goods or services
in an electronic environment must provide. This legislative requirement provides a convenient
base for the information required by a trust calculation service. In order to facilitate the transfer
of information between parties, we have created a policy document containing the necessary
information about a entity offering goods or services online. The next section describes the
policy document created from the legal obligations that exist in legislature. The next section
then introduces the protocol that allows a customer to request policies, disseminate them and
find a suitable transaction path.

3.3.1 Policy document

The policy created essentially allows a company to concisely present information regarding its
operation, and its use of a client’s personal information in a standard way, so that the policy
document can be distributed to other companies and potential customers. Creating a policy,
rather than just querying a service provider on individual items, allows a client to both get
all information and also query individual aspects of the company’s operation as specified in
the policy. The policy document also acts as a guard to ensure that a company presents all
the information that it is legally obligated to provide and thus places no extra burden of the
company. The policy allows a company to present and provide the information required from it
in a way that is now globally accessible.

EEnmyuame

ELegalStatus

CompanyType

== »con:ContactDetails

—‘ Jurisdictioninformation

Productinformation

Figure 3.3: Overview of the policy XML schema
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In Figure 3.3, the top-level structures for the policy document is shown. Below is a description
of all the element presented in this figure.

Policy
The eveloping XML tag containing a single policy document.

EntityName
A text element representing the entity’s name in plain English.

Legal Status
A text element describing the legal status of the company or indivdual, described by a vocabu-
lary. The legal status of an entity can be one of the following:

e Individual

Sole proprietor

Partnership

¢ Close corporation

Private limited company

Public limited company

Guarantee company.

The list of company types above represent the legal company types that are legally recognized
(apart from “individual,” which signifies no company type), and provides necessary information
so that a customer can then check the requirements on that type of company to see if it com-
plies with the regulations. The customer can also use this information to validate the company
by querying various registries to see if the entity really exists as the type of company stated.
The list of the different company types is fairly straightfoward, and does not require explana-
tion of the different company types, except that a “Guarantee company” is the equivalent to a
Section 21 company in South Africa. Companies registered under Section 21 are defined as
“associations not for gain” and are non-profit organisations dealing with “promoting religion,
arts, science, educaion, charity, recreation, or any other cultural or social activity or commu-
nal group interests.” [1] This is the reason why a vocabulary is neccessary so that equivalent
company structures can be identified. “Guarantee company” is the legal classification in differ-
ent countries around the world and Section 21 company would have little meaning beyond the
borders of South Africa.

CompanyType

CompanyType allows the entity to describe itself in terms of the International Classification
Benchmark discussed in Section 3. The benchmark, combined with the company type and ju-
risdiction information under which the company operates, allows the customer to establish the
exact requirements that the company operates under so he/she can then evaluate the company
accordingly. By establishing the type of company by the sector of operation, the customer can
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establish what self-regulatory bodies exist for the specific industry and can then evaluate the
company further by querying the appropriate bodies involved in the specific sector. The ICB
benchmark was dissussed previously along with the ontology created to represent the bench-
mark.

RegistrationNumbers

RegistrationNumbers is a complex XML element allowing a company to state its registration
numbers, such as its VAT number and numbers assigned to it by other regulatory and authorita-
tive bodies. It is shown in greater detail in Figure 3.4.

ContactDetails

ContactDetails is a complex XML element containing other XML elements to describe all the
contact details for a particular company. Contact details is shown in depth in Figure 3.5 and
discussed in detail later.

JurisdictionInformation
JurisdictionInformation is a complex XML element containing information about the jurisdic-
tions under which a company operates. It is shown in greater detail in Figure 3.6.

Affiliations

Affiliations is an optional complex XML element allowing the company to state any affiliations
that it has with other companies or with accreditation, regulatory or self-regulatory bodies. It is
shown in greater detail in Figure 3.7.

ProductInformation

ProductInformation is a complex XML element for describing the goods or services that the
company is offering for a particular transaction. The element is shown in greater detail in
Figure 3.8.

Conditions

Lastly, Conditions is a complex element allowing the company or entity to state the conditions
of using the service, their privacy policy and other information about the condition and terms of
use. It is shown in greater detail in Figure 3.9.

By using the legal requirements for the information supplied in the policy, the policy is not
adding any additional burden on the company involved. Rather, it is just formatting the in-
formation the company has to suppply to conform to legislation in a specific manner. In the
following sections, the policy is described in greater detail to describe the complete usage of
the policy document.

3.3.2 RegistrationNumbers

The RegistrationNumbers element shown in Figure 3.4 allows a company to list its registration
numbers. An anbounded number of RegistrationDetails elements can be created so that an
unlimited number of registration numbers can be listed. A description of a registration number
can be provided, along the the number itself, and optionally, any authority associated with a
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Figure 3.4: The RegistrationNumbers element of a policy

particular registration number can be listed.

3.3.3 ContactDetails

b =

Figure 3.5: The ContactDetails element of a policy

The ContactDetails element of the policy element is a general XML structure developed to
contain all the information needed to present the contact information of a service. The Contact-
Details element is defined in a separate XML schema document and is included in the policy
element schema.

The ContactDetails element contains elements for physical addresses, internet addresses or
URIs and phone numbers. All the elements are optional because the ContactDetails element
is reused in other sections of the policy schema definition and in other XML schemas. It is
thus necessary to generalise the element to allow it to be reused without having to redefine the
element for every situation.

The Address element contains two elements, namely physical and legal. The Physical address
element is unbounded and multiple addresses can be defined. A physical address element con-
tains an optional description of the address and an Address Details Element. Like the Contact-
Details element, the AddressDetails element is also defined in a separate XML schema and is
included into the policy schema for reuse purposes. The AddressDetails element contains all
the elements necessary to fully describe a physical mail or PO BOX address. The legal address
element also contains an AddressDetails element and is no different from the physical address
element except that the address listed in the Legal element is the legal mailing address for the
company or individual offering the goods or services. According to ECTA, any entity providing
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goods or services in an electronic environment must explicitly state the address where the entity
can receive legal documents. It is explicitly stated in the policy document.

The URI element lists the various electronic resources that are made available by the entity pro-
viding the service. The service can optionally list the website URI, a list of Policy endpoints that
are applicable to the service and the transaction, endpoints to any protocols being used and the
address for the service itself. Once again, the URI are all optional due to ContactDetails being
defined externally, but a service must provide the URIs applicable to the service as stipulated in
Section 43 of the ECTA.

The PhoneNumbers element allows a company to list several numbers so that the service may
be contacted. Multiple numberDetails elements can be created in the PhoneNumbers element.
The NumberDetails element can store numbers of any type, and thus the description field is nec-
essary to notify the consumer what the number is for. The number could be an office telephone
number, customer support number, fax number, pager number or any other telecommunications
number.

3.3.4 JurisdictionInformation

JurisdictionDe scription
= JurisdictionValue

{Gurtsdictioninformation E}—(E)EH Jurisdictionttem B{(—e T
[ |

-4 AuthorityDetails [2) =

Authoritytiame
comContactDetails

Figure 3.6: The JurisdictionInformation element of a policy

Jurisdiction information asserts in which jurisdiction the company is resident. As mentioned in
Chapter 3, territorial jurisdiction could prove to be important in the choice of trading partner. If
two parties reside in the same jurisdiction or in countries or states that have common jurisdiction
rules, it might prove more convenient to choose such a service over a service where jurisdiction
is a non-trivial issue, and where the client’s jurisdiction has no personal jurisdiction over the
company or individual to force them to appear before the local court. By choosing a compatible
and suitable jurisdiction more assurance can be offered by the local governance structure.

The policy documents therefore expects a company to at least state what territorial jurisdiction
it resides in, but also allows the entity to stipulate any other jurisdiction information that may
be appropriate to disclose for the transaction.

The JurisdictionInformaiton element contains one or more Jurisdictionltem elements. The Ju-
risdictionltem contains three elements, namely JurisdictionDescription, JurisdictionValue and
an optional element named AuthorityDetails. JurisdictionDescription is an element whose value
has to be part of the jurisdiction vocabulary list defined in Chapter 3. This allows a common un-
derstanding of the type of jurisdiction being described. As mentioned before, the entity must at
least provide one Jurisdiction item and it must contain a JurisdictionDescription for “territorial
jurisdiction”. Territorial description refers to the country under whose authority the company
operates. The Value for the JurisdictionDescription is contained in the JurisdictrionValue ele-
ment.
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If the company willingly submits to the jurisdiction of an arbitration authority or self-regulatory
body, details about the authority can be listed. There are two elements in AuthorityDetails,
namely AuthorityName and ContactDetails. AuthorityName simply lists the name of the au-
thority and ContactDetails contains the necessary contact information of the authority as de-
scribed in Section 3.3.3.

3.3.5 Affiliations

Figure 3.7: The Affiliations element of a policy

Affiliations is an optional element where an entity can list any regulatory bodies or accredita-
tion bodies to which it subscribes. This is a requirement unber ECTA and if the company or
individual subscribes to any such bodies, they must be listed here. The RegulatoryBodies and
the AccreditationBodies elements share the same structre. They both contain a Name element,
a Descritpion element, and a ContactDetails element. The name element simply provides the
relevant body’s name and the description provides a short textual description of the body. The
ContactDetails element contains the necessary contact information of the body as described in
Section 3.3.3.

3.3.6 ProductInformation

Figure 3.8: The ProductInformation element of a policy

The ProductInformation element contains details regarding the goods on sale or the service
being offered. There are four elements within the ProductInformation element, namely, Pro-
ductName, ProductDescription, ProductCost, and PaymentOptions. Product name is a simple
text element containing the name of the product or service. Similary, ProductDescription is a
text element containing a description of the goods or services. Product cost outlines the prod-
uct’s total cost and also breaks the costs down into the applicable taxes, transport costs and any
other costs as stipulated in ECTA. The TotalCost element simply contains the total cost of the
goods or service. The Taxes element can be used multiple times to describe different taxes and
contains elements to describe the name of the tax, the value of the taxation and the actual cost
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of the tax. Similary, transport coses can be used multiple times to describe different transport
costs and contains elements to describe the transport and the cost of the transport. Other costs
is an element that allows the company or individual to describe any miscellaneous costs, by
allowing the company to describe the cost and to attach the cost of the extra fee, by using the
element FeesDescription and FeesCost respectively. The OtherCosts element is optional and
may be used any number of times.

3.3.7 Conditions

Figure 3.9: The Conditions element of a policy

The Conditions element outlines the service’s policies, guarantees, warrantees and many other
information items. The Conditions element also outlines what a service does with personal
information that it collects and states it in a clear manner so that the customer in the transaction
knows what the service claims it will do with his personal information. The Condition contains
four Elements: TermsofAgreement, PrivacyPolicy, PaymentPolicy and Personallnformation.
The TermsOfAgreement element is shown in Figures 3.10 and 3.11. The PrivacyPolicy and
PaymentPolicy Elements are shown in Figure 3.12 and lastly, the Personallnformation element
is shown in Figures 3.13 and 3.14.
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Figure 3.10: The top half of the TermsOfAgreement element of the conditions element

The TermsOfAgreement outlines different terms offered to the customer in the transaction.
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These include guarantees, warranties, exchange policies, refund policies, the time in which
the goods will be dispatched after the sale or the commencement date of the services, action the
customer can take if a dispute arises, the security procedures in place to protect the transaction
and the parties involved in the transaction.

The Guarantees element can contain an unlimited number of GauranteeElements which consist
of the name of the guarantee element, a general description of the guarantee offered, and op-
tionally a ValidUntil element to indicate a time frame in respect of the guarantee element. The
Warranties element is structured in the same manner as the Guarantees element, and does not
require additional explanation.

The ServiceRenderTimeFrame is an optional element describing the time when the goods will
be dispatched or the services will begin. It provides two optional sub-elements, namely, Com-
mencementDate and ValidUntil. CommenementDate refers to a date when the service will start
or when the goods will be dispatched. The ValidUntil element is a date element that states when
a service will terminate. The company can use either or both elements to specify the duration
of the service or only one to specify when a service will dispatch the goods.

The UserAccountInformation element specifies how a customer can access and maintain the
details of his account details. The Accesslnformation element contains elements that allows
the entity to describe the access information element, along with the AccesInformationValue
element, which contains a URI to the appropriate service endpoint so that the customer may
access his information. This could be a second Web service, or it could be a website where a
customer can easily access his user account information.

Similary, the MaintenanceInformation element describes the manner in which a customer may
modify his user account details and functions exactly like the AccessInformation element, ex-
cept that the elements contained in the MaintenanceInformaiton element are called Maintenan-
celnformationDescription and MaintenancelnformationValue.

The Transaction element specifies how a customer can access and maintain the details of the
transactions. The AccessInformation element contains elements that allow the entity to describe
the access information element, along with the AccesInformationValue element, which contains
a URI to the appropriate service endpoint so that the customer may access his information. This
could either be a Web service, or it could be a website where a customer can easily access the
transaction information.

Similary, the MaintenanceInformation element describes the manner in which a customer may
modify the appropriate transaction details and functions exactly like the AccessInformation
element, excepts that the elements contained in the MaintenanceInformaiton element are called
MaintenancelnformationDescription and MaintenancelNformationValue.

Access to and modification of information sent in an electronic transaction are required by
ECTA and thus the service provider must provide the necessary controls for such activities.

The ExchangePolicy Element allows the company or service provider to list the different poli-
cies regarding product exchanges. An unbounded number of ExchangePolicyElements can be
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Figure 3.11: The bottom half of the TermsOfAgreement element of the conditions element

created to specify the exchange policy. The ExchangePolicyElement element contains the el-
ements for naming the policy, describing the policy and assigning a value to the policy. The
RefundPolicy element similarly allows the service provider to state the policies regarding re-
funds and is structured in exactly the same manner as the ExchangePolicy element.

The DisputeResolutionCodes element allows the service provider to stipulate any additional
dispute resolution codes that are avalable to the consumer if the need arises from the transaction.
Details of additional resolution codes are provided in a DisputeResolutionDetails element which
contains elements for the name of the dispute resolution codes, an element describing the details
of the code, and contact details for the code, as explained in Section 3.3.3.
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Figure 3.12: The PrivacyPolicy and the PaymentPolicy elements of the Conditions element

The PrivacyPolicy element allows a service provider to assert the company’s privacy policy.
Privacy policy conditions are stored in PrivacyPolicyltems and contain the name of the privacy
policy item, a description and a value. These are kept in the PolicyltemName, PolicyltemDe-
scription and PolicyltemValue respectively.

The PaymentPolicy element silimarly describes the policies of the service provider by allowing
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it to specify the policies regarding policies. Like the PrivacyPolicy element, the PaymentInfor-
mation item is contained in three elements, namely PaymentInformationName, PaymentInfor-
mationDescription and PaymentInformationValue.

Figure 3.13: The Personallnformation element of the conditions element

The personallnformation element is a crucial part of the policy for the purposes of determining
whether or not a service is suitable for a customer. This element describes the information
that the service requires and allows the service provider to state explicitly what the information
will be used for. This is a requirement of ECTA. The Personallnformation element contains
two elements, namely BrokerInformation and EndClientInformation. BrokerInformation is an
optional element that is used if a service is invoked to perform a service on behalf of a customer
via another service provider. Thus the information required by the service provider consists of
the information applicable to the broker service. The service might also need information from
the end user, such as their credit card details to perform a credit check if it is what a service is
required to do.

The BrokerInformation element consists of one or more Informationltem elements. The Infor-
mationltem element contains elements to describe name, type, description and optionally, the
content of the information item and and usage information.

The ItemContent element consists of either a value or one or more Informationltem elements.
Thus complex information items can be built up if necessary.

The ItemUsageInformation element describes a services intention regarding a particular infor-
mation item. It contains the ItemUsagePolicy element, ItemStoragePolicy element and either a
choice of explicitly stating that no sharing of the information item will take place or explicitly
stating the sharing policy.

The ItemUsagePolicy can contain one or more Policyltems, which contains three elements,
namely, PolicyltemName, PolicyltemDescription and PolicyltemValue. The Policyltem struc-
ture is identical to the PrivacyPolicyltem structure described above.

The ItemStoragePolicy element is identical to the ItemUsagePolicy in structure, the only differ-
ence being the element name.

The mutually exclusive choice of no sharing or the ItemSharingPolicy allows the service provider
to state his actions. If the NoSharing element is used, then the ItemSharingPolicy cannot be used
and vice versa. The ItemSharingPolicy element contains two unbounded and optional elements,
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OtherCompany and Policyltem. The OtherCompany element describes the entity with whom
the information will be shared. It contains the CompanyName element for the company’s name,
the CompanyType element to describe the type of the company, the ContactDetails element to
describe the contact details of the company or entity as described in Section 3.3.3 and the Com-
panyAffiliation element to describe the affiliation or relationship between the service provider
and the company with whom the information would be shared.

All the information described in the BrokerInformation element is only information concerning
a service that invokes a service on behalf of a end user. If the service requires end user informa-
tion, then the EndClientInformation element would have to be populated with the appropriate
information.

The EndClientInformation element describes the policies concerning the collection, storage,
dissemination, and sharing of a end user’s personally identifiable information. The element
contains two children elements, Informationltems and PII. The Informationltems element sim-
ply contains a list of ItemName elements and merely lists the personal information that the
service provider requires. The values for the ItemName element are contained in a vocabulary
of personal information so that the names can be standardized and the information items can be
listed easily. The vocabulary is listed in Section *###ickssdcrsosk

Figure 3.14: The top half of EndClientInformation element of the Personallnformation element

The second element in EndClientInformation is the personally identifying information or PII
element. The PII element contains two optional elements, GeneralPolicy and SpecificInforma-
tion. The GeneralPolicy element describes the usage, storage and sharing policy of items not
specified in the SpecificInformation element.

The UsagePolicy allows the service provider to list an unbounded number of UsagePolicyltem
elements to describe various policies regarding the use of personally identifying information.
The UsagePolicyltem contains three elements, PolicyltemName, PolicyltemDescription and
PolicyltemValue. These policy elements have been discussed previously.

The StoragePolicy element contains StoragePolicyltem elements and describes the policies re-
garding storage of personal information. It has the same structure as the UsagePolicyltem
element, with the addition of two optional elements, Duration and Until. These element are
of a date type and can store a date stating how long the information will be kept. This is in
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compliance with ECTA’s provision for the protection of PII.

The SharingPolicy outlines the sharing policies of the service provider as it applies to personal
information collected via electronic means. The element has the same structure as the sharing
element structure described in the ItemUsagelnformation element.
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Figure 3.15: The bottom half of EndClientInformation element of the Personallnformation ele-
ment

The SpecificInformation element contains information about individual pieces of PII collected
that are handled in a different manner to the general policies of PIL. If an information item
is defined in the specific information, the general policies regarding PII are discarded and re-
placed by the information supplied by the Personallnformationltem element. The structure of
the Personallnformationltem element is identical to the structure of the GeneralPolicy element.
A PersonallnformationItem element can be created for each information item that deviates from
the general policy for PII.

3.3.8 PolicyDocument

In the previous section, we describe the schema for creating a policy. Here is a valid policy
document based on the schema defined above.

<?xml version="1.0" encoding="UTF-8"?> <PartnerRequest
xmlns:inf="http://dna.cs.uct.ac.za/TrustAssurance"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:\masters\masters\schema\PartnersRequest.xsd">
<ServicePartners>
<ServicesRequestType>AllServices</ServicesRequestType>
<Restrictions> <InformationItemRestrictions> <All>
<ExactlyOne>
<RestrictionCondition>
<ItemName>CreditCardDetails</ItemName>
<RestrictionName>Storage</RestrictionName>
<RequiredvValue>EncryptedStorage</Requiredvalue>
</RestrictionCondition>
<RestrictionCondition>
<ItemName>CreditCardDetails</ItemName>
<RestrictionName>Storage</RestrictionName>
<RequiredValue>NOStorage</Requiredvalue>
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</RestrictionCondition>
<RestrictionCondition>
<ItemName>CreditCardDetails</ItemName>
<RestrictionName>Storage</RestrictionName>
<RequiredValue>LegalComplianceStorage</Requiredvalue>
</RestrictionCondition>
</ExactlyOne>
<RestrictionCondition>
<ItemName>FullName</ItemName>
<RestrictionName>Sharing</RestrictionName>
<RequiredValue>NoSharing</RequiredvValue>
</RestrictionCondition>
</All>
</InformationItemRestrictions> <ServiceRestrictions>
<All>
<RestrictionCondition>
<RestrictionName>Jurisdiction</RestrictionName>
<RequiredvValue>South Africa</Requiredvalue>
</RestrictionCondition>
</All>
</ServiceRestrictions> </Restrictions> </ServicePartners>
</PartnerRequest>

3.4 TRUST CALCULATION

3.4.1 Composite web services transaction chains

Web services transaction chains are links between different service providers to create an envi-
ronment in which a customer’s request to conduct a transaction can be dealt with. The transac-
tion is conducted between the customer and the primary service provider, but also other services
that participate in the transaction to add value-added services or provide some of the services
that the primary service provider offers but cannot perform itself. The primary service provider
is still the primary contact for the customer and responsible for the success of the transaction,
but if the customer’s personal information is passed to the participating service providers, it
poses a threat to the customer by exposing potentially sensitive information to companies and
services that the customer may not even be aware of. These third party services do not have to
comply with the privacy policies that are used by the primary service provider and the customer
is left vulnerable because he cannot control what happens with his information.

Value-added services or services that the primary service provider outsources, may require some
of the customer’s personal information in order to conduct the operation. For example, a travel
agency portal, acting as the primary service, may enlist the use of a car-hire company to pro-
vide a seamless car-hire facility in their portal. The car-hire company may require personal
information from the customer in order to provide pricing information. The car-hire company
might have a policy of sharing or selling the information it collects to information harvesters.
A customer should be able to determine what will happen with his PII before the transaction is
started or at least know the intentions of all the parties involved.

As an illustration, suppose that service 2 and service 4 in Figure 3.16 are both car hire com-
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panies that the primary service provider deals with. Both companies provide the same service,
but service 2 uses service 3 to complete his service offering. The customer should be able to
decide whether to use service 2 and service 3, or use service 4 to conduct the transaction. The
customer might be willing to pay a premium to protect his PII and if service 3 does not have
an adequate privacy policy, the customer might prefer to use service 4 as opposed to the trans-
action path that includes service 2 and 3, even though service 4 might be more expensive. This
concept of chaining services together to provide the end user will all the information concerning
a transaction is the cornerstone of the trust assurance protocol. By allowing the client access
to the transaction path and to information relating to the services involved in a transaction, the
client has the ability to become involved in the transaction. Scenarios created in Chapter 5 will
use this model as a base from which to evaluate whether or not assurances can be presented to
the client by using the trust assurance protocol.

The scenario depicted in Figure 3.16 presents a challenging stumbling block to the adoption of
Web services for transactions that involve any amount of risk. If customers could choose a par-
ticular transaction path over a more risky path, it would reduce the entire risk in the transaction.
The full disclosure of the services involved in the transaction might provide enough assurances
to the customer, but in transactions that present a lot of risk to the customer, the customer may
require greater assurances. A privacy conscious customer may also not engage in a transaction
until he can be guaranteed what actions will be taken with his PII.

Transaction Path Elicitation

To establish what services or entities could be involved in a transaction, a protocol is needed
to establish whether or not there is a suitable transaction path, and if there are multiple suitable
paths, to find the best path to suit the customer.

In the scenario depicted in Figure 3.16, the primary service provider aggregates policy and
operational information from the participating service providers and sends all the collected in-
formation in one message to the customer. Each service provider is responsible for collecting
the appropriate information from the services that it directly contacts to complete the transac-
tion. This forms a recursive protocol allowing all the possible transaction paths to be sent to
the customer. Once the transaction path has been established, the transaction can proceed us-



- 66 - Chapter 3 — Trust Assurance

.

ervice 3

Figure 3.17: Tree representation derived from policy collection

ing other Web services protocols. The trust assurance protocol only operates to find a suitable
transaction path, and has nothing to do with the actual transaction.

Apart from offering the customer primitive assurances, such as authentication, the protocol pro-
vides mechanisms in which the customer can state restrictions on what services may and may
not do with his personal information, and he may also specify restrictions about the services
themselves, such as jurisdiction information. For example, the customer can choose the most
suitable transaction path by only choosing transaction paths that involve service providers from
his country (if possible) or only use services that are certified as ISO 9001 compliant. As an
illustration, a customer might be willing to pay more for a service that resides in the same legal
jurisdiction as he/she does than a service offering a similar service that operates in a jurisdiction
where the customer has no recourse should the transaction fail. In particular, services and cus-
tomers residing in the European Union may not transfer information to services in other coun-
tries where there are not adequate privacy protection laws. This legislative restriction would
force the customer to only choose services in countries that have adequate privacy protection
legislation or countries with explicit agreements with the European Union, such as the United
States, and then only with the companies that comply with the legal amendments in the Safe
Harbor Act[48].

The information that the customer can use on which to base his decision must be contained in the
policy document of a service provider. This provides a suitable base of mandatory information
that service providers have to provide to the customer if requested. Whilst this may seem to be
a significant assumption or requirement for the policy, the information contained in the policy
is information that is required by South African and comparable electronic commerce laws,
such as the European council directive 2002/58/EC to all member nations. These laws require
service providers to make available all the information required to the customer of electronic
transactions. There should thus be no reason why the service provider wouldn’t be willing or
able to provide the information requested. ECTA clearly stipulates what information a company
has to provide if the service is conducted electronically.

In Figure 3.17 a tree diagram of the possible transaction paths is shown from the scenario
depicted in Figure 3.16. The tree representation is useful as each path to an end-node represents
a complete transaction chain that will function together to complete the transaction. Thus the
client has to choose one of the paths in the tree in order to start the transaction. The client
knows what services are involved in the transaction, and now has the ability to choose the
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Figure 3.19: The Restrictions XML element schema decription

transaction path that is most suitable to his requirements. These requirements could the cost,
privacy, quality of service or transaction jurisdiction.

Transaction path elicitation protocol

The root element of the transaction path elicitation protocol is the PartnerRequest element as
shown in Figure 3.18. The PartnerRequest element can contain one of three XML elements,
DirectServices, AllServices or ServicePartnersMetadata. DirectServices and AllServices are
control elements that either request just the services that the service provider is directly in
contact with or request all posible transaction paths, down to the last end node service. The
DirectServices element contains a ServicesRequestType element which is a control element to
instruct the service provider to present the path that best fits the customer’s restrictions or to
send back all valid options for the client to evaluate.

The Restrictions element allows the customer to specify exactly what he will and will not allow
to happen to any information that he sends in the transaction. These restrictions will eliminate
services based on their policies and the primary service provider will send back a list of suitable
transaction paths. The restrictions element is shown in Figure 3.19. The optional Returnln-
formation element allows the customer to specify what information he would like to receive
from each service involved in the transaction. The client could request that each service’s entire
policy be sent to him. This is the default action if the client does not specify what information
he would like. The customer could request that only the services’” URLs are returned to him or
that their fullname, their territorial jurisdiction and their Public certificates should be returned.
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Figure 3.20: The ExactlyOne XML element schema decription

The AllServices element has the exact same structure of the DirectServices element and does
not require extra explanation. The Informationltem element was described in Section 3.3.7 of
this Chapter.

The ServicePartnersMetaData element allows the user to request information about the entire
transaction path. The customer does not have to specify any restrictions or any other informa-
tion, but can do so it he/she wishes to. The return element only lists the available transaction
paths along with the contact URI of all the services, so that the customer can contact the services
to inspect their policies if he desires to do so.

The Restrictions element shown in Figure 3.19 allows a customer to state the restrictions that
service providers have to adhere to in order to qualify to the transaction. The Restrictions ele-
ment specifies two different restriction conditions; restrictions that apply to the customers’ per-
sonal information and restrictions that apply to the service itself. The Rescritions element uses
the InformationltemRestrictions and the ServiceRestrcitions elements respectively to specifiy
the restrictions. The structure of the elements are the same, and so only the Informationltem-
RestrictionsElement will be discussed.

The InformationItemRestrictions element contains an element to state the specific information
item element that this restriction appies to. The element’s name is InformationltemName. The
InformationltemRestrictions element then allows a choice of elements, namely ExactlyOne,
All, AllowAllExcept, DenyAllExcept and Restriction Condition. The details of the ExactlyOne
element is shown is Figure 3.21. The ExactlyOne element has the exact same structure of the
elemens All, AllowAllExcept and DenyAllExcept.

By defining the elements recursively, complex restrictions and equivalence conditions can be
created from these elements. The recursive nature is akin to the structure of the policy assertion
mechanism found in WS-Policy [44]. RestrictionConditions can be stated in the restrictions
conditions to state the customer’s preferences. The element contains the name of the restriction,
and optionally the information item name, requiredValue of the restriction and a serviceValue
element. The serviceValue element is a element that is used to report discrepancies between the
required values and the values that a service provider has.
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An example PartnerRequest element is shown below:

<?xml version="1.0" encoding="UTF-8"?> <PartnerRequest
xmlns:inf="http://dna.cs.uct.ac.za/TrustAssurance"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="C:\masters\masters\schema\PartnersRequest.xsd">
<DirectServices>
<ServicesRequestType>AllServices</ServicesRequestType>
<Restrictions> <InformationlItemRestrictions>
<All>
<RestrictionCondition>
<ItemName>FinancialData</ItemName>
<RestrictionName>storage</RestrictionName>
<RequiredValue>EncryptedStorage</Requiredvalue>
</RestrictionCondition>
<RestrictionCondition>
<ItemName>FinancialData</ItemName>
<RestrictionName>sharing</RestrictionName>
<RequiredValue>NoSharing</Requiredvalue>
</RestrictionCondition>
<RestrictionCondition>
<ItemName>FullName</ItemName>
<RestrictionName>sharing</RestrictionName>
<RequiredvValue>NoSharing</Requiredvalue>
</RestrictionCondition>
</All>
</InformationItemRestrictions> <ServiceRestrictions>
<AllowAllExcept>
<RestrictionCondition>
<RestrictionName>TerritorialJurisdiction</RestrictionName>
<RequiredValue>Nigeria</RequiredValue>
</RestrictionCondition>
</AllowAllExcept>
</ServiceRestrictions>
</Restrictions>
</DirectServices>
</PartnerRequest>

The PartnerRequest element shown above states that a service provider has to securely store any
information items containing FinancialData and that the service may not share any Financial-
Data or the users full name. The customer also places a restriction on the service by stating that
the service can be in any territorial jurisdiction other than in Nigeria. This simplified condition
shows the descriptive power of the Restrictions element.

Transaction path elicitation protocol results

Once a PartnerRequest element has been sent to a primary service provider, the result needs to
be sent back to the customer. This is done via the PartnersRequestResponeList element shown
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Figure 3.21: The ParnersRequestRepsonseList XML element schema decription

in Figure 3.21. The element consists of one mandatory element, Servicelnformation, and an
optional element, serviceGroups.

The Servicelnformation element contains information about the service that created the Part-
nersRequestResponseList. The service states its name and URL in the ServiceName and Ser-
viceURL elements respectively and can optionally add information items that the end user re-
quested. The Service can also add its policy to the ServicelnformationElement. The Service-
Information element contains another element, namely the ServiceFault element. If the service
fails any restrictions set out by the end user, the service can state the reasons for the failure in the
ServiceFault element. The ServiceFault element either contains a list of RescrictionCondition
elements as described earlier or it can assert that NoFaults were recorded.

The PartnersRequestResponseList also contains the ServiceGroups element. If a service links
to external services these services are defined in the ServiceGroups element. If there are two
or more services that can perform the same function for the service provider, these elements
can be stated in a serviceEquivalents element. Each ServiceEquivalents item represents a list of
services from which a customer must choose one. The ServiceGroups element can contain any
number of ServiceEquivalents elements. The ServiceEquivalents item consists of an unbounded
number of PartnersRequestResponseList item, making it a recursive element.

Effectively, the primary service provider receives a PartnersRequest element and sends the re-
strictions to each of the services that it interacts with. If the service fails to meet the criteria,
it sends an ErrorFault message. If it passes all the restrictions, then that service provider sends
the restrictions to its external transaction partners. Each service in the transaction chain then re-
sponds with a PartnersRequestResponseList element, and all these element are presented to the
customer in one PartnerRequestResponseList. This document contains all the possible transac-
tion paths in a manner that the customer can easily evaluate.

3.4.2 Trust parameter evaluation protocol

Once a customer has received all the possible suitable transaction paths, the customer needs
to be able to determine the trustworthiness of the service. The trust model described earlier in
this chapter requires information to be sourced from various accreditation bodies, verification
bodies, industry watchdogs, industy associations, and communities where agents can share and
request information about service providers. A protocol is needed to request these information
items so that the customer can obtain all the information required to assess the services and the



Chapter 3 — Trust Assurance -71 -

_Semcen.me
-3 in

ServiceQueryResponse [~}

Figure 3.23: The ServiceQueryRespone XML element schema decription

transaction paths.

To issue a request to an authority of community end point, a ServiceQuery element is used. The
ServiceQuery element is shown is Figure 3.22.

The ServiceQuery element allows the customer to make a boundless number of VerificationRe-
quest and RatingRequest elements. The VerificationRequest element contains a ServiceName
element to describe the service in question, a ContactDetails element to specify the ContactDe-
tails information of the service in question and an optional VerificationElement which allows
the customer to specify specific verification queries. The RatingRequest element is structured
in the same manner as the VerificationRequest element, except that the VerificationElement
element is replaced by the RatingElement element.

The figure shown in Figure 3.23 is the schema definition of the response to a ServiceQuery
element. The ServiceQueryResponse element allows an authority or a community endpoint to
assert its verification details or its rating of a service. The element consists of a ServiceName
element, an optional ContactDetails element and a QueryResponseDetails element. The Ser-
viceName element identifies the service about which the verification or rating is about. It can
contain an unbounded numer of QueryResponseltem elements so that the authority can make
assertions about numerous verification or rating queries, or the QueryResponsedatails element
can contain an FaultMessage element, describing any errors that may have occured in the veri-
fication or rating process. The Faultltem element contains one or more Faultltem elements and
describes the query name in the QueryltemName element, the details of the fault in the Fault-
Details element, and optionally, the fault value in the FaultValue element as well as an optional
AuthoritySignature element to sign the results of the verification or rating.
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The QueryResonseltem element consists of the QueryltemName element, to name the particular
query item, a ServiceQueryDetailselement to specify any details about the verification or rating,
a ServiceQuery Value element to state the result of the verification or the rating value and lastly,
an optional AuthoritySignature element to sign the value to ensure that the result of the query
is not tampered with.

3.5 CONTRACT

Once the customer has requested the available services using the trust assurance protocol, and
has calculated the most suitable transaction path for him/her, the client must notify the PSP as to
which transaction chain the PSP must use in order to process the transaction. This file can then
be propagated through to the other services involved so that they too can know which services
they should use to complete their part of the transaction. The schema for the PRRLSelection
element is shown in Figure 3.24.

In Figure 3.24, the PRRLSelection element contains the information about the service which
the client wishes to use. This includes the service’s URL and its name. The PRRLSelection
element contains a description element so that a simple textual description of the agreement
between the client and the services can be stated so that the signed PRRLSelection element
can be binded to its intented use. The PRRL element also contains an optional XML element
for the external services the service will use in the transaction. The client received the options
for each service in the trust assurance protocol’s PRRL element. The ExternalServices element
contains an unbounded number of PRRLSelection elements, allowing client to create a PRRLS-
election element for each service and embed it in another PRRLSelection element so that the
transaction chain is stored. Additionally, the PRRLSelection element contains the ValidPeriod,
TransactionInformaton and Signature elements.

The ValidPeriod contains to date elements allowing the client to specify the time during which
the PRRLSelection message is valid and the TransactionInformation element allows the client
to either specify his/her name, or a unique transaction identity number, so that services know
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which services to use when they receive a transaction with the particular identification.

The signature element encapsulates a WS-Security signature hash and uses the WS-Security
specification to include the signature hash in the PRRLSelection message itself. This forces
each service to acknowledge the external services involved because they then sign signed PRRLS-
election elements received from the services that they will use in the transaction. When the
client receives this PRRLSelection element back from the PSP, the transaction path will be
signed by all parties involved and will provide the client with the assurance that all parties in
the transaction are in agreement about how the transaction will proceed. The client can verify
the services by computing a hash of the PRRLSelection element and computing the signature
using each service’s public key. Because the PRRLSelection elements contains the PRRLSe-
lection elements from other services, each service signs his own as well as any services that it
uses’s PRRLSelection element, ensuring that a chain of services is maintained.



CHAPTER 4

IMPLEMENTATION

4.1 INTRODUCTION

In this chapter, the following implementation artifacts, developed to provide a transaction as-
surance framework for Web services, are discussed:

e transaction execution framework

¢ implementation of the trust assurance protocol

¢ implementation of Web services

e client prototype

e legal ontology

Industry Classification Benchmark (ICB) ontology.

Ontologies

Transaction execution

Client prototype X framework

Trust Protocols
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Figure 4.1: Implementation architecture

Figure 4.1 shows how the components connect to provide an environment in which Web ser-
vices can be simulated and in which the trust assurance protocol can be evaluated. The client

75
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prototype consists of a client side implementation of the trust assurance protocol and makes
use of the ontologies to create standardized policies so that the trust assurance protocol works
efficiently. The client creates policy documents to state his/her preferences. The client proto-
type then initiates the trust assurance protocol by engaging Web services. The Web service is
deployed in the transaction execution framework and uses its policy and connected services to
provide suitable information to the client of the transaction. Each of these items is discussed in
this chapter.

The implementation of the artifacts described above serve two purposes. Firstly, evaluating the
protocol in the context of different scenarios produce results that can be evaluated to determine
whether the protocol is producing results consistent with expected results. The need to evaluate
the protocol based on a qualitative scale stems from the fact that the trust assurance protocol is
elegant in its simplicity. There is no scope for a dead lock further than a service not respond-
ing, whether due to network conditions or malicious activity. The protocol is designed not to
require complex interaction between the services interacting in the transaction assurance step.
The protocol however, does produce quite complex results and can be measured in two ways.
The initial trust assurance protocol step to find suitable transaction paths can be evaluated by
comparing the restrictions set by the user against the policies that are provided by the services.
This step can be evaluated objectively because the customer’s restrictions and the service’s pol-
icy are both based on the same vocabulary, which in turn, is based on applicable legislation.
The second aspect of evaluation falls on how the customer chooses the most suitable transac-
tion path if there is more than one available option. This step is inherently subjective because
the decision of choosing an appropriate transaction path from the available suitable transaction
paths, depends solely on the desires of the client. Most customer’s might be perfectly happy
with using any of the suitable transaction paths, and may use other quality of services factors to
choose which transaction path to choose. A more discerning customer may choose to determine
the best transaction path on trust values determined by the customer. The trust evaluation part
of the protocol, described in the previous chapter, was specifically designed to be flexible, and
effectively independent of the protocol. Because there is no concise definition of trust, no one
measure of trust can be considered better than any other. Thus only experience using online
services and recommendations from others can guide a customer to choose a suitable trust eval-
uation method for him/her. The trust evaluation method described in this dissertation has an
over-arching architecture that allows the customer to determine a level of trust using any trust
system.

The Trust Assurance Protocol described in Chapter 3.3 needs to be implemented to verify that it
produces results consistent with the requirements it set out to achieve. The artifacts produced for
this dissertation is also applicable to similar research areas beyond the scope of this dissertation.
For example, the transaction execution framework and the ontologies presented below can be
used independently of the trust assurance protocol and are thus artifacts in their own right. All
the artifacts created for this dissertation are discussed in subsequent Sections of this Chapter.

4.2 TRANSACTION EXECUTION FRAMEWORK

For the purposes of this investigation, the transaction execution framework (TEF) was created to
provide an environment wherein scenarios using the trust assurance protocol could be simulated
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and evaluated. TEF allows the user to create and deploy services easily so that the messages
being passed between all the parties involved in transaction can be monitored. The framework’s
main objectives are to run Web services, monitor those Web services, report on the activities
and results of the Web services and to provide a visual interface to configure the environment.

The execution framework is a modular java application that can be used to simulate any Web
service. By only concerning itself with the messages sent to and received from services, TEF
treats Web services as black boxes. TEF allows Web services to remain autonomous software
artifacts that can be implemented in any way. The only requirement that TEF places on Web
services is a message passing API so that the user of TEF can initialise, start, stop, configure
and run the Web services. Another design goal of TEF was to allow both actual Web services
deployed in a Web services container and instances of the business logic classes to be deployed
in the framework. The reason to local java objects to act like a Web service was to speed up
the creation of Web services to be used in the framework. By using local java objects, other
benefits are also provided for the user of TEF. A few examples are that the Web services and
their interactions can be monitored by a debugger, so that the development of Web services can
be sped up. Another benefit is that scenarios can be saved and loaded without concern that a
remote server may be down or not configured to handle the services that the user might want to
use. The different execution methods that are used in TEF are described below.

4.2.1 Execution paradigms

In TEF, multiple execution methods can be used. TEF can monitor axis2 Web services, Web ser-
vices as local objects in either a multi-threaded environment or a single-thread environment. A
few motivations of why this is desired was highlighted above. The different execution methods
are discussed here.

Deployed Web Services

TEF can monitor and report on deployed Web services deployed in an Web services container
or server. These are fully deployed Web services that can be contained on any Web server. TEF
can interact with these services if they extend a simple TEF messaging API, which allows TEF
to communicate basic administration commands and control commands to the Web service. The
business logic of the Web service and how it is implemented is left to the Web service itself.
The Web service does not have to conform to any specific platform, provided the Web service
implements the TEF messaging API. Currently TEF provides support for interacting with axis2
Web service containers and axis2 Web services. TEF uses the axis2 SOAP implementation and
so has no interoperability issues with axis2 Web services, but any Web service can be monitored
by TEF as long as it implements the TEF API.

The Web services have to extend messaging interface provided by TEF so that every Web ser-
vice can be configured, initialized, started and stopped by the TEF controller. Currently TEF
supports axis2 Web services and allows for easy creation of Web services for an axis2 container.

The TEF messaging API is a list of service endpoints that TEF can connect to to pass informa-
tion, ranging from information requests to control commands to a Web service. These endpoints
receive normal SOAP messages that convey specific instructions. The TEF messaging API stip-
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ulate that the following end-points must be made available to the TEF controller:

e admin_receivelnformation
¢ admin_sendInformation

e admin_initialize

e admin_startService

e admin_stopService

e admin_getLog

The endpoints admin_receivelnformation and admin_sendInformation provide endpoints that
can be used for communication between the Web service and TEF. The contents of the mes-
sages are dependent on the services themselves. There are no specific messages that have to
passed, but allows the TEF controller to send information to the Web service so that a spe-
cific scenario can be run without the Web service have to be recompiled and deployed with
the new information. In the transaction service protocol, all the Web services are based on
a base Web service type, because they all implement the same protocol endpoints. The ad-
min_receive endpoint is used to pass Web service specific information to the Web service at
runtime. The service name, the specific policy that the Web service uses and information about
other Web services that the Web service connects to is all passed to the Web service using the
admin_receivelnformation endpoint. The admin_sendInformation endpoint allows the Web ser-
vice to connect to TEF to send information to TEF. Both these endpoints are available to be used,
but are not necessarily required by different Web services. Both the admin_sendInformation and
admin_receiveInformation endpoints use SOAP body elements to contain the information that
gets passed between TEF and the Web services.

The admin_initialize, admin_startService, admin_stopService endpoints allow the TEF con-
troller to control the Web service. The Web service is responsible for implementing the methods,
so it is up to the Web service to adhere to the requests received from TEF. SOAP are used to
convey simple instructions written in XML.

The admin_getLog endpoint requests an XML log of the messages that has been received and
sent from the Web service. When using services deployed in remote Web services containers,
TEF cannot automatically records the message interaction that each Web service engages in
unless all the Web services interact through the TEF proxy. As an alternative to using a proxy
service to intercept all messages passed between Web services, the Web service can keep a
simple log and sends that to TEF before the service shuts down or when TEF requests the log
of a given Web service.

TEF provides a Web service interface that java Web services can implement to ensure that the
Web service contains the necessary endpoints. The Web service is still responsible for ensuring
that the methods have been implemented. This is because these commands and requests are
Web service specific and allow the Web service to be implemented in anyway.
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Figures 4.2 and 4.3 show Web services deploved in the Tungsten Web service container and the
endpoints available to the deploved Weh services respectively, Tungsten is discussed Jater in
this Chapter.

Multi-threaded execution

Wb services created to run locally in a java virtwal machine and Web services deployed in a
Web scrvices container both implement the same external interface and accepts and responds
to messiges being sent o them. Because TEF trears Web services and their implementation as
a black box, bath systems act identically in TEE The main difference between the two imple-
mentations of Web services is that the local objects make use of TEF s transport modules to
receive and send messages, Thus there is no dillerence in the Web services code wsell in how
the miessages pet passed Detween Weh services,
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In a prototype covironment where fully deploved services are not reguired, local objects can be
used o instead of fully deploved Web services. The base code of the Web services arc identical
ter that of the fully deployed Web services, but there 15 no need to deploy the Web services
in a4 Web services contwiner, This allows TE more control on the dvnamic creation of Web
services as the services do nit bave to be deploved and configured remotely. By using local-
objects o tun the transaction, the cost of sending SOAP requests over HTTP 18 nepated and
thus the transaction run is sped up considerably, This allows the user of TEE o quickly produce
a Wb service o perform a desired function without having o deplioy i o 4 Web service
container, which can complicile access to system resources before the Web service needs 1o be
fully deploved, In TEL, each of these local objects can be created in their own thread and act
autonomously from cach other. This provides a ¢lean abstraction from the implementation of
Web services, but still retains the independence of the serviees from cach other

Single-threaded executinn

By creating Web services as local classes. the interaction between the Web services can b
confrilled by a controller class mose carctfully, This allows more efficient momtoring of the
services and the messages passed between the services, By confipuring TEY to run an entire
transaction in 4 single-thread, it can eliminate the multi-threaded nature of the Web senvices and
teduce the interactions between the services a synchyonized interaction. This can be advanta-
geous, allowing a transaction to be casily monitored as the different services interact and allows
the Welb services and their interacuons tobe monitored in the java debugger. In distributed
asynchronous applications, interaction bugs are very difficult 1o reproduce or tind, and by using
a single thread of concurrency. an application can be debugged move easily. By using local
objects in the same java virtual machine, the developer can debug the catire transaction withouot
needing o use distributed debugging technigues.

The ability to debug s desirable in TEF so that the user or developer can be sure that the Web
services thal have been created functions properly before attempting 1o monitor a protocol.
The aim of TEE is {0 evaluate protocols and Web services without the complexity of running
production ready code. Thus users of TEF should be able to guickly creale Web services and test
that they work before allempting to incorporate the Web services in complicated transactions.

The single-thread execution method is therefor useful fo find errors that would be bard to find in
multi-threaded and distribuled environments, A transaction is also casicer to monitor when only
One Achion ocowrs at 4 glven fnme.

TEF allows the user o choose any of these 3 exceution methods and also allows the use of
remotely deploved Web services alongside the local Web services.

422 Tools Lsed
TEF muakes use of external librares o provide the functionality required and 10 ease develop-

ment of both TEF and the Web services that are controlled by TEE The following tools were
used to priduce TEF and the functionality that TEF provides.

e Juva
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Apache Axis2

Apache Axiom

Tungsten

e JUnit

Java Logging

Vector Visuals

Java

Java was chosen as the development environment for numerous reasons. Ease of development
and the variety of tools designed specifically for Web services written in Java provided an ideal
environment to build TEF. There are numerous open-source Web services containers available
for Java and thus TEF can use any of them so that lock in does not occur. TEF currently uses
axis2 as its Web services implementation, although any other (java-based) implementation can
be added to TEF with relative ease. Non-java implementations can be used with TEF when
using fully deployed Web services, but TEF cannot execute such web services in its own local
execution environment.

The java programming language also provides a suitable logging framework that TEF and the
Web services use to log and monitor interactions and results during the execution of a transac-
tion.

Logging occurs at various stages in TEF. There are mainly two different logging purposes in
TEF. Firstly, TEF produces a log to record its own actions and 1s useful to record the actions
of TEF incase an error occurs within TEF. This log file is not normally used by users of TEF,
but TEF produces the log files so that any abnormal behavior can be spotted. Secondly, and
more importantly, TEF uses logs to record the actions of the Web services that interact in TEF.
These logs can be used to replay a transaction, view the transaction at a specific state and
allows the user to see exactly what happened in the transaction. The Web services maintain a
log of messages sent and received, and TEF stores these logs, along with logs created by the
transaction controller to store a complete record of the transaction.

Apache Axis2

Apache Axis2 was chosen as the Web services implementation for several reasons. Axis2 is
an implementation of the SOAP protocol described in Section . Axis2 was chosen because
of its adherence to multiple Web services specifications and standards, and its open architec-
ture. Primarily, TEF uses the SOAP processing engine provided by axis2 as well as the XML
processing facilities provided by Axiom. Axiom, a name derived from “AXIs Object Model” is
a XML pull-parser that allows XML structures to be created, read and traversed. XML parsing
1s pivotal to using Web services and axis2 provides an elegant API to create and consume XML
messages.
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Tungsten

Tungsten, mentioned earlier in the Chapter, is a Web services container built around Axis2 and
other Apache organization tools. Tungsten is designed to be a stand-alone, or embedded, Web
services container that eases the installation of the tools required to deploy Web services. Tung-
sten is effectively a wrapper around axis2 and other required tools, and provides a simplified
install and configuration environment so that Web services can be deployed quickly. In tung-
sten, Web services are packaged in the Axis2 Archive format, “.aar” and these services can be
deployed in any axis2 compliant Web service container.

JUnit testing

JUnit is a testing environment which allows for the automatic execution of tests so that specific
application properties can be tested. Test driven development produces code of greater quality
and JUnit allows all the different modules of TEF to be tested to ensure that they work together
and that there are no logical errors in the code that will cause TEF to function improperly.

Vector Visuals

Vector Visuals is a java library that simplifies interactions with Java2d images. Vector Visuals
is used to manage the visual representation of the transactions and the interactions between the
services.

4.2.3 TEF modules

TEF is made up of modules that can be extended to add functionality to TEF. The following list
shoes the modules that make up TEF.

e TEF

e admin module
e archive module
e clients module
e config module
e GUI module

e logging module
¢ monitor module
e protocol module
e services module

e test module
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e transport module

e utils module

TEF s the main application and effectively coordinates all other modules. Modules all imple-
ment the TEFModule interface to ensure that all modules have methods required by TEF to load
and interact with them.

The admin module provides the controller for the transactions being simulated in TEF. The
admin module is responsible for deploying Web services, configuring them and using a transport
module to allow Web services to engage one another. The admin module is responsible for
loading applicable service types so that instanced of the Web service can be deployed in a
transaction. The admin module utilizes the Java reflection API to deploy services at runtime,
and also to configure endpoints described in a services WSDL document.

The archive module is responsible for dealing with packaged Web services. Currently TEF uses
the AAR module to process Axis archives. The AAR module is an extension of the Archive
module that understands the AAR package, and can then use the resources packaged with the
AAR file, even when the AAR file is not deployed in a Web services Container.

The clients module is a module that can be used by TEF if there if the client is the focal point of
the transaction. In the trust assurance protocol, the client is an independent application that uses
the information received from the protocol execution to determine the most appropriate path.
TEF provides the client module the freedom to display a graphical user interface to allow inter-
active behaviour if required within the TEF graphical user interface and also allows the client
module access to TEf’s service visualizations and logging services. The Client module has a
simple interface to allow the client access to the rest of the services deployed within TEF. Sim-
ilar to the TEF message API, the client modules, and any extensions of the client modules, has
methods for sending and receiving SOAP messages in synchronous and asynchronous methods.
This allows TEF to be independent of how the client is implemented, whilst allowing the client
to interact in the service.

The config module is a module that keeps information about the different modules together so
that TEF can find the active modules, deploy different modules and maintain modules. The
config module is also responsible for saving configurations, so that transaction paths,logs and
monitor results can be saved and loaded. The config module makes use of Java’s serialization
API to store the state of different active modules so that they can be restored.

The GUI module provides the main application window for TEF. The GUI module contains an
API that allows other modules to register their GUI’s and allows them to be displayed within the
main window. As an example, the admin module provides a few GUI components to administer
the available service types and also the deployed services. These GUI components are then
registered with the GUI module so that the user can use them to administer to services that are
deployed in TEF. The GUI module allows any module to register a GUI component, allowing
new modules to be created to provide new functionality. The modular architecture of TEF was
designed to be extensible, so that modules could be created for specific transactions and that
new functionality can be added to TEE.
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The logging module provides the logging mechanisms for TEF and for the services modelled
in TEF. THE logging module can be configured to produce log files or to send the logs to the
console or a remote service. The logging module allows TEF to record logging at different
levels so that the amount of details being logged can be determined by the logging module.

The monitoring module is similar to the logging module, except that is designed to deliver
reports to the user. The monitoring module is designed to be extended for specific protocol
evaluation so that the user is presented with applicable reports and results. The monitoring
module has access to the logging modules information, can request information from services
and can register its GUI component with the GUI module to display its results to the user.

The protocol module allows the user to describe a protocol and the conditions necessary for
success. The protocol module can specify the requirements for a protocol to ensure that every-
thing is set up in TEF to facilitate the protocol and can then report on the success of the protocol
run based on information received from the logging, monitoring and client modules. The pro-
tocol module can be extended for each type of protocol being tested and can provide a GUI
component so that the user can see when a protocol failed or succeeded.

The services module is a key module in TEF. The services module provides the necessary com-
ponents to deploy services within TEF. It includes a GUI representation of a service, so that
it can be displayed in TEF’s graphical representations, the necessary configuration information
for remotely deployed Web services or local objects. The services module is extended to create
service types. the services module implements the TEF message API so that any service con-
tains the required endpoints. The service module contains the service specific business logic
and data to process specific requests and protocols. The service module can also be used with
the AAR module to create Axis2 compliant Web services from the service modules.

The test module is a module that contains all the JUnit tests for TEF. From this module, all other
modules can be tested to ensure that they conform to the interaction requirements, so that new
modules can be tested to see if they will work with TEF and the other modules. Tests can also
be created to test Web services to ensure that the process messages correctly and that they are
functioning correctly.

The transport module provides the functionality of getting messages to the intended services.
If a Web service is deployed remotely, the transport module will send the message to the Web
service in the appropriate manner, either asynchronously or synchronously. If the Web service
is a local java object, the transport module will find the correct object, and then use java’s
reflection API to invoke the correct endpoint with the SOAP message that needs to be sent.
Thus services all send and receive messages in the same manner and leaves it up to the transport
module to ensure that all messages are received correctly. The transport module can also be
extended to simulate flawed transport medium, delays and disruptions.

The utils module provides small utilities that are available to all the other modules. The utilities
include creating XML elements from files, parsing XML files, creating certain GUI components
and other non-module specific functions.
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TEF uses these modules o create. configure and run protocols, services, clicnts and all the othey
COMPOnEnts Necessary o simulale services. interactions between services and the results of the
interactions, The modularity of TEF and the extensibility of the miodules and the abtlity to create
and register new modules makes TEF & very flexible system in which services, transactions and
protocols can be evaluated,

424 Userinterface

The user inlerfuce of TEF allows the user 1o configure and deploy Web services, to view o visual
representation of Web services and connectons between different services, to view execulion
of interactions between services and to display any results or errors resulting from the transac-
tion, TEF provides gui modules for creating, deploving and configuring services, and provides
modules for monitoring the fransaction and the results.
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Figure 4.4 Screenshot of the TET application intertace

4.3 CLIENT PROTOTYPE

The Trust Assurance Protocol descnbed in Chapter 3.3 allows a customer to determine the
possible transaction paths thar are available w himdher and o decide which path o choose.
Any complete path represented © the customer tepresents a successtul transaction chain that
conforms o the restnicuons that the customer stipulated in the < ParinerRequest > element that
he senl o the primary service provider. The client must choose a transaction path so that the
transaction can he initiated. Anv complete transaction path available 1o the client represents
& transaction path where a client’s restrictions on the service and wsage of his/her personal
information huve been met by all the parttcipating services in cach complete transaction chain,
Assuming that all the services involved in the transaction chains specified are honest 1o their
word and will not act maliciously once they are involved in the transaction, the client can choose
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any of the complete rransaction chains and have confidence that he/she knows what will happen
with hisfher personal information,

Hirwever, the goal of the trost assarance protocol is not just w find partners who claim they
arg suitable, but to really detcrmine 1f a scrvice 15 honest in its claims about its operations,
In the online world, malicious service providers can not be identilled easily, as they have no
imtial identifiable warning siens that will steer the ¢licnt away. In contrast, malicious services
will look and act cxactly like honest services and can be indistinguishable from their honest
COLLIMETATLS,

The trust assurance protoce] delivers all the information that can be readily obtained from ser-
vices and presents il to the client. The information is readily available because the information
returncd is consistent with the requirements placed vpon the service provider by Jegislation.
Any service who does not comply with the reguest for the information could be deemed suspi-
cious because they would he in breach of the laws requiring them to provide the information.

The client prototype is an extension of the clicnl module provided o the TET, The chent module
allows the client to send the initial message to a service that is deployed in 'TEFR The clieot is
similar Lo services in Lhat 11 creates, sends and receives nigssages as the only cxternal interaction
with services, It diffors in that it can have an iolerachive graphical inlerface so Lthat the user
can change the messages being sent or can act on messages coming in, The client module also
has agcess (o system resourees, and can connect o databases, load illes or make vse of any
other resources © 1L L is up to the developer to cither make use of a SimpleClient module
where the client simply acts on a configuration sciiing and iniliales the interaction with other
services. of the uscr can create an interactive eui client based on the GUICHen module. This
moddule displavs & user application which can be configured and handle all messages it sends
and receives. The comtents of the GUICHent is up o the user eotiely, aparl [rom creating a
visual represeniation of the services, and is independens of TEE, It is displayed in TEF for
convenichee, and allows the client to make use of TEF's other GUI componems. The only
methods in the chent modules are the sendMessage and recciveMessage methods that allow the
client to communicate with the other services, This allows the clieni 1o do all the processing
neeessary without adding the complexity to a transaction which is notl concerned with such
complexity.,

There arc several asprects to the clienl protolype. The chent interacts with a service and then
chooses a resulang transaction path based on several fuclors. The client’s preferences and re-
stricrions o uses of histher personal informabtion eslablishes the initial resteictions that arc scnt
te participating services and climinates services af they fal to comply with the resimctions of
the glient, The restrictions are contained in a chient persenal inlformalion preferences (P17
document,

When the clienl receives the list of possible transaction paths, it uses TEF s seeviee visualization
GUI commponents to display possible paths and lailed paths. From this poind, it is up to the client
2 choose a transacrion path. The clicnt nses the trust evaluation prolocol W reecive information
[rom vartous soutces to influcnce his decision about the different services involved.

The clicnl needs W be able w specily s preferences on using different trust sources, 'The clicnt
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uses @ trust preference pelicy (TPPY document. These documents as well as PIP documents
are all stored and reused to provide the customer with infermation tor future transactons. The
TPP document is used in conjuncten with a database of known services so that the client can
determine the benevolence factor for a particular service.

The following sections describe the PIP document, the TPP decument, the trust calculation, the
knewn services database and the graphical user interfuce that the client protolype uses,

4.3.1 Preferences and policy documents

For the trust assurance protocel, the client iy quite invelved with the transaction and requires
quite complex interaction. Because the clienr is actively involved in the transaction and has to
specity hisfher preferences on personal information and his restrictions. This document relates
te the initial starting point of the trust assurance protocol. The client must state what may or
may not happen with his personal information and whom may have dccess to it
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Figure 4.5; Schema of the Client Prefercnce XML document

In Figure 4.5, the schema for the client preference document is shown, Effectively, the schema
allows clients to create XML documents that stores information abour their restricrions based on
services and transactions. The ClientPreferencePolicy element contains the PeheyName, Pol-
wyldentityNumber, PolicyDescription, ApplicationOtPolicy and PolicyValues elements. 'The
PolicyName, PelicyldentityNumber and the PolicyDescription elements are text elements al-
lowing the client to state the name, identity number and desceripuion of the preference policy
respectively. The ApplicationOfPolicy elemenet allows the client to capture the conditions un-
der which the preference document is valid. The client can specify that the document 13 vahd
for certain or all industries above or below a certain value and level of risk, required accuracy
valuc and whether it applies @ known business partners or not. The client can also specity tor
with items of information the preference is valid.
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The Policy¥alues element contans nkormation aboul how the chient weights the different pa-
rameters for the trust calculation. The client cah state bow it wants Lo weighl any of the ability,
mntegrity and benevolence values that were described in Table 3.1, The client can also specify a
level of histher propensity Lo trast for the trust caleulation for which the policy 15 applicable.

The second preference policy document the client needs relates o the actual trost cvaludtion
seciion. The client, over lime, builds op policiey conceming his weighting of the ability, in-
legrity and beocvolence factors for industry types. transaction value or risk, monetary valuc or
reguired accuriacy. These policy documents can be combined to ercate a policy document {or
each service involved in Lhe transaclion and 15 then vsed when the authority services ate uscd to
determune the rust rating of each service possibly invelved in the transaction.

4,32 Trusl evaluation prolocel

Once a chient has started the trust assurance protocol, hefshe will receive a PartnersReguestRe-
sponseldst (PREL). As mentioned belore, any path with all leal nodes passing the restrictions
1cst 18 climble to be use d as specified by Lhe clients parinersRequest XML element restrictions
on the service and lis/her personal mformation.

In order to source the best possible path out of the available paths, the client needs to evaluare
the services involved in the path using the trost cvalvaton protocol, The teost evaluation occurs
mdependent of the trust assurance protocol, which means the cuslinner can decide how much
calewlation he necds wo do For the ransaction to proceed, Tt the transaction is not too risky for a
trusting client, he might choose the lirst available path without dongz any expenstve caleulations.
Howewer, should a clivnt wish to verify any details ahout the services invelved, hefshe has the
abidity to do so. The trust evalvation protocol wses the client preference policy docutnent o
evaluare the services and checks to see it hedshe has bad any previous contact with Lhe service.
A trust value s estublished for cach service and if all services pass the client’s threshold, then
the path ¢an be chosen 1o proceed. This process can be interaclive or automated depending on
the client’s desire.

433 User inferlace

The chivnt prototype uscr intertace consists of different sections. the prototype includes a graph-
ical representation of the ParnerRequestResponseList (PRRL)Y XML clement that is the result
of the trust assurance protocel’s PartnerReguest XML element. The chient can interact with this
graphical elemuent to see information about services, including their policies and other informa-
tion. The wser inlerface also includes creanne loading and editing of PIP documents so that the
client can specity hisfher restrictions on services and the vse of lnsfher personal infortmabion so
that the clignt can start a frust assurance protocol. The interface also includes Lthe facility o cre-
ate, load and edit TPP documents, so that the clicnt can state his preferences for the weightings
of trusk rating sources.

Once the elicnt has evaluated the serviges and compared them to the dalabase of known clienls,
the graphical user nterface will indicate the rarings for the ditferent services and transaction
paths. The client can then sclect the transactzon path that has the highest trust rating and create
the transaction conrruct with the pritary service provder,
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Figure 4.6: Chent Protolvpe showing how the user creates requests for the trust asserance
protucols
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Figurc 4.7. Client prototype displaving visual representation of a trusl assurance protocol re-
sponsc

Figures 4.6 and 4.7 show the client prototype creating a reqguest and displaving the response of
the reguest respectively. The elient prototype integrates with TEF o produce a seamless user
experience by ullowing the client prototype to use TEF's viswalization library 1o display the
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services and their connections,

44 ONTOLOGIES

The ontologics crealed for this dissertation was created so that there is a common vocabulary
for client and service providers. A commaon vocabulary is necessary when describing a business
entity because compulers can only match idemtical names whercus businesses cun be described
in numerous ways in everyday language. This ambiguity complicates a protocol where differ-
ent actions are luken for dillerene industey types and company sizes, A common vocabulary
eliminates ambiguity and allows Tor easier integration between ditterent systems. The ontolo-
rics also serve as a guidebook for clients to know what to expect from companies in dilfercnt
mduostries. A chem has o Enow whether there 15 an official industry registry of companics as-
socited with that industry. IF there s ne common point of refercoce Tor the clienl to reler to
and a malicions service omits information about the existence of such an industry association,
the chicnl will be none the wiscr and thus not bave all the pentinemt information at bis disposal,
By using ontologies. Lhe client can easily look up ditterent industry types in different countries,
and can look at the 1egal requirements. authoritative bodies and business procedures that apply
tir & particular company. 1T a malicious company then omits any mftormation that would expose
the service as fraudulent. then client will be able to pick up the omission easily and will ot
trust Lhe service provider,

44,1 TCH ontology

The ICE omology represents the different sectors of the stock muarkel sectors and theretore
places dilferemt companies into different categories. Similar to the Jegal ontology. the ICR on-
ology can be extended Lo include inlormation about industry associations. walch dogs, third
party authorities and can provide assistance with verification of a particular company in a par-
Leular industry. As an illustrabon, the Association of South African Travel Agenls (ASATA)
could verify a travel agent’s claim of heing a lrave] agent in South Africa, Any service who
Fatls the verification with the industry association should be regarded as suspicious unless valid
ad conclusive proot (Tor the customer) 1s provided that the service 1y legitimate, By combimmng
knowledge of different sectors and authority bodees that contral ditterent sectors, the ontologies
become powertul in providing the ¢lient with near perfect information about the information it
should recerve [rom a service provider,

44.2 Legal ontology

The legal ontolozy contuins o cntological representation of the infortation thal an onling ser-
vice provider must provide. This allows the client Lo koow whether the service provider has
omitted any important information. The legal ontology can be extended to incorporate indus-
trial and sectorial regulations as well as legal requirements for different company types. This
allows the chicnt ta casily see which laws o company has to comply with and can then cvaluate
4 company more accurately.
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443 Tools used

In order o leverage the power of the ontologies, tools 1o creale and interact with the OWL
ontologies were used, To create and edit the struclure of the ontologies, Protege 3.2 way used.
The images shown below show the Protege editor and the different views that it provides,

[P .....—.—._1....1..... s Ly Lok e
[Trrs— PP— R b S R e
L Lpet miimis s ia e

B B s s ——— 1 e o
[ [ —— - — S Brs Turi 8
f e (e |
s i, rmi
fis i iia PRI i in, PRt b
Wik, L g i g ey W =i
i T
LIRTR f
i L el wam s
Lo
e el
PP
1o o B e i
i st
L

At e

Figure 4.8: Graphical representation of the classes in the 1CB ontology
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Figure 4.9: Graphical representation of travel and leisure super-sector class in the [CB onwlogy

In Figure 4.8, the ICB structure can be seen. The ontology 1s effecnvely a hierarchial repre-
sentatien of the benchmark and provides the structure so that companies can be classified. Any
rules that govern a super-sector will also govern any individuals in the sub-sectors of the super-
sector, and thus the user of the omology can see exactly what Jegislaton and restrictions apply
to a certain secter. Combined with an ontology deseribing the countries of the world, shown
in Figure 4.11. these governing bodies can apply internationatly or to companies in specific
countries, Cach ¢lass in the ICE ontolegy can contain individuals, Tn this case. individuals are
companies. As can be seen in Figure 4. 1{), the companies are placed 1 the travel and tourism
sub-sector of the travel and leisure super-sector. A wser can now investigate which Laws are
applicable to the travel industry of & particular country. and can wse this information to make
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Figure 4.10; Graphical representation of the individuals contained in bravel and tourism sulb-
sector the in the ICB ontology
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Figure 4.11: Graphical representation of an ontology containing information on all the countrics
ol the world
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informed choices about which services to interact with. To interact with an ontology, a library
that provides an OWL API has to be used. The Jena framework written in java allows access to
OWL ontologies. The Jena framework is described as “A semantic Web Framework for Java”
and allows the client prototype to query and traverse the ontologies to find the applicable classes
or individuals. The client prototype primarily only uses the ontologies as a vocabulary. This
ensures that the service providers describe themselves in a manner that will allow the client to
be sure that he/she is dealing with the right type of company.

4.5 SUMMARY

In this chapter, the various artifacts developed in this dissertation was discussed. These arti-
facts show the results produced from the requirements of creating a trust assurance protocol.
The TEF framework allows any Web services transaction to be simulated and can be used for
purposes beyond the requirements of this dissertation. Similarly, the ontologies created to stan-
dardize the descriptions of companies in terms of their primary business purposes, can be used
in other Web service applications so that clients can know which laws are applicable to different
companies. These ontologies are designed to be extensible, so that industry bodies can govern
the information for a particular industry in a specific country. The client prototype created for
this dissertation is a protocol specific application showing the involvement of the client in trans-
actions where the client previously had no knowledge of the transaction. The prototype allows
the client to specify restrictions and preferences, and then applies these to the trust assurance
protocol.
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| CHAPTER 5

: EVALUATION AND RESULTS

5.1 INTRODUCTION

In this Chapter. the artifacts created in this dissertation are discussed and evaluated. In partic-
wlar, evaluation of the trust assurance protocol is discussed and the artitacts that can be used
mdependently of this dissertation is evaluated. The results of this disscrtation includes a pro-
tocol to find suilable transaction paths, 4 protocol and prototype to determine a trust rating for
Web services, a simulation environment in which interactions between Web services can be
monitored and vocabularies that can be used and extended to apply o ditferent industries and
sectors, so that scovices may conduct transactions confident that they have all relevant informa-
tion at their disposal.

5.2 PROTOCOL EVALUATION AND ANALYSIS

The trust assurance protocol allows the client to create request messages (o the poimary scrvice
provider (PSP wo specily the client’s preferences and restrictions that apply to services involved
in the transaction and also 1o the use of the client’s personal information.

The prowocol iself 1s simple in that each service only receives a single messape and sends out
a single response. This simplicity negates complicated protocol failures such as deadlock re-
sulting from a complicared protoco] scenario. The only deadlock that can oceur in the protocol,
can result from a service waiting for a response from 4 service that is unable or not willing to
respond. A tfailure to respond can be mitigated by the underlying transport protocol indicatmp
that an errar has occurred or that the connection has tmed out and the service is then automati-
cally excluded from the rest of the protocol, The simplicity of the protocol ullows for intuive
reasaning to be used to evaluale the prowceol.

The following five scenarios were created to exercise the trust assurance protocol and compare
restlts o the expecied outeomes.

1 A scenario involving only the client and a suitable PSP

2 A sconario invalving only the client and an unsuitable PSP

05
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3 A scenanio imvolving the PSP providing o choice belween Lwo scrvices

4 A scenario invelving the primary service requiring the ase of o mandatory service who
requires two external services, each of which has an equivalent service option

S A scenatio invelving multiple participating services which prodoces multiple transaclion
paths.

3,21 Scenarie one

Scenario one contains a Web service transaction where the only parties imvolved in the transac-
licn are the client and the PSP The PSP does not reguire any additional services to complete
Lhe ransaction,

Participants
Client The client i the transaclion

PSP SureTravel Web service,
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Fiaure 5,1 TEF graphic showing the participanls

In Figure 5.1, the conncetion hetween the client service and the PSE, Surc Travel. can be clearly
SECH,

Before the trust assurance protocel 1s run, Lhe chient connet be sure that Suee Travel will be
the only service involved in the transsction. The chient needs o send a PartnerRequest XML
element to the service. This 1s created using the Client prototype within TER

Figure 5.2 show how the clicnt creates a PartnerRequest element to send 1o the PSP The chem
can specify restrictions on the service or on the use of personal information. From the Part-
nerRequest depicted in Figure 5.2 it can be seen that the client has created a request that con-
tains no restriclicons o any SCrvices,

Sure Travet responds by sending a PartierRequestResponseList (PRRIL) element which indi-
cates whether or not the PSP has passed the restrictions that the client presented. In this sge-
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Figure 5.2: TEF creating i PurtnerRequest element with no restrictions

No of Services | Total No messages | Size of Request §izc"nf Response | Total Size of Messages
] 2 , 311 bytes I'1.34 Kbytes 1271 Kbytes

Table 5.1: Sunumary of the messages sent in the frust assurance proweol

nario the client didn’t stipulate any restricuons. The PRRL of Sure Travel didn'y include o
ServiceGroup element, indicating that it docsn 't use any services to perform any lransactions,

The result of the PartnerRequest request is shown below. The policy document that is sent with
the PPRL has been omiued [or brevity.

tPartnsrsiaqoestRasponsebias
sErvicaURl = AL pp: S 1SS 0068 B 2L Ye2 faxls2 fsurotoar=l"
seryviceNare="5urs fragkl Ionpany”>
<Servicelnfsemahon:
ePolioyvixmlns="kttp:s/dna. e uet  ac za/Truscihesuranee”
®rlasixsi="rheeps Slwww o wd onEg 00T/ XMLS chema-snstanza”
Rerischenalocarion="kelp: /Adea, 08, uoL vanowa/TrustAyvurance
Cirimastersimustorsvechenaloolicy ., dsdrs
CEntityNdamoxSares Trave. Conpany </ FnLilyHames
LegalStatussPartnorsh lpd/ LegalSiales>
<CempanyTypesTrave . _and_Ledisurss /Companylvpes

</Po__cv>
</Servicelafcrmation>
<iesvicoFea_tf>
</ParthessReguestResoonsslisgls

If the client receives a PRRL [rom Sure Travel that indicates that Sure Travel complies with the
customers restrictions and containg no other information about addinonal services o be used in
a transaction, then the trust assurance protocol is completed. The customer now has to decide
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Figure 5.3: TED Visualisation of the PRRL received by the chient

whether or not hefshe can trust the service. This step is discussed in Scction 5.4, Based on
the results obtained from the trust calculation, the custonmer cither procecds with the service
or terminates any further acuon. The client proceeds by creating a contracl that effectively
stales the PRRL hack 1o the service so thul the service can acknowledge which services will be
involved in the transaction and what restrictions are placed an personal information iters. The
contract is discussed in Section 5.4

522 Scenario twa

Scenario lwo is identical to scenano 1 except Lhat the client sends restriclions © Sure Travel
and that Sure travel does not comply with the restrictions that the client has stipulated,

Parficipants
Client The ¢licnt in the transaction

PSP SureTravel Web service.

CHet

'-————}a.. ;ul'."-'-‘_i_

Tigure 5.4: TEF graphic showing the participants

In Figure 5.4. the connection between the client service and the 'SP, Sure Travel, 15 shown,
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Betore the trust assurance protocol is run, the client cannot be sure that Sure Travel will be
the only service involved in the ransaction. The clicnt needs  send a ParnerRequest XMIL
element to the service. This 1s created using the Client pratotype within TEF.
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Figurce 5.5: TEF creating a PartherRequest element with resimctions

Figure 5.5 show how the chient creates PuntnerRequest elements to send to the PSP The client
can specify restrictions on the service or on the use of personal information.

Sure Travel responds by sending a PRRL element which indicates whether or not it has passed
the restrictions that the elient has presented. In this scenano the client stipulated restrictions
that Sure Travel didn™ meet. and the PSP indicates the error in the PRRL.

The result of the PartnerRequest request 1s shown below, No policy Document was supplicd
because the service did not pass the restriction Lest.

cPrirtnorsReqgues-ZesconseList
AervicoURL-"btooo: 77192, 1E8.8. 2009700 fa 1 s/ suronrovel™
scrvicelanc-"Scre Trevel Company™s
<lerviccFau’t>
cAcssrictlenCondition criticalFault="ves">
<Item¥im=>FullKars</Itembames
<FestrictionKeme>Sheziog«/Rest riclionYome>
cServiceVelusr*UnrelataddralPariiossfSorviceValnes
<IegqairedV¥alusrKoSharings/ Reagui redVealnes
ciReg-ricticnlongit bons
</ DervioaFag_t>
</ParsnescRequestResponaslial e
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Noof Services | Tg:[ﬂl No messages | Size of Request | Size of Response | Total Size of Messages

b 2 1411 bytes 404 bytes 1815 hytes

Table 5.2: Summary of the messages sent in the trust assurance protocol
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Figure 5.6: TEF Visualisation of a PRRE. received by the clienl

If Sure ‘travel failed Lhe ParnerRequest restrictions. TEF would indicate the failure and indi-
cale what the failure was. Figure 5.6 shows that the Sore Travel service has been marked as
failing the restrictions set by the customer and shows the PRRE tuilure display indicating what
conditions the service failed. The chient can now cither investigate the failure reasons presented
b Sure Travel or simply terminate the transaction.

5.2.3 Neenario three

Scenario three extends the scenario presented n the fivst scenario by creating a PSP that makes
use of an additional service to complete 1ts transaction,

In Lhis scenario. the PSP can usc either of the two additional services lo complete the lransaction.
In this mstance, Sure Travel can use cither XY Z credit merehant or the Nigenan eredit merchant,
In the modular architechure of Web services, many services can provide the same functionality
and a service can thus make use of any service providing the same functionality. Only the PSP
can decide which service it uses n il transactons. The PSP can either make use af services
with which il already has existing business relationships or it can dynamically locate appropriate
services, This process is transpatrent o the client and 1o the trust assurance protocol and does
not affect the protocol operation at all.

Participants

Client The client in the transaction

PSP SurcTravel Web service.

Secondary Service XY Z credit merchant
Secondary Service Nigerian credit merchant

In Fisure 5.7, the client is in direct contact with Sure Travel. Sure Travel connects to the two
credit merchant banks. From this information, it 1s not possible Lo know whether Sure Travel
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Figure 53.7: TEF graphic showing the participants

requires both services or not, the visualization enly shows the connections that the services have
with each other.

Before the trust assurance protocol is run, the client can oot be sure that Sure Travel will be
the anly service involved in a ransaction. The clicnt neads to send a partnerRequest XML cle-
ment o the service, This is ereated using the Client prowotype within TEF. The ParmerRequest
miessage is the same as the reguest created [or the first scenario and is shown in Figure 5.2

Sure Travel responds 1o the request by sending a PRRL. element which contains all the in-
formation about the transaction. The PRRL of Sure Travel includes a ServiceGroup element,
indicating that it wses additonal scivices to perform ity service.

The result of the PartnerReguest request is shown below. The policies sent with the PPRLL has
been omitted tor brevity.
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No of Services [ Total No messages | Size of Request | Size of Responsc | Total Size of Messages
3 0 311 bytes - 20.25 Khytes 33.22 Kbytes

Table 5.3; Summary of the messages sent in the trust assurance prolocol

Alkap pepelisjett R sl At e

The PRRL element from Sure Travel embeds the two external PRRIs into a ServiceEquivalents
element to indicate to the client thut the lwo services are used for the same purpose and that the
services can be intlerchanged, The PRRI. for XYZ credit mercham indicates that 1t complics
with the restrictions supplied by the client. and has reumed its service mformation. Nigerian
credil merchant has cited its territorial jurisdiction as the critical reason why it could not comply
with the clients restrictions. This does not mean that the client cannot choose to use Nigerian
credit in the transaction. it simply indicales that Nigerian credit could not comply with the
restrictions pravided by the client, The visual representation of the PRRL received by the client
can be seen in Figure 5.8,
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Figure 5.8: TET graphic showing the PRRL element recetved hy the ¢lient

524 Scenario [our

Scenario tour shows multiple scrvices mvolved in the ransaction. Sure Travel uses a partner
sile, Sure Hotels. who in tum uses services to complete the transaction,

In this scenario, the primary service provider has to use the secondary service to complete the
transaction. This shows o the client that their is no chotee in which companics can be involved
i the transaction at that point. Sure Travel has to use Sure Hotels 1o complete the Lransaction,
Sure Hotels conneets to cither ARC Hlotels or 123 Hotel, and to either XYZ credil merchant or
the Nigerian credit merchant, The sewup of the transaction is shown in Figure 5.9,
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Participants

Client The client in the transaction

PSP SurcTravel Web service.

Secondary Service Sure Hotels

Secondary Service XYZ credit merchant
Secondary Service Nigerian credit merchant
Sccondary Service ABC Hotels

Secondary Service |23 |lotel

e > eiE e FA T e |

Figure 5.10: THF graphic showing the PRRL ¢lement reccived by the client

[n Figure S.9, the client is in dircet contaet with Sure Travel. Sure Travel connects Lo Sure
Hotels, whe in tirn connects to the two eredit merchant banks, and two different hotels. In the
PRRL view shown in Figure 5,10, it cun be secn that the two hotels are equivalent and that the
client has to choose one of the services, The sume applies 1o the two credit merchants,
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| Noof Services  Total No messages | Size of Reguest | Size of Response | Total Size of Messages
6 12 1411 byley 42.25 Kbytes 99.18 Kbytes

Table 3.4; Summary of the messages sent in the trast assurance protocol

Before the rust assurance protocol s run, the client can not be sure that Sure Travel will be
the only service involved 1na transaction, The client needs ro send & partuerReguest XML cle-
ment 1o the service. "This is created using the Client prototvpe within TED The PartnerReyuest
message is the same as the request ercated for the first seenario and is shown in Figure 5.5.

Sure Travel responds to the request by scnding a PRRL element which contains all the in-
formation about the transaction, The PRRL. of Sure Travel includes a ServiceGroup clement,
indicaing thal it uses additional scrvices 1o perform its service,

The resull of the PartnerReguest request is shown below. The policies sent with the PPRL has
been omitted for hrevity.
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5.2.5 Scenario five

Scenano five shows multiple services being used to process the transaction. Surc Travel uses a
partper site, Sure Hotels, who in turn uses services to complete the transaction.

[1 this seenario, the primary service provider uses multiple secondary service to complete the
transaction, The primary service provider uses a specilic service as well as one of two services
thatt Lhe clicnt can choose, The setup of the services can be seen in Figure 5.9,

Participanis

Client The client in the transaction

PSP SureTravel Web service,

Secondary Service Sure Hotels

Secondary Scrvice XYZ credit merchant
Secondary Service Nigerian credit merchant
Secondary Service ABC Hotels

Secondary Scrvice 123 Hotel

Figure 5.11: TEF graphic showing the participants

From Figure 5.11, the client is in direct conlact with Sure Travel. Sure Travel connects to
Sure Hotels and credit merchants, Sure Hotel connects o two credil merchant banks, and two
different hotels. These hotels then in lurt contect w lwo merchant banks, This scenario shows
how 4 PREL clement can indicate that the same service can be ysed in the same transaction. [F
the client wishes, he can choose a service that appears mubtiple times in the service 1o reduce
the number of unigue services involved in the transaction. In the PRRL mmage shown m Figure
3.12, The client can sce the paths that are available to him and can sce that Sure Flotels has
failed the restrictions that were supplied. Figure 5,12 parallels Figure 3016 0 how it collects
and presents the transaction chain to the client, By receiving one higrarchial stmcture containing
all the possible paths, the client can reconstructs any path and investigate the services involved
i the transaction withoul having lo make repetitive requests o services.

Betore the trust assurance protocol is run, the client can not be sure that Sure Travel will be
the only service mvolyved in a transaction, The client needs to send a partnerRequest XMIL ele-
ment o the service, This is ereated using the Client prototype within TEL. The PartnerRequest
message 15 Lhe same as the request created Tor the frst scenario and s shown in Figure 5.5,
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Figure 5,12: TEF graphic showing the PRRL clement received by the client

The result of the PurlnerRequest request is shown below, The policies sent with the PPRI, has
been omitted for brevity,
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 No of Services [ Total No messages | Size of Request [ Size of Response | Total Size of Messages
6 30 311 bytes 6005 Kbytes | 158,00 Kbyles

Table 5.5 Summary of the messages senl i the trust assurance protocol
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Table 5.6 shows the list of messages that was sent throughout the trust assurance protocol. The
Luble shows the messages that were seént and received and shows the message size. In TEF, the
maonitor module allows the user o0 view any ot the messages. The monitor module is shown in
Figure 5.13. Ths allows the user to investigate what messages were sent between the services
during the protocal.

Figure 5.13: TEF monitor module showing list of messages

326 Scenario discussion

‘The scenarios show how the trust transaction protocol works and what messages are created
and sent in the protocol. Table 5.7 show a summary of the scenarios presented. From the wble
it can be seen that there is no distinet correlution belween the number of services mvolved ina
trunsaction and the size of messages received, Scenario three and four both use six services, but
scenario four created 20 messages whercas seenario thiee produced only 12, This iy because the
sime Web services are used in for different purposes in scenario Tour If each Web service was
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Message No | From " Size of message
1 Client Sure Travel l-m_
3 Sure Travel | Surc Hotels 1311 bytes
3 Sure lotels ABC llotel 1411 bytes
3 ABC Hotel Sure Hotels 431 bytes
5 Sure Hotels 123 Hotel 1411 bytes
6 123 Hocl XYZ credit 1411 bytes
DG XYZ credit 123 Hotel 8841 bytes
[ 8 123 Hotel | Nigerian credit | 1411 byley |
9 Nigerian credit 123 Hotel 213 byies
I (] 123Hotel Sure Hotels 17890 hyies
AR | Sure Hotcls XYZ credit 1471 bytes
I XUZ credit Sure Hotels RB41 bytes
i 13 Surc Hotels | Nigenan credi 1471 bytes
14 "Nigerian credit | Sure Hotels 203 bytes
15 ~ Sure lotels Sure Travel 40712 hytes
16 Sure Truvel XYZ Credit 1411 bytes
17 XYZ credit Sure Travel RB41 byies
o 48 Sure Travel  Nigerian Credit | 1417 bytes
¢ 19 Nigerian credit | Sure Travel 213 bytes
20 Surc Travel Client | 61492 hytes !

‘lable 5.6: List of the messages sent in Lthe trust assurance profocol
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. Scenario Nov | Total No Services | Total No Messages | Total Size | No of paths

| I 2 271 Khvtes | i '

T 3 I 2 177 Khvtes | 0

" 3 3 f 3322 Khytes | | :
4 fi | 12 09918 Kbyies 2

| 3 6 20 158.00 Kbyees 8

Table 5.7 Sumwmary of scenario resulty

unigue, eich service would only recerve one request and send one response, Thus the number
of messages would be 2 where ¢ is the number of nodes in the graph. The trust assurance
protoco] thas scules nicely for every additional node entered into the netwark,

The amount of data sent with trough the trust assurance protocel is very much depetdent on
what information the client requests frorm each service, 1n the case of the scenarios, the client
requested the full policy document of al] the services. and therefore burdened the systeim with
transferring the policies o the elient. If the client requested a URL to a poliey document from
cach service instead of the full policy. the tolal size of the messages sent and received n the
scenario would be 3,23 Kbyies instead of 158 Kbytes, The protocol is thus guite practical in that
the resalts it produces are not impractical, and that the size of the messages can be drastically
reduced if the client chooses not to receive the full policy documents.

527 Transaction coniract

Once the trast assurance protocol completes and returns all the available transaction paths back
tor the chent, hefshe can evaluate lhe services involved o the transaction and present the PSP
with the transaction path that the client has chosen. The trust evaluation process is shown in
Seclion 5.4, A contract for scenario 4 is shown below, where the client has chosen XY/ Credit,
123 Hotel, and Sure Tlotel as the transaction partners for Sure Travel. The signatures have been
oraitied for brevity, The signatures ensures that the services acknowledge the impending trans-
action request. This allows the client to venfly that all the services involved in the transaction
know that the transaction will proceed and that the services will know which services Lhey may
Use to process e trunsaction.
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53 WEB SERVICES EXECUTION FRAMEWOREK ANALYSIS AND EVALUA-
THON

The vse of TEF can be seen in the scenarios described above. TEF allows the user to set up
scenarios. deploy services and protocols and incorporate a client into the transaction. TEF then
monitors the interactions between the services to as the transaction progresses. TEF monitors
the interactions between the services and the services themsclves o provide the user wath rele-
vant informauon about the status of the trapsaction and allows a elient module to he imported
into TEF so that the client’s decision can affect the transaction being simulated.

By deploving services in TEF cither as fully deployed remote Weh services or as local ohjects
within the TEF environment. the user can use existing scryvices, providing that they have support
for the TEF message APL and create new services that can guackly be created 1o test a new
pratocol or service endpoints.

The modules created to provide TEF with its functionality provide a flexible architecture in
which modules can interact with each other and display infonmation to the user of TEF, withouwt
have to recompile TEF or change any fundamental internals,

1y rer
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54 TRUST MODEL EVALUATION

I ender to choose the hest available path for a transaction, the client must be able to determine
whether or not a service 1s trustworthy, I a service is nbicious or dishonest, there is no inherent
information that the client can use to determine that a service could pose a threat to the client or
his personal information. This is the reason thal vocabularies and metadata about industries and
legislution 18 requited. This allows the client o spol and report on omission of informuation that
a service supplies. However, the client still cannot teli it a client is o reputable service from this
information. The Lrust caleolation uses information available rom different sources 1o deter-
mine whether a service can be trusted for a particular transaction. The amount of assurance thal
achent requires 1s completely dependent on the chient and how highly he values the information
he supplies in the transaction and how important the transsction is 1o the client.

The trust caleulaton colleets information trom third parties online according to the list of para-
meters provided in ‘Table 3.1. An ontology of industry specific authorities. watch-dogs. industry
bodies. experts and communities allows the client to find the necessary services to query to es-
tablish a trust rating for 3 company.
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| i
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Figure 5.14: Ontoloey showing authoritics that apply 1o a particular industry for o specific
country

it Figure 5.14, an ontology contains informalion about authorities conceming the bunking sec-
tor in South Africa. In this example. the three registered authorities include BankingSA. the
South Africun Reserve Bank (SARB) and the South Atrican Business Bureauw (SABRBY, In this
seenaric, RBankingSA 15 a cormumunmity forum service that stores vser’s opinion of financial sector
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Figure 5,15 TEF graphic authority services that apply to a transaction

companes, SARB is the official authaority in the sector and can verity whether or not a servico
is registered as o financial service provider, SABB 15 o 3rd party induostry watch-dog thal rules
all financial scevices providers. From this ontolosy, the client can find the services that are re-
quired 1 order 1o cvaluate the services. Figure 515 shows TEEs representation of the authority
services and the reply recerved Trom querying the SARB scervice,

Using the client trust preference document with the results from querying the authorities relat-
ing to the services, a trust ¥alue can be established for each service in the transaction, The client
collects the information eegarding ability and integrity from the authority services and other cx-
ternal means and has no initial values for benevolence. From the client’s preference document,
the trust calculanon parameters 1o be used in the evaluation for XY Crodit is shown in Table
=8, The table shows the parameters that the chicnt has chasen for the evaloastion. the weighting
of each parameter and the values received from the different awthorities. Based on this infor-
mation. the ability rating of XYZ Credit can be worked out to be /1 = (1L.3300.6587) = 0.227.
Intcgrty is worked out as 0.9974(0.513 = 0.512. The weighting of {19974 comes from the
imtegrity value as it is the first transaction Lhat the client has conducted with the service. from
these valucs, the trust fating of XYZ Credit can be worked out to be 56,73%. XYZ Credit can
be considered somewhat trustworthy by the client based on the trust weighting values the clicnt
decided o use and the results received from external services,

If the client deals with XYZ Credil agam in the future, the client protolype will recosnize XYZ
credit ay a known service and use the available benevolence ratings from the previous trans-
acrions and alter the weighting of benevolence and integrity to take into account the provious
mteraction, In the second transaction. Inteerity has a werehting of 0,603 and benevolence 0,393,
Table 5.9 shows the same table ay Tuble 5.8, bul has ratings for benevolence included. the cal-
culation for the trust value will thus he 0.33{0.637) + 2(0L603{0.513) + 0.393{0.864)) = (.66,
cquals a Lrust value of 66,14%. The increase in trust is expected beeausc the benevolence valucs
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| Name Rating | Threshold | Value
! | Accreditution bodies ] 0.7
i | Self-regulatory bodies 4 (LOE -
' | Public raung ol expertise in domain -+ 72
Ability | 1 hlrd [rarty .uhlht}r rating 3 .63
% i| Company type 7 1 |
i | Public certificite 7 I 1
Public reputation 4 (1.5 06
Current Legal challenges 3 0
Consistengy 4 0.7 .
Operational openness - 0.4
- Acceptance of codes of practice 4 l:
Scnse of justice 4 0.34 |
[htegrity Ohbscerved consisieney 3 04:
Jurisdiction 7 |
Timely delivery of goods or services {l 1
Adhcrence w business contract U U
Henevolence | ;
i Customer service {1 l
| Refunds or exchanges {l | 0

Table 5.8: Table showing the trust evaluation parameters for XY Credit,

are high. If the customer had a bad experience with a service in the first transaction they had
logether, a benevolence lable like the one shown in Table 5.10 could be expecled. When trust
is evaluated. a frust rating of 33,745 is obtained, This 1s expected because a bad bonevolence
value imtially docsn™t carry as much weight as imtegnity imually, IT the same parameters are used
for the third and fourth transactions, Lthe trust values become 53 14% and 49 16% respecttully.

The rust model iltusirales the ability o gather infonnation about a service from diflerent
sources and to compute o value which can be used to measure homogenous services. If two
services provide the same [uncuonatily and both confonn o the chienl’s restictions, then the
trust evaluation will allow the client to choose the service that is percelved to be more trust-
worthy by other people. watch-dogs and mdustry bodies or w base the selection of services on
other faclors, such as transaction cost. A client may be willing to pay a premium to use a trans-
action path that provides mare assurances. In order to fully evaluate whether the trust model
provides the client with an appropriate measure of a service’s trustworthiness, a more robust
study is required to investigate ity feasibility. Tn this dissertation, the trust modeal adidresses Lhe
requirement of distinguishing between two different services when currendy, there are no lixed
mechanisms in place o cvaluale services,

Figuee 5.16 shows TEF displaying dillerent suitable transaction paths, along with the trust val-
ues that was calculated for each service, In the client panegl, the cumulative trust value tor a
transaction ¢hain is shown to give an overall impression of a transaction path, The twe paths
shown 1o Flgure 3,16 18 55, 78%, 55%and 56. 7% [rom the top path in the picture to the boltom
path. T'rom this imformation, the clienl can choose the path that 18 most suitable and issee the
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Nume Rating | Threshold  Value
Aceteditation bodics 5 (.7
Self-regulatory hodies 4 | 0.68
Public rating of expertise in domain 4 0.72
i Third party ability rating 3 .63
4 Company L¥pe 7 | |
Public certificate T | I
Public reputation 4 05| N6
Current [egal challenges 3 {i
- Consistency 4 0.7
- Operational openness 4 1.4
Acceptance of codes of practice 4 1
Sense of justice 4 1.34
~ Integrity Observed consistency 3 1.4
Jurisdiction 7 1
' ' Tirnéii,-m{lclix-'cry of goods or services 3 {8
' Renevolence Adherence to business contraet 4 L
Customer scrvive 4 .56
Refunds or exchanges ] )

Table 5.9: Table shawing the trust evaluation parameters for XYZ Credit.

I. Name | Rating ~ Threshald | Value |
- Timely delivery of goods or services | 3 .3 |
- S - Adherepce to |?Il.151' ness contract | 4 .35
Customer service 4 (26
‘ Refunds or exchanges ! 0 0!

Table 5.10: Table showing benevolence values XYZ Credit
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contract to the PSP,
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Figure 3.16: TEF graphic showing some possible transaction paths.

5.5 COMPARISON WITH OTHER ASSURANCE MODFELS

Ay mtrodueed m chapter 2, there are technelogies thal exist w provide user’s with assurances
when dealing in online transactions, Fxamples include digital certificates, federated identity
management systetns being developed o allow users 1o authenticate themselves to domans of
services and privacy assurance companies such as TRUSTe or BRBOnLine thar certify web
sites and provide a seal of approval for a fee and provide assurances to the customer that they
have evaluated the business policies,

Whilst these all provide specific assurances to the customer, cach svstem is limiced and in most
cases, were created ro benefit the companies that use them, The Lrust assurance protocel was
developed because ol a perceived lack of assurance provision for the customer in online trans-
actions. Web services complicate providing assurances because Web services are designed to be
modular software artifacts that can be strung together to perform complex business processes.
A customer should be abie o determine who is involved in their transaction and what those




- 116 - Chapter 5 — Fvaluarion and results

companies intend Lo do with information they receive. The trust assurance protocol provides
the power of information and choice w the custormer, by compelling Web services 1o provide
information that, by law, they should provide. Once the customer has more information about
the transaction and the services involved, the service can make an informed choice about which
transaction path o choose i order o conduct his online transaction,

The assurance methods above all tall shore of providing the customer with the entire picturc of a
transaction. It is guite possible for a reputable service o use a third party service that has differ-
ent policies to the primary service, The customer has no way to establish this information from
a certificale, a federated identity system, or cven the privacy scal companies, The trust assor-
ance protocol fills a 2ap in the current assurance environment and shows what assurances could
be harnesscd from an assurance protocol, It should be noted that the trust assurance protocol
provides mechanisms Tor any of the lechnologies above to be included in the protocol. thereby
providing all the benefits of the respective technologies, as well as providing the customear with
maore information to base his decisions on.



CHAPTER ©

DISCUSSION AND CONCLUSIONS

6.1 INTRODUCTION

The need for assurances in online transactions are required because benevolent services are
indistinguishable from malicious services when just their external appearance is evaluated. Both
types of Web services provide the same endpoints and both create and consume well constructed
SOAP messages. Assurances therefore need to be explicit and more detailed, so that all parties
concerned can be made aware of possible risks involved in a transaction.

This dissertation focused on providing assurances to a customer of a Web services transaction.
The customer is provided with assurances about the trustworthiness of a Web service, and as-
surances about how the (trustworthy) services will use his/her personal information during and
after a transaction. Legislation governing electronic transactions provides a sufficient base on
which a trust assurance protocol can be based. It minimizes the assumptions about what in-
formation the customer should have access to and allows a complete protocol to be structured
around set regulations. The trust assurance protocol allows the customer to be sure of the ser-
vices involved in his/her transaction and allows the customer the freedom to choose the path
that is most suitable to the customer.

A trust framework, represented by several artifacts, was created to enable the formation of
a trust assurance protocol. The Transaction execution framework (TEF) provides a simulation
environment in which Web services can be deployed and monitored so that their interactions can
be evaluated. The ontologies provide the necessary vocabularies so that all the parties involved
in the transaction start form a common base and reduces the negative impact of ambiguity. The
trust model developed for this dissertation extends an existing concept of trust to incorporate
trust parameters that can be quantified and used to rate services against each other. As with any
trust model, the results are subjective because there trust cannot be concisely defined for every
type of interaction where trust is required.

6.2 ARTIFACTS

The artifacts developed in this dissertation were created to provide a solution to this disserta-
tion’s main aim: to provide a protocol that allows a customer to enter into transactions knowing

117
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which services are involved, and what will happen with his/her personal information during and
after the transaction. The vocabularies, protocols and software were all developed to provide
functionality that an assurance protocol required. The vocabularies were required to ensure that
the client had the right information at his/her disposal, and that the client and services could
communicate without fear that ambiguity would jeopardise their interaction. The software was
developed to implement the protocol and shows what is required from both the services and the
client to fully utilize the trust assurance protocol.

6.2.1 Protocols

The trust assurance protocol consists of two sections; Requesting the transaction chains that
can be used to complete a transaction, and determining the trust rating of a service by querying
various external sources.

In Chapter 3.3, the trust assurance protocol was described and in Chapter 5 the results from
using the protocol was shown and discussed. The trust assurance protocol is the main artifact
resulting from this dissertation, as all the other artifacts were created to facilitate the creation
and the execution of the protocol.

The protocols were designed to address this dissertation’s main goal, namely, to provide the
customer with control over his/her transaction. From the evaluation and results chapter, it can
be seen that the protocol does provide the client with control over the choice of Web services
to use in a transaction, and also provides the client with trust assurances about the (composite)
services that he/she chooses. The protocol fulfills the aims of this dissertation to allow the
customer to enter into online transactions with confidence.

6.2.2 Software

The transaction execution framework and the client prototype was created to show how the trust
assurance protocol works. TEF was created to be a general Web services simulation environ-
ment that can be extended so that different Web service deployment architectures, Web services
and protocols can be simulated. The modularity of TEF also allows additional modules to be
created that can add new features to TEF to enhance is applicability to simulate and monitor
Web services.

The client protocol provided the client interaction that the trust assurance protocol was designed
to provide. The goal of this dissertation was to allow the customer to have power over a Web
service transaction. However, it is not possible for a customer to harness the power of the
trust assurance protocol without exposing the customer to the complexities of the Web services
transaction chain. The prototype was designed to show what was expected from the user and
how a customer could interact with the trust assurance protocol.

6.3 FUTURE WORK

There are many aspects of trust assurance that need to be addressed in order to provide a safe
environment online in which to conduct transaction. The trust assurance protocol described
in this dissertation needs to be adopted as a specification allowing services to implements the
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protocol to provide the functionality that client’s would need to utilize the trust assurance pro-
tocol. The standardization process involved in creating a standard from a specification will also
increase the robustness of the specification, and will tie it more tightly to the rest of the Web
services stack.

The vocabularies created in this dissertation should be adopted as an open standard and con-
trolled by various bodies, including an unbiased third party to govern the addition of industries,
authorities and legislation as the online environment evolves to cater for ever more complex
transactions. Such a vocabulary will increase the ability to detect phishing attacks and mali-
cious services whilst maintaining independence from any one country or company controlling
the entire architecture.
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CHAPTER 7/

APPENDIX

7.1 EXAMPLE POLICY DOCUMENT

The XML document shown is a complete sample policy document.

instance”
USTASSUrdre

tp
ma - p
<EntityName>Sure Travel Company</EntityName>
<LegalStatus>Partnership</LegalStatus>
<CompanyType>Travel_and_Leisure</Companylype>
<ContactDetaiis>
<Address>
<Physical>
<AddressCetails>
<StreetAddress>
<number>123</number>
<street>Sure Street</street>
</StreetAddress>
<Town>Rondebosch</Town>
<City>Cape Town</City>
<Country>Scuth Africa</Country>
<Postlode>"700< PgstCode>
< AddressCetaiis>

<zOBox>12345< POBOX>
<Town>Rondebosch</Town>
<Tity»>Tape Town</City>
<Zountry>Scuth Afraca</Country>
<Postlode>7700</PostCode>

<. AddressCetails>

</Fhysical>

<Legal>

<AddressCetails>
<StreetAddress>
<number>123</number>

<street>Sure Street</street>

<’Streetiddress>
<Tewn>Rendebosch</Town>

>

“ountry >

>
<Website>http://www.suretravel.cc.za</Website>
<poiicyURLrhitp: ‘www.suretravel.co.za/policy.xml</PolicyURL>
<servicerhttp: /. 190..166.8.20:9762/ax1s2/suretravel</Service>
</URI>

<PhoneNumkbers>

<NumberLetails>
<Description>0Office Phone</Description>
<Number>555 1234</Number>
</NumberDetallis>

<NumberDetails>
<Descriptien>Crifice Fax<sDescription>
<Number>555 1235</Numpber >

125
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</NumberDetails>
</PhoneNumbers>
</ContactDetails>
<JurisdictionInformation>
<JurisdictionItem>
<JurisdictionDescription>Territorial</JurisdictionDescription>
<JurisdictionValue>South Africa</JurisdictionValue>
</JurisdictionItem>
</JurisdictionInformation>
<ProductInformation>
<ProductName>Travel Packages</ProductName>
<ProductDescription>We provide complete travel packages</ProductDescription>
</ProductInformation>
<Conditions>
<TermsOfAgreement >
<ExchangePclicy>
<ExchangePclicyElement >
<PolicyltemName>NoExchanges</PolicyIltemName>
<PolicyIltemDescription>TravelBookings can not be exchanged</PolicyltemDescription>
<PolicyltemValue>true</PolicyltemValue>
</ExchangePolicyElement >
</ExchangePclicy>
<RefundPolicy>
<RefundPolicyElement>
<PolicyltemName>Refund</PolicyltemName>
<PolicyItemBescription>Refunds will be given in full if package is cancelled 3 weeks in advance</PolicyltemDescription>
<PolicyIltemValue>3 weeks from departure date</PolicyltemValue>
</RefundPolicyElement>
</RefundPolicy>
<SecurityProceduresDescription>
<SecurityProcedureName>NoExtraSecurity</SecurityProcedureName>
<SecurityProcedureDescription>No Extraneous Security requirements in place</SecurityProcedureDescription>
</SecurityProceduresDescription>
</TermsOfAgreement>
<PrivacyPolicy>
<PrivacyPolicyltem>
<PelicylItemName»ProvidedInformationCoilection</PolicyltemName:>
<PclicyltemDescription>We collect infomation that is supplied te us</PolicyltemDescription>
<PolicyltemvValue>true</PolicyltemValue>
</PrivacyPolicyItem>
<PrivacyPolicyIltem:>
<PolicyltemName>LogInformation</PolicyTtemName:
<PolicyltemDescription>We automatically log usage information, including IP address, date and time</PolicyltemDescription>
<PolicyltemValue>true</PolicyItemValue>
</PrivacyPolicyltem>
</PrivacyPolicy>
<PaymentPolicy>
<PaymentInformation>
<PaymentInformationName>Credit Cards Accepted</PaymentInformationName>
<PaymentInformationDescription>We Accept these Credit Cards</PaymentInformationDescription>
<PaymentInformationvValue>VISA</PaymentInformationvValue>
<Payment InformationValue>MasterCard</PaymentInformationValue>
<Payment InformationValue>Diners Club</PaymentInformationValue>
<Payment InformationValue>American Express</PaymentInformationvValue>
</Payment Informat ion>
<PaymentInformation>
<Payment InformationName>Surgcharges</Payment InformationName >
<PaymentInformationDescription>We do not charge a fee for credit card transactions</PaymentInformationDescription>
<Payment InformationValue>None</PaymentinformationValue>
</PaymentInformation>
<Payment Information>
<PaymentInformationName>Currency</PaymentInformationName:>
<Payment InformationDescription>We accept the following currencles</PaymentInformationDescription>
<Payment InformationValue>ZAR</PaymentInformationValue>
<PaymentInformationValue>USD</PaymentInformationValue>
</PaymentInformation>
<PaymentInformation>
<PaymentInformationName>PurchaseOrders</PaymentInformationName>
<PaymentInformationDescription>Information regarding purchase orders</PaymentInformationDescription>
<PaymentInformationValue>http://www.suretravel.co.za/FAQ/purchase-orders.html</PaymentInformationValue>
</Payment Information>
</PaymentPolicy>
<Personallnformation>
<BrokerInformation>
<Informationltems>
<TtemName>CreditCard</TtemName>
</Informationltems>
<PII>
<SpecificInformation>
<Personallnformationltem itemName="creditCard">
<UsagePolicy>
<UsagePolicyItem>
<PolicyItemName>NotUsed</PolicyItemName>
<PolicyItemDescription>CreditCard information is not used by SureTravel. When you pay us for a service, we use a merchant
bank to faciliate payment</PolicyltemDescription>
</UsagePolicyltem>
</UsagePolicy>
<StoragePolicy requiredByLaw="true">
<StoragePolicyItem>
<PolicyItemName>EncryptedStorage</PolicyltemName>
<PolicyItemDescription>SureTravel has to strore transaction details as it is required by law. Credit card information 1is
securely stored using appropriate encryption technologies</PolicyItemDescription>
<Period>1 year</Period>
</StoragePolicyltem>
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</StoragePclicy>
<SharingPolicy>
<SharingPolicyltem>
<PolicyltemName>NcSharing</PolicyltemName>

<PolicyItemDescription>SureTravel does not share your credit card details with any affiliates or 3rd parties, other than

</SharingPolicyltem>
<;/SharingPsl
< Persorailnfc

‘ItemName>
<ItemName>Gender</ItemName>
</Informaticnltems>
<PII>
<SpecificInformation>
<PersonallnformationItem itemName="FullName">
<UsagePclicy>
<UsagePolicyltem>
<PolicyItemName>InternalUseOnly</PolicyltemName:>

<PolicyltemDescription>We collect your full name in order to process the transaction.</Poli

</UsagePolicyltem>

requiredByLlaw
Ttem>

<PolicyltemDescription>We store all information we receive from
<Per.ud>l year</Periocd>
<

ragePzl

«/SteragePoiicy>
<SharingPsliay>

<SkaringPoliicyltem>
icyltemName>ShareWithAffiliates</PolicyltemName>

<Po

hose tc faciliate the specific transaction</PolicyltemDescripticon>

companies in order to provide better services to you</PolicyltemDescripticn>

<CtherCompany>
<CompanyName>SureHotels</CompanyName>
<CompanyType>Travel_Leisure_company</CompanyType>
<ContactDetails>

<URI>

<Website>http: /www,.surehotels.co.za</Website>

< URI>»

SRt a

5

n>We are part of the same group of companies<s

<sPerscrnallnfcrmationitem>
<Pe
<Usag

Name="EirthDate">

ge cem>

licyltemName>InternallseOniy</PolicyltemName>

mpanyAffzliation®

licyltemDescripticn>We collect your BirthDate in order to process the transacticn by

are eligible for disccunts based on your age.</PolicyltemDescription>

</UsagePoiicyltem>
</UsagePclicy>
<StoragePolicy requiredBylaw
<StoragePolicyltem>
<PeclicyltemName>InternalStorage</PolicyltemName>

yes">

sItemDescription>

Transaction</PoilcyltemDescriptions

icyltemDescription>From Time to time we share information collected about ycu with our affiliates and sister

cking t¢ see whether you

<Policyltembescription»We store all information we receive from you as a reccrd of cur transaction</PolicyltemDescription>

<Period>»l year</fPeriod>
</StecragePocliicyltem>
<:StoragePclicy>
<Sharingp

<Sha

icyltems

temName>ShareWithAffiliates</PolicyltemName>

<ltherlompany>

«lomparyName>SureHotels</CompanyName >

<CompanyType»Travel_ Leisure_company</CompanyType>

<Contactbetallss>

<URI>
<Website>rhttp://www,.surehotels.co.za</Website>
</URI>

</ContactDetails>

ItemBescriprion>From Time to time we share information ccliected about
sister companies in crder to provide better services to you</Policyltembescriprions

<CompanyAffiliation>We are part of the same group of companies</CompanyAffiliation>

</OtherCompany>

</SharingPolicyltem>
</SharingPclicy>
</Perscnalirnfcrmaticnitem>
<Personallnfcrmationltem itemName=
<UsageFolicy»

<Usagef

sender" >

ternalilseCrly</PolicyltemName >
mionsde collect Gender information to

reauireaBylLaw=s
ltem>

affiliates and

zllents.</PolicyltemDescription~
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<PolicyltemName>InternalStorage</PolicyIltemName>

<PolicyltemDescription>We store all information we receive from you as a record of our transaction</PolicyItemDescripticon>

<Period>1 year</Period>
</S8toragePolicyltem>
</StoragePolicy>
<SharingPolicy>
<SharingPolicyltem>
<PolicyltemName>ShareWithAffiliates</PolicyltemName>
<PolicyltemDescription>From Time to time we share information collected about you with our affiliates and
sister companies in order to provide better services to you</PolicyltemDescription>
<OtherCompany>
<CompanyName>SureHotels</CompanyName>
<CompanyType>Travel_Leisure_company</CompanyType>
<ContactDetails>
<DRI>
<Website>http://www.surehotels.co.za</Website>
</URI>
</ContactDetails>
<CompanyAffiliation>We are part of the sarme group of companies</CompanyAffiliation>
</OtherCompany>
</SharingPolicyltem>
</SharingPolicy>
</PersonallnformationItem>
</SpecificInformation>
</P1I>
</EndClientInformaton>
</Personallnformation>
</Conditions>
</Policy>

7.2 POLICY SCHEMA

This schema is used to create policy documents for services.

<?xml version="1.0" encoding="UTF-8"7?> <xs:schema
targetNamespace="http://dna.cs.uct.ac.za/TrustAssurance"
elementFormbefault="qualified” attributeFormDefault="unqualified"
xmlns:con="http://dna.cs.uct.ac.za/TrustAssurance”
xmins:xs="http://www.w3,org/2001/XMLSchema">
<xs:include schemaLocation="C:\masters\masters\schema\contact.xsd"/>
<xstinclude schemaLocation="C:\masters\masters\schema\Informationitem.xsd"/>
<x$:element name="policy">
<xs:complexType>
<xs:sequence>
<xs:element name="EntityName">
<xs:simpleType>
<xs:list itemType="xs:string"/>
</xs:simpleType>
</xs:element>
<xs:element name="LegalStatus" type="xs:string"/>
<xs:element name="CompanyType" type="xs:string"/>
<xs:element name="RegistrationNumbers" minOccurs
complexType>
<xs:sequence>
<xs:element name="RegistrationDetails" maxOccurs="unbounded”>
<xs:complexType>
<xs:sequence>
<xs:element name="Description" type="xs:string"/>
<xs:element name="Number" type="xs:string"/>
<xs:element name="RegistrationAuthority" minOccurs="0">
<xs:complexType>
<xS:sequence>
<xs:element name="AuthorityName" type="xs:string"/>
<xs:element ref="con:ContactDetails"/>
</Xs:sequence:>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
lement ref="con:ContactDetails"/>
:element name="JurisdictionInformation">
<xs:complexType>
<xs:sequence>
<xs:element name="JurisdictionItem”" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="JurisdictionDescription™>
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="Territorial®/>
<xs:enumeration value="Municipal"/>
<xs:enumeration value~="SubjectMatter"/»

Qs
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</X§irestriction>
</xs:simpleType>
</xs:element>
<xs:element name="JurisdictionValue" type="xs:string"/>
<xs:element name="AuthorityDetails" minOccurs="0">
<xs:compiexType>
<x5isequence>
<xs:element name="AuthcrityName" type="xs:string"/>
<xs:element ref="con:ContactDetails"/>
</¥S:seguence>
<ixs:complexTypes
< xs:element>
<ixs:sequence>
<:sxs:complexTlypes
<ixs:ielement >
< xsiseguence>
</xs:complexType>
</xs:element>
<xs:element name="Affiliations" minOccurs=
<xs:ccmplexType>
<xs:seguence>
<xs:element name=
<xs:complexType>
<xs:sequence>
<xs:element name=

0>

RegulatoryBodies" maxOccurs="unbounded">

Name" type="xs:string"/>
Description®” type="xs:string"/>
con:ContactDetails"/>

<xs:element name=

<xs:element ref=

</Xs:sequence>
</xs:complexType>
</xs:element>

<xs:ie.ement ="AccreditationBodies" maxOccurs="unbounded

name="Name" ty sstring"/>
<xg:ielement name="SDescription ype="xs:string"/»

cntactDetalls" />

pe="xs
"oy

“Xgielement

</Xsielement>
</xs:sequence>
</xs:complexType>
<i/xs:element>
<xs:element name="ProductInformation">
<xs:compiexType>
<xs:sequence>
<xs:element name="ProcductName" type="xs:string"/>
<xs:element name="ProductDescription” type="xs:string®/>
<xs:ejement name="ProductCost" minOccurs
<xs:complexType>

<Xx5:sejuence>

telement name="T

<XS:extenslcn base

decimal”>
<xs:atrribute name A

currency" type-"xs:string" use="opticnal

< XS:extension>
< xs:simpieContent>
mplexType>
</xs:element>
<xs:element name="Taxes
mpiexType>
<Xs5:sequence>
<xs:element name="TaxName" type="xs:string"/>
<xs:element name="TaxValue" type="xs:string"/>
<xs:element name="TaxCost" type="xs:decimal"/>
</%s:sequence>
<xs:attribute name="currency" type="xs:string" use="optional"/>
</rxs:complexType>
<iXS

</ XS

minOccurs="0" maxOccurs="unbcunded">

<XS

element>

>lement name="transportCosts® minCccurs="0" maxOccurs

"transportDes
“tran

iption® type="xsistring"/»
rtlost” types"xs:idecimal®/ >

currency"” type="xs:string" udse="optional'io
</xs:element>

<xs:eiement name="OtherCosts" mindccurss
<Xs: plexType>

0" maxGccurs="unbounded" >

“xs:sequence>
_n

<rsielement name="FeesDescription” type="xs:string"/>

<xs:element name="Feeslost" type="xs:decimal"/>
</x3:sequence>
<xs:attribute name="currency" type="xs:string" use
</xs:icomplexType>
</xs:eiement>
</XS5:sequence>

"optional”/>

piex
<xs:segue
<¥sielement nawm
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<xs:complexType>
<xXs:sequence>
<xs:element name="BankDetails" minOccurs
<xs:complexType>»
<Xsisegquence>
<xs:element name="AccountNumber" type="xs:string"/>
<xs:element name

0" maxOccurs="unbounded">

"BankName" type="xs:string"/»
<xs:element name="BranchCode" type="xs:string"/>
<xs:element name="BankContactDetails">
<xs:complexType>
<xs:sequence>
<xs:element ref="con:ContactDetails"/>
</xs:sequence>
</#sicomplexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="CreditCardFacilities" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xsielement name="MerchantName" typ
<xs:element ref="con:ContactDetails"”
</xs:sequence:x
</xs:complexType ™
</xg5:element>

"xs:string"/>

“xs:ejement name="F

="unbounded">
<xs

plexType>
sequence>
<xs:element name="PaymentProcesscr

<xXG

type="xs:string"/>
<xs:element name="PaymentDescription” type="
</xs:sequence>
</xs:complexType>
</xs:element>
</Xs:sequence>
</xs:complexType>
</xs:element>
</x%s:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
relement name="Conditions">
rcomplexType>

xs:string”/>»

nama="TarmsOfAqreement "
<xs:complexType>
<X5:sequence>
<xs:element name="Guarante
<xs:complexType>
<xs:sequence>
<xs:element name="GuaranteeElement" maxOccurs="unbounded">
<xs:complexType>
<xsisequence>
<xs:element name="GuaranteeName" type="xs:string"/>
<xs:element name="GuaranteeDecription" type="xs:string"/>
<xs:element name="ValidUntil" type="xs:date"” minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xXs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Warranties" minOccurs="0">

25" minOccurs="0">

<xs:complexType>
“XG:sadquence
<xs:element name="WarrantyElement" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="WarrantyName” type="xs:string"/>
<xs:element name="WarrantyDecription" type="xs:string"/>
<xs:element name="ValidUntil" type="xs:date" minOccurs
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="ServiceRenderTimeFrame" minOccurs="0">
<xs:complexType>
<%xS:sequence>
<xs:element name="CommencmentDate" type="xs:date" minOccurs
<xs:element name="ValidUntil" type="xs:date" minCccurs="0"/>
</xs:sequence>
ccomplexTyne -
</xs:element >
<xs:element name="UserAccountIinformation” minOccurs="0">»
<xs:complexType>
<xs:sequence>
<xs:element name="Acce
<xs:complexType>
<xs:sequence maxOccurs="unbounded”>
<xs:element name="AccessInformationDescription™ type="xs:string"/>

on/>

</Xs

sIlnformation®>
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essInformationValue" rype=

<xs:element "Maintenancelnformation">

<xs plexType>
<xs:sequence maxCccurs="unbounded">
<xs:element "MaintenancelnformaticnDescription" type="xs:string". >
<xs:element "MaintenancelnformationValue" type="xs:string"/>

<, xs:isequence>

</xs:compiexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="TransactionInformation™ minQccurs
<xs:complexType>
<xs:sequence maxQOccurs="unbounded">
<xs:element nam: AccessInformation®>
<xs:complexType>
<xs:seguence maxCccurs="unbounded
AccessInformationDescript ic

_n

<xsielement rame

<xs:element ncames"AccessInformationvalue®

< X5:sequ E
< xs:complexType?>
<. xs:element>
<xs:element name="Maintenancelnformation®>
<xs:complexType>
<xs:seguence maxQccurs="unbounded">
<xs:element name="MaintenancelnformationDescription” type="xs:string"/>
<xs:element name="Maintenancelnformationvalue" type="xs:string"/ >
</xs:isequence>
</xs:complexType>
</xs:element>
</Xs:seqguence>
</xs:complexType>
</xs:element>
<xs:element name="ExchangePclicy">
cmplexType >
<xsiseguencer

<Xs I

<xs:iel.eme

name="ExcnangePolicyElement™ maxirour

xTvpe

X5 sequen
<xs:elemert rame="F
<Xs:element

eleme

sequencer
croplexType>

licyltemName" type="xs

licyItemDescription” t

"¥sistring

icylremvalue® type="xs:string¢" minocours="

< xS

< ¥s:ielement
<iXs:iseguencez
</xs:comgplexType>
</xs:element>
<xs:element name=
<xs:compiexType>
<xs:sequence>
<xs:element name="RefundPolicyElement" maxOccurs=
<xs:complexType>
<xs:sequence>
<xs:element name="FPclicyltemName" type
<xs:elemert name="PclicyltemDescription
"PolicyltemValue" rype

"RefundPolicy">

"unbounded" >

xs:string"/>
type="xs:string"/ >

xsistring"” m

<xs:ielement name

<. Xs:element>

<xs:iseguence

</xs:zomplexType~s
</Xs:elemernt>
<xs:elemernt name="I1lsputeResolutionCodes" minGccurs
<xsicompiexType>
<Xs:sequence>
<xs:element name="DisputeResolutionDetails" maxOccurs="unbounded">
<xs:ccmplexType>
<xXs:isequence>
<xs:element name="CodeName" type="xs:string"/>
<xs:element name="CodeDetails" type="xs:string"/>
<xs:element ref="con:ContactDetails"/>
</x$:sequence>
</us:complexType>
<ixs:element>

dureslescription"»

name="SecurityProcedureName" type="xs:string"” »
name="SecurityProcedureDescription” ftype stri
SecurityProcedureValue™ type="xs:string"

N

name

< UXsiseguencer
</xs:complexType>
</xs:element>
</XS:sequence>
</xs:icomplexType>
</xs:element>
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<xs:element name="PrivacyPolicy">
<xs:complexType>
<xs:sequence>
<xs:element name="PrivacyPolicyItem" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="PolicyltemName" type="xs:string”"/>
<xs:element name="PolicyItemDescription" type="xs:string"/>
<xs:element name="PolicyIltemValue" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</Xs:element>
<xs:element name="PaymentPolicy">
<xs:complexType>
<xsisequence>
<xs:element name="PaymentInformation" maxOccurs="unbounded">
<xs:complexType>
<xs:isequence>
<xs:element name="PaymentInformationName" type="xs:string"/>
<xs:element name="PaymentInformationDescription" type="xs:string”/>
<xs:element name="PaymentInformationValue" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</%xs:isequence>
</xs:complexType>
</xs:element>
</xs:seguence>
</xs:complexType>
</xs:element>
<xs:element name
<xs:complexType>
<xs:sequence>
<xs:element name="BrokerInformatijon">
<xs:complexType>
<xs:sequence>
<xs;element name="InformationItems">
<xs:complexType>
<XS: sequence>
<xs:element name="ItemName"” maxOccurs="unbounde
<xs:simpleType>
<xs:restriction base="xs:string">»
<xs:enumeration value="IDNumber"/=
<xs:enumeration value="UniqueldentfierNumber"/>
<xs:enumeration value="FullName"/>
<xs:enumeration value="FirstName"/>
<xs:enumeration value="Surname”/>
<xXs:enumeration value="MiddleName"/>
<xs:enpumeration value="NamePrefix"/>
<xs:enumeration value="Birthdate"/>
<xs:enumeration value="Gender”"/>»
<xs:enumeration value="JobTitle"/>
<xs:enumeration value="MailingAddress"/>
<xs:enumeration value="HomeTelephoneNumber"/>
<xs:enumeration value="TelephoneNumber"/>
<xs:ienumeration value="WorkTelephoneNumber"/>
<xs:enumeration value="CellphoneNumber"/>

'Personallnformation®>

<xs:enumeration value="FaxNumber"/>
<xs:enumeration value="EmailAddress"/>
<xs:enumeration value="URL"/>
<xs:enumeration value="EmployersName"/>
<x5:enumeration value="CompanyDepartment"/>
<xs:enumeration value="CreditCardDetails"/>
<xs:enumeration value="BankingDetails"/>
<xs:enumeration value="Finaciallnformation"/>
<xs:enumeration value="ComputerInformation™/>
<xs:enumeration value="DemographicData"/>
<xs:enumeration value="PoliticalData”/>
<xs:enumeration value="HealthData"/>
<xs:enumeration value="TransactionData"/>
<xs:enumeration value="ServiceUseData"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="PI1I" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:element name
<xs:complexType>
<xXs:sequence>
<xs:element name="Perscnallnformationltem" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="ItemName">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="IDNumber"/>
<xs:enumeration value="UniqueldentfierNumber"/>
enumeration value="FullName"/>
enumeration value="FirstName"/>
numerat ion value="Surname"/>

SpecificInformation" minOccurs=

<xs
<xs
<xs
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<xs:enumeration value="MiddleName"/>
<xs:enumeration value="NamePrefix"/>

<Xs:enumeration value

"Birthdate"/>

<xs:enumeration value="Gender"/>
<xs:enumeration value="JobTitle"/>
<xs:ienumeration value="MailingAddress"/>
<xs:enumeration value="HomeTelephoneNumber"/>
<xsienameration value="TelephoneNumber"/>
<xs:enumeraticn value="WorkTelephoneNumber" />
<xs:enumeration value="CellphoneNumber"/>
<Xs:enumeration value="FaxNumber"/>

<xs:enumeration value

"EmailAddress"/>

<xs:enumeration value="URL"/>

<xs:enumeration value="EmployersName"/>
<xs:enumeration value="CompanyDepartment"/>
<xs:enumeration value="CreditCardDetails"/>
<xs:enumeratlion value="BankingDetails"/>
<xs:enumeration value="FinacialInformaticn"/>
<xs:enumeration value="ComputerInformation"/>
<xs:enumeration value="DemographicData"/>

<xs:enumeration value=

PoliticalData"/>

<xs:enumeration value="HealthData"/>
<xs:enumeration value="Transactionbata"/>
<xs:enumeration value="ServiceUsebata"/>
</¥sirestriction»
<;xs:simpleType>

</xs:element>

<xs:element
<xs:element
<xXs:elemant

</®s:sequence>

<xs:attribute

"con:UsagePolicy™/»
con:StoragebPolicy" /-
"con:SharingPolicy" />

name="mustProvide" type="xs:istring"

</xs:complexType>

</xs:element>
</xs:sequence>
</xs:complexType>
<ixs:element>

<xs:element name="GeneralPolicy” minOccurs="0">

<xsicomplexType>
<XS:sequence>

<xs:element ref=
<xs:element ref=
<xs:element ref=

</Xs:sequences
</xs:complexType>
<i/xs:element>
</XS:sequences>
</xs:icomplexTypes
< xs:element>
</Xs:iseguence>
<i/xs:complexType>
</xs:element>

<xs:element name="EndClientInformation" minOccurs

<xs:compiexType>

<xs:seguence>

<xXs:element name
<xs:complexType>
<xs:sequence>

con:UsagePolicy™/>
con:StoragePolicy"/>
con:SharingPolicy"/>

npes

Informationltems”>

<xs:element name="ItemName" maxOccurs="unbounded">

<xsisimpleTlype>

<xs:restriction base="xs:string">

<Xs:enumeration
<xs:enumeration
“¥glenumeratlion
<xs:en

rarion
<RE5Ienumeration
Tumeration

<xg:renumeralion

value="IDNumber" />
value="UnigqueldentfierNumber" />
value="FullName"/>
value="FirstNam

value="Surname" />

vaiue="NamePrefix

renumeraticn value
renumeraticn value
renumeraticn value
cenumeration value

"Birtindate"
"Gender”/>
JobTitle"/>
"MailingAddress"/»

<xs:enumeration
<xs:enumeration
<Xs:enumeration

value="HomeTelephoneNumber"/>
value="TelephoneNumber"/>
value="WorkTelephoneNumber",/>

XS
< XS
<SXS

<iXS:se

renumeraticn value
cenumeration value
senumeration value

CellphoneNumber" />
"FaxNumber"/>
EmailAddress" />

cenumeration value="URL"/>

renumeration value=

renumeration value
renumeration value

renumeration value=

ernumeration value
enumeration value
enumeration value
wumeration value
enumeratl

en

restricricn>
simpleType>
lement >
Juence>

rerumeration value=

EmployersName"/>
CompanyDepartment"/>
CreditCardDetails"/>
"BankingDetails"/>
"Finaciallnformation"/>
"ComputerInformation”/>
"DemographicData" />
PoliticalData"/

value="HealthData"/>
ration value="TransactionDara”

"ServiceUseData"

use="required
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</xs:complexType>
</xs:element>
<xs:element name="PII" minOccurs="0">
<xs:complexType>
<xsisequence>
<xs:element name="SpecificInformation” minOccurs="0">
<xs:complexType>
<xs:sequence>
<Xs:element name="PersonallnformationItem” maxOccurs="unbounded">
<xs:complexType>
<Xs: sequence>
<xs:element name="ItemName" maxOccurs="unbcunded®>
<xs:simpleType>

“xsirestriction base="xs:isrrina's
renumeration value="TDNumber”/>
«xs:enumeration vaiues="UniqueldentfierNumber”/~
="FullName" />
<xs:enumeration value="FirstName"/>
<xs:enumeration value="Surname"/>
<xs:enumeration value="MiddleName"/>
<xs:enumeration value="NamePrefix"/>
<xs:enumeration value="Birthdate"/>
<xs:enumeration value="Gender"/>
<xs:enumeration value="JobTitle"/>
<xs:enumeration value="MailingAddress"/>
<xs:enumeration value="HomeTelephoneNumber"/>
<xs:enumeration value="TelephoneNumber"/>
<xg:enumeration value="WorkTelephoneNumber"/>
<xs:enumeration value="CellphuneNumber"/>
<xs:enumeration value="FaxNumber"/>
<xs:enumeration value="EmailAddress"/>
<xs:enumeration value="URL"/>
<xs:enumeration value-"EmplcyrrsName”./~

<%

o

<xsienumeration valu

<xXs:enumeration value-"CompanyDepartment "/
“xs:enumeration value="CreditCaraDetails™
<xs:enumeration value="BankingDetails"/»
<xs:enumeration value="Finaciallnformation"/»
<XS:ienumeration "ComputerInformation" />
<xs:enumeration "Demographicbata™ />
<xs:enumeration value="PoliticalData"/>
<xs:enumeration value="HealthData"/>
<xs:enumeration value="TransactionData"/>
<xs:enumeration value="ServiceUseData"/>
</Xs:restriction>
</xs:isimpleType>
</xs:element>
<xs:element ref="con:UsagePolicy"/>
<xs:element ref="con:StoragePolicy"/>
<xs:element ref="con:SharingPolicy"/>
</xs:sequence>
<xs:attribute name=
</xs:complexType>
relement>

mustProvide" type="xs:string”" use="required"/>

<IKs

</xs:isequencer

</ws:complexType>

</xs:element »

LR

<xs:element name="GeneralPol: mindcecurs
<xs:complexType>
<xXs:isequence>
<xs:element name="UsagePolicy">
<xs:complexType>
<Xs:sequence>
<xs:element name
<xs:complexType>
<X$:sequence>
<xs:element name
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration "CurrentTransactionOnly"/>
<xs:enumeration "NotUsed"/>
<xs:enumeration "InternalUseOnly"/>
<xs5:enumeration “SiteAdministrationllse"/>
“Internallian® />
"“InteralResearch"/»
"SiteCustomizat 1en”y >

UsagePolicyItem" maxOccurs="unbounded">

"PolicyltemName”>

renumerat io

renumeration

renumeration
renumeration valne="UserTracking"/»

s:epumeration value="Marketing" />

</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="PolicyltemDescription” type="xs:string"/>
<xs:element name="PolicylItemValue" type="xs:string" minQOccurs
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="StoragePolicy">
<xs:complexType>
<xs:sequence>
<xs:element name="StoragePolicyltem” maxOccurs="unbounded">
<xs:complexType~
<xs:isequence?

0™ maxOccurs="unbounded"/>
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<xs:element
<xs:simpleType

>

name="PolicylitemName">

<xs:restricticn base="xs:string">

<XS
<xs

ienumerat

<Xs:enumerat
<XS:enumerat
<Xs:enumerat
</xs:restrict
</xs:simpleTyp
</xs:element>

ion

ion
ion
ion
ion>
e>

renumeration value="CurrentTransactionOnly”/>

value="RequiredByLaw"/>
value="Indefinitely"/>
value="EncryptedStorage” />

<xs:element name="PolicyltemDescription" type="xs:string" m
<xs:element name="AcceptableValue" type="xs:str:ing" minliccu
<xs:element name="Period" type="xs:string" mirCcocurs="2I" >
“xs:element name="From" type="xs:date" minUccurs >
<xs:ielement rame="Tc" type="xs:date"” mindcours="0"
<xs:element name="CtherCompany" minGccurs="0" max{zoours

<xs:complexTyp
<X$:sequence>
<xs:element
<Xs:element
<xs:element
<xs:element
</xs:sequence
</xs:complexTy
</xs:element>
</Xs: Sequence>
</xs:complexType>
</xs:element>
</xs:iseguence>

<xs:attribute name="reguiredByLaw" type="xs:string"

</xs:complexType>
<. Xs:element>

<xsie.ement
<Xs:co 2exTypa~
SRS SEJUELE >

<xs:element rame="SharingPolicyltem” max{

<xs:complexType>

<xs:isequence>

<xs:element
<xs:simpleType

fniam

e>

name
name
ref=
name
>
pe>

name="Sharingfoliay

e="p

="CompanyName" rype="xs:string"/>
="CompanyType” type="xs:string"/>
"con:ContactDetalis" minOccurs="0"/>

="CompanyAffiliation" type="xs:string"/>

olicyItemName™

<xs:restriction base="xs:string">

<Xs:ienumerat
<Xs;enumerat
<Xs:enumerat
<XS:enumerat
<X5:enumerat
<xs:enumerat
<xs:enumerat
</xs:restrict
</xs:simpleTyp
<-xs:element>
element

XS

lement

lement

lexTyp
<xkS:iseguence>
element
element
element
element
sequence
complexTy
</xs:element>
</xs:sequence>
</xs:icomplexType>
</xs:element>
</xsisequence>
</xs:complexType>
</Xs:element>
< 'Xs:sequer
</XS mplexT
<’xs:element>

<xs

<XS

<xs

<o Xsisequen

<sxs:complexT

<. Kks:e.ement>
< xs:isequencer
</xs:complexType:>
</xs:ielement>
</XS:s2guence>

<sxs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="UsagePol:
<xs:complexType>
<xs:isequence>

<xs:element name="UsagePc

<xs:coemplexT

‘pe>

<xs:seguencer

ion
ion
ion
ion
ion
ion
ion
ion>
e>

name="PolicyItemDescription"
name="AcceptableValu
rame="0rherCompany

.

name
name
ref=
name
>
pe>

value="NoSharing"/>
value="SharingWithAgents" />
value="DeliveryServices"/>
value="TransactionServices"/>
value="3rdParties"/>
value="Unrelated3rdParties"/>
value="GeneralPublic"/>

type="xs:string

type=
T ES

Xs:istring

mr anr

="CompanyName"
="CompanyType" type

"

string”:s >
:string”/ >
minCccurs="C"/>
xs:string"/>

con:ContactDetails"
CompanyAffiliation® typ:

maxOccurs="unbounded">

gefe

use="reguired” >

curs=

new

max’

s="unpounded" />

unpcunded” >
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<xs:element name="PolicyltemName"®>

<xs:simpleType>
<xs:restriction base="xs:string">»
<xs:enumeration value="CurrentTransactionOniy"/>
<xs:enumeration value="NotUsed"/>
<xs§:enumeration value="InternalUseOnly"/>
<xs:enumeration value="SiteAdministrationlUse"/>
<xs:enumeration value="InternalUse"/>
<xs:enumeration value="InteralResearch"/>
<xs:enumeration value="SiteCustomizaticn"/>

<xs:enumeration value="UserTracking"/>
<xs:enumeration value="Marketing"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="PolicyltemDescription” type="xs:string"/>

<xs:element name="PolicyltemValue"” type="xs:string” minOccurs="0" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>
</xs:element>
</xs:seqguence>
</xs:complexType>
</xs:element >
<xs:element name="StoragePolicy">
<xs:complexType>
<Xs:i:sequence>
<xs:element name="StoragePolicylitem™ maxOccurs="unbounded">
complexType>
<Xs:sequence>
<xs:element name="PolicyItemName">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="NoStorage"/>
<xs:enumeration value="CurrentTransactionOnly"/>
<xs:enumeration value="RequiredByLaw"/>
<xs:enumeration value="Indefinitely"/>
"EncryptedStorage"/>
<xs:enumeration value="NormalStorage"/>
</xs:restriction>
</xs:simpleType>
element>

<R

<xs:enumeration value=

<xs:element name="PolicyltemDescription" type="xs:string" minOccurs="0"/>
rring” minOccurs="0" maxOccurs

<xs:element name="AcceptableValue" type="xs
<xs:element name="Period" type="xs:string" minOccurs="0"/>
<xs:element name="From" type="xs:date" minOccurs="0"/>
lement name="To" type="xs:date" minOccurs="0"/>
<xs:element name="OtherCompany" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<x5:sequence>
<xs:element name="CompanyName" type="xs:string"/>
<xs:element name="CompanyType" type="xs:string"/>
<xs:element ref="con:ContactDetails" minOccurs="0"/>
<xs:element name="CompanyAffiliation"” type="xs:string"/>
</%xs:sequence>
</Xs:complexType>
</xs:element>
</xsisequence>
</xs:icomplexType>
</xs:element >
</xs:sequence>
<xs:attribute name="requiredBylLaw" type="xs:string" use
</xs:complexType>
</xs:element>
<xs:element name="SharingPalicy">
<xs:complexType>
<x5:sequence>
lement name="SharingPelicyltem" maxOccurs="unbounded”>

"required"/>

<XS
<xs:complexType>
<Xs:sequence>
<xs:element name="PolicylItemName">
<xXs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration "NoSharing"/>
<xs:enumeration "SharingWithAgents"/>
<xs:enumeration "DeliveryServices"/>
<Xs:enumeration "TransactionServices"/>
<xs:enumeration "3rdParties"/>
<xs:enumeration value="Unrelated3rdParties"/>
'GeneralPublic"/>

<xs:enumeration value=
</xs:restriction>
</xs:simpleType>
</xsielement>
<xs:element name="PolicyltemDescription type="xs
<xs:element name="AcceptableValue” type="xs:string” minO
<xs:element name="OtherCompany" minOccurs="0" maxOccurs=
<xs:complexType>
<x§:sequence>
<xs:element name="CompanyName" type="xs:string"/>
<xs:element name="CompanyType" type="xs:string"/>
<xs:element ref="con:ContactDetails” minOccurs="0"/>
<xs:element name="CompanyAffiliation" type="xs:string"/>
</Xs:sequence>
</xs:complexType>
</xs:element>

unbounded">

tring" minOccurs="0"/>
ccurs="0" maxOccurs="unbounded"/>

unbounded" />
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<‘Xs:sejuence

7.3 PARTNER REQUEST SCHEMA DOCUMENT

This schema allows for the creation of partnerRequest and partnerRequestResponeList elements
used in the trust assurance protocol.

wrxmlove oding="UTF-8"?> <xs:schema

E l1fied” arrtriputeFormDefault="ungualified"
.org/ 2001 /XMLSchema™
tr/dna.cs.uct.ac.za/TrustAssurance">

namespace //dna.cs.uct.ac.za/TrustAssuranc
namespace="http://dra.cs.uct.ac.za/TrustAssurance
name="PartnerRequest ">

<xs:compiexType>

wlementk

XMICS
xmlns:

schemalocatio
schemalocat

<xs

mastersimasters:scthemaspolicy.xsd"/>
mastersimasters.schemaicontact . xsd"/>

<Xsicncice>
<xs:element name="ServicePartners">

<xs:complexType>

<Xs:sequence>
<xs:element name="ServicesRequestType">

<xs:simpleType>

<xs:restriction base
<xs:enumeration value=
<xs:enumeration value="AllServices"/>

xsistring">
RecommendedServices"/>

<SXsrrestriction>
Type>

< xs:element>

ement ref="Restrictions” mine
ement name="Rerurnlnformation" mindg
omplexType>

€X5lsequence>

curs

el

<xs:element ref="int:Informationitem"/>
< xs:isequence>
</xXs:complexType>
«oxsrelement >
<iX$iseguence >
</xs:compiexType>
</xs:element>
<xs:element name="ServicePartnersMetaData">
<xs:complexType>
<Xxs:sequence>
<xs:element name="Restrictions" minOccurs=
<xs:complexType>
<Xs:seguence>
«xs5:element ref

InfurmationltemRestrictions” =
ServiceRestrictions"/>

<xs:element refs=
< WsiseguenTe>

</xs:seqg

<’¥s:icomple

< MSie.ement>
< xs:chcice>
<Xs:attribute name="depth" type="xs:int" use="
<:Xs:camplexType>
< xs:element>
<xs:element name="Restrictions”>
<xs:complexType>
<xs:sequence>
<xsielement
<xs:element
~/Xxs:seguence>
</ms:complexType>
< xstelement>
<xs:element nams
rcomplexTypes

optional”/>

<Xs:sequence>
apName " -

plelontent >
base="xs:string". .
ent >

/
x
in
0

plexType>
<‘xs:elerment

<xs:element refs elrformation" maxOccurs="unbounded” >
< xs:sequence>
<xs:attribute name=
</xs:complexType>
</xs:element>

groupNumber®” type="xs:int" use="required",>
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<xs:element name="PartnerRequestResponse">
<xs:complexType>
<xs:choice>
<xs:element name="ServicesList">
<xs:complexType>
<xs:sequence>
<xs:element name="ServicesGroup" maxOccur
<xs:complexType>
<xXs:isequence>
<xs:element name="ServicesGroupName">
<xs:complexType>
«<xs:simpleContent>
<xs:extension base="xs:string"/>
</xs:simpleContent>
</xs:complexType>
</xs:element>
<xs:element ref="Servicelnformation" maxOccurs="unbounded"/>
</xs:sequence>

inbounded">

<xs:attribute name="groupNumber" type="xs:int" use="reguired"/>
</xs:complexType>
</xs:element>

</xs:sequence>
</xsicomplexType>
</xs:element>
<xs:element name="ErrorMessage" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="GroupNumber" type="xs:int"/>
<xs:element name="ErrorMessage" type="xs:string"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element ref="inf:Policy"/>
</xsichoice>
</xs:complexType>
</xs:element>
<xs:element name="InformationitemRestrictions">
<xs:complexType>
<Xs:seguence>
<xs:element name="InformationltemName" minOccurs
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="IDNumber"/>
<xs:enumeration value="UniqueldentfierNumber"/>
<xs:enumeration value="FullName"/>
<xs:enumeration value="FirstName"/>
“xs:enumeration value="3urname"/>
<xs:enumeration value="MiddleName"/>
<xs:enumeration value="NamePrefix"/>
<xs:enumeration value="Birthdate"/>
<xs:enumeration value="Gender"/>
<xs:enumeration value="JobTitle"/>
<xs:enumeration value="MailingAddress"/>
<xs:enumeration value="HomeTelephoneNumber"/>
<xs:enumeration value="TelephoneNumber"/>
<xs:enumeration value="WorkTelephoneNumber"/:»
<xs:enumeration value="CellphoneNumber"/>
<xs:enumeration value="FaxNumber"/>
<xs:enumeration value="EmailAddress"/>
<xs:enumeration value="URL"/>
<xs:enumeration value="EmployersName"/>
<xs:enumeration value="CompanyDepartment"/>

maxOccurs="unbounded">

<xs:enumeration value="BankingDetails"/>
<xs:enumeration value="FinacialInformation"/>
<xs:enumeration value="ComputerInformation®/>
<xs:ienumeration value="DemographicData"/>
<xs:enumeration value="PoliticalData"/>
<xs:enumeration value="HealthData"/>
<xs:enumeration value="TransactionData"/>
<xs:enumeration value="ServicelUseData"/>
<xs:enumeration value="CreditCardDetails"/>
</xs:restriction>
</xs:simpleType>
</xs:ielement>
<xs:choice minOccurs="0" maxCccurs
<xs:element ref="ExactlyOne"/>
<xs:element ref="All"/>
<xs:element ref="AllowAllExcept™"/>
<xs:element ref="DenyAllExcept"/>
<xs:element ref="RestrictionCondition” maxUccurs="unbounded"/>»
</xs:choice>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Assertions">
<xs:complexType>
<Xs:isequence>
<xs:element name="AllowAllExcept"/>
<xs:element name="DenyAllExcept"/>
<xs:element name="ExactlyOne"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name=

"unbounded">

ExactlyOne">
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<xs:complexType>
<xs:sequence>
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:eliement ref="ExactlyCne"/>
<Xs:element ref="All"/>
<xs:element ref="AilowAllExcept"/>
<xs:element ref="DenyAllExcept"/>
"RestrictionCondition" maxOccurs="unbounded",>

<xs:element ref
</xs:chcice>
</Xs:sequence>
<'xs:complexType>
</xs:element>
<xs:element name="All">
<xs:complexType>
<xs:seguerce>
<xs:choice minOccurs="0" maxOccurs=
<xs:element ref="ExactlyOne"/>
<xs:element ref="All"/>
<xs:element ref="Al.owAllExcept"/>
<xs:element ref="CenyAllExcept"/>
<xs:element ref=“RestrictionCondition" maxOccurs="unbounded"/>

unbounded” >

</xs:choice>
<:/xs:seqguence>
</xs:complexType>
</xs:element >
<xs:element name="DJenyAllExcept">
<xs:complexType>
«Xs:iseguencer
<xs:chzice minfcours="0" maxOc
<xs:e.ement ref="Exactlylne”/>

urs="unbounded" >

cxsielement refs"Allvis
<xs:element ref="AllcowAllExcept"/>
<x5:elemernt ref="DenyAliExcept"/>

"RestrictionCondition” maxGccurs="unbounded"/>

<xs:element ref=
</xs:chcice>
</xsiseguence>
<s/xs:complexType>
<ixs:element>
<xs:element name=
<xs:complexType>
<Xs:isequence>
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element ref="ExactlyOne"/>
<xs:element ref="All"/>
<xs:element ref="AllowAllExcept"/>
<xs:element ref="DenyAllExcept"/>
<xs:element ref="RestrictionCondition” maxOccurs

AliowAllExcept">

"urbounded" >

<. XS:seguence>
</xg:complexT
</xs:elemenc>
<xs:element name="Restric
<xs:cemplexT
<X$:sedquen
<xXs:element rame

Te

cnCondition”>

0"/

"ltemName" minQccurs
"RestrictionName"/>
RequiredValue” type
ServiceValue" type

<xs:element name

"Xs:istring"/>
xs:string” minOccurs="0"/>

<xs:element name

<xs:ielement name
</Xs:isequence>
<xs:attribute name
<xs:attribute name
<. xs:complexType>
<sXs:element>
<xs:element name
<xs:compiexType>
<Xs:segquence>

">

"verifiable" type="xs:string" use="optional

‘criticalFault" type="xs:string" use="optional"”/>

ServiceRestrictions">

nCondicion”
unbourded

ExactlyCre" />

IBEIES

iowAliExcept" />
‘RllExcept™/>

<xs:elemen y
<xs:element ref="RestrictionCondition" maxOccurs="unbounded"/>
>

</XS:S€:{J€DC8>
</xs:cemplexType>
</xs:element>
<xs:element name="Servicelnformation">
<xs:complexType>
<xs:sequence>
<xs:element ref="irnf:Policy"/>
<xs:element ref="ServicesGroup"/>
</Xs:seguence>
</xs:complexType>
</xs:element >
«xs:element name="EvaluateRestrictions

<xs:element
</%xs:seguence>
< XS
</xs:element>
<xs:element name="EvaluateRestrictionsResponse”>
<xs:compiexType>

complexTypex»
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<Xs:sequence>
<xs:element name="Service">
<xs:complexType>
<xs:sequence>
<xs:element name="RestrictionMatchAssertion">
<xs:complexType>
<xs:sequence>
<xs:element name="SignedAssertion" minQccurs="(C"/>
<xs:element name="AcknowledgedAssertion" minOccurs="0"/>

</Xs:sequence
</x

complexType®
</xs:element >
<xs:element name="RestrictionMatchFaiiure"
<xs:complexType>
<Xs:sequence>
<xs:element ref="RestrictionCondition” maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element ref="inf:Policy" minOccurs
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</Xs:element>
<xs:complexType name="PartnersRequestType">
<xs:choice>
<xs:element name="DirectServices">
<xs:complexType>
AXgisequence ®
<xs:element name
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="RecommendedServices"/>
<xs:enumeration value="AllServices"/»
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element ref="Restrictions" minOccurs="0"/>

0" />

ServicesReauast Type"

</x%s:sequence>
</xs:complexType>
</xs:element>
<xs:element name="AllServices">
<xs:complexType>
<xs:sequence>
<xs:element name="Restrictions">
<xs:complexType>
<Xsisequence>
<xs:element ref="InformationltemRestrictions”/>
element ref="ServiceRoarrictions®/»

<xs

< /Xsisequencer
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="ServicePartnersMetaData" rype
= /xs:choice>
</xs:complexType>
<xs:element name="Services">
<xs:complexType>
<xs:sequence>
<xs:element name="ServiceEquivalents" maxOccurs=
<xs:complexType>
<xs:sequence>
<xs:element ref="Services"/»
</xs:sequence>
</xs:complexType>
</xs:element>

xs:string"/>

unbounded”>

</¥s:isequence>
</xs:complexType>
</xs:element>
<xs:element name=
<xs:complexType>
<xs:sequence>
<xs:element ref="PartnersRequestResponselist" maxOccurs="unbounded”/>

ServiceEquivalent

</Xs:sequence>
</xs:complexType>
</%s:ielement>
<xsielement name="ServiceGroups">
<xs:complexType>
<xs:sequence>
<xs:element ref="ServiceEquivalents" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="PartnersRequestResponsebist”>
<xsi;complexType>
XS lsequen e

<Xs:element name="ServiceInformation">
<xs:complexType>
<xs:sequence>
<xs:sequence minOccurs="0">
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name="ServiceName" type="xs:string"/>
rame="ServiceURL" type="xs:string":>

<xs:sequence minJccurs="0"
<xs:element ref="inf:Informationltem" maxOccurs="unbcunded"/>
</xXs:sequence>
</Xs:isequence>
<xs:element ref="inf:Policy" minOccurs="0"/>
<xs:element name="ServiceFault" minOccurs="0">
<xs:complexType>
<xs:choice>
<xs:element ref="RestrictionCondition" maxOccurs="unbourded"/>
<xs:element name="NoFaults"/>
</xs:chcice>
<;xs:complexType>
</xs:element>
<:/xsisequence>

< X517 lexType>
</Asielement s
<xs:eiement ref="Servicelrow wrs="0r/ e

< Xs:!sequence~

required” />
requlred"/>
optional” default=

serviceName" type="xs:string” use
xs:string" use
xs:string" use

<Xs:attribute name
<xs:attribute name="serviceURL"
<XS:attribute rame="FailedPRRL"
</xs:complexType>
</xs:element>
<xs:element name="InformationltemDescription”>
<xs:complexType>
<xs:choice>
<xs:element ref="RestrictionCondition"/>
<xs:element name="InfoElementInformation">
<xs:complexType>
<xs:seguence>
<xs:element name="ItemName" type=
<xs:element name="UsagePolicy" minUccurss
ompiexType>

rsedguence

xs:string™ minOccurs="0"/>
G

<XS5:

" Y s B

minGocu:

reiement name="PclicyltemName"
<xs:element name="PolicyltemDescripti
type="x

Surs="7" max: irs="unpbounded" >

<xs:element name="AcceptableValue
</RSIsequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="StoragePolicy" minOccurs=
<xs:complexType>
<xs:sequence>
<xs:element name="PolicyItem" minOccurs=
<xs:complexType>
<xs:sequence>
<xs:element name="PolicylItemName"/>
<xs:element name="PolicyltemDescription
«xs:element name="AcceptableValue"” typ

0" maxOccurs="unbcunded" >

“unbounded" s>

«xs:ielement name="From" rdarte

o

type=

xs:date" min

element
element name="COtherCompany” minOccurs
complexType>
<Xs: seguence>
<xs:element name="CompanyName" typ:
<xs:element name="CompanyType" type="Xs:string"/>
<xs:element ref="inf:ContactDetails” minOccurs="0"/>
<xs:element name="CompanyAffiliation" type="xs:string"/>
</xsisequence>
</xsicomplexType>
</xs:element>
</xs:isequence>
</xs mplexType>
</Xs:ielement>

"xsistring"/>

< XSZS@QUQHJB>
omple
< xsielement

<XS

name="PolicyltemName"/ »
element name="FolicyIitemDescription” type="xs:strin
<xs:element name="AcceptableValue" type="xs:string" minlccur
<xs:element name="OtherCompany" minOccurs maxCccurs="unbcounded">
<xs:complexType>
<xs:sequence>
<xs:element name="CompanyName™ type="xs:string"/>
element name="CompanyType" type="xs:string"/>
element ref="inf:ContactDetails" minGccurs="0"/>
<xs:element name="CompanyAffiliation" type="xs:strin
</xs:sequence>
complexType>»
«oxsielement>

P>

nbounded" />

s="0" maxCccurs

<XS

<xs
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</xXs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</%s:choice>
</xs:complexType>
</xs:element>
<xs:element name="VerificationRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="ServiceName" type="xs:string"/>»
<xs:element ref="inf:ContactDetails” minOccurs="0"/>

<xs:ielement name="VerificationElement" minOccurs="0" maxOccurs="unbounded">

<xs:complexType>
<xs:sequence>
<xs:element name="VerificationItemName" type="xs:string
<xs:element name="VerificationRequestDetails" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="ServiceQuery">
<xs:complexType>
<xs:choice maxOccurs="unbounded">
<xs:element ref="VerificationRequest"/>
<xs:element ref="RatingRequest"/>
</Xs:choice>
</xs:complexType>
</xs:element>
<xs:element name="RatingReguest">
<xs:complexType>
<xs:seguence>
<xs:element name="ServiceName" type="xs:string"/>
<xs:element ref="inf:ContactDetails® minOccurs="0"/>
<xs:element name="RatingFlement®” minOccurs="0" maxOccurs="unbounded">

s

<xs:complexType>
<XS
<xs:element name-"Ra‘®ingltemName" type="xs:string"/ -
<xs:element name="RatingltemDetails" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="ServiceQueryResponse”>
<%s:complexType>
<xsisequence>
<xs:element name="ServiceName" type="xs:string"/>
<xs:element ref="inf:ContactDetails"” minOccurs="0"/>
<xs:element name="QueryRespconseDetaiis®>
<xs:complexType>
<xs:choice>
<xs:element name="QueryResponseltem" maxOccurs="unbounded">
<xs:complexType>
“Xs:sequencoer
<xs:element name="QueryIltemName" type="xs:string”/»
<xg:element name="ServiceQueryDetails" type="xs:string"/>
<xs:element name="ServiceQueryValue" type="xs:string"/>
<xs:element name="AuthoritySignature” minOccurs="0"/>
</xXs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="FaultMessage”>
<xs:complexType>
<xs:sequence>
<xs:element name="FaultItem" maxOccurs="unbounded">
<xs:complexType>
<Xs:sequence>
<xs:element name="QueryItemName" type="xs:string"/>
<xs:element name="FaultDetails" type="xs:string"/>

<xs:element name="FaultValue" type="xs:string” minOccurs="0"/>
<xs:element name="AuthoritySignature” minOccurs="0"/>

</Xs:sequence>
</xs:complexType>
</xs:element>
</xXs:sequence>
</xs:complexType>
</xs:element>
</xs:choice>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xsielement name="RestrictionName">
<Xs:simpleType>
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“X5iresc base="xs:string">
<xs:ienumerat:icn value="Usage"/ >
<xs:enumeration value="Storage"/>
<Xs:enumeration value="Sharing"/>

</Xs:irestricticn>

</Xs:simpleType>
</xs:element>
< xs:schema>

SAEbY

7.4 CONTRACT SCHEMA

This schema document is used to create valid contracts between the client and the services

involved in a transaction.

<?xm. versicn="1.0" encoding="UTF-8"?> <xs:schema
elementFormDefault="qualified” attributeFormDefault="unqualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="PRRLSelection">
<xs:caomplexType>
<Xs:sequence>
<xs:element name="ServicelInformation">
<xs:zomplexType>
<xs:seguence>
<xs:element name="ServiceName"/>
"ServiceURL"/>

<xis:element nam

rseguence>

"JRLY type="xs:string" use="required”

type="xs
ExternalsSevices" min

string"/>
cours="0" >

sequence>
<xs:element ref="PRRLSelection" maxOccurs="unkounded"/>
</xs:isequence>
</xs:complexType>
</xXs:element>
<xs:element name="ValidPeriod” minOccurs=
<xs:compiexType>
<xs:seguence>
<xs:
<XS: ement nam
<x3iseguencer
< 'Xs:ccomplexType>
< XS:ielementy

="From" type="xs:date"/>
n

‘111" type="xs:date" minGccur

name="Transactioninformation” mindecurs="I".
XS ISEQUencE >
<xs:element name="TransactionID" type="xs:string" minic

lientID" type="xs:string" minlccurs=

<. Msielement >
<¥S:element name="Signature">
<xs:complexType>
<xs:seguence minCccurs="0">
<xs:element name="PublicCertificateURL" type="xs:string
<xs:element name="SignatureHash" type="xs:string"/>
</Xs:iseguencer
</xs:complexType>
</xs:element>
<'XSISEQUET1CET>
</ xs:complexType>
</xs:element>

nfirmation">

e="FRRLSeiecti1on
pe>
o>

“xsielement nam
<xs:complexTy
<xS5:seguenc
<xs:element

"

ref="PRRLSelectionContfirmation®” minOccurs="
ref="PRRLSelection”/>
name="Signature">
xTypex
<xXs:seguencer
«xs:element name="PublicCertificateURI" rype="
<rs:element nal SigrnatureHash®” type="xs:string"/>
<‘Xs:sequence>
</xs:complexType>
</xS:element >
</Xs:sequence>
</xs:complexType>
</xs:element>

<xs:elemen

<xs:elemer

<Xs:zompl

Qurs=

"

xs:istring"/>

maxOccurs="uncoaunded" . »





