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Abstract

The Standard Model has governed particle physics for over four decades, yet certain
physical phenomena remain unexplained. Therefore, the search for new processes that
could elucidate gaps in our current understanding is crucial. At CERN’s Large Hadron
Collider, search efforts mainly focus on discovering scientifically well-motivated experimental
signatures. Yet, in the absence of predefined targets, reliance on models may create blind
spots in the data. Searching these blind spots could potentially reveal new physics, a
possibility that is especially compelling when considering the low-level data directly read
out by the ATLAS detector. The detector collects far more data than can be processed,
resulting in over 99% of all data being deleted in real time by the Level-1 Trigger—a
chain of field-programmable gate arrays optimized to accept data relevant to the physics
processes under study and reject unwanted data. Hundreds of millions of events are

rejected every second, possibly discarding something new.

Anomaly detection has become a popular approach for searching for new physics without
depending on theorized models, thereby maximizing search sensitivity. Deep learning
models based on autoencoders have been researched as mechanisms for detecting specific
anomalies. However, while these autoencoder-based methods are effective in representation
learning and reconstruction, they may fall short in providing a tailored solution for
anomaly detection. These methods rely on the availability of clean training data to teach
the model what “normal” samples are. This requirement necessitates the development of
large, curated datasets, which would inhibit the development and flexibility of an anomaly
detection-based Level-1 Trigger. Furthermore, a preselected background may introduce

bias into the detection algorithm, thereby reintroducing model dependence.

A Latent Outlier Exposure-based Level-1 Trigger is proposed to train an anomaly detector
in the presence of unlabeled physics anomalies. Latent Outlier Exposure involves simultaneously
inferring a binary label for each data point, indicating whether it is anomalous, while
updating the model parameters. This is achieved by applying a combination of two
losses that share parameters: one for the inferred normal data and one for the inferred
anomalous data. This approach was tested on three different anomaly detection systems,
including a novel modification to the variational autoencoder’s reparameterization trick
tailored for anomaly detection. The models were tested on a dataset containing a mixture
of simulated Standard Model particle content and postulated, but still unobserved, particle
content. Experimental results reveal substantial benefits, especially in addressing the

formidable challenge of developing an effective, signal-agnostic Level-1 Trigger.
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Chapter 1

Introduction

1.1 Background to the study

The primary goal of particle physics is to understand the origin, characteristics, and
interactions of elementary particles, which are considered the fundamental components
of the universe. Many of the behaviors and properties of these particles are accurately
described by the Standard Model (SM]), a well-established theoretical framework. Due
to its remarkable success in predicting experimental outcomes, the is often regarded
as one of the most effective scientific theories ever proposed [1]. However, there are still
several phenomena that the [SMl cannot fully explain, such as the nature of gravity, the
asymmetry between matter and antimatter, and the mystery of dark matter. Additionally,
certain aspects of the[SM] including the Hierarchy Problem [2], require further investigation.
To address these gaps, many theoretical extensions of the [SMl have been suggested,
collectively known as Beyond the Standard Model (BSMI]) physics. Prominent examples

of such extensions include Supersymmetry, extra dimensions, and composite models [3].

The process of testing these extensions experimentally typically follows this procedure:
Particle theorists first develop precise mathematical predictions for data that could be
observed in collider experiments. For instance, a prediction might involve the creation of
a new, massive particle, which would lead to a noticeable increase in certain collision rates
with a characteristic experimental signature. Subsequently, experimentalists create data
analysis techniques to assess the statistical significance of this predicted signature. If the

statistical analysis yields convincing results and systematic uncertainties are adequately



1.2. OBJECTIVES OF THIS STUDY

controlled, the hypothesis can be either confirmed or rejected.

The Large Hadron Collider (LHC) at CERN, operating since 2010, is capable of accelerating
protons to an unprecedented energy of 13.6 TeV, the highest achieved in a laboratory
setting. This allows it to generate datasets far larger than those of any previous collider
experiments, opening up exceptional opportunities for discovering evidence of physics.
To date, analyses of [LHCl data in search of [BSMl phenomena have largely followed the
traditional model-dependent approach described above. However, no definitive evidence
of physics has been found in these experiments [1]. This lack of concrete results
has prompted the need for new methods to explore scenarios that have not been

constrained by prior theoretical models.

While the traditional approach aligns with the scientific method, it has limitations in that
it restricts investigations to predefined scenarios. Moreover, the sensitivity of these
analyses to potential signals is often constrained by the accuracy of background
process predictions from the [SMl

Consequently, there may exist a substantial number of signatures that have either
not been considered or are indistinguishable from background processes due to insufficiently
precise [SM| predictions. If these signatures exist, they may have eluded detection in
previous [LHC analyses. As a result, analyzing [LHC data without relying on established

BSM| models could significantly enhance the chances of uncovering new discoveries.

1.2 Objectives of this study

1.2.1 Problems to be investigated

Within the realm of Machine Learning (ML), the Autoencoder ([AE]) has surfaced as
a potent tool for anomaly detection across diverse domains. [AEK learn to reconstruct
input data x from a learned lower dimensional representation z [4]. Harnessing their
capacity to grasp the intrinsic data distribution and reconstruct input samples, [AEk
excel in the identification of anomalies or outliers. While [AEFbased methods are effective
in representation learning and reconstruction, they may fall short in providing a tailored
solution for detecting anomalies. Another issue is that these methods are heavily dependent

on background models due to their reliance on simulations. This can reduce search
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sensitivity; as it is difficult to develop accurate simulations that can characterize systematic
uncertainties over thousands of final states [5]. This is specially problematic when
dealing with the vast data space of the LHCl Even if real [LHC data was used, this
would be under the assumption that clean training data available for the model to learn
the background characteristics. In practice, datasets are often extensive and uncurated,
potentially already containing some of the anomalies that one aims to detect [6]. Further,
the choice of the background may introduce a bias into the model, thereby dictating which
parts of the data space should be explored. This may result in redundant searches,

rather than the signal agnostic approach the paper aims to achieve.

Another major consideration is that in High Energy Physics (HEP)) physicists are almost
never able to declare a discovery with a single collision. This is due to the E|look elsewhere
effect. Strange collisions are only useful if we can quantify their strangeness and filter

useful data from the non-interesting anomalous data. Physicists believe that new physics

will manifest as an ’over-density’ in [Phase space| rather than being [Off-manifold].

Lastly, the A Toroidal LHC Apparatus (ATLAS]) detector outputs massive volumes of
data, requiring that 98% of the throughput be rejected. Therefore the model must reject
data in real-time while not missing out on all the interesting physics. As collisions take
place every 25 nanoseconds, this requires microsecond [Latency] Further, the
must be stable as any error may result in valuable data to be lost. Lastly, as the
hardware is underground and currently in use, there will be limited space available for
novel systems. This further limits the design constraints, as the model must be

lightweight to increase the likelihood of implementation [8], [9].

1.2.2 Purpose of the study

To improve feature selection, it is suggested that the model training should be driven by
an objective function based on [10], [11]. This endows models with the ability to learn
rich features catered for purposes [12]. Second, this work aims to use
methods as to not introduce any bias into the algorithm. Therefore, this work
introduces [LOE] to adapt standard [AE] based models so they are better suited for a

dataset contaminated by unseen anomalies. During training, [LOF] simultaneously infers

!The look elsewhere effect refers to the statistical phenomenon where, in the context of searching for
significant signals in various regions, the probability of finding a seemingly significant result by chance
increases [7]
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anomalous data within the training set and updates its parameters by solving a

[continuous-discrete optimization| problem, iteratively refining the model and its predicted

anomalies. This encourages the model to create a latent distribution in which a portion
of the encoded data is pushed out from the main cluster. Further, this encourages the
model to create distributions that are better suited to single class [ADl [ADFoptimized
latent distributions could also address the look-elsewhere effect; by understanding and
manipulating where anomalous data clusters in the encoding space, it may be possible

to avoid entirely non-interesting anomalous data.

To comply with the strict requirements of the [LIT] High-level synthesis for
machine learning (bIs4ml), is used to integrate [MI] models on [FPGAE as electronic
circuits. [13]-[15]. The utilization of [hIs4ml promotes inference speed, making it ideal
for the constraints of the [LIT. Further, [Pruning] and [Quantization| will be performed

on the models to reduce the model footprint as much as possible, without degrading the

performance.

This study aims to bring state of the art to the [LITL The
implementation of unrestricted search methods could contribute to the development of
new theoretical models in [HEPlI While the emphasis of [MII research has historically
centered on the [HLT} deploying [MIJ in the vast unknown of the [LIT] data space is an

exciting prospect .

1.3 Scope and Limitations

This study aims to design and evaluate resource-efficient [AF}based [AD|models for application

within the[[TT|system in high-energy physics. The focus is on building deep

learning models that can be compressed, synthesized in[Firmware, and meet strict
and constraints. While the work demonstrates promising results in simulation

and synthesis, it does not extend to real-time deployment or integration within
operational hardware. The scope and limitations of the research are detailed

below.
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1.3.1 Scope
1. Design and implement [AF] models guided by recent research on in [HEPL

Integrate [LOE] to enhance the performance of these models.

Tune and evaluate various models to identify the best-performing architecture(s).

. Analyze the learned encoding space to interpret model behavior in an[Unsupervised]

setting.

. Apply[Pruning|and |Quantization|techniques to optimize the best-performing model(s)

for hardware deployment.

. Validate model performance post-compression to ensure minimal accuracy degradation.

Translate the optimized model(s) into |[Firmware| using [hls4mll

Evaluate the synthesized models for compatibility with hardware constraints.

Verify that the deployed model(s) meet|Latency|and [Bandwidth|requirements critical

to L1T systems.

1.3.2 Limitations

The study does not cover deployment in a real-time [LIT] testbed or on-detector

environment.

Only a subset of [AE] variants (primarily DNN| and [VAEbased models) are explored,

with no exhaustive comparison across all anomaly detection architectures.

. estimates are based on synthesis reports rather than full [Hardware-in-loop|

validation.

Data used for model training and validation is simulated or preprocessed; real

detector noise and conditions are not incorporated.
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1.4 Plan of development

Following the Introduction, Chapter [2| outlines the current state of [ADI in [HEP, as well
as novel approaches for training [AD] systems in the presence of unlabeled anomalies.
Chapter [3| covers the ATLASILIT] hlsdml and different flavours of autoencoders. Chapter

provides a summary of the methodology: this section gives a full description of the

dataset, model design and testing methods and the steps taken to implement the model
in [FPGAl [Firmware, Chapter [5] presents the results, along with an in-depth analysis

of the findings. Chapter [0] concludes the report and presents the recommendations for

future research. Figure below, provides a graphical representation of the plan of

development.

[ 1. Introduction ]

[ 2. Literature Review ]

[ 3. Relevant Theory

4. Methodology

4.1 Dataset
4.2 Model Design
4.3 AD scores
4.4 Sensitivity Analysis
4.5 Model compression

4.6 FPGA implementation

5. Results and
Discussion

[ 6.1 Conclusions ]

[6.2 Recommendations]

Figure 1.1: Block diagram depicting the report outline.



Chapter 2

Literature Review

2.1 Introduction

In the [LHC] protons are accelerated to extremely high energies before they are collided.
To study the complex events resulting from these collisions, nine detectors have been
installed. Among these, two large general-purpose detectors stand out: the and
detectors [17]. This research focuses on the detector.

The search for physics is a major goal of the experiments at the [LHC[18]-[21]. The
current, top-down methodology of searches at the [LHCl targets specific signal models,
which are developed based on experimental or theoretical motivations for physics.
Using these signal models, physicists generate simulated or synthetic data. This generated
signal data is often mixed with synthetic background events to develop a strategy for
data analysis. The analysis strategy typically involves selecting events that resemble the
signal and implementing techniques to adjust the background rate, ensuring an unbiased
statistical analysis. This strategy is then applied to real data [5].

Despite efforts to reduce model dependence, both event selection and background estimation
remain highly model-dependent. While current search methods are continually evolving
and must continue to do so as new data is acquired, it is evident that requires
a complementary search paradigm to fully explore the complex data from the [LHCl
The reliance on existing search techniques might explain why no new physics has been

discovered; model dependence could lead to blind spots that obscure [ BSM|physics signatures
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[5]-

To date, despite countless searches, a vast of [LHCl data remains
completely unexplored. In the experiment, the two-level system reduces
an initial bunch crossing rate of 40 MHz to 1 kHz, rejecting almost all raw data [22], [23].
The combination of large volumes of unseen data and a limited understanding of how

new physics might manifest has inspired a revolution in model-independent searches [24].

Despite recent spikes in interest, model-independent searches have a long history in [HEDP]
dating back to the discovery of the meson [25]. Another example of a model-agnostic
approach was the Exotica hotline, where snapshots from the last 24 hours of particle
collisions were collected for review. These visual representations were scrutinized to assess
the significance of the observed phenomena. The hotline served as an early warning
system to highlight potential physics discoveries or anomalies [26], [27]. Additionally,
generic searches that make few assumptions about the signal have been used with great
success, including the discovery of new particles such as the Higgs boson [28], [29]. In
generic searches, such as the bump hunt, physicists search for localized enhancements

within a smooth background distribution [5].

The major drawback of generic searches is their limited sensitivity, as these searches
focus primarily on resonant features and typically do not consider other event properties
[5]. Other strategies employed by experiments at the [LHC| such as those by [30]—-
[32] and [33]-[35], involve more differential signal model-independent searches.
These investigations directly compare experimental data with simulated results across
a wide array of distinct final states or bins. While these methods are almost entirely
signal model-independent, excluding the feature selection process, the large number of
bins can lead to sensitivity issues due to the look-elsewhere effect [7]. Additionally, these
methods are heavily dependent on background models due to their reliance on simulation,
which can further reduce sensitivity; accurately simulating and characterizing systematic

uncertainties across thousands of final states is a significant challenge [5].

[MI] has become the preferred approach for advancing model-independent searches. Semi-
supervised, weakly supervised, and [Unsupervised|learning methods can enhance sensitivity

to subtle or intricate signals while requiring fewer model assumptions compared to conventional
search techniques. In particular, the use of models has garnered significant
interest from the [HEPI community [5], [36], [37].
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2.2 Anomaly detection in physics

The challenge of designing searches that are capable of detecting novel physics has led to
community-driven initiatives such as the Dark Machines Anomaly Score Challenge [37]

and the [LHC| Olympics [5]. These efforts focus on in [HEP] using offline
[MTJ techniques.

aims to highlight events that are unexpected when compared to 'normal’ data. In
this context, techniques describe the background event space in a
manner independent of the signal. The goal is for physics signals to stand out
as atypical compared to the learned background event space [36]. methods can
be divided into two main categories. The first category involves signal events that are
similar to background events. In these cases, information about the expected probability
distribution of the background must be used to uncover the signal [5], [38]-[42]. Conversely,
when signal events are characteristically different from background events, methods are

implemented to identify individual events as anomalous [9], [37], [43]-[45].

is a common problem in[MI]research; however, the unique conditions and requirements
in [HEP| necessitate dedicated approaches. A major differentiator between [HEPI[AD] and
industry-standard methods is that, in [HEP] a single event is often uninformative. An
anomaly typically becomes apparent only within the context of a statistical ensemble.
This is why [HEP] searches often target ’over-densities’ rather than features
as done in industry. Furthermore, data in [HEP]is consistently distinct from the common
data types used for [ADI[MI] in industry [5].

Another major design consideration is where[ADlis implemented in the[LHCldata processing
pipeline. Most in [HEP! is conducted as part of offline analysis [5], [37], where data
collected by algorithms is processed afterwards. While this approach is valid,
it overlooks a vast of data that is deleted in real-time by systems,
which are optimized to accept only the physics processes currently under study.
could provide a signal-agnostic alternative to the existing model-dependent paradigm,

offering a new perspective on the primary data captured in [ATLAS. Recent innovations

further support this, as [MI] inference can now meet the [LHC| low-level [Trigger] [Latency]

requirements, making a complementary approach to offline analysis feasible [13], [46].

However, it is important to note that algorithms designed for offline scenarios may not
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be suitable for online applications due to the constraints of online processing, especially
at the [LITl For example, offline methods often involve multiple passes through the
dataset to detect anomalous regions in the [Phase spacd, whereas the observes
each collision only once. The system environment is also highly constrained in
terms of [Bandwidth| and [Latency], further limiting the range of models that can

be implemented. Additionally, even if anomalies can be identified within the required
they are only useful if their level of strangeness can be quantified. As
mentioned earlier, in[HEP] a discovery cannot be declared based on a single collision. The

following analogy from the [LHC| Olympics paper effectively encapsulates this concept [5]:

“We are not looking for flying elephants, but instead a few extra elephants than
usual at the local watering hole. The only way to know that the number of
elephants is anomalous is to have a precise understanding of the usual rate of

elephant”

2.3 Latent

It is standard practice to conduct using [AF] reconstruction errors by considering all
features of the input and reconstructed data [47]. However, this approach may result in
sub-optimal performance, as not all features of the input data are equally necessary
or useful [48]. The Mean Square Error (MSE]) is a commonly used reconstruction error
and anomaly metric [49]. However, in an N-dimensional feature space, the [MSEl may
provide limited information regarding the direction of a distortion vector, potentially
restricting its effectiveness in distinguishing between meaningful and trivial anomalies
[50]. To address this limitation, researchers utilize the latent space structure to identify
anomalous data [51]-]53]. Anguilli et al. [54] introduced a method that incorporates both
reconstruction error and latent space geometry, resulting in improved [AD] particularly

as the dimensionality of the dataset increases. This improvement is illustrated below in

Figure 2.1]

Nonetheless, reconstruction error is not always necessary for effective anomaly discrimination
9], [54]-[56]. While combining reconstruction error with latent metrics can achieve state-
of-the-art performance, models that rely on reconstruction during inference are not always
strictly deterministic, rendering them unsuitable for the [LIT] [48]. In contrast, models

that utilize only latent-based approaches are typically deterministic and eliminate the

10
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need for a decoder, making them an appropriate choice for the [LIT
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Figure 2.1: Combing the latent space geometry, shown in (a), (b), and (C), with
reconstruction error leads to better anomaly discrimination. The [ATUC] curve is shown in

(d) [54].

2.4 Online anomaly detection

In[HEDP] it is standard practice to run [MI] programs using central processing unit (CPUl)s
and graphics processing unit (GPUl)s, which typically result in inference latencies on the
order of milliseconds. However, in the [LITT] the event rate must be reduced with an

extremely low of just a few microseconds [9]. To meet such stringent
requirements, [FPGAL or application-specific integrated circuit (ASIC)s are employed for

[HEPIML applications [13], [37], [57], [53].

An important development in the field of real-time for [HEP] is [s4mll [9]. hlsdml
is an open-source software library that translates neural networks , , into
FPGA . As demonstrated by Govorkova et al. ﬂgﬂ, [LIs4mll can synthesize on-
chip implementations of models that adhere to both[Latency|and resource constraints
of FPGA implementations in the [LIT]

11
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Govorkova et al. 9] successfully synthesized both and versions of a supervised
VAE and an [AE] for in the [ATLAS|[LIT] The results indicated that all models were
viable, except for the [CNNI[AE] which required more resources than were available. The
models were synthesized using Vivado HLS 2020.1 [60] for a Xilinx Virtex UltraScale+
VUIP (xcvu9p-flgh2104-2-¢) [FPGAI with the clock frequency set to 200 MHz. One
important design constraint, noted by Govorkova et al. [9], is the issue of determinism.
The[LTT] decision must be deterministic, as must all [Trigger used in physics studies. This
precludes the use of random sampling in the reparameterization trick of the VAF] [61].
Consequently, any [ADImetric that measures the distance between the input and output of
a[VAE] cannot be employed. To address this, the full VAE| model is not used. Instead, the
score is based on the p and o values returned by the encoder, leveraging the encoding
space to identify anomalies. Two variants of this method were tested: the first variant
uses the Kullback-Leibler (KTJ) divergence loss of the [VAE] while the second method
employs the z-score of the origin 0 in the latent space, relative to a Gaussian distribution
defined by i and o. Omitting the decoder maintains determinism and offers additional

benefits, such as avoiding the need for buffering data during [MSE] loss computation, and
reducing both resource usage and [Latency]

The quest for a model-agnostic [LIT] is also shared by other experiments at the [LHC]
not just [ATLASl Zipper et al. [62] developed and tested a [VAE] for implementation on
the Level-1 Global Trigger. Like the detector, the detector [63], [64]
outputs massive volumes of data, requiring 99% of the throughput be rejected. The
[LIT rejects data in real-time, on a chain of [FPGAk [65] with the added objective of not
missing any interesting physics. The must operate within the constraints
of the [LHC clock cycle. As collisions take place every 25 nanoseconds, this requires
microsecond [Latency] Further, the must be stable as any error that results in
‘dead time” will result in the loss of valuable data. Given these considerations, the
is under almost identical design constraints to the [ATTAS|[Trigger] Therefore,
research on the serves as a valuable reference for developing a similar model-
agnostic approach for the [ATLAS|[Trigger]”.

The[VAEl architecture, depicted below in Figure[2.2] incorporates an information bottleneck
through the implementation of a compact latent space. This design enhances data
encoding efficiency and helps the model identify the characteristics of anomalous events.

For this implementation, referred to as Anomaly eXtraction Online Level-1 Trigger Algorithm

(AXOLITT]), measures were taken to meet resource utilization and [Latency| criteria.

Specifically, the decoder was removed, and the latent space loss term was simplified

12
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during inference. The loss function is simplified by utilizing only the mean-squared term

>, p? from the [KT}divergence. This adjustment did not degrade performance.

(prom, @) * [1 PSS + 4 efy + 4 p + 10 jets]
[

) ' output € R®
(R I I N
- Zu,’ = Anomalous or Not
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Probabilistic Probabilistic i
Encoder i Decoder *
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Figure 2.2: Variational Auto Encoder implemented on [CMS| Global Trigger [T'C| .

Zipper et al. successfully developed a [LIT] model that is signal-agnostic and highly
sensitive, enhancing signal efficiency for various physics signatures ﬂgﬂ, . The model
was implemented in and integrated into the [LIT] architecture. It was
tested by deploying the on the Global Triggerﬂ [TCl The implementation
performed robustly when tested on collisions from 2023. However, further updates to the
algorithm and downstream logic are needed to fully integrate the algorithm into
the [LIT] system.

2.5 Model Compression

The quest for better performance in deep learning has led to the development of larger,
more intricate models. However, edge devices implemented in the [LHCl require highly
efficient inference, which necessitates reducing|Latency], model size, and energy consumption.
One effective method for limiting model size is[Quantization] Fortunately, hlsdmlsupports
both[PTQ|and quantization-aware training (QAT]), allowing neural networks to be compressed

significantly, which reduces resource usage on an[FPGAlwhile preserving model performance

), 15), (66)-{68]-

There are several possible flavours of quantisation:

e [PTQ] [13], [69]-[72], the simplest approach, involves reducing the

baseline model precision, such as lowering the bit-width or converting from floating-

point to fixed-point. generally maintains good algorithm stability, though

!The [T consists of identical MP7 boards used as backups for the production system and for
experimenting with new strategies during testing .

13
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some accuracy reduction is expected. Typically, the lower the precision, the greater

the accuracy loss.

(QA'l] constrains the model to fixed-point precision during training. This can be
achieved using the QKeras [68] library, which helps reduce accuracy loss at higher
levels of [Quantization] outperforming the weight configurations generated using
[PTQ] However, inconsistent performance can occur when implementing
with [VAEk. This inconsistency arises because prioritizes optimal input-to-
output reconstruction, which does not always lead to improved outcomes.
Ultimately, the stability of the model will depend on the nature of the anomaly
[9].

Knowledge distillation with involves reframing the optimization objective.
Rather than focusing on reducing the quantized model’s loss by fixing its weights,
the primary goal is to minimize the difference between the loss incurred by the
quantized model and the original floating-point model when processing identical
inputs. This approach entails training a distinct model that predicts the floating-
point outputs of the original model, given the same input, instead of merely training
a quantized copy. The aim is to match the floating-point performance with a

different model that meets the performance constraints of the [L1TL

Anomaly classification with [QAT} This involves re-framing the approximated
loss regression into a classification problem. Instead of seeking an approximation for
the floating-point decision, one could attempt to obtain a binary yes/no response to
an alternative query: “Would the floating-point algorithm return an score larger
than a threshold for this event”[9]. This approach enables setting the threshold
based on the precise floating-point model, ensuring satisfactory anomaly acceptance
accuracy without the need to predict the precise score across various orders of

magnitude [9].

Govorkova et al. [9] focused on the first two approaches. The initial step was to develop

a reference model against which the performance of [QAT| and [PTQ] could be compared.

This was achieved by 50% of the connections in the [BF] models’ layers using
magnitude-based [Pruning] which involves setting the smallest weights in a tensor to zero,

thereby eliminating redundant weights |14], [73]-[76]. This is especially effective, as the

[LIs4ml library excludes all multiplications with zero weights when converting the network

into [Firmware], reducing the number of floating-point operations required and conserving
substantial FPGA] resources [14]. is applied using the polynomial decay method

14
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integrated within the TensorFlow API, which provides a straightforward drop-
in replacement for Keras layers [77]. The resulting model is known as the [BP| model.
is applied exclusively to the encoder, as this component is intended for [FPGA]
deployment. Thereafter, the QKeras library [68] is used to perform [QAT] while fixed-
point precision is applied to the [BP] floating-point model for [PTQ] In both methods, bit
precision is swept from 2 to 16 with a step size of 2, with again targeting 50%
sparsity.

The results indicate that [VAEE are not stable as a function of bit width when using [QAT]
This likely results from the discrepancy between the figure of merit used for inference
and the objective function employed during training [9]. Consequently, only is
suitable for a[VAE] while both [PTQ]and [QAT]|were found to be stable when implemented
on[AEk. A key finding is that utilizing only the encoder, rather than the complete [VAE]
results in a [Latency] reduction of 50% while maintaining performance. All pruned models
satisfied the requirements, and all models met resource requirements apart from
the [CNNIAEl model, which utilized more resources than permitted by the[LIT] constraints.

2.6 based objective functions

In [AElbased deep methods [78]-[81], models learn to represent normal instances by
minimizing reconstruction errors. These models then aim to discriminate between normal
and abnormal data based on reconstruction performance. While [AElbased methods are
effective for representation learning and reconstruction, they may fall short in providing
a tailored solution for [ADl The emphasis on mimicking the data distribution, combined
with reliance solely on reconstruction errors, may not be sufficient for achieving accurate

[82], [83].

Another caveat is that features are learned indiscriminately, possibly leading to unstable
performance [12]. To address this issue, hybrid models have been developed. In these
models, [AElbased deep methods extract features, which are then used for with
traditional techniques [84]-[87]. However, since the features extracted in a hybrid model
are separate from the component, they may not be relevant or optimal for [10].
To enhance feature selection, it is recommended that the model training be guided by an
objective function specifically designed for [10], [11]. This approach enables models
to learn features that are better suited for [12].
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Hojati et al. developed a model called the DASVDD illustrated in Figure 2.3 which
integrates a traditional technique (SVDD]) with a feature learning model (AE]). This
approach addresses the limitation of hybrid models by eliminating the separation between
feature learning and [ADl The is a single-class technique that trains an
[AE] model, which simultaneously functions as a on the latent representations
generated by the[AE]l Thel[AEllearns to map normal data to a minimum volume enclosing
hypersphere, with the error serving as the guiding metric by quantifying the
distance of the encoded data from the center of the hypersphere. The loss function,
which also serves as the anomaly score, combines the input-output ([Ql) reconstruction
error with the error. By including the reconstruction error in the loss function,
the model avoids hypersphere collapse and prevents the simplistic solution of mapping
all inputs to a fixed point in the latent representation. The results show that
outperforms several state-of-the-art algorithms.

A [VAElbased implementation of an autoencoder was successfully developed by
Zhou et al. . However, the [AE}based implementation mentioned above offers specific
advantages, particularly for deployment in the [LIT] The model avoids the
reparameterization step required in a [VAE] allowing both the anomaly metric and
the latent distribution to be utilized for [ADl This dual approach provides two distinct

reference points for detecting anomalies, potentially making it more robust.

\
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Figure 2.3: Overview of [DASVDDI model

When both normal and anomalous data are available for training, it is standard practice
to employ a binary classification network, trained using a supervised learning approach

[89]. However, anomalies are typically rare in real-world scenarios, making it challenging
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to gather sufficient abnormal samples for training neural networks. Consequently, training
deep learning methods solely on normal data becomes an attractive option [11], [48], [90].
This approach assumes the availability of clean training data for the model to learn the
characteristics of 'normal’ samples [91]. In practice, this assumption is often challenged,
as datasets are frequently extensive and uncurated, potentially containing anomalies that

the model is intended to detect [6].

To address this challenge, Qiu et al. [6], drawing inspiration from Outlier Exposure by
Hendrycks et al. [92], propose a methodology for training an system in the presence
of unlabeled anomalies, that is applicable to a wide range of models. The core concept
involves simultaneously inferring a binary label for each data point to indicate whether it
is anomalous, while iteratively adjusting the model. This approach utilizes a pair of loss

functions that share parameters: one for normal data and another for anomalous data.

Like most work in deep [AD] a loss function Lj(z) = L,(fe(z)) is minimized over the
normal data. The function fy(x) is employed as a feature extractor for the data x.
Additionally, a secondary loss function for anomalies, denoted as L§(x) = L,(fp(z)) is
used. The feature extractor fp(z) is shared with both losses. When trained exclusively on
normal data, the trained loss will output larger values when encountering anomalous data,
allowing the loss to be used as an anomaly score. The anomaly loss L§(z) acts contrarily
to Ly (x) resulting in a large loss for normal data, and a smaller loss for anomalous data.
Assuming, in the interim, that the binary label for each event y is known, the joint is loss

function is as follows:

N

L(0,y) = Z(l — i) Ly (2:) + yiLy(x;). (2.1)

=1

Optimizing the shared loss in Equation [2.1] over 6 results in better than either loss

function, Lj or L, in isolation [6].

By virtue of Lj, the known anomalies provide an additional training signal to Lj.
Through Lj, the labeled anomalies offer supplementary training information to Ly, as
the shared parameters guide Ly in learning where normal data should not appear in the
latent space. This concept underpins the Outlier Exposure method [92], which generates

artificial labeled anomalies to enhance detection accuracy.

Qiu et al. [6] advanced this concept by considering the case where each anomaly label, y;,
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is unobserved. Consequently, the latent assignment variables y must be inferred alongside

the learning parameters 6. This approach is referred to as[LOEl There are two variations

of LOE} "Hard” [LOE] (LOEly) and ”Soft” [LOE] (LOE).

In [LOEly, a constrained set is introduced based on an assumed fixed rate of anomalies,
«, in the training data. In this approach, each y; is assigned a value of either 1 or 0 at a

rate consistent with «.

Y = {y e {0, 1}V :> Ty = aN} : (2.2)

In practice, [LOEly may show excessive confidence in assigning y, which can lead to sub-
optimal performance. To address this issue, [LOEls is introduced. [LOEls makes a simple

adjustment to the constraint set:

Vo = {y € {0,051V > "y, = O.5aN} . (2.3)

i=1

The result is that an anomaly’s presence leads to an equal combination of both losses,
0.5(Ly(x;) + L§(x;)). [LOEls introduces uncertainty in classifying x; as either a regular or
anomalous data point, treating both possibilities with equal likelihood. This approach

has demonstrated improved performance on certain datasets.

An example of the latent representations resulting from applying [LOEl to a Deep
is shown below in Figure In a Deep EVDDI the normal loss function is defined
as L7(z) = ||fo(x) — c||?, which aims to pull normal data towards the center of the
distribution. Conversely, the abnormal loss function is defined as L§(x) = m,
which aims to push abnormal data away from the distribution center.
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@  Normality ®  Anomaly

(a) Blind (b) Refine () LOEs (d) LOEx (e) G-truth

Figure 2.4: [SVDDI trained using a range of techniques: (a) Blind approach, where all data
points are considered normal; (b) ”Refine” method, which eliminates specific anomalies;
(c) [LOEls, which assigns soft labels to anomalies; (d) [LOEly, which assigns hard labels;
and (e) supervised [AD] using ground truth labels for comparison. The application of [LOF]
led to improved delineation of region boundaries. @

Qiu et al. [6] highlight the versatility of [LOE]in its application to various benchmarks
and loss functions. Notably, [LOE] can outperform results obtained from clean data when
trained on contaminated datasets, suggesting that latent anomalies provide valuable
learning signals. Furthermore, [LOFEl consistently delivers significant performance improvements

across different data types, including images, tabular data, and videos.
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2.7 Summary

The [LHC generates vast amounts of data in an attempt to unravel the mysteries of
physics. Traditional search methodologies for analyzing this data often rely on
predefined signal models, resulting in model dependence in both event selection and
background estimation. Despite a long history of scientific discoveries using traditional
search methods, the recent standstill in progress may indicate that an alternative approach

is needed.

Model-independent search paradigms have gained traction in recent times, emphasizing
the need for techniques that can efficiently navigate the ever-expanding seas of data.
However, much of this enthusiasm has been directed toward offline approaches,
neglecting the enormous |[Phase space| of data deleted by the system. With
advancements in hardware acceleration and model compression techniques, it is now
possible to implement algorithms directly within the [LHC pipeline, even
at the [LITl This shift opens up new avenues for research, enabling real-time and

potentially uncovering insights from data streams that were previously inaccessible.

Finally, to address the challenge of unlabeled and potentially contaminated training data,
novel approaches for training systems in the presence of unlabelled anomalies have
emerged. One such method, [LOFEl involves the concurrent optimization of loss functions
for both normal and anomalous data. By effectively leveraging both background and
signal data, [LOEl improves a system’s ability to generalize and detect previously unseen

anomalies, even in the absence of fully labeled datasets.

Overall, this review provides insights into the evolving landscape of methodologies in
[HEDP] highlighting the potential for innovative techniques to revolutionize data analysis

at the [[HC] and pave the way for new discoveries in fundamental physics.
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Chapter 3

Development of relevant theory

3.1 The Trigger system

At the [LHC, proton beams intersect at a rate of 40 million times per second, with each
crossing potentially generating multiple collision events. Each event results in several
proton pairs colliding, producing numerous particles that are detected by the sensors
at the center of each hall. The detectors, equipped with an array of sensors, capture
the particles’ emergence as electronic signals, accumulating an overall data volume of
approximately O(1 MB) per event. This leads to a data throughput of about 40 TB/sec,
which is far too large to be processed, reconstructed, and analyzed directly [62].
manage the immense data volume, advanced detectors like implement real-time
data processing systems that filter out all but a small fraction of events. This reduces
the event rate to approximately 1 kHz, which is manageable for downstream computing
resources [16]. Consequently, only a maximum of 0.25% of beam crossings are selected
for further analysis [93].

DEFEFtDI’ L1 trigger High-Level Dasts
collisions Trigger Analysis
40,000,000 I 100,000 1,000
events/sec events/sec events/sec

Figure 3.1: An overview of the flow of real-time data processing in ATLAS experiment,
from the [LIT] to the output of the [HLT]
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This filtration system is known as the [Trigger]l As shown in Figure 3.1} the
comprises two stages of selection. The first stage is known as the [LIT]l The [LIT] utilizes

algorithms implemented as logic circuits on specialized electronic boards equipped with
[FPGAL. This stage reduces the data rate to 100 kHz by rejecting over 98% of events.
As of July 2024, the target rate for the [LIT] system has been set to 85 kHz, as
detailed in . Given the limited buffer capabilities and the short 25 ns interval between
collisions, arising from the 40MHz collision rate, it is necessary for the complete pipeline
of [LIT] algorithms to be executed within O(1) us. The second stage is the [HLTl The
[HLT] consists of a computer farm that processes events using commercial [CPUk, executing
hundreds of intricate selection algorithms within a time-frame of approximately O(100)
ms [16]. Additionally, the Central Trigger Processor (CTP) manages the implementation
of dead time, a mechanism aimed at restricting the occurrence of nearby level-1 (L)
accepts [95]. For further details, see Ref [96].

Calorimeter detectors

LAr TileCal
LHC collision rate & event size

Muon detectors (Including NSW)
I 40 MHz 3.0MB

I
[ {

Detector
Level-1 Muon Read-Out

Endcap Barrel
sector Iogic || sector logic
MUCTPI

L1Tepa
Legacy
—+ CTP
CTPCORE

TTPOUT |

Love-A Trgger | comnirpow |

Rol

Level-1 Calo

Pre-processor TileCal
via TREX

Level-1 accepl rate
100 kHz 300 GB/s

Level-1 Accept

HLT sutput ts eterage

3 kHz 6 GBis

High Level Trigger

Ll Accept
Event

Data Tier-0

Figure 3.2: The ATLAS TDAQ system in Run 3 with emphasis on the components
relevant for triggering as well as the detector read-out and data flow

The forms the initial stage of data collection in the Trigger and Data Acquisition
system, shown in Figure . The [L1T] is largely composed of two independent
systems. These systems on data with reduced granularity originating from either
the calorimeters (L1Cald)) or the muon detectors (LIMuonl) systems, and they are realized
using specialized custom electronics. The L1 topological processor applies
topological selections using the kinematic data from the [LICald and [LIMuonl systems.
The makes the [LI[Trigger] decision. The determination is guided by inputs received
from the[LICald and [LIMuonl[Trigger| systems via the Muon-to-Central Trigger Processor
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3.1. THE TRIGGER SYSTEM

Interface (MUCTPI) [97], along with inputs from the system and various other
subsystems.

Selection algorithms in the system are designed to maximize the acceptance
rate for the physics processes under investigation. However, in the absence of strong
theoretical guidance, these[Trigger|systems might inadvertently reject potentially significant
events. To address this, contemporary efforts in using [MI] aim to derive a metric
directly from [LHCl data, allowing events to be ranked based on their typicality. By
implementing at the [LIT] stage, an unbiased dataset can be presented to the
algorithm before any event is discarded [16], [98]. This approach could enable the
collection of rare event topologies within a dedicated data stream, where the analysis
of these anomalous events might lead to the development of new theoretical models in
[HEP] which could be tested in future data-taking campaigns. While most research has
focused on applying this strategy at the [HLT] stage, deploying it at the [[1T]level—before

any selection bias is introduced—could significantly enhance its effectiveness [16].

The [LIT] processes coarse-grained data from calorimeters (electrons, photons, jets, MET)
and the muon spectrometer (muon candidates), alongside inputs from Minimum Bias
Trigger Scintillators for luminosity monitoring. Traditional [LIT] algorithms rely on
fixed kinematic thresholds (e.g., pr > 20 GeV for muons) optimized for known
processes, introducing an inherent bias against unconventional signatures. This limitation
underscores a critical gap: while effective for targeted searches, threshold-based
risk discarding rare or anomalous events that could signal new physics. at [LIT
addresses this by leveraging [MI] to identify deviations from typical collision data without
theoretical assumptions. Unlike conventional [Triggerf, operates model-agnostically,
using techniques like [AEk to flag outliers in real time, and preserves statistically unbiased

events for offline study [99).

To comply with the strict requirements of the [LTT], decision algorithms

are implemented in hardware as logic circuits. Integrating [MI] algorithms into the [LIT]
[FPGAE could enhance the complexity and potentially the accuracy of these selection
algorithms. The [bIs4ml library is a software package that enables users to deploy [MIJ
models on [FPGAE as electronic circuits [13]-[15]. Utilizing [bls4ml promotes inference
speed, making it well-suited to the constraints of the [L1T]

Following these developments, an optimal strategy for the [LIT] is possibly within
reach [16].
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3.2 hls4ml

[Lls4ml [13], [37] is an open-source software library designed to facilitate the deployment of
ML models on [FPGAE, with an emphasis on applications requiring low-Latency] and low-
power operation at the [Edgel By using an [MI model as input, [bIsZmll generates C/C++
code that can be converted into FPGA][Firmware| via a high-level synthesis (HLS) library.
The development of [hlsdm] was driven by the need to integrate [MILlinto the initial phase
of real-time data processing for particle physics experiments at the [HCL To handle the
substantial data throughput, [LHC experiments employ real-time event selection in the
[LIT], which necessitates the use of low{Latency|[ML[Firmware]

The architecture of the [hls4ml software includes several back-ends, each designed to
support different libraries and cater to various [FPGAl vendors. Currently, the
primary focus is on the Vivado [60] back-end, which is specifically tailored for Xilinx
[FPGAE. [Mls4mlis compatible with [MI]models developed using frameworks such as Keras
[77], PyTorch [100], and TensorFlow |101].

[bIs4ml emphasizes deploying neural network architectures entirely on-chip. This approach
avoids the[Latency]overhead associated with transferring data between embedded processing
elements and off-chip memory, thereby reducing overall inference However, this
strategy imposes limitations on the complexity and size of models that can be effectively

supported by the [HLS| conversion process.

3.2.1 hls4ml Compression

The [blsdml library offers the capability to define varying numerical precisions for different
parts of the network, a technique known as heterogeneous[Quantizationl This is particularly
useful in cases where applied to activation functions might cause greater accuracy
reduction compared to applied to weights [57]. By default, [hls4mll allocates a total
of 16 bits per layer, with 6 bits reserved for the integer part. Achieving a high level of
compression through [PTQ] requires balancing compression with accuracy, which depends

on the specific application.

The [hlsdml library also supports[QAT] [102] through its interface to QKERAS [15]. In this

approach, quantized weights and biases are utilized during the forward pass of training,
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while full precision is retained during the backward pass to aid in minimizing the loss
towards the optimal point [103]. Aarrestad et al. [37] recommend using through
QKERAS for [Pruning] and [Quantization] before deploying models with [hIs4mll on [FPGA]
platforms. Despite slightly lower accuracy compared to baselines, models using

require significantly fewer resources. In contrast, methods, such as ternary and
binary [Quantization| can result in a drop in model accuracy and increased statistical
uncertainty, as the network may lack sufficient information to accurately classify unseen
data.

Further, another tool available is AUTOQKERAS |[15], which provides a method for
performing heterogeneous[QAT] AUTOQKERAS performs hyperparameter optimization
across varying conditions, addressing the vast number of configurations in
a deep network [104]. It treats layer precision as a hyperparameter and aims to find the
strategy that minimizes the model’s bit size while maximizing its accuracy.
This optimization process employs a Bayesian strategy to balance accuracy and resource
utilization, utilizing a metric derived from both factors [77]. The use of AUTOQKERAS
to explore various configurations for different network components results
in an optimally heterogeneously quantized QKERAS model [9].

3.3 Autoencoder-based Anomaly Detection

As introduced in Sections and [2.6] autoencoders compress input data into lower-
dimensional representations. In this section, we expand on their architecture, training

objectives, and how reconstruction error serves as a proxy for anomaly scores.

3.3.1 Autoencoder [105]

Dimensionality reduction in [AD] aims to find a subspace where normal and anomalous
data exhibit distinct characteristics. Suppose we have a normal training set {z1, xa, ..., Z, },

where each x; represents a vector (z; € RY) of dimension d.

During training, a model is developed to map the training data to a lower-dimensional
subspace and then reconstruct the original data. The model is optimized to minimize the

reconstruction error, striving to achieve the most effective latent space. The reconstruction
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error metric is defined as follows:

e(wi, &) = Y (i — &:)”. (3.1)

J=1

During the testing phase, normal data in the test dataset conform to the established
normal profile from the training phase, resulting in smaller reconstruction errors. Conversely,
anomalous data exhibit higher reconstruction errors. Consequently, we can effectively

classify anomalous data by applying a threshold to the reconstruction error.

normal € <0
c(x;) = (3.2)
anomalous ¢; > 60

An Autoencoder usually consists of a encoder and decoder network as depicted in Figure
9. o

Input Hidden Output
Layer Layer Layer

Ty —

T3

Ty —

Ts5

Bias —

Figure 3.3: Autoencoder network depiction [105]

Encoder: In the encoder network, input vectors x; € R? are condensed into m neurons
in the hidden layer, where m < d; seen in Figure|3.3 The ¢-th neuron’s activation in the

latent space is expressed as:

hi = fo(x) = s (Z WP + bi“f’“t> . (3.3)

J=1

In Equation 3.3} = denotes the input vector, f represents parameters {b"Put, Jy/inPut} 11/
denotes the encoder weight matrix of size m x d, and b is a bias vector with dimensionality
m. Consequently, the input vector is transformed into a lower-dimensional vector through

encoding.
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Decoder: The encoded representation h; is then decoded, resulting in the original input.

This process is defined as follows:

T; = gel(h) =S (Z VVi};iddenhj + b?idden> . (34)
j=1
The decoder’s parameter set is denoted as ' = {phidden Jyhiddeny = The [AT] is trained to

minimize reconstruction error with respect to the parameters # and €. This results in

the following optimization problem:

1 & 1 &
0 0 = in — i N = in — iy o’ i)))- .
0" = arg min ~ Zl (i, 27) = argmin — Zl e(zi, gor(fo(x:))) (3.5)

From Equation [3.1] € is the reconstruction error, and the objective is to find the optimal
parameters 6* and 6. Once training is completed, unseen anomalous data can be fed
into the network and identified by utilizing the reconstruction error combined with an

anomaly threshold.

It is important to note that the activation functions, f and g, must be nonlinear to

capture any nonlinear relationships in the data.

3.3.2 [VAE [12],

— I —_— >
.—» Encoder Z — Decoder '
—> g

£~ N(0,1)

Figure 3.4: [VAE] Architecture

A notable drawback of utilizing latent space representations in [AFEk is the potential risk
of overfitting, which may lead to the learning of overly sparse representations that fail
to generalize effectively. This can reduce the semantic richness of the encoded data,
potentially impairing the model’s ability to generalize to new inputs that differ from the

training data. Therefore, in the context of [AD] it is essential to employ a model that
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exhibits robustness to input data variations, ensuring that normal fluctuations are not

erroneously classified as anomalies.

VAEE, first introduced by Diederik et al. [61], were designed to produce a regularized
encoding space that ensures neighboring latent encodings capture similar semantic information.
In a [VAE] depicted in Figure [3.4] the latent space is modeled as a product of Gaussian
distributions, allowing for continuous and probabilistic representations of the latent variables.
Essentially, the encoder only needs to learn the parameters, ;1 and o, of each Gaussian
distribution. During inference and training, the decoder network uses a latent vector
sampled from the learned Gaussian parameters to reconstruct the input data. The [KTJ
divergence, which quantifies the difference between the estimated and true distributions,

is incorporated into the [AE] loss function, facilitating the regularization of the latent
space. This inclusion adds semantic significance to the latent space and ensures efficient
encoding [62], [107].

In the context of a dataset D, = {1, a,...,2,}, the primary aim of the [VAH] lies in
maximizing the likelihood function ", log py(z;) with respect to the encoder’s parameters

¢ and the decoder’s parameters 6. Here, log pyg(x;) is defined as:

log po(7;) = DL (q¢(z]xi)Hp9(z)) + L(0, 9, ;). (3.6)

Here, py(z) represents the prior distribution over the latent variables and Dy (+) is the
[KT] divergence. L(0, ¢, ;) is the evidence lower bound (ELBQ) of the datum ;. As the

[KT] divergence is always non-negative, Equation [3.6] can thus be expressed as:

log pg(z;) > L(0, ¢, x;). (3.7)

Given the intractable marginal likelihood [61], the [ELBQO] is maximized as an alternative

estimate of the maximum likelihood log py(x;):

L0, ¢, x:) = Egy (o) log po(wil2)] — Dicr (qo(2[:)[[p(2)) - (3.8)

The first term in Equation [3.8| represents the expected negative reconstruction error
from input to output, relying on the sampling of a stochastic latent variable z from
the approximated posterior distribution py(z|z;). However, traditional back-propagation
mechanisms are incompatible with random variables like z [61]. To mitigate this, when
qe(z|z;) follows a Gaussian distribution N(z;p,0?), each stochastic variable z; an be

expressed as a differentiable function of a noise variable €; ~ N(0,I): 2z, = p; + ro; © €.
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This is known as the The reparameterization trick [81]. This allows the [ELBOI to be

reformulated as:
L(9,¢,7:) = Dicr, (qp(2|7:)Ip(2) Zlogp xil2t). (3.9)

The prior p(z) is chosen to be isotropic unit Gaussian N(0,1), where I represents
the identity matrix. Maximizing Dy, (¢s(2|x;)||p(2)) entails aligning the distribution
of gs(z|x;) with that of p(z). Choosing the prior distribution p(z) to be Gaussian,
the encoder outputs the mean p and the standard deviation o, which parameterize
the approximate posterior distribution gg(z|z) ~ N'(z;u,0?). The [KI}divergence can

therefore be explicitly expressed as:
—Dir (gp(2|zi)[p(2) Z Z +log((07)*) = (uh)* = (1)%) . (3.10)
In Equation m the dimension of the latent variable z is represented by J. Here, af and

1) represent the jth element of the vectors o; and p;, respectively. The [VAF] objective

function for x; can be expressed as:

l\DIr—t

J
L0, ¢,2;)=C->> " (1+]1log((0)?) — (1})* = (o)) Zlogp milz).  (3.11)
J=1

The second term corresponds to the reconstruction loss, while the first term measures
the discrepancy between the latent prior and the variables generated by the encoder.
The reconstruction loss aligns the decoder’s output with the original input vector, while
the [KI] divergence term ensures that latent variables remain close to the origin point
[106]. These losses are balanced by a suitable parameter C, which allows for tuning
their mutual relevance [108]. Prioritizing reconstruction loss may ignore the distribution
of the latent space, potentially leading to issues with data generation. On the other
hand, emphasizing the [KTJ divergence often results in more disentangled features and a

smoother, more normalized latent space, though this can lead to a noisier encoding [109],
[110].

In[AD] the simplest strategy is to measure the magnitude of the reconstruction loss. After
training, normal samples can be effectively reconstructed with minimal reconstruction
error. In contrast, anomalies should result in a larger reconstruction loss due to poor
reconstruction. However, in the context of a [VAE] implemented in the [LIT] it is not

feasible to utilize an reconstruction loss as an [ADI strategy, as this would necessitate
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sampling random numbers on the[FPGAl Such an approach would lead to non-deterministic
decisions. Additionally, storing random numbers on the [FPGAl would consume
resources and increase Researches avoid this by simply using the latent encoding
generated by the [VAE] encoder to identify anomalies [9], [62]. However, the latent space
generated by a [VAE]l may be sub-optimal for single class [ADL

Po(X|Z el | X)

[b =

VAE reconstruction

Figure 3.5: The VAE compels Q(Z|X = z) to align with P, across all input examples x
drawn from Px. This is shown in Figure (a), where each red ball is adjusted to fit the
white shape representing P;. As a result, the red balls begin to overlap, causing issues
with reconstruction. [111]

Shown in Figure [3.5 the nature of the [VAE] encourages the emergence of a complex
latent distribution, made up of many overlapping distributions rather than a continues
mixture. This can make it harder to distinguish between normal and anomalous points,

as the latent space may not be well-structured or separate enough for clear classification.
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3.4 BVDD
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Figure 3.6: The varying depth profiles for each of the main classes of [SVDD] ||

3.4.1 Traditional SVDDI| models

The[SVDD] a variant of the support vector machine, is a widely used one-class classification
algorithm [113], [114]). The primary objective of a is to detect anomalies by
defining the smallest possible hypersphere that encompasses the positive samples within
the feature space. Traditional can be categorized into two main types: linear and
kernel-based nonlinear SVDDE. These methods are elaborated upon further below:

3.4.1.1 Linear [SVDD

Shown in Figure Given a set of normal training samples denoted as xq, xs,..., 2,
where z; € R™, i = 1,2,...,n. Linear SVDD] optimization attempts to attain a precise

representation of the data, as outlined below:

min R + 23" | oy,
st. ||z — ol < R? + o, (3.12)

0-2'207
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In Equation [3.12] v serves as a trade-off parameter that balances between the modeling
error and the volume of the hypersphere, R represents the radius of the hypersphere
and o; represents the relaxation variable. The term > .  o0; acts as a penalty term,

accommodating outliers.

3.4.1.2 Kernel SVDD

The optimization described above is applicable solely in the linear scenario. In the
presence of a nonlinear data relationship, where the training data is not spherically

distributed, a hypersphere cannot effectively isolate anomalies. Hence the need for kernel

VDD

Shown in Figure[3.6b] In a kernel[SVDDla nonlinear mapping function ¢(-) is hypothesized
to transform these samples into a new feature space: x; — ¢(z;), where all samples exhibit
a linear relationship. Subsequently, the fundamental optimization is executed.
Further details regarding kernel can be found in ref [112].

3.4.2 Deep SVDDI

To enhance the extraction of data features, Ruff et al. [11] propose deep SVDD (DSVDDI),
a variant of structured with deep neural networks, Shown in Figure[3.6d Analogous
to linear and kernel SVDDI, seeks to identify the smallest possible hypersphere
within the feature space. The distinction lies in the employment of deep neural networks
to perform more intricate data transformations. Denoting ®(z; W) as the transformation
of the data through the network, the objective of is to minimize the volume of
the hypersphere surrounding normal data. The objective, defined by Ruff et al. [11], is

as follows:
- A
win R* + % ;max{o, 1@z W) e’ = R*} + 5 Zk: W2 (3.13)

In Equation[3.13] A and v are balancing parameters and W is the network’s weight matrix.

If most of the training data is considered normal, Equation [3.13| can be rewritten as the
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following simplified optimization [11]:

mln—ZHCD (z; W) — c||* + Z||W||F (3.14)

Equation [3.14] aims to reduce the size of the hypersphere by minimizing the average
distance of all training data points to its center, while also incorporating the network
weights as a regularization term. Once trained, the network can be utilized for [ADL The
anomaly score D(x) is defined as the distance to the center of the hypersphere in the

feature space:

1D(z) = kd(z; W*) — ¢||. (3.15)

Here, W* represents the weights of the trained network. If a data point is deemed
abnormal, the corresponding anomaly score will be higher; otherwise, it will be considered

normal.

3.5 SVDD| Autoencoder

Hojjati et al. [88] introduce the [DASVDDI a method that simultaneously optimizes
the parameters of an autoencoder and minimizes the volume of a bounding hypersphere

around its latent space representation. The following section provides a detailed exploration
of the DASVDDI implementation.

3.5.1 DASVDD Anomaly Score and Objective Function

Let the encoding functions of the [AE] be represented as h(-) and g(-), with 6, and 6,
denoting their respective training parameters. Given an input x, the encoder computes
its latent representation z = h(x;6.). Subsequently, the output reconstruction is obtained
as & = g(z;04). The metric is formulated to incorporate both the distance of a latent
representation from the center of the hypersphere and the reconstruction error. For an

input x, the metric S(x) is expressed as:
S(x) = 2 = z|]> + Iz = |1° = [lg(h(x:67); 05) — 2| +~||h(z;67) — | (3.16)

Where c represents the hypersphere center and « serves as a hyperparameter that balances

the contribution of the two terms. The asterisk symbol * denotes the optimal value of the
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parameter. Note that Equation [3.16]is divided into two terms: the first term represents
the reconstruction error, and the second term is the [SVDDIerror. It is crucial not to set
to an excessively high value. Doing so ensures that the reconstruction error term retains

a meaningful contribution and prevents the hypersphere from collapsing.

The network aims to minimize the [AD| score when processing normal data. Therefore,
the objective function is set to be equal to thelAD|score. This is defined below, where n

denotes the batch size:

RS 2 2
Juin — Zl g(h(zs; 0c); 0a) — il|” + || Az 0e) — ¢l (3.17)
In Equation [3.17, weight decay regularization can be incorporated by adding a term
A ©|r. Here, X is the hyperparameter representing the weight decay, and © denotes the

matrix formed by concatenating the weights of both the decoder and encoder.

The term penalizes the hypersphere radius, and minimizing this term effectively
reduces the average distance of samples from the hypersphere center ¢, thereby shrinking
the hypersphere containing normal data points. The incorporation of the reconstruction
error term in the objective function of the framework mitigates the risk of the
hypersphere collapsing to zero by preventing all weights from being set to zero solely to

minimize the hypersphere’s volume.

By projecting the data onto a latent representation near the center ¢, the network captures
the shared factors of variation in normal data. Given that anomalies have distinct
characteristics, the network should struggle with reconstructing anomalies and/or place

them further from the center of the hypersphere in the latent space.
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Chapter 4

Methodology

4.1 Dataset

With the goal of stimulating a community-based effort in fast for the [LIT], Govorkova
et al. |16] developed a dataset that mimics typical data seen by the [LIT] pre-filtered
by mandating the presence of at least one electron or (referred to as a lepton
filter), this dataset offers opportunities for devising innovative event selection methods

and evaluating their capability to detect new phenomena.

4.1.1 Physics Content of the Dataset

Collisions between protons at the have the potential to generate and detect a
wide array of processes anticipated by the [115]-[117]. A concise overview of the
particle content of the is detailed in Refs. [11§], [119]. The predicts the rate of
each physics process which is subsequently verified through experimental measurements
[120]. Through this robust understanding of expected physics processes, realistic physics

datasets can be created.

This dataset targets events that involve electrons (e) and (1), light particles, that
along with taus (7) and their neutrinos, comprise the three lepton families. Although
it may have been feasible to consider a dataset without any filtering, such an approach

would require computational resources exceeding current technological capabilities for
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data generation. Therefore, a lepton filter is adopted [9]. In the confines of a standard
[LHC detector, electrons and stand as stable particles, observable directly as they
traverse the detector components without undergoing decay. In contrast, 7 leptons, being
substantially heavier than electrons and [Muonp, swiftly decay into different particles. A
fraction of these decays yield electrons and [Muonk. Within the [LHC] the primary source
of high-energy leptons lies in the generation of W and Z bosons [121], which rank among
the heaviest particles in the [SMl Upon their creation, these bosons promptly decay into
other particles, including leptons. The production of W and Z bosons predominantly
occurs via direct proton collisions. These processes constitute a significant portion of the

dataset.

The decay process of top quarks (¢) and anti-quarks () give rise to a significant proportion
of W bosons. Given the high mass and instability of the top quark, it rapidly decays
into a W boson and a bottom quark, creating observable signatures featuring either
exclusively or one of the leptons e, p, or 7, accompanied by a neutrino and a[Jet] Leptons
also emerge from less common W and Z production channels, the occurrence rates are

comparatively low that these avenues are excluded from the dataset [16].

A significant source of leptons arises from the generation of gluons and light quarks,
described by the theory of Quantum Chromodynamics [122]. Due to color
confinement, and the net color charge possessed by each of the quarks and gluons,
they are incapable of existing independently; rendering direct observation impossible.
Instead, through the process of hadronization, they amalgamate to form color-neutral
hadrons resulting in the formation of a collimated spray of hadrons termed as a |[Jet|
Although leptons are seldom generated within [Jetp, rather primarily through the decay
of unstable hadrons, it’s noteworthy that in the [LHCI[QCD] multijet production stands
as the predominant process, thus making a significant contribution to the design of the
dataset |16].

4.1.2 Dataset description

This study replicates the setup as found in Refs. [9], [98], [123]. The physics processes
outlined above are the primary constituents of the generated e or i data stream. Each
sample in the dataset corresponds to a standard proton-proton collision. The dataset is
pre-filtered based on the transverse momenta pr as well as pseudorapidity 7. The specific

selection criteria are outlined in further detail in Section £.1.3l In the real-world the
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pr requirement implemented will likely not be mandated. However the n requirements
remain consistent in real-world applications, as they are inherent consequences arising

from detector geometry.

The dataset incorporates the following SM|processes, the percentage contribution of which

is indicated in parentheses. The following list is directly extracted from Ref. [16]:

e Inclusive W boson production, where the W boson decays to a charged lepton (¢)

and a neutrino (v), (59.2% of the dataset). The lepton could be an electron (e), a
(1), or a tau (1) lepton.

e Inclusive Z boson production, with Z — 00 (¢ = e, i, 7) (6.7% of the dataset),
e (¢ production (0.3% of the dataset), and

e QCD multijet production (33.8% of the dataset).

The amalgamation of these samples generates a plausible[[TT]data stream populated with
established [SM processes (when combined, this steam is referred to as the background).
Further, a second dataset of novel lepton-production phenomena are provided (referred to
as the signal). These phenomena involve theoretical but as-yet-unseen particles, offering
theoretically motivated irregularities to assess the performance of an system. More
details about these phenomena can be found in Refs. [98|, [124]. The following breakdown
of the dataset is extracted from Ref. [9]:

A leptoquark (LQ) with a mass of 80 GeV, decaying to a b quark and a 7 lepton
[125],

A neutral scalar boson (A) with a mass of 50 GeV, decaying to two off-shell Z
bosons, each forced to decay to two leptons: A — 44 [126],

A scalar boson with a mass of 60 GeV, decaying to two tau leptons: h® — 77 [127],

A charged scalar boson with a mass of 60 GeV, decaying to a tau lepton and a

neutrino: h* — 7v [128].

There are 8 million background events in the dataset. 4 million are used to define the

training dataset. The remaining event are combined with new physics processes, to
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generate a blackbox [129] dataset. When training non-contaminated models: half the
events make up the training set, 40% make up the test set, and the last 10% constitute the
validation set. The new physics scenarios are used for performance evaluation. During
the training of contaminated models, background and signal events are mixed, with a
fraction « of the dataset consisting of anomalous [BSMl data, while maintaining identical
proportional splits across training, testing, and validation sets. A key distinction of this

study, in contrast to previous research conducted on this dataset, is the implementation

of training on a mixed dataset, further justified below.

In this work, a threshold of a = 1% was selected for evaluating model performance. This
choice was motivated by several considerations. First, it ensures that the models are
calibrated to anticipate low rates of anomalies, thereby ensuring the models are exposed
to a data environment comparable to the[LIT]l True anomalies in the[[1T]are anticipated
to be considerably rarer than 1%. Nonetheless, the capability to generate a dataset that
contains unbiased, unseen, and potentially anomalous events, while conforming to the
[LITI[Trigger] acceptance rate, is invaluable for physics research.

Second, specifically for the[LOE]based models, incorporating an expected rate of anomalies
encourages the model to prioritize the identification of infrequent events within the
data stream, rather than merely learning the underlying background data manifold
as traditional [AE] models do. This strategic shift enhances the model’s capacity to
differentiate and categorize rare anomalies from more prevalent data patterns, thereby
improving its effectiveness in[AD|tasks. Moreover, this approach facilitates the construction
of the latent distribution in a way that favors the selection of rare occurrences, at the
specified rate, while ensuring that the rate does not exceed the established limit
of 2%. Ultimately, this strategy is designed to optimize the model for unbiased within
the [LIT] environment. Additionally, it is anticipated that this methodology will bolster
the model’s selectivity in defining what constitutes an anomaly, which is particularly
critical when dealing with unfiltered [LIT] data.
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4.1.3 Event structure

LHC

Figure 4.1: The coordinate system used to define the momentum of the particles in the
dataset. [16]

As shown in Figure [4.1] the dataset employs a [Cartesian coordinate system| The z and

y axes form the transverse plane, with the z-axis aligned along the beam direction. The

[Azimuthal angle| ¢ is measured relative to the z-axis and is expressed in radians within

the interval [—m, 7]. The [Pseudorapidity| n, is computed using the [Polar angle| 8, where

n = —log (tan (g)) The |Transverse momentum| pr represents the component of the

particle’s momentum projected onto the (z,y) plane.

The events in the dataset are characterized by a list of the aforementioned four-momenta
corresponding to high-level reconstructions; These reconstructions include: electrons,
[Muonk, and [Jetk. To simulate the typical constraints in the [LIT] each event
is limited to the first 4 electrons, 4 [Muonk, and 10 [Jets. The events are then arranged in
descending order according to pr. If there are less than 18 particles in the event, zero-
padding is used to maintain the input size, mimicking real-world [LIT] systems. Each

item in an event is described by its pr, 1, and ¢. Additionally, the absolute value and ¢

coordinates of the [Missing Transverse Energy| are considered.

For the inclusion of an event in the dataset, the following is mandated: the presence of
an electron or with pr > 23 GeV, |n| < 3 for the electron , and |n| < 2.1 for the
. Additionally, must have a pr > 15 GeV with |n| < 4. Further, events may
contain four with || < 2.1 and pr > 3 GeV, and four electrons with || < 3 and
pr > 3 GeV. These criteria ensure that the processes in the dataset offer a realistic
representation of [LIT] data.
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4.1.4 Data records

The entire dataset contains six data entries: one entry comprising the blend of
processes, four distinct entries for each of the [BSMl processes mentioned earlier, and one
entry for the blackbox data. These are detailed in Table [4.1], along with the total event
counts. The data entries are publicly available on Zenodo [125]-[130].

Sample name | Number of samples | Type
SM processes | 4,000,000 B
LQ — br 340,544 S
A — 4 55,969 S
h — 77 691,283 S
h*t — 1v 760,272 S
blackbox 4,210,492 S+B

Table 4.1: The names and corresponding number of collision events. Signal and
background are denoted by S and B respectively [16]

4.2 Model design

We examine two categories of architectures: non-contaminated and contaminated models.
Contaminated models implement [LOFE] while non-contaminated models do not. Identical
inputs are fed into each model, specifically the (pr,n,¢) values for 18 reconstructed
objects as mentioned in the previous section. The input initially has a shape of (19, 3), to
make this work with the [DNN] architecture, the four-vector of each reconstructed object

is flattened and concatenated into a 1D array, resulting in a 57-dimension input vector.

4.2.1 Non-contaminated

Prior to investigating contaminated models. A standard VAE] and, based [AE]l were
tested on a mixed dataset. This provided a performance baseline for comparison against
the models using [LOEl The standard [AE] models were implemented as both [DNNk and
[CNNE, however, like Govorkova et al. [9]; no performance benefit from the use of
was found. Therefore, to minimize model[Bandwidth] [DNRE are the focus of this research.
A latent dimension of 2 is chosen to aid in visualising the latent distribution. To address
resource consumption and during data pre-processing, batch normalization [131]

is incorporated as the as the initial layer in each model.
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Figure 4.2: Model architectures for a) VAE] and b) [DASVDD] detailing the dimensions
of each layer and the implemented activation functions.

In the [DASVDDI), the encoder returns the coordinates of the latent space encoding. In
the case of the VAE] the encoder yields the standard deviation & and mean i of a N-
dimensional Gaussian distribution. The distribution represents the probability density
function in the encoded space associated with a given event. To achieve this, the
implements a single 2-dimensional ([2D]) dense layer in the latent space, while
the [VAE] adheres to the standard VAE approach: two fully connected layers generate

the i and & vectors, which are then used to sample Gaussian latent variables.

The architectures of the and are depicted in Figures and
4.2b| respectively. Both models following an identical structure, with the exception of
differences in the latent space. Following the implementation by Govorkova et al. ﬂgﬂ, all
inputs undergo batch normalization and traverse through a sequence of fully connected

layers, with 32 and 16 nodes respectively, before reaching the encoding space. Each
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layer’s output is batch normalized, followed by the leaky ReL.U activation function [132].
The latent layers and the final output layer do not use activation functions. The encoder
generates a output, representing the projection of the input in the latent space.
This projection varies slightly in structure across different implementations, as previously
discussed. Employing a latent space enables the visualization and detailed analysis of
the distribution of latent encodings, facilitating the study of their underlying structure
and relationships through graphical representation. After encoding, the decoder network
in both models comprises fully connected layers with 16 and 32 nodes, respectively,
followed by an output layer of dimension 57. Batch normalization and leaky ReLU

activations are also applied.

Each model is constructed using TensorFlow |101] and trained on a contaminated dataset
with contamination ratios ranging from a = 0.005 to o = 0.05. The Adam optimizer
[81] is employed for training. The implemented loss function for the [VAE]is expressed as

follows:
L = (1 — B)MSE(Output, Input) + SDKL(, 7). (4.1)

[MSE] signifies the reconstruction loss, while DKL stands for [KI] regularization [133]. The

[KTJ divergence term, is defined as:

DKL(j1,5) = —% > (log(0?) — o7 — i +1) . (4.2)

i

Here, 6 and ji denote the standard deviation and mean vectors, respectively. [ is a

hyperparamter constrained within the interval [0, 1] [109).
The resulting loss function for the DASVDDI follows a similar structure to the [VAEL
L = (1 — p)MSE(Output, Input) + SDSVDD(¢, 2). (4.3)

The [MSE] is the Reconstruction term, while the DSVDD term represents the [SVDDI

regularization [88]. This is defined as follows:
DSVDD(G, 2) = ||z — ]| (4.4)

Here, ¢ denotes the center of the enclosing hypersphere in the latent representation, while

Z is the encoded latent vector. (3 is again a hyperparamter constrained within the interval

[0, 1].
Both models undergo training for 100 epochs, utilizing a batch size of 1000. Early
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stopping is applied, ending training if no improvement in loss is noted after ten epochs.

Training across all models is executed with floating-point precision on an NVIDIA V100
GPU.

4.2.2 Contaminated [6]

Prior the development of the [LOElbased models, a variety of alternative designs were
systematically investigated and subsequently dismissed for various reasons. A detailed
description of these models, including their performance metrics and the rationale for

their exclusion, is presented in Appendix [B]

To incorporate an objective function rooted in principles, [LOF] is integrated into the
non-contaminated models. As discussed in the literature review, for the contaminated
models, two losses are implemented. A loss function Lj(x) = L,(fs(x)) minimized over
“normal” data, where fy(x) acts as a feature extractor. A second loss for anomalies
Lg(z) = La(fo(z)), sharing the feature extractor, is also introduced. The resulting joint

loss functions is as follows:

N

L(0,y) = > (1 — i) Ly(x) + yiL (). (4.5)

i=1

Given the objective of utilizing both losses Ly and L§ to discern and assess anomalies.
Ly(x;) — Lg(x;) is expected to be large when encountering anomalies, while L§(z;) —
Ly(z;) should be large for normal data. To optimize these losses with respect to 6,
training the model involves minimizing Equation 4.5| over y, where y represents the
assignment variable. Considering the constraints imposed by [LOEly leads to the following

minimization problem:

min min L(0,y). (4.6)

This work introduces [LOE]l as a systematic approach to address the intricate problem of
at the[LHCl The[LOElmethodology enhances[AElbased [ADImodels by adapting them
for unsupervised learning on unlabelled datasets that may contain a small, unidentified
proportion of anomalies. Throughout training, [LOE] detects anomalous samples and
improves prediction accuracy by solving a hybrid continuous—discrete optimization task.
This process iteratively refines both the model and the anomaly labels, encouraging the

latent representation to distinguish anomalous inputs from the primary data cluster and
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structuring the latent space to facilitate single-class [ADl Moreover, [LOEFshaped latent
distributions may help counteract the look-elsewhere effect by influencing where anomalies

group in the encoding space, thus decreasing the likelihood of spurious outliers.

The central goal of this work, through the [LOEl framework, is to design models with
heightened sensitivity to anomalous patterns, optimizing the true positive rate (TPR)
while maintaining a fixed false positive rate (FPRI) at a stringent level of 107°. This low
[EPRI threshold is crucial, as it limits the expected background to around 1000 events per
month in the target dataset [9], ensuring that detected anomalies are highly significant
and reducing the chance of overwhelming the system with false alarms. Balancing high
anomaly detection performance with minimal false positives supports effective operation
under the demanding real-time conditions of the [LHCl By focusing on this balance and
limiting dependence on prior data knowledge, the models are designed to deliver robust
and controlled performance in live experimental environments, where

anomalies are both rare and critical to identify accurately.

4.2.2.1 Model architecture

The architecture of the [LOE] infused models (contaminated models) remains the same
as the non-contaminated models, shown in Figure 4.2l However, as mentioned above, a
second loss must be introduced. For the [VAE] the loss function remains the same when
encountering “normal” data. However, in the case of anomalies, a variation of the [KT}
divergence is introduced: DKL,4. The reconstruction error remains the same for both
anomalies and “normal” data ensuring relevant features are extracted from the data.
The DKL 4 regularization aims to push anomalous samples away from the distribution
of normal data by replacing the x? in the [KI] divergence, from Equation [4.2 with 1/u2.

This is summarised below in Equation [4.7, where y; = 1 represents an anomaly:

I (1 — B)MSE(Output, Input) + SDKL(fz,6), if 3 =0 (47)
(1 — B)MSE(Output, Input) + SDKL (@1, 5), if y;, =1 .

where:

DKL 4(f1,5) = —% > (1og(a§) — 07 — /% - 1) : (4.8)

i 7
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The same process is applied to the[DASVDDIwhere DSVDD 4 is the inverse of the DSVDD
reqularization applied in Equation [£.4 This is shown below in Equation [4.9;

. (1 — B)MSE(Output, Input) + SDSVDD(¢, 2), if 4, =0 (4.9)
(1 — B)MSE(Output, Input) + ADSVDD4(G, 3)), if 3 =1 '

where:

1
DSVDD4(6,2) = ————. (4.10)
|2 — ail[?
Finally a third [LOEl model is introduced called the Shifty VAL, shown below in Figure

[4.3] This model introduces a third learnable parameter § into the latent space.

Output

Figure 4.3: Architecture of Shifty VAFE, detailing the dimensions of each layer and the
implemented activation functions.

The parameter ¢ is responsible for adjusting the mean of the sampling Gaussian distribution
based on whether each datum is classified as an anomaly by the model. This approach

aims to encourage the model to encode anomalous and normal data in distinct regions of

O O
O, ORY
OIRORO ORORO

the latent space.

Figure 4.4: Reparameterization trick in Figure 4.5: Reparameterization trick in
[VAT] Shifty [VAT]
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As depicted in Figures [£.4) and [£.5] the following adaptation to the reparameterization
trick is introduced when converting the standard VAE] to the Shifty VAEL The original
equation z! = u; + 0; ® €; is modified to include a shift applied to the mean, resulting in
the new formulation:

This results in the following [LOE] loss:

(1 — B)MSE(Output, Input) + 3((1 — C)DKL(f, ¢) + CDS(0)), if ¥y, =0

g (1 — B)MSE(Output, Input) 4+ 8((1 — C)DKL4(fi,5) + CDSA(0)), if 3 =1
(4.12)
where:
DS(0) = ||0; — shift]|?>, and DS4(6) = ||6; + shift||>. (4.13)

DS aims to shift the distribution of the background data towards the positive quadrant
of the latent space, while DS4 aims to encourage anomalous data to be encoded in the
negative quadrant. C' and  are hyperparamters constrained within the interval [0, 1].
The resulting distribution should facilitate the use of a straightforward metric while
ensuring that a high rate of anomalies is sampled during [Triggerfing, rather than a mixture

of normal and anomalous data.

4.2.2.2 Block Coordinate Descent [6]

To achieve discrete optimization with shared loss function, a sequence of parameters
0" and corresponding labels 3* are considered; employing alternating updates. When

updating 6, y* is fixed and L(f, ") is minimized over 6.

To update y given 6;, the same function in minimized subject to the label constraint of
LOEy: YV = {y € {0,1}V: Zf\il Yi = aN}. Therefore the training anomaly scores are
defined as:

Strain; = (V)L (i) — (1 —v) L (). (4.14)

Where 7 is a hyperparamter constrained within the interval [0, 1]. The Siyai, scores
measure the impact of y; on minimizing Equation [4.5 These scores are ranked and
the corresponding labels y; are assigned. The value 0 is given if the scores fall in the
(1 — a)-quantile. The remaining highest scores are assigned the value 1. This strategy

effectively minimizes the loss function while adhering to the label constraint. Assuming
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that all involved losses are bounded from below, the block coordinate descent converges
to a local optimum since every update improves the loss. The training process is outlined
in Algorithm [1}

Stochastic gradient descent is employed to optimize Equation [4.5|using mini-batch processing.
The label constraint is applied to each mini-batch, followed by the alternating optimization
of the parameters 6 and the assignment variable y. The bias introduced in this process
diminishes as the size of the mini-batches increases, thereby enhancing the stability of
the optimization. Both models are trained for a total of 100 epochs, utilizing a batch
size of 100,000, with early stopping implemented to halt training if no improvement in

the loss function is observed over a period of ten epochs. All models are executed with
floating-point precision on an NVIDIA RTX 2080 GPU.

Algorithm 1: Training Process of LOE [6]
Input : Contaminated training set D (o anomaly rate), Hyperparameter «

Models: Deep anomaly detector with parameters

foreach FEpoch do

foreach Mini-batch M do
Calculate the anomaly score Sy, for z; € M ;
Estimate the label y; given Siain, and « ;
Update the parameters 6 by minimizing L(6,y) ;

end

end
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4.3 Anomaly detection scores

4.3.1 Non-contaminated

The objective of the is to encode information necessary for precise input data
reconstruction. Novel features should result in the model struggling to generalize during
inference. As such, a prevalent approach in involves pinpointing cases where the
decoded output diverges notably from the input. A simple strategy is to employ the
metric utilized in the training loss function, in this case: the [MSEl between input and
output, known as [OI[ADI [9].

As the has a regularised latent space, the latent distribution can too be
leveraged to perform [ADl In the [DASVDDI the model is incentivized to cluster normal
data tightly around a sphere-like region in the latent space. Hence, instances can be
flagged as anomalous based on their encoded distance from the sphere’s center. This
leads to the following anomaly metric, where z represents the latent encoding and c

denotes the center of the hypersphere:
Rsvdd = ||z7, - C||2 (415)

In the case of the DASVDDI the two metrics can also be combined, giving a third possible
metric: + Rypad

As discussed in the literature review, utilizing the method with a [VAF] presents
challenges due to the need for deterministic behavior. Furthermore, implementing [OI[ADI
would necessitate storing random numbers on the FPGA] leading to resource consumption
and increased [Latency] To address this, an[AD|score based on the p and o values provided
by the encoder is implemented. Specifically, two options are considered: The first option
involves utilizing the [KI] divergence term from the [VAE] loss, while the second option

employs only the mean squared term . u? of the [KI] divergence, designated as KL,,, to

accommodate considerations [62].

As Gaussian sampling is circumvented, substantial savings in resources and are
achieved through bypassing the evaluation of the decoder. Additionally, there is no
necessity to buffer the input data for computing the [MSEl

The[VAE] and [DASVDDImodels, along with the corresponding[ADImetrics, are specifically
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designed to operate with uncontaminated data [9], [88]. The models are trained exclusively
on background samples, enabling the bottleneck of the networks to learn a representation
that captures the underlying characteristics of the "normal” data. This process facilitates
the model’s ability to detect instances of data that do not conform to this learned
representation. However, in this work, a contaminated dataset is used. This may result
in performance losses when applying standard techniques to a mixed dataset. [LOElis

introduced help improve the performance of in the presence of unlabeled anomalies.

4.3.2 Contaminated

According to Hojati et al. [88], inferring the most likely label can be employed to detect
anomalies, as outlined in the previous section. However, it may be imprudent to assume
that anomalies encountered during inference will resemble those present in the training
set. Consequently, Ly is utilized as the metric instead of Lj. Due to parameter
sharing, the joint training of Lj alongside Lj has already facilitated the desired transfer

of information between the two loss functions.

Consequently, the LOEIVAE] and [LOEIDASVDDImodels implement the same metrics
as those used in the non-contaminated models. The Shifty VAE] adopts the same metrics
as the LOEIVAE] while additionally incorporating the shift loss as a third testable anomaly
metric:

Ranige = ||0; — shift||? (4.16)

4.3.3 Performance at floating point precision

The model’s effectiveness is evaluated using a contaminated mixture dataset containing
the four novel physics benchmark models as well as the background [SM] event data. In

this study, the following anomaly detection scores are used:

e [0 Rsypp and IOl + Rsypp are used for the DASVDDI and the [LOEIDASVDDI
e KL and KL, are used for the [VAE] and [LOBVAE]

e KL, KL, and Rgpis: are used for the Shifty VAE]
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The [AUC] metric is used to evaluate the performance of each model to provide a single

number evaluation of classifier performance |134].

The performance is further quantified by finding the [TPR] corresponding to an [FPR]
working point of 1075, This [FPR] working point corresponds to reducing the background
rate to approximately 1000 events per month in this dataset [9]. Using Govorkova et al.
[9] as a baseline, the state-of-the-art performance of a floating-point model for the [TPR]
corresponding to a [FPR] working point of 107° is approximately [10.002459, or 0.2459%.

This metric is significant as it is closely related to the objective of implementing [LOEI
within the context of the[LITTl The goal of [LOElis to enhance the latent space distribution,
enabling the sampling of anomalies at lower [FPR] working points without compromising
overall performance. This capability is particularly advantageous in the context of the
[LIT] where high data rates combined with an elevated [FPRI] could potentially result in
uncontrolled rates [93]. Such scenarios may lead to the saturation of the

system, resulting in the loss of valuable data.

To account for variations in training, each model is subjected to ten independent training
iterations. The optimal performance metrics are recorded, specifically focusing on the
[TPRl corresponding to an[FPRlworking point of 1075, Additionally, the average performance
across all trials is documented to account for variation. For enhanced understanding and
analysis, the latent distributions of the highest-performing non-contaminated VAT and
models are analyzed.

The optimal-performing non-contaminated models, are evaluated based on the [TPRI
metric. Subsequently, [LOF] is applied to these selected models. Finally, a sensitivity

analysis is conducted on the two best-performing [LOFE] models.

4.4 Sensitivity analysis

The sensitivity analysis evaluates the robustness of the model under various true and
assumed contamination ratios. Specifically, both the true anomaly ratio ag and the
hyperparameter « are systematically varied within the same dataset. To account for

performance variability, each model is trained ten times for each combination of the

LGovorkova et al. |9] make use of an identically structured [VAE] on the same dataset in a supervised
learning context.
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anomaly ratios, with the best results being recorded. The model exhibiting the highest
performance in this sensitivity analysis is subsequently advanced to the stages of compression
and [FPGA] implementation. This decision is informed not only by the [TPR] metrics at
each combination of contamination ratios but also by the consistency of the [AUC results
and the reliability of the best-performing metric.

4.5 Model compression and Firmware synthesis

In the initial stage of compression, the model identified as the best performer from the
sensitivity analysis undergoes [Pruningl In accordance with the guidelines outlined in

the TensorFlow guide, fine-tuned is applied to the pre-trained model to
optimize its performance while reducing its complexity [135].

The model underwent for 30 epochs using the same dataset, with a batch

size of 100,000. The TensorFlow guide further recommends focusing
efforts exclusively on dense layers or targeting only non-critical layers. Based on these

recommendations, three distinct methods were tested. The first method involved
reducing the connections of all layers by 50%. The second method focused exclusively
on dense layers. The third method entailed all layers except those
representing the latent variables. The results of the process are compared to the
performance of the selected non-pruned model, referred to as the [BEl model. The [TPRI
of the pruned model at a [FPR] working point of 107° is evaluated relative to that of the
BF model by calculating the ratio between the two.

The best-pruned model, referred to as the [BPl model, is selected for [PTQ] is
not employed, as Govorkova et al. [9] demonstrated that performance exhibited
instability as a function of bit width when applied to[VAEImodels. Preliminary investigations
indicated that was highly unstable and yielded poor performance, leading to the
decision not to implement it fully. The model is subsequently translated into
utilizing hIs4mll which facilitates the implementation of on the [BPl model. Upon
translation via[hIs4mll all performance metrics reported correspond to the model’s execution
on [FPGA] [Firmware] validated through bit-accurate emulation [136]. In this study, a
Xilinx Virtex UltraScale+ VUIP (xcvu9p-f1gb2104-2-e) [FPGAl with a clock frequency
of 200 MHz is utilized. This [FPGAI selection aligns with that of Govorkova et al.

[9], facilitating direct comparisons of resource utilization and ensuring that resource
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consumption remains within the operational constraints of the [LHCl[Trigger] system.

A bit precision scan is subsequently conducted to identify the optimal trade-off between
levels and model performance. The bit width is systematically varied from
2 to 16 bits in increments of 2. Additionally, the allocation of bits between the fractional
and integer components of the fixed-point representation is adjusted at each specified bit
width. Only the optimal ratios between fixed-point and fractional components at each
bit width are documented. The [TPR] of the quantized model at an [FPR] working point
of 107 is evaluated by computing the ratio of the [TPR] for the quantized model to that
of the [BPl model.

Again using Govorkova et al. [9] as a baseline, the state-of-the-art performance for
the [TPR] at a [FPR] working point of 1075 for a model that has been quantized and
implemented in is approximately 0.001999, or 0.1999%.

4.6 Porting models to [FPGAL

Once translated into [Firmwarel with [PTQ)] applied. The model is then synthesized with
Vivado HLS 2020.1 A summary of the resource consumption and [Latency] for the synthesized
model is then presented, where resource utilization is expressed as a percentage of the
total available resources on the [FPGAL
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Chapter 5

Results and Discussion

5.1 Non-contaminated models

In Table multiple architectures are systematically evaluated using critical
performance metrics, including the[TPRlat a fixed [FPRlof 10~° and the[AUC| Additionally,
various[AD|metrics are assessed to provide a comprehensive analysis of model performance.
A similar assessment for architectures is provided in Table 5.2 Figures
present the[AUC] curves of these models, allowing for a visual comparison of their anomaly
detection capabilities. Further insights into the models’ latent representations are depicted
in Figures [5.2] and which illustrate the distributions of latent encodings for both
background and signal samples. These figures provide a deeper understanding of the

models’ ability to separate signal from background in their latent space.

5.1.1 Model Performance

As illustrated in Tables and [5.2] along with the corresponding [AUC plots in Figure
[b.1] the performance of DNN models significantly exceeds that of models, with an
average improvement factor of 3.5 in the peak [TPRl at a [FPR] of 107°. This substantial
improvement highlights the superior effectiveness of architectures within the specific
context being investigated. This is also true with respect to the average [TPR] @
FPR 10~° metric, where the [DNN| models outperformed the models by a factor
of 12.5. The [AUC metric was comparative between the and models. Given
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these results, the models were not explored further. Upon examining Table [5.1] it
becomes evident that the DNNIVAE] exhibits a high level of consistency across the various
metrics. Notably, the [KLl and [KIJ, metrics demonstrate nearly identical performance
in terms of both [TPRl and [AUC] as shown in Figure [5.1a

The [DASVDD!, however, exhibits significantly greater variability across the
metrics, as illustrated in Figure [5.1b] When the approach is employed within
the DNNIDASVDD it yields the highest peak [TPRI performance. However, the resulting
[AUCis inferior to that of any other metric applied to the[DNNlmodel. The Rgypp +
and Rgy pp metrics perform identically, likely as the [Ol component effectively renders
the Rgypp metric redundant. The average [TPR] at an [FEPR] of 1075 for the [DNN|[VAT]
and is notably similar, but this similarity is observed exclusively when
the metric is incorporated. However, when comparing the two models, the [DNN]
VAEIKT] and [KTJ, metrics offer distinct advantages over the DNNIDASVDD] which relies
on the [Q metric for comparative performance. The implementation of either [KI] metric
would substantially reduce inference and on-chip resource utilization, as only the
encoder portion of the network needs to be implemented and processed. Additionally,

buffering the input to calculate an [MSE] for the [Q] metric is rendered unnecessary.

Table 5.1: Performance assessment of the Non-contaminated [DNN] models

Model Performance Metric
Architecture | AD score TPR @ FPR 1075 [%] | ave. TPR @ FPR 1075 [%] | AUC [%]
VAE KL 0.1485 0.0835 88.8
VAE KL, 0.1485 0.0835 81.7
DASVDD 10 0.2042 0.0922 63.9
DASVDD Rsvpp 0.1299 0.0699 7.4
DASVDD Rsvpp + 10 0.2042 0.0922 66.5
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Table 5.2: Performance assessment of the Non-contaminated [CNN| models

Model Performance Metric
Architecture | AD score TPR @ FPR 107° [%] | ave. TPR @ FPR 107° [%] | AUC [%]
VAE KL 0.0433 0.0161 81.3
VAE KL, 0.0433 0.0149 86.7
DASVDD 10 0.0555 0.0388 85.3
DASVDD Rsvpp 0.0370 0.0481 79.8
DASVDD Rsvpp + 10 0.0555 0.0364 85.3
§ 1072 §
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Figure 5.1: [AUC curves of non-contaminated models under varying metrics. The red
line in each plot indicates the PRI @ FPR 10~°. The [DNN models are illustrated in the
upper half of the figure, whereas the [CNN| models are displayed in the lower half.
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5.1. NON-CONTAMINATED MODELS

5.1.2 Latent Distributions

As the top-performing models, the latent distributions of the VAEl and
are presented in Figures[5.2] and respectively. Examining the distributions
of the z encodings for the DNNI[VAF (Figures [5.2a] and [5.2b]) and the [DNNI[DASVDD
(Figures and , it is observed that the distributions exhibit complex shapes,

with the majority of encodings clustering around the center. The extent of the high-

density region is represented by the bright yellow areas in both sets of plots. This high-
density region of the encoding space is significantly larger in the distribution of the signal
encodings compared to that of the background for both the [DNN|[VAE] and the [DNN|
The [DNNI[VAE] distributions exhibit less overlap in the high-density areas
between background and signal compared to the This reduced overlap
may be associated with the improved [TPR] at an [FPR] of 10~° observed when employing

an [ADI metric that incorporates latent outlier detection.
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Figure 5.2: Distribution of latent encodings of best performing non-contaminated [VAE]
model with respect to TPR @ FPR 107° metric (DNN[VAE]). (a) and (b) show the
distribution of the sampled encodings that are passed to the decoder network, while (c)
and (d) show the distribution of the encoder mean vectors.
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5.2. CONTAMINATED MODELS

The distribution of the mean vectors of the DNNIVAE], depicted in Figures and [5.2d]
closely aligns with the background and signal distributions of the encoded z vectors in
Figures [5.2a] and [5.2b] This alignment illustrates why both the [KI] and [KTJ, metrics
provide similar performance. At this stage, none of the models achieve the target
established in the methodology of a [TPR] at an [FPR] of 1075 of 0.2459%. Consequently,
the [DNNJ[VAE] and models are converted into contaminated models through
the application of [LOEl Additionally, the Shifty VAElis introduced. The results of these

modifications are discussed in Section [5.2]
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(a) z encodings - Background (b) z encodings - Signal

Figure 5.3: Distribution of the latent encodings of best performing non-contaminated
[DASVDD] model with respect to TPR @ FPR 10~° metric (DNNI[DASVDD]). (a) and
(b) show the distributions of the encodings passed to the decoder network.

5.2 Contaminated models

The performance of the different [LOEI[AD] models are summarized in Table [5.3] which
provides a comparative assessment of various architectures and scoring techniques
under contaminated data conditions. Performance is evaluated based on the best and
average [TPRI at an [FPR] of 1075, as well as the [AUC| Figure illustrates the [AUC|
curves for these models under different metrics. Additionally, Figures through
present the latent encodings of background and signal data for each model.
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5.2. CONTAMINATED MODELS

5.2.1 Model Performance

Referring to Table the [TPR] at an [FPR] of 1075 metric indicates that [LOE produced
mixed results. Notably, the LOEIVAElsignificantly outperformed its counterpart by
at least a factor of 2. Similarly, the Shifty VAE] demonstrated an improvement over the
standard [DNNIVAF] by a comparable margin; however, the Shifty [VAFE] the is sensitive to
the choice of metric. Conversely, the [LOEI[DASVDDI exhibited inferior performance
compared to the original across all metrics, except for the [AUC] metric.
Consequently, further discussion of the [LOEI[DASVDDI will be limited.

Second, the average [TPR] at an [FPR] of 10~° metric demonstrated similar performance
gains following the implementation of [LOEl The[LOE[VAE]again achieved an improvement
of at least a factor of 2, while the Shifty [VAE] exhibited only marginal improvement over
the standard [DNNIVAEL The [AUC values of all the [LOEFbased models are comparable
to those of their counterparts, except for the Shifty VAEl when the Rgp; s metric
is employed, resulting in an [AUC of 40.7%. This discrepancy can be attributed to the
fact that the Rgpips component is intended to enhance the mean component of the Shifty

VAT rather than independently capture the underlying data structure.

Furthermore, as illustrated in Figure[5.4d, the Shifty VAE] exhibits significant fluctuations
in performance across the various metrics. The introduction of the Shift vector
disrupts the correlation between the [KIJ and [KTJ, metrics observed in both the [LOE]
and standard [VAE] models. This indicates a fundamental shift in the distribution of

information within the latent space.

Similar to the WVAE] the [LOEIVAE] demonstrates consistent performance across
the various metrics. The [KI] and [KT], metrics yield nearly identical performance in
terms of both [TPR at an [FPRlof 10~° and the [AUC] seen in Figure[5.4al The [LOFNAT]
and Shifty VAEl exceed the[TPRlat an[FPRlof 1075 target established in the methodology,
achieving a maximum [TPR] of 0.3218 and 0.2908, respectively.
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5.2. CONTAMINATED MODELS

Table 5.3: Performance assessment of the contaminated models

Model Performance Metric
Architecture AD score TPR @ FPR 107° [%] | avg. TPR @ FPR 107° [%] | AUC [%]
LOE VAE KL 0.3218 0.1566 87.5
LOE VAE KL, 0.3589 0.1473 83.7
LOE DASVDD | 10O 0.0665 0.0439 86.1
LOE DASVDD | Rsvpp 0.0475 0.0539 87.0
LOE DASVDD | Rgypp + 10 0.0689 0.0441 86.6
Shifty VAE KL 0.2908 0.0983 75.3
Shifty VAE KL, 0.1980 0.0934 81.9
Shifty VAE Risnise 0.1113 0.0786 40.7
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Figure 5.4: [AUC curves of [LOEl models under varying metrics. The red line in each
plot indicates the [TPRI @ FPR 10~°.

5.2.2 Latent Distributions

The latent distributions of the [LOEI[VAE] and Shifty VAEl are presented in Figures [5.5
and [5.7], respectively. Upon examining the latent encoding distribution of the [LOEIVAE]
a distinct single continuous Gaussian distribution is observed in both the background
(Figure and the signal (Figure . This contrasts with the distributions observed
in the encoding space of the VAEl which exhibits a more complex structure,
as illustrated in Figure [5.2 This observation indicates a transformation in the latent

structure compared to the vanilla [VAE] where the distribution has been streamlined
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5.2. CONTAMINATED MODELS

for [AD| resulting in a more simplified representation. This simplification in latent
structure is similarly observed in the distribution of the [LOEIIDASVDDI| model compared
to the [DNNI[DASVDD] as illustrated in Figures and respectively. However, it
is important to note that this alteration does not necessarily translate to enhanced
performance. The simplification of the latent structure in the [LOEI[VAE] demonstrated
significantly greater effectiveness compared to the [LOE[DASVDDI resulting in a clear
and characterizable distribution. This enhancement in the latent space was correlated
with improved performance. This observation may suggest a potential relationship
between the quality of the simplified distribution and the efficacy of [ADL In the [LOEI
[VAE] the background distribution is characterized by a Gaussian greater concentration
around the peak, whereas the signal distribution is a more uniformly spread Gaussian.
This shape is also reflected in the distribution of the mean encodings, which elucidates
why both the [KIJ and [KTJ, metrics yield comparable performance.

The latent distribution of the Shifty [VAE] adheres to the intended design, wherein the
Shift layer has resulted in the emergence of two distinct peaks. The positioning of
the peaks in the latent space has been intentionally structured, with the peak in the
positive quadrant corresponding to the encoding of background data, while the peak in
the negative quadrant is intended for the encoding of signal data. In the background
encoding, as illustrated in Figure [5.7a] the positive peak exhibits the highest density,
confirming that the Shift vector is effectively influencing the location of the background
encodings. Conversely, in the signal encoding depicted in Figure while there
remains a significant density in the positive quadrant, an additional peak has emerged
in the negative quadrant, indicating a concentration of anomalies as intended. The
shape of the distribution is controlled by the Shift vector, the distributions of which
are shown in Figures and 5.7f Comparing the distributions of the z encodings and
the Shift vector encodings reveals a clear correlation; the Shift vector effectively adjusts
the latent z encodings based on the model’s classification of the data as anomalous or non-
anomalous. This interaction highlights how the Shift vector influences the placement of
the encodings within the latent space, reflecting the model’s perception of the underlying

data distribution.
Next, the [LOEIVAE] and Shifty [VAE] models undergo a sensitivity analysis to evaluate

their robustness against varying anomaly rates. The outcomes of this analysis are discussed
in Section [5.3
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5.3 Sensitivity Analysis

The results of the sensitivity analysis for both [LOEI[VAE] and Shifty VAEl models are
presented in Tables [5.4] [5.5] and [5.6] These tables compare the models’ robustness to
varying contamination ratios across three key metrics: the[TPR] at a[FPR]of 10~°, shown
in Table [5.4} the [AUC] in Table and the metric performance in Table Each
sub-table provides results for different combinations of true and assumed contamination
ratios, denoted as g and the hyperparameter «, respectively. Table 5.5 presents the
[AUC] values corresponding to the optimal [TPR] at an [FPR] working point of 107>, while
Table [5.4] details the [TPR] performance metrics. Table identifies the metric that
yielded the best [TPR] performance. The diagonal entries of the matrix represent the
outcomes when the contamination ratio is accurately specified. The hyperparameter «
denotes the presumed fraction of anomalies present in the training data. This comparison
helps evaluate the performance of the models under varying contamination conditions,
which can be considered analogous to varying [Triggering or detector conditions in the
LIT

Referring to Tables [5.4] which presents the highest [TPR] at an [FPR] of 10~ after ten
training cycles, both models demonstrate sensitivity to the true anomaly rate (o), the
expected anomaly rate (a), and the selected metric. In particular, examining the
performance of the LOEIVAE] Figure illustrates that as the discrepancy between oy
and « increases, the corresponding performance notably declines. Furthermore, the [LOEI
VAT model exhibited greater performance degradation when o significantly exceeded
the expected contamination ratio, «. This suggests that the hyper-parameter tuning in
the loss function has optimized the model for lower contamination ratios, as its optimal
performance is observed when the true contamination ratio is 0.01 or lower. This trend
is also observed for the Shifty VAE] as shown in Figure [5.4D] where the model achieves
its best performance at low true contamination ratios. Regarding the best [[TPR] both
models demonstrate competitive performance, particularly when the contamination ratio

is at optimized at 0.01 for both ag and a.

Table [5.6D)] illustrates the metric that yielded the highest [TPR] performance for the
Shifty VAEL The top-performing metric, shown in Table [5.6b] for the Shifty VAE]
varied significantly, leading to substantial variations in both [TPR] and [AUC] outcomes, as
detailed in Table[5.5b] This variability renders the model impractical in an
setting, as it is not possible to determine which metric will be effective in the
presence of unlabelled anomalies. Referring to Table [5.6a] the [LOEI[VAEl demonstrated
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5.3. SENSITIVITY ANALYSIS

a tendency to alternate between the [KI] and [KTJ, metrics as the best-performing
metric. The observed alternation between the metrics is attributed to their nearly
identical performance, indicating a lack of significant differentiation in their effectiveness.
Furthermore, the consistency of the [ATUC] shown in Table [5.5a], between the two metrics
reinforces their reliability. Therefore the [LOE| [VAE] was chosen as the final model to
undergo compression and [FPGAl implementation. Moving forward, the [KIJ, is used for

performance analysis, due to the [Latency] and [Bandwidth| benefits, however, the [KTJ

metric will still be displayed as a reference.

(a) [LOEIVAE]

o true
o true

« assumed « assumed

Table 5.4: A sensitivity study evaluates the robustness of [LOE] to varying
contamination ratios in terms of the [[PRl @ [FPRI10~° [%]. The true anomaly rate
(cv true) is shown on the y-axis, while the expected anomaly rate (« assumed) is shown
on the x-axis. Both « true and «a assumed range from 0.5 to 5 times the original rate of
1%. For visual clarity, different colours indicate [TPR] performance levels: dark green for
TPR > 0.25, light green for 0.20 < TPR < 0.24, orange for 0.15 < TPR < 0.20, and red
for TPR < 0.15.
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o true
o true

o assumed o assumed

Table 5.5: A sensitivity study evaluates the robustness of [LOE] to varying
contamination ratios in terms of the [TPRI @ [FPRI 10~° [%]. The definitions of « true
and « assumed are provided in Table [5.4 For visual clarity, different colors indicate

[AUC performance levels: dark green for AUC > 85%, light green for
80% < AUC < 85%, orange for 75% < AUC < 80%, and red for AUC < 75%.

(b) Shifty VATE]
0.5 1 2 5
0.5 | Renise KL KL,
5 2 1 | KL KL,
s S
2 | Rsnigt KLy, Rsnise  Rasnife

_
« assumed « assumed

Table 5.6: A sensitivity study evaluates the robustness of [LOFE] to varying
contamination ratios in terms of the [TPRI @ [FPRI 10~° [%]. The definitions of « true
and « assumed are provided in Table The color coding follows that of Table |5.4] to
facilitate comparison between [TPR] performance and the choice of metric.
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5.4. MODEL COMPRESSION

5.4 Model Compression

The following section presents the results of applying [Pruning] and [PTQ)] techniques to the
standard [LOEI[VAE] model, which will be referred to as the BRILOEIVAE model moving

forward.

5.4.1 Pruning

The impact of on model performance is shown in Figure [5.8, where various
methods are compared in terms of [TPRl normalized by the [TPRI baseline.
Additionally, the [AUC] for the best performing pruned model is displayed. These results
are further summarized in Table Similarly, the impact of is demonstrated in
Figure 5.9, where model performance is analyzed as a function of bit width, focusing on
[TPRInormalized by the [TPR] Baseline. The best-performing bit width is further assessed
in terms of [AUC| and these findings are consolidated in Table [5.8, which compares the

perfermanpe mmptrics at the optimal bit width. The [Pruning| and [Quantization| results

provide insight into the trade-offs between model compression and [AD| accuracy.

TPR/TPR Baseline VS Pruning OptiOI’lS 1o Receiver Operating Characteristic (ROC) Curve for Anomaly Detection
2
‘ ° Prune All A
o Prune Dense o e
1510 || e Prune Non-critcal /
— TPR Baseline /
. g
0.5 ° . 8
00 1 2 3 4 — )
Pruning Options
(a) [TPR] against [TPR] Baseline (b) [AUC with all layers pruned

Figure 5.8: Plots showing how different methods impact performance. a) shows
theTPRIQ[FPRI10~° [%] normalised by the[TPR]baseline of 0.3589% from the BEF model,
where KLy was used as the anomaly metric. b) shows the [AUC of the top performing
pruned model, with the red line in each plot indicating the [TPRl @ FPR 10~°.
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Table 5.7: Performance assessment of the [BPl Models

Model Performance Metric

Architecture ‘ AD score | TPR @ FPR 1075 [%] ‘ AUC [%]

LOE VAE KL 0.2598 89.2
LOE VAE KL, 0.2475 88.3

Referring to Figure [5.8a], the best-performing strategy was found to be uniform
of 50% of the connections across all layers in the [LOE] VAE]l model. This
aggressive reduction of network parameters resulted in a 31% drop in[TPR]at a fixed [FPRI
of 107° when compared to the unpruned baseline model (referred to as the [BE] model).
Despite this reduction, the final [TPR] achieved by the pruned model was 0.2475%, which
remains well above the predefined performance threshold of 0.1999% for deployment in
the [LIT] system.

Additionally, the area under the curve [AUCHshown in Figure [5.8b}remains
relatively high at 88.3%. This suggests that the pruned model retains a strong ability to
distinguish between anomalous and background events, even with a significant reduction
in complexity. The success of this strategy is significant, as it directly translates
into reduced and lower resource utilization when deploying the model on hardware.

The resulting pruned model is henceforth referred to as the [BPl model. Given its robust
performance under reduced complexity, the BPl model is selected for further optimization
via [PTQ] This step is essential for converting the model from floating-point to fixed-
point representation, ensuring compatibility with [FPGA] architectures. The [hls4mll tool is
used for this purpose, simultaneously quantizing the model and generating synthesizable
for [FPGA] deployment. This sets the stage for subsequent analysis of the

model’s hardware performance in terms of resource usage, |Latency| and [Bandwidth]

5.4.2

The results of the bit precision scan, as illustrated in Figure [5.9a] indicate that a bit
width of 10 was the only configuration that achieved the quantized model’s [TPRI goal of
0.1999%. The optimal split between the fixed-point and fractional bits was found to be 6
and 4, respectively. The [AUC] of the quantized model is shown in while the results
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are recorded in Table 5.8, The [BP] model demonstrates state-of-the-art performance
once implemented in |[Firmwarel The final step involves evaluating the resources required
to synthesize the model on an [FPGAl This includes analyzing the utilization of logic

elements, memory, and power consumption to ensure efficient deployment on the hardware.
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Figure 5.9: Plots showing performance as a function of bit width. a) shows the [TPR] @
[FPR] 107 [%] normalised by the [TPR] baseline of 0.2475% from the [BP] model, where
KLu was used as the anomaly metric and only the optimal fixed/fraction split is shown.
b) shows the [AUC of the top performing quantized model, with the red line in each plot

indicating the TPRl @ FPR 10~°.

Table 5.8: Performance assessment of quantized model at best bit width (10,6)

Model Performance Metric

Architecture ‘ AD score | TPR @ FPR 107° [%)] ‘ AUC [%]

LOE VAE KL 0.1918 1.7
LOE VAE KL, 0.2042 66.5

5.5 Porting models to [FPGAIS

The tables presented below provide a comprehensive overview of the [FPGA] resource
utilization and timing performance of the implemented model, targeting a Xilinx Virtex
UltraScale+ VU9P (xcvu9p-£f1gb2104-2-e). Table|5.9 summarizes the resource usage of
key FPGAlcomponents, including Block Random Access Memory (BRAM]), Digital Signal
Processing slices (DPS)) slices, Flip-Flops (EFk), Look-Up Tables (LUTk), and UltraRAM
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(URAM)). The table highlights both the number of resources used and the corresponding
utilization percentages, relative to the available resources in a single Super Logic Region
(SLR) and across the entire [FPGA| device. Following the resource breakdown, Table
[5.10] presents the timing and summary of the FPGAlimplementation. It details
the target and estimated clock periods, with uncertainty measurements, for the primary
clock signal. Additionally, the section outlines the minimum and maximum
in clock cycles, along with the corresponding absolute and pipeline
interval, providing insights into the timing efficiency and throughput of the design. The
full synthesis report can be found in Appendix [A]

Referring to Table [5.9] the design utilizes a small fraction of the total available [FPGA]
resources, demonstrating high efficiency. Specifically, no or [URAM] resources are
used, leaving all of these resources available for future use. Only 0.82% of the DSP48E
blocks are utilized, indicating very low usage and high availability. [FF] usage is minimal
at 0.17%, and [LUT] utilization stands at just 3.45%, meaning the vast majority of these
resources remain available. Overall, this efficient resource utilization leaves significant
capacity for additional logic or future enhancements. This meets the goal of 12% or less,

from Govorkova et al. [9], ensuring that the model is of acceptable size for use in the

LHC environment.

The timing and summary of the design, presented in Table [5.10] indicates that
the target clock period was 5.00 ns, while the estimated clock period achieved was 4.330
ns with an uncertainty of 0.62 ns. The design has a consistent of 5 cycles,
corresponding to an absolute of 25.000 ns at a clock frequency of 40 MHz, which
equates to 1 clock cycle given the 25 ns clock period. The interval between operations
is fixed at 25.000 ns with a pipeline depth of 1. These results demonstrate that the

design meets the desired timing constraints with a margin and maintains a consistent

and predictable profile, again confirming the suitability for the [LHCI[Trigger]

Table 5.9: FPGA Resource Utilization

Resource | Used | Available SLR | Utilization SLR (%) | Available | Utilization (%)
BRAM_18K 0 1440 0 4320 0
DSP48E 56 2280 2 6840 ~0
FF 3921 788160 ~ 0 2364480 ~ 0
LUT 40752 394080 10 1182240 3
URAM 0 320 0 960 0
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Table 5.10: Timing and Summary

Clock ‘ Target ‘ Estimated ‘ Uncertainty

ap_clk | 5.00ns | 4.330 ns | 0.62 ns
Latency| (cycles) ‘ Latency| (absolute) ‘ Interval ‘ Pipeline ‘
min ‘ max ‘ min ‘ max ‘ min ‘ max ‘ Type ‘
5 | 5/25.000ms | 25.000ms | 1| 1| function |

70



Chapter 6

Conclusions and Recommendations

6.1 Conclusions

In this work, the objective was to enhance [AElbased detection strategies for deployment

within the [LTT] infrastructure. Specifically, the goal was to develop an
[ADI system utilizing a [DNN] or [CNN] on an [FPGAL Ensuring the system operates in

an manner is essential to maintain signal agnosticism and prevent the
introduction of background bias into the algorithm. Once model development is completed,

the hls4ml library is utilized to synthesize the model into [Firmware], achieving O(1) us
with minimal resource utilization following [Quantization| and [Pruningl This
optimization is crucial, as the [LITI[Trigger| environment imposes stringent and
requirements.

Initially, a variety of [AEk were tested as both and [DNN] models. The best-
performing models were identified as the DNNI[VAE] and the [DNNJ[DASVDD] with the
results presented in Tables [5.1] and [5.2] Both models are able to utilize the projected
representation of a given input in the latent space to classify anomalous data. This
approach is particularly advantageous for [LITI[FPGAl implementation. In the [VAE]L this
approach eliminates the need to sample Gaussian-distributed pseudorandom numbers,
ensuring that the decision remains deterministic. Furthermore, for both models,
it obviates the necessity of running the decoder, leading to significant resource savings.
However, these models are not specifically designed for in the [LIT] In

this work, the objective is to adapt the initial models explicitly for application within the

71



6.1. CONCLUSIONS

[LIT] framework. This involves training using an adapted objective function tailored for
Unsupervised[ADl Additionally, the model must [Trigger]at a controlled rate, as anomalies
in the [LTT] are expected to be extremely rare. This context of the anticipated

rate will also be integrated into the adapted objective function. The incorporation of this

additional information endows the model with the ability to learn rich features catered

for in the [LHC

[LOE is selected to adapt the original models, enhancing their suitability for datasets
contaminated by unidentified anomalies. During training, [LOF simultaneously infers

anomalous data within the training set while updating its parameters by solving a

[continuous-discrete optimization| problem. This process iteratively refines both the model

and its predictions of anomalies. In each batch, the model must identify a portion of
the data as anomalous, adhering to the maximum [[LIT] acceptance rate of 1%. This
requirement encourages the model to generate a distribution in which a subset of the
encoded data is pushed away from the main cluster. Furthermore, it promotes the
formation of distributions that are tailored for single-class [ADl [LOE] was applied to
the two autoencoder models discussed above, as well as to a novel model referred to as

the Shifty VAL

The performance benefits of [LOE] are evident in both the anomaly detection performance
presented in Table [5.3]and the latent distributions illustrated in Figures[5.5 [5.3] and 5.7
These results demonstrate that [LOE] effectively enhances the model’s ability to detect
anomalies while also refining the structure of the latent space, contributing to a more
effective [AE] framework. [LOFE] resulted in the [DNNI VAE] outperforming
supervised versions on the exact dataset; with regards to the [TPRI @ FPR 1075 metric.
The Shifty VAE] also showed potential for state of the art [TPRlresults, but was unreliable
when subjected to sensitivity analysis, in Section [5.3] The latent distributions that
resulted from the implementation of [LOE]lshowed simplified structure compared to that of
the original [AE] models. This phenomenon was particularly pronounced in the [LOEIVAE]
where a continuous Gaussian distribution emerged in the latent space. Anomalies were
effectively pushed towards the tails of this distribution, facilitating their identification.
This configuration is optimal for the [LIT] where single-class anomaly detection with a
low false positive rate is essential. All [LOE] models utilize the projected representation
of inputs to classify anomalies, thereby benefiting from the advantages discussed earlier.
As the best-performing model, the [LOE|I[VAE] was selected for [FPGAl implementation,

further enhancing its applicability in real-time environments.
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To optimize the[LOE[VAEIfor deployment, the model underwent [Pruningl and [Quantization|
Several [Pruning]strategies were explored, with the most effective approach being a uniform

50% reduction in connections across all layers, which yielded minimal degradation in
performance, as demonstrated in Figure[5.8] Subsequent to[Pruning] [PTQ]was performed,
utilizing a bit precision scan to determine the optimal [Quantization|level. As illustrated

in Figure |5.9] a precision of 10 bits was identified as the most effective, offering the best

trade-off between model accuracy and hardware efficiency. Simultaneously, the model
was synthesized into using the [hls4mll framework and subjected to testing. The
quantized model demonstrated state-of-the-art performance, achieving a[TPRlof 0.1999%
at a [FPR] of 107°, underscoring its suitability for deployment in resource-constrained

environments such as the [LIT1

Finally, an analysis of resource utilization, as presented in Table [5.9] along with the
metrics summarized in Table [5.10] reveals that the [LOEIVAE]l model effectively
utilizes less than 3% of the available resources on the Xilinx VU9P FPGA. Moreover,
the observed of the model is less than 5 ns, which aligns with the stringent
initiation interval requirements dictated by the frequency of bunch crossings at the [LHCL
This performance demonstrates the model’s suitability for deployment in high-frequency

environments while maintaining a lightweight architecture.

The[LOE] framework facilitated the development and optimization of an[Unsupervised|[ADI
system specifically tailored for deployment within the LT Tlinfrastructure. By incorporating
[LOE] the models were effectively adapted to address the challenges posed by contaminated
datasets, yielding substantial performance improvements, even when compared to their
supervised counterparts. The final implementation on [FPGA| demonstrated exceptional
efficiency, utilizing minimal resources while meeting the stringent requirements
of the [LITenvironment. These results underscore the potential of the [LOEIVATE] for real-
time, high-performance in the demanding conditions of the [LHCl True
signal-agnostic presents a promising approach for elucidating potential new physics

phenomena that may be concealed within the data.
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6.2 Recommendations

Deploying the proposed models within the[LTT]system on real hardware presents additional
challenges. The limited resources of FPGAE, such as memory capacity and computational
throughput, require significant model optimisation. Techniques like quantisation and
[Pruning], although effective for reducing resource usage, may introduce approximation
errors that could impact the model’s detection performance [37]. After the [LOE] [VAE]
model has been successfully converted to hardware using hls4ml [13] and its performance
tested at various quantisation levels to minimise the resource footprint in simulation,
it is crucial to deploy the model on a replicated [ATLASI [LIT] setup [62], [137]. This
ensures that the hardware implementation matches the emulation and is essential for
validating new [LIT] configurations before their deployment in [138]. In line
with the approach used by Zipper et al. [62] in the experiment, the model should
be tested on a test beam. This method involves collecting real collision data without
recording outputs, enabling the monitoring of actual rates. This process ensures
that the model avoids excessive [Triggering and performs as expected when exposed to
real data at true 40MHz data rates. Future research should focus on systematic testing

under realistic hardware constraints to ensure the models’ robustness and flexibility.

The Shifty VAE] shows promise in generating latent spaces suitable for anomaly detection
(AD)). However, it currently does not offer the same level of reliability as the [LOEI[VAFEL
The Shifty VAE] has significant potential in its ability to create clusters of anomalies,
which may help mitigate the look-elsewhere effect by ensuring anomalies are not isolated,
thus aiding in their identification and localisation within the dataset. Further development
is needed to stabilise its performance and drive progress in|Unsupervised[ADl Enhancements
to model robustness and adaptability could substantially increase the effectiveness of
methods, allowing them to better handle varied datasets and operational

conditions.

Although the proposed models exhibit strong anomaly detection performance within the
[LIT] framework, they come with certain limitations. These models are designed to detect
anomalies that diverge from the learned latent distribution; however, their dependence
on latent space representations may reduce sensitivity to anomalies that resemble normal
variations or involve subtle, localised deviations. This issue is especially pertinent for
complex signatures that overlap with background fluctuations, potentially resulting in
misclassification. Moreover, the models are optimised for scenarios where contamination

rates are controlled, typically ranging from 1% to 5%. Their generalisability to datasets
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with significantly different anomaly frequencies remains uncertain. Additionally, while
the models can be retrained for varying rates, their performance under extreme
luminosity variations and diverse background conditions has not been thoroughly investigated.
Future studies should explore adaptive retraining methods and integrate supplementary
detection techniques to enhance robustness across a wider range of anomaly types, including

those present in non-physics datasets.
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Appendix A

Vivado HLS Report for

A.1 Synthesis Report

LOE

VAE

== Vivado HLS Report for ’myproject’

Date:

Version:

Project:

Solution:
Product family:

Target device:

Fri Jul 26 16:29:31 2024

2020.1 (Build 2897737 on Wed May 27 20:21:37 MDT 2020)

myproject_prj
solutionl
virtexuplus

xcvu9p-f1gb2104-2-e

== Performance Estimates

+ Timing:

* Summary:

| Clock | Target | Estimated| Uncertaintyl
lap_clk | 5.00 ns | 4.330 ns | 0.62 ns |
+ Latency:

* Summary:

| Latency (cycles) | Latency (absolute) |
| min | min | max |

5]

+

+ +

5] 25.000 ns | 25.000 ns |

+
+

1]

+ + +




Bibliography

+ Detail:

* Instance:

A.1. SYNTHESIS REPORT

+
+

+

Inst

ance

+

+
+

* Instance:

+

+

+

+

+ +

| | Latency (cycles) | Latency (absolute) | Interval | Pipeline |
| Module | min | max | min | max | min | max | Type |
|dense_latency_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_ | 1] 1| 5.000 ns | 5.000 ns | 1] 1| function |
10.0_.0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0 | | | | | | | |
|dense_latency_ap_fixed_ap_fixed_config7_0_0_ | 0l ol 0 ns | 0 ns | 1] 1] function |
10.0_0_.0_0_0_0_0_0_0_0_0_0_0_0 | | | | | | | |
|normalize_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_ | ol 0Ol Omns | Omns | 1l 1| function |
10.0_.0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_s | | | | | | |
|leaky_relu_ap_fixed_ap_fixed_10_6_5_3_0_Leak | 0l ol 0 ns | 0 ns | 1] 1] function |
|yReLU_config6_s | | | | | I | |
|dense_latency_ap_fixed_ap_fixed_16_6_5_3_0_c | | | | | | |
lonfig13_0_0_0 | ol ol 0 ns | 0 ns | 1] 1| function |
|dense_latency_ap_fixed_ap_fixed_16_6_5_3_0_c | | | | | | |
lonfig11_0_0_0 | ol 0Ol Omns | Omns | 1] 1| function |
|leaky_relu_ap_fixed_ap_fixed_10_6_5_3_0_Leak | | | | | | |
|yReLU_configlO_s | 0l ol 0 ns | 0 ns | 1] 1| function |
+ v + + + + + + +

* Loop:

N/A

== Utilization Estimates

* Summary:

| Name | BRAM_18K| DSP48E| FF | LUT | URAM|

|DSP | -1 -1 -1 -1 -1

|Expression | -1 -1 ol 6l -1

|FIFO | -1 -1 -1 -1 ol

| Instance | -1 56| 1818 40710| -1

|Memory | -1 -1 -1 -1 -1

|Multiplexer | -1 -1 -1 36| o

|Register | -1 -1 2103] -1 -1

|Total | ol 56| 3921 40752 0l
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+

+

+ + + +
+ t + +

+

|Available SLR | 1440| 2280| 788160|  394080| 320]|
|Utilization SLR (%) | ol 2| ~0 | 10| ol
|Available | 43201  6840| 2364480| 1182240| 960]
|Utilization (%) ol "0 | ~0 | 3] ol
+ Detail:

* Instance:

+

4
+

| Instance

+

+
+
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+
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+

| Total |
| Module | BRAM_18K| DSP48E| FF | LUT | URAM|
|dense_latency_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_ | ol 0l 1818| 30574l ol
10.0_0_0_0_0_0_0_0_0_0 | | | | | |
|dense_latency_ap_fixed_ap_fixed_16_6_5_3_0_configll_0_0_0 | ol ol ol 479| ol
|dense_latency_ap_fixed_ap_fixed_16_6_5_3_0_config13_0_0_0 | ol ol ol 491 ol
|dense_latency_ap_fixed_ap_fixed_config7_0_0_0_0_0_0_0_0_0_ | ol ol 0l  6606| ol
10.0_0_0_0_0_0_0 [ I I [ | [
|leaky_relu_ap_fixed_ap_fixed_10_6_5_3_0_LeakyReLU_configlO | ol 14| ol 322| ol
I_s | I | | | |
|leaky_relu_ap_fixed_ap_fixed_10_6_5_3_0_LeakyReLU_config6_ | ol 32| ol 7361 ol
I's | | | | | |
|normalize_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_0_ | ol 10| ol 1502| ol
10.0_0_0_0_0_0_0_0_0_0_s | | | | | |
| | ol 56| 1818| 40710 Ol

+ +
+ +

+

s 4 + +
t t t +

96



Appendix B

Alternative options explored

B.1 Models, Descriptions and Performance

1. Model Name: [GMVAE

e Description: The VAE] is notably effective model in the landscape.
However, complex physics signals may not follow Gaussian distributions, posing
challenges for traditional Gaussian [VAEE. To capture more meaningful latent
distributions in complex data environments, a[GMIVAElcan be employed. This
model represents the overall population as a mixture of multiple Gaussian-
distributed sub-populations, allowing it to effectively handle data with diverse
underlying distributions [139]. This approach involves mapping the input to a
Gaussian mixture distribution in the latent space using an encoder, and then

sampling from this distribution for reconstruction [166].

e Performance: Referring to Table [B.1] the VAE] algorithm exhibited
inferior performance compared to the standard DNN|VAE] as detailed in Table
5.1 particularly concerning the [TPR] at a of 1075, In contrast, the
metric reflects comparable performance between the [GMI[VAE] and the
standard [VAE]

e Reason for not choosing: Despite the competitive [AUC| metric, the [TPRI
performance at low [EPR] rates renders the model unsuitable for the [LHC]
trigger environment, where maintaining a low [EPR] at the desired [TPRI is

essential to prevent over-triggering.
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2. Model Name: Latent Out [VAEl

e Description: [ADImethods utilizing[AEk have demonstrated strong performance;
however, deep non-linear architectures can achieve significant dimensionality
reduction while maintaining low reconstruction error. This characteristic may
inadvertently diminish the outlier detection capabilities of [AEk. To address
this issue, Angiulli et al. [54] demonstrate that outliers are often found
in the sparsest regions of the combined latent/error space. They propose
new unsupervised anomaly detection algorithms known as Latent Out, which
identify outliers by estimating density within this augmented feature space.

This algorithm was applied to a[VAE] feature space to enhance[AD|performance.

e Performance: The LatentOut algorithm did not demonstrate significant
performance improvements over the standard [VAE] Additionally, due to the
computational demands of density estimations, it required considerably more
time to execute compared to the use of [KI] or [KL], metrics. Consequently, the
algorithm’s substantial execution time and resource requirements hindered its

full implementation, resulting in the absence of finalized results.

e Reason for not choosing: The algorithm increased the time required for
calculations from seconds to minutes, rendering it unsuitable for the low-
latency environment of the [[HC trigger. Furthermore, when implemented on
an [FPGAl the algorithm would demand significant resources, which is not
feasible given the limited bandwidth in the [L1T]

3. Model Name: SWATF] [111], [165]

e Description: The Wasserstein Auto Encoders (WAE]) is a variant of the [AE]
that minimizes the Wasserstein distance between the encoded data distribution
and a specified target distribution. In a [VAE] the goal is to ensure that
the distribution Q(Z | X = x) aligns with the distribution P, for every
input example x that is sampled from the distribution Py. However, a [WAF]
compels the continuous mixture Q7 = [Q(Z | X)dPx to match Pz. This
approach allows latent codes of different examples to remain distant from
each other, promoting better reconstruction. By providing a more flexible
and accurate latent space representation, [WAE] can better distinguish between
normal and anomalous data, enhancing performance. However, Directly
computing the full Wasserstein distance in high-dimensional spaces can be
computationally prohibitive due to the complexity of solving the optimal transport
problem. Instead, the Sliced Wasserstein Distance ([SWDI) can be used, which
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approximates the Wasserstein distance by projecting high-dimensional data
onto one-dimensional subspaces and then computing the Wasserstein distance
in these subspaces. This significantly reduces computational complexity and
is more scalable for large datasets. This approach allows for any samplable
latent distribution to be tested. In this experiment, a Gaussian distribution
was employed. By selecting a continuous Gaussian as the latent distribution,
anomalies are expected to manifest in the outskirts of the distribution. This

characteristic facilitates a straightforward and effective approach to [ADL

e Performance: The exhibited reasonable performance concerning the
[MTPRI at a [FPRIl of 107° when employing the [KLJ], metric, but demonstrated
poor performance when assessed using the [MSEL This is illustrated in Table
below. Additionally, the [AUC| metric indicates comparable performance
between the and the standard [VATEL

e Reason for not choosing: Despite demonstrating a competitive[AUCI metric
and a [TPR] performance at low [EPR] rates compared to the standard
VAE] the results did not approach state-of-the-art performance, which was
the objective of the paper. The state-of-the-art is estimated to achieve a[TPRI
of 0.2459% at a[EPRlof 1075 [9].

B.2 Results

The following models were tested on the same mixed dataset with the contamination
ratio set to 0.01.

Table B.1: Performance assessment of alternative models

Model Performance Metric
Architecture | AD score | TPR @ FPR 107° [%] | AUC [%]
GM VAE MSE 0.0248 92.2
GM VAE KL, 0.0186 90.9
SWAE MSE 0.0309 91.7
SWAE KL, 0.1485 80.6
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Figure B.1: [AUC| curves of alternate models under varying metrics. The red line in
each plot indicates the [TPRl @ FPR 10~°.

B.2.1 Latent Distributions
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Figure B.2: Distribution of latent encodings for the [GMI[VAElL (a) and (b) show the
distributions of the encodings passed to the decoder network.

100



Bibliography B.2. RESULTS

008 Background 2D Histogram Plot 008 Signal 2D Histogram Plot
104 104
0.06 . 0.06 .-
0.04 10° 0.04 10°
2 2
N 002 B N 002 @
a < a c
102 & 102 &
0.00 0.00
10t 10t
-0.02 -0.02
—0.04 100 -0.04 10°
0 50 100 150 200 250 ] 50 100 150 200 250
D1 D1
(a) z encodings - Background (b) z encodings - Signal

Figure B.3: Distribution of latent encodings for the SWAEl (a) and (b) show the
distributions of the encodings passed to the decoder network.
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Appendix C

Code and Data availability

C.1 Code

1. The QKeras library is available at: https://github.com/google/qkeras

2. The hls4ml library is available at: https://github.com/fastmachinelearning/
hls4ml

3. The models developed in this paper are available at: https://gitlab.com/TSpank/

unsupervised-anomaly-detection-for-the-atlas—-level-1-trigger

C.2 Data

The datasets used in this work are openly available at Zenodo at Ref. [125]—[128].
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