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Abstract

Community wireless networks (CWNs) have emerged as a viable solution for address-
ing connectivity challenges in remote areas by fostering resource sharing and local
infrastructure management. The complexity of technical network management hin-
ders the sustainability of CWNs, despite their significance in connecting underserved
communities. Advancements in deployment have not fully addressed the ongoing re-
liance on external expertise for maintenance, posing a significant challenge. Training,
while a potential solution, proves costly and faces difficulties in ensuring long-term
self-sufficiency among community members. This dissertation aims to contribute to
the sustainability of CWNs by identifying the challenges faced by local network op-
erators and simplifying the technical network management process. Drawing from
the literature on Information and Communication Technologies for Development
(ICT4D), which emphasises designing with and for communities, an investigation
into CWN management interfaces was conducted. This research employed a com-
munity co-design approach, focusing on CWNs in South Africa and India, to identify
the challenges and needs of community wireless network local operators. Utilizing
contextual inquiry, semi-structured interviews, co-design workshops, and observa-
tions, qualitative data on the current challenges faced by CWN management tools
was gathered. Through workshops and prototyping sessions with stakeholders in
India and South Africa, network operators and users were engaged to reimagine and
co-design Network Management Interfaces (NMIs) that empower local network oper-
ators to monitor and manage their networks effectively, thereby reducing dependency
on external support. Findings highlight diverse network management approaches,
revealing difficulties in technical capacity building, troubleshooting, and prototyp-
ing. Designing NMIs with local network operators’ insights and skills is crucial
for CWN sustainability. This dissertation outlines design opportunities to improve
network management interfaces for CWNs, fostering network resilience for critical
infrastructures.
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Chapter 1

Introduction

Contents
1.1 Bridging the Digital Gap: Internet Evolution, Dispar-

ities, and Community Initiatives . . . . . . . . . . . . . . 12

1.2 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

1.3 Problem Statement . . . . . . . . . . . . . . . . . . . . . . 14

1.4 Research Questions . . . . . . . . . . . . . . . . . . . . . . 14

1.5 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

1.6 Significance of the Study . . . . . . . . . . . . . . . . . . . 16

1.7 Delimitation . . . . . . . . . . . . . . . . . . . . . . . . . . 16

1.8 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . 17

1.9 Chapter 1 Summary . . . . . . . . . . . . . . . . . . . . . . 17

A group of community members and community leaders from Ocean View in South
Africa came together to discuss the needs of the community for the youth and
school learners. They discussed the community’s requirements for access to the
internet and the hosting of local content. They approached network engineers from
a local firm and decided to collaborate on a community wireless network development
project. Together, they sought funding for equipment, and the network engineers
assisted with the design, implementation, and deployment of the CWN. After the
successful deployment, the network engineers handed the CWN to the community
leaders and continued to train the community members interested in managing the
network. They conducted training workshops and received technical support from
the network engineers. The community fully relies on the network engineers for
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network maintenance and troubleshooting. Despite significant efforts, an unpleasant
reality became evident: the CWN encountered substantial challenges in terms of
sustainability due to network maintenance and troubleshooting issues.

This tale introduces an investigation into the core difficulties faced by local network
operators when managing their CWNs. It provides the setting for an investigation
into the management of CWNs by local network operators. My objective is to
analyse the experiences of local network operators in order to uncover valuable
information that can inform the improvement of network management and CWN
sustainability by local network operators.

1.1 Bridging the Digital Gap: Internet Evolution,

Disparities, and Community Initiatives

The Internet has brought about a technological revolution by enabling the inter-
connection of computer networks worldwide, granting access to vast repositories of
information. With an estimated user base of 4.5 billion individuals in 2020, the
Internet serves as a versatile medium for a wide array of purposes relying on infor-
mation, spanning from human communication through platforms like social media,
electronic mail, chat rooms, and newsgroups to the transmission of audio and video
content [13]. Moreover, it facilitates access to digital resources via the World Wide
Web [29]. In addition, the Internet has fostered the expansion of e-commerce, en-
compassing not only online-based entities but also traditional brick-and-mortar es-
tablishments that conduct substantial proportions of their operations in the digital
sphere [45, 16, 37, 126].

However, in spite of the advancements in Internet infrastructure development within
Africa since the mid-1990s and the efforts of visionaries such as Nii Quaynor, sub-
Saharan Africa still trails behind the rest of the world, evidencing a mere 18 percent
Internet penetration rate—significantly lower than the global average of 30 percent
[109]. The lack of a critical mass of tech-savvy people and a lack of professionals
working in software development, application design, and tool creation use are con-
tributing factors to this digital divide [114]. Moreover, a lack of strategic technology
investment exacerbates the situation, with the region focusing predominantly on
technology consumption rather than production. This discrepancy continues to ex-
pand, allowing established global corporations to consolidate their positions, thereby
impeding efforts to stimulate local production and innovation.

While often described as a ”network of networks,” the Internet’s origins trace back
to the 1970s in the United States, though its transformative potential didn’t fully
emerge until the early 1990s [69]. As an information-dependent medium, the Internet
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remains accessible to anyone connecting to one of its constituent networks [65].
However, despite the positive impact of accessible Internet connectivity on remote
communities, affordability remains a persistent barrier [127]. This financial divide
further accentuates the disparity between those who can and cannot afford Internet
access and related devices [127]. The provisioning of Internet connectivity to remote
communities through Community Wireless Networks (CWNs) has emerged as a
pivotal avenue for driving socio-economic progress [11]. Achieving this goal hinges
on the establishment of sustainable public Wi-Fi infrastructures tailored to such
communities [88]. 1

1.2 Motivation

CWNs have the potential to empower underserved populations and foster digital
inclusion by aggregating demand for internet services and enabling communities to
locally build and manage their network infrastructure. However, despite the nu-
merous benefits these networks offer, there are significant challenges in sustaining
CWNs and effectively managing their network infrastructure. The motivation be-
hind this dissertation stems from the realisation that while CWN deployment has
become more accessible, the level of technical expertise required to maintain these
networks often perpetuates reliance on external assistance [50]. Traditional training
approaches may initially address this issue, but the practicality of constantly rely-
ing on trained network administrators on-site becomes cumbersome, hindering the
long-term sustainability of CWNs [119]. As a result, community members struggle
to fully embrace self-reliance in operating network management interfaces, posing a
significant obstacle to network resilience and overall critical infrastructure resilience.

Drawing upon the existing Information Communication Technology for Development
(ICT4D) literature, which emphasises the significance of designing technologies with
and for local communities [105], this thesis seeks to investigate network management
for community networks and empower local network operators and community mem-
bers by placing their insights and skills at the forefront of CWN network manage-
ment. By doing so, I aim to enhance the sustainability of CWNs through community
empowerment and active involvement in network administration by local network
operators.

The motivation further derives from the need to address the scarcity of in-depth
qualitative studies that comprehensively explore the challenges faced by CWN users,
prospective network operators, and existing local network operators. By engaging
with stakeholders from diverse CWNs in South Africa and India, this research seeks
to provide a comprehensive understanding of their experiences, visions, and the
underlying complexities of network management. Building on the insights gathered
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through interviews and workshops with CWN stakeholders, I aim to propose design
improvements for network management interfaces that cater to the specific needs
and capabilities of local network operators.

1.3 Problem Statement

Marginalised communities are increasingly deploying Community Wireless Networks
(CWNs) to address the Internet connectivity gap [50]. However, they are con-
strained by challenges related to sustainability and effective network management
[104]. Despite improved accessibility in CWN deployment, the required technical
expertise needed for maintenance often results in continued dependency on external
support, hindering the self-reliance of local communities in network administration
[13, 119, 105].Conventional training methods offer initial support, yet the perpetual
reliance on trained network administrators becomes impractical and costly in the
long term, impeding effective network management [11, 50, 51, 106]. This disser-
tation addresses the network management challenges faced by local network opera-
tors and community members when sustaining their Community Wireless Networks
(CWNs). The objective is to discover and overcome these challenges by co-designing
an accessible network management tool tailored to the distinctive contexts of CWNs,
understanding the needs of local network operators, and promoting self-sufficiency
in community-driven sustainable network management.

1.4 Research Questions

This research recognises the crucial role of community members, not just as users
and managers of the CWNs but as experts in the local socio-cultural context. I 1seek
to empower communities to leverage wireless communications on their own terms,
understanding that greater empowerment at the local level will lead to more vibrant
participation in network management. In this research, I invited CWN stakeholders
to reflect on their network management experiences. In addition, this project evalu-
ated the current level of local network operators’ challenges to CWN’s sustainability.
The challenge is the management of the network. Skill in networked systems is nec-
essary to operate the current hardware and software infrastructure of CWN. Con-
sequently, community wireless networks (CWNs) face difficulties in recruiting and
retaining operators from their own communities, leading to a continued and unsus-
tainable dependence on skilled network managers. This research proposes building
a set of community-centred network management tools to simplify network man-
agement in CWN operations. Current research on network management interfaces

1Throughout this dissertation I will use ”I” to refer to the author of this research
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primarily targets experts, with some exceptions for research on home networking.
However, research on the sustainability of CWNs highlights network maintenance
and a lack of expertise as key factors in their success. This research sought to answer
the following questions:

• RQ1 What challenges inhibit CWN operators and community members from
managing their CWNs?

• RQ2 How do CWN operators envision the management of CWNs?

• RQ3 How can community-based co-design be applied to design a CWN man-
agement interface that allows semi-skilled and non-experts to manage their
CWNs?

For these RQs, CWN operators include both current CWN operators and people that
are considering the deployment of CWNs, as well as prospective CWN operators.

To address RQ1, this study conducted a contextual inquiry and co-design study,
using interviews and an initial workshop with participants that are current network
operators and community members from existing CWNs such as Inethi, Mamaila,
and VNET to better understand the current use and challenges encountered.

To address RQ2, this study conducted in-depth observations during co-design work-
shops and interviews. The set-up of co-design workshops is a space where CWN
operators can co-design Network Management Interfaces (NMIs).

RQ3 raises issues of ownership and engagement. Through working together dur-
ing workshops and interviews with community members, this study deployed the
RadiusDesk network management interface, as most community and local experts
preferred the platform. Local network operators made contributions to the design of
the NMIs through co-design activities that will result in building a better network
management interface that will be deployed in the future. In the community engage-
ment co-design activities, I operationalised ownership and engagement in discussions
of the better NMIs through designing and testing.

1.5 Objectives

The objectives of this research are as follows:

• To examine and analyze the network management platforms used by existing
existing CWNs

• To identify the needs and challenges that the existing CWNs face in managing
these networks.
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• To assess how the selected communities, manage and maintain their networks.

• To evaluate the best practices that can help community members control their
network.

• To co-design a network management interface for CWNs that will be suitable
for local semi-skilled network operators.

1.6 Significance of the Study

This study holds significance in the field of HCI, particularly in the area of commu-
nity wireless networks (CWNs), by addressing the pressing need to simplify network
management for local network operators. In remote and marginalised areas, where
CWNs serve as crucial connectivity solutions, the effective management of these net-
works is often hindered by technical complexities. Simplifying network management
for local operators not only fosters self-sufficiency but also enhances the long-term
sustainability of these networks. This study’s outcomes have the potential to signif-
icantly bolster the resilience and sustainability of CWNs, ensuring their continued
operational effectiveness and relevance within these underserved communities.

Moreover, the accessibility of network management tools specifically tailored for
CWNs and local network operators presents an opportunity for the democratisation
of connectivity in remote areas. By making the management interfaces easy to
use and user-friendly, this study aims to empower local operators, enabling them
to navigate and manage these networks more effectively. This initiative not only
promotes the self-reliance of these communities but also aligns with the broader
goal of bridging the digital divide by ensuring sustainable and accessible Internet
connectivity.

1.7 Delimitation

The study is centred around network management within CWNs and is specifically
limited to exploring and understanding the experiences, challenges, and co-design of
network management interfaces for local network operators. While acknowledging
the broad spectrum of network management, this research focuses on discovering
the technical challenges faced by local operators when managing CWNs. This study
approach involves the design and evaluation of network management interfaces that
empower semi-skilled and non-expert individuals to oversee and maintain community
networks. It is important to recognise that alternative approaches, such as explor-
ing various technical or administrative facets of CWNs, could contribute additional
dimensions to the understanding of network management. However, this study’s
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primary emphasis remains on simplifying network management tools to promote
the self-sufficiency of local operators within community wireless networks through
user-centred design (UCD).

1.8 Thesis Outline

This section outlines the organisation of the remaining part of this dissertation:

Chapter 2: Background and Related Works - which explores CWNs, community
networking history, network management challenges in developing regions, existing
interfaces, case studies, and limitations within CWNs.

Chapter 3: Methods - which details the research design, participant recruitment,
the methodological approach in three phases, ethical considerations, and limitations
of the methodology.

Chapter 4: Findings: Network Management Practises from Interviews - provides
insights from interviews on participant backgrounds, roles in CWN management,
challenges with existing platforms, hardware diversity and their troubleshooting
strategies.

Chapter 5: Findings: Network Management Community Based Co-Design - shares
findings from co-design workshops.

Chapter 6: Findings: Network Management Outcomes Based on Deployment -
shares findings from deployment workshops and evaluations.

Chapter 7: Discussions - engages in discussions around diverse hardware design,
reconciling network-centred and community-centred models, future design agendas,
remote network management, centralised versus decentralised management, and ad-
vocating for community-owned networks.

Chapter 8: Conclusion and Future Work - synthesises findings, recommends future
research directions, and proposes potential areas of exploration and development in
the CWN domain.

1.9 Chapter 1 Summary

This chapter introduced the study and established the study’s context. The research
problem statement, the research objectives, the research questions, the study signif-
icance and the thesis outline. The following chapter goes over the background and
related works.
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This chapter explored what other researchers have discovered about community
wireless networks. The chapter looks at how community networks are set up, the
different designs used, and how they bring Internet access to areas that didn’t have
it before. Various studies have investigated creating, starting, and keeping these
networks running [92, 91, 111, 105]. The focus here is on past efforts in community
networks, the problems and limitations faced by wireless networks in developing
regions, past studies on managing networks, and the tools used for network man-
agement [119, 118, 92, 13]. I have published some parts of this related works in the
AfriCHI paper and CoLRN Report [60, 36].
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2.1 Community Wireless Networks

Community Wireless Networks (CWNs)

are organisations or movements dedicated to providing free, subsidised,
or cost-effective Internet access through wireless means, specifically tai-
lored for and by local communities [95].

A mounting number of underserved rural and township communities, in collabo-
ration with information technology experts from universities and various NGOs,
have successfully initiated open IP-based community wireless networks. These net-
works contain diverse wireless access points interconnected to form wireless mesh
networks [122]. By incorporating locally hosted servers, CWNs serve to empower
marginalised communities by providing them with Internet access and localised ser-
vices [26]. Setting up CWNs is mostly done in places that do not have any existing
technology infrastructures. This is because they need to use resilient wireless net-
working technologies because there is not a lot of electricity available and there is
not any standard IP service provider wiring [96]. In contrast, urban areas have
witnessed progressive Internet connectivity with expanding bandwidths, while rural
and marginalised communities continue to rely predominantly on traditional cellular
technologies.

CWNs hold the potential to support the establishment of smart cities through the
connectivity they extend to the previously unconnected, ultimately enhancing the
socio-economic well-being of community members [97, 57]. However, the journey to-
wards implementing and sustaining CWNs is fraught with challenges, ranging from
financial limitations to human resource constraints. In addition, policy restrictions
imposed by telecommunications and Internet Service Providers (ISPs) pose obstacles
for marginalised communities striving to sustain CWNs [82, 115]. In recent years,
interest in deploying CWNs has surged, with successful implementations in African
countries such as South Africa, Kenya, and Zimbabwe, as well as Asian nations like
India [115, 107]. Nonetheless, the plans for ensuring the long-term viability of these
networks remain deficient. Achieving CWN sustainability encompasses aspects like
hardware maintenance and network management by skilled technical operators. Un-
fortunately, a common pattern emerges wherein technical engineers and researchers
assisting communities during the setup phase move on after network testing or pilot
projects, leaving communities struggling to uphold the networks’ functionality over
time [119].

CWNs play a pivotal role not only by enabling communication but also by poten-
tially catalysing development in marginalised regions. They expand the reach of lo-
cal businesses, health services, and education, transcending geographical boundaries
[117]. However, while establishing and deploying CWNs has become more feasible,
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the management and sustainability of these networks, along with their associated
resources, pose significant challenges for community members to grapple with [13].
Limited financial support, insufficient resources, infrastructure constraints, and a
lack of technical expertise all contribute to the complexity of network management.
Numerous endeavours to introduce low-cost systems in rural and developing ar-
eas have met with failure [13, 117]. The main reason for these setbacks is that
the problems that keep networks from being truly sustainable are often not taken
into account. These problems include environmental issues, power supply, financial
limitations, low technical skills among local operators, and problems with the in-
frastructure [13]. In marginalised communities, locating individuals possessing the
requisite technical skills to oversee the network proves challenging. Furthermore,
effective CWN management necessitates abundant resources and technical profi-
ciencies, encompassing the setup and monitoring of wireless connections. Beyond
the initial network deployment, ongoing maintenance demands expertise—resources
that low-resourced communities frequently lack. Consequently, this research en-
deavours to collaborate with network managers, local operators, and community
members invested in CWNs from projects like Inethi, Zenzeleni, VNet, and other
CWNs beyond Cape Town. The goal is to comprehend their network management
requirements and devise a network management platform to bolster the management
of these community-driven networks.

2.2 CWNs and their Role in Shaping Communi-

ties

Community wireless networks (CWNs) have emerged as a compelling response to
the pressing need for Internet connectivity in remote regions. Comprising collabo-
rative efforts by community members, CWNs harness airwave telecommunications
resources to establish intricate wireless mesh network technologies [112]. These net-
works are not only instrumental in providing sustainable Internet access but also
contribute significantly to the socio-economic advancement of community members.
Despite the benefits associated with Internet access, issues of affordability persist,
exacerbating the digital divide. The imperative to provide Internet connectivity to
remote communities has underscored the importance of CWNs, with projects such
as Inethi and Zenzeleni community networks in South Africa are taking proactive
steps to bridge this gap by deploying community-driven networks that facilitate
both connectivity and the sharing of localised content [12, 74]. Given that CWNs
are often established in regions lacking pre-existing infrastructure, their reliance on
robust wireless networking technologies is evident, compensating for limited access
to electricity and conventional IP systems.

20



Community-Centred Network Management for Community Wireless Networks
(CWNs) Ndinelao Iitumba

The COVID-19 epidemic brought attention to the significant differences in access
to the Internet, particularly in poor socio-economic communities [113]. Financial
exclusion, uneven infrastructure deployment, and a lack of knowledge and training
in digital technologies are the main causes of Internet access issues, according to
[71]. This challenge goes beyond the scope of digital justice, embracing the ne-
cessity of guaranteeing equitable access to digital infrastructure and services. To
promote inclusive dialogues that can benefit the global community, it is imperative
to involve populations that have been historically marginalised in offline contexts in
discourses regarding Internet access [41]. To tackle these issues, marginalised and
remote communities are addressing the problem by establishing Community Wire-
less Networks (CWNs) under the supervision of communication network specialists
[92]. These communities create their networks by utilising resources and securing
revenue through contributions or donations. However, managing and working with
these community networks’ digital infrastructure comes with a number of challenges,
such as issues related to power, finding the money to replace equipment and expand
the network, getting a backhaul, and managing the networks’ technical aspects [40].
In order to construct robust Community Wireless Networks (CWNs) and foster the
advancement of diverse and inclusive digital technologies, it is imperative to engage
under-represented communities in conversations and design workshops [40].

As a result, communities are taking matters into their own hands and building their
network infrastructures to provide locally networked services, bypassing Internet
service providers. Previous research has explored the importance of CWNs and
alternative network design models to address connectivity gaps in under-represented
communities [105, 107, 107]. Organisations such as the Internet Society and the
Association for Progressive Communications have also made financial commitments
to support the development of CWNs worldwide [41].

However, existing studies on CWNs have primarily focused on technical design, im-
plementation, and sustainability, with an emphasis on financial and technological
challenges [11, 92, 40, 3, 20, 18]. Other studies have looked at geographical and
gender implications, as well as the infrastructure and politics of community net-
works [92] [40, 80, 110]. Limited access to network management resources presents
additional challenges for community members in maintaining these networks. It is
necessary to conduct more research to comprehend how community members view
network management, the difficulties they face as CWN operators and community
members, and their expectations for CWN management.

This thesis outlines the results of a qualitative investigation carried out with 25 stake-
holders at CWN. The study covered virtual interviews with CWNs in South Africa
and India, along with face-to-face workshops with stakeholders from two CWNs
in South Africa and India. The study sought to reveal the requirements, experi-
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ences, responsibilities, challenges, and problem-solving resources of current CWNs
in overseeing their networks. The research also investigated optimal strategies for
network monitoring and collaboratively developed a network management interface
that is well-suited for both existing and potential network operators. This study
enhances the current understanding in the fields of HCI and ICT4D by offering a
more profound insight into the difficulties encountered by local CWN operators. It
provides a perspective on network management and architecture that focuses on the
community and aims to give local CWN management more control and authority.
The results indicate that community networks depend on varied and impromptu
equipment, resulting in the utilisation of distinct network administration interfaces.
Moreover, local network operators necessitate either formal or informal training to
effectively oversee the network. The objective of the project is to assist local net-
work operators in managing community wireless networks and provide insights for
the future development of community networks in the Global South, with a focus
on enhancing resilience and inclusion.

2.3 Wireless Network Management for the Devel-

oping World

Wireless Network Management (WNM) includes monitoring and managing the net-
work by handling wireless devices (access points and switches) [42]. The routers or
access points sort the device traffic by bandwidth usage and transfer data to each
device using the appropriate speed for each device type [42]. WNM means having
someone or a company solve network troubles in real-time; this someone or company
can be a network technician present on the CWN site or have remote access to the
wireless network via a network management interface. A networking expert is an
individual that has excellent network technical skills or knowledge from training or
education [90]. A semi-skilled expert is an individual who has general skills acquired
through a specific routine [34]. Novice users are new to network technical tasks,
and they understand networks [34]. Having an expert or a company manage the
network can be costly. Currently, volunteer network admins, founders, and students
manage CWNs using open-source network management tools. Outsourcing network
management to experts or companies can be costly. As a result, many volunteer net-
work administrators, founders, and students use open-source network management
tools to manage community wireless networks. These tools enable them to over-
see and maintain the network with limited resources. However, challenges remain
in ensuring efficient network management within community networks, considering
the varying levels of expertise and the need for reliable and accessible management
interfaces.
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Figure 2.1: UISP is a software application which allows you to manage, configure,
upgrade, and monitor all the ISP and provider devices Ubiquiti makes. This is also
the commonly used network management interface by community wireless networks

Nowadays, the evolution of community wireless networks in the developing world
seems to be taking a fairly different path from the traditional networks I see in
technologically advanced countries. Developing countries are adapting to the use of
wireless mesh instead of fibre and other commercial broadband alternatives. Net-
work management for community wireless networks is equally important for ensuring
that CWNs are effective. Network management for CWNs experiences challenges
due to different factors such as power failure, lack of resources, funds, skills, tools,
etc. Currently, CWNs use different open-source software to manage their networks.
Network experts and technicians are mostly handling the network management of
CWNs. The involvement of community members in network management has been
slowly adapting in some communities, even though others still depend on network
managers. Network management for CWNs has turned out to be vital because In-
ternet access has now become a necessity for developing countries due to its impact
on development[131].

2.4 Existing Network Management Interfaces

There are many network management interfaces, such as the Ubiquity Internet Ser-
vice Provider (UISP), Stix, Afrimesh Network Management System (NMS), MAYA,
RadiusDesk, MeshMan, and ReMesh [4, 15, 39, 78]. UISP offers management for
their EdgeMAX, EdgeSwitch, airMAX, and UFiber devices [15, 4, 5]. UISP is acces-
sible to network operators that have purchased UISP devices for free. The system
features of UISP include displaying online and offline links, throughput, network
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statistics, network logs, signals, frequencies, and monitoring access points. This tool
also provides a map presentation of the network connection. The STIX platform,
designed for managing emerging large-scale wireless networks, can display data (up-
time, active connections, and disconnections) acquired from multi-vendor devices
and store log events. Its features include an aspect device manager (abstraction
of real hardware), a workflow engine, and a communication manager for commu-
nication among Stix services [15]. Unlike UISP, researchers have designed Stix
to manage deployed community wireless networks. Also, there is MeshAdmin, an
integrated wireless mesh network management platform. The Afrimesh Network
Management System (NMS) platform provides service to the village Telco wireless
network project that engages with various tools, applications, and devices to support
network managers in monitoring and sustaining networks [1]. Unlike the Stix and
UISP platforms, the NMS emphasises mobility management, power management,
and network monitoring and profiling.

Wireless Internet service providers developed these network management interfaces
to ease network management for community networks while keeping the network
management infrastructure flexible. However, these interfaces are more suitable for
network experts. These interfaces focus more on wireless mobile network mobility
management, power management, network monitoring, and profiling for network
managers that are technically skilled and are not designed for community members
or from a local non-expert perspective [1, 15]. These network management interfaces
also require minimum input from community members or targeted users and are
designed to assist well-equipped network managers and administrators. Most of
these tools are individually not enough to manage a mesh network itself, as they end
up requiring the usage of additional other interfaces together [119]. Using different
platforms to manage a network causes information and data scattering because each
platform has its own database and visualisation interface, meaning that some of its
functionalities overlap when other platforms deal with mutual network parameters.
Using different network management platforms makes it even more challenging to
use and make comparisons between different network management tools. At the
same time, it also consumes a lot of CPU and device memory.

2.5 Previous Work on Community Network Man-

agement

There are some CWN management systems, such as Khula Tech Network Manage-
ment System, that was developed by Murithi et al. to assist and support network
technicians [85]. This application was combined with the WISP back-end systems of
Splynx and Ubiquiti Network Management System (UNMS) to power the back-end
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operations as much as possible [85]. When it comes to the repair of networks in rural
settings, E.Jang, M. Barela, M. Johnson, et al. explored the idea of ”crowdsourcing”
and the knowledge and ability of the local community to repair their network. They
indicated that local community members are able to solve their network issues if
they are allowed and given the means to do so [62]. In this study, community mem-
bers were able to solve antenna, solar panel, and CPU issues, which demonstrated a
hidden skill among locals. If people within a community manage and operate their
own network equipment, this will lead to lower operating costs and more sustainable
usage of the community network [62].

There has been an increase in the development and deployment of community wire-
less networks over the years. Communities such as Inethi, Zenzeleni, and Rhizomat-
ica in some remote areas made successful deployments of wireless networks in their
community despite other challenges such as lack of electronic devices and infras-
tructure, lack of experts (technical and social), common power failures, or lack of
electricity in the areas, besides securing wireless network infrastructures [106]. These
communities’ deployments are successful for the reason that, up to date, these com-
munity networks are running and benefiting their community members.

CWNs exhibit diverse models, each with distinct operational strategies. Several
noteworthy examples, such as the Zenzeleni network, the Kondoa Community Net-
work (KCN), Rhizomatica, the Balsapuerto network, the Hispano-American Health
Link Foundation (EHAS), and the Vanuatu Inter-Island Telemedicine and Learning
(VITAL) Network, along with studies in urban and rural contexts, offer a compre-
hensive view of the multifaceted nature of CWNs. In Mankosi, Eastern Cape, South
Africa, the Zenzeleni CWN stands out for its innovative approach. Despite the
absence of a constant power supply, the community installed solar panels at power
access points, delivering high-speed Internet comparable to that in urban areas. This
community-owned wireless Internet service provider prioritises cost-effectiveness, so-
cial entrepreneurship, and the establishment of a rural digital ecosystem to bridge
the digital divide [87, 105].

Similarly, in Tanzania, the Kondoa Community Network (KCN) pioneers the use
of television white space (TVWS) technology. Spearheaded by Jabhera Matogoro
at the University of Dodoma, KCN employs a grassroots approach to connect rural
areas. It not only experiments with TVWS as a viable option for wireless broadband
but also strives to connect the unconnected in Tanzania, embodying a bottom-up
community network model [38]. Moving to Oaxaca, Mexico, Rhizomatica intro-
duced Mexico’s first independent GSM network in 2014. Using community-owned
micro-telecommunications enterprises, Rhizomatica connects sixteen communities,
emphasising affordability, open-source initiatives, and community workshops to ex-
pand connectivity [24].
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However, challenges emerge, as seen in the Balsapuerto network, established in the
upper Amazon through collaboration among the IEEE, Grupo de Telecommunica-
ciones Rurales, and volunteers. While successful in technological aspects, insufficient
planning for financial sustainability led to a temporary cessation in 2014. Subse-
quent rebuilding efforts, funded by international research, encountered challenges in
restoring local stakeholder ownership, impacting long-term sustainability [81, 79].
In Latin American areas since 2004, the Hispano-American Health Link Founda-
tion (EHAS) has utilised mixed fibre-wireless backhaul, unlicensed spectrum, and
long-distance Wi-Fi (WiLD) to enhance voice and data access. EHAS focuses on
sustainable and affordable Internet solutions, emphasising community-driven initia-
tives [99].

Collaborative efforts in remote settings are evident in the Vanuatu Inter-Island
Telemedicine and Learning (VITAL) Network. Addressing cellular network gaps in
Maewo Island, Vanuatu, VITAL leverages local efforts, collaborating with govern-
ment offices and international organizations. The project provides satellite Internet
connectivity for telemedicine and eHealth, showcasing effective communication sys-
tems for healthcare workers in remote areas [50]. Furthermore, studies conducted
in urban and rural settings highlight the significance of community involvement in
network management. Chetty M. et al.’s study in the UK and the USA emphasises
the technical needs and constraints faced by community members managing their
networks, emphasising motivations for community participation. In rural Papua,
Indonesia, a study emphasises the challenge of sustaining local networks without fi-
nancial sustainability and external assistance for network management, advocating
for a house network management system [49, 54].

2.6 Network Management Requirements

Network management is the method or practice of controlling and operating a net-
work with a network management system. Current network management systems
make use of software and hardware to regularly gather, evaluate, and make configu-
ration changes to improve performance [86]. CWN hotspot deployments experience
serious problems in achieving consistent monitoring, configuration, and management
[43]. Network management is mainly categorised into five diverse areas, which in-
clude fault management, accounting management, configuration management, and
performance management [83]. Below, I define four areas of network management:

Fault management is an operation to repair a sudden network failure, interference,
or error, for example, a no-signal error or an insistently high bit error rate [73, 43].
In this case, the users require the network to be in full operational state after a
successful repair. There is also accounting management, which helps network man-
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agers track network resources such as access to privileges for users, insufficient use
of the network, and some users burdening the network for others [43]. In this case,
the users require the network manager to access the accounting information on the
nodes and to limit the users manipulation of the accounting information. Since
wireless networks use devices such as routers, end systems, and switches that in-
terconnect with other devices, these devices need to be configured to maintain and
update data among the interconnected devices for a successful network connection
[43]. Network managers are usually authorised to manage configurations. Network
reconfigurations are vital for network advancement and fault recovery. In this case,
the users are required to be up-to-date with configuration changes [43]. Moreover,
performance management deals with managing network capacity utilisation, han-
dling excessive traffic, throughput, and bottlenecks [43]. In this case, the users
require their applications to constantly have a good response time and to know the
worst-case scenarios of the network. Security management: take care of the storage
of encryption keys and passwords and access control of the network [43].

2.7 Network Management Requirements Features:

Identifying high data users, monitoring link up time and speed, checking the status
of Internet connections, determining how much bandwidth is currently being used,
adding balances for clients, monitoring data usage over the previous hour, day,
month, or year, updating splash page messages, whitelisting traffic for free access,
adding new users (to services or the network), customising services, and so on are
some of the features that are critical for network management and maintenance.
This research aims to learn more about community preferences and other features
from CWN operators.

2.8 CWNs Known Constraints and Pain Points

The present network costs include the expenses associated with network support
for operator training, network implementation, operation, and control, distinct from
equipment costs and annual maintenance fees [13]. Maintaining the network and
encouraging community members to use the community network can be challenging
due to factors such as limited ICT skills, high equipment and maintenance costs, a
lack of expertise, and power concerns [106]. The operational issues of community
networks encompass the need for cost-effective and enduring solutions for various
components of the system, such as monitoring, power supply, and recovery pro-
cedures. This study involves a collaboration between universities and community
networks, namely FOCUS and Janastu Servelots [125, 98]. Janastu’s network spe-
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cialists consist of community residents who oversee the network, whereas FOCUS
focuses on a collaborative endeavour involving both the university and local experts
[36, 59]. Organisations such as APC and ISOC offer training sessions to promote
the sustainability of these networks [36]. Nevertheless, the training frequently fails
to sufficiently equip community members with the necessary skills for network op-
eration and troubleshooting [60]. Local experts face several challenges in technical
training, such as identifying network faults, overseeing users and devices, dealing
with financial constraints, acquiring technical expertise, handling power outages,
and managing network setup in unfavourable weather conditions [36, 91, 98]. The
FOCUS network necessitates the presence of on-site specialists to provide prompt
support in the event of failures, whereas Janastu requires assistance with user and
device management via a network management interface [36, 60]. Both networks
encounter power-related malfunctions and necessitate money for the purposes of ex-
pansion, repairs, and infrastructure redesign [60]. In addition, inclement weather
can disrupt network equipment, including antennas [60].

2.9 Chapter 2 Summary

Chapter 2 provided a background and related work on community wireless networks
(CWNs), taking into account their impact, wireless network management in the
developing world, and the existing network management interfaces. This chapter
also discussed previous research on a variety of case studies, which helped to clarify
the many strategies used in community settings. The chapter establishes network
management needs, clarifies key characteristics, and lists known limitations and
pain points unique to CWNs, building on earlier research efforts. This thorough
investigation provides a strong basis for the next investigation of appropriate network
management interfaces. As a guide, the chapter presents a clear summary of the
key factors influencing the field of research and offers insightful information about
the dynamics of community-driven networks. The following chapter provides the
methodology of this research.
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I have published some parts of this methodology in the AfriCHI paper and CoLRN
Report [60, 36].
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3.1 Research Design and Philosophy

This study employed a community- and user-centered design (UCD) approach, em-
phasising the practice of prioritising the community and users in the design and de-
velopment process of a product tailored for their specific needs [108]. This method
allows participants from the community and users’ feedback, contributions, and opin-
ions to influence the design of the final product. UCD promotes local ownership to-
wards community-based tasks, which places the interests of community members on
concepts such as responsibility, power, and control towards community assets [128].
This research adopted a qualitative approach, analysing participant perspectives to
comprehend the ’what, where, when, or who, why, and how’ aspects of decision-
making. By concentrating on these elements, the qualitative approach assists in
identifying challenges and experiences associated with community-led network man-
agement [2, 121]. This methodological choice aligns with the insights presented by
Zewski et al. (2020), indicating the significance of qualitative approaches in delving
into the deeper layers of decision-making processes not just what, where, when, and
who [121].

For this research, I am working with rural and township settings; for example,
Janastu and Mamaila CWNs are located in rural areas, while Inethi, Soweto Wire-
less User Group (SOWUG), and VNET are located in township areas. The UCD
method helps to customise the solution for the community and its users to en-
sure that the solution meets the user’s environment and living circumstances in
marginalised communities. Community and user-centred design benefit the com-
munity by helping HCI researchers understand the needs and preferences of the
users. This user experience will assist in building the features of the platform and
reaching the goals of this research and the community. In addition, community and
user-centred design are built upon an unambiguous understanding of community
members, their tasks, and environments. This method also allows the solutions to
be user-centred and evaluated by the users’ experiences [75]. The participants will
be involved in the design and development method, which is iterative. The users
require a platform that is easy for them to use because they are part of its design
[123]. Community and user-centred design is the right method that suits this re-
search because the community wireless network is a community entity that is shared
among the community members that need equal access to the internet. Therefore,
the participation of users in this research is a requirement to ensure that the de-
sign and development of the network management platform for CWNs are based on
users’ needs and preferences.

Semi-structured interviews were employed in the study since they are non-standardised
and are commonly used in qualitative analysis to answer RQ1 (What challenges in-
hibit CWN operators and community members from managing their CWNs?) and
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RQ2 (How do CWN operators envision the management of CWNs?). In addition,
to achieve the objectives of this research, which are to explore the current network
management interfaces for existing CWNs in South Africa and India, to examine
and analyse the existing platforms of Inethi, VNET, Mamaila, and SOWUG net-
work management interfaces, to identify the needs and challenges that the existing
CWNs face in managing these networks. Utilising a qualitative research design, we
employed semi-structured interviews to investigate the experiences of local network
operators and the issues faced by communities in managing their identity networks
when sustaining CWNs. Interviewing is a versatile and potent method for captur-
ing individuals’ perspectives and interpretations of their experiences. To acquire
the skill of conducting semi-structured interviews, one must go through six distinct
stages: (a) choosing the appropriate interview format; (b) establishing ethical prin-
ciples; (c) formulating the interview protocol; (d) carrying out and documenting the
interview; (e) refining the interview protocol [102]. The selection of semi-structured
interviews as the optimal approach for this study was based on their capacity to
facilitate the modification of interview questions. Additionally, they enable the in-
terviewer to thoroughly investigate and extract answers that are highly pertinent to
the study [67].

Qualitative data was obtained through interviews carried out with local network
operators and prospective local network operators from the different CWNs in South
Africa and India.

3.2 Stakeholders and Participant Recruitment

The involvement of stakeholders assists with maximising participant recruitment for
better participation [31]. At the beginning of this study, I was invited by a stake-
holder from Inethi CWN from Ocean View to attend the School of CWN training
that was happening for a week in Cape Town. I honoured the invitation, and I facili-
tated participant recruitment for this study at the CWN training as I found different
local network operators from different CWNs in South Africa. I purposefully invited
community participants and community wireless operators per site and used differ-
ent methods for data collection to get insights into their everyday challenges using
and managing community network platforms. I chose these participants because
they are affiliated with existing active community wireless networks. They are also
involved in leading and assisting other community members with network manage-
ment activities. In addition, they also take part in solving the connectivity issues
that might occur on the network. Participants were selected from existing CWNs
in South Africa and India, mainly Inethi OV CWN, VNET Khayelitsha CWN, Ma-
maila CWN, Soweto Wireless User Group (SOWUG) CWN, and Janastu Servelots
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CWN. The managers or leaders of these CWNs chose the community members who
would participate. Each participant was required to own a personal computer or a
smartphone to participate in this research.

The classes of users within a CWN that participated in this research are defined as
follows: A remote expert network manager is someone who has appropriate or ex-
cellent network skills [77]. Remote expert managers handle most technical network
problems by replacing devices, doing installations and configurations, troubleshoot-
ing the network problems, and setting up the networks. However, they are not based
on the site [77]. While local semi-skilled network managers and operators have av-
erage technical network skills, they work closely with the remote expert managers
and can handle network troubleshooting, installations, and sorting out user prob-
lems, but they still rely on remote expert network managers. Lastly, prospective
local network operators or non-expert end users are CWN users that have a basic
understanding of networks, and they rely on local semi-skilled network managers or
local network operators for their network problems [77].

3.3 Research Context

As mentioned before,this research project spanned across two diverse countries,
South Africa and India, with a focus on community wireless networks (CWNs).
In South Africa, the study site was the Inethi Network, located in Ocean View, ap-
proximately 30 kilometres outside Cape Town. Ocean View is a semi-urban township
with a vibrant community wireless network that not only provides internet access
but also hosts essential local services. Another significant South African participant
was the Mamaila Community Network (MCN) in Limpopo, Roerfontein, which orig-
inated in 2019 as a pilot project testing the feasibility of establishing a WiFi network.
The Soweto Wireless Users Group (SOWUG) in Soweto, Johannesburg, initiated in
2010 as a non-profit organisation, also played a crucial role in this research. Moving
to India, our research included the Janastu COW mesh in Devrayandurga, South
India, where Janastu has set up a lab with a mesh network known as Community
Owned Wireless Mesh (COW mesh). Additionally, the Maya Health COW KII in
Channapattna, associated with the Movement for Alternatives and Youth Awareness
(MAYA), added a valuable perspective to our cross-cultural investigation. Lastly,
VNET in Khayelitsha, South Africa, stood out as a mesh community network with
WiFi access points, contributing to the rich tapestry of our research findings.
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3.3.1 CWNs Governance, Structure and Technology

This subsection describes some of CWNs discovered at the time of this study,contexts
for each CWN, offering insights on governance, structure, and hardware as gleaned
from our interviews. Our workshops and fieldwork took place primarily with two
CWNs in India and one in South Africa, but I also conducted interviews with oper-
ators of additional CWNs in South Africa(Refer to table 3.1).

• Inethi Network (Ocean View, South Africa)

In South Africa, our site is in Ocean View, about 30km outside Cape Town.
Ocean View is a semi-urban township community that has a deployed commu-
nity wireless network that supports the community with access to the Internet
and hosting local services. In contrast, Focus is a community-owned wireless
network deployed in Ocean View in Cape Town, South Africa. The Focus com-
munity network project was a collaborative project by the HCI and ICT4D
researchers from the University of Cape Town and the OVCOMM Dynamic,
also referred to as the Ocean View directors, that are residents from Ocean
View. Most residents from Ocean View are bandwidth-constrained due to the
non-affordable prices of mobile data and WiFi packages. The Inethi network
infrastructure is setup only in some parts of OV community, at the time of this
study they had 9 mesh setup with 20 access point, while they would actually
need about 300 access point setup the cover all the area of OV.

• Janastu COW mesh (Devrayandurga, India)

While in India, our site is in Devrayandurga village in South India. In De-
vrayandurga, Janastu has a lab setup of a mesh network called Community
Owned Wireless mesh (COW mesh). Janastu1 is a software company from
Bengaluru in India that operates a community network in Durgadahalli village
in South India. Janastu was formed in 2002 by Servelots as a collective and
non-profit organization that focussed on supporting other communities and
non-profit organizations with their needs. Since 2004 Servelots and Janastu
have started working on WIFI mesh networks with volunteers and local com-
munity members to set up wireless mesh networks. In 1999, Servelots started
an initiative called the Pantoto project that focused on developing web soft-
ware to manage community knowledge.

• Maya Health COW KII (Channapattna, India)

Movement for Alternatives and Youth Awareness (MAYA) is a Karnataka-
based non-profit organization established in 1991. MAYA health addresses so-

1https://www.apc.org/en/user/1715/
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cial issues of education/vocational training, Healthcare and Livelihoods. Cur-
rently, MAYA has two programs- MAYA Health and Livelihood and a newly es-
tablished community network called: The Community Owned Network Knowl-
edge Infrastructure (COWHKI) project found athttps://mayahealth.net/.

• Mamaila Community Network(MCN), Mamaila, Limpopo, South Africa

Mamaila Community Network (MCN) started in 2019 as a pilot project to test
the viability of establishing a Community Network (WiFi network). In 2019
the pilot provided free Internet for three months in Limpopo Roerfontein, one
of the villages under Mamaila Tribal Authority, connecting a church, a school
and a Disability Centre. MCN aims to provide affordable Internet access to
community members.

• Soweto Wireless Users Group (SOWUG), Soweto, Johannesburg, South Africa

Soweto Wireless User Group(SOWUG) is a community network in Soweto,
South Africa. SOWUG started in February 2010 as a Non-Profit Organization
that seeks to promote information sharing through wireless communication.
Johannesburg Wireless User Group established SOWUG, which provided wire-
less services through game playing and chatting to friends who have deployed
the WiFi networking at their homes.

• VNET, Khayelitsha, South Africa

V-NET is a mesh (Wi-Fi Access Points) community network in a Cape Town
township, well known as Khayelitsha. The community network was introduced
to provide affordable access to the Internet and offline services in low-income
areas in Cape Town. It is also a collaboration between local communities in
Cape Town, and the city of Cape Town2.

3.4 Data Collection

This research used a qualitative methodology approach for data collection, platform
demonstration, and evaluation. The purpose of a qualitative methodology approach
is to offer an all-inclusive context on qualitative data for the use, design, and de-
velopment of the network management interface for CWNs. Qualitative approaches
are frequently known to be more flexible and subjective, which makes them more
suitable for this research.

During the interviews and workshops, the participants and the researcher discussed
the network management experiences of local network operators to identify chal-

2https://vnet.vpuu.org.za/
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lenges. Challenges identified from interviews were used in the co-design workshops
to help better understand network management from a local network operator per-
spective, brainstorm solutions, and co-design by sketching possible improved network
management interfaces. The researcher provided drawing papers or boards and pen-
cils or pens. A maximum of two prototyping sessions were used to draw up designs
and choose the best ones.

I carried out interviews with participants from CWNs in South Africa and India.
However, I only carried out the fieldwork workshops with one CWN in India and
one in South Africa because it was challenging to conduct co-design workshops
with all CWNs due to funding, geographical limitations, and the availability of the
stakeholders at the time of this research. However, the interviews were carried out
with more participants, as they included network operators from additional CWNs
in South Africa. This data collection stage took place between June 2021 and June
2022. During that period, I conducted three phases with a total of six workshop
sessions.

3.5 The 3 Phases of the Methodological Approach

Below are three steps the researcher took in conducting this research. I opted for
the three-phase approach due to time constraints in completing this project. Nev-
ertheless, this three-phase method can be used to identify the problem.

Table 3.2: Timeline of Activities

Activity Timeline
Participant Recruitment June 2021 - August 2021
Interviews November 2021 - February

2022
Co-design Workshops April 2022 - September 2022
Deployment Workshops July 2022 - September 2022
Asynchronous Feedback October 2022 - January

2023
Analysis September 2022 - July 2023
Interface Development October 2022 - November

2023

3.5.1 Phase 1: Interviews

In this phase, I focused on understanding the current network management practices
and pain points through contextual inquiry and semi-structured interviews for the
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identification of key management activities, NM features, and experiences with ex-
isting interfaces(See Appendix C). This study interviewed 18 participants (15 from
Cape Town and 3 from India), ranging from a combination of network management
experts, local network managers or operators, and prospective network operators
from Inethi OV CWN, VNET Khayelitsha CWN, Mamaila CWN, Soweto Wire-
less User Group (SOWUG) CWN, and Janastu Servelots CWN. First, I wanted
to learn about the participants’ backgrounds and how they had been involved in
wireless network technical training before being associated with their CWN, or net-
work management. Second, I also asked our participants to discuss their experiences
with existing network management interfaces and how they used those platforms.
Third, I explored how participants got involved with their community network at the
management level, their current roles in their CWN, how participants envision sim-
plified network management interfaces, and most importantly, the challenges they
face when solving day-to-day network problems. Identifying their challenges, expec-
tations, and experiences with managing their CWNs, specifically with the current
NMIs that they are using, assists this study with answering RQ1. See details in (Ta-
ble 3.1) under phase 1. The insights obtained from these interviews are presented
in Chapter 4.

Question Number Interview Question
1 Tell me about Yourself?
2 Do you have access to the internet? How do you access the internet?
3 When/how did you start getting involved with your CWN at man-

agement level?
4 What role do you play in your CWN?
5 Can you set up a network?
6 Have you used any network management platforms before?
7 How much do you know/understand about the community wireless

network? (Understand how they perceive the network)
8 Which platform do you use to manage the network? / Which plat-

forms if there are many?
9 What challenges do you face when managing the network?
10 Which resources do you consult when fixing/monitoring your net-

work to understand what you are dealing with?

Table 3.3: Shows the interview questions of this study.
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Figure 3.1: This image shows the early findings from the Interviews during Phase 1
of this research. They were discussed and validated in Phase 2 by both Ocean View
and Devraynadurga sites.

3.5.2 Phase 2: Co-Design Workshops

During this phase, I conducted one workshop with 15 participants in Ocean View,
South Africa, and one workshop with 5 participants in Devraynadurga, India, fol-
lowing the same workshop protocol(See Appendix D). See details in Table 3.1 under
phase 2. I intended to educate participants about network management through
workshops by first examining their comprehension, attitudes, perspectives on net-
work management, and current CWN management practices. This was aimed at
co-designing network management interface prototypes. The primary goal was to
engage in discussions concerning NMIs, rating them, and enhancing their features
based on the suggestions and views provided by the participants. The co-design
methodology was instrumental in capturing the challenges associated with existing
NMIs and generating user-centred solutions. Collaborating with the participants
and deliberating on NMIs not only facilitated a deeper understanding of the exist-
ing challenges but also fostered community engagement and a sense of ownership
in the final co-designed NMI. Collaborating with participants to co-design an NMI
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Figure 3.2: First Workshop Activity: Identifying, discussing and relating to chal-
lenges from Interviews

aimed at significantly contributing to answering RQ3; additionally, the participants
were observed while responding to questions and working within their environments.

Workshop Activity 1: Relating to Challenges from Interviews

The aim of this activity was to validate the findings obtained in phase 1 and deter-
mine the priorities of the participants. A selected subset of participants was divided
into two or three groups. Each group was tasked with providing feedback on the
designs developed in phase 1, offering comments and reviews.

Workshop Activity 2: Co-Designing NMI Prototypes

After discussing challenges with participants in Activity 1, I distributed bigger
posters that I called the new interface design, printed screenshots of the UISP in-
terfaces (e.g., dashboard, devices, sites, map), sticker pads, marker pens, and colour
paper materials for redesigning the network management interface. The participants
were divided into 3 groups, with each group having 5 people. Participants discussed
the areas they wanted to change in groups, using the challenges that they presented
and coming up with new suggestions. Phase 2 focused on prototyping two specific
features: the display of active network sites (for instance, OV High School Site 1)
and an end-user site map. These prototypes were intended to build on the insights
gathered from interviews, further exploring the challenges and experiences faced by
the participants.

In Ocean View, I divided the participants into three groups and guided them through
a video I created to familiarise them with the Unifi Network Management application
used by Inethi CWN. The video showcased various aspects of the Ubiquiti Internet
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Figure 3.3: Second workshop activity: Brainstorming and designing network man-
agement interfaces

Service Provider (USIP) platform, including the landing page, dashboard, and lo-
cating additional information. Following the video session, I facilitated discussions
within each group to explore the participants’ comprehension of network manage-
ment and the UISP interface. I encouraged them to delve into the features and
visualise how network management played out in their community. The subsequent
activity aimed to validate the early interview findings. A list of significant chal-
lenges identified during the interviews was shared with the participants, initiating
discussions on their perceptions of these challenges and prompting them to identify
any new challenges arising after watching the instructional video. Upon identifying
new challenges, I provided participants with poster boards and markers to collab-
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oratively design a network management interface, sketch user interfaces, or create
websites. The co-design workshop protocol was consistently applied (See Appendix
D). Following the sketching process, cognitive walk-through sessions were conducted
to understand their interface sketches more, where participants elaborated on their
interface sketches. Descriptions of their solutions were presented by them for clarifi-
cation and refinement, allowing for a deeper understanding of their intended designs.
Visual drawings created by the participants were to be used for analysis. In addition,
participants were asked to present their prototypes to the other groups. During these
presentations, participants shared feedback and thoughts on the prototypes devel-
oped by other groups. This interactive session facilitated a comprehensive exchange
of ideas and perspectives.

Workshop Activity 3: Prioritising the New Changes

After the participants presented their new designs, I gave them pink sticker notes
that represented high priority. Using the prototypes produced by participants with
different features, I asked them to each place their two sticky notes on features that
they considered important to be improved. The top 3 features among all will be
used in the phase 3 deployment session. The insights and prototypes obtained from
co-design workshops are presented in Chapter 5.

Site Locality Community
Network
Maturity

Key Ser-
vices

Internet
Type

Hardware

Ocean View
(Inethi
Site)

Peri-urban Newly es-
tablished

Currently
free;
voucher-
based

Internet
in a box
(Wikipedia,
Ted Talks,
Khan
Academy)

Nextcloud,
Ubiquiti
AC Mesh
nodes con-
trolled by
Unifi

DD Hills
(Janastu
Site)

Rural Since 2014 Since 2021
Free access

Mix, re-
claimed
routers

Ubiquity
hardware,
nanobeams

Table 3.4: Overview of the community networks that participated in the co-design
and deployment workshops

3.5.3 Phase 3: Deployment Workshops

For phase 3, I carried out deployment workshops with both sites in table 3.4 following
the same protocol (See Appendix E). I started the workshops by revisiting the idea
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of network management at each site with our participants and recalling some out-
standing outcomes from the first focus group discussions and co-design workshops.
See details in Table 3.1 under phase 3. I then proceeded to introduce participants to
the Radius Desk (Mesh Desk), the prototype I intended to deploy. In this activity, I
showed the participants around the mesh desk interface and showed them different
aspects, i.e., how to add access points and users, monitor the devices, and allow
participants to ask questions and discuss their thoughts about the interface. The
second activity followed this, a live demonstration of adding devices and clients to
the interface and allowing participants to ask questions or have a discussion. To
avoid interfering with the existing community wireless network infrastructure, I set
up a mini mesh network composed of two AC mesh routers, a mini flex switch, and
NetGate for live demonstration purposes. During the third activity, I tasked our
participants to try adding network devices and clients to the interface themselves.
During this activity, I took the participants through the process of flashing devices
with the correct firmware compatible with the Mesh Desk software. Lastly, I con-
ducted a feedback session with our participants regarding their experience using the
interface, adding devices and clients, and their general thoughts on the interface.
The insights obtained from these deployment workshops are presented in Chapter
6.

3.6 Evaluations and Asynchronous Feedback

In this section, I describe the last session of this study. I collected asynchronous
feedback from some participants two weeks after the prototype demonstration work-
shops. I requested feedback from the RadiusDesk (Mesh Desk) deployment and
demonstration regarding the challenges they encountered while using the Radius-
Desk interface independently and how many times they used it. The feedback’s
purpose was to track participants’ interest and engagement and to motivate changes
I could make to the interface. For the asynchronous feedback, I only requested it
from 10 prospective and local network operators from Janastu and Inethi/Focus that
were present at the deployment workshops.

3.7 Data Analysis

In this research, thematic analysis served as the framework for the analysis of data
acquired from a combination of interviews and workshops. This methodological ap-
proach allowed us to systematically identify, analyse, and interpret patterns of mean-
ing within the qualitative data, thereby facilitating the extraction of key themes and
insights [124]. Through a process of data coding, categorization, and theme develop-
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ment, I navigated the complexities of our dataset to breakdown significant findings
and gain a comprehensive understanding of the underlying patterns that emerged
from the narratives shared by participants [23]. Thematic analysis not only pro-
vided a structure for organising the diverse perspectives gathered during interviews
and workshops but also enabled us to unveil nuanced connections and uncover valu-
able insights that contribute to the broader scope of our research objectives on the
experiences of local network operators.

Code Number Interview Codes
1 Number of years spent in CWNs (experience)
2 Training and knowledge for CWN
3 Role/Responsibilities in CWNs
4 Most Common NM Platforms
5 Features of NM on each platform
6 Time to learn manage platforms
7 Reasons for using different platforms
8 Lack of background knowledge
9 CWN as a means to achieve other goals
10 Experience and Challenges with using different platforms
11 Time to build the network
12 Challenges with each platform USIP
13 Monitoring User’ Network use
14 Guidelines to use or manage a network
15 Velocity of network
16 Terminology of existing interfaces
17 Historical data in platform
18 Monitoring devices in network
19 Assistance to manage the network
20 Extra resources to consult
21 Devices connecting to a particular hotspot
22 Experience with using UISP platform
23 Participant level of understanding network management: Partici-

pant is a local network operator

Table 3.5: Show the codes generated from interview scripts during the analysis
process

Our data collection produced 13 hours of recording from 4 workshops and 25 inter-
views. After each interview or workshop, I transcribed the recordings for analysis.
I conducted a thematic analysis by first reading through the transcripts from the
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interviews and highlighting the codes (See table 3.5) that formed the themes as they
emerged[30, 22]. After grouping all the similar themes, I compared them to the visual
drawings and the themes from the workshop transcripts. I looked for specific themes
guided by our research questions, mainly tracing local network operators’ challenges
when managing the network, their experiences, and how community members ex-
perience network management. Some of the themes that I focused on included the
characteristics of our participants, their current roles in their community network
management, their forms of training or education level, how they currently man-
age the network, the current network management interfaces that they are using,
and the resources that they consult when troubleshooting their community wireless
network.

3.8 Ethical Considerations

This study conducted online interviews, lasting between 20 and 35 minutes, through
video conferencing applications such as Zoom, Teams, and WhatsApp. Before com-
mencing the interviews, the interview guide went through a thorough review of its
content and flow errors by sharing it with supervisors. Subsequently, a convergence
of the interview questionnaire was performed to ensure its adequacy in achieving
the research objectives and addressing the research questions. This approach to
ethical clearance and interview preparation laid the foundation for the study’s data
collection process.

The data obtained from interviews and observations was interpreted and documented
in note form. This research data has been duly recorded and is stored on a Microsoft
Teams channel, backed up on my University of Cape Town OneDrive platform.
Participants were also informed about where I was storing the data.

3.9 Methods Limitations

During the course of this study, the challenge was the COVID-19 pandemic. De-
pending on the COVID-19 lockdown regulations in effect during the data collection
period, interviews were conducted online. Online interviews were only arranged
when in-person gatherings were prohibited due to COVID-19 regulations. The re-
searcher had selected appropriate venues for face-to-face interviews, ensuring their
duration was limited to one hour or less, contingent on the agenda. However, face-
to-face interviews could not happen due to different circumstances such as some
participants were from CWNs in Bangalore (India), Johannesburg (South Africa)
and those in Cape Town. For online interviews, participants were given the option
to choose from various video conferencing tools such as Zoom, WhatsApp, airtime
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calls, SMSs, Microsoft Teams, Google Meet, or Skype. Online interviews were ap-
proximately 30 minutes in duration and were recorded for subsequent analysis and
study purposes. Participants were requested to select their preferred platform, and
the researcher assisted them with mobile data.
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3.10 Chapter 3 Summary

This chapter provided a detailed research methodology, focusing on the application
of the user-centred design (UCD) philosophy in a qualitative study. Employing in-
terviews and workshops, this research engaged participants to gain insights into their
experiences with community wireless network (CWN) management and to identify
challenges faced by local network operators and community members. This chapter
delved into the design philosophy, emphasising the significance of actively involving
individuals in the design of network management interfaces (NMIs) to consolidate
collective experiences and integrate end-users’ perspectives. The research design,
stakeholders, and participant recruitment strategies are outlined, providing a foun-
dational framework for the study.

The methodology unfolds through various phases, starting with a contextual in-
quiry that needs assessment involving interviews (Phase 1). Co-design workshops
follow in Phase 2, aimed at affirming and consolidating findings from the initial
phase. The third phase involves deployment and prototype demonstration work-
shops, creating a holistic approach to understanding and addressing the challenges
in CWN management. The incorporation of asynchronous feedback, data collection,
and ethical considerations are discussed, ensuring a comprehensive and ethical re-
search approach. The chapter concludes with a discussion on data analysis methods
and acknowledges the limitations of the chosen methodology, providing a transpar-
ent overview of the study’s scope and potential constraints. The following chapter
provides findings and discussions from the interviews for this research.
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Table of Participants
Phase Method Session Participants Settings
Phase 1:
Contextual
Understanding,
Needs Assessment,
Gathering
Requirements

Semi-
Structured
Interviews

S1 15 participants
4 prospective
network opera-
tors
4 network oper-
ators
4 network users

Ocean View (10)
Soweto (2)
Khayelitsha (2)
Mamaila (1)

I1 10 participants
3 network man-
agers
7 network users

Channapatna (7)
Devraynadurga (3)

Phase 2:
Co-Designing the
Network Management
Interface

Co-Design
Workshops

S2 15 participants
network users

Ocean View, South
Africa

I2 5 participants
2 network man-
agers
3 network opera-
tors

Devraynadurga, India

Prototype
Demo
Workshops

S3 8 participants
5 network users
3 network opera-
tors

Ocean View, South
Africa

I3 5 participants
1 manager
3 network opera-
tors
1 designer

Devraynadurga, India

Phase 3:
Asynchronous
Feedback

S4 3 network opera-
tors

Ocean View, South
Africa

I4 2 network opera-
tors

Devraynadurga, India

Table 3.1: Shows the number of participants from South Africa and India throughout
the data collection phases 46
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Some initial findings from chapter 4,5 and 6 were published and presented at AFRICHI
2023, COMPASS 2023 and in the CoRLN report [60, 36].

4.1 Respondent Distribution and Its Impact on

Chapter 4 Findings

In this chapter, it is important to note that the majority of respondents are from
South Africa, with a total of 15 participants from different Community Wireless
Networks (CWNs) compared to 10 participants from India. Specifically, the South
African participants included 4 prospective network operators, 4 network operators,
and 4 network users from Ocean View (10), Soweto (2), Khayelitsha (2), and Ma-
maila (1). On the other hand, the Indian participants comprised 3 network managers
and 7 network users from Channapatna (7) and Devraynadurga (3). This distribu-
tion contributes to a greater volume of findings originating from South Africa, which
may influence the overall emphasis and themes identified in this chapter. The pre-
dominance of South African data does not diminish the value of insights from India
but highlights the context-specific challenges and solutions that are more promi-
nently discussed. Future research could aim to balance the number of respondents
across regions to provide a more evenly weighted comparative analysis.

4.2 Barriers to Community Network Creation and

Growth

In the book ”Internet for the People by the People,” Belli (2017) extensively exam-
ines the barriers to creating and scaling community networks. A primary obstacle
is the lack of awareness about the potential benefits of Internet access and the
possibility for communities to establish their own networks [11]. In addition, finan-
cial challenges, particularly in low-income areas, are emphasised, with communities
struggling to afford necessary devices and facing additional costs related to power
infrastructure due to unreliable or nonexistent electricity grids. The lack of local
technical expertise further complicates matters, requiring communities to rely on
external assistance for network setup and maintenance [11]. The perpetual cycle of
training and retraining is exacerbated by the migration of knowledgeable individuals
seeking better opportunities, leaving behind a void of essential skills. The complex
web of challenges, including the lack of available telecommunications equipment do-
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mestically, further complicates the establishment and sustainability of community
networks [14].

Moreover, looking into post/neocolonial power dynamics in African Community Net-
works (CNs) Nicola Bidwell’s survey of 37 Community Networks (CNs) across 12
African countries, the complexity of these networks is explored through the lens of
post- and neocolonial power dynamics [19]. Drawing inspiration from Fanon’s obser-
vations on communication restrictions, the study highlights the importance of politi-
cal structures, economic resources, and technological standards. Bidwell argues that
CNs in Africa form alliances to address gaps left by electric and telecommunications
capitalisms, challenging the notion of a ’universal’ paradigm and contributing to the
emergence of alternative identities in the realm of innovation [19]. This perspec-
tive aligns with Luca Belli’s emphasis on the need for experimentation and analysis
of CNs. Belli emphasises the distinctiveness of CNs, characterised by bottom-up
initiatives and community-driven infrastructure development, providing a potential
solution to digital divides [11].

4.3 Understanding Practices in CN Management

through Online Interviews

This research employed online interviews conducted in India and South Africa with
local network operators and prospective network operators from different CNs. The
interviews happened online due to COVID-19 restrictions in place during the time
of this study. All participants, including local network operators and prospective
network operators from various CNs, were subjected to the same set of questions.
The focus of this phase of the study was to understand the prevailing practices and
challenges in network management through contextual inquiry and semi-structured
interviews aimed at identifying challenges, key management activities, and expe-
riences with existing interfaces. The initial objective was to gain insights into the
participants’ backgrounds, specifically their involvement in technical training related
to wireless networks before their association with their Community Wireless Net-
work (CWN) or network management. Subsequently, participants were prompted to
discuss their encounters with existing network management interfaces and elaborate
on their utilisation of these platforms. The third area of exploration delved into how
participants became involved in the management of their community network, their
current roles within their CWN, their visions for simplified network management
interfaces, and, significantly, the challenges encountered in addressing day-to-day
network issues. By identifying the challenges, expectations, and experiences of par-
ticipants in managing their CWNs, particularly with the current NMIs in use, this
study aimed to address Research Question 1. All participants answered the ques-
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tions with great enthusiasm. However, most participants from South Africa could
not answer all the questions as they did not use NMI or were not aware of the specific
platforms being used in their CNs, but they assisted with the annual CN setup and
troubleshooting.

4.3.1 Backgrounds and First Interests in CWNs Stories

During the interviews, each participant spoke about themselves and their interest
in community wireless networks. Participant 1 that will be referred to as P1 (and
other participants from P1 to P10 as indicated in the table of participants table
3.1) in the rest of this dissertation, said that he is a proud Ocean View community
member and educator at the local high school in Ocean View. He also stated that he
is one of the founding members of the Inethi community wireless network in Ocean
View (OV). He got involved with CWNs 2017, saying that at that time his portfolio
into community wireless networks(CWNs) was into network security, and one of the
solution that he identified was to establish a local voucher or community voucher or
even a community currency, he said,

I realised that for this community voucher to work there is a need for a
low cost access to Internet for community members, I was looking into
the use of cellular networks but mobile data was too expensive for all of
them, I could not find reasonable rates. At this point, cellular networks
were not an option” He said that he was then introduced by his friend to
a community wireless network expert that was looking forward to setting
up a community wireless network in the Ocean View community.

They met up at a local CWN workshop that was held at Ocean View with locals.
The network expert was looking forward to establishing a wireless network for the
Ocean View Community and at that time he needed a buy-in (support) from the
community. Since he knew a lot people within the OV community and community
leaders, he agreed to assist with getting support from the community.

Our second participant (P2) happily expressed that he spent most of his time in
Soweto connecting people wirelessly and he also recently started using fiber as he is
actively consulting with other ISPs around the country, consulting with community
networks, and currently in the process of building the community school network
content. He got involved in CWNs in 2010 but prior to that he was working for
MTN for seven years. He took part in founding the Soweto Wireless User Group
with others in 2010. He also joined Johannesburg Wireless User Group, and started
assisting building the networks around the year 2015 to 2016.
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4.3.2 Insights into the IT Knowledge Landscape of Local
Network Operators

This section describes the IT and wireless network technical understanding of local
network operators.

Participants expressed that it is challenging for someone to understand and work
around solving wireless network technical failures without IT technical education or
training in this area. Our participants voiced their professional/career backgrounds
and how they manage to work around CWNs without any training.

Our first participant (P1) expressed that he does not have sufficient network tech-
nical knowledge, he said

I do not really know much about the network and its technicalities but
most of what I know I learned from the university professor that assists
me with network management

. He expressed that he has been managing with Inethi network management with
the assistance that he gets from the Inethi network deployment partners from the
university, he relies fully on them. Since he is based on the site of the network, he
usually calls the university network manager to assist. He ends up sharing screen and
giving him access control to solve some of the issues that he comes across. P1 also
stated that he is recently planning to go for network training that he has registered
for with the APC association as he recently joined the APC.

Moreover, P2 outlined that he has been involved in telecommunications for the past
10 years now, and he understands most of the network technical components. Even
though, he does not understand everything he said,

I can’t say I know everything about wireless technologies and telecommu-
nications technologies, but I am still learning and trying to understand
them, it keeps getting better on a daily basis.

When it comes to community wireless networks, he has limited knowledge because
he mostly worked with mobile networks and he experiences challenges when fixing
wireless networks.

4.3.3 Local Network Operators Roles in CWN Management

This section shares the roles that local network operators play in the network man-
agement of their community networks.

Participants played different roles in the establishment and maintenance of their
CWN. They stated their roles in the community wireless network they belong to
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during interviews. P1 outlined that his role as a director of the InethiCWN was
to get the community to support the InethiCWN from the beginning, he later got
involved in overseeing the network onsite and assisting community members with
connecting to the network. At this point he is involved in the network expansion
and identifying the needs of the community besides just having Internet access.

P2 expressed that his role in their CWN is very hectic, as he is responsible for
overseeing that the network is stable, there is sufficient power, the network has
redundancy and for that their main contractors that help them with the upkeep
and running are updated. He has also been training other community members
from Soweto on the upkeep and running of the network by teaching them simple
troubleshooting solutions. He said,

I have trained other guys in the organization on how to take care of the
network as well.

4.3.4 Community Wireless Networks Current NMIs

This section is about the current network management interfaces that the community
wireless networks in this study used at the time of this study.

Participants expressed the interfaces that they use to manage their community wire-
less networks. Participants from OV CWN indicated that they are currently using
4 platforms to manage the network. They are using UNMS platform, which is now
rebranded to USIP, The Can-Beams platform, P-f Sense, and MiKroTick. They also
indicated that they use Ubiquity (UNMS/USIP platform) to manage the on-board
antennas and devices, the Can-Beams platform does the same job as the UNMS
platform by monitoring the Can-beams used in the network. They use the P-f-sense
platform to monitor the devices, see how many leases and devices are connected to
the network. P1 said that they use the P-f Sense platform to monitor the networks
throughput that is running through the p-f sense firewall. He said that

so from there than I can see how many unique devices are roaming around
our network hotspots, I can also see what the data consumption is at
specific times

.

4.3.5 A User’s Perspective on Challenges

This section highlights one of the challenges with using existing network management
platforms.
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Participants also expressed the challenges they experience when using these plat-
forms to manage the specific aspects of the network. P1 said

It’s challenging at times because I find the ubiquity platform easier to
work with I understand it much better. I also find it to be a lot more
intuitive compared to can beam because I do not have a network back-
ground and with ubiquity it handles a lot of the things in the background
so it’s a lot easier to deploy because initially what we have found with
community network, I did not get involved because I studied computer
science or network engineering for me to have a network was only a
means to an end. Therefore, a lot community networks around South
Africa get started in network where the organization they do implement
it is not a core function. It is an organisation like Living Hope in my
case it was just food guidance and food security but for me to get to
what I wanted I had to first help and assist with getting a network up
and running. Consequently, within a lot of the other cases that I were
exposed to it is the same thing the organization is in health and they just
need the platform to reach beneficiaries but now they are also finding
themselves in building a community network which you do not have any
real understanding of and all you want to do is have a network up and
running. It should not be taking you three, four five years of your time
to put a network up like this, because the longer you take the more you
lose people’s interests because it is not their core function to begin with.

4.3.6 Resources Used by Local Network Operators

This section talks about some of the resources that local network operators find
useful for network management assistance.

Managing a community wireless network can be challenging when it comes to trou-
bleshooting your network failure errors. There is a need for guidance and resources
to assist locals with managing their community networks. I asked our participants
during the interview to outline the guidance and resources that they use in order
to make successful troubleshoots to their networks. Participants stated that they
consult online resources such as YouTube and google to search for answers to their
problems by finding similar scenarios on the Internet and trying out different solu-
tions. They also expressed that they are connected to different people in the CWN
industry, and they often call each for help.

Participant 1 (P1) said/ I have been exposed to different people since
I got involved in community wireless networks, I am in contact with
the one of the co- founder of InethiCWN and he always assists me with
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troubleshooting and guiding me this far. I cannot properly explain the
network problems to him but just when I explain it to him, he under-
stands what is wrong and he always assists by solving the problem or
telling me how to solve the problem

Participant 3 (P3) also stated that when he uses online resources such as YouTube, he
encounters problems when trying to resolve errors while following a certain tutorial.
He said that

I will always follow a tutorial until a certain point where I find that
certain elements were not covered, and those small things get me stuck.

Participant 2(P2) expressed that even though the Internet has been quite useful
when it comes to assisting him with troubleshooting, the experience of fixing and
setting up community networks from scratch is very valuable because you continue to
solve same similar problems with the previous solutions that you applied to previous
problems. Participant 2 said

The experience comes in handy at this stage once you have done this
thing for over two years. Once you have experience a problem that you
have encountered two years ago, and you know exactly how you resolved
it, On the other hand,you also have other community networks calling
you about a problem that you have never come across, yet you can come
across it the following weeks.

Participant 4 (P4 ) also expressed that

experience is a super advantage but guidance and relationships with
other community wireless networks is key because those people go through
the same experiences that you have. You will never find sometimes even
your equipment that you currently use they don’t have those answers
when you have issues so its issues that are on the ground and that you
share as technicians or as people are installers. I share common problem
and I have got a database. I have got a knowledge database whereby
every scenario is painted across and how its resolved. So that database
and just the relationship amongst most technicians will help you go a
long way as a community network.

This research also found that participants are interested in upskilling through net-
work by creating tutorials about network development and management on the
network that local members of the community can learn and self-training through
tutorials. There is need for strategies to make a self-sustainable network for the
community when the network is fully managed and maintained by the community.
Participants also indicated that they have access to activities and workshops con-

54



Community-Centred Network Management for Community Wireless Networks
(CWNs) Ndinelao Iitumba

ducted by the Inethi network to train community members, helpline and chatgroup
on the network for the community members.

Summary of Challenges identified from the interviews from all partici-
pants

• Do not understand the interface graphs

• I do not understand words like bandwidth, throughput that are used on these
interfaces

• Not being able to find the devices connected to the network (Users)

• Not knowing what everyone is using the network for/being able to monitor
this

• Maintaining hotspot power

• Difficulty with navigating on the interface

• There are just icons, no words until you click on the icons

• Difficulty with finding the menu

• The first presentation which is the Dashboard is hard to understand/to locate
what I need to find after I login

• There is no information for help, on how to find sites, devices

• Reliable resources for troubleshooting cannot be found on the interface/its
difficult to find them

• Not understand the diagrams on the interface

4.3.7 Ideas for Specific Features for NM Interfaces

This section outlines the specific features and tools that need improvement on ex-
isting network management interfaces.

This study found that participants from Ocean View in South Africa also outlined
some ideas on specific network management challenges that they experienced, for the
features to become more user friendly. Participants mentioned that on the ubiquity
interface, the features for disabling and enabling clients or users should be part of
traffic shaping. However, it falls under the billing side instead of the monitoring
side of things, which makes it difficult for them to find the disabling and enabling
features on the interface. They also said that the graphs are not easy to interpret
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on the network management interfaces and if the data presented on the graphs can
be presented in another simple way.

I do not always get the graphs and it takes me a lot of time to find
specific features in the interface. And, what they mean, but I mean that
is also on me as well. I also need to make the time to learn what those
graphs mean but it is also challenging when you juggle a lot of things
you just sit down and that is what you are focusing on. So as part of the
network community its challenging when you do not have a nice strong
team and you will have to work on a lot of things

Most participants outlined that the important features are Viewing connected de-
vices such as your access points and users in a list format or clear map/graph and
having clear access to notifications of devices that are connected and disconnected.
They also placed some emphasis on having sites if you manage the network by group-
ing your devices that this specific location will use this access points and being able
to see how many users you have in that location or site. They also mentioned that
they need help understanding the interfaces and platforms without training, as they
must click everywhere on the interface in search of a specific feature. Because they
need to familiarize themselves with most icons and networking categories on the
interface that can help lead to a specific feature. They also suggested that having
accuracy in reporting disconnected devices would be great because that way, I can
know which access points are down at what time and attend to them immediately.
They felt the network management tools were already there, capturing most of the
data needed to successfully monitor and manage a network. However, they just
needed to be more user-friendly.

”The features for disabling and enabling clients or users should be part of
traffic shaping, but it falls under the billing side instead of the monitoring
side of things.(SA/P1)”

”The difficulty was to understand the interfaces and platforms without
any training.(SA/P3)”

”I think our challenge currently is to lose coverage, and the network can
be slow, and I do not know how to use the NM interfaces. I have not
seen any NM tool.(SA/P6)”

”I think accuracy in reporting disconnected devices will be great because
I can know which access points are down at what time and attend to them
immediately.(SA/P7)”
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4.3.8 Weather Conditions and Power Cuts

This section discusses the impact of adverse weather conditions and power outages
on wireless network devices and equipment in the community. The study revealed
that the OV community, surrounded by mountains and experiencing windy and
harsh weather conditions throughout the year, faces challenges related to signal
loss and connectivity disruptions. Participants emphasised that the movement of
antennas and routers caused by the wind, and sometimes by interference affecting
the networking and prompting troubleshooting expertise. The antennas’ movement
during bad weather hinders network performance, requiring significant maintenance
and resulting in prolonged offline periods. Participants stressed the importance
of stable network installation by considering factors such as securing signal poles
and implementing security structures to prevent signal interruption during adverse
weather conditions, especially on open fields like soccer fields.

In addition to weather-related challenges, participants discussed load shedding in
South Africa, characterised by planned government electricity cuts. During the
study period, participants expressed frustration over connectivity loss during power
outages. The study identified a need for strategic solutions to address load shedding,
proposing the installation of generators as power backups. This measure aims to
ensure continuous network operation during load shedding, eliminating the need for
frequent troubleshooting and network downtime.

4.4 Discussions

4.4.1 Challenges and Complexities in Sustaining Commu-
nity Networks

The review of current research and findings sheds light on the ongoing issues that
CNs have encountered over the years, notably in terms of sustainability. Despite the
different and inventive measures used by CN operators, the literature indicates a
consistent theme of a mostly unmet sustainability dilemma [13]. The literature em-
phasises the complex aspect of sustainability through improving local network oper-
ators’ abilities to maintain the functionality of community networks through network
management, which includes economic, political, and cultural factors [58, 20]. It is
clear that differing perspectives on sustainability, both among local network opera-
tors and among different stakeholders participating in CNs, add to the complexity
of tackling this problem [17].

A critical discussion point emerging from the literature and findings pertains to the
evident lack of training among local community members, hindering the development
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of essential skills necessary for the maintenance and sustainability of CNs. Despite
the diverse and innovative initiatives within CNs, the literature highlights a common
challenge: a shortage of adequately skilled individuals within local communities[36].
The sustainable operation of CNs relies heavily on community members actively
participating in network design, deployment, and maintenance [120]. However, how
can I achieve this when findings in certain CNs show only 1 or 2 active local network
operators that rely on external expertise?

In contrast, the prevailing gap in training programs for these individuals impedes
the effectiveness and longevity of CNs. The literature emphasises that merely es-
tablishing the physical infrastructure is insufficient; the success of CNs is contingent
upon local communities possessing the requisite technical expertise to manage and
troubleshoot network-related issues[68]. This lack of training not only compromises
the sustainability of CNs but also emphasises the need for comprehensive capacity-
building programs tailored to the specific contexts of the communities involved [36].
As such, addressing the dearth of training opportunities emerges as a pivotal step
towards ensuring the self-sufficiency and longevity of community-driven network ini-
tiatives [36, 7].

Participants described the interfaces used, such as the UNMS platform (formerly
renamed USIP), the Can-Beams platform, P-f Sense, and MikroTik, demonstrating
the breadth of network control tools. However, difficulties exist, particularly when
it comes to efficiently navigating these sites. The debate focuses on the difficulties
that participants confront, with one participant claiming that the Ubiquity platform
is more user-friendly. Importantly, the lack of a network background provides a
significant difficulty since businesses with a wide range of key tasks find themselves
involved in network development without thorough knowledge, resulting in lengthy
setup times.

4.4.2 Strategies and Resources for Enhancing Community
Network Sustainability

Finally, another significant discussion point revolves around the guidance and re-
sources employed by local network operators to address these challenges. Partici-
pants lean on online resources like YouTube and Google, connecting with industry
peers, and engaging with individuals experienced in community wireless networks
for troubleshooting. While the Internet proves valuable, participants underscore
the unparalleled significance of hands-on experience in problem-solving. Moreover,
the need for upskilling through networks is emphasised, highlighting the importance
of tutorials, activities, the use of already existing literature, and workshops to en-
hance the community’s self-sufficiency in managing and maintaining their networks
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[60, 36].

Recent research efforts have directed attention towards leveraging resource pooling
in both time and space through the DTN/ICN hybrid to realise the vision of Global
Access to the Internet for All (GAIA) [100]. This approach challenges the con-
ventional idea of continuous Internet connectivity by enabling nodes in challenging
networks to interact via methods like time-shifted access. However, significant chal-
lenges persist. Our research specifically focuses on the role of resource pooling in
wireless networks in the developing world, involving the abstraction of networked re-
sources into a single pool and the development of methods to effectively redistribute
the load among its various sections.

The attractiveness of resource pooling lies in its ability to offer durability, high
utilisation, and flexibility at a reasonable cost. The research emphasises that ”re-
source pooling,” in its various forms, serves as the central unifying element sup-
porting many successful wireless technologies, including white space networking and
community networks [100]. This approach holds promise for addressing connec-
tivity challenges and enhancing the efficiency of wireless networks, particularly in
resource-constrained environments.

4.5 Chapter 4 Summary

Chapter 4 started with providing an in-depth existing literature, methodology, find-
ings, and discussions related to community networks (CNs) and their management.
The literature review discusses barriers to CN creation and scalability, emphasising
the lack of awareness, financial challenges, and the need for local technical expertise.
It draws from various sources, including Luca Belli’s insights on community-driven
infrastructure development and Nicola Bidwell’s exploration of CNs in Africa within
post-neocolonial power dynamics.

This chapter outlined the online interviews conducted in India and South Africa, fo-
cusing on understanding current network management practices, participants’ back-
grounds, experiences with existing interfaces, and challenges faced. The findings
section presents insights from interviews with local network operators, discussing
the governance, structure, and technology of various CNs, as well as participants’
backgrounds, roles, and current network management interfaces.

The challenges identified by participants include difficulties in understanding inter-
face graphs, terminology, and network navigation. The section on ideas for specific
features for network management interfaces explores participants’ suggestions for
improvements, emphasising the importance of user-friendly features, clear access to
notifications, and accurate reporting of disconnected devices.
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The discussion section delved into key themes emerging from the literature and
findings, highlighting the persistent challenge of sustainability and the crucial role
of training for local community members. It emphasises the need for comprehensive
capacity-building programs tailored to community contexts. The chapter concludes
with a summary of challenges identified from the interviews and an overview of
participants’ ideas for specific features and tools to enhance network management
interfaces.

Overall, Chapter 4 shares the findings from interviews. The following chapter shares
more findings and discussions from co-design workshops.
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5.1 Adapting Network Solutions to Community

Realities: Insights from Studies on Home Net-

working Challenges

In Chetty’s studies on home networking, the focus is on the challenges arising from
the adoption of network solutions originally designed for work environments within
the domestic sphere [49]. The study highlights the mismatch between current net-
work solutions and the unique demands of household settings, where multiple devices
coexist [49, 13]. The observational research conducted in the United Kingdom and
the United States highlights two key elements crucial for successful home network-
ing: the technical tasks associated with establishing and sustaining a home network,
and the collaborative and socially organized activities within the household that are
facilitated by the network [49]. This research presents the need for network solutions
that align with the specific requirements and social dynamics of households, recog-
nising the dual nature of technical and collaborative work in the context of home
networking [60].

Moreover, the discussion focuses on the challenges associated with network man-
agement in home environments and introduces the idea of ”Eden” which refers to
an interactive home network management system specifically created for end users
[25]. As home users increasingly encounter complex network management tasks,
existing tools developed for enterprise networks prove too complex and unsuitable
for household technical peculiarities. Eden addresses these challenges by offering
an intuitive, direct manipulation interface for common network management tasks,
supported by a simplified conceptual model[25]. The system introduces an inno-
vative home network router designed to seamlessly replace users’ existing routers.
It not only enhances the overall user experience in networking but also contributes
to a better comprehension of fundamental networking concepts. This investigation
emphasises the significance of creating user-friendly solutions tailored to the specific
requirements of home network users, bridging the divide between advanced network
management tools and the intricacies of domestic networking. In contrast to re-
cent efforts on the Stix network management platform, which focuses on overseeing
emerging large-scale broadband wireless access (BWA) networks for bigger commu-
nities and organisations, their system is crafted to simplify the management of such
networks for community deployments and wireless Internet service providers. This
approach ensures that the network management infrastructure remains both scalable
and flexible [15, 61].
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5.2 UCD: Co-Design Methods and Cultural Pref-

erences in India and South Africa

During the co-design workshops we provided the participants with designing and
sketching materials. Participants from Ocean View used the materials to come
up with designs of their own using some features from the existing interfaces that
they use. However participants from India did not use the material thoroughly to
produce new sketches or posters. They preferred to use sticky notes onto the screen.
By pasting how they would like that feature to be. Also they wanted to talk more
about network management and how they experience it, they also preferred to talk
and discuss the features that they desire to see on network management platforms.
THis can be an issue of co-design readiness however, the discussion were really

Participants in Ocean View were provided with designing and sketching materials
during the co-design workshops. They used these materials to generate new designs,
incorporating features from existing interfaces they were familiar with. In contrast,
participants from Janastu in India opted for a different approach. They used sticky
notes to express their preferences directly onto the screen, facilitating discussions
about their experiences with network management. This divergence in methods
highlights the cultural and contextual differences in co-design preferences. Moreover,
in India, the workshops focused on two existing platforms, Libre Mesh and Ubiquity.
Participants were encouraged to share their challenges with the current network
management interfaces and articulate the features they desired. The discussions led
to the creation of prototypes and sketches, with reference to screenshots from UISP
and P-fSense interfaces. This approach allowed participants to express their needs
and desires for network management features, contributing to a more user-centered
design.

Furthermore, participants in South Africa, particularly with Inethi CWN, began
by acknowledging their lack of experience with the prevalent network management
interfaces. A video tutorial of the UISP platform was presented to familiarize par-
ticipants with its features. The initial phase aimed at identifying challenges faced by
users, such as connectivity issues, signal strengths, and the need for improved user
insights. This stage laid the groundwork for addressing specific pain points in the
redesign process. In addition, the second workshop activity involved distributing
larger posters labeled as the ”new interface phase,” along with screenshots of UISP
interfaces, sticker pads, marker pens, and color paper materials. Participants were
organized into groups, and each group collaborated on redesigning specific aspects
of the network management interface. The redesign process took into account the
challenges presented by participants, fostering a collaborative and iterative approach
to improving the interface.
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Figure 5.1: Prototype 1 with the presentation from Team 1

The emphasis on group collaboration allowed for diverse perspectives to be con-
sidered, contributing to a more comprehensive understanding of user needs. the
systemic analysis involved a combination of co-design methods, including sketching,
brainstorming with sticky notes, video tutorials, and group discussions.The iterative
nature of the workshops facilitated ongoing refinement and improvement of interface
designs based on user feedback and collaborative ideation.

5.3 Co-Designed Prototypes

Prototype 1 from Team 1 - The team focused more on the modifications and improve-
ments made to the user interface, particularly for a network management dashboard.
The objective was to enhance the clarity, usability, and accessibility of the system
for all users. It’s evident that the initial version of the program lacked clarity in
terms of how the dashboard functions. Thus, changes were introduced to make it
more user-friendly and comprehensible. Changes were made to transform the data
presentation from a complex graph to a more straightforward line graph. This was
complemented by color additions to aid users in quickly identifying increases or de-
creases in the data. In the case of the map feature, a specific focus was to simplify
the zoom function by adding a recognisable magnifying glass icon for easy naviga-
tion, particularly for less tech-savvy users. An essential update was the modification
of terminology. The team recognised that using terms that were unfamiliar or am-
biguous could be a significant barrier to user comprehension. For instance, changing
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Figure 5.2: Prototype 2 with ideas and solutions were produced by Team 2

”link potential” to ”connection chance” in the legend aimed to provide a clearer
understanding for users. Additionally, the presentation made it clear that interpret-
ing the data required an explanation. For instance, an increase in the graph did
not necessarily signify an improvement in the signal strength, emphasising the need
for clear and accurate interpretation of the data presented on the interface. The
presentation ended with an overview of new features added to different sections, like
”data usage” and ”security features” under the dashboard, as well as the inclusion of
language settings and online chat under the settings section. These additions were
aimed at providing users with additional functionalities and making the platform
more inclusive and user-centred.

Prototype 2 produced by Team 2 - Let’s begin with appearances. Simplifying the
interface was considered, particularly the graph, suggesting a shift to a bar graph
with a less visible key representing specific colors. An example scenario discussed in-
volved providing voice prompts for assistance to guide someone, like a grandmother
at home, in troubleshooting network issues while the user is away. Another obser-
vation was the absence of a support feature or a chat portal on the interface. It
was proposed that if an issue persisted despite changing the IP address, having ac-
cess to a support chat or a contact number for assistance would be beneficial. To
make the system more noticeable and engaging, it was suggested to enhance the
interface’s visual appeal with more vibrant colours and graphics. Emphasising the
importance of accessibility, the proposal included incorporating brief introductory
tutorial videos to explain the system’s functionalities and advantages, encouraging
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Figure 5.3: Prototype 3 with initial presentation from team 3

users to independently manage tasks rather than waiting for external assistance.
To address the unfamiliar terminologies displayed on the interface, the suggestion
was to adjust the frequency of these terms based on their usage. It was proposed
that as more people use the system, the frequency of these terms should adapt ac-
cordingly. Regarding security, the recommendation included the implementation of
additional safety measures, such as one-time PINs, confirmation messages, calls, or
emails to verify sensitive activities performed on the system. This was aimed at
preventing data breaches or unauthorised modifications, particularly those relevant
to safeguarding personal information. The interface’s improvement involved sug-
gesting a manual toolbar with feature icons accompanied by their names for better
user understanding. Additionally, the complexity of passwords was discussed, seek-
ing a balance between security and ease of use, especially for elderly users, where
simplicity without compromising security was considered essential.

Prototype 3 produced by Team 3- In our initial presentation, I highlighted the chal-
lenge of not knowing the names of icons. The suggestion was a clear terminology
toolbar where each icon’s name is clearly displayed, enhancing user understanding.
Language options were also emphasised, proposing a feature where users could se-
lect from 12 official languages, making the interface accessible to a wider range of
users without having language-specific versions. The necessity of a chat room was
underscored to aid users who face difficulties. An automated response system for
frequently asked questions was suggested, where users could type ”help” and receive
assistance from an AI-powered chatbot. Voice prompts aligned with the selected lan-
guage were another feature proposed, aiming to cater to diverse language preferences
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Figure 5.4: Prototype 4 with ideas and solutions produced by Janastu team

Figure 5.5: Prototype 5 with ideas and solutions produced by Janastu team

among users. Addressing unfamiliar terminologies, the proposal included a short in-
troductory video to familiarise users with the interface and its functionalities. To
improve graph comprehension, a shift to a bar graph was suggested, simplifying the
representation of device usage. Additionally, using simpler terms like ”location pin”
instead of complex words to denote device location was recommended. To enhance
the understanding of displayed numbers and details, the suggestion was to provide
specific information, such as an address and the percentage of data usage. Adapting
frequency based on usage and the number of devices was recommended to ensure
optimal performance. Moreover, the importance of a vibrant and engaging visual
presentation was emphasised to enhance the user experience, an aspect perceived as
lacking in the original interface.
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5.3.1 Onsite Solutions: Understanding Diverse Approaches
to Network Failures

”I first need to fix the network, and someone must come forward from
the collective and take the responsibility to fix things within the network.
Well, it was a slow process, and it was mostly human interaction and
knowledge transfer from the team here.(I/P1)”

This study also found that local network operators manage and understand net-
work management differently. One participant from VNET, Khayelitsha, said she
does not use any software interface or network management tool to manage the
network. However, she physically manages the network by being onsite, physically
troubleshooting by rebooting the network devices or replacing cables or networking
devices that she suspects are faulty. This practice means that the local network
operators always need to be onsite to detect and solve the network faults as they do
not have access to remote network management tools. She also indicated that the
only tool she uses is a network speed tester that is available on Google. After she
physically manages the network failure error, she connects to the network and tests
the speed with the speed tester. Participants from Soweto Wireless User Group 1

community network also shared their current network management practices; they
have technical experts maintaining the network, and they are now familiar with the
Ubiquiti network management interface. However, they face challenges with using
the MicroTik interface. They said it was challenging to manage and monitor the
network at the beginning using the ubiquity interface. However, they illustrated
that it gets better with experience, as the local network operator I interviewed has
been managing the Soweto Wireless network since 2010. They also mentioned that
the other main challenge they experienced was transmitting TP-Link to Ubiquity
and the existing WISP. The difficulty was setting up equipment and maintaining
the network by ensuring that the network was up and running, troubleshooting
the network failures and monitoring the users and the networking devices on the
interface.

5.3.2 Challenges and Insights from Design Workshops with
Inethi and Janastu

During the co-design prototyping workshops in Ocean View South Africa, the par-
ticipants were community wireless network users, and only two participants that
attended the workshops were part of the interviews. Participants interacted with
the community network, at the school or home, through the community’s hotspots.
However, I found that community wireless network users need to be exposed to the

1https://www.sowug.org.za/
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existing network management tools. For this reason, they define network manage-
ment as taking care of the hotspots within the community by rebooting the devices
when the network fails or calling the local network operators to report the network
failures, and they attend to them. To them, network management is more physi-
cal on the site rather than using a network management tool to monitor the users
and network devices. It is interesting to note that our participants from Ocean
View have never used any network management tools. In contrast, our participants
from Devrayandurga, Janastu are involved in the day-to-day network management
of their community network.

I discovered some of the challenges Ocean View participants faced when using the
Ubiquity interface. In their workshops groups, participants discussed that the ter-
minology used on the interface is not suitable for them as they were unfamiliar with
the meaning of most of the terms used. Given that it was the participants’ first
time using and viewing a network management platform, I also found that they had
difficulties locating different aspects of the interface. One participant said that it is
not obvious what the icons are for once you click on each of them. I also observed
this as the participants constantly asked us where I found the hotspots or connected
devices. The participants also outlined that tracking network usage is not visible on
the interface and that the graphs on the interface are hard to interpret. Participants
also expressed that the interface needs to pop out with color.

”It is not obvious what the icons are for once you click on each of
them.South Africa,Participant3(SA/P3)”

Furthermore, in the second co-design workshop with three local network operators
from Focus, I received more insights from participants with better experience using
network management interfaces. Participants indicated that they prefer to use the
Radius Desk open-source software to manage the network over the UISP. However,
they are also challenged by the migration of the network to the Radius Desk interface.
They also attended the school of community networks in South Africa that the APC
organized. Given that they were just exposed to community networks at a broader
level by interacting with experts and local network operators from other community
networks, they shared how difficult it is to install and use the network management
interfaces.

”I also said the system to stand out more, so it was not colourful or
popping. When I watch YouTube videos or any social media, Instagram,
one thing that catches our attention is graphics and colour, so I thought
that would be worth following later.(SA/G2)”

”Just like the terminologies, a lot of the terms that were on the interface
display, I do not know, making it hard for us to understand network
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management. As I said, I do not get some terminologies such as dBM,
spectrum, topology, API tokens, Gateway, Network SLA Score, South
Africa, Group1(SA/G1)”

I found some of the challenges from the design workshop with Janastu. Participants
needed help capturing many network management concepts, such as viewing all the
connected users and logs. They said they need to capture more things at the moment
of the network management, and they want to view things like how many users are
connected signal strengths. They also expressed that they need access to users
connected to the network or logs and help to capture this, as they need to know if
they should have a raspberry pi (small single-board computer) at every access point
or a centralized server. I also found that our participants use individual access point
captive portals to manage their mesh network and have challenges accessing them
with their phones.

I also found that power issues such as power outages and low battery voltage interfere
with network management. Despite the power issues, harsh weather conditions
change the alignment of devices that often turn the network down. Harsh weather
conditions become a challenge because when the network is down, it is hard for
the local network managers to be aware when they are out of town. Local network
operators have no remote access to the access point captive portal when they are on
site.

”I think the power point that was brought up, power is an active compo-
nent of this network, and I do not think there is an active management
for power at each node that captures power-related data. I think this is
ignored by most people or community wireless networks mostly.(I/P2)”

5.3.3 Participants Ideas for Enhancing Network Manage-
ment Interfaces

Some ideas are specific to local network needs and settings of our community network
sites. Two participants from Janastu shared their ideas regarding building a network
monitoring tool and some of the tools they are currently using. They had an idea
to create a network monitoring tool that pings device to device. They thought of
this idea because of the current setup at the Janastu Community Owned Wireless
(COW) mesh farm. The farm WiFi connects more firmly as you move around the
farm, and the further you are from the hotspots, the weaker your connection. They
outlined that when they are debugging a router that does not have an Internet
connection, they use a third-party tool called WiFi analyzer by connecting it to the
device.
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Figure 5.6: Shows some of the input on the new ideas from participants during the
co design workshops.

(I/P1) ”So when I were trying to debug, say, some router does not have
an Internet that time I used third party tool called WiFi analyzer. The
WiFi analyzer is used by connecting it to the device, and then there was
all the other process; that is when I got the idea to build a networking
tool which says simple things such as if this router is getting Internet or
not. I build it in a shell script.(I/P1) ”

”But something interesting happened a month ago. I thought, why not
build a network monitoring tool? It is not built and ready to use yet.
What it does is, it does node to node ping test with a pi setup, ping test
work best from device to device rather than router to router or power
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beam”.

During co-design workshops, participants explored network management practices
and identified difficulties in the current system. They also proposed creative solu-
tions and co-designed prototypes based on their experiences and needs, which pro-
duced important insights. The group talks were collaborative in character, which
enabled a rich interchange of ideas that resulted in a thorough set of recommenda-
tions intended to improve the system’s general functioning and user experience.

• Simplifying Terminology and Enhancing Visibility: Participants had difficulty
comprehending the technical words used in the interface. They suggested
adding plain language or offering a key that clarifies word meanings as solutions
to this problem. Participants acknowledged the significance of visual cues
and proposed displaying names next to icons to improve user navigation and
guarantee functionality clarity.

• Introducing Tutorial Videos and Troubleshooting Corner: The group proposed
the creation of a one- to two-minute introduction video tutorial to give users a
brief rundown of the system’s functionality, taking into account the diversity of
learning preferences. Furthermore, they suggested creating a troubleshooting
section with a chatbot to provide automated support for typical problems,
highlighting the significance of easily accessible support resources.

• Improving Device Visibility and Interface Aesthetics: Enhancing the user ex-
perience was a focal point, leading to recommendations such as making de-
vices easily locatable under their respective icons. The group also empha-
sised the significance of visual appeal by suggesting the addition of vibrant
colours throughout the interface and maintaining visible keys for improved
user-friendliness.

• Dashboard Graph Simplification: Recognising the need for a more straight-
forward representation of data, participants proposed switching from a data
graph to a bar graph with a visible key. This adjustment aimed to simplify data
interpretation, ensuring accessibility for users with varying levels of technical
expertise.

• Incorporating Support Features: Participants identified the absence of a sup-
port or chat portal in the existing interface and recommended adding a support
chat or contact number. This feature aims to provide users with immediate
assistance in case of issues or uncertainties, strengthening the overall support
infrastructure.

• Language Customisation and Accessibility Features: To accommodate linguis-
tic diversity, the group proposed the inclusion of a language input option and
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an online chat within the settings. This aligns with the goal of making the
platform more inclusive and accessible to users who prefer interaction in their
native languages.

• Dashboard and Notification System Enhancements: Several modifications were
proposed for the dashboard and notification system, including changes to the
graph presentation, clarity in icons, and the addition of a tool bar for better
identification.

• Implementation of Recommendations: To address these findings and recom-
mendations, the group implemented changes to the system. These changes in-
cluded transforming the graph into a line graph with added colour for clarity,
incorporating a pop-up for security features in notifications, and introducing
a tool bar with names for enhanced identification.

In a nutshell, the workshop findings and proposed solutions reflect a collective ef-
fort to enhance the usability and effectiveness of the network management interface.
These recommendations serve as valuable insights for future improvements, empha-
sising the importance of user-centred design, accessibility, and continuous support in
the evolution of network management systems. The context that the participants’
real-world scenarios and discussions provided deepens the significance and applica-
bility of these findings in addressing practical challenges in network management.

Table 5.1: Provides an overview of the network management platforms used by
CWNs from this research

Name of
the Plat-
form

Description Features

UISP (Ubiq-
uiti Network
Management
System)

Description: UISP is a network
management system developed
by Ubiquiti Networks. It pro-
vides tools for managing and
monitoring Ubiquiti devices and
networks.

Features: UISP includes features
for device discovery, configura-
tion management, monitoring,
reporting, and troubleshooting.

Continued on the next page
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Table 5.1 – Continued from previous page
Name of
the Plat-
form

Description Features

MicroTik Description: ”MikroTik.”
MikroTik is a Latvian com-
pany that produces network
equipment, including routers
and wireless solutions. Prod-
ucts: MikroTik offers a range of
hardware and software prod-
ucts, including RouterOS, a
Linux-based operating system
for routers, and various router
models.

Features: configurations, traffic
management monitoring and
logging user authentication

RadiusDesk Description: RadiusDesk is an
open-source web-based interface
for managing RADIUS (Remote
Authentication Dial-In User Ser-
vice) servers. RADIUS is com-
monly used for centralising au-
thentication, authorization, and
accounting (AAA) for network
access.

Features: RadiusDesk typically
includes features for user man-
agement, billing, and configura-
tion of RADIUS servers.

Captive Por-
tal

Description: A captive portal
is a web page that users are re-
quired to view and interact with
before being granted access to
a network or the Internet. It is
commonly used in public Wi-Fi
hotspots, hotels, and other lo-
cations where authentication or
term acceptance is needed before
Internet access is provided.

Functionality: Captive portals
often include authentication
methods and terms of service
acceptance and may provide a
means for users to enter creden-
tials or agree to specific terms
before gaining network access.

Continued on the next page
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Table 5.1 – Continued from previous page
Name of
the Plat-
form

Description Features

pfSense Description: pfSense is an open-
source firewall and router soft-
ware distribution based on
FreeBSD. It is designed to be
used as a perimeter firewall,
router, and more. pfSense is
known for its reliability, versa-
tility, and extensive feature set.

Features:
• Firewall Capabilities: State-
ful packet filtering, packet
inspection, and complex rule
sets.

• VPN Support: IPsec and
OpenVPN for secure remote
access and site-to-site con-
nectivity.

• Traffic Shaping: Bandwidth
management with QoS con-
figurations.

• Web-based GUI: User-
friendly configuration and
monitoring.

• Proxy and Caching: Sup-
port for caching frequently
accessed content.

• High Availability: Failover
and redundancy in critical
network environments.

Continued on the next page
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Table 5.1 – Continued from previous page
Name of
the Plat-
form

Description Features

LibreRouter Description: LibreRouter is a
community-driven open hard-
ware router project designed to
provide affordable and accessible
networking solutions. It focuses
on creating hardware that can
be used to build community net-
works, especially in areas with
limited Internet infrastructure.

Features:
• Open Hardware Design: In-
spect, modify, and share the
router’s design freely.

• Mesh Networking Capabil-
ities: Support for wireless
mesh networking.

• Community-Driven Devel-
opment: Involvement of the
community in development.

• Affordability: Cost-effective
for community networks and
rural areas.

• Scalability: Suitable for var-
ious community sizes and
layouts.

Libremesh Description: Libremesh is an
open-source mesh networking
firmware that aims to create a
self-configuring and self-healing
wireless mesh network. It is de-
signed to be easy to deploy and
manage in community networks.

Features:
• Self-configuring Mesh Net-
works: Automated setup and
configuration.

• Node Auto-discovery: Auto-
matic detection and integra-
tion of new nodes.

• Community Networks: Well-
suited for collaborative com-
munity networks.

• Customizable: Configuration
based on specific require-
ments.

• Monitoring and Management:
Tools for monitoring network
health and performance.
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5.4 Discussions

Chetty’s studies and other research on designing interfaces for network management
(NM) stress the difficulties of using network solutions that were originally created
for work settings in home settings [49, 13]. The mismatch between existing network
solutions and the specific demands of household environments, where both technical
and collaborative work intersect, emphasises the need for tailored solutions that
consider the unique requirements and social dynamics of home networking [60].
This literature also delves into the challenges associated with network management
in home environments, introducing the ”Eden” system as a user-friendly solution to
bridge the gap between advanced network management tools and the complexities
of domestic networking [25].

In response to these insights, the prototypes presented by Team 1 and Team 2 provide
practical illustrations of efforts to enhance the user interface and functionality of
network management systems. Team 1 focused on refining the clarity, usability, and
accessibility of the system, addressing issues such as data presentation, terminology,
and the addition of new features to improve the overall user experience [49]. On the
other hand, Team 2 proposed visual enhancements, voice prompts, and additional
support features to make the interface more engaging, accessible, and user-friendly,
catering to a diverse user base, including those less tech-savvy [25]. These prototypes
align with the literature’s call for user-centred, tailored solutions in the realm of home
network management.

The discussion then further transitions to a detailed examination of challenges faced
during the brainstorming and prototyping workshops, shedding light on the diverse
approaches to network management in different community contexts. The incorpo-
ration of local network needs and settings emerges as a crucial aspect, with partici-
pants expressing the need for more physical, on-site network management in certain
community wireless networks [15, 61]. Problems that were brought up in these
workshops, like unfamiliar terms, finding interface elements, and power problems
that affect network management, show how important it is to take into account the
specific needs and points of view of local network operators[61, 105]

Furthermore, existing literature leads to contemplation on the importance of in-
terfaces being attuned to the unique needs and configurations of local networks.
Lessons drawn from community network initiatives, such as the conceptualization of
a network monitoring tool executing device-to-device ping tests, illustrate the signif-
icance of customising interfaces to address the distinct requirements and obstacles
encountered by local communities [15, 61]. In summary, the literature and prototype
discussions highlight the ongoing efforts to design interfaces for network management
that are not only technically robust but also considerate of the unique social, tech-
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nical, and contextual aspects of home and community networks. This user-centred
approach, as demonstrated in the prototypes and community workshops, is crucial
for developing effective, inclusive, and accessible network management solutions.

5.5 Chapter 5 Summary

Chapter 5 explored the findings from co-design workshops, focusing on understand-
ing network management practices. The chapter begins with a review of detailed lit-
erature on designing interfaces for network management, referencing Chetty’s studies
and other relevant research. Chetty’s work emphasises the challenges arising from
applying network solutions designed for work environments to household settings,
highlighting the need for user-friendly solutions tailored to the unique demands of
home networking.

The chapter then delves into more detailed methods for systemic analysis of network
management interfaces, discussing challenges related to complicated interfaces that
rely on external knowledge. It presents findings from co-design workshops with local
network operators and prospective operators.

The co-design workshops feature prototypes created by Team 1 and Team 2, both
aiming to improve the user interface and functionality of network management sys-
tems. Team 1 focuses on enhancing clarity, usability, and accessibility, addressing
issues such as data presentation and terminology. Team 2 proposes visual enhance-
ments, voice prompts, and additional support features to make the interface more
engaging and user-friendly.

The section on findings explores co-designed platforms, presenting insights from
prototype presentations. It includes detailed discussions on the modifications made
to improve user interfaces, such as changes to data presentation, simplification of
terminology, and the addition of new features for inclusion and user-centred design.

Physically troubleshooting and handling network failures are also discussed, reveal-
ing that local network operators manage and understand network management dif-
ferently. Some prefer physical troubleshooting on-site, while others rely on remote
network management tools. Challenges expressed during brainstorming and proto-
typing workshops shed light on the difficulties faced by community wireless network
users, emphasising the importance of exposure to existing network management
tools.

The chapter concludes with ideas for network management interfaces that are spe-
cific to local network needs and settings. Participants share insights from commu-
nity network sites, including an idea for a network monitoring tool that performs
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device-to-device ping tests. The importance of tailoring interfaces to the specific
requirements and challenges faced by local communities is emphasised throughout
the chapter. The following chapter shares more findings from deployment and eval-
uations.
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Some initial findings from this chapter were published and presented at AFRICHI
2023, COMPASS 2023 and in the CoRLN report [60, 36].
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6.1 Community-Driven Insights: Case Studies and

Workshops Shaping HCI and Networks

The fusion of HCI and networking opens up an interdisciplinary space that combines
social, ethical, and technical dimensions. Scholars such as Esther Jang, Phoebe Sen-
gers, and Nic Bidwell contribute significantly to this field, offering insights that
provide better understanding of the intersection between technology and human in-
teraction [63, 19, 18, 20]. Esther Jang’s paper Unravelling the Social Aspects of
HCI and Networking delves into the social dynamics of HCI and networking, exam-
ining how users interact with technology in various social contexts [63]. Her research
emphasises the need to understand the nuanced ways in which individuals, commu-
nities, and societies engage with networked technologies. Jang’s contributions shed
light on the human side of networking, exploring issues such as accessibility, usabil-
ity, and the impact of technology on social structures. Phoebe Sengers contributes to
the literature by focusing on the ethical implications of networking technologies. Her
work extends beyond technical considerations to explore the broader societal and
individual impacts of networked systems. Sengers raises critical questions about the
ethical responsibilities of designers and users in the context of HCI and networking,
challenging traditional perspectives and prompting a more thoughtful and respon-
sible approach to technology development. Nic Bidwell’s research on bridging the
technical aspects of HCI and networking brings a technical lens to the intersection
of HCI and networking [19, 20]. By investigating the design and implementation
of networked systems, Bidwell contributes valuable insights into the technical chal-
lenges and opportunities in creating user-friendly and efficient network interfaces.
Her work is essential for understanding the technical requirements that underpin
effective human-computer interaction in networked environments.

Relevant workshops and case studies, such as ”Situating Network Infrastructure
with People, Practices, and Beyond,” have the shared goal of establishing a global
community that includes researchers and network infrastructure deployers. The
overarching objective is to explore both the design challenges and opportunities
inherent in integrating the technical dimensions of networked infrastructures with
Human-Computer Interaction (HCI) and the social science of infrastructure [63].
By actively seeking to bridge the gap between technical experts and HCI schol-
ars, these deployment workshops also looked into the experiences of local network
operators and researchers involved in designing inclusive and efficient networked
technologies. In a parallel study titled ”Network Capacity as a Common Pool Re-
source: Community-Based Congestion Management,” the investigation focuses on
congestion control mechanisms within community-owned networks. In these net-
works, users wield influence over their daily operational decisions [66]. Framing
network capacity as a Common Pool Resource (CPR), the research explores various
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tools and policies that facilitate communal network management [66]. The findings
contribute valuable insights into the transformative potential of community-based
approaches capable of reshaping traditional congestion control mechanisms. In a
distinct case study titled ”The Network Is an Excuse”: Hardware Maintenance Sup-
porting Community, the research zeroes in on community-managed WiFi networks
in Argentina. Through the lens of actor-network theory, the study scrutinizes the in-
tricate social relations intertwined with maintenance within these networks [46]. The
synthesis of these studies collectively highlights the growing importance of commu-
nity involvement and tailored methodologies in reshaping the landscape of network
infrastructure and technology.

The research suggests that networking technologies play a crucial role in shaping
collective work practices and intentionally configuring technologies to support col-
laborative learning. The study advocates for designing not just for repair but for
accessible repair experiences that facilitate effective collaborative learning. In con-
clusion, the literature presented by Jang, Sengers, and Bidwell, as well as the insight-
ful case studies and workshops, collectively contribute to a nuanced understanding
of HCI and networking. This multidimensional exploration highlights the need for
a holistic approach that considers both the technical complexities and the social
implications, paving the way for more inclusive and ethically sound networked tech-
nologies [63, 66, 46].

6.2 Lessons from Real-World Networking Deploy-

ments

The experiences shared in ”Stories from the Field” highlight the endeavours of net-
working researchers in extending the advantages of Internet access to underserved
communities [55]. This extensive reflection spans over a decade, covering deploy-
ments in diverse settings, including rural, urban, developed, and developing regions.
The valuable lessons and narratives presented in this work serve as a call to action
for fellow researchers to contribute their own stories, fostering knowledge exchange
within the broader networking research community [55]

An essential lesson derived from real-world networking deployments emphasises the
physical nature and purposeful design of networks. The narrative on capacity build-
ing emphasises that effective teaching and training in practical networking occur
in the field, requiring hands-on experience and an understanding of the physical
aspects, such as mounting and cabling. NYC Mesh is an example of a successful
training strategy that relies on frequent hands-on installs overseen by knowledge-
able installers to foster the ongoing development of volunteer capacity as the network
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grows [56].

A notable anecdote from the Indonesian deployment reveals a steady operational
phase where hardware repair was conducted locally, showcasing successful instances
like hard drive replacement [55]. However, a critical outage emerged, leading to
the realisation that the weatherproofing had deteriorated. Surprisingly, the issue
wasn’t weather-related but stemmed from unexpected factors: the affinity of bugs
for radio frequency, the conductive nature of cockroach urine, and the susceptibility
of motherboards to short circuits [55].

A compelling account of the deployment in a rural Indonesian village highlights the
realisation that deploying novel networking tools necessitated the use of licenced
spectrum [55]. Despite facing resistance from the local regulator, who discouraged
further discussions, the project persevered, resulting in a system that has sustained
operations for more than a decade. The narrative emphasises the influence of spec-
trum policy on the rural-urban gap, a factor initially beyond the scope of the tech-
nology project.

Another study [64] looked at the challenges and processes involved with technology
repair in rural, underdeveloped areas without access to normal ICT repair facilities.
These communities are geographically far from cities, and the nearest peri-urban
settlement, Baler, is several hours away by boat, sometimes made more difficult by
poor weather. Unlike other research conducted in more connected rural areas, this
study found that the lack of local repair shops contributes to the infrequency of de-
vice repairs even while the severe environmental conditions for electronics frequently
cause malfunctions [64]. This study emphasised the marginalisation of coastal com-
munities with regard to various forms of public infrastructure, highlighting the dif-
ficulties in achieving local repair despite the differences between urban and rural
infrastructure. However, in isolated environments, unofficial trust-based repair net-
works occasionally emerge to patch these gaps. In light of these places’ remoteness
and the perceived benefits of repair, the article clarifies how trust affects the dy-
namic creation of repair infrastructure. Building trust networks between repairers,
suppliers, clients, other repairers, and certifying or training institutions is essential
to allowing resources and expertise to flow throughout the Philippines while also
maintaining the marginal status of residents and repairers in the coves [64]. Local
communities show how to maintain a robust ecosystem for rural electrical line re-
pair in the face of structural obstacles; this serves as a model for the more general
approach of creating training grounds to preserve and grow local communities of
repair professionals [64].
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6.3 Radius Desk for Community NM

Based on understanding of user requirements obtained through co-design workshops
and interviews before I started the deployment phase. I identified high-priority
features, such as tracking the geographic distribution of devices or mesh networks,
identifying devices experiencing problems, and differentiating between network de-
vices and people.

I investigated a number of open-source network management interfaces, including
LibreNMS, Monitorix, and Radius Desk (RADIUSdesk). Even though it needed
minor interface tweaks, Radius Desk turned out to be the best option for overseeing
community wireless networks (CWNs) after a thorough analysis. This is because
one of the local network operators was using it for voucher management portion of
network management but not the network devices.

Using Radius Desk for overall network management and gaining a grasp of its func-
tionality especially for users, is essential to comprehending the complexities of Ra-
dius Desk. Through Reference IDs in RADIUSdesk, a user can be linked to other
entities: realm-id binds the user to a Realm, profile-id links the user to a profile that
establishes service parameters, and user-id identifies the owner (Access Provider).

You require an Owner, a Profile, and a Realm in order to create a user in RADIUS-
desk. This preparation becomes more crucial when creating users through the API
and emphasizes the essential steps in the network management process.

6.4 Hands-on Training with Radius Desk Deploy-

ment

The deployment of the Radius Desk within the mesh networking framework was
the focus of several talks and activities during the researcher-led NMI Deployment
Workshop for Inethi and Janastu CWNs. For this workshop I prepared the following
workshop materials including the firmware procedure:

• procedure on Radius Desk Installation

• https://openwrt.org/toh/ubiquiti/unifiac,

• https://downloads.openwrt.org/releases/21.02.3/targets/ramips/mt76x8/

• https://openwrt.org/toh/start

• demo set up devices: 6 Ethernet cables, 2 Ubiquity AC Mesh, 1 mini switch,
and Pf – Sense firewall
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These materials provided directions on how to install and connect devices on to the
Radius Desk platform in detail. OpenWrt platform flashing firmware instructions
were also provided.

Sharing insights from previous interviews and workshops with Janastu and Inethi
CWNs helped establish the framework for the deployment plan. The goal of the first
half-hour was to acquaint participants with the mesh desk interface by demonstrating
various features like installing access points, controlling users, and keeping an eye
on gadgets. Participants had the chance to interact during this portion by posing
questions.

The following exercises were designed with real-world applications in mind. In Ac-
tivity 2, participants worked under the facilitators’ instructions to set up a Radius
Desk and connect devices. This 1-hour training covered the practical application of
Radius Desk for network management.

Activity 3 included a demonstration of flashing an access point and connecting it
to the Radius Desk interface. It was held from 1 hour. In order to complete the
process on their own, participants were urged to participate in group activities.

The final session, which was set for 1 hour, consisted of participant input about their
deployment workshop experiences. The participants explored their perspectives on
network management with Radius Desk and expressed their thoughts on a range of
topics, such as adding devices and clients. The viability and desirability of continuing
with Radiusdesk, as well as participants’ possible access to the interface, were other
topics of discussion.

Throughout the workshop, the plenary sessions offered a forum for group discussions
and reflections on the deployment process, guaranteeing thorough comprehension
and participation from all participants.

6.5 Deployment Workshop with Janastu

In the network management interface (NMI) deployment workshop with Janastu,
our focus was on deploying the Radius Desk networking monitoring interface. The
workshop began with the deployment of the Radius Desk interface, a pivotal moment
where participants delved into the features designed to enhance network monitoring
and management. A key highlight was the participants’ positive response to the
interface, particularly emphasising its dashboard and network monitoring compo-
nents.

Dashboard Dynamics: The dashboard feature emerged as a standout element for the
network operators involved in the workshop. They expressed a notable appreciation
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Table 6.1: Janastu deployment workshops participants

Name Gender Role
Participant 1 Male Janastu Co-founder
Participant 2 Male Technical Network Operator
Participant 3 Male Technical Network Operator
Participant 4 Female Technical Network Operator
Participant 5 Female Design Input

Table 6.2: Participants of the network management deployment workshop in India
with Janastu. The workshop took place on 3rd May 2022 in DDhills.

Figure 6.1: Deployment workshops with Janastu CWN members

for the comprehensive features embedded in the interface. This included a keen
interest in the network monitoring components, showcasing a desire for a more
efficient and centralised method of overseeing their network infrastructure.
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Table 6.3: Inethi deployment workshop participants

Name Gender Role
Participant 1 Female OV Community Member
Participant 2 Female OV Community Member
Participant 3 Male OV Community Member
Participant 4 Female OV Community Member
Participant 5 Male OV Community Member

Table 6.4: Participants of the network management deployment workshop in South
Africa with Inethi. The workshop took place on 12th May 2022 in Ocean View

Transitioning from Libre Mesh: During discussions, participants revealed that they
were accustomed to using Libre Mesh for network management and monitoring.
However, they faced the challenge of having to log in to each router’s captive portal
individually to assess the network’s status. The introduction of Radius Desk pre-
sented a promising alternative, offering the prospect of monitoring all devices within
a network through a unified and user-friendly interface.

Seeking a Unified Network Monitoring Platform: A recurrent theme in the partici-
pants’ feedback was the eagerness to transition to a platform like Radius Desk. The
prospect of having a centralised interface capable of monitoring all access points on
a network was particularly appealing. This desire echoed a longstanding quest for
a more streamlined and efficient solution, replacing the need for manual logins on
individual routers.

The workshop not only facilitated the deployment of the Radius Desk interface but
also served as a forum for valuable insights into the preferences and challenges faced
by network operators. The expressed enthusiasm for transitioning to a unified net-
work monitoring platform underscored the potential impact of deploying advanced
interfaces on enhancing the efficiency of network management practices.

6.6 Deployment workshop with Inethi

During the Inethi deployment session, I had community members and prospective
network operators as participants, not active local network operators. They are a
subset of the network management design workshop that happened in March.

Inethi network operators were given an overview of the deployment procedure, and
the early results from the previous NMI deployment workshop in India were shared
to set the stage for the session.

87



Community-Centred Network Management for Community Wireless Networks
(CWNs) Ndinelao Iitumba

To begin the practical section, participants were given a general introduction to the
Radius Desk NM platform and guided through its features as a group. After that,
the participants were split into two groups, each of which used a different desktop
to visit the inethi.net Radius Desk URL. Essential network management topics were
discussed, including adding users and access points and keeping an eye on linked
devices.

Live Demo: Radius Desk Connection with Access Points In the workshop’s second
section, a live demonstration of connecting access points to the Radius Desk was
given. To enable Radius Desk to recognise and control the connected devices, a
crucial step in this procedure was flashing the devices with an OpenWRT firmware
that was compatible with them. Even though some participants found firmware and
flashing complicated, there was a noticeable buzz around the live demo—especially
when it came to setting up a one-node network in the classroom.

Feedback from Participants: Following the demonstration, participants gave insight-
ful comments. Most people found the technical features fascinating, especially the
Radius Desk and the wireless network demonstration. Participant 1 was eager to
learn more, pointing out that even though flashing seemed dangerous, prolonged ex-
posure would improve comprehension. Participant 2 expressed doubts about instant
use, finding the setup and flashing to be complex. Participant 3 emphasised the
need for more research, especially in firmware handling, while acknowledging that
they understand the Radius Desk’s platform network administration.

After the workshop, attendees were given access to the Radius Desk NM platform.
Interestingly, two participants using phones and three using laptops indicated that
they intended to use the platform on their own. This suggests that the community
may be moving towards more accessible and inclusive network management options.

6.7 Evaluation and Asynchronous Feedback

As mentioned before in chapter 3, three weeks after the deployment workshops,
the participants of the deployment workshops were requested to provide feedback
and evaluations were conducted. I employed a multifaceted evaluation strategy,
incorporating walk-through demonstrations, observations, take-home studies, and
open-ended interviews, to evaluate the RADIUSDesk Network Management (NM)
platform.

In the walkthrough demonstrations, I showed the prospective users, who were the
participants,the RADIUSDesk platform while still having complete control over the
interaction. Unlike cognitive walkthroughs, this method looks at participants’ over-
all perceptions rather than requiring them to actively participate in order to identify
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Figure 6.2: Deployment workshops with OV community members

usability problems. I explained the platform’s operation during these demos, pro-
viding examples and pointing out any possible drawbacks.

For the use of observation, in order to ascertain how users interacted with the RA-
DIUS Desk NM platform to carry out a specific task, including closed activities that
had predetermined answers and open tasks that required participants to come up
with and carry out their own solutions, direct observation was used. In addition,
take-Home Studies at the end of the deployment workshops, when each participant
has logged in to RADIUS Desk and they have tried using the NM platform outside
school lab settings while using the CWN at their homes.

Three weeks after the deployment workshops, I carried out open-ended interviews
to learn about participants’ experiences and difficulties completing tasks using the
NM platform. These interviews were only in-person with the Janastu team in India
because I was in India during the time of these interviews for analysis purposes. How-
ever, for participants from Ocean View, the interviews were conducted online, and
they sent me written feedback. These interviews began with pre-written questions
but allowed for flexibility and in-depth investigation and gave important insights on
the methods, achievements, and potential weak points of the platform used by users.
Interviews also helped to clarify how users saw particular RADIUS desk features,
which put other usage data in context. The feedback was documented by incor-
porating quotes from participants to enhance the findings and keep the qualitative
element of this research.
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6.8 Participants Feedback on the Deployment with

Inethi

During the workshop, participants encountered technical challenges in understanding
the process of connecting Access Points to Radius Desk, particularly the necessity
of flashing devices with compatible OpenWRT firmware. However, they worked
their way through the complexities of connecting access points to the Radius Desk.
One noteworthy aspect was that in order for Radiusdesk to detect connected active
devices, devices had to be flashed with OpenWRT firmware. Even though there was
some uncertainty during this procedure, the participants’ joy was evident, especially
when they saw how a 1-node network was set up in the classroom for demonstration.

User comments on Radius Desk revealed a wide variety of responses. Despite the
technical complications, one participant indicated cautious interest, recognising op-
portunities for more in-depth learning. Another participant, on the other hand, had
doubts about independent usage and thought the setup process was complicated.
However, a third member praised Radius Desk’s extensive network administration
features, highlighting its user and hotspot identification systems. In Addition, after
the implementation, the participants conducted a comparison study of Radius Desk
and UISP. Radius Desk was cited as having several notable benefits, including better
voucher administration, better device visualisation, and easier device connectivity.
Feedback from users prompted proposals for interface enhancements, including the
addition of a menu-equipped home button and the division of devices into users and
hotspots for better navigation.

Participants showed a general preference for Radius Desk over UISP, despite early
difficulties. Perceived benefits in device visualisation, voucher administration, and
overall user-friendliness led to this selection. As the most complete and preferred
method of administering the implemented network that satisfies user requirements
and expectations, Radius Desk has come to light. Moreover, a legitimate worry was
voiced by a participant about the restricted firmware support available for certain
devices, specifically light and nanobeams. This led to thinking about several ap-
proaches, such as adding a Unifi firewall to deal with compatibility problems. For
the deployment workshops to continue to be successful, it became clear that a wider
range of devices needed to be seamlessly integrated into the network. Furthermore,
the insights gained from the participant’s experiences and views throughout the
workshop are significant and warrant further consideration. They set the stage for
further improvements, amplifications, and deliberations in the deployment work-
shops by stressing the significance of resolving technical difficulties, enhancing user
interfaces, and guaranteeing compatibility with a wide range of network devices.
These findings aid in the further development and improvement of community net-
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work deployment approaches.

Participant Affiliation Gender
1 Janastu Female
2 Janastu Male
3 Janastu Male
4 Janastu Male
5 Janastu Male

Table 6.5: NMI co-design workshop with participants from Janastu

6.9 Participants Feedback on the Deployment with

Janastu

During the deployment workshop in India with participants from Janastu, the focus
was on installing and connecting devices to explore the features of Radius Desk on
PCs. Participants were given the opportunity to familiarise themselves with the
interface by engaging in hands-on activities. Following the installation, discussions
were initiated to gather feedback on the participants’ impressions of Radius Desk
and its potential integration within their network management practices. Further-
more, participants shared insights into the current challenges faced by their team,
particularly in connecting the router to the Radius Desk. While acknowledging
the difficulties in navigating the documentation, there was a keen interest in ex-
ploring the usability aspects once the setup process became more straightforward.
The participant highlighted the desire for features related to viewing devices online
and points of failure with various configurations, expressing optimism about Radius
Desk’s potential as a network management system. Despite considering a centralised
server, the preference for a distributed management system was noted, contingent
on the ease of setup and instructions.

Moreover, participants expressed a positive outlook, considering the Radius Desk
to be more advanced than what they had been seeking. Acknowledging its status
as an open-source and under-development tool, there was enthusiasm to dive into
its technical aspects and address challenges as they arise. The participant also
discussed the possibility of replacing their switch with a single compatible router
that aligns with OpenWRT and Radius Desk. Compatibility with AC mesh devices
was emphasised, as their current tp-link router models posed compatibility issues. In
addition, participants expressed optimism about the features observed in the Radius
Desk dashboard, deeming them ideal for their needs. The participant suggested
the potential of leveraging Radius Desk’s open-source nature to build a customised
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user interface (UI). The participant’s vision for customising the tool to meet their
unique needs was in line with the idea of exploring Radius Desk’s development and
extension, which emphasised the flexibility Radius Desk’s open-source nature offers.

In a nutshell, the results from the Janastu deployment workshop in India indicate
a range of perspectives among participants. Despite initial challenges, there is a
collective willingness to explore and integrate Radius Desk into their network man-
agement practices, with a focus on usability, advanced features, and the potential for
customisation to suit their specific needs. The feedback and considerations provided
by the participants offer valuable insights for further refinement and adaptation of
Radius Desk within the context of Janastu’s network management needs.

6.10 A Discussion on HCI Principles in Network-

ing: Fostering User-Friendly Interfaces

In the initial stages of the deployment workshops with participants from Janastu,
several aspects emerged as particularly effective in facilitating engagement and un-
derstanding. One notable success was the hands-on installation of Radius Desk on
the computer they use, allowing participants to explore the interface and its fea-
tures firsthand. This practical approach created an immersive learning experience,
enabling participants to familiarise themselves with the tool in a tangible way. Fur-
thermore, the interactive talks, which generated a variety of viewpoints and insights
from the participants about the usability and possible integration of Radius Desk
into Janastu’s network management practices, proved to be beneficial.

The effectiveness of these initial steps highlights the significance of incorporating
Human-Computer Interaction (HCI) principles into the broader conversation about
networking. HCI focuses on the design and use of computer technology, emphasis-
ing the interaction between humans and computers. Bringing HCI into the realm
of networking is crucial for several reasons. Firstly, HCI principles contribute to
the development of user-friendly interfaces and intuitive designs. In the context of
community networks like Janastu’s, where participants may not have extensive tech-
nical expertise, a well-designed interface can significantly enhance the usability of
networking tools. By prioritising user experience, HCI ensures that technology is ac-
cessible and understandable, fostering greater participation and engagement among
users. Secondly, the integration of HCI principles promotes effective communication
between technical experts and end-users. The workshops demonstrated that open
discussions about the challenges faced by participants in connecting routers and nav-
igating documentation are vital for identifying usability issues. HCI encourages a
user-centred approach, fostering dialogue and collaboration between developers and
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end-users to co-create solutions that address real-world challenges.

Furthermore, HCI principles emphasise the importance of considering the socio-
cultural context in technology design. In the case of Janastu, understanding the
unique needs and preferences of the community members is crucial for tailoring net-
working solutions to their specific requirements. HCI encourages a holistic approach
that considers not only the technical aspects of networking but also the social and
cultural factors that influence user interactions with technology. HCI principles ad-
vocate for understanding users’ varied experiences and preferences, paving the way
for tailored solutions that accommodate different skill levels and usage scenarios.
The feedback from participants on proposed interface enhancements, such as the
addition of a home button and improved device categorization, further emphasises
the need for continuous improvement based on user feedback. The expressed concern
about limited firmware support for certain devices emphasises the need for a holistic
HCI approach that considers not only the technical aspects of networking but also
the practical constraints faced by users. HCI principles advocate for inclusion and
accessibility, and addressing compatibility issues is vital for ensuring that a wider
range of devices can seamlessly integrate into the network.

In summary, the effectiveness of the first phases of the deployment workshops with
Janastu participants highlights the significance of bringing HCI concepts into the
larger networking conversation. By putting the user experience first, encouraging
good communication, and taking socio-cultural factors into account, HCI makes
sure that networking solutions are not only technically sound but also inclusive,
user-friendly, and sensitive to the demands of a variety of communities. In the end,
this strategy helps ensure that community networks are successfully adopted and
maintained.

6.11 Chapter 6 Summary

This findings chapter offers a detailed exploration of community networks and the
challenges faced by local operators between June 2021 and June 2022. From network
management issues to the experiences and backgrounds of operators, we’ve delved
into the intricacies of community wireless networks. The chapter sheds light on
hardware diversity, shortages, troubleshooting, and the dynamic interactions dur-
ing brainstorming sessions. Insights into operator backgrounds, their aspirations for
network management tools, and the influence of external expertise provide a com-
prehensive view. Weather conditions, power cuts, and the importance of training
round out the multifaceted landscape of community-driven networks, showcasing the
resilience and adaptability of local operators.
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This chapter presents the research findings in conjunction with existing literature,
including the importance of incorporating the local knowledge and skills of commu-
nity operators when designing network management interfaces. This consideration
is crucial for ensuring the sustainability of community networks, involving the ac-
tive participation of local network operators and community members. Preliminary
discussions from this chapter were previously published and presented at AFRICHI
2023 and in the CoRLN Report [60, 36].
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7.1 Technical Plan and System Implementation

Architecture

The findings show that all CWN that participated in this research use a combina-
tion of different branded networking equipment. Thus causing them to manage the
network with different network management systems based on the network equip-
ment brand. Some of the network equipment that they have in common is Ubiquiti,
Libremesh, and Tp Link.

Ubiquiti Networks is a technology company that specialises in the development and
manufacturing of networking equipment and solutions. Founded in 2005, Ubiquiti
has gained prominence for providing high-performance, cost-effective wireless com-
munication and networking products. The company offers a diverse range of devices,
including wireless access points, routers, switches, security cameras, and other net-
working components. Ubiquiti is well-known for its Unifi product line, which includes
a unified management system designed to configure and monitor various networking
devices seamlessly. The Unifi system operates through a network controller software
that allows users to manage their networks independently of the specific hardware
devices. This approach provides flexibility and ease of use for deploying and main-
taining network infrastructure. However, after as the network expands there is a
need for subscription fees.

In the context of deployment workshops, experimentation involved flashing Ubiq-
uiti AC Mesh and Tp Link routers with OpenWrt firmware to integrate them into
the RadiusDesk network management system successfully. However, the process of
connecting these devices posed challenges for both participants and the researcher.
As discussed earlier, the creation of a user in RADIUSdesk necessitates an owner,
a profile, and a realm, introducing complexity to the user setup process. Further-
more, the visibility of connected and unconnected users in the RADIUSdesk interface
proved less intuitive. Despite these challenges, it’s noteworthy that the RadiusDesk
backend demonstrates versatility by accommodating various network devices, in-
cluding Ubiquiti and Tp Link routers, as long as they are flashed with OpenWrt
software. This emphasises the potential for standardised open-source solutions to
seamlessly integrate with diverse hardware within CWNs, promoting flexibility and
interoperability.

7.2 NMI Web Application Development

Following a comprehensive analysis of network management interface prototypes
from the co-design workshops, four key features were identified to serve as guiding
principles for the development of the network management interface (NMI) tailored
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for local network operators. The primary focus of this research was on front-end
development, leveraging ReactJS—a JavaScript library renowned for streamlining
the creation of user interfaces [103]. The NMI functions as a plugin operating atop
the UNMS (Ubiquiti Network Management System) or RadiusDesk infrastructure,
presenting users with an interface designed for enhanced user-friendliness.

The front-end interface, developed with ReactJS, interfaces seamlessly with the
UNMS API, facilitating the retrieval of information from the back-end and trans-
mitting it to the NMI web application. This integration proves especially valuable
for Community Wireless Networks (CWNs) utilising Ubiquiti devices exclusively.
However, for CWNs employing a combination of devices, the NMI communicates
with the RadiusDesk, ensuring adaptability across diverse network environments.
The utilisation of APIs is an important aspect in contemporary web application de-
velopment, and the NMI web application aligns with this trend. By accessing data
through the UNMS API, the NMI becomes an integral part of the existing services
and devices within the network. Specifically, within the UNMS API’s device sec-
tion, a comprehensive list of all connections to access points and Unifi devices can
be extracted, providing valuable insights for effective network management.

In essence, the NMI web application serves as an innovative layer that merges with
existing network infrastructure, offering local network operators a tool for manag-
ing their networks. Through the seamless integration with UNMS or RadiusDesk,
it enhances the accessibility and usability of network management interfaces, con-
tributing to a more streamlined and user centred experience for operators working
with a variety of networking devices in a Community Wireless Network setting.

On the development of the NMI I have focused on the following pages:
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Figure 7.1: The login page of the new NMI

Figure 7.2: The landing page of the new NMI
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Figure 7.3: The menu options on the landing page of the new NMI

Device Management: Device management plays a role in ensuring the seamless op-
eration of networked systems. In the context of network management for CWNs,
extensive efforts need to be directed towards device discovery. This includes iden-
tifying and managing connected network devices and providing real-time status re-
ports. On this page the network operators can view all network devices such as
access points, filter connected devices and failed devices see Figure 7.4.
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Figure 7.4: Device management page

Network Users: Understanding and managing network users is vital for ensuring
security and optimising resource utilisation. This page displays all the users con-
nected, and can filter connected and disconnected or failed users and a search by
name to view a specific user. By prioritising the management of network users, the
NMI contributes to a more secure and controlled network environment. See figure
7.5
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Figure 7.5: Network users page

Network Configuration: The NMI places significant emphasis on simplifying and en-
hancing network configuration processes. This page allows the network operators to
add both network devices and users. The successfully added network devices with be
displayed in device management page and the users in network users page. Automa-
tion features have been implemented to handle repetitive tasks, ensuring consistency
and reducing the likelihood of configuration errors. This focus on network configu-
ration aims to improve overall system, responsiveness, and ease of management.
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Figure 7.6: Network Configurations page

Network Monitoring: Efficient network monitoring is critical for preemptive issue
detection and timely problem resolution. This page displays the sites of the com-
munity network, number of users in each site and network failures. The NMI in-
corporates advanced monitoring capabilities, employing a combination of active and
passive monitoring techniques. Real-time data collection, performance analytics,
and anomaly detection mechanisms have been integrated to provide administrators
with comprehensive insights into network behavior. The objective is to empower
users with the tools necessary to proactively identify and address potential bottle-
necks, and performance issues.
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Figure 7.7: Network monitoring page

7.3 Mesh-Mash 2.0: Designing for Diverse Hard-

ware

Mobile network technologies are always changing, vertical integration is happening,
applications are becoming more diverse, and more advanced end-user devices are
coming out. This makes network management tasks more difficult. These factors
necessitate the dynamic reconfiguration of networks to align with operators’ cost and
performance objectives [70]. The dynamic reconfiguration of networks is relevant to
our findings in formulating practical network management tools and structures to
assist local network operators. Indeed, Belli[13] argues that community networks
need to self-organise to address the challenges of community networks in the design,
development, and management of network infrastructure as a shared resource to
enhance community network sustainability. [11]. However, our findings also indicate
the need for increased expertise in utilising network management interfaces, enabling
local network operators to effectively monitor and troubleshoot the network. As
telecommunication companies expand their services annually, network management
tools continuously evolve, becoming more complex for local network operators. [27].
Consequently, it is crucial for local network operators to receive formal and informal
training and learning opportunities to effectively manage the network. Our results
align with previous evidence that some existing tools have been challenging to set up
and lack adequate visualisation of current per-device usage. [27]. Nevertheless, the
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findings further indicate the need for more expertise in using network management
interfaces for local network operators to monitor and troubleshoot the network. This
is because telecommunications companies expand their services on a yearly basis,
and these network management tools keep updating with new changes and becoming
more complex for local network operators. [27]. Therefore, the data contributes
to a clearer understanding of the need for local network operators to have formal
and informal training and learning to manage the network. These results build on
evidence that some existing tools were or are too tricky to set up and need to provide
adequate visualisation or current per-device usage. [27]. Nonetheless, the findings
highlight that local network operators and prospective local network operators have
formed community support relationships with other community networks to share
knowledge and learn together through the School of Community Networks (CNs)
supported by the APC and ISOC organisations.

7.4 Bridging Network-Centred and Community-

Centred Models of Network Management

Network-centred models primarily focus on technical aspects such as infrastructure,
protocols, and performance optimisation, while community-centred models empha-
sise the social dynamics and collaborative practices within network communities.
Recognising the strengths of both approaches, researchers aim to bridge these mod-
els to enhance the effectiveness of network management[28]. To address the chal-
lenges associated with managing complex networks, Chetty et al. (2013) proposed
a framework that combines network-centred and community-centred perspectives.
[28]. Their research reveals insights into consumer experiences in South Africa, indi-
cating that advertised speeds are not consistently achieved, mobile broadband gener-
ally exhibits higher throughput than fixed broadband, and interconnection between
ISPs significantly influences user reliability and performance. [28]. However, Khan
et al. (2018) proposed a multi-layer self-learning framework that enables self-network
management, emphasising the importance of leveraging the data usage patterns of
mobile users within community networks to gain a comprehensive understanding of
community needs [70]. Hadzic et al. (2016) further support the utilisation of mobile
user data to inform community network requirements. [52]. Moreover, the involve-
ment of users in the design process is crucial for developing acceptable systems.
Winschiers et al. (2012) [129] and Bidwell (2011) [21] emphasised the importance
of user engagement in design activities. By actively involving community members
in network management tasks and decision-making processes, community networks
foster a sense of ownership and collective responsibility, resulting in more resilient
and self-sustaining networks. [13, 130, 20].
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Network-centred models focus on technical aspects, such as infrastructure, proto-
cols, and performance optimisation, while community-centred models emphasise the
social dynamics and collaborative practices within network communities. By bridg-
ing these two approaches, researchers aim to leverage the strengths of both models
to enhance network management effectiveness. [28] proposes a framework that com-
bines network-centred and community-centred perspectives to address the challenges
of managing complex networks. Their research findings indicate that consumers in
South Africa often experience advertised speeds that do not align with the actual
speeds received. Moreover, they observe that mobile broadband generally exhibits
higher throughput compared to fixed broadband. The study indicates the significant
role of interconnection between Internet Service Providers (ISPs) or their absence
in determining the reliability and performance that end-users ultimately experience.
In addition, the researchers propose a well-suited architectural design and advocate
for a multi-layer self-learning framework capable of meta-learning for self-Network
Management (NM) [70]. Furthermore, they advocate for leveraging the data usage
patterns of mobile users within community networks to gain a genuine understanding
of the community’s needs [52]. The research also draws attention to the importance
of involving users in design activities to develop systems that meet acceptable stan-
dards [129, 21]. This involvement, as supported by the findings, actively engages
community members in network management tasks and decision-making processes.
It fosters a sense of ownership and collective responsibility, resulting in more resilient
and self-sustaining community networks [130, 20].

Despite having access to a pool of experts for assistance, participating in various for-
mal and informal training sessions, and utilising diverse network equipment with dif-
ferent network interface controllers, participants still encountered challenges. These
findings align with Poole et al.’s (2008) study, which revealed that homeowners often
struggle to verbally articulate accurate information about their networks.

The findings indicate that it took more workshops for participants to grasp the
technical concepts of network management, particularly when participants expressed
difficulty understanding network management interfaces. Even though they have ac-
cess to an ecosystem of experts for assistance, they go through different formal and
informal training sessions and use ad-hoc, diverse network equipment that requires
the use of different network interface controllers. The findings align with the conclu-
sions drawn in Poole et al.’s (2008) study, suggesting that homeowners frequently
require assistance in verbally articulating precise details about their networks. This
implies that traditional interview methods and think-aloud techniques may yield
limited information. Consequently, tackling user experience issues in home network
management presents a formidable design challenge.

However, the literature further posits that there needs to be more understanding
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of the cause of community wireless network failure due to the need for more hu-
man resources expertise. That was given to local community network operators
and community members through research workshops (informal training) and long-
term training (formal training) from communication network technology teaching
experts from different organisations, such as the Association for Progressive Com-
munications (APC) and the Internet Society (ISOC) [1, 2]. These results provide
new insight into the implications of designing for the network management user
experience. Therefore, network management tools for community networks should
consider system complexity issues, the level of expertise required, and community
networks’ diverse hardware. By creating appropriate network management tools
for local network operators, designers are taking essential steps to empower local
network operators to understand and manage their community networks better.

Additionally, the expertise required to set up and participate in the setup of a com-
munity wireless network is very different from the expertise required to manage the
community network by maintaining and monitoring the users and sustaining the
network’s performance. By redesigning and reconstructing the network infrastruc-
ture as needed when the network is overwhelmed [92]. Especially when it comes
to community networks failing to attain their full potential due to a lack of compe-
tence, which is a fundamental prerequisite for community network management [48].
Designers rely largely on existing technical infrastructures to deliver practical, func-
tional, deploy able, and cost-effective solutions through user-centred design. [33].
At the same time, this reliance may sometimes limit their capacity to adequately
address user demands and capabilities [33]. The findings thus assert that, while
not traditionally considered within the scope of HCI, such lower-level concerns sig-
nificantly impact the user experience, determining what types of functionality can
be delivered, the logic by which functions are organised, and the interdependence
among these functions.

Regarding participation in technical network management, our findings highlighted
the various problems and experiences of local network operators and community
members. Due to the use of different branded network devices, local network oper-
ators must adapt to using multiple complex network management and monitoring
interfaces while attempting to improve their expertise on the first interfaces that
they began using, which are the Unify and Ubiquity (UISP) platforms, as in the
case of (I/P1, P2) and (SA/P1). However, the findings indicate that these users
encounter protocols, tools, and terminology that originated during the era when
networks were designed and maintained by proficient (and salaried) network admin-
istrators. Our results show that the management of home networks is a frustrating
and tedious experience for the majority of households.
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7.5 Agenda for future Designers

The agenda for future designers should be framed within a broader shift towards
designing digital technologies that prioritise the public dimension of social life [32].
It is crucial to consider the challenges faced by Wireless Internet Service Providers
(WISPs) in reaching scaling limits and the practical benefits of functionalities like
subscriber management over the hype surrounding Software Defined Networking
(SDN) [53]. The concept of autonomic network management is essential for equip-
ping researchers with the understanding needed to address network management
complexities [70]. These findings underscore the need to prioritise certain features
and enhance the usability of network management platforms. Current interfaces
primarily cater to enterprise companies, lacking the necessary assumptions and
considerations for community networks and underserved communities [119]. The
exponential growth of connected smart devices, coupled with demanding quality-
of-service requirements and the need for ubiquitous connectivity, pose significant
challenges for local network operators [33]. Implementing automatic configuration
models, where donors mesh with each other to aggregate Internet access, can greatly
benefit community networks. [9]. Access aggregation with multi-path TCP (RFC
6824) speeds things up, and IPv4 and IPv6 solutions can be used to solve problems
with addressing, discovery, and routing [9].

However, local network operators still require technical support, particularly in trou-
bleshooting network issues [94]. Long-term sustainability relies on setting highly
ambitious performance indicators for these systems [80]. Also, big steps forward in
physical layer technologies are needed to get around problems caused by bad radio
propagation conditions in the mm wavelength range so that mobile wireless com-
munications can work [80]. Furthermore, technology enthusiasts play a significant
role in network participation, experimenting with software development, network
speed measurements, mapping, and management tools. Users acquire new skills in
computer and network use through self-experimentation or training by network ex-
perts [32]. Therefore, future designers should adopt a user-centred approach when
designing network management platforms. Prioritise the needs and challenges faced
by community networks and underserved communities rather than solely focusing
on enterprise networks. Consider the usability requirements specific to these con-
texts, ensuring that the interfaces and functionalities are accessible and intuitive for
local network operators. Additionally, designers should emphasise the importance
of incorporating autonomic network management principles [70]. Develop frame-
works that enable self-learning and self-configuration to simplify network manage-
ment tasks and reduce the reliance on manual troubleshooting [132, 9]. This will
empower local network operators to efficiently monitor and troubleshoot their net-
works [132].
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As subsequently discussed with our community networks from South Africa and
India, we could design new network management interfaces or simplify the existing
ones by restructuring them functionally to help local network operators find these
features easily and capture connected network users. Currently, connected users are
viewed through notifications, especially on the UISP platform and the captive portals
of network devices, precisely the access points. Viewing this with other notifications
makes it difficult for local network operators, especially with the admin logging into
each separate device. The community network can have more than ten access points.
It will be ideal for future designers to find ways to link multiple network devices from
different brands to one network management interface. This might be complex due to
different device technologies. However, it may require telecommunications service
providers and network device companies and brands to work together to develop
network devices and network management tools for community networks.

7.6 Displaying Network Devices and Remote Net-

work Management

The current network management interface suffers from a tedious user experience
due to the unlabeled icons representing connected devices [35]. To improve remote
network management for local network operators, the display of connected network
devices, including community access points, needs to be revamped. Adopted net-
work devices should be automatically displayed on the dashboard, eliminating the
need for users to search for them. This simplifies the management process [35].
Network management can be challenging for several reasons. Firstly, managed net-
works are heterogeneous, comprising hardware and software components from dif-
ferent manufacturers. Secondly, technology is constantly evolving, introducing new
services and changes. Lastly, managed networks can be large and geographically
dispersed, with distant network nodes [116]. Our findings reveal that local network
operators do not reside within the community they serve and often visit periodically
to troubleshoot and add nodes to the network. For instance, if the network goes
down due to weather-related issues or power outages, the operators, who live in
Bangalore, need to be on-site for troubleshooting. They cannot access the captive
portals remotely, as they must be within the network to do so. This poses a chal-
lenge given the characteristics and difficulties associated with overseeing IoT devices
[116]. IoT management includes two primary categories: IoT Network Management
and IoT Device Management. The former entails gathering and analysing extensive
data from IoT platforms to enable effective decision-making and actions, including
remote network management [93, 116, 76].

The current navigation between different captive portals for network management
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and the inconvenience of requiring on-site access to the captive portal pose chal-
lenges. While remote access software like TeamViewer and Anydesk provide options
for remotely accessing computers, they still rely on someone turning on the com-
puters and opening the network management sites. However, remote troubleshoot-
ing becomes problematic during network outages caused by adverse weather condi-
tions affecting antennas and unstable power issues [119]. Therefore, future designers
should consider restructuring access to captive portals from outside the network or
building interfaces that accommodate various devices, such as Mesh Desk [119]. By
addressing these issues, future designers can enhance the display of network devices,
simplify remote network management, and overcome challenges associated with on-
site troubleshooting and network accessibility.

7.7 Centralised and Decentralised Network Man-

agement

Centralised network management simplifies the enforcement of security protocols
and ensures consistent implementation throughout the network [6]. However, this
approach may introduce potential single points of failure and increase vulnerability
to targeted attacks on the central controller [47]. On the other hand, decentralised
architectures distribute security functions across multiple network devices and com-
ponents. This distribution enhances network resilience and offers greater flexibility
in security management. However, managing and maintaining decentralised archi-
tectures can be more challenging as security policies must be consistently enforced
across diverse network components [84]. To address the future network landscape,
design principles for decentralised network and service architectures have been pro-
posed for 6G networks [101]. The usage of ad hoc equipment by community networks
also impacts the centralization or decentralisation of the network [116]. In situations
where networking equipment is scarce, network operators are compelled to procure
any accessible network equipment brand. The Ubiquity application simplifies net-
work management by enabling users to configure, upgrade, and monitor various
Ubiquity devices. When a user adopts a device, the platform automatically recog-
nises it within the network, eliminating the need for manual execution of extensive
commands for device configuration. However, using multiple interfaces concurrently
can pose a learning curve for local network operators, although proficiency improves
with experience [84]. After participants expressed their apprehension about using
Mesh Desk (Radius Desk) due to the possibility of forming a centralised network that
relies on a single central server or domain controller, simplifying network manage-
ment by allowing them to monitor all network devices on a single interface but having
many limitations. As a result, local network operators favour a centralised network.

108



Community-Centred Network Management for Community Wireless Networks
(CWNs) Ndinelao Iitumba

However, how can we prioritise easier network management over the restrictions of
a centralised server? A centralised server’s drawback includes experiencing network
failure when one node fails, but a decentralised network provides redundancy if one
node fails. Future designers should investigate the idea of building network manage-
ment interfaces that promote centralised networks and ad hoc equipment (Ubiquity
vs. Mesh Desk vs. Proprietary Application Vula).

7.8 Towards a Community-Owned and Feminist

Wireless Network

Some important parts of community-owned and feminist wireless networks are the
ability to go beyond traditional ideas of technological expertise and build relation-
ships with people who don’t have the same level of knowledge. Embracing a feminist
approach to hacking and making acknowledges the structural inequalities that shape
participation, recognising that not all individuals have equal opportunities to engage
in community technology projects [44, 72]. It is essential to avoid assuming that
women can seamlessly assimilate into male-dominated spaces, as this undermines
their unique contributions to the culture of these projects [89]. Instead, fostering a
dynamic and innovative social organisation that focuses on developing technology
suited to the specific needs of the community is of equal importance to technical
advancements [89]. These research findings further support the concepts put forth
by feminist servers regarding the establishment and maintenance of mesh networks
connected to locally owned servers managed by the community. This emphasises
the importance of transitioning towards community-built and locally owned servers
to improve network management for both local network operators and community
members [8, 10]. Furthermore, this research validates that feminist wireless net-
works empower communities to determine the information stored on the network
and control access to it. This insight offers a deeper understanding of the potential
implications of such infrastructure for local communities. Additionally, technical
expertise and troubleshooting skills are essential for setting up and maintaining the
mesh networks that connect these servers. However, it is important to recognise that
beyond the physical infrastructure facilitating digital connectivity, the human infras-
tructure, including meetings, gatherings, and the exchange of affection and knowl-
edge, is equally vital for the successful deployment of community networks. These
human interactions foster a sense of community and collaboration that strengthens
the network’s functionality and impact.

Feminist servers are data storage servers with an autonomous infrastructure for
easy access and management by feminist groups. Feminist servers allow the Internet
where the network is owned and managed by communities, thus positing an afford-
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able alternative to the WiFi networks currently available to communities [44, 8, 10].
Our findings also support the concepts of feminist servers on setting up and main-
taining mesh networks connected to locally owned servers by the community. Some
of our participants outlined that they are developing a network management inter-
face that meets their needs, uses open-source software, and caters to their ad-hoc
equipment to improve network management. This indicates that moving towards
community-built and locally owned servers will improve the management of commu-
nity networks and local servers for local network operators and community members
[8]. This reinforces the notion that feminist wireless networks empower communi-
ties to determine the information stored on the network and regulate it is access.
Consequently, our research provides an understanding of the implications such in-
frastructure could have for local communities. Establishing and sustaining mesh
networks connecting these servers requires technical expertise and troubleshooting
skills. Thus, beyond the physical infrastructure enabling digital network operations,
the human infrastructure—each meeting, gathering, and exchange of affection and
knowledge among people—becomes even more crucial in deploying the community
network.

7.9 Chapter 7 Summary

This chapter discusses the research findings, placing a strong emphasis on the im-
perative consideration of local knowledge and skills possessed by community net-
work operators in the design of Network Management Interfaces (NMIs) for the
sustainability of community networks. The chapter talks about a lot of impor-
tant topics, such as mesh networking, the coming together of network-centred and
community-centred models, future design plans, how to best show off network de-
vices, the argument between centralization and decentralisation, and the creative
idea of community-owned and feminist wireless networks.

In the section titled ”Mesh-Mash 2.0: Designing for Diverse Hardware,” the chap-
ter covers the challenges posed by evolving network technologies, advocating for
dynamic reconfiguration aligned with cost and performance objectives. The signif-
icance of expertise and training for local network operators takes centre stage, ad-
dressing the evolving complexities of network management interfaces. In the subse-
quent section, ”Bridging Network-Centred and Community-Centred Models,” delves
into the strengths inherent in both technical and community-centred approaches to
network management. A key emphasis is placed on user engagement in design ac-
tivities, fostering a sense of ownership and responsibility, ultimately contributing to
the resilience of community networks.

The chapter then outlines an ”Agenda for Future Designers,” calling for the pri-
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oritisation of digital technologies that serve the public dimension of social life. It
advocates for a user-centred approach to NMI design, recognising the specific needs
and challenges faced by community networks and underserved communities. In
”Displaying Network Devices and Remote Network Management,” the challenges
in the current NMI user experience are dissected, with proposed solutions aimed at
improving the remote management of connected devices. Acknowledging the intrica-
cies of managing heterogeneous networks, the discussion emphasises the necessity for
user-friendly interfaces. Further, the chapter covers ”centralised and decentralised
network management” and critically evaluates the advantages and challenges asso-
ciated with both approaches. Future designers are urged to investigate interfaces
that align with the characteristics of community networks, addressing the ongoing
debate between centralization and decentralisation.

Lastly, the section ”Towards a Community-Owned and Feminist Wireless Network”
champions a feminist approach to technology projects, acknowledging structural
inequalities. The discourse extends to the significance of transitioning to community-
built and locally owned servers, empowering communities to assert control over their
network infrastructure. The chapter discussed the difficult relationship between
technical infrastructure and human interactions within community networks. It
reiterates the paramount importance of community engagement, collaboration, and
a feminist perspective as foundational elements in realising sustainable and resilient
wireless networks.
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I have published some parts from the conclusions in the AfriCHI paper and CoLRN
Report [60, 36].

8.1 Research Contributions

This research contributes to the field of human-computer interactions (HCI) and
co-design research, focusing on CWNs, by addressing the objectives set out at the
initiation of this study. The primary aim was to explore network management
within CWNs and thoroughly analyse how local network operators management the
networks from their experiences, what information resources or training do they
use, this was achieved in Chapter 3 through semi-structured interviews and six co-
design workshops. This study sought to discover challenges that these interfaces pose
while identifying areas for improvement that were achieved in the findings through
chapters 4, 5, and 6. In doing so, the study delved into determining the best practices
necessary to empower community members to manage their network infrastructure
effectively. Through a collaborative and community-involved approach, I embarked
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on co-designing a new network management interface with participants from Janastu
and Inethi CWNs explicitly tailored for CWNs with local network operators.

Central to the research objectives was a comprehensive understanding of the chal-
lenges experienced by CWN local operators. This user centred viewpoint provided
invaluable insights into the practical obstacles faced by these community members.
It helped lay the groundwork for a community-centred perspective on network man-
agement, emphasising the need for solutions that align with the specific requirements
and challenges of these users. The study’s design approaches, aimed at empowering
local CWN management, made a significant contribution to refining interface tech-
niques. It introduced methodologies and strategies intended to uplift and enable
CWN operators access to manage their networks more independently.

8.2 Reflection and Lessons Learned

This study explored community wireless network management. Delving into the
practical challenges and experiences of individuals engaged in managing these net-
works has been an eye-opening journey. The examination of different user groups,
their familiarity (or lack thereof) with network management tools, and the diverse
challenges faced in Ocean View (InethiCWN) and Devrayandurga (Janastu) has
provided insight into the complexities of network management at the local level.

The findings uncovered challenges faced by users, particularly in Ocean View, with
unfamiliarity and difficulty navigating through network management tools. The
identification of terminology issues, such as interpreting the meaning of various
terms on interfaces and the struggle to interpret graphs and data presented within
the management platforms, underlines the practical obstacles users encounter.

This research also sheds light on the specific needs of local communities. The insights
provided by Janastu participants, for instance, emphasised the necessity for tools
that cater to their unique settings. Ideas like a network monitoring tool for device-to-
device pinging, remote network management, and capturing more detailed network
management concepts were highlighted, showcasing the necessity for community-
specific tools.

The role of external expertise has emerged as crucial in the journey of local net-
work operators, guiding their understanding, problem-solving, and learning through
practical experiences. The learning processes, including participating in workshops,
collaborating with experts, and receiving formal training, have significantly shaped
the capacity and skill sets of these operators.

This research also unveiled the impact of weather conditions, power outages, and
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technical interruptions on CWNs, leading local network operators to experience tech-
nical troubleshooting challenges. Understanding how power issues, including power
outages and low battery voltage, significantly interfere with network management,
along with the effects of harsh weather conditions, provides critical insights into the
practical challenges faced in maintaining stable network connectivity.

Lessons Learned:

• Local Community Network Needs: Understanding the Significance of Community-
Specific Tools and Interfaces for Effective Network Management

• Role of Education and Training: Recognising the importance of workshops,
training, and continuous learning in enhancing network management skills

• External Support and Expertise: Acknowledging the invaluable guidance and
knowledge shared by external experts in furthering network management ca-
pabilities

• Adaptability in Addressing Challenges: Understanding the need for adaptable
and resilient solutions to combat weather-induced and power-related disrup-
tions in network connectivity

8.3 Research Limitations

This research only employed participants from existing community wireless networks
that I knew or had existing collaborations with my supervisor. Moreover, this re-
search also commenced during the pandemic; hence, I conducted the semi-structured
interviews online. Online interviews were really challenging because all my partici-
pants were bandwidth-constrained. However, I managed to compensate them with
R100 in airtime for mobile data.

8.4 Future Considerations

Based on the findings from the research conducted with local network operators
managing Community Wireless Networks (CWNs), several recommendations can
enhance their practices. One primary focus lies on the need for knowledge enhance-
ment regarding network technicalities. A structured approach to training or educa-
tional programs could effectively equip these operators with the essential technical
knowledge required to manage and troubleshoot wireless network failures. Access
to professional resources, guidance, and community-driven knowledge-sharing plat-
forms could further enhance their expertise and efficiency in handling these networks.

114



Community-Centred Network Management for Community Wireless Networks
(CWNs) Ndinelao Iitumba

Local network operators require access to network management systems that support
larger wireless networks, particularly those with more than 20 access points, to
facilitate the growth of network infrastructure within Community Wireless Networks
(CWNs).

Moreover, recognising and empowering the diverse roles local operators play in the
management of CWNs is important. There’s a need to acknowledge their significance
and provide support tailored to their roles within the community network. Offering
training or resources for the diverse roles in network management, ranging from
overseeing network stability to community training, can better equip operators for
their responsibilities.

Another recommendation involves improving network management interfaces. De-
signing user-friendly interfaces and platforms can significantly ease operators’ tasks
and allow more efficient network management. Accompanying these interfaces with
comprehensive technical support could further facilitate the operators’ navigation
and utilisation of these platforms.

To address the challenges experienced with existing network platforms, efforts must
be directed towards simplifying interfaces and providing comprehensive educational
support. Streamlining the complexity of these interfaces, offering user guides, and
creating tutorials could immensely assist the operators in navigating these platforms
effectively, addressing issues like understanding graphs, terminologies, and accessing
information seamlessly.

Providing extra learning resources on network management, such as a chatbot,
videos, or frequently asked questions, and troubleshooting manual.

Hardware diversity and shortages emerged as a significant challenge for network
operators. Efforts to streamline supply chains and address the shortage of essential
network equipment are crucial. Promoting standardisation in the equipment used
across various CWNs would significantly ease procurement and network management
practices.

For efficient troubleshooting and handling network failures, incorporating remote
management tools and onsite training is essential. Remote management tools would
enable operators to resolve issues more effectively, particularly for those who pre-
dominantly manage networks onsite. Facilitating easier transitioning between vari-
ous devices and ensuring equipment compatibility could significantly streamline the
process of resolving network errors.
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8.5 Research Conclusion

In conclusion, this research provides the findings of a qualitative study conducted
with 25 CWN stakeholders, which included semi-structured online interviews with
CWNs in South Africa (Inethi Ocean View, VNET Khayelitsha, and Mamaila CWNs
Limpopo) and India (Janastu Hills). The study aimed to uncover the needs, expe-
riences, roles, challenges, and troubleshooting resources existing CWNs face and
use while managing their community networks. This study has contributed to un-
derstanding some of the challenges encountered by local CWN operators and has
emphasised the importance of adopting a community-centred approach to network
management and design. I have observed the use of various network management
interfaces by community networks by examining the various equipment they use,
which frequently results from the lack of standardised equipment. This highlights
the adaptability and resourcefulness of local operators in navigating the limitations
they face. Furthermore, this research has underscored the significance of formal and
informal training and learning opportunities for local network operators to effectively
manage their networks. Recognising the need for continuous skill development and
knowledge acquisition, we recommend the provision of supportive resources and
training programs to empower CWN operators and enhance their network manage-
ment capabilities.
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designing a community-owned platform. In International Development Infor-
matics Association Conference, pages 243–257. Springer, 2018.

[75] Scott Loynton. The project community framework: Towards bridging the gap
between user centred design and academic scientific software development.
2015.

[76] Meng Ma, Ping Wang, and Chao-Hsien Chu. Data management for internet
of things: Challenges, approaches and opportunities. In 2013 IEEE Interna-
tional conference on green computing and communications and IEEE Internet
of Things and IEEE cyber, physical and social computing, pages 1144–1151.
IEEE, 2013.

[77] Glenn MANSFIELD, Makoto MURATA, Kenichi HIGUCHI, Krishnamachari
JAYANTHI, Basabi CHAKRABORTY, Yoshiaki NEMOTO, and Shoichi

124



Community-Centred Network Management for Community Wireless Networks
(CWNs) Ndinelao Iitumba

NOGUCHI. An snmp-based expert network management system. IEICE
Transactions on Communications, 75(8):701–708, 1992.

[78] David Manzano, Juan-Carlos Cano, Carlos T Calafate, and Pietro Manzoni.
Maya: A tool for wireless mesh networks management. In 2007 IEEE Inter-
national Conference on Mobile Adhoc and Sensor Systems, pages 1–6. IEEE,
2007.

[79] Andres Martinez-Fernandez, Josep Vidal, Javier Simó-Reigadas, Ignacio
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DEPARTMENT OF COMPUTER SCIENCE 

UNIVERSITY OF CAPE TOWN 
PRIVATE BAG X3 
RONDEBOSCH 7701  
SOUTH AFRICA 

RESEARCHER/S: 
TELEPHONE:  

E-MAIL: 

Ndinelao Iitumba 
+27-83-6667385 
Itmndi001@myuct.ac.za

Informed Voluntary Consent to Participate in Research Study 
Project Title: Community-Centered Network Management for 

Community Wireless Networks  

Invitation to participate, and benefits: You are invited to participate in a research study conducted with 

INethi/Zenzeleni/VNET/Mamaila community members. The study aims to provide community wireless 

networks in bandwidth constrained communities with a network management platform. The network 

management platform will be designed with the input of users so that it will be easy use for community 

members.  

Procedures: During this study, you will be asked to answer a few questions about your usage of any CWN, 

your involvement in your CWN management, the challenges you face in attempting to 

troubleshoot/diagnose your network connectivity problems. As a participant you will also be participating in 

an online/face-to-face workshop to prototype and brainstorm with other participants a new network 

management interface. Depending on your preference we can arrange an online call or meet up in your 

community for an interview. For workshops you will be require completing a health check form on your 

phone that will determine that you are eligible to participate in in-person workshops and you will be 

provided with the venue of the workshop. 

Recording: We may take photographs and/or record audio/video as part of the study. These will be used to 

analyse the data/ information collected and will not be published or shared. However, we will share 

photographs of the designs produced. If you object to this, please indicate below. 

Risks: There are no potentially harmful risks related to your participation in this study. 

Feedback: You will receive feedback about the results of this research by receiving a SMS about the results. 

Disclaimer/Withdrawal: Your participation is completely voluntary; you may refuse to participate, and you 

may withdraw at any time without having to state a reason and without any prejudice or penalty against 

you. Should you choose to withdraw, the researcher commits not to use any of the information you have 

provided without your signed consent. Note that the researcher may also withdraw you from the study at 

any time. 

Confidentiality: All information collected in this study will be kept private in that you will not be identified by 

name or by connection to any institution. 

What signing this form means: By signing this consent form, you agree to participate in this research study. 

The aim, procedures to be used, the potential risks and benefits of your participation have been explained to 

you. You can pull out from participating. You are free to contact me and ask questions. 

I agree to participate in this research (tick one box)  Yes  No _________ (Initials) 
I agree to be photographed   Yes No _________ (Initials) 
I agree to be audio-recorded   Yes  No _________ (Initials) 
I agree to be video recorded   Yes  No _________ (Initials) 

______________________________ _________________________________ ________ 
Name of Participant Signature of Participant Date 

______________________________ _________________________________ ________ 
Name of Researcher Signature of Researcher Date 
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Investigating Network Management for Community Wireless 
Networks 

Interview Script 

Date:XXXX 

Interviews start time: 15:00 

Interview end time: 15: 25 

Interviewee Code (no names): P12  

Cell-phone number: XXX 

Location: XXX 

Interview platform: Online 

Gender:  XXXX 

Attach Signed Consent Form  

Note: RQ1: What challenges inhibit CWN operators & community members from managing their CWNs?  

RQ2: How do CWN operators envision the management of CWNs?  

RQ3: Can community-based co-design be applied to design a CWN management interface that allows semi-skilled and non-
experts to manage their CWNs? 

1. Tell me about Yourself? 

2. Do you have access to the internet? /How do you access the internet? 

3. When/ how did you start getting involved with your CWN at management level

4. What role do you play in your CWN? 

5. Can you set up a network?
6. Have you used any network management platforms before? 

7. How much do you know/understand about the community wireless network? (Understand 
how they perceive the network)

8. Which platform do you use to manage the network? / Which platforms if there are many? 

9. What challenges do you face when managing the network? 

10. Which resources do you consult when fixing/monitoring your network to understand what 
you are dealing with? 

Field Notes by Researcher:  
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CWNs Network Management Interface Co-Design 
Workshops Protocol

By: Ndinelao Iitumba and A/Prof. Melissa Densmore 

Pre-Co-design Activities 

1. Ethics Clearance Amendments

For the case of co-design activities taking place during COVID-19 lockdown levels 1-3: 

The co-design activities will take place in person through workshop groups with participants 
from each Community Wireless Network (CWN). A workshop group will consist of 10-15 
participants + 1 facilitators, with COVID-19 safety regulations in place. This includes: 

- Facilitating sanitizing stations to sanitize participants and facilitators before entering
workshop.

- Enforcement of participants and facilitators wearing masks at all times (surgical masks
will be provided).

- Socially distancing participants and facilitators: enforcing distance of 2 meters between
each person.

- Excluding participants with comorbidities to the COVID-19 virus. 
- Focus group will take place in a large well-ventilated area 

Ethics Clearance granted for this in-person co-design tasks.  

For the case of co-design activities taking place during COVID-19 lockdown levels 4-5: 

 The co-design activities will be facilitated by couriering co-design materials (paper boards and 
pens for sketching) to participants and communicating the instructions of how to use them via 
Video Conferencing tools such as Zoom, Microsoft Teams, Skype.  

Ethics Clearances would not need to be amended for this approach. 

2. Participant Recruitment

Participants will be recruited by contacting Community Wireless Networks (CWNs) 
management stakeholders from experts to local semi-skilled network operators (via phone call 
or WhatsApp). 

Participant Criteria 

• Ocean View community member

• Semi-Skilled Expert

• Local network operators



• Any CWN stakeholder

• Learning to manage the network from the deployers

• Knows minimum network management skills

• Uses INethi Network(Any community wireless network) as a primary internet connection

• Tries to troubleshoot network problems

• Struggles to diagnose network problems

• Reports unavailability of network to directors/ network admins after trying

• Bandwidth constrained

 Contact Person Email 
Address 

Contact number CWN/Affiliation Area 

xxxxxxxx xxxxxxxx xxxxxxxx Mamaila 
Community 
Wireless Network 

Limpopo 
South Africa 

xxxxxxxx xxxxxxxx xxxxxxxx Inethi CWN Cape Town 
Ocean View 
South Africa 

xxxxxxxx xxxxxxxx xxxxxxxx VNET (CWN on 
farms) 

Cape Town 
Khayelitsha 
South Africa 

xxxxxxxx xxxxxxxx xxxxxxxx Groot Aub CWN Windhoek 
Namibia 

xxxxxxxx xxxxxxxx xxxxxxxx Soweto Wireless 
Network 

Soweto 
South Africa 

xxxxxxxx xxxxxxxx xxxxxxxx Janastu Bangalore 
Karnataka India 

The leaders of some of the existing CWNs in this table will suggest potential participants from 
these CWNs that can participate in this research. All the stakeholders of CWNs that are 
interested in engaging in co-design activities during the community engagement interviews will 
participate in the workshops.  

3. Facilitators Training

The co-design activities will be directed and assisted by the researcher who will receive in-
person training prior to the co-design activities. This training will involve presenting the co-
design approach to the HCI group for feedback from students that have already done 
workshop co-design before. This training will include a walk-through of the co-design 



workshop protocol with the Supervisor, Net4D and HCI lab members. This will provide the 
researcher a clear vision of the activities and for a discussion on how best to communicate the 
activities to the participants.  

Informed Consent  

For the case of co-design activities taking place during COVID-19 lockdown levels 1-2: 

The consent form will be emailed or sent to participants a week before the workshop and 
interviews. The participants can send it back or can give consent via messages and the 
researcher can screenshot them. The researcher will also read the consent form to participants 
at the beginning of the interviews, and they will provide their voluntary, oral informed consent 
to participate in the co-design activities prior to engaging with any co-design activities if they 
could not return the consent form sent to them. Audio recording of this consent will take place. 
This consent form will be translated into the language of their preference. 

For the case of co-design activities taking place during COVID-19 lockdown levels 3-5: 

The researcher will telephonically read the consent form to participants, and they will provide 
their voluntary, oral informed consent to participate in the co-design activities prior to engaging 
with any co-design activities. This consent form will be translated into the language of their 
preference. 
Note: RQ1: What challenges inhibit CWN operators & community members from managing their CWNs?  

RQ2: How do CWN operators envision the management of CWNs?  

RQ3: Can community-based co-design be applied to design a CWN management interface that allows semi-skilled and non-
experts to manage their CWNs? 

For the case of co-design activities taking place during COVID-19 lockdown levels 1-2: 

Workshop Agenda 

Orientation 

I would like to thank you all for 
being available to attend this 
workshop. Today we are going 
to participate in 3 small 
activities to prototype a NMI in 
groups of 3.  

Watch UNMS short tutorial 7 
minutes  

This are the 3 most used 
Network management 
interfaces as stated from 
interviews.  

Time 

10:00 -10:20 

Format 

Plenary 



Co-design Activity 

First Activity- I will distribute 
this empty [White paper 
boards] at each group (of 
2/3) and each group will write 
down the challenges that you 
face when using any of the 
platforms. (Share challenges 
from interviews) 

Second Activity- Provide 
each group with Sketching 
Posters and Feature cards 
[Figure 1] each group will 
Prototype how they would 
like to access that feature on 
the Network Management 
Interface (NMI). 

10:20- 10:40 

10:40- 11:30 

Plenary 

Lunch Break 11:30-11:55 Have light lunch 

Feedback 

Last Activity- Each group 
will present their prototype to 
the researcher & other 
participants and have 
feedback from other 
participants.  

1. Ask participants to
write their feedback
on each groups
prototype on the
white boards.

2. The researcher will do
a cognitive
walkthrough with the
participants to
understand the
solution in more
depth. The researcher
will describe what

12:00-12:45(10 minutes 
presentation per group, 5 
minutes for feedback) 

12:45-13:00 

13:00-13:30 

Plenary 



they see (think aloud) 
in the presented 
solution and ask if 
that matches the 
participant’s 
intention. 

3. Each Group will than
rate each NMI
prototype design that
was produced from
the second activity

13:30-13:45 

13:45-14:45 

14:45-15:00 

Design board cards will consist of words of features and screenshots of existing network 
management interfaces and challenges that they face when working with existing CWNs. 
Examples include: 

Features Existing platforms Community Wireless 
Network 

Dashboard 
Find devices connected to 
network 
Add Devices to the network 
Add sites 
List sites 
Find users connected 
Site Map 
View logs 
Update site 
Blank cards (participant-
suggested features) 

UNMS/UISP 
P-f sense
WISP

Inethi (Ocean View SA) 
VNET(Khayelitsha SA) 
Mamaila CWN (Limpopo SA) 
Soweto Wireless User 
Group(Soweto SA) 
Janastu(Bangalore India) 

Card boards (With features): 

• Adding devices
• Creating Sites



• View connected users
• Dashboard
• Site Map
• Displaying Connected devices
• Update site
• View logs

Figure1: Example of Card boards 
(With features) used to support 
prototyping. 

Figure 2: Example of existing or 
current Network management 
interfaces 

Figure 3: Example of a poster 
sketch. 



Figure 5: PfSense firewall user interface(https://www.pfsense.org/) 



Figure 6: UISP network management platform Interface(https://uisp.com/) 



Figure 5: Radius Desk network management Interface(https://www.radiusdesk.com/) 
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NMI Deployment Workshop Protocol for Inethi Ocean View and Janastu 

By Ndinelao Iitumba and A/Prof Densmore 

Workshop Materials 

1. Procedure on Radius Desk Installation

2. Flashing firmware procedure:

 https://openwrt.org/toh/ubiquiti/unifiac 

 https://downloads.openwrt.org/releases/21.02.3/targets/ramips/mt76x8/ 

 https://openwrt.org/toh/start 

3. Demo set up devices: 6 Ethernet cables, 2 Ubiquity AC Mesh, 1 mini switch, and Pf – Sense 

firewall

Introduction  Introduce the project 

Recap findings from previous 

interviews and NMI workshop 

Share findings from Janastu and the 

previous OV workshops 

Introduce Deployment Plan 

10am -10:30pm 

Activity 1 Introduction to (Radius Desk) Mesh 

Desk- In this activity we will show 

the participants around the mesh 

desk Interface and show them 

different aspect i.e., how to add 

access points, users and monitor the 

devices and allow participants to ask 

questions 

10:30 am -

11:30pm 

Plenary 

Main Activities Plenary 

Activity 2 Ask participants to set up Radius 

Desk  and connect the devices to 

Radius Desk with my assistance and 

guidance. (Janastu)Also explore how 

to use Radius Desk to manage 

vouchers currently being practised 

at Inethi. 

12-13pm Plenary 

Activity 3 Demonstrate how to flash an access 

point and connect it to the Radius 

Desk Interface and let participants 

do it in a group. 

13-14pm Plenary 

Closing Activity 



Activity 4 Feedback from Participants 

regarding their experience using the 

interface, adding devices and clients 

etc 

Their thoughts on network 

management with Radius Desk 

Proceeding with Radiusdesk/ Them 

having access to the interface  

14-15pm Plenary  
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