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Abstract

APIS: A REAL-TIME MESSAGE-
ORIENTED MIDDLEWARE

by Manie C. Steyn

Chairperson of the Supervisory Committee: ~ Mr. M. J. Ventura
Department of Electrical Engineering

This thesis presents an investigation and evaluation of a Real-Time Message-
Oriented Middleware (MOM) implementation using commeraal off-the-shelf
(COTY) software components.

The Application Interface Services (APIS) is an implementation of a real-time
MOM that provides network services to sub-systems of a large-scale
distributed system.

It is shown that the characteristics of a MOM are well suited to a real-time
message distribution application and that APIS, as an implementation of a
real-time MOM, can provide a heterogeneous network interface to sub-
systems of a distributed real-time nature. This simplifies the task of
implementing information exchange and provides a definitive boundary for
assigning responsibility during system design and development.
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Chapter 1

1 INTODUCTION

Interconnecting mission-critical, real-time distributed systems is a complex
task in that many nodes, differing in hardware, software and functional
requirements, interact with each other, requiring a mixture of reliable delivery
and timing services.

A large-scale distributed system often integrates multiple heterogeneous sub-
systems resulting in a configuration where applications, executing under many
different real-time and non-real-time operating systems, on a variety of
different hardware platforms, have to interact to complete a single mission or
perform a single collaborative function.

Such a system is also often implemented by several contractors and concludes
with a complex integration phase. Apart from the complexity of managing the
networking issues of such a system, the contractual boundaries are difficult to
define, making the assignment of responsibility for meeting network
specifications e.g. latency and jitter, a complicated matter.

Being part of the system design team for one such a mission-critical, real-time
distributed system, R. M. Young proposed an Information Management
System (IMS), described in his PhD thesis [52]. The IMS realises the network
backbone and network interface cards (NICs) as a separate sub-system
responsible for timely delivery of messages and seamless integration of all
other sub-systems.

Striving towards modularity and reusability, the IMS consists of various
network services that combine to establish a seemingly simple interconnect
medium for the sub-systems of a mission-critical, real-time distributed system.



1.1 Scope

This thesis is an investigation and evaluation of an implementation of one of
the services, namely the Application Interface Services (APIS), of the IMS
proposed by Young [52].

APIS' uses the principles of Message-Oriented Middleware (MOM) to
distribute messages timely across the network without needing sub-systems to
establish a connection between the sending and receiving application.

Using APIS, applications simply produe the data they know about and dened
the data they need.

A MOM such as APIS provides high-level programming interfaces that
abstract the underlying data communications and access components of each
part of a distributed system. It isolates clients from back-end processes and
decouples the application from the network process. This decoupling is the
most important distinction between APIS and other connection-oriented
middleware. For example, the Commn Objat Reguest Broker Ardhitectre
(CORBA) [2] provides an environment in which software objects can be
shared across networks, but since it is essentially client-server architecture, the
network address of the server, or Ohet Raguest Broker (ORB), needs to be
known to the client. APIS on the other hand is message-oriented rather than
connection-oriented. APIS utilises the uniqueness of the data identifier (APIS
Message ID), rather than the network address, to deliver data messages
between applications.

1 Digressing from the technical nature of this thesis, we found it of interest to learn that the
acronym also refers to a in ancient Egyptian mythology. The creator god PTAH of
Memphis had as his the bull-god Apis to communicate with mankind on his behalf
in the delivery of oracles. It is quite fitting that APIS existed as “communication
middleware” even during the time of the Ancients.



This thesis will investigate the APIS system architecture as proposed by
Young and then present a detailed implementation of APIS by the candidate
followed by an evaluation of its performance.

Throughout the design and implementation of APIS the three main
objectives were to provide data distribution in real-time, to provide an off-
host communication architecture and to use commercial off-the-shelf (COTS)
technology wherever possible.

In order to meet these objectives, this thesis sets out to identify suitable
software and hardware components by means of a literature survey. It then
details the specific issues pertaining to the implementation of APIS and
presents subsequent performance measurements.

The design, implementation and qualification of APIS spans a four year
period during which the author was responsible for the design and coding, in
C++, of APIS, as well as the integration and testing of all the services of the
IMS.

1.2 System Architecture

As previously stated the APIS real-time message-oriented middleware was
conceptualised by Young in his PhD thesis [52]. According to Young, APIS
is a network communications protocol that was designed to provide real-time
data delivery capabilities to applications that can dynamically setup and
manage the system dataflow. APIS do not detract from the real-time
capabilities of the network layers beneath it nor impact on the real-time
performance of the user system above it.

In order to achieve these goals the system architecture that is detailed in this

thesis can be summarised as follows:

APIS implements Layers 5 to 7 of the ISO OSI Reference Model, interfacing
to the Transport Layer (Layer 4) below and the APIS Service User (ASU)



above. The ASU is a producer and/ or ansemer of data of different types that are
packaged in APIS Messages. APIS Messages are pre-defined by the system
integrator as part of the system design and each is assigned a unique Message
Identifier. The APIS protocol establishes the necessary communication
channels between the producers and consumers of a particular APIS Message.
LAN dataflow will therefore be determined by APIS Messages and not by
predefined ASU addresses.

APIS achieves this data driver approach to dataflow management by making use
of multicast group management. In contrast to a unicast-addressing scheme
where a unique address is allocated to each node on the network, APIS
allocates a unique multicast group address to each APIS Message that is
defined in the system. A oneto-one mapping exist between the APIS
Message ID assigned by the system integrator at design time and the multicast
group address assigned by APIS at runtime, refer to paragraph 5.4 for more
details. Making use of a multicast capable Transport Layer (OSI Layer 4)
protocol such as the Xpress Transport Protocol (XTP), APIS simply joins a
multicast group in order to produce or demand a specific APIS Message as
specified by the ASU.

Initially XTP was chosen as the Transport Layer protocol for APIS since it
was designed with realtime systems in mind, minimising the protocol
overhead and connection setup time as well as supporting reliable multicast
connections (refer to paragraph 5.1.2). Due to several problems that were
encountered with the version of XTP available at the time (refer to chapter 6),
XTP was removed from the network protocol stack for the second
generation of APIS. It was then implemented directly on the Data Link Layer
(OSI Layer 2) using the multicast services provided by the Logical Link
Control (LLC) protocol.

To achieve real-time delivery of data and guaranteed Quality of Service (QOS)
the underlying network topology was restricted to a Fibre Distributed Data



Interface (FDDI) LAN. The timed token protocol, synchronous transmission
mode, bandwidth reservation and the coding schemes of FDDI to reduce
packet errors, together with the very low Bit Error Rate (BER) of optical
fibre, were some of the reasons for selecting this network technology as
detailed in paragraph 5.1.1. Restricting the network to a lad arez network was
required in order to make use of the guarantees provided by the FDDI timed
token protocol. Once the FDDI LAN is expanded by means of network
routers, multiple tokens will exist on the various segments making it
impossible to guarantee the arrival of a token within a prescribed deadline.

Another important design decision taken to guarantee the real-time delivery
of data and therefore QOS was to restrict the size of APIS Messages to 4 000
bytes. The APIS QOS guarantee relies on a data message being delivered
within one rotation of the FDDI token, which has a guaranteed upper bound.
The payload of an FDDI frame is just larger than 4 000 bytes. Restricting the
size of an APIS Message to this value eliminates the possibility of
fragmentation and hence late delivery.

QOS is thus guaranteed firstly by making use of the FDDI synchronous
bandwidth allocation scheme to ensure that a producer of a high priority

message never has to wait for network access. Secondly the maximum size of
an APIS Message is chosen such that it is possible to deliver within one token

rotation period, which has a guaranteed upper limit.

The APIS protocol was implemented in C++ for the VxWorks real-time
operating system. It was implemented as a group of independent tasks,
executing simultaneously to provide all the functionality to the ASU. A local
database on each node keeps track of the ASUs and APIS Messages that
concern this node only. The Administration Task is one of three types of
tasks that execute as part of APIS on the node. It handles requests from the
ASU to add or remove producers/consumers from the local database. A
group of Send Tasks receives data from producers on this node and sends it



to the appropriate multicast group address. A group of Receive Tasks receive
data from the LAN and delivers it to the appropriate consumers on this node.
Paragraph 4.2 has a detailed explanation of each of these tasks and their
interaction with the database.

The local database that exists on each node only has records associated with
the ASUs of that node. Since a pre-defined one-to-one mapping exists
between APIS Message IDs and multicast group addresses, there is no need
to distribute the database across the network. The only purpose of the
database is to associate the ASUs of a node as producers or consumers of a
particular APIS Message, i.e. a particular multicast group address.

Priorities are assigned to the APIS Messages by ASUs when they register as
producers creating the need for a priority based scheduler. The pre-emptive
task scheduler of VxWorks is used to accomplish this. Each of the Send
Tasks, there are eight in the current version of APIS, is assigned a different
priority. High priority APIS Messages are then assigned to Send Tasks with
correspondingly high priorities ensuring that they will be processed and
delivered ahead of the lower priority messages.

APIS was implemented on a Pentium based Single Board Computer (SBC)
referred to as the Network Interface Card (NIC). The NIC was completely
self-contained and ran the VxWorks executable, consisting of the APIS tasks
and network protocols, from FLASH memory. The NIC has a Multibus IT
parallel backplane interface that was used to interface to the ASU. The ASU is
implemented on a separate SBC that is entirely under the control of the
system integrator. This off-bost andbiteavere provides a heterogeneous distributed
computing environment allowing the ASU’s application to execute on its own
processor under an operating system of its choice, preventing the host from

impacting on the real-time processes of APIS and vice-versa. The off-host
architecture is also the key element in defining the contractual boundary



between the implementers responsible for the applications and those
responsible for the network interface.

1.3 Related Work

Although this thesis only details the implementation and evaluation of a
network middleware conceptualised by Young [52], a literature survey was
conducted to select components best suited to the task, and to set their
parameters for optimum performance.

A very good introduction to the requirements and traffic characteristics of
distributed real-time applications was presented in a paper by Aras et al. [4].
Other papers that examine hard real-time communication characteristics were
published by Malcolm and Zhao [27], Clingiroglu et al. [10] and Simon [42].
These papers provide a broad background to communication in general.

The performance of real-time distributed systems as a whole (not only
focussing on network performance) is discussed in two papers by Shin et al.
[40] and [41], and also by Yen et al. [51] and Shankar [39].

Papers that deal with the issues of distributed real-time communication
systems includes Chen et al. [7] who concludes that the transport layer plays a
very important role in meeting message deadlines, Chlamtac et al. [9] who
proves a worst case bound for FIFO-based networks, Feng et al. [13] who
develops a method to test whether application-to-application message
deadlines are met, and Zheng et al. [55] who addresses the issues of reliability
when delivering messages within prespecified delay bounds.

The two papers that introduce the timed token access protocol of FDDI and
provide guidelines for setting TTRT were published by Dykman and Bux [12]
and Raj Jain [19]. Jain also published the FDDI Handbook [18]. In these works
it was proved that the time elapsed between two consecutive visits of the
token at a node is bounded by 2 x TTRT. The generalisation of this result



was reported by Agrawal et al. [1]; the time elapsed between any v consecutive
visits is bound by v x TTIRT, and the worst-case achievable utilisation was
shown to be almost 33% using synchronous bandwidth allocation. Extensive
results on the guarantee of hard real-time messages with arbitrary deadlines in
FDDI networks, the buffer management, and the study of guarantee
probability were reported by Nicholas Malcolm et al. in three papers [26], [28]
and [29]. The properties of FDDI networks in general and its suitablity
towards real-time communication are also discussed in three more papers by
Chen, Zhao et al. [6] [8] [54]. Hamdaoui and Ramanathan [16] address the
selection of timed token protocol parameters to guarantee message deadlines.

Several papers have been published that address the allocation of
synchronous capacity (bandwidth), also known as Synchronous Bandwidth
Allocation (SBA). Chen et al. [5] developed and analysed an optimal scheme
to ensure the transmission of synchronous messages before their deadlines.
Zhang et al. [53] published an enhancement to this allocation scheme that also
included an exact upper bound on the time between successive token arrivals.
Others that analyse synchronous bandwidth allocation include Feng et al. [14]
and [15], Kamat et al. [20] and [21], and Zheng and Shin [56].

Two papers that examine the features and functionality of XTP in relation to
the requirements of distributed real-time systems were published by Strayer et
al. [43] and [45). These papers conclude that the multicast capability and the
internal priority operation of XTP will prove to be of critical importance to
modern real-time distributed systems. Michel et al. [32] evaluated an Off-Host
Communication architecture consisting of XTP and a VME backplane-bus,
addressing the advantages and performance concerns inherit to off-host
protocol execution. Other works relating to XTP were published by Atwood
et al. [3], Mechler et al. [30] and de Rezzende et al. [37].

More specifically related to APIS is the White Paper on Real-Time
CORBA [2], the paper on Fast Socket, a high performance transport protocol



implementation based on the Berkeley Sockets API [38], and NDSS: A Real-
Time Publish-Subscribe Network [36]. APIS is significantly different from all
three these technologies in that it allows for an Off-Host Architecture

implementation.
1.4 Document Overview

Chapter 2 introduces the concept of Message-Oriented Middleware. First
there is an overview of real-time information characteristics and the network
service models used to deal with them. We emphasise that APIS was designed
to distribute real-time signal information. This type of information is periodic
in nature and very latency critical; it is better to lose one message and wait for
the next update than to receive stale data. Since multiple consumers could
exist to receive the information it is best distributed by means of a multicast
service. The APIS middleware uses multicasting technology to deliver signals
(called APIS Messages) from multiple producers to multiple consumers
without the need for the ASU to specify address information; only the APIS
Message ID is significant.

Chapter 3 defines the APIS middleware and the services it provide. It starts of
with an overview of the IMS of which APIS forms a part. The requirement
specification for APIS is summarised, highlighting the distribution of 4 000
byte messages within 5 ms latencies to multiple consumers simultaneously as
the most important requirement. The design of the user interface is also
discussed in order to describe the services that APIS provides to the ASU.

Chapter 4 discusses the software architecture of APIS. The design objectives
are identified and discussed under the following headings: Deterministic Data
Distribution, Off-Host Communication Architecture and Use of COTS
Technology. The design of the local database and the three types of real-time
tasks i.e. Administration, Receive and Send Tasks that forms the core of APIS
are detailed.



Chapter 5 details the selection of software and hardware components and
their integration into APIS. The selection of FDDI as the physical medium
because of its timed token protocol and synchronous bandwidth reservation
properties are discussed. We also address the selection of XTP as the
Transport Layer Protocol and VxWorks as the real-time operating system.

Chapter 6 lists some problems encountered and explains why a second
implementation of APIS, without XTP, was considered.

The main performance requirement of APIS is the delivery of a 4 000 byte
message within a latency of 5 ms. Hence in Chapter 7 we discuss how this
requirement was tested for and present some measurement results both under
no load and 80% network utilisation conditions. We also present a latency
profile of an APIS Message transmission from which it is clear that the
majority of the time (about 60%) is used to transfer the APIS message across
the Multibus II interface to and from the ASU.

In Chapter 8 we conclude that message-oriented middleware is well suited to
the requirements of distributing signals in a real-time distributed system. It is
also concluded that APIS, as an implementation of a real-time MOM, meets
the requirements for message distribution within deterministic latency
bounds.

While conducting this project, the candidate also authored the Interface
Design Document and the Software Design Document included in the
appendices.
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Chapter 2

2 REAL-TIME NETWORKMIDDLEWARE

In this chapter we introduce the concept of network middleware and
specifically that of message-oriented middleware. We begin with an overview
of real-time information characteristics, specifically that of signals, which, as
will be detailed below, is the category of information best suited for
distribution via MOM. We then consider the traditional network service
models that are currently used to distribute information. Finally we discuss
message-oriented middleware and APIS as an implementation of a mission
critical real-time MOM.

2.1 Information Characteristics

Real-time distributed applications could have requirements for several types
of information flows, each with vastly different characteristics and
requirements. Pardo-Castellote, et al. [36] classifies four common types of
information flow, which are discussed below:

2.1.1 Signals

Signals are unsolicited data messages containing measurements of
quantities that change over time. They are usually updated repeatedly
and may require delivery to more than one destination in the system.
An example of signal data could be the wind speed and direction
provided by an anemometer on a naval vessel; the latest signal data
has to be distributed to both the Navigational Sub-System to plot a
course and the Electronic Warfare Sub-Systems for ballistics
calculations. Both sub-systems rely on receiving the latest information
while it is still valid; receiving stale information could lead to a
navigation error or worse even, the firing of a stray missile.

11



Signals are of particular interest to us since the bulk of the
information exchange in the Combat Suite Architecture, for which
Young proposed the APIS design, are of this type.

Some properties of signals (particularly as it applies to the Combat
Suite Architecture) are:

o Time-critical - Signals have a well defined time-to-live and are
useless if the data is old (also referred to as stale data).

o Idempotent’ - Repeated updates are acceptable. Produers may
provide information at a higher rate than Consener need;
furthermore, since a mission critical distributed architecture allows
for multple redundant sources, Conseners may receive duplicate
(idempotent) information.

o Last-is-best - Latest information is more important than
retransmitting missed samples.

e High bandwidth requirements - Due to the repetitive nature of
signals, they require bandwidth resources directly proportional to
the payload size and repetition rate of the signal.

Aras et al. [1] describes this source of data as “z sensor whidh samples a
Physical quantity to produce a digital signal”. Moreover, three models are

described that can approximate most of the sources of this nature:

e Constant Bit Rate (CBR): Fixed-size packets at deterministic
intervals. Digitised voice would be and example of CBR signals.

2 Jdempotent: Relating to or being a mathematical quantity which when applied 1o itself
under a given binary operation (as multiplication) equals itself. [Merriam-Webster’s
Collegiate Dictionary http://www.m-w.com]

12



2.1.2

e Variable Bit Rate (VBR): (on/off sources) The source
alternates between a period in which fixed-size packets arrive with
deterministic spacing (CBR) and an idle period. This model can
be used to describe signals produced by a ‘mouse’ or ‘trackball’
device.

o Periodic with Variable packet sizes: Each period, the source
submits a single packet of variable length to the network. This
model best describe a stream of compressed video information.
The size of each frame’ will vary as the compression algorithm
encodes and transmits the changes in the scene.

Commands

Commands are used to effect change in a system. It is paramount to a
mission-critical system that sequences of commands are delivered
once and only once; the system cannot miss any intermediate steps or
execute a step twice. The fire command sequence from the Tracker
Radar Sub-System to the Weapons Control Unit of a naval vessel is a
good example of a sequence of (very criticall commands and
confirmations.

Some properties of commands are:
e Reliable - The system cannot lose any commands.

e Sequential - The order of a sequence of commands must be
preserved.

e Singular - Must be delivered reliably once and only once.

13



2.13

2.14

e Often not time-critical - Since reliability is the primary
requirement for Camsnands, systems often tolerate retransmission
of commands that could have impact on their latency.

State Variables

State Variables reflects the overall state or goals of the distributed
application. On a naval vessel for example, it is important that every
sub-system is aware of the current ambat state of the vessel, sub-
system responses to external information could be quite different
depending on this system-wide State Variable. In such a distributed
system it is very important that at any instant, all sub-systems have the
exact same value for a specific State Variable; slow propagation of a
state change could result in a 7ae condition.

Pardo-Castellote, et al. refers to this type of information flow as
Status. We however prefer the term State Variable to describe the
application’s system wide persistent data and use the term Status to
refer to the current status of the network middleware.

Some properties of State Variables are:

o Persistent - State Variables usually persists for some time.
e Idempotent - Repeated updates are acceptable.

e Sometimes time-critical.

e Sometimes reliable.

Requests

Requests imply a two-way transaction; the client sends the request and
the server returns a response.
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Some properties of requests are:
¢ Reliable - The system cannot lose any requests.
e Synchronous - If the client waits until the request is fulfilled.

e Asynchronous - If the client does not wait until the request is
fulfilled.

2.2 Network Service Models

Due to the unique requirements of each Information Type discussed in
paragraph 2.1, different Netuork Seruice Model are used to implement each type
in order to obtain optimal performance. The following traditional models
have been summarised from [52]:

2.2.1

2.2.2

223

Connection Oriented

An association between two endpoints is established to transfer the
user data. Usually an acknowledged service, this wual ciraat is useful
for transferring reliable signals, commands or status type information
between two previously established endpoints.

Connectionless (Datagram)

A datagram is a self-contained data entity. The absence of connection
overhead makes it useful for transferring low latency signal type
information. Usually this is an unacknowledged service model.

Transaction

In client-server architectures, nodes interact via transactions. The
client initiates the transaction with a request, followed by a response
from single or multiple servers.
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2.2.4 Broadcast

This service model allows all nodes on the network to receive the
same information simultaneously using a special broadcast address.
Although it can be useful to distribute signal information, many nodes
will receive and discard this information making it wasteful of
processing power. Broadcast is an unreliable service.

2.2.5 Multicast

Multicast is a special case of broadcast where group-addresses are
used to selectively deliver to a group of receivers. Multicast can be
unreliable, partly reliable or completely reliable and is very useful in
distributing signal type information.

2.3 Real-Time Attributes

Thus far in this chapter we have described several types of Information Flows
as well as Network Service Models used during implementation. When
implementing a network middleware for the distribution of data in a real-time
distributed system, several real-time attributes have to be considered. Young
[52] offers a detailed study of these attrilages, a few of which are summarised
below:

2.3.1 Determinism

The media access protocol is the key factor in establishing
deterministic behaviour in distributed systems.

Distributed access schemes fall into two main categories, collision
avoidance and token passing. Protocols such as Carrier Sense Multiple
Access with Collision Detect (CSMA/CD) do not offer deterministic

behaviour.
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2.3.2 Responsiveness

2.3.3

234

Two approaches to real-time responsiveness exists:

A timetriggered approach is best suited where the external environment
can be reasonably modelled. A time-triggered system is one that reacts
to significant external events at pre-specified instants.

An ewuntriggeral approach is best suited where the external
environment is essentially random. An event-triggered system is one
that reacts to significant external events directly and immediately.

Time-triggered systems are generally implemented using a pre-
allocation of bandwidth, which is prone to saturation and collapse
during an overload condition. Event-triggered systems on the other
hand are able to deal with external events immediately and can handle
further simultaneous unprioritised events with degraded performance.
Such degradation can be made gragid by properly prioritising the
events in a system.

Priority and Precedence

Young relates priority and precedence as follows: “In mission-critical

systems, of equal significance to time-related prionty is the
characteristic of functional criticality, i.e. the importance of a message
in relation to system functionality [or precedence]”

Latency and Jitter

Aras et al. [1] describe the distinguishing feature of real-time
communication as “the fact that the value of the communication
depends upon the times at which messages are successfully delivered
to the recipient.”
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A specific maximum delay or atency bounds the desired delivery time
for each message across the network, resulting in a deadline being
associated with each message.

Just as the late arrival of a message can greatly reduce its value to the
real-time application, the early arrival can also add to the complexity
of the system, as it requires additional buffering at the receiver to
achieve constant end-to-end latency.

Delay jitter is defined as the maximum variation in delay latency
experienced by messages in a single connection.

Most real-time applications require a bound on jitter, in addition to a
bound on the latency.

In control systems jitter is a much stricter requirement than latency
that can be compensated for as a constant delay in the control
algorithm.

Delays in computing algorithms are random due to data dependent
conditional branches/loops and the unpredictable delays in sharing
resources during execution.

I is therefore important that an upper bound for message delivery is

known.

For a fixed sampling interval, Shin and Cui [41] classifies the negative
effect of computing time delay on the stability of real-time control
systems, into two problems. “The dday problen occurs when the
computing time delay is nonzero but smaller than the sampling
interval, while the Joss problen occurs when the computing time delay is
greater than, or equal to, the sampling interval, ie., loss of the control
output.”
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Their analysis modelled the computing time delay as a delay element
in the control input after the DAC. Although their work assumed
single processor architecture, a distributed system can be analysed,
and the derived upper bounds can be applied, if one considers the
computing delay to be the accumulated computing times of the
various processors and the latency and jitter of the interconnecting
network.

2.4 Message-Oriented Middleware

Having discussed Information Types, Network Service Models and Real-
Time Auributes, we are now ready to introduce the concept of Message-

Middleware, as the name suggests, aids to abstract the complexities of the
service models described in paragraph 2.2 into a higher-level service. Most of
the time these same service models are used in combinations to provide a

new service through a new Application Programming Interface (API).

The traditional service models mentioned above, all require the sender to
know the network address of the receiver and, in most cases, some kind of
channel to be set up before data exchange can take place.

Message-Orniented Middleware (MOM), on the other hand, focuses on the
message rather than the channel set-up to deliver the message. From the
applications viewpoint, the communication is inherently connectionless; in
other words, the sending and receiving applications do not establish a session;
the sending application sends the message to the MOM, which is responsible
for delivering it to the receiving application or multiple applications. This type
of middleware has also been referred to as a datz driven approach to dataflow
management rather than the traditional address drven approach.

19



In their Frequently Asked Questions (FAQ) [17], the International
Middleware Association (IMWA) answers the question, “What is MOM?” as
follows:
“MOM is a specfic dass of middlewre (softwere) that operates on the
principles of message passing and/or message queuing In genera, MOM
is characterised by a peer-to-peer distributed computing model supporting
cmputing processes. MOM generally provics Ingh level seruices, mudi-
protocol. support and other system management servies, thereby creating
an infrastructure to support very reliable, scalable and performance-
oviented] distributed application networks in beterogeneous erironments. ™
MOM supports a wide range of communication models, including:

¢ Oneway

*  Request-Reply

¢ Store-and-Forward

¢ Publish-Subscribe
DBublish-Subscribe MOM, also referred to as disserination ardutecture, is of
particular interest when distributing signals in distributed systems, and
therefore to APIS. Nodes may produce data into ‘the network’ and consume

data from ‘the network’ at will. Producers and Consumers are anorymous;
neither knows where the data goes or originates. Publish-Subscribe MOM

encourages many-to-many communications.
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2.5 APIS as Middleware

APIS is intended as networking middleware for distributed navigational,
command-and-control, or plant automation type applications. In such
applications, various sensors or signal sources provide input to redundant
control processors, which in turn command large amounts of actuators or
other output devices to form a digital closed loop control system. The bulk of
the information in such a system is of a latency-critical nature and falls into
the signal category as discussed above. APIS is therefore concerned with the
distribution of signals from multiple sources to many destinations within hard
real-time deadlines.

The charactenistics of publish-subscibe MOM as a specific class of
middleware, set out in paragraph 2.4, is well suited to implement the services
provided by APIS. In order to meet the requirement for message delivery
within guaranteed deadlines, APIS must be implemented on a deterministic
operating system as a real-time MOM.

It is imperative that the underlying network topology be chosen to support
reliable and efficient message delivery for this many-to-many architecture.
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Chapter 3

3 APPLICATION INTERFACE SERVICES (APIS)

In this chapter we provide an introduction to the Application Interface
Services (APIS). We start with an overview of the Information Management

System (IMS) of which APIS forms a part. Next the requirement specification
for APIS is summarised and the nomenclature of the APIS design is defined

after which the design of the user interface is discussed.
3.1 IMS Overview

The Information Management Systems (IMS) introduced in Chapter 1 is an
all-encompassing network solution for real-time distributed systems providing

services in four categories:
» Application Interface Services (APIS)

A publish-subscribe service is provided to sub-systems with the emphases
on distributing latency critical data to other sub-systems without setting
up network connections first.

e Network Time Services (NTS)

NTS is built on the well-known Network Time Protocol (NTP), an
Internet protocol optimised to keep the sub-systems synchronised to
within sub-millisecond offsets.

o File Transfer Services (FTS)

Large data transfers from sub-systems to print servers or backup servers
are not latency critical and are handled by the FTS. The FTS operates at a



lower priority, allowing background file transfers to occur without
interference to critical APIS data transfers.

¢ Built-in Test Services (BITS)

A comprehensive user-interface allows the sub-system to query the state
of the IMS or messages in the IMS at all times.

This thesis only addresses the implementation and evaluation of the APIS
component of the IMS. The reader is referred to [52] for detailed descriptions
of the other three components of the IMS. The short-form specifications for
the IMS and its services, as published by C?I2 Systems, are included in
Appendix A.

3.2 APIS Requirements

As already mentioned in Chapter 1, Young sets out the requirements for the
IMS and APIS in his PhD Dissertation [52]. The short-form versions of
these, as published by C*I? Systems, are included in Appendix A.

Some of the requirements that have direct bearing on the implementation of
APIS are discussed below:

¢ Real-Time message delivery

The single most important requirement is the maximum latency of 5 ms
for delivery of data messages (signals) of up to 4 000 bytes in size. This
requirement is the primary consideration when selecting all the
components for the APIS implementation. In order to meet this
requirement the chosen network architecture, both the physical layers and
the logical protocol stack, needs to be of a high-speed deterministic
nature. The chosen operating system must also be of a real-time nature,
able to provide deterministic scheduling,
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¢ Multiple Producers and Consumers

Another important requirement of APIS stipulates that multiple sub-
systems shall be able to receive messages produced by any other sub-
system, all within the specified latency. This requirement clearly eliminates
the unicast connection oriented transport protocols in favour of a
multicast protocol that delivers the message to all receivers at once; it
would be impossible to meet the latency deadline by delivering the
message sequentially via multiple virtual circuits.

o Heterogeneous sub-system support

Supporting various host platforms can be achieved in one of two ways.
Either implement the APIS middleware for each of the required
combinations of hardware platform and operating system, or employ off-
host architecture in which a backplane bus interconnects the host
processor to the intelligent network card hosting the APIS middleware.
Such architecture allows sub-systems contractors to implement their
applications on many different hardware platforms while still using the
same hardware for the network middleware. In a distributed system where
different contractors often implement sub-systems, the extra cost of off-
host network architecture is more often than not justified by the
advantages of separating the two processes.

3.3 APIS Nomenclature

A number of concepts are fundamental to the way in which the APIS
architecture operates. The following terms are used to describe the APIS
architecture and concept of execution:
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3.3.1

3.3.2

APIS Message

Applications communicate by sending user-defined APIS Messages,
identified only by a user-provided APIS Message ID. There is no need
for users to specify computer addresses, routes, port numbers, etc.
The data contained in one APIS Message can be as large as
4 000 bytes’.

APIS Message ID
A unique Message ID identifies an APIS Message on the LAN,

Four fields, each 16 bits in size, are provided for the user to name and
categorise messages. A wildcard value of zero can be used in any of
the fields to refer to a sub-set of messages. This mechanism allows the
user to classify messages by type, sdrtype and identifier (all user defined)
as required by the specific distributed system implementation.

For instance, a certain distributed system defines the fourth field of
the Message ID to reflect a certain class of event, and also defines an
event type ALARM to be equal to 4. An APIS Message ID of 0:0:0:4
then refers to all messages in the system that report ALARM

conditions.

The Message ID is a convenient identifier assigned by the system
developer and is unrelated to either the sending or the receiving sub-
system of the data Message.

3 The limit of 4 000 bytes stems from the size of the data segment of an FDDI frame e.g.
4 478 bytes. FDDI guarantees the arrival of a frame in synchronous mode to be <
2 x TTRT. A value for the TTRT can thus be selected to ensure that an FDDI frame, and
therefore an APIS message of max size 4 000 bytes, will meet a specified latency.
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3.3.3 APIS Producer

3.3.4

An APIS Services User (ASU) registers with APIS as a Producer to
publish information that is useful to other ASUs on the system. The
Producer has no knowledge of the end-users of the data, only the
system-wide unique APIS Message ID is specified.

The Producer supplies information regarding the size and repetition
interval of the data, this information is used to allocate resources and

guard against over-utilisation of the network.

Upon registration the Producer also assigns a priority to each APIS
Message ID that will be produced. This is a local priority only that will
determine the scheduling of messages onto the LAN when multiple
message streams are being produces. APIS supports a total of eight
priority levels at present.

APIS Consumer

An ASU registers with APIS as a Consumer to subscribe to information
produced by other ASUs on the system. The Consumer has no
knowledge of the originator of the data, only the system-wide unique
APIS Message ID is specified.

The Consumer specifies a window during which no messages should
be delivered; this dead-time guards against a fast producer overrunning

a slow consumer.

3.4 The APIS User Interface

The design of the user interface or the Application Programming Interface
(API) is a very important one since it offers the only interaction between the
user’s application and the network. The design of the AP has to be of such a

nature that it is clear and easy to implement by the user, leaving no room for
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ambiguity. Just as important is the ability of the API to make available the
features of the network middleware withour degrading any funcrionality or
performance offered by underlying protocols.

The APIS sub-system Interface Control Document (APIS ICD), included in
Appendix C, defines a set of message primitives for communication between
APIS and the sub-system application, also referred to as the Application
Service User (ASU). This set of primitives can be implemented as function
calls in a software library or, in the case of off-host architecture, as a set of
messages to be sent across the backplane bus,

A concise description of the ASU’s interaction with APIS using these
primitives is presented (refer to Figure 1 below), followed by a short
description of each message.

Figure 1. APIS - ASU Interaction diagram

Figure 1 also illustrates how the ASUs would use the NTS service that the
IMS provide to time-stamp messages when they are transmitted and received.



3.4.1 Concept of Operation

As mentioned above, the set of primitives that defines the APIS API
can either be implemented as a software library of function, or as a set
of Protocol Data Units (PDUs) when off-host architecture is
deployed. The PDUs define communication only between the ASU’s
application and the APIS middleware; they should not be mistaken
for APIS Messages, which are the data carrying entities between a
producing and consuming ASU. In fact, the producing and
consuming ASUs use these API primitives to configure the APIS
middleware, enabling the flow of APIS Messages between them.

To keep the discussion of the API architecture-independent, we shall
refer only to primitiies and their associated peraneers. Details of
implementing the API primitives as a set of PDUs for the Multibus I
architecture, as well as a VxWorks message queue implementation are
provided in Appendix C.

The use of each API primitive in a typical message exchange session
is discussed below. A more detailed description of each primitive
follows in paragraph 3.4.2.

Following a cold or warm start of a sub-system processor host, a once
only APIS INIT primitive is issued by the ASU to APIS. This allows
APIS to initialise its database in respect of that host.

Before an ASU can make use of the services that APIS provides, it
must register with APIS. This registration is required for
authentication and resource allocation. An ASU registers with APIS
utilising the APIS OPEN primitive.

In order to transmit APIS Messages into the network, the producing
ASU must inform APIS by using the APIS PRODUCE primitive
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and also provide, in the form of parameters, the APIS Message ID for
the message it wants to produce as well as the message size and
indented repetition rate. APIS will use this information to allocate
bandwidth for this message stream.

Similarly, to receive APIS Messages from the network, the consuming
ASU must demand it from APIS by using the APIS DEMAND
primitive. Once again, only the APIS Message ID is supplied as a
parameter; the ASU does not specify the source or destination of any
of these messages. APIS will determine the destination and source
addresses for each message that is registered.

To distribute a message into the network, the producing ASU uses the
APIS_SEND_MSG primitive. To deliver the messages from the
Network to the consuming ASU, APIS uses the
APIS RECEIVE_MSG primitive.

An ASU can dynamically register and deregister APIS Messages by
using the APIS PRODUCE, APIS DEMAND, APIS REMOVE _

PRODUCE and APIS REMOVE_DEMAND primitives.

When an ASU issues the APIS_ CLOSE primitive, all the messages
transferred to and from it will be removed from the network.

A unique APIS Message ID identifies a message on the LAN. APIS
interprets the Message ID as a number consisting of four 16-bit fields.
The System Contractor can allocate meaning to any field in the
Message ID without effecting the operation of the APIS.

The only APIS requirement is that the Message ID uniquely identifies
a message on the LAN.
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3.4.2 Message Primitives

The following APIS API primitives are defined in the APIS ICD:

APIS_INIT

This API primitive assists APIS with database administration. It
allows for the removal of all ASU information linked to the ASU
host that issued the primitive as well as freeing associated unused
memory buffers. This primitive should only be issued once per
ASU host after start-up.

APIS OPEN

This API primitive provides for the registration of the application
with APIS as a potential ASU. It allows for the bi-directional
identification of ASUs with APIS, through the exchanging of
Application IDs and Application Service Access Point (ASAP)
descriptors. This primitive has no bearing on the network portion
of the middleware; it only authenticates the ASU and creates a
database entry.

APIS CLOSE

This API primitive provides for the closure of the ASAP,
removing the ASU from the APIS database.

APIS PRODUCE

This API primitive registers an APIS Message with APIS for
transmission. APIS captures the parameters supplied by the ASU
when this primitive is issued in the local database. This
information includes the size and repetition rate of the message,
which APIS will use to reserve bandwidth, as well as the APIS
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Message ID which is used to derive a multicast group address for
the transmission of this particular message stream. Once the
multicast group address has been determined, APIS issues a call
to the transport layer protocol to open a socket and create a new
multicast group using this address. It also announces, by means of
a network broadcast, the creation of this new group to all NICs
on the network. If a demand for this APIS Message ID had been
registered with any NIC on the network prior to the creation of
this multicast group, that NIC will issue a call to its transport layer
to joan this group after receiving the broadcast announcement.

APIS DEMAND

This API primitive registers an APIS Message with APIS for
reception. As with the APIS PRODUCE message, the
parameters supplied by the ASU when this primitive is issued is
also captured in the local database. APIS will use the supplied
Message ID to derive the address of the multicast group
associated with this Message ID. Once the multicast group
address has been determined, it issues a call to the transport layer
protocol to open a socket and jom this group. Messages from all
ASUjs that registered to produce this particular message will now
'be received on this connection, and can be delivered to the ASU
using the APIS RECEIVE_MSG primitive.

APIS REMOVE_PRODUCE

This API primitive provides for the removal of an APIS Message
ID that has previously been registered using the
APIS_PRODUCE primitive, from APIS.
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APIS REMOVE DEMAND

This API primitive provides for the removal of APIS Message ID
that has previously been registered using the APIS DEMAND
primitive, from APIS.

APIS_ SEND_MSG

This API primitive allows for the transmission of an APIS
Message from the produing ASU to other ASUs on the network
that are registered to demand that particular message.

Upon this primitive being issued, APIS will query the local
database with the ASAP (provided as a parameter for
authentication) of the sending ASU and the Message ID of the
message being sent. It will then verify that this particular ASU has
requested bandwidth for transmission of this APIS Message with
the APIS PRODUCE primitive, and that the size of the data is
not greater than that specified at registration. This verification
process is necessary to prevent over utilisation of the network. It
will then issue a call to the transport layer protocol to transmit this
message via the socket, created during the processing of the
APIS PRODUCE primitive, to the multicast group associated
with his particular APIS Message ID.

APIS RECEIVE_MSG

This API primitive allows for the received APIS Message to be
delivered to the amsening ASU. This is not a request made by the
ASU, but an event generated by the APIS.

Once APIS receives data from one of the multicast groups that
were joined as a result of processing previous APIS_DEMAND
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primitives, it queries the local database and delivers the APIS
Message to the appropriate ASUs that denwndad this information.
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Chapter 4

4 APIS ARCHITECTURE AND DESIGN

In Chapter 2 we discussed the characteristics of real-time information and in
Chapter 3 we addressed the requirements set out for the APIS Publish-
Subscribe MOM. In this chapter we use that information to derive some
design objectives. We also discuss the choice of architecture to meet these
objectives.

4.1 Design Objectives

Drawing from the requirements listed for APIS in paragraph 3.2, three
cardinal objectives for the design and implementation of APIS are derived:

4.1.1 Deterministic Data (Signal) Distribution

The first architectural consideration for all components chosen to
design and implement APIS is the requirement to provide
deterministic data distribution. In the context of APIS, deterministic
data distribution refers to application-to-application delivery of APIS
Messages, up to a maximum of 4 000 bytes in size, within 5 ms.

All components in the data path should be responsive enough to
guarantee timely delivery of the APIS Message. Critical component in
the data path include:

¢ Physical Medium (Network Hardware)

The line speed of the physical network hardware ultimately
bounds the maximum performance that any application can
achieve. For example, traditional 10Mbps Ethernet can transmit 1

bit every O.1ps, in the case of our 4000 byte message, the
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transmit time alone accumulates to nearly 4ms. This latency is
insufficient in meeting the deadline of 5ms if one still has to
consider the overhead of the protocol stack and copying of the
message to and from the network hardware. Clearly a technology
employing at least 100 Mbps line speed, such as Fast Ethernet or

FDDI is required.
Protocol Stack (Network Software)

A Tight weight’ protocol is required to encode and transport the
dara. Such a protocol should add the minimum of overhead to the
data, both in size, ie. small protocol headers, and processing
complexity, ie. the use of non-complex integrity checks.
Moreover, the implementation of the protocol should be
streamlined to process the data with the minimum of processing

cycles.
APIS Middleware

The APIS Middleware associates the APIS Message IDs, which
the ASUs use to describe the data, with the particular multicast
associations used to deliver the data across the network In
addition to this, it also authenticates users and data every time a
data message is sent.

User API

In the case of off-host architecture, data messages have to be
passed between the ASU and APIS across a backplane bus. The
design of the user interface or API becomes important in
minimising the latency of getting the data in and out of APIS.
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4.1.2

Apart from the determinism required, the distribution of data in a
many-to-many architecture also implies that multicast services be
provided to the middleware by the Transport Layer of the chosen
network stack.

Off-Host Communication Architecture

Network protocols that are implemented by means of software all
require some degree of protocol processing, In gffhost architecture the
network interface is provided with its own processing capability,
relieving the sub-system host of this task and enhancing its
performance significantly. In the same way the gff-host architecture also
guarantees that the non-protocol processing of the sub-system host
does not interfere with the deadline critical scheduling required for

real-time message flow.

The separation of the distributed application and the network
middleware onto different processors, does not only create a well
defined contractual boundary between implementers, but also enables
a heterogeneous distributed system to access a totally homogeneous
LAN. A heterogeneous architecture is preferred by the distributed
system, allowing sub-systems implemented under various operating
systems on a large variety of hardware, to interface via the LAN. A
homaogeneous LAN architecture is preferred to ensure that all equipment
interfacing directly onto the LAN media do not jeopardise critical

message latencies.

Moreover, in a latency-critical network application, the priority design
of user-tasks and network-tasks executing on the same processor, will
be extremely complex, especially if different sub-contractors
implement the two software elements.
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Figure 2 shows several APIS Service User (ASU) applications
communicating via Network Interface Cards (NICs) using Off-Host
architecture.

NiC ' ' ASU
Backplane

Bus

e>
7]
C

NIC

Backplane

Bus

Figure 2. Off-Host Architecture

4.1.3 Use of COTS Technology

In order for the system to be affordable, Commercial Off-The-Shelf
(COTS) components should be used. This also implies that an open
systams architecture is adopted to ensure that these components
conform to an acceptable standard, i.e. they are non-proprietary.

4,2 Architectural Overview

The primary functions of the APIS middleware can be listed as follows:
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a. To distribute data from local producers to remote consumers across
the network.

b. To receive data from remote producers via the network and deliver it

to local consumers.

¢. To associate producers and consumers of data with each other and
maintain multicast associations for the transport of data in a manner
that is transparent to the producers and consumers.

In order to achieve the above functionality, APIS is implemented as a
collection of concurrent processes. Assigning each function to an individual
processes rather than one process with many functions, allows us to prioritise
functions relative to each other. It also provides modularity, which allows us
to design and test the middleware in smaller, more manageable software units.

A local database is maintained on each of the APIS nodes to keep track of
producers, consumers and the messages they have registered. This database is
referenced each time an APIS Message is transmitted and received to translate
its APIS Message ID to a multicast network address. Since the database is a
shared resource amongst all the processes of APIS, its access routines should
be reewron and tread-safe to avoid corruption of data records during

simultaneous access attempts.

Drawing from the previous two paragraphs it is evident that an operating
system that employs a pre-emptive, real-time scheduler as well as mechanisms
to facilitate real-time access to a local database, is essential in meeting the
requirements of APIS (refer to Figure 3 for an architectural overview).

In the next two paragraphs we shall discuss the architecture of the concurrent
processes and the local database in more detail.
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Transport & Network Layer XTP

Figure 3. APIS Architecture

4.2.1 Real-Time Database Access

Two tables comprise the local database for all messages registered on
the NIC. The first is named the Local Produced Table (LPT), containing
information about producers registered on this NIC and the messages
they produce. The second is the Loa# Denand Table (LDT), containing
the information of the consumers registered on this NIC and the
messages they demand.

The database tables are implemented by means of linked lists from
the Standard Template Library (STL) provided for C++.
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4.2.2

The APIS Database is shared amongst all the tasks that comprise
APIS; it is therefore necessary to protect it with a record locking
mechanism such as a semaphore. Once a semaphore is used to share
a resource between tasks of different priorities, there is a chance that
priority trersion might occur. Priority inversion is the condition where a
task of lower priority can, under a certain set of circumstances,
indefinitely deny a task of higher priority access to a shared resource.
Some real-time operating systems provide a special set of semaphores
(VxWorks calls them “mutual exclusion semaphores”) with prionty

inheritance protocol to prevent such an occurrence.

Real-Time Scheduled Tasks

As previously indicated, APIS is architectured as a group of
concurrent processes, or tasks in the terminology of VxWorks.

Apart from separating the sending, receiving and administrating
functionalities into separate tasks, APIS also employ tasks of different
priorities to allow the user to assign a relative priority to messages
when sending. Eight Send Tasks, each with an associated message
queue to buffer incoming data while the others are sending, are used
to realise this prioritisation of messages. Since the scheduler schedules
the tasks based on their priorities, this strategy effectively removes the
need to implement an additional message scheduler; the RTOS
interrupts the processing of a lower priority message as soon as a

higher priority message arrives.

In addition to the eight Send Tasks, there are also several Raeie Tasks
and an Administrative Task.

Once again it is emphasised that this architecture relies heavily on the
performance of the operating system and that a pre-emptive, hard



real-time task scheduler is paramount to meet the requirements
specified for APIS.

Send Tasks

Tasks that receive a data message from the producer via the user
interface, validates the producer as registered and passes it to the
physical network media via the Transport Protocol. The List of
Produced Messages will have an entry for this message containing
the valid producers as well as the Transport Layer context
information. Several Send Tasks may operate simultaneously. In
the present design there are eight Send Tasks, one for each
message priority that APIS supports.

Receive Tasks

Tasks that receive a data message via the Transport Protocol and
dispatch it to all the consumers that are registered on this NIC to
receive this message, via the user interface. The List of Demanded
Messages on this NIC will have an entry for this message, with
subsequent entries for all the consumers to which APIS should
deliver this message. Several of these Receive Tasks may operate
simultaneously.

Admin Task

A task that receives control messages from the producers and
consumers via the user interface. Control messages are used to
register/de-register producers for sending a particular message or
consumers to receive a particular message. Only one Admin
Tasks exists on each NIC.
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Chapter 5

5 APIS INFRASTRUCTURE

In the previous chapters the architecture of the APIS middleware was
outlined as a collection of software modules or tasks that collaborate to
distribute data between producers and consumers. To meet this goal, the
software modules must be implemented on a platform that supports the
requirements of APIS both in terms of the operating system and the
processor hardware. The infrastructure required by APIS includes a pre-
emptive scheduler in the operating system to allow tasks to respond in real-
time to service requests from the users, as well as a very responsive
communication protocol stack along with associated network hardware and
device drivers.

In this chapter we discuss the software components selected to support the
APIS middleware. We also address certain details regarding implementation
and integration of these components.

5.1 Selecting COTS Components

As outlined in paragraph 4.1.3, one of the design objectives was to use
commercial off-the-shelf components wherever possible. This pro us
to consider existing protocols and technologies rather than design our own

propnietary ones.

The most important software bhuldng Hocks to consider for the
implementation of APIS are the operating system and the communication
stack. Our definition for the communication stack includes both the higher
layer protocols that interface to APIS, ie. the Transport Layer, as well as the
lower layers such as the media access control (MAC) layer that is usually
implemented on the network interface hardware itself.
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The characenstics and performance of the communication stack and the
operating system will determine to what extent APIS will be able to meet the
required deadlines in message delivery.

The selection of each of these components and their effec on the
performance of APIS are discussed below:

5.1.1 Media Access Control

According to Feng [13], the tumeliness of message delivery by a
network middleware such as APIS, depends on the network topology,
media access control (MAC) protocol, number of nodes in the
network, and the setting of various network parameters. All of these
issues have been addressed with the focus on guaranteeing message
deadlines by a set of ANSI and ISO standards for fibre optic
networks, the Fibre Distributed Data Interface (FDDI). The FDDI
standards are defined for the Physical Layer (Layer 1) and the MAC
sub-layer, the lower portion of the Data Link Layer (Layer 2), of the
1SO/OSI reference model for network protocols, Figure 4.

[ iSO OSILayer |

7 Application

6 Presentation

5 Session

4 Transport
o G §

2 Data Link - MAC
: PHY

1 Phyiell. | PMD

Figure 4. The Seven Layers of the ISO/OSI reference model and their
mapping to the layers defined by the FDDI standard
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The ten most important properties of FDDI, as detailed by Jain [18],

and their relevance to APIS are summarised below:
¢ High Bandwidth

FDDI provides a bandwidth of 100 Mbps. Even though APIS is
designed primarily as a low latency LAN and not a high
throughput LAN, the high available bandwidth has an impact on
the access time and responsiveness of the LAN and hence also on

the message delivery latency.
¢ Long Interstation Distance

Multimode* fibres connecting two nodes are limited to a length of
2 km. With single-mode’® fibres, distances as long as 60 km can be
reached depending on the quality of the fibre.

Multimode fibres were selected for our implementation since
nodes in a process control plant or computer consoles on a ship
are usually in close proximity. There is also a substantial cost
saving involved when using multimode fibre.

e Large Extent

While most other network’s cable lengths are limited to less than
10 km, FDDI allows up to 200 km of fibre or, equivalently,
100km of two-fibre cable.

4 Multimode fibre is so termed due to the multiple modes of light propagation within the
optical media. The default fibre size is an internal diameter of 62,5 um and external
diameter of 125 um. An LED source with a wavelength of 1300 nm is used as the
transmitter.

5 Single-mode fibre is so termed due to the single mode of light propagation within the
optical media. The default fibre size is an internal diameter of 8,7 um and external diameter
of 125 um. A laser source with a wavelength of 1300 nm is used as the transmitter.
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Although this was not an important consideration for the current
implementation of APIS onboard a sea-going vessel, it would be
valuable when implementing a distributed system on land that
might include several off-site locations.

Large Number of Nodes

FDDI allows up to 500 stations on a single network. Unlike some
other networks where efficiency decreases significantly as the
number of nodes that share the medium is increased, the timed
token ring access method of FDDI does not show a significant
decrease in efficiency. Since it is not a ‘carrier sense multiple
access’ technology, every additional node in the ring only effects
the time it takes for the token to rotate through the ring by a small
‘token processing’ time, in the order of 1pis per node.

Real-Time Traffic

FDDI guarantees a bound on the waiting time to obtain a usable
token. This service class, called syndmonaus serice, is suitable for
real-time applications, in which it is important that certain
messages get through even during times of heavy load.

Since the maximum time to obtain a usable token is bound and
since this time is a function of the FDDI ring parameters (refer to

paragraph 5.5.1), the FDDI ring parameters can be chosen to
make the network as responsive as needed. APIS uses this feature

to guarantee delivery of a message within its deadline.
Reserved Bandwidth

In addition to bounded access time, the synchronous service of
FDDI also has a reserved bandwidth capability. This feature
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allows APIS to reserve a timeslot in every token rotation in order
to deliver messages in real-time even when high network traffic is

present.
e High Availability

Availability refers to the percentage of time the network is usable.
FDDI uses a number of automatic fault recovery mechanisms,
which allow the network to come back up quickly after a failure.

An important feature of FDDI is its distributed nature. All
algorithms are distributed in the sense that the control of the ring
is not centralised. When any component fails, other components
can reorganise and continue to function. This includes fault
recovery, clock synchronisation, token initialisation, and topology
control.

These fault tolerant features make FDDI a good candidate for
deploying APIS in a mission critical situation.

o High Reliability

Reliability here refers to the error rates in the network while it is
operating. In general, the error rates of fibre are lower than those
of copper cables of equivalent length. In addition, the coding
scheme® and the cydic redundancy mechanisms that FDDI use
result in the detection of most errors. The undetected error rate is
in the order of 10% or less.

6 A 4b/5b code is used along with movesen o zew imemad (NRZI) encoding. This
combination provides for error protection, control symbols to relay line state information,
and easy recovery of the dlock signal.



¢ High Security

Fibre provides a secure medium because it is not possible to read
or change optical signals without physical disruption.

¢ Noise Immunity

Fibre is not susceptible nor does it emit electromagnetic

interference, providing a noise-free medium for communication.

This feature is particularly important for the naval implementation
of APIS where cable runs will pass through noisy engine and
generator rooms etc. onboard the ship.

The feature set listed above indicates that FDDI is a good candidate

for implementing APIS in a real-time mission critical environment.

FDDI was selected for the APIS implementation not only for its high
bandwidth and its property of a bounded access time, but also for its
dual-redundant ring architecture. The bounded access time provides a
necessary condition to guarantee realtime deadlines. The dual-
redundant ring architecture allows continuous real-time service even
under some failure conditions.

Over the years FDDI has been selected for various other embedded
distributed real-time applications. For example, as the backbone
network for NASA’s Space Station Freedom. FDDI has also been
adopted by the U.S. Navy’s Next Generation Computer Resource
Program, as part of its Survivable Adaptable Fibre Optic Embedded
Network (SAFENET) [47].

The network interface card selected is a PMC FDDI adapter from
C?P Systems, refer to Appendix B for a short-form specification. It is
designed around the Supernet 3 FDDI chipset technology from
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5.1.2

AMD. The MAC and physical layer protocols are implemented in
hardware on this chipset. A PCI bus interface is used to connect the
MAC layer to the higher-level communication stack protocols by
means of DMA memory. '

Transport Protocol

The task of the Transport Protocol is to provide reliable host-to-host
communication for use by the higher-level protocols [46]. In general
the Transport Protocol provides features such as: flow control, error
control, delivery priority, unicasting/multicasting and parametric
addressing,

The APIS software modules use the Transport Protocol to distribute
the data between nodes on the FDDI ring, In the previous chapters it
was established that APIS would need a transport protocol that could
not only provide multicasting capabilities, but is also very responsive
in handling the data with a minimal protocol overhead.

The Xpress Transport Protocol (XTP) [44]50] s a high performance
ISO OSI Transport Layer protocol. Developed under co-ordination
of the XTP Forum, it draws extensively from a number of earlier
experimental transport protocols developed to meet real-time
requirements [50]. It has received considerable support from the US
Navy and is specified as the realtime transport protocol for the
Survivable Adaptable Fibre Optic Embedded Network (SAFENET)
standards suite.

XTP was chosen mainly because of its multicast capability and user-
defined flexibility but also because it was “explictly designed for bigh
throughpt, low latency implementations.” [44]
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5.1.3

Mentat Inc. [31] implemented the version of XTP used for APIS.
This version is based on the UNIX STREAMS network interface.

Real-Time Operating Systems (RTOS)

Network protocols implemented in software can only perform as well
as the underlying operating system allows. In such an environment
where network protocols are implemented as a collection of interrupt
service routines and independent processor tasks, scheduling policy of
the tasks is the key factor that determines performance. Adherence to
industry standard operating system interfaces is also vital when
combining COTS software components from different sources.

The VxWorks Real-Time Operating Systems [49] from Wind River
Systems was chosen mainly because it meets the following

requirement:
o High-Performance Real-Time Multitasking Kernel

The highly efficient micro kernel architecture is scalable from
deeply embedded applications to complex distributed systems.

o Pre-emptive Task Scheduling

VxWorks provides round robin as well as pre-emptive task
scheduling. Building APIS on top of a pre-emptive task scheduler
allows implementation of a middleware that is responsive to
message priorities assigned by the user. Pre-emptive scheduling
allows execution of higher priority task to interrupt and defer the
execution of lower priority tasks. APIS uses this feature to give
preference to higher priority APIS Messages by assigning them to
higher priority tasks than the low priority APIS Messages.
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By implementing a flat memory model and executing tasks as
threads in a globally shared memory environment, VxWorks can
guarantee very low and deterministic interrupt latencies and
context switching latencies between tasks.

Real-Time Extensions

VxWorks adheres to the POSIX 1003.1b Real-Time Extensions
standard. Thread-safe version of message queues, signals, memory
management and semaphores with priority inheritance are
provided for controlling critical system resources.

These features are vital to the implementation of the local
database on each APIS node that requires real-time access from
multiple tasks.

STREAMS Networking Support

XTP from Mentat Inc, which was selected as the transport
protocol for APIS, uses the STREAMS framework for
interconnecting the various layers of network protocol software.
Thus, an important feature of VxWorks was its support for
STREAMS as an optional module.

Advanced Development Environment

The VxWorks development environment entitled Tornado

provided a set of debugging, diagnostic and analysis tools
specifically designed for real-time embedded applications [48].
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5.2 Integrating COTS Components

Although this thesis focuses on the design and implementation of the APIS
MOM,, it is worthwhile recording the effort that was required to establish the
infrastructure needed by APIS:

1. An FDDI network driver was not available at the time for the VxWorks
RTOS. The source code for a STREAMS version of the driver for the
SCO operating system had to be purchased and ported to VxWorks.

2. AnFDDI network card was not available in the PMC format at the time.
The hardware design for a PCI version of the card had to be purchased
and re-engineered to the PMC standard. This work included the layout
and manufacture of a multilayer PC board to the IEEE PMC
specification.

3. Mentat XTP was not available for VxWorks at the time. The XTP source
code for the Sun Solaris operating system had to be purchased and ported
to VxWorks.

5.3 Target Platform

The chosen target platform is an Intel Pentium-based SBC with a Multibus IT
Parallel Backplane Bus (PBB) and a PMC slot to host an FDDI card.

The Multibus IT PBB is used to interface the ASU’s application, running on a
similar SBC in another slot in the card cage, to APIS. All communication
between APIS and the ASU is via the Multibus IT PBB.

An advantage of using MBII technology as the ASU interface is that it uses
message-passing architecture instead of shared-memory architecture as
implemented by VME or CompactPCL It is thus much simpler to implement
a message-passing middleware onto the already existing MBIl Transport
Protocol.
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Message passing effectively passes responsibility of timely delivery of the
message to APIS as soon as the ASU posts the message onto the PBB.

Figure 5 illustrates the selection of the components chosen for the
implementation. From the figure it is clear that the ASU, on one SBC, will
communicate with APIS, on another SBC, via the Multibus 11 PBB and the
Mulubus IT Transport Protocal. APIS in turn will communicate with other
APIS nodes on the FDDI LAN wia the XTP and FDDI protocols.

Application
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Session
Transport
Network

Data Link MBI MBI
FDDI
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1 Physical

FDDILAN ‘—I Backplane-bus

Figure 5. APIS Implementation using XTP and FDDI

5.4 Multicast Group Management

To maintain connectivity and timely delivery to multiple consumers, APIS
employs mulucasting technology. APIS assigns every Message ID that is
produced or consumed by an ASU, to a unique multicast group address. This
design paradigm enables APIS to simply pm the multicast group associared
with a particular Message 1D when a consumer registers the demand and leaze
the group when the consumer de-regsters.



Assigning a unique multicast group address to each Message 1D also limits the
amount of load on the network stack by filtering unwanted addresses at an
early stage ie. at the Data Link Layer (DLL) or more specifically the Media
Access Control (MAC) sub-layer. This would not be the case if a broadcast
type address were used; filtering would then only take place at the Transport
Layer.

User assigned fields to denominate message type and sub-type

A hash flnction Is used to map the 64 bit APIS
Message ID to a 16 bit unique address.

110 28 bits Usag |
H 23 bits Mapped

A Chadis i W

23 bits Usable

01
0000 0001|0000 0000|0101 1110{0

Figure 6. APIS Message IDs, Class D IP and IEEE MAC Addresses

The Class D IP address space, used for multicast transmissions, occupies the
range from 224.00.0 to 239.255.255.255. Class D addresses are bound to
MAC addresses on a LAN differently than Class A, B, or C unicast addresses.
A umicast IP address 15 expliatly bound to a MAC address; in contrast a
Class D address 1s automatically mapped to a MAC mulucast address by a
simple procedure. A MAC layer multicast address is 48 bits (6 bytes) long, of
which the 25 high-order bits contain a fixed identifier (01-00-5E-00), leaving
only 23 significant bits. A Class D IP address, on the other hand, is 32 bits
(4 bytes) long of which 28 bits are significant. The mapping procedure simply
maps the low-order 23 bits of the Class D address onto the 23 low-order bits

53



of the MAC address, leaving 5 bits unmapped. Thus 2° or 32 Class D [P
addresses exist for every MAC address [33].

APIS relies on each Message ID being mapped to a unique MAC address in
order to reduce traffic load on the network stack; for this reason only the low-
order 16 bits of a Class D IP address are used to map 2 unique APIS
Message IDs. A hashing function is used to map the user-assigned 64 bit
APIS Message 1D to a 16 bi value that is used to construct the address.

Figure 6 illustrates the relationship between a MAC mulucast address, a Class
D IP address and an APIS Message ID.

5.5 Guaranteeing Message Deadlines

Fibre Distributed Data Interface (FDDI) is a set of standards developed by
the Amencan National Standards Institute’s (ANSI) Accredited Standards
Committee (ASC) Task Group X3T9.5[18].

In order to guarantee that the deadlines of synchronous messages are met
when using FDDI, network parameters such as the synchronous bandwadth,
the target token rotation time, and the buffer size must be chosen carefully
[28]. Each of these will be discussed below,

FDDI uses a tonad wken access method to share the medum amongst stauons.
This access method is different from the traditional token ring access method
in that the time taken to travel around the ring, the Target Rotation Time
(TRT), is accurately measured by each station and is used 1o determine the
media access opportunity upon token arrival. In other words, each time a
node receives the token it calculates how much data it can transmit before it
has to release the token to prevent it from becoming late.
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FDDI allows two types of waffic. synchronous and asynchronous.
Synchronous traffic consists of delay-sensitive traffic, which needs 1o be
transmitted within a certain ume interval. The asynchronous traffic consists of
data packets that can sustan some reasonable delay and is generally
throughput sensitive m the sense that higher throughput (bytes per second) is
more important than the time taken by the bits to travel over the network.

5.5.1 Performance Parameters

All stations on the network must negotiate and agree on the value of
the Target Token Rotation Time (TTRT), it is the key network
parameter that affects performance [19]. Each station measures the
TRT, the ume since it last received the token. On a token amival it
computes a Target Holding Time (THT), the difference between the
TTRT and TRT. A station can transmit synchronous traffic whenever
it receives a token, asynchronous traffic can be transmitted only if
THT is positive.

The gwdelines for seting TTRT are set out in [19] as follows:

1. The TRT can be as long as 2 x TTRT. Thus synchronous stations
should set TTRT 1o half of the required repention interval.

2. TTRT should allow for at least one maximum size frame along
with the synchronous ume allocation, if any. That is:

TTTR 2D, + Token Time + F_, + XSA
Where: D, the Ring Latency’, equals 0,06017 ms

F.._, the Maxamum Frame Time' is 0,360 ms

’ For 2km of optical fibre and 50 stations, Dy = (2 km) = (5,085 ps) + (50 stations) x
(1 ps/stanons) = 63,17 s
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5.5.2

Token Time, for 11 bytes, is 0,00088 ms
2SA is total Synchronous Allocations
Thus: TTRT 2 ¥SA + 042 ms

To achieve a latency of less than 5ms for our curremt APIS
application, the TTRT was chosen as 2 ms. This value allows ¥SA 1o
be at least 1,5 ms or 18 750 bytes during each TRT.

At the chosen TTRT the efficiency and maximum access delay can be
calculated from the formulas denved in [19] as follows:

w(ITRT-D,,,)
nTTRT + D,
 50(2-0,06017)
© 50x2+0,06017
=96,93%

Efficiency =

Max accessdelay = (n—1)TTRT + 2D,
=(50=1)x2+2x0,06017
=98 ms

The calculasted maximum access delay 1s the ume that an
asynchronous message may have to wait for LAN access under heavy
network load conditions. The access time of synchronous messages is,
of course, twice the TTRT, or 4 ms in our case,

Synchronous Bandwidth Allocation

Preferential traffic in FDDI is known as synchronous traffic. A node
may transmut synchronous data whenever the token is received,
asynchronous data may only be semt once synchronous data

+ Maimum Frame Time = (4 500 bytes) / (125 MHz) = 0,360 ms
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5.5.3

transmission is complete on condition that the THT has not expired
as explained above.

Since there is only a limited amount of synchronous bandwidth
available (calculated above for our case as 1,5 ms or 18 750 bytes per
TRT), nodes have to request bandwidth from a designated node
known as the Synchronous Bandwidth Allocator (SBA). The SBA
functionality i1s implemented as part of the FDDI driver software.

A problem exists with the SBA in that it does not really reserve a
portion of the available bandwidth as the name suggests, but rather
guarantees a tme slot in each TRT dunng which the node will be able
to access the LAN, The value of TRT varies with the load on the
LAN making it difficult to calculate, in advance, the portion of TRT
needed to reserve a certain percentage of the total bandwidth. Vanous

allocation schemes have been suggested to overcome this problem.

In order to guarantee the real-ume delivery of messages, APIS
allocates time for all high prionity messages 1o be ransmitted during
each TRT. Although this allocation scheme is wasteful, it ensures that
bandwidth is available for the worst case when all high pronty

messages are transmitted simultaneously.
Buffer Allocation

Each APIS node has buffers for incoming and outgoing synchronous
messages. Message loss can occur if a buffer thar is to small
overflows. On the other hand, buffers that are too large are wasteful

of memory.

There is an added complexity on the receiving side in that the
processor must be able to keep pace with the incoming messages to

avoid message loss,
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Malcolm and Zhao [28] prove that the maximum queue length is
that large message deadlines mught lead o buffers overflowing.
However it i1s proved that this is not true when synchronous
bandwadth is allocated. They show that the size of the buffer need be

no more than the size of the synchronous message multiplied by the
upper bound on the number of messages waiting to be transmitted.

Since the largest message size allowed by APIS is restnicted 1o
4 000 bytes, and due to the large amount of memory available on the
chosen hardware platform, it was deaded to allow for buffers of ten
times the size of the largest message, 1.e. 40 000 bytes.
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Chapter 6

6 LIMITATIONS OF MENTAT'S XTP

During the implementation of APIS, it became apparent that the XTP
implementation obtained from Mentat Inc. was not adequate in allowing
APIS to meet its requirements. It was decided to remove XTP from the

network protocol stack unul a more advanced implementation became
available.

Without a transport layer, APIS now manages the assodations between
producers and consumers and only uses the ‘raw’ multicast services provided
by Logical Link Control (LLC) ‘sub’ Layer of the OSI Dara Link Layer.

The hmitations that were observed and their impact on the performance of
APIS are discussed below:

6.1 Lack of Unacknowledged Multicast Service

To implement the latency-cntical distribution of signals, it was intended o use
the Uhuacknowleba! Multicast Seam  Seruie, as defined in the XTP
specification [50]. Unfortunately Mentat Inc.’s implementation of XTP at the
time only provided the Refialde Midlticast Strean Sevuce.

The Unacknuneteciper! Muslticast Stream Sertice 15 analogous to the UDP/IP service
where no connection is set up between the sending and receiving party. The
Reliable Mudticast Strewn Servie, on the other hand, is analogous to the
connection oriented TCP/IP service. It ensures that a message is delivered, in
the case of a lost message a retransmission would occur, potenually
jeopardising the latency of all subsequent messages in that stream. This is not
always desirable, especially in the case of distributing real-time signals where
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missing one data value in favour of receiving the next one on time is
preferred. Refer to the properties of real-time signals in paragraph 2.1.1.

Although we were implementing APIS on a very low BER (2,5 x 10")[18]
fibre LAN, the chance did exist that a lost message could be retransmutted,

6.2 File Descriptor Limit

A more serious trait of the X'TP implementation pertaining to file descriptors
was also observed. Since the Mentat Inc. implementation of XTP was geared
towards reliable multicasting, a separate UNIX network STREAM was
allocated for every mulucast group association, requining a unique file
descriptor from the operating system for each. APIS allows up to 2 different
Message IDs to be registered; VxWorks, on the other hand, as a real-ume
embeddable kernel, only allows a maximum of 250 open file descriptors at a

time to conserve resources and response time.

The implementation of the Unadenmuladea! Midticast Strean Serace, had it been
available, would have required one UNIX network STREAM and file
descriptor to send messages to different multicast groups since there are no
connections between producers and consumers at the transpont layer. A
seconds UNIX network STREAM and file descriptor would be required to
receive messages from different mulucast groups when they are “joined’ (XTP
terminology) by doing a ‘bind’ (UNIX sockets termunology) for every address
to the same receiving socket. In this way, two file descriptors could have been
used to implement the basic APIS services.

The large number of file descriptors required by the XTP implementation and
its lack of support for the unacknowledged multicast service, lead us to
remove XTTP from the network stack as an inteim measure. APIS was then
implemented directly on the Logical Link Control (LLC) Layer of the OSI



Data Link Layer, which provides basic services to transmit and receive from
multicast groups.

It was also argued that the 4B/5B-encoding scheme and the Frame Check
Sequence (FCS) used by FDDI eliminated the need for additional error
checking by an advanced transport layer protocol such as XTP.

Figure 7 illustrates the implementation of APIS without the XTP layer.
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Figure 7. APIS Implementation without using XTP.
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Chapter 7

7 PERFORMANCE MEASUREMENTS

The APIS middleware was implemented on a 200 MHz Pentium-based single
board computer (SBC), referred to as the NIC, using message passing on a
Multibus IT backplane as the interface to the user. The test application was
implemented on a second, similar, SBC referred to as the ASU. In total four
SBCs were used to obtain the measurements for the preliminary results
reported in this thesis. One pair of SBCs constituted a Producer ASU and a
NIC, while a second pair constituted a Consumer ASU and a NIC.

After these initial tests were completed the APIS project entered a
qualification and test phase, which is outside the scope of this thesis. During
that phase, the APIS hardware and software successfully complied with the
requirements set by our client, the SA Navy, as the real-time data bus
proposed for their Combat Suite program.

Two techniques were used to obtain latency measurements reported here:

o The relative time between events occurring on the same SBC were
measured using a timer provided by the Pentium processor
architecture. The timer increments at the rate of the processor’s clock
(200 MHz) and can be read with a few simple assembler language
instructions with little impact on the performance of the existing
source code. Using this timer, timestamps were taken at various
points in the software ‘data path’ to obtain a latency profile of an
APIS Message.

e Events that occurred on separate SBCs, i.e. the start of a message
transmission on the Producer ASU and the reception of it on the
Consumer ASU, were measured by asserting control pins on the serial
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ports of the SBCs at various points in the source code. VxWorks
allows direct access to the registers of the serial pott devices, enabling
us to effect change of the RTS and DTR pins with simple read and
write instructions. The signals were monitored on a digital
oscilloscope and logic analyser to calculate offsets.

7.1 End-to-End Latency Measurements

The latencies depicted in Figure 8 represent the end-to-end message transfer
latencies between two test applications for messages up to 4 000 bytes long.
Each measurement includes the latency of a Multibus II transfer, validation
and processing in APIS and the processing latency of the network stack on
each of the two NICs, as well as the FDDI transfer between them.

Latency vs Message Size
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Figure 8. APIS Latency vs. Message Size (Log Scale)

Measurements were taken both on an unloaded FDDI ring as well as duting

the presence of an 80% load on the network.
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When testing the system under load conditions, we need to consider both
network load and stack load. Network Load refers to the absolute traffic load
measured on the FDDI ring itself. Because of the nature of the FDDI timed
token protocol, nodes using the synchronaus servie have guaranteed access to
the LAN, minimising the affect that the overall network load has on the data
being sent from such a node. Stack Load refers to the traffic load measured
on each individual node’s protocol stack and is limited by the throughput of
the network card as well as the amount of processor cycdes available to send
and receive the data.

The 80% network load consisted of a 12 Mbit/s (12%) data transfer between
the two ASU’s in order to load the network stack of each NIC, as well as an
additional 68 Mbit/s (68%) load created by an separate traffic generating tool.

For the unloaded case, latencies were also measures for 1, 2, 5, 10 and 20
bytes of data per message. The graph shows that the latencies measured for all
messages of 100 bytes or smaller are nearly equal. This constant (minimum)
latency for small messages can be contributed to the packet header of 33
bytes added to all APIS messages on the network. For larger messages, the
overhead of the packet header becomes insignificant and the relationship
between message size and transfer latency becomes more-or-less linear as can
be seen from Figure 9.
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Figure 9. APIS Latency vs. Message Size (Linear Scale)

Under heavy load it is observed that although the average transfer latency
remains directly proportional to the message size, the maximum latency (or
jitter) measured for each message size is not a function of the message size
but rather tends towards a constant maximum value. For example, the
1000 byte message has an average latency of 1,7ms but a maximum jitter value
of 3,8ms. It shows that when the network is under load, the time to gain
access to the network becomes more significant than the time it takes to
output the bytes onto the media. This is the expected behaviour for FDDI
and bounds on the access time were calculated in paragraph 5.5.1. For our
implementation, the TTRT was chosen as 2 ms to limit the maximum FDDI
access time to 4 ms. This allows for 1 ms of processing time to meet a
delivery deadline to the application of no more than 5 ms. The worst case
application to application latency recorded over the test period was 4,8 ms,
which was less than the 5 ms expected.
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7.2 Latency Profile of an APIS Message

The source code was modified to toggle serial port pins when sending and
receiving APIS Messages and monitored with a logic analyser to capture the
latency profile of an APIS message transfer. Figure 10 is an image that was

captured from the logic analyser for a 4 000 byte message transfer. Appendix
E contains additional screen shots that were captured during these tests.
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Figure 10. Logic Analyser Screencapture of a latency profile

Figure 11 depicts the timeline of 2 message delivery in APIS. The figure also
indicates which events occurred on the Producer ASU, the Producer NIC, the
Consumer NIC and the Consumer ASU.
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Figure 11. Latency Timeline

The events on the timeline correspond to the first transitions on each of the
traces (trace numbers follows event numbers in parentheses) of Figure 10.

The events are desctibed below:
A:  (Trace 0) The Producer ASU starts to transmit the message via Multibus.

B: (Trace 1) APIS finishes receiving the message via Multibus and starts
processing the message.

C: (Trace 2) APIS starts copying the message to the FDDI driver.

D: (Trace 5) Traces 3, 4 and 5 are bits of a hardware register on the
SuperNet 3 FDDI chipset that indicate the status of the FDDI protocol
processor. When the bit that is monitored on trace 5 is set, it indicates

that a valid token has been received.

E: (Trace 4) When the register bit monitored by trace 4 is set, it indicates
that the token is being released, implying that all synchronous data has
been sent onto the LAN.

F:  (Trace 7) The FDDI driver indicates to APIS that a message has been

received.
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G: (Trace 8) APIS starts the Multbus transfer of the message to the
Consumer ASU.

H: (Trace 9) The Consumer ASU received the message, signifying the end of
the Multibus transfer as well as the end of the APIS message transfer.

The relative times between events are also indicated on the timeline and are
labelled as follows:

Tygrx: The time required to transmit the message via the Multbus from the
Producer ASU to the Producer NIC.

T,:  The time required by APIS to query the database in order to validate
the Producer ASU as well as retrieve routing information for this

message.

Ty The time that APIS had to wait for a valid token to become available
in order to send the message onto the LAN.

Teop:  The time required to transmit the message onto the physical media.

Tpr:  The time since the transmission ends and the FDDI driver indicate to
APIS that a message was received.

T,z  The time required by APIS to query the database to locate the local
Consumer ASUs for this message.

Tyerx: The time required to transmit the message via the Multibus from the
Consumer NIC to the Consumer ASU.

Figure 12 shows a breakdown of the latencies that comprise a single APIS
message transfer under no load conditions for various message lengths.
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The graph shows the latencies of Multbus 11, APIS, FDDI media and the
FDDI driver. These latencies were computed from the timeline as follows:

Toral Time = Ty + Ty + Ty + T + Tipep + Tia + Tygns

When

sMBIT = Tymx + Topax

!‘\.PIF‘ = II-M + T\_-
FODI = T,y

Prver = Tgr + T

We have: Toral Time = MB1 + APIS + FDDI 4 Dover
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Figure 12. Profile of a typical APIS Message transfer
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Figure 13 presents the same data as a percentage as the total transfer latency.
It can be seen that Mulubus [I transfers make up a substantal part of this
latency (alwags about 60% of the total latency). Technology such as VME or
Compact PCI could reduce this amount and thus also the overll latency of
the transfer. The contnbution of the drver w the latency is also proportional
to the size of the message, about 25%, while the latency of APIS processing is
constant. This s expected, as the processmg i APIS 1 not dependent on the
size of the message, it oaly involves Message and Producer venficaton o the

dambase.
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Chapter 8

8 CONCLUSION

In this thesis we investigated the suitability of sharing information in a
distributed system by making use of APIS, the real-time message-oriented
middleware proposed by Young in his PhD thesis, and the feasibility of
implementing APIS by means of COTS software components only.

To a large extent the information in a real-time distributed control system can
be categorised as being of the repetitive signal variety. These signals are
latency-critical and therefore not necessarily always reliable; it is better to lose
one message and wait for its next update than to receive stale data. It is
concluded that the properties of Publish-Subscribe MOM, as utilised in the
APIS architecture, are well suited to distributing these signals within a real-
time distributed system.

The results have shown that such a system can be implemented by means of
the Unacknouledgad Multicast Strean Seruce provided by XTP, or the raw
multicast service provided by LLC.

The results of latency tests suggest that the synchronous data transfer
provided by the timed token protocol of FDDI is well suited to this type of
service. An upper bound can be placed on the message transfer latency by
selecting an appropriate TIRT.

The off-host architecture of the APIS design was found favourable in
providing a homogeneous LAN in a heterogeneous distributed system as well
as protecting latency critical network processes from user implemented host
applications. Unfortunately this off-host architecture is also the biggest
contributor (60% for Multibus II transfers) to message delivery latency. It is
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therefore suggested that alternative backplane technologies such as VME or
CompactPCI are investigated to replace the Multibus IT backplane bus.
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»  Information Management System

The Information Management System (IMS) is a ship-borne network, based on SAFENET, that manages the fransfer of
time—critical command and control messages, multimedia streams and background file transfer from many sources to

many destinations. The IMS architecture supports unicast, broadcast and reliable multicast transfer types. It also
provides for network synchronisation and message timestamping as well as sophisticated built-in test and network

management

The IMS offers bounded packet latencies, message-level priorities, synchronous bandwidih allocation, high overall
performance, determinism and reliability.

Apart from ship-bome applications, IMS is also finding application in real-time vetronics systems as well as tactical
command and control systems

IMS Architecture

The C* Systems Information Management System (IMS) communications architecture follows the dissemination
architecture designed for real-time communications, refer to Figure 1: Dissemination Architecture below. The IMS
communications architecture supports many-to-many connections which s best suited to distributed, time—critical
information flow. The IMS allows nodes on the network to produce and consume data on the physical network and
provides disfributed control of the network. The IMS
manages the actual data transfers between nodes on
the network. Each node dynamically registers with the
IMS and then becomes a producer andior consumer
unti| deregistration

The IMS handies the multicasting of all data on the
network, thereby allowing virtual links to be setup
between the nodes on the network. This architecture
s symmetric, rabust to changes and failures and is very
efficient

The IMS communications architecture differs

L e——— S m———— significantly from the older point-fo-point (e.g. TCP)
= B and client-server (e.9. RPC) architectures. These
== — architeclures suffer fram complex connection and error

recovery problems as well as single poinis of failure.

Functions
Transfer Control Data
. Apolication Interface Services (APIS)
. Xpress Transport Protocol (XTP)
. Intemet Protocol (1P) f.En
' |EEE B02.2 Data Link Layer (DLL) —

. ISO FDDI MAC Layer
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» Information Management System

Transfer Bulk Data
. File Transfer Services (FTS)
. User Datagram Protocol (UDP)

Network Time Services

. Netwaork Time Protocal (NTP)

’ Network Synchronisation Services
. Packet Timestamping

Network Management Services

. Bullt-in Test Services (BITS)
o LAN Adapters
o Cable Plant

Simple Netwark Management Protccol (SNMP V2.0)

Management Information Bases

Managed Agent

Managing Application

Graphical Man-Machine Interface

Operator-Assisted Trouble-Shooting, Nainenance and Reconfiguration

&« & & s ® =

Cable Plant

62,5 pm / 1256 ym Multimode Fibre Cable Plant
Dual-Redundant Standard

Quad-Redundant Optional

Optical Bypass Switches

Trunk Coupling Units

Fibre Amplifiers

L - - - -

Features

. Critical Virtual Circult Capability

. Muiti-Level Packet Priority

. FDDI Synchronous Mode

o Synchronous Bandwidth Allocator
o End Station Supoort
Multi-Frotocol Suppon
SAFENET-Compatible

Ruggedised FDDI Connectors (ST)
Rugged miniature circular OBS connector
Copper Mediz (CDDI) Optional

L] - - - -

Performance

. < 950 us end-fo-end latency (< 200 byte messages)
. > 15 Mbits™! end-to-end throughput (> 4 000 byte messages)
. < 250 ps node-to-node synchronsation accuracy (2 o)
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P Application Interface Services

Description

Application Interface Services (APIS) is an extended profile network communications protocol designed for the exchange
of information between functionally-independent applications incorporated in a distributed real-time system

APIS conceptually encompasses Layers 5 to 7 of the IS0 OS| Reference Model and so interfaces below 10 Layer 4. the
Transport Layer and above to the Application Service Service (ASU) which will normally be a collaborative, networked,
software application.

The ASU Is a producer and/or consumer of data of different types. Data types are pre-defined by an ASU administration
authority, as part of the network system design and each data type is ascribed a unigue identification code or Message
Identifier. The APIS protocol establishes the necessary communication channels between ASUs by registering and
malching their producers and consumers, LAN dataflow will therefore be determined by the data type of ASU messages
and not by predefined ASU addresses.

This data-driven approach to dataflow management provides a higher level of flexibility than the traditional addressed-
point-to-addressed-point facilities provided by general purpose LAN protocols. The objective of this approach Is 1o simplify
ASU communication and configuration logic. thereby decoupling system design from network design

Principles of Operation

The intrinsic operation of APIS reguires a number of specific services from the lower layer protocols. These are broadcast,
reliable multicast and multicast group management

Message classification characterises each message by type, sub-type and identifier (1D), Messages are grouped by type
and sub-type and uniguely identified by Message ID. Such classification |s made on the basis of origin (i.e. producer) and
application category (e.g. contact, larget, navigation data, etc.)

Producers and consumers register with their own (local) APIS which identifies them to the system by means of an APIS
broadcast The status of all producers and consumers Is then maintained in a local status table which is updated
peripdically as well as at each significant status evenl. The aggregate of this process provides a distributed, real-time,

dataflow management agent

Host Processor Card Network Interface Card

FDDI LAN
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»  Application Interface Services

When a consumer requires a message | registers its requirement (|.e. demands the message) and APIS sels up all
necessary internal mechanisms and control messages to ensura that the producer provides this message

The Message Identification scheme is designed In such a way as to support wildcarding, Wildcarding is defined as group
addressing by means of address subsets. Thus groups of producers and consumers can be accessed using a generic
addressing scheme. APIS empicys wildcarding to manage production and consumption of messages, both ind vidually
as well as by group (type) and sub-group {sub-type) \Wilccard demand and limited wildcard produce are both supported
as APIS service options.

APIS employes multicast and multicast group management fo manage production and consumption of messages. A
Producer uses reliable multicast to transmit to all Consumars requiring a particular message. Consumer groups, including
the joining and leaving of groups after strartup. are managed by multicast group management facilties

Performance

. < B0 us APIS layer trarsition (< 200 byte messages)
. < 950 us end-to-end latency (< 200 byte messajes)
. > 15 Mbits™! end-to-end throughput (4 000 byte messages)

APIS/Application Interface
Tne interface to APIS is defined by the following service ~equests
. APIS Initialise

. APIS Open

. APIS Close

. APIS Produce

. APIS Demand

. APIS Remove Produce
. AP|S Remove Demand
. APIS Send Message

. APIS Recewe Message

C'F Systerrs (Pty) Lid » PO Box 171 » Rondeboach 7701 + South Adrica « Talephone | (+37 21 ) BB3 5480 - Facaimile : (+27 21) 883 5435 « URL - hitp:iwiww G0l 0.2/

£ CF Syalens (Pry) L 20174 inum | R 1 TeHE-10- 20 Pege 2ol 7




CT
Systems

» Network Time Services

Description
Network Time Services (NTS) Is an extended profile protocol with the following capabilities

- Effects systern syncronisation by means of a Network Time Protocol (NTP)
- Provides timestamping of messages.

Host Processor Card Network Interface Card ‘

FDDI LAN

E 1:NT 5i

Application

Despite the saw performance available at the lower layers of the LAN profile, networked systems can still suffer from
transfer latency and jitter. Latency and jitter are problems as fhey may lead to instability i distnbuted control aigontnms
However, the data repetition rates required by the collaborafive distributed aigorithms can be sufficient if accurate tming
of the data samples can be recovered. Real-ime systems therefore require services from the network which circumvent
the problems of latency and jitter. Timestamping of data by the producer, using accurate netwark time dernived from NTP
allows a consumer 1o reconstruct critical iming information by determining the age of ihe data

w
=
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»  Network Time Services
Principles of Operation

NTP implements fiming mechanisms between all participating sub-systems over the network. The protocol does not rely
on the accuracy of the clock of a single peer, but rather attempts to find the most accurate time Source available to it
Each node maintains a local clock to provice time values and to synchronise with all other clocks on the network, NTP
provides basic functionality Such as syncronisation and timestamping to NTS. NTS in turn provides user-evel time

services to the applicabion
Network Time Services allow a user to obtain the current clock and an indication of the accuracy and quality of the value
NTS can provide synchronisation services, both with respect 1o calendar time (i.e. absolute time) as well as re/ative time

between distributed clocks. For many distributed applications, only relative time synchronisation is required. For certain
applications, &.g. synchronisation of remote encryption devices, calendar time synchronisation is required.

Performance

Conditions - FDDI local area network in ring topology with 40 nodes and 2 500 m circumference

Note - True clock offset between the software clocks of two machines synchronized over an FDDI network (14 691
samples at one sample every 16 seconds)

NTS/Application Interface

The Interface to NTS is defined by the following service requests -

. NTS Get Time
. NTS Set Time
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File Transfer Services

Description

File Transfer Services (FTS) 1s an extended profile network protocal providing reliable data transfers by emulating
connection-ariented byle stream transpor between applications executing on different host processors on 2 local area
network Two haost processars that share an FTS connection may be located either on the same backplane or within sub-
systems that are connected by different Network Interface Cards (NICs)

Principles of Operation

FTS uses an addressing scheme where every user thereof chooses a unique 64-bit name for the user's transport
endpoint. The FTS transport addressing scheme Is completely separale from the netwark addresses used by the NICs
This |s because the NICs use dynamically-assigned network addresses, whereas communicating FTS entifies use
globally-administered transport endpaint names

The message Interface to FTS provides a simplified OSi-like connection-oriented transport service between these
transport endpoints, The data transfer over FTS connections is based on rellable byte streams. Multiple connections can
oe made between two transport endpoints. Each connection |s umidirectional

FTS provides services to perform two types of data transfer, namely read requests and write requests. FTS suppons a
Go-Back-N flow control scheme that permits high bandwidth bulk data transfers

Host Processor Card Network Interface Card

FDDI LAN

Figure 1 FTS Proocol Stack

FTS
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»  File Transfer Services

FTSIApplication interface
The interface to FTS is defined by the following service raquests

. FTS Register

FTS Solicited Reply to Registration
FTS Unregister

FTS Solicited Reply to Urregistration
FTS Write Reguest

FTS Read Request

FTS Write Reguest Data

FTS Read Request Data

FTS Write Request Acknowledge
FTS Read Request Date Acknowledge
FTS Error

- - - - - - - - - -

Performance

. > 15 Mbite! end-to-end throughput (for > 4 000 byte messages)
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Built-in Test Services

Description

The Builtin Test Services (BITS) in conjunchon with the Network Management Station (NMS) provides real-ime
monitoning (ntegrity checking) and dynamic configuration contrel of the enfire nefworked system event and alam
reporting. statstical performance measurement. comprehensive diagnostic facilites. computer-assisted frouble shooting
and maintenance.

Network Management consists of two levels; the lower ievel implementing network management functions and the higher
level implementing system health monitoring. Lower fevel network management funcbons consist of Managing
Applications and Managing Agents

Principles of Operation

The managing application manages managed objects by means of management agents. It denves data from the
managed objects by means of a LAN-based network management protocol (1@ SNMP) and stores this data in a
Managemeni Information Base (MIB). The data in the MIBs is then processed to provide user level management
information by means of the NMS man-machine interface

The management agent performs management operations on managed objects and produces notification of events on
behalf of managed objects within the node In which It resides It acts as an intermediary between the managing
application and the entities which have managed objects within the node

The Nework Management Staticn provides higher level system health monitoring and provides online manitoring and
control of the entire network system, reconfiguration management and high-level diagnostics facllities

For maintenance crew manned systems the NMS provides extensive man-machine interface functionality, 1t supperts an
aperator's console which provides graphics-based, diagrammatic visualisation of the system and its network components
The display provides high resclution colour graphics and interacts with pointing devices such as mouse, trackball or
joystick. The NMS consists of hardware and computer scftware compenents, The hardware component provides physical
connectivity to the LAN as well as providing a processing platform for the NMS software component

. |

Host Processor Card Network Interface Card

W
s
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BTSiApplication Interface

The following is a subset of messages for the BITS user applicstion inferface

. BITS Get Producer Lis

. BITS Get Consumer List

. BITS Get Produced Messages

. BITS Get Consumed Messages

. BITS Get ASAPs

. BITS Get Siatus Message
BITS Get Status APID

2]

&
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PMC FDDI Adapter

C'F Systems has developed a PMC FDDI Network Interface Card (NIC), which is ideally sulted to embedded platforms
This NIC has been developed from SysKonnect's PCI FDDI NIC and as such features a wide range of compatible and
qualified software drivers

Seen from a physical point of view, an FDDI network consists of a duai-redundant fibre-optic ring. Only one of the two rings
s used during normal operation. The second ring merely serves as a back-up medlum. Stations in the ring are classed as
Class A or Class B stations. Class A stabions connect directly to the ning while Ciass B stations connect via a concentrator
FDDI Features

FDDI meets the increasing demands of sophisticated networks

High data transmission rate (100 Mbps), efficiency and cost-effectiveness make FDDI the optimum
solution for real-ime and multimedia networks, as well as corporate backbones

Up to 2 km between nodes
. Wide geographic range (100 km maximum circumference in dual ning)
. Large number of supported nodes (up to 500 dual-attached) in the ring
. Deterministic and bandwidth-efficient timed token passing access method

Fault-tolerant operation provides for ring re-
configuration in cases of probiems such as media
disruption or node failure

A high level of protection against tapping and
malfunction when using fibre optic cabling
Optimum data protection and system availability
by supporting SFT Il server mirmoring with
Mirrored Server Link (MSL) driver

Synchronous Bandwidth Allocator (SBA)

. High-performance PCI data transfer
Two connector types available, SC or ST
connectors
Ogptical Bypass Switch Cantrol

. Fully software configurable

. SMT Version 7.3

Tne PMC FODI DAS NIC provides a Class A connection and
imegrates direclly into the dual FODI ning. NICs with ST
connectors have the same optical characteristics as NICs
with SC connectors.

Applications E
(T
Digital telep ru:rnyfI g
SCADA applications o
. Distributed real-time applications
. Vetronics applications

Misslon-critical applications
SAFENET applications

yemens [Py Lin 20175 demas 1 R 18881007 Pags 1 of



PMC FDDI Adapter

PMC FDDI Adapter Specifications
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Designation Connector Grade Attachment
| CCINFDDVPMC/DAS/STICOM =7 Commercial Dual

CCIVFDDIPMCISASISTIIND 8T Industrial Single

CCIIFDDIPMCIDASISCICOM sC Commercial Dual

CCIVFDONPMC/DAS/SC/IND 5C Industrial Dual

CCI/FDDHPMC/DAS/ST/ICOM ST Commercial Dusal

Bus Interface IEEE P1386.1 D2.0

32-bit PC-Bus electrical and CMC formfactor

Network Interface (Fibre) ANSI X3T79.5 and X3T12 compatible

LAN Cantroller AMD Supemet 3

RAM 128 kBytes CMOS siatic

Flash EPROM 128 kBytes

O Addresses Automatiz by PCI V2.1 Plug-and-Play assigned io the siot

Interrupts PCIINT A

DMA Automatic deperding on PCI slot

Timer 3 channels @ 6,25 MHz max.

Dimensions 149 mm x 74 mm x 13,5 mm

Power Consumption <1ASA@EV

MTBF Figures according to MIL-HDBK-217F, Parts Count Method:
Ground Mobile Ti=65C Ta=45C 18000 hrs
Naval, Sheltered Ti=680C Ts=40C 26000 rs
Airbome, Inhabited Carge  T/=75C, T.=55C 20000 hrs

Envirionmental Specifications Temperature Commercial Industrial

| Operating 0Cto+55C -15Cto+75C
Nan-Operating 40Cin+85C 50 Cto+85 C
| | Humidity 0% 1o 95%

Shock 20gfor 11 ms
Vibration Sto50C Hzat2g

Drivers o VWorks (43880 + END} o SCO UnixWare
« DOS « MNovel
« MNetiWare o AIX Unix
o« Windows e  Linux
o 052 o SUN Solaris

Supporting Tools . [emote Boot Software !
« FDDISMT Diagnostic Program |
« Herdware Diagnostic Program for DOS -
. Hardware Diagnostic Pragram for PPC, '

& CF Sysiema (Piy) L3

Windows NT 3.5.1 and above PPC (NDIS 3)

« Hardware Diagnostics Program for VieWorks-supported host

carner cards

20775 issue 1 R, B
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ASAP Application Services Access Point

APID Application ldentifier

APIS Application Interface Services

ASU Application Service User

BITS Built-in-Test Services

CPU Central Processing Unit

CS Integrated Combat System

FDDI Fibre Data Distributed Interface

iMS Information Management System

LAN Local Area Network

LSB Least Significant Byte

MBil Multibus 1I

MSB Most Significant Byte

NIC Network Interface Card

PC Personal Computer

PDU Protocol Data Unit

SAFENET Survivable Adaptable Fibre Optic Embedded Network

8D To Be Determined

TP Transport Protocol
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1. Scope

1.1

1.2

Introduction

The sub-systems interfacing to each other via the information Management System (IMS) shall interface
to the Local Area Network (LAN) via the Network Interface Card (NIC). IMS shall implement protocol
processing, flow, rate and error control as well as local network management.

The NIC may be either a Multibus 1l-compatible FDDI card, or PC/PCI- compatible card. In all cases, the
application software shall interface to the LAN via the Application Interface Services (APIS) software. In
the case of the Multibus |l NIC interface, the Application Interface Services software shall run on the NIC
and in the PC/PCl card case, the application sofiware and the protocol software shall share the PC CPU
processing resources. So as not to affect the performance of the host station in the PC case, the host
processor should be at least a 66 MHZ 486DX2 CPU employing a PCI parallel backplane bus.

The Application Interface Services shall be a flexible, real-time network interface employing an open
architecture.

Overview

This document describes Application Interface Services software which provides the interface between
the application program and the IMS LAN for both the Multibus [l and PC Message Queue interfaces.

Paragraph 3 is an overview of the Application Interface Services provided by IMS.

Paragraph 4 describes the implementation of the Application Interface Services for a Multibus 1l system.
It provides the messages that flow between the application and APIS to bit level.

Paragraph 5 describes the message queue (VxWorks) interface for a PC-compatible APIS

Paragraph 6 describes the returned values from the services provided.

CCII/AS00/IMS/6-ICD/1 Issue 1.1 1999-02-19 Page 1 of 37
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2. Applicable Documents

2.1

2.2

2.3

CCI/A500/IMS/6-ICD/1  issue 1.1 1998-02-18

Specifications

The foliowing documents, to the exact issue, form part of this document. in the event of a conflict between
this document and the documents referenced here, this document shall take precedence.

a. C2]? Systems Document No. CCI/A500/IMS/6-PIDS, entitled Prime ltem Development Specification
for the Patrol Corvette Combat Suite Information Management System.

Standards

The following documents, to the exact issue, form part of this document. In the event of a conflict between
this document and the documents referenced here, this document shall take precedence.

a. 453508-001 Muiltibus |l Transport Protocol Specification and Designer's Guide,
Rev. 001.

b. ANSVIEEE STD1296-1987  |EEE Standard for a High-Performance Synchronous 34-Bit Bus:
Muitibus LI.
Reference Documents

The following documents do not form part of this document. They are listed as a reference to ciarify any
points addressed in this document.

a. 469157-001 iRMX System Call Reference, Rev. 001.
b. 469150-001 iRMX System Configuration and Administration, Rev.001.
c. 469160-001 iRMX Programming Techniques and Examples, Rev. 001.

d. 5000017 Technical Reference Manual for CL386/DAS High-Performance CPU/FDDI
Controller, Rev. 004.

Page 2 of 37
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3. Application Interface Services

3.1 Application Interface Services (APIS)

Application Interface Services (APIS) allow the Application Service User (ASU) to communicate on the
network without having any knowledge of the message sources or destinations. This allows for a degree
of dataflow abstraction. The sources and destinations of messages are determined by the transport and
underlying layers.

Following a cold or warm start of a Multibus |l sub-system processor host, a once only APIS_INIT()
command is Issued to APIS. This allows APIS to clear it's tables in respect of this Multibus 11 host.

An ASU registers with APIS utilising the APIS_OPEN() command. It shall also inform APIS which
messages It can source and which messages it requires, to perform its functions, with the
APIS_PRODUCE()and APIS_DEMAND() commands respectively. The ASU does not specify the source
or destination of any of these messages. The Application Interface Services will determine the destination
and source addresses for the messages. This will ensure that if a message changes, only the application
code has to change,

To transmit a message to another registered ASU, the source ASU ufilises the APIS_SEND_MSG()

command.

An ASU can dynamically add and remove messages with the APIS_PRODUCE(), APIS_DEMAND(),
APIS _REMOVE_PRODUCE() and APIS_REMOVE_DEMAND() commands.

When an ASU issues the APIS_CLOSE() command, all the messages transferred to and from it will be
removed from the netwark.

[ w

ASU
i ———

| T

Host

Figure 1. Typical LAN Configuration utilising Multibus || based NICs

NIC

MBR | wrc J

i

FDDI

FoDI

CCIVAS00/IMS/G-ICDM
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A message on the LAN is identified by a unique message ID number, APIS interprets the Message |0 as
a numerical number consisting of four 16 bit fields. The System Contractor can allocate meaning to any
field in the Message ID without effecting the operation of the APIS,

The only APIS requirement is that the Message |D uniquely identifies a message on the LAN,

The following Application Interface Services shall be provided -

®  APIS_INIT()

* APIS_OPEN()

® APIS_CLOSE()

e APIS PRODUCE()

® APIS_DEMAND()

* APIS_REMOVE_PRODUCE()

®  APIS REMOVE_DEMAND()

® APIS_SEND_MSG{)

e APIS_RECEIVE MSG()

. Transi i x e

CCI/AS00/IMS/B-ICD/1 lssue 1.1 1999-02-19 Page 4 of 37
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31

APIS_INIT()

This service command assists the Application Interface Services with table agministration. It allows
far the removal of all ASU information linked to the processar haost card that issued the command as
well as freeing of associated unused memory buffers. This command should only be issued once per
processar host card after start-up,

3.1.2 APIS_OPEN()
This service commana provides for the registration of the application with the Application Interiace
Services as a potential Application Service User (ASU). This allows far the bi-girectional identification
of ASUs with APIS, through the exchanging of Application |Ds and Application Service Access Paint
(ASAP) descriptors.
313 APIS_CLOSE()
This service commarnd provides for the closure of the ASAP.
314 APIS_PRODUCE()
This service command registers a data message with the Application User Interface for transmission.
31.5 APIS_DEMAND()
This service command registers a data message with the Application User Interface for recaption.
316 APIS_REMOVE_PRODUCE()
This service command provides for the removal of a stream data message from the Application User
Interface.
31.7 APIS_REMOVE_DEMAND()
This service command provides for the removal of a stream data message from the Application User
Interface.
3.1.8  APIS_SEND_MSGI)
This service command allows for the transmission of a stream data message from the CS application
to other application(s) on the network thal are registerad as requiring that particular message.
319 APIS_RECEIVE_MSG()
This service command a'lows for the passing on lo the application the received stream data message
from another application. This is not a request made by the ASU, but an event generated by the
APIS
CCINASDD/IMS/B-ICD/  Issue 1.1 1989-02-19 Page & of 37
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3.2  APIS Multibus Il message passing

The APIS Interface requires that remote applications use the Multibus Transport Protocol or at least a
Multibus Transport Protocol Implementation, which interfaces with the Muitibus |l datalink protocol.

3.21  Multibus |l message passing protocol packet

APIS makes use of the following Multibus Il Transport protocol packet for unsolicited packets.

Source | Destination Hardware defined
(4 bytes)

. besmatonponto [

e

Transport Defined
(8 byles)

;5

a3
N e, M T i N

Used by APIS for
parameter passing
{20 bytes)

3.22  Multibus Il Transport Sockets

APIS makes use of the Multibus |l Transport Protoco! concept of Sockets to identify source and
destination software endpoints. A Socket consists of a 16 bit Host_ID and a 16 bit Port_ID as defined
in [2.2.2). The Host_|D identifies the MPC agent and normally reflects the slot_nr of the Pracessor
board in the Multibus Il backplane. Within a host (Processor Board in the Multibus |l backplang), the
Port_ID identifies a software endpoint (mailbox in case of destination endpaint).

Status Sockets specified for each command are only valid for that particular command and any
exceptions will be stated. The Host_ID / Port_ID socket information in the APIS packet parameter
field, is to be considered the anly valid specified software endpoint, even if this proves to be a
duplication of information Inciuded In the packet header.

3.3  Parameter Representation

3.31  Scalar Data Types

All parameters used are unsigned excepl for the signed parameter 'Return Value' which s formatted
25 a two's-complement 16 bit value.

3.3.2 Address Ordering

Little encian ordering are used for parameter storing. Multi-byte objects are stared starting with the
low-order byte at the lowest address.

CCIVASDO/IMS/E-ICD/1  Issue 1.1 1292-02-1¢ Page 6 of 37
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4. Multibus Il APIS Implementation

4.1

APIS_INIT()

411 Message Description

This message is used to inform an Applicatien Interface Service of the start-up of an application
processor card host. It must be called once by every host, before any applications on this hostissues
any other APIS request. It allows for the removal of all ASU information linked to the processor host
card that lssued the cammand, as well as for freging assoclated unused memory buffers. It is 2
Multibus Il TP Transacticn Message of type unsolicited request with unsolicited reply. The
unsallcited request will come from the ASU and the unsclicited reply from APIS.

This message Is passed through the APIS Command Socket which consisis of the combination
[Host_id.Port_id] or [nic_slot_nr:0x0EO1].

If the APIS_INIT request indicates that a reply is required (Port 1D = 0), this request will be
acknowledged (reply sent) within 5000ms.

412 Unsolicited Request

- Parameters Size Allowed Values Description ' “
Command ID B bits 0x00 |dentifies cpen message
|
Reserved 8 bits Ox00
Reserved 16 bits Ox0000
ASU 16 bits Ox0000-0x13 ARIS will combine this ASU
Host ID Host 1D with Status Port D ta
farm the socket address. ‘
Status 16 bits OxD000-0xFFFF APILS will use this Port 1D with ’
Port ID the ASU Hest |D to form the
Siatus Socket.

4.1.21 Parameters

Command ID

ASU Host 1D

Status Port ID

CCIVAS00/IMS/B-ICD/1 l1ssue 1.1
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The B bit unsigned value 0x00 identifying this protocal data unit (FDU) as an
APIS INIT command.

A 16 bit unsigned value identifying the ASU Multibus 1) agent host.

A 16 bit unsigned value identifying the ASU status software endpoint within
2 host. This Pert ID, combined with the ASU Hest ID forms a full MB ||
transport socket address. This Status Socket formed by the ASU Host ID:
Status Paort 1D pair, will be used by APIS for returning the reply to this request.
A Port 1D value of 0x0000 indicates that ne reply must be generated by APIS
for this request

1993-02-19 FPage 8 of 37



41.2.2 Parameter Offsets

Byte0 | ‘Byte1 Byte2 | Byte3d | Byted Byte5 | Byte8 | Byte7

Command | Reserved ' LsSB MsB LS8 MSE
D Field Reserved Field

ASU Host ID Status PortID |

4.1.3  Unsolicited Reply

“ Parameters Size |  Allowed Values
Command 1D B bits 0x80 Identifies message
Reserved 8 bits 0x00
Return Value 16 bits Valid return values Refer to list of return values
—_—

4.1.31 Parameters

Command ID  The 8 bil unsigned value 0x80 identifying this protocol data unit (PDU) as an
APIS_INIT_REPLY command.

Return Value  APIS_INIT returns a 16-bit signed value representing the status of the call.
Allowed values are listed below. (Refer to paragraph 6. Retumn Values.)

NO_ERROR no error occurred

4.1.2.2 Parameter Offsets

Byte0 | Byte? | Bye2 | Byte3d

Command | Reserved LSB MSB
D Field

Return Valua

CCIVASD0/IMS/B-ICD/1  Issue 1.1 1898-02-19 Page 9 of 37
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4.2  APIS_OPEN()

421 Message Description
This message |s used to open an Application Interface Service for an application. It is a Multibus |1
TP Transaction Message of type unsolicited request with unsolicited reply. The unsdlicited
request will come from the ASU and the unsolicited reply from APIS.
This message s passed through the APIS Command Socket which consists of the combination
[Host_id:Port_id] or [nic_slot_nr;,0x0E01).

4.2.2 Unsolicited Request

Parametors | iMlowedVales |
Command ID 8 bits 0x01 Identifies open message
Application ID 8 bits 0x00-0xFF Identifies ASU with Application
iD
Reserved 16 bits 0x0000
ASU 16 bits 0x0000-0x13 APIS will combine this ASU
Host ID Host 1D with Status Port ID to
form the socket address.
Status 16 bits 0x0001-0xFFFF APIS will use this Port ID with
Port ID the ASU Host ID to form the
Status Socket.
ASU Text String 32 bits 0%20:0x20.0x20:0x20 - Used to identify ASUs in &
Ox7E:OxTE:OXTE.Ox7E more user-friendly readable
format.

4.2.21 Parameters

Command ID The 8 bit unsigned value 0x01 identifying this prolocol data unit (PDU)
as an APIS_OPEN command.

Application 1D An 8 bit unsigned value identifying a local ASU 1o APIS.

ASU Host ID A 16 bit unsigned value identifying the ASU Multibus |l agent host.

Status Port ID A 16 bit unsigned value identifying the ASU slatus software endpaint

within 2 host. This Port ID, combined with the ASU Host ID forms a full
MB il transport socket address. This Status Socket formed by the ASU
Host ID: Status Port 1D pair, will be used by APIS for returning the reply
to this request. This Status socket is also required by Build-in-Test
Services (BITS) for poliing the status of this ASU under BITS (see
BITS GET_STATUS_APID under BITS).

A Port ID value of 0x0000 is not allowed for the APIS_OPEN command

CCIVAS0G/IMS/B-ICD/1 Issue 1.4 1599-02-19 Page 10 of 37

EATEMMCICDAPIS.WED



ASU Text String

Four 8 bit alpha-numeric characters (0x20 - 0x7E) identifying the ASU In
a more user-friendly readable format. This String is notused by APIS, but
only returned in conjunction with the ASAP handle, by BITS. lo provide
a more readable link to the ASAP handle,

4.2.2.2 Parameter Offsets

CCIASDONMSE-ICDN

ByteO | Byte? Byte 2 Byted | Byte4 Byte5 | Bytef | Byte7
Command {Application LSE MEB LSB MSB
D 1D Reserved Field
I ASU Host ID Status Port ID
Bytes | Byted | Byte10 | Bytei
TextO Text 1 Text2 Text 3
ASU Text String
4.2.3  Unsolicited Reply
‘Parameters Size Allowed Values Description
Command ID B bits 0x81 |dentifies message
Reserved 8 bits 0x00 lf
Return Value 16 bits valid return values Refer to list of return values
ASAP 16 bits 0x0000-0xFFFF Generated by APIS. Used by
the ASU (and other ASUs) to
identify itself

4.2.31 Parameters

Command |D

Return Value

ASAP

lssus 1.1

EATEMPCICDAPIS. \WED

The 8 bit unsigned value 0x81 identifying this protocol data unit (PDU) as an
APIS OPEN_REPLY command

APIS_OPEN returns a 16-bit signed value representing the status of the call,
Aliowed values are listed below. (Refer to paragraph 6. Return Values.)

NO_ERROR

E_APID_IN_USE

E_STRING_INVALID

ho errar occurred

specified APID has already been used on this
NIC

specifled ASU TEXT STRING Is Invalid

A 18 bit unsigned (APIS network wide globally unique) handle identifying the
ASU. If the Return Value indicates NO_ERROR, this handle |s valid and must
be used by this ASU in all subseguent cornmands.

1988-02-18
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4.2.3.2 Parameter Offsets

EATEMPCICDARIS. WED

ByteO | Byte Byte? | Byted | Byted | Bytes
Command | Reserved Lse MSB LsSB MSB
|8 Field
Return Value ASAP
CCIWASDO/IMS/G-ICD/M  Issue 1.1 1998-02-18
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43  APIS_CLOSE()

4.3.1 Message Description

This message is used to close an Application Service Access Point (ASAP). All messages sent via
this ASAP, before this command is Issued and successfully acknowledged, will be transferred to
consumers. All messages previously registered under this ASAP will be remaoved. Itis & Multibus |
TP Transaction Message of type unsolicited request with unsolicited reply. The unsolicited
request will come from the ASU and the unsolicited reply from APIS. If an ASAP is closed all the
messages transmitted and received will be removed from the APIS memory

This message is passed through the APIS Command Socket which consists of the combination
[Host_id:Port_id) or [nic_slot_nr:0x0EQ1].

4.3.2 Unsolicited Request

Command ID 8 bits 0x02 Identifies message

Reserved

|| ASAP 16 bits Ox0000-0xFFFF ASAP o close
ASU 16 hits Ox0000-0x13 APIS will combine this ASU
Host 1D Host ID with Status Port ID to

form the socket address

Status 16 bits 0x0000-0xFFFF APIS will use this Porl ID with
Port ID the ASU Host ID o form the
Status Socket.

4.3.21 Parameters

CommandID  The 8 bit unsigned value 0x02 identifying this protocol data unit (PDU) as an
APIS_CLOSE command.

ASAP A 16 bit unsigned (APIS network wide globally unigue) handle identifying the
ASU ASAP that must be closed.

ASU Host ID A 16 blt unsigned value identifying the ASU Multibus Il agent host,

Status PortID A 16 bit unsigned value identifying the ASU status software endpoint within
a host. This Port ID, combined with the ASU Host ID forms a full MB Il
transporl socket address, which Is used by APIS for returning the reply
message.

A Port ID value of 0x0000 Indicates that no reply must be generated by APIS
for this request

CCIWASUO/IMS/E-ICD/  Issue 1.1 1899-02-18 Page 13 of 37
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4.3.2.2 Parameter Offsets

Byte 0 Byle1 | Byte2 Byte3 | Byted4 | Byes “Byte6 | Byte7

Command | Raserved LsB MsB LSB MSB LSB MSB
D Field

ASAP AsSU Host ID Status Port 1D

433 Unsolicited Reply

Mqﬂ:'ﬁluq;ﬁ_ ~Description
Command D B bits o Ox82 Identifies message J
Reserved 8 bits 0x00 ‘
Return Value 16 bits valid return values Refer to list of return values
| N i, OO VI 5 | PR - e

4,331 Parameters

Command ID  The 8 bit unsignec value 0x82 lcentifying this protocol data unit (PDU) as an
APIS_CLOSE_REPLY command

Return Value  APIS_CLOSE returns a 16-bit signed value representing the status of the call.
Allowed values are listed below, (Refer to paragraph 6. Return Values )

NO_ERROR no error occurred
E_ASAP_NOT_OPEN  specifiec ASAP not locally registered

4.3.3.2 Parameter Offsels

‘Byle0 | Byte1 Byte2 | Byte3

Command | Resarvec LSB MSB
1D Fisld
Return Valua
CCI/ASDO/IMSIB-ICD/T Issue 1.1 1999-02-19
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4.4  APIS_PRODUCE()

441 Message Description

This message is used to add a message for transmission to the message list. It is a Muitibus || TP
Transaction Message of type unsaolicited request with unsolicited reply. The unselicited request

will come from the ASLU and the unsalicited reply from APIS.

This message Is passed through the APIS Command Socket which consists of the combination
[Host_id:Port_id] ar [nic_slot_nrOx0ED1].

4.4.2 Unsolicited Request
Parameters Size" ~ Allowed Values  Description
Command ID 8 bits 0x03 Identifies message
Priority B bits 1-8 Priority {decimal) of message to
be transmitted
ASAP 16 bits Ox0000-0xFFFF identifies sender. I
AsU 16 bits 0x0000-0x13 APIS will combine this ASU
I Host ID Host |D with Status Port 1D ta
form the socket address.
Status 16 bits Ox0000-0xFFFF APIS will use this Part 1D with
Port 1D the ASU Host ID to form the
Status Socket.
i Message ID 64 bits Ox0001:0x0001: Message ID of message lo be
D0 0w transmitted
OxFFFF:OxFFFF.
OxFFFF.OxFFFF I
Data Length 16 bits 1-4000 Size (decimal) of message to be
transmitted.
Committed Repetition 16 bits 0-85535 Repetition interval (decimal) '
Interval belween message
transmissions (ms),
= — ————

4421 Parameters

Command 1D

The 8 hit unsigned value 0x03 identifying this protocol data unit (PDU}
as an APIS_PRODUCE command,

CCIW/AS00/IMS!E-ICD/1 lssue 1.1 1993-02-19 Page 15 of 37
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4422

Priority

ASAP

ASU Hast 1D

Status Port ID

Message 1D

Data Length
Committed

Repetition Interval

An B bit unsigned value specifying the priority of the message to te
produced.
Value
0,9-255
1-8

Meaning

Invalid

Priority:

1 highest priority synchronous data,
2-4 high priority synchronous data,
5.7 low priority asynchronous data,

8 lowest priority asynchronous data.

A 16 bit unsigned (APIS network wide globally unigue) handle identifying
the ASU ASAP that is to be used for producing this Message ID.

A 16 bit unsigned value identifying the ASU Multibus Il agent host,

A 16 bit unsigned value identifying the ASU status software endpoint
withir a host, This Paort ID, combined with the ASU Host ID forms a full
MB |l transport socket address, which is used by APIS for returning the
reply message.

A Port ID value of 0x0000 indicates that no reply must be generated by
APIS for this request.

Four 16 bit unsigned value fields specifying the Message IDofa
message to be produced. Wildcard values (0x0000) are not allowed in
any of the Message ID fields for APIS_PRODUCE.

Specifies the length (1- 4000 decimal) in bytes of the dala message.

Specifies the minimum producing repetition interval jn ms.

Value Meaning

1] This is not a repetiive message and therefare requires no
specific bandwidth allocation

Specifies repetition interval between transmissions for
specific bandwidih allecafion using Data Length

1-65535

“pyten | =

Byted | Byes | “Byjtes | Bper

Command
ID

LsSB

LSB MSB LsB Ms8

ASU Host ID Status Port ID

CCIVAS00/IMS/6-ICD/1
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Issue 1.1
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Byte8 | Byted | Byled0 | Bytedd | Bytet2 | Byte13 | Byte14 | Byte15
LSB MSB LSB MSE LSB MsSB LSB MsSB
Message 1D 0 Message IC 1 Message 1D 2 Message 10 3
Message D

Byte 16 . Eyhé 17 | Byte'ts | Byteds
LSB MSB LSB MSB

Data Length Committed Repetition
Interval

4.4.3 Unsolicited Reply

Parameters: ‘Size | 'Allowed Valtes | -Desecription ||
Command D 8 bits Ox83 identifles message ||
Reserved 8 bits Cx00
Return Value 16 bits valid retum values Refer to a list of the return
values
Host D 16 bits Ox0000-0%13 ASU will combine this Host ID
with Producer Port 1D to form
‘ the Producer Socket
l Producer 16 bits O0x0000-OxFFFF If return value is NO_ERROR
Port ID then this Port D combined with I
the Host 112 forms the Producer ’
Socket that the ASU will use to
trensfer data to APIS. If the
return value signais an error,
then this will be 0,

4.4.3.1 Parameters

The 8 bit unsigned value 0xB3 identifying this protocol data unit (PDLU) as &n

Command ID
APIS_PRODUCE_REPLY command.

CCOWASODIMS/E-ICD Issue 1.1 19989-02-19 Page 17 of 37
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Return Value

APIS_PRODUCE returns a 16-bit signed value representing the status of the
call. Possible values are listed below. (Referto paragraph 6. Return Values.)

NO_ERROR

E_ASAP_NOT_OPEN
E_MSG_ID_INVALID
E_LENGTH_INVALID
E_PRIORITY_INVALID
E_INTERVAL_INVALID

E_PROD_EXIST_FOR_ASAP

E_PRODUCER_LIMIT

E_PROD_BW_CHANGE

no errar ocourred

specified ASAP nat locally registered
specified Msg ID is invalid

specified Length 1s invalid

specified Priority is invalid

specified Repetition Interval s invalid
specified Msqg |D is already registered for this
Priority and ASAP
maximum number of
registered this Msg ID
specified Length and Repetition Interval
values do not correspond with previously
registered values. (Only valid if specified
Msg 1D is already registered under a different

producers has

ENTEMPCICDAPIS. WED

ASAP),
E_BW_LIMIT maximum  bandwidih  allocation  limit
exceeded
4.4.3.2 Parameter Offsets
“Byleo | Byte1 | Byte2 | Byled' | Byted | Byes | Byes | Bye7
Command | Reserved LSB MsB LSB MSB LS8 Ms8
in] ield
i Return Value Host ID Producer Port ID
CCiVAS00/IMS/B-ICD/1  Issue 1.1 1999-02-19
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45  APIS_DEMAND()

451 Message Description

This message is used to add a message for reception to the message list. It is a Multibus Il TP
Transaction Message of type unsolicited request with unsolicited reply The unsolicited request
wlll come from the ASU and the unsalicited reply from APIS

This message is passed through the APIS Command Socket which consists of the combination
[Hos!_id:Port_id] or [nic_slot_nr:0x0E01]

452 Unsolicited Request

Command ID B hits Ox04 |dentifies message
Reserved 8 bits 0x00
ASAP 16 bits Ox0000-0xFFFF Ildentifies receiver
ASU 16 bils 0x0000-0x13 APIS will combine this ASU Host
Host 1D ID with the relevant Port IDs o
form a socket address
Status 16 bits Ox0000-0xFFFF APIS will use this Port 1D with the
Port ID ASU Host 1D to form the Status
Socket.
Message ID 64 bits 0x0000:0x0000: Message |D of message to be
0x0000:0x0000 received.
OXFFFF-OxFFFF:
0xFFFF.0xFFFF |
Consumer 16 bits 0x0000-0xFFFF APIS will transfer any received
Port 1D data for the ASU to the
Consumer Socket consisting of
the ASU Host ID and this Port ID. I‘
Repetition Interval 16 bits Ox0000-OxFFFF Minimum repetition interval for
deii {ms).

4521 Parameters

Command ID

ASAP

ASU Host ID

Status Port ID

CCIVAS00IMS/8-1ICD/1  Issue 1.1
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The 8 bit unsigned value 0x04 identifying this protocol data unit (PDU)
as an APIS_DEMAND command,

A 16 bit unsigned (APIS network wide globally unique) handle identifying
the ASU ASAP that is the consumer of this Message ID.

A 16 bit unsigned value identifying the ASU Multibus II agent host.

A 16 bit unsigned value identifying the ASU status software endpoint
within a host. This Port ID, combined with the ASU Host ID forms a full

1999-02-18 Page 19 0of 37



MB Il transport socket address, which is used by APIS for returning the
reply message.

A Port ID value of 0x0000 indicates that no reply must be generated by
APIS for this request.

Message ID Four 16 bit unsigned value fields specifying the Message IDof a
message to be consumed. Wildcard values (0x0000) are sliowed in any
of the Message 1D fields.

Consumer PortID A 16 bitunsigned value identifying the ASU consumer software endpoint
within the ASU host. This Porl ID, combined with the ASLU Host 1D forms
a full MB |l transoort socket address, which Is used by APIS for delivering
the requested message.

Repetition Interval  Specifies the minimum delivery repetition interval in ms. APIS will deliver
only the last received data message after expiry of the specified
minimum time interval since last delivery. Thus, messages received by
APIS during the indicated time interval after the last delivery, will not be
passed on lo the consumer
Value Meaning
Q Immediate delivery of messages on reception by APIS.
1-65535 Specifies Immediate delivery of latest message to ASU if

this specified time interval since last dellvery to the ASU
has expired,

4522 Parameter Offsets

T o e U e P e 1L ] [ R e e L e
| Byez | Bites | Byled | Bytes [ Byles | Bye? -
LS8 MSB LSB LSB MSB

ASAF ASU Hosl 1D Slalus Porl 1D

69 | Byte10 | Byle 11 | Bylei2 | Byle13|| Byte14 | Byle 15

LSB MSB LSB MSB LSB MSB
Message IDO Message 1D 1 Message ID 2 Message ID 3
Message ID
LSB MSB LSB MSBE
Consumer Port 1D Repetition Interval
CCIVAS0ONIMS/E-ICD/1 Issue 1.1 1888-02-18 Page 20 of 37
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4.5.3  Unsolicited Reply

# =

—

L

PR -

4.5.3.1 Parameters

Command |D

Return Value

Parameters Size Allowed Values Description
e — - :
Command ID 8 bits Oxg4 Identifies message
Reserved 8 bits 0x00
Return Value 16 bits valid return values Refer to a list of the return
values

The & bit unsigned value 0x84 identifying this protocol data unit (PDUY as an

APIS_DEMAND_REPLY command.

APIS_DEMAND returns 3 16-bit signed value representing the status of the
call. Allowed values are |isted below. (Refer to paragraph 6. Return Values.)

NO_ERROR

E_ASAP_NOT_OPEN

E_INTERVAL_INVALID
E_CONS_SKT_INVALID
E_DEMAND_EXIST_FOR_ASAP

4532 Parameter Offsets

: il ¥ ; %
Command | Reserved LSE MSE
|®] Field

Return Value

CCIVAS00/IMS/E-ICD/1 1ssue 1.1
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1989-02-19

no error occurred
specified ASAP not locally registered
speclfied Repetition Interval is Invalid
specified MBI socket is invalid
specified Msg ID Is already registered
for this ASAP
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4.6  APIS_REMOVE_PRODUCE()

461 Message Description

This message is used o delete a message for transmission from the message list. All messages
matching the specified message ID, sent via this ASAP before this command Is issued and
successfully acknowiedged, will be transferred to consumers. It is a Multibus Il TP Transaction
Message of type unsolicited request with unsolicited reply. The unsolicited request will come
from the ASU and the unsaclicited reply from APIS.

This message Is passed through the APIS Command Socket which consists of the combination
[Host_id:Port_id] or [nic_siot_nriOx0ED1],

4.6.2 Unsolicited Regquest

. Parameters |  Size | AllowedValues © Description
Command ID 8 bits (%05 Identifies message
Reserved 8 bits 0x00
ASAP 16 bits 0x0000-0xFFFF Identifies sender
|| ASU 16 bits 0x0000-0x13 APIS will combina this ASU
Host ID Host ID with Status Port ID to
form the socket address.
Status 16 bits 0x0000-0xFFFF APIS will use this Port ID with
Port ID the ASU Host ID to form the
Status Socket.
Message ID 64 bits 0x0000:0x0000: Message 1D of produced
x0000:0x0000 message o be removed
OxFFFF.OxFFFF:
OxFFFF.OxFFFF

46.21 Parameters

CommandID  The 8 bit unsigned value 0x05 identifying this protocal data unit (PDU) as an
APIS_REMOVE_PRODUCE command.

ASAP A 16 bit unsigned (APIS network wide globally unigue) handle identifying the
ASU ASAF that will no longer be the producer of this Message ID.

ASU Host ID A 16 bit unsigned value identifying the ASU Multibus Il agent host,

CCIVAS00/IMS/B-ICDI1 Issue 1.1 1988-02-18 Page 22 of 37
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Status Port ID A 16 bit unsigned vaiue identifying the ASU stalus software endpoint within

a host. This Port ID, combined with the ASU Host ID forms a full MB 1|
transport socket address, which is used by APIS for returning the reply
message.

A Port ID value of 0x0000 indicates that no reply must be generated by APIS
far this request.

Four 16 bit unsigned value fields specifying the Message 1D of a produced
message previously registered. Wildcard values (0x0000) are allowed in any
of the Message D fields. All Message |Ds currently being produced under the
specified ASAP, matching this wildcard value, will be removed.

4.6.2.2 Parameter Offsets

Message ID 0

Message ID 1 Message ID 2 Message ID 3

Message ID

46.3 Unsolicited Reply

Command 1D

Identifies message

Reserved

Return Value

4.6.3.1 Parameters

Command ID

Return Value

CCIfAS00/IMS/E-ICD/1  Issue 1.1
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Refar to list of return values.

The 8 bit unsigned value 0x85 identifying this protocal data unit (PDU) as an
APIS_REMOVE_PRODUCE_REPLY command.

APIS REMOVE_PRODUCE returns a 16-bit signed value representing the
status of the call. Allowed values are listed below. (Refer to paragraph 6.
Return Values.)

NO_ERROR na error occurred

E_ASAP_NOT_OPEN specified ASAP not locally registered

E_MSG_NOT_REGISTERED specified Msg ID is not registered for this
ASAP
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4.6.32 Parameter Offsets
Byte O Byte 1 Byte 2 Byte 3
Command | Reserved LSB MSE
iD Fieid
Return Value
CCIVASOONMS/B-ICD/1 issue 1.1 1968-02-19
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4.7

APIS_REMOVE_DEMAND()

4.71  Message Description
This message |s used o delete a message for reception from the message list. No messages, as
specified by the Message |D parameter, recewec after this command s issued and successfully
acknowledged, will be transferred to the ASU. Itis 2 Multibus Il TP Transaction Message of type
unsalicited request with unsolicited reply. The unsolicited request will come from the ASU and
the unsalicited reply from APIS.
This message i1s passed through the APIS Commang Socket which consists of the combination
[Host _id:Port_id] or [nic_slat_nr:0x0E01].
4.7.2 Unsolicited Request
Allowed Values  Description
Command ID 8 bits 0x06 Identifies message
Reserved 8 bits 0x00
ASAP 16 bits 0x0000-0xFFFF Identifies sender
ASU 16 bits 0x0000-0x13 APIS will combine this ASU
Host ID Hos! ID with Status Port 1D to
form the socket address.
|| Status 16 bits 0X0D000-0xFFFF APIS will use this Port ID with
Port ID the ASU Host ID to form the
Status Socket.
‘ Message ID 64 bits 0x0000:0x0000: Message 1D of message request
0x0000:0x0000 to be removed
OxFFFF.OxFFFF:
OxFFFF OxFFFF

4.7.21 Parameters

Command 1D

ASAP

ASU Host ID

CCI/ASDO/IMS/B-ICD/  Issue 1.1
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The B bit unsigned value 0x06 identifying this protacol data unit (FDU) as an
APIS REMOVE _DEMAND command.

A 16 bit unsigned (APIS network wide globally unique) handie identifying the
ASU ASAP that will no longer a consumer of the specified Message.

A 16 bit unsigned value identifying the ASU Multibus 1l agent host.

1883-02-19
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Status Port ID A 16 bit unsigned value identifying the ASU status software endpoint within
a host, This Port 1D, combined with the ASU Host ID forms a full MB ||
transport sockel address, which is used by APIS for returning the reply
message.

A Port 1D value of 0x0000 indicates that no reply must be generated by APIS
for this request.

Message 1D Four 16 bit unsigned value fields specifying the Message |D of a demanded
message previously registered. Wildcard values (0x0000) are allowed in any
of the Message 1D fields. A Message |D containing wildcard fields will only
remove a demand if it was demanded with this exact Message ID. In other
words issuing an APIS_REMOVE_DEMAND with 3 wildcard Message |D will
not remove demands that are subsels of the specified Message ID, The
speclal case of using a Message |D of 0.0.0.0 however, will remave ail
demands previously registered for this ASAP.

4.7.2.2 Parameter Offsols

Bye0 | Bjet [ Byl | Byled'| Byed | Byes | Byles | Byte7.
Commaeand | Reserved LEB MEE LEB MEB LEB MEB
ID Field

ASAP ASU Host ID Status Port ID

Byte® | Byted | Byte'10 | Byfe 17 | 'Byled2 | Byted3 | Bye't4 | Byle 15

LSB MSB LSB MSHE LEB MSB LsSB MSB
Message (DO Message 1D 1 Message ID 2 Message ID 3
Message ID

473 Unsolicited Reply

Allowed Values

e ]

Command ID 8 bits Ox86 Identifies message

Reserved

Ox00

Return Value

16 bits valid return values Refer to list of return values, H

4.7.3.1 Parameters

Command ID  The B bit unsigned value 0xBE idenfifying this protocal data unit (PDU) as an
APIS_REMOVE_DEMAND_REPLY command.
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4.8  APIS_SEND_MSG()
481 Message Description
This message Is used to send a stream data message from an application. It is a Multibus || TP
Transaction Message of type solicited request with unsolicited reply. The solicited request wll
come from the ASU and the unsolicited reply from APIS.
This message is passed through the APIS stream data socket (Froducer Socket) as relurnad with
the APIS_PRODUCE() command

4.8.2 Solicited Message

1T R M Ai_.[qwet_{.;\rfﬁlt-ms;
Command ID B bits ox07 Identifies messape
Reserved B hits Ox00
f Reserved 16 bits Ox0000
’ ASU 16 bits 0x0000-0x13 APIS will combine this ASU
Host ID Host |D with Status Pont ID to
form the sockel address.
Status 16 bits 0x0000-0xFFFF APIS will use this Port ID with
Port 1D the ASU Host ID o form the
Siatus Socketl.
Message ID 64 bits 0x0001:0x0001: Message identifier
0x0001:0x0001
OxFFFr.OxFFFF:
OxFFFF.0xFFFF
ASAP 16 bits 0x0000-0xFFFF Identifies sender.
Message Length 16 bits 1-4000 Length (decimal) of message 1o
be fransmitted,
Message Content 8 bils * 0x00-0xFF Data
Message
Length

4821 Parameters

Command ID The 8 bit unsigned value 0x07 (dentifying this protocol data unit (PDU)
as an APIS_SEND_MSG command.

ASU Host ID A 186 bit unsigned value identifying the ASU Muitibus Il agent hest,

Status Port ID A 16 bit unsigned value identifying the ASU status software endooint

within a host. This Port 1D, combined with the ASU Host 1D forms a full
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ME Il transport socket address, which is used by APIS for returning the
reply message.

A Port {D value of 0x0000 indicates that no reply must be generated by
the APIS for this reguest.

Message 1D Four 16 bit unsigned value fields specifying the Message IDofa
message to be transferred. Wildcard values (0x0000) are not allowed in
any of the Message |D fields.

ASAP A 16 bit unsigned (APIS network wide globally unigue) handle identifying
the ASU ASAF producing the specified Message.

Message Length A 16 bit value specifying the length of the data message in bytes. The
maximum size of the message data is 4000 (decimal) bytes

Message Content A contiguous number of bytes as specified by the Message Length.
Sequencing of data wiil be guaranteed.

4.8.2.2 Parameter Offsots

Byl | Bywr | 86z | Bye3 | Byt | Byies | Byieb. | Bye7

Command | Reserved LS8 MSB LSB MSE
o] Fiald Reserved Figld

ASU Host ID Status Port 1D

Byte® | Byted | Bylef0 | Byte11 ‘| Byte12 | Byle 13 | Byte 14 | Byte 15

LSB MSB LSB MmsB LSB MsB LSB MSB
Message ID D Message ID 1 Message ID 2 Message 10 3
Message ID
T . - J e T AT D A © o Ul e v o |
Byte 16 Byte 17 | Byte'18 Byte19 | Byle 20 , | | Byte N

LSB MSB LSB Mse First Byte | | ILast Byte of

of Data | | | Data
ASAP Message Length [ o e ol o
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4.8.3 Unsolicited Reply

4.8.3.1 Parameters

Command |D

Return Value

Parametérs Size Allowed Values Description
Command ID - 8 bits OxB7 Idantifies message
| Reserved B bits 0x00
Return Value 16 bits valid return values Refer to list of return values,
Reserved 32 bits 0x000020200
Message ID 64 bits 0x0000:0x0000; Message |dentifier ’
0x0000:0x0000
{}xFFFF:DxFFFF:
DxFFFF-OxFFFF

APIS_SEND_MSG_REPLY command.

The B bit unsigned value 0x87 identifying this protocol data unit (PDU) as an

APIS SEND_MSG retumns a 16-bit signed value representing the status of

the call Allowed values are lisied below. (Refer to paragraph 6. Retumn

Values,)

NO_ERROR

E_ASAP_NOT_OPEN
E_MSG_ID_INVALID

E_ASAP_INVALID

E_LENGTH_INVALID
E_NO_CONSUMER

4.8.3.2 Parameter Offsets

no arror aceurrad

specified ASAP not locally registered
specified Msg 10 is invalid

specified ASAF Is not registered as a producer

far this Msg ID
specified Length Is invalid
no consumers are registered for this Msg ID

Byte 0 | Byte

Byte2 | Byte3

Byte 4 Byte 5

Byte 6 Byte 7

Command | Reserved

L3B MSB

D Fleld

Return Value

Reservad Field

Byte B Byte9

Byte 10 | Byte 11

Byte 12 | Byte 13

Byte 14 Byte 15

LSB MEB LSB MSB LSB MSB LSB MSB
Message ID D Message |D 1 Message D 2 Message ID 3
Message ID
CCINASQO/IMSIE-1CD/  Issue 1.4 1999-02-19
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49  APIS_RECEIVE_MSG()

49.1 Message Description

This message is used lo send a stream data message received by APIS to the application data
stream socket. It is a Multibus || TP Transaction Message of type solicited message. The sollcited
message will come from APIS. No reply is required for this data transfer event.

This message is passed through the stream data socket (Consumer Socket) as specified in the

AP|S_DEMAND() command.

49.2 Solicited Message

Allowed Values
Command ID 8 bits Identifies message
Reserved B bils Ox00
Reserved 16 bits 0x0000
Reserved 32 bits 0x0000 |
Message 1D 64 bits 0x0000:0x0000: Message identifier
0x0000:0x0000
DxFFFF:-uxFFFF, ||
| OxFFFF-OxFFFF
ASAP 16 bits 0x0000-0xFFFF ldentfies source
Message Length 16 bits 1-4000 Length{decimal) of message In
bytes
Message Content 8 bits * 0x00-0xFF Data
|

4921 Parametlers

Command 1D

Message D

ASAP

Message Length

CCI/ABDONMS/B-ICD/1  Issue 1.1
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The & bit unsigned value 0x08 identifying this protocol data unit
(PDU) as an APIS_RECEIVE_MSG command.

Four 16 bit unsigned value fields specifying the Message IDof a
message being transferred. No Wildcard values (0x0000) will be
used in any of the Message |D fields.

A 18 bit unsigned (APIS network wide globsally unique) handle
ldentifying the ASU ASAP tha! is the producer of the specified

Message.

A 16 bit value specifying the length of the data message in bytes
The maximum size of the message data is 4000 (decimal) byies

1958-02-19
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Message Content A configuous number of bytes as specified by the Message Length

Sequencing of data will be guaranieed.

4922 Parameter Offsets

Byte 0 Byte 1 Byte 2 Byted | Byted Byte5 | Byle6 Byte 7
Command | Reserved
D Field Reserved Field Reserved Figld
Byte 8 Byte 9 Byte 10 -|, Byteq1 | Byte12, | Byle13.| Byle14 | Byte15
LSB MSB LSB MSB LSB MSB LSB MSB
Message (D D Message 1D 1 Message ID 2 Message 1D 3
Message ID
¥ e v Sl i L : e T L I, P N, s -r.'.j.'. - T—TI- -.\.-_. | y
Byt | Bylet? | -Byes | Byteys | Byle20 | Ty o ByleN
LSB MSEB LSB MSB | First Byte | I |Last Byte off
of Data | | | Data
ASAP Message Length b 1 _
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5. PC-Compatible (VxWorks) APIS Implementation

This section describes the interface between the ASU and APIS when both run as separate tasks under VxWorks,
sharing the PC CPU processing resources.

The PC-Compatible interface between the ASU and APIS is essentially the same as for the MULTIBUS I
implementation. The parameter descriptions differ in that VxWorks message queues will be used to pass
messages, instead of MULTIBUS |l sockets. Message queue ID's will be passed in place of the Host ID and Port
ID socket fields, in messages between the ASU and APIS. The combination of Host ID and Port iD fields is 32 bits
wide, which is the same size as a VxWorks message queue ID.

The APIS Command Socket will be identified by a global variable containing the message queue iD which
simulates this socket. The APIS Command Socket queue can only be identified at run-time, since message queue
ID’s cannot be set to specific values, uniike MULTIBUS |l mailboxes, which can be attached to fixed port numbers.
The name of the APIS Command Socket queue global variable is apis_cmd_socket.

An example of the APIS_DEMAND() message is shown.

51  APIS_DEMAND()

5.1.1 Message Description

This message is used to add a message for reception to the message list. The request will come
from the ASU and the reply from APIS.

This message is passed through the APIS Command Socket, which will be identified by a global
variable containing the message queue |D. The name of the APIS Command Socket queue global
variable is apis_cmd_socket.
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5.1.2 Unsolicited Request

Aliowed Values
Command ID 8 bils Ox04 Identifies message
“ Reserved B blts 0x00 |
ASAP 16 bits 0x000U-0OxFFFF |dentifies receiver
Status Queue ID 32 bits Ox00000000 This Queue ID will identify the
- Status socket.
OxFFFFFFFF
Message ID 64 bits Dx0000:0x0000: Message ID of message to be
0x0000.0x0000 received
0xFFFF:OxFFFF:
OxFFFF-0xFFFF
Consumer Queue ID 32 bits 0x00000000 APIS will transfer any received
- data for the ASU to the
0xFFFFFFFF Consumer Socket as identified by
the Consumer Queue |D. I
Repetition Interval 16 bits Ox0000-0xFFFF Minimum repetition interval for
message dellvery (ms),
5.1.21 Parameters
Command 1D The B tit unsigned value 0x04 identifying this protocol data unit (PDU)
as an APIS_DEMAND command.
ASAP A 18 bitunsigned (APIS network wide globally unique) handle identifying
the ASU ASAP that is the consumer of this Message ID
Status Queue ID A 32 bil unsigned value identifying the ASU slatus software endpaoint
within a host. This Queue ID Is used by APIS for returning the reply
message.
A Queue ID value of Ox0 indicates that no reply must be generated by
APIS for this request.
Message ID Four 16 bit unsigned value fields specifying the Message IDofa

message to be consumed. Wildcard values (0x0000) are allowed In any
of the Message (D fields.

Consumer Queue ID A 32 bitunsigned value identifying the ASU cansumer software endpoint

Repetition Interval

CCIVAS00/IMS/E-ICDM  lssue 1.1
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within the ASU host, This Queue ID is used by APIS for delivering the
requested message.

Specifies the minimum delivery repetition interval in ms. APIS will daliver
only the last received data message after expiry of the specified
minimum time interval since iast delivery, Thus, messages received by
APIS during the indicated time interval after the tast delivery, will nol be
passed on to the consumer

Value Meaning
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0 Immediate gelivery of messages on reception by APIS.
1-65535 Specifies immediate delivery of |atest message to ASU If
this specified time Interval since last delivery to the ASU
has explred,
5.1.2.2 Parameter Offsets
ByteO - | Byte1 Byte2 | Byted | Byted Byte 5 Bytef | Byte 7
Command | Reserved LS8 MSB LSB MSB
D Fieid
ASAP Status Queue 1D
Byte8 | Byled | Byte10 | Bytet1 | Bye12 | Byle1z | Byte 14 | Byiets
LSB MSB LSB Ms8 LSB MSB LSB MsSB
Message IDO Message D 1 Message 1D 2 Message D 3
Message ID
Byte 16 | Byte17 | Byte18 || 'Byte19 | ‘Byte20 | Byte21
LSB MsB LSB MsB
Consumer Queue 1D Repetition Interval
51.3 Unsolicited Reply

Paramatars Size

Command ID 8 hits

_———— - x

| Allowed Values

Description I}

Oxa4 Identifies message
Reserved B bils 0x00
Return Value 16 bits valig return values Refer to alist of the return
“ B values
5.1.3.1 Parameters
Command ID  The 8 bil unsigned value 0x84 identifying this protocal data unit (FOU) as an

APIS_DEMAND_REPLY command.

Return Value

AP!S. DEMAND refurns a 16-bil signed value representing the status of the

call. Allowed values are listed below. (Refer lo paragraph 6. Retumn Values. )

NO_ERROR
E_ASAP_NOT_OPEN
E_MSG_ID_INVALID
E_INTERVAL_INVALID
E_CONS_SKT_INVALID

E_DEMAND_EXIST FOR_ASAP

CCHWASGONMS/G-ICD/1 Issue 1.1
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no error occurred

specifled ASAP not locally registered
specified Msg 1D Is invalid

specified Repetition Interval is invalid
specified socket is invalid

specified Msg |D is already registered
for this ASAP
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513.2

Parameter Offsets

Byte 0

Byte 1 Byte 2

Byte 3

Command
(8]

Reserved LSB

Fieid

Retumn Value

CCIVASOO/IMS/G-ICD/1 Issua 1.1
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6. Returned Values

Return Value
NO_ERROR

E_ASAP_NOT_OPEN
E_APID_IN_USE

E_MSG_ID_INVALID
E_STRING_INVALID
E_LENGTH_INVALID
E_PRIORITY_INVALID
E_INTERVAL_INVALID
E_CONS_SKT_INVALID

E_PROD_EXIST_FOR_ASAP
E_PRODUCER_LIMIT
E_PROD_BW_CHANGE
E_BW_LIMIT
E_DEMAND_EXIST_FOR_ASAP
E_MSG_NOT REGISTERED

E_ASAP_INVALID
E_NO_CONSUMER

CCIVASDO/IMS/B-ICDM Issue 1 1
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Decimal Value

0

-101
-102

-201
-202
-203
-204
209
-200

-301
-302
-303
-304
-401
-501

-601
-602

1998-02-19

Status Description
no error ocourred

specified ASAF not locally registered
specified Application iD has already been used on this NIC

specified Msa 1D Is nwvalid

specified ASU TEXT STRING Is invalid
specified Length is invalid

specified Priority Is invalid

specified Repetition Interval is invalid
specified MBIl socket is invalid

specified Msg |D is aiready registered for this Priority and ASAP
maximum number of producers has registered this Msg ID
specified Length and Repetition Interval values do not
correspond with previously tegistered values. (Only valid if
specified Msg 1D is already registered under a different ASAP)
maximum bandwidth allocation limit exceeded

specified Msg 1D 1s already registered for this ASAP
specified Msa 1D is not registered for this ASAP

specified ASAF is not registered as a Producer for this Msg ID
no consumers are registered for this Msg 1D
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1. Scope

1.1

1.2

1.3

Identification

This document addresses the design for the information Management System (IMS) Application
Interface Services (APIS). ‘

System overview

The sub-systems Interfacing to each other via the Information Management System (IMS) shall
interface to the Local Area Network (LAN) via the Network Interface Card (NIC). The NIC shall
implement protocol processing, flow, rate and error control as well as local network management.

The NIC shall provide the following services to the sub-system:

+  Application Interface Services (APIS) for realtime message passing.
+  Network Time Services (NTS) for synchronization.

« File Transfer Services (FTS) for passing large amounts of data (files).

+  Built In Test Services (BITS) for obtaining status information regarding the LAN.

APIS is Message Orientated Middleware (MOM) which abstracts the connection oriented Transport
Layer from the user on the sub-system. it allows the sender of a message (known as a Producer
in APIS) to be unaware of the receiver of the message (known as the Consumer). Each message
that is passed through APIS has a unique message identifier that is allocated by SINC. A Producer

of a specific message shall register to APIS on the its sub-system NIC with the message identifier
of that message. A Consumer on another sub-system wishing to receive this message shall
register to APIS on its NIC with the same message identifier. APIS establishes a virtual connection

between the Producer and Consumer and delivers the message to the Consumer every time it is
sent by the Producer. Multiple Producers and Consumers can be set up for a specific message in
this way.

The NIC may be either a Multibus 1| compatibie, or a PC/PCI-PMC compatible FDDI card. In the
case of the Multibus 1l NIC interface, APIS shali run on the NIC and the user’s application shall run
on a separate Multibus il compatible host. The user shall interface to APIS via Multibus Ii
messages as defined in the APIS ICD. In the case of the PC/PCI-PMC FDDI card, APIS and the
user’s application shall share the PC CPU processing resources. The user shall Interface to APIS
via message queues provided by the operating system, using messages as defined in the APIS

iCD.
Document overview

This document shall discuss the overall design of the IMS APIS as well as decisions taken
regarding the architecture of the software.
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2. Referenced documents

2.1  Standards
a. C?”? Systems Document No. CCIl/110/COMP15, C%* Systems Development Methodology

2.2 Navy Documents
2.3 Program Documents
2.4 Project Documents

a. C??* Systems Document No. CCII/AS00/IMS/6-PIDS, Prime Item Development Specification
for the Patrol Corvette Combat Suite Information Management System.

b. C?P Systems Document No. CCII/AS00/IMS/6-ICD/1, Interface Control Document for the
Information Management System Application Interface Services

c. C2? Systems Document No. CCIVA500/IMS/6-ICD/7, Interface Control Document for the
Information Management Systern Application Interface Services for the NAV NIC

d. C?I*Systems DocumentNo. CCII/A500/IMS/6-SRS/1, Software Requirement Specification for
the Information Management System Application Interface Services

e. C?2 Systems Document No. CCII/A500/IMS/6-SWDD/6, Software Design Description for the
Synchronous Bandwidth Requester of the Information Management System
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3. CSCl design decisions

APIS shall execute under a realtime multitasking operating system. Interface to the user shall be via Multibus
Il in the case of a Multibus Il NIC card or via interprocess communication mechanisms provided by the
operating system ie. Message Queues (mailboxes). APIS shall gain access to the IMS FDDI LAN via a
STREAMS Iinterface to the XTP module.

4. CSCI architectural design

APIS is implemented as a collection of processes executing simultaneously to achieve maximum efficiency.
Refer to Figure 1 for an architectural overview. Two static tables exist to act as a database for all messages
registered on the NIC, Three different classes of processes can operate on these tables as follows:

* Recelve Task A process that receives a data message via the XTP protocol and dispatches it to all
the users that are registered on this NIC to receive this message. The List of
Demanded Messages on this NIC will have an entry for this message listing ail the
users that APIS should deliver this message to. Several of these Receive Task may
operate simuitaneously.

+ Send Task A process that receives a data message from the user via the Multibus 1l or Mail
Queue interface, validates the user as a registered Producer and passes itto the CS
FDDI LAN via XTP. The List of Produced Messages will have an entry for this
message containing the valid Producers as well as the XTP context information.
Several Receive Tasks may operate simultaneously.

+ Admin Task A process that receives control messages from the user via the Multibus Il or Mail Queue
interface. Control messages are used to register/deregister users as Producers for
sending a particular message or as Consumers to receive a particular message. It is
possible for multiple Admin Tasks to operate simultaneously although one process
handling the administration is sufficient.

FDDI Driver

XTP Protocol

/_L APIS

]
o
e 8
Do ded| ¢"i<m={ ReceiveTask) <]
Messages | 3% ~—— 3 §’
ey a
~ AdminTask H E
-~ 7 o . -
List of —" = ( User’S )
Produced a - Application -
Messages S ~ £ s ——
. ummun-.« SendTask " %
5 ) ~— - ‘.A:/‘b E
Figure 1 The Architecture of APIS.
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41

CSCI components
411 Send Task
r~——n T e Tl apisSocket should inherit
' Y " apisMsg from either of these two bas
‘ mb2Socket ‘ (gueqeg ; classes, depending on the
-~ \ . ! availability of Muitibus 1.
/‘ »---.,.:__ <,-‘.~_,\/’,/’/ ,,‘-'~~~~_,--’m' —
. apisSocket /' apisAsulList List of all Registered
. \ e {-—eee-| Application Service
\ L ~~ ' _Users
5 ,{ y e
- | [
~~~~~ R S
apisinput ) /  apisSend *  apisSnd
i Socket Task —  MsgHandler/
. ‘ . } - ;
4 - - d \ = y it
(o b Ry
A apisAsapList Y apisProduceNt} 7 apisProduced
‘¢ {__Q’_ Message — MsgList |
\ } T o T )
‘\,_P/ - ' \ e VT
List of valid /' apisContext Message will be
_Producers ¢ List A dispatched via this
. "~ 3 list of XTP contexts
\ mee J ]
Figure 2 Architecture of the Send Task.
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41.2 Receive Task

xtpContext Messages will be List of Messages
received on this Demanded by
,QXT P Context Consumers on this NIC

apisRevTask apisRcvMsg apisDemanded

4 Handler Msglist
O
List of Consumers apis apisConsume
to receive this ConsumerList Message
message

O
apis apisOutput
Consumer Socket

apisSocket should inherit
from either of these two
base classes, depending
on the availability of
—Multibus I1.

apisSocket

apisMsg mb2Socket
Queqe

Figure 3 Architecture of the Receive Task.
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41.3 Admin Task

apisSocket should inherit
from either of these two base
classes, depending on the
availability of Multibus |l.

mb2Socket apisMsg
Queqge

N

z
I

apisSocket
List of registered
APIS users
N
apisCrnd apisAdmin
Socket Task
xtpContext
DataGram XTP service used to
establish multicast XTP
N

Flgure 4 Architecture of the Admin Task.

apisCmd
MsgHandler

apisDemanded
Msglist

apisProduced
MsgList
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4.1.4 List of Demanded Messages

BC_TGaurded
DynamicCollection

apisMsgUis apisindex_t

apisDemanded
MsgList

apisMsgld

apis '
aplsContext
Consumerl.ist List
apisOutput
Socket 3
®

apisMsg -
Interval_t xtpContext
J T apiMsg

apisMsg xipContext_t
Interval_t
Figure 5 Architecture of the Demanded Message List.
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4.1.5 List of Produces Messages
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Flgure 6 Archntecture of the Produced Message List.
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4.1.6

List of Application Service Users

BC_TGaurde
DynamicCollection

apisAsullst

aplsSocket_t

apisAsap_t

apisAsu apisApis_t

Figure 7 Architecture of the Application Services Users List.

4.2 Concept of execution

All the processes that is needed by APIS will start when the program is invoked and will run
simultaneously until APIS is terminated.

Detailed process and object interaction is deferred to Appendix A which contains the CASE (Rational
Rose - Booch) design of the software.
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5.5 APIS DEMAND

The Admin Task receives this control message from a registered user wishing to receive a

particular message.

apis_DEMAND

(== )
RatumA.og N - PSAP ~
e_m_:m_ope " rogewea?

N

.

Sy

RetumALog | Nse_ip.
E_MSG_ID_WALD [ "

Retumi.og _ " Consumer "~
E_CONS_SKT_tvap  [——————_ Socket v+
Y
RetumLog Y Oefiand siveddy
E_DEMAND_EXIST_FOR ASA g rogistered for ™~
3 N ASAP? .~
lu

RatumA.og - Repeiion .
E_INTERVAL_INVALID . Interval vaikd? e

Create new LCT
eniry for this Msg_id

{ Consurner ¢

NO_ERROR

(Re-}Broacicast
NewDemand (BD}

( ome )

N errar—”

Figure 13 Add a Consumer for this message.

5.6 APIS REMOVE PRODUCE
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The Admin Task receives this control message from a registered Producer who no longer wants
to send a message he has registered before.

CCII/AS00/1MS/6-SWDD/1

CDIASDO1.W70

RetumAog

apis_REMOVE_PRODUCE

E_ASAPNOTOPE @ — < 7

N -
S~ -
Iv

N //i‘" Dl‘!

£ _MSG_ID_INVALID ‘_.—_"--« PFIn? o

ASAP from
Producer fist

¥

N . Nomeore™ .
[ producers for
“Sthis LPTn entry?

o

Remove this LPTh entry, |
cloae the group
associetionarnd relezsse
the contax

S

Ramove this ]

Return
NO_ERROR

Figure 14 Remove a Producer for this message.
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5.7

CCII/AS00/IMS/6-SWDDHM

APIS REMOVE DEMAND

The Admin Task receives this control message from a registered Consumer who no longer wants

to receive a message it has registered before.
apis_REMOVE_DEMAND

Retumi.og N
o ASAP
E_ASAP_:OT_,OPE " rogorssr
N
¢Y
RetumLog N Mg D exst-

E_MSG_I0_NVALD [&—————_miem -

Y [CTenty - .

""" containing this

“\\QSAP in Consumer -

~. Wst? -
T

N

h 4
Retum
NO_ERROR

Figure 15 Remove a Consumer for this message.
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5.8 APIS SEND

The Receive Task receives this data message from a registered Producer and passes it on via the
XTP protocol to the CS FDDI LAN ,

APIS_SEND_MESSAGE

Log
E_NVALID_SEND_CMD [

S
;v
e .
N . . - ",
E_WALRMD_MSG-‘D < ,:\\ MSG_ID valid? e
~ -
#v
Retum N Vand producer -
E_nvauo_asap [ .. ASAP?
~. .-
{Y
N N
Retum e [
e_nvALD_LenGTH (4 v'“d "‘“m/..—""
S
__LY_>
(  Camphe list of
Producing

Buiid Apis Rov Message
(MSG_IDH.ENGTH+DATA)

(ﬁ_]
T

v

Retumn NO_ERROR

Figure 16 Producer sends a message.
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5.9 APIS RECEIVE

The Receive Task receives this data message via XTP and passes it on to all the registered users
that have also registered as a Consumer for this message.

apis_recelve_event

N HSG_D veid and .

Log
A_MSG_NOT_IN_LCT

. edssinlCT?

T

v

oY
... Vaiid length ? ™~

L

i

Log A_INVALID LENGTH

Buld

APIS_RECEVE_MSG

Figure 17 Consumer receives a message.
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5.10 PDU event - Ready To Produce

The Admin Task receives this internal PDU message when a remote NIC is ready to establish a
new multicast connection for a marticular message.

CCI/AS00/IMS/6-SWDD/4
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Unicast ReadyToProduce (UP PDU) event

Group Addresa and

‘ . Log
o Mag_Dmetch " | A_UP_MATCH_NOT_FOUN
D

© contexforthis ..
. Group airsady =P A UR_GRP_ACTVE

(UR) PDY

Figure 18 Ready to Produce event.
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511 PDU event - Ready To Connect

The Admin Task receives this internal PDU message from a remote NIC when it is ready to
connect to a multicast association.

Unicast ReadyToConnect (UR PDU) event

Log
A_UR_MATCH_NOT_FOUND

d P -
< amocistion R0t Pl o GRP ACTIVE
\\yum‘ 7 - =

Done

Figure 19 Ready to Connect event.
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5.12 PDU event - Broadcast New Produce

The Admin Task receives this internal PDU message from a remote NIC when a new Producer for
a particular message was added. ‘

CCIil/A500/IMS/6-SWDD/4
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Broadcast NewProduce (BP PDU) event

Reiriave Mag_id,

Group Address,
Priority, Langth and
Repinterval rom UR

v

Buld a et of sl
messages I the list
that match this Megid

2

l,/iihhgrp_a\«\\ N | Creatacontext and
< bounfloacin bindMsten on this
© .. snyofthess? 7 Group Address

Figure 20 Broadcast New Produce event.

Issue 0.3 1999-04-28

e
g

Page 23 of 26



5.13 PDU event - Broadcast New Demand

The Admin Task receives this internal PDU message from a remote NIC when a new Consumer

for a particular message was added.
Broadcast NewDemand (BD PDU) event

setive (essociation ™.
«_ exists) as indicated by
\\,::uve thf{//
fY
Unicast Unicast
ReadyToProduce ReadyToProduce
(UP) PDUJ with {UP) PDU with
First_Flag ™ fakse First_Flag = true

Figure 21 Broadcast New Demand event.
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6. Notes
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Appendix E

APPENDIX E APIS MESSAGE LATENCY PROFILE
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Figure E1. The application-to-application time to deliver a 4 000 byte
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Figure E2. The time required to send a 4 000 byte message from the

Producer ASU to the NIC. (770 ps or 25,8% of total)
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Figure E3. The time required to send a 4 000 byte message from the NIC
to the Consumer ASU. (780 ps or 26,2% of total) The
combined time spent in Multibus is 1,550 ms or 52% of the
total.
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Figure E4. The delta between APIS recetving the message via Multibus and
copying it to the FDDI driver is 50 ps. This time includes an
indexed lookup in the data base and ASU verification.
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Figure E5. The delta between APIS receiving the message from the FDDI
driver and initiating the Multibus transfer to the Consumer ASU
1 60 ps.
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Figure E6. The time since APIS copied the data to the FDDI driver until
the arrival of the token was 410 ps.
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Figure E7. The time needed to transmit 4 000 bytes onto the FDDI media
15 320 ps.
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Figure E8. If we ignore the latencies of the Multibus transfers and APIS
processing, the latency of the FDDI driver is only 1,32 ms or
44,3 % of the total.





