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Abstract 

Background: The implementation of information technology (IT) solutions by end-users, while 

bypassing organisational laid-down IT acquisition and implementation processes and controls, poses a 

significant challenge for most organisations. This phenomenon, which is known as Shadow IT (SIT), 

has major financial, legal and security implications for the organisation. Studies indicate that even when 

organisations implement IT policy to minimise the implementation of SIT, end-users may still find 

innovative ways to bypass the IT department when implementing unsanctioned software. 

Purpose of the research: The objective of this study was to investigate how end-users (functional 

departments) who implement SIT in organisations justify their actions. The term Justification refers to 

the techniques employed by a social actor to indicate that their deviant behaviour is actually reasonable. 

Understanding justifications for SIT is essential for IT managers since they can understand them as 

justification and not confuse them with other phenomena and at the same time they can devise 

appropriate strategies to counter them. IT Managers who are not aware of the justifications for SIT may 

implement measures which may not be effective in curbing the phenomena. 

Design/Methodology/approach: The study adopted an interpretivist approach. The study was guided 

by the ‘Neutralisation Theory’ from the social deviance discipline. The study examined whether an 

organisation had an IT policy which prevents end-users from implementing SIT, and also assessed the 

‘Neutralisation’ techniques employed by end-users to justify SIT. The study adopted a case study 

approach based on a South African office of a multinational organisation. The study collected data 

through (i) semi-structured interviews with end-users from different functional departments who were 

involved with implementation of SIT and (ii) documentation (IT policy and email correspondences). 

The study adopted the purposeful sampling (snowball) technique to target the employees who were 

involved with the implementation of SIT.  A total of 13 respondents were interviewed. The data was 

analysed using thematic analysis approach. 

Findings: The organisation did not have an IT policy which prevented functional departments from 

implementing SIT. Instead, it had a policy which allowed functional departments to implement their 

own IT solutions as long as they inform the IT department to assess the software application for potential 

risks and compatibility with the existing landscape. Most respondents did not use Neutralisation 

techniques to justify the implementation of SIT due to the policy which allowed them to implement 

their own IT solutions. Nevertheless, the respondents who employed Neutralisation techniques mainly 

used Denial of responsibility, Denial of injury and Appeal to higher loyalties to justify SIT. 

Originality/contribution: The study contributed to the justifications of SIT literature when it explored 

the concept of SIT in a corporate company setting – as opposed to earlier studies that used quantitative 

methods and experiments when exploring the concept of SIT. The study also makes a further 

contribution to literature by investigating SIT in an environment where functional departments are 

allowed to implement their own IT solutions – this was not explored by previous studies on Justification 

of SIT. The study also contributes to the practice where there is a need by IT management to minimise 

SIT by providing awareness of Neutralisation techniques which may be employed by functional 

departments to justify SIT. Through the understanding of the Neutralisation techniques, IT managers 

could make sound decisions when implementing measures to minimise SIT 
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1.  Introduction 

 

The study used a case of a multinational petroleum company to analyse how end-users justify 

the implementation of unsanctioned information technology (IT) solutions in their respective 

department. This chapter presents the research background, the problem statement, the 

research aim and objectives, the context of the study, the research approach, the research 

propositions, the research assumptions, research gaps, summary of the findings and 

contributions – and concludes with an outline of the chapters.  

1.1. Background  
 

Shadow Information Technology (SIT) is a significant challenge for most organisations and 

has major financial, legal and security implications (Chua et al., 2014; Györy & Cleven, 

2012). The definition of SIT is systems “…operating at the fringes of an organization, they 

covertly replicate the data and functionality of formally sanctioned systems” (Behren, 2009, 

p. 124). Previous research suggests a myriad of the motivations behind the implementation of 

SIT which include a lack of trust and satisfaction with sanctioned systems (Mallmann & 

Maçada, 2016). Further, the improved technical knowledge of end-users, coupled with access 

to cloud-based IT solutions, may influence the creation of SIT (Gozman & Willcocks, 2015; 

Zimmermann & Rentrop, 2014). Occasionally, end-users implement SIT as workaround 

solution to address the limitations and issues related to formally sanctioned systems (Thatte 

& Grainger, 2010). For instance, most enterprise resource planning (ERP) software is highly 

integrated and has complicated user interfaces (Behrens, 2009; Gorla et al., 2010; Urus et al., 

2011). So, end-users might decide to implement SIT from third-party vendors to simplify the 

process and to improve the user experience (Behrens, 2009; Gorla et al., 2010).  

 

More recently, some literature has offered contradictory findings on SIT. Although it is 

generally associated with risks, some scholars argue that SIT could be beneficial to 

organisations (Behrens, 2009; Silic, 2015). Some of the benefits are related to increased end-

user creativity and innovation, and also improved business performance (Silic & Back, 2014; 

Tambo & Bækgaard, 2013). Furthermore, end-users can identify and implement IT solutions 

which meets their specific needs ( Haag et al., 2015; Silic & Back, 2014). 
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1.2. Problem statement and research question  
 

SIT may benefit organisations by improving end-user creativity and business performance 

(Haag & Eckhardt, 2015; Silic & Back, 2014; Tambo & Bækgaard, 2013). At the same time, 

the use of SIT may expose organisations to many challenges such as unreliable reports, poor 

software maintenance, and enterprise architecture risk. These challenges may make 

organisations to become vulnerable to malware and viruses, make incorrect inferences due to 

poor reports, and have duplication of software functionalities – which may lead to financial 

losses.  

 

Earlier studies on SIT explored the benefits of SIT, the risks of SIT, and internal controls to 

manage SIT.  However, the topic of justifications for SIT by end-users is under-explored, and 

only a few scholars have attempted to explore this phenomenon (Haag, Eckhardt, & Schwarz, 

2018). The term Justification refers to “statements of a social actor that claim the positive 

value of a behaviour when it is called into question” (Haag et al., 2018,p1). Understanding 

justifications for SIT is essential for IT managers to make sound decisions when implementing 

measures to minimise SIT. Managers who are not aware of the justifications for SIT may 

implement measures which may encourage end-users to implement SIT instead of reducing 

SIT (Haag et al., 2018). While scholars from many disciplines have used different theories to 

study justifications, IS scholars have studied Justification from the Neutralisation theory 

(Haag et al., 2018). 

This study explored how end-users justify the implementation of SIT solutions. The following 

research question guided the study:  

How do functional departments (end-users) justify the implementation of Shadow 

IT solutions? 

1.3.  Research aims and objectives 
 

The objective of this study was to investigate the justifications used by end-users who have 

employed SIT. The study proposed the following sub-objectives: 

1. To examine whether the IT department has implemented any form of IT policy 

or any IT control – to prevent functional departments from implementing SIT 

solutions.  

2. To assess Neutralisation techniques used by end-users to justify the 

implementation of SIT. 
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1.4. The context of the study 
 

The study was conducted in a multinational petroleum company located in Cape Town South 

Africa. For ethical reasons, the organisation is anonymised as EPZA. EPZA was ideal for this 

study because of the history of SIT solutions in the organisation which caused duplicate and 

inefficient IT functionalities. The company also has a policy (Application Management 

Elements), which outlines the responsibilities of the IT department and a functional 

department during the implementation of a new software application.  

 

The AME policy offers three options for managing new software applications: dedicated 

software management, partnership software management, and arms-length software 

management. Software applications that fall under the dedicated software agreement are 

implemented and maintained exclusively by the IT department. Software applications that fall 

under the partnership agreement are implemented and maintained through a collaboration 

between a functional department and the IT department. Software applications that fall under 

the arms-length agreement are implemented and maintained exclusively by a functional 

department. However, the IT department requires all software that falls under the arms-length 

agreement to go through the IT architecture review – so that the IT department can assess the 

software applications with regard to compatibility with the IT infrastructure and mitigating 

security threats.  

 

Nevertheless, over the years, most functional departments have bypassed the IT department 

when implementing software under the arms-length agreement. They had not notified the IT 

department to perform the architecture review prior to implementations. Consequently, the 

company experienced significant financial losses due to the duplication of software 

functionality across the company, and redundant and inefficient IT solutions.  

 

1.5. Research approach 
 

This study adopted the interpretivist research paradigm. The study was guided by the 

Neutralisation Theory from the social deviance discipline. The case-study approach was used 

and suitable for this study because there are few studies on SIT and the researcher needed to 

gain an in-depth understanding of SIT. The study employed a single case-study approach. In 
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terms of sampling, the study adopted purposeful and snowball sampling to target employees 

who were involved with the implementation of SIT. 

 

Data were collected using semi-structured interviews and documentation (IT policy and 

email). A total of 13 respondents were interviewed. The data were analysed using the thematic 

analysis approach. The combination of semi-structured interviews and documentation was 

adopted to improve and strengthen the research findings and to gain a deeper understanding 

of the concept of SIT (Dubé & Paré, 2003). Due to the limited amount of time available to 

complete the study, the researcher used cross-sectional studies. 

1.6. Identified gaps in literature 
 

Over the years, scholars have adopted theories from other disciplines to enhance the 

understanding of SIT. The use of theories from other disciplines is a consequence of the 

interdisciplinary nature of the field of Information System.  One of the theories used in the 

SIT literature is the justifications theory from the social deviance discipline (Haag & 

Eckhardt, 2015; Haag et al., 2018; Silic, Barlow, & Back, 2017). This study identified and 

attempted to fill the following research gaps relevant to the justifications for SIT literature. 

o SIT policies. While previous studies on justifications for SIT examined organisations 

with strict IT policies for managing SIT (Barlow, & Back, 2017), there was less 

attention to organisations which permits end-users to implement their own IT 

solutions. As a consequence, there is little knowledge of how end-users use 

justification techniques in an environment where end-users are allowed to implement 

their own IT solutions. 

o Focus on qualitative studies. Previous studies on justifications for SIT are based on 

quantitative methods. While quantitative studies were able to identify neutralisation 

techniques, they were not able to provide details on how they were employed.  

Qualitative studies are essential because researchers can describe the qualities and 

characteristics of the phenomenon – which is not easily achievable through the use of 

quantitative methods (Boyce & Neale, 2006). As a result, a study based qualitative 

methods bring novelty to the justification of SIT research. 
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1.7. Research assumptions 
 

Prior to the data collection process, the researcher held the following assumptions regarding 

SIT at EPZA: The researcher assumed that: 

 There is a policy that prevents functional departments from implementing SIT 

solutions. 

 End-users who implemented SIT solutions experienced guilt and shame due to 

bypassing the IT policy. 

 End-users who implemented SIT respected teams or functional departments, which 

follow the IT department policies. 

 End-users who implemented SIT could differentiate between people (teams) who 

can be victimised and those who cannot be victimised. 

 End-users who implemented SIT had a desire to conform to what appeared to be 

acceptable to wider society at EPZA. 

However, some of the assumptions were different from the results, and there are more details 

in the discussion chapter. 

1.8. Summary of research findings  
 

EPZA did not have an IT policy which prevents functional departments from implementing 

SIT. Instead, the company had a policy which allows functional departments to implement 

their own IT solutions as long as they informed the IT department to assess the application 

for potential risks and compatibility with the existing landscape. Consequently, most 

respondents did not use justifications techniques to justify the implementation of SIT. The 

respondents who employed justifications techniques used Denial of responsibility, Denial of 

injury and Appeal to higher loyalties to justify SIT. 

1.9. Contribution and benefits of the study 
 

The study contributed to the justifications of SIT literature when it explored the concept of 

SIT using qualitative methods in a corporate company setting – as opposed to earlier studies 

that used quantitative methods and experiments when exploring the concept of SIT. The study 

also makes a further contribution to literature by investigating SIT in an environment where 

functional departments are allowed to implement their own IT solutions – this was not 

explored by previous studies on Justification of SIT. The study also makes a contribution to 



Justifications for the Implementation of Shadow IT Solutions by Functional Departments in an Organisation 

 

6 | P a g e  

practice where there is a need by IT management to minimise SIT by providing awareness of 

Neutralisation techniques which may be employed by functional departments to justify SIT. 

Through the understanding of the Neutralisation techniques, IT managers could make sound 

decisions when implementing measures to minimise SIT. 

1.10. Overview of the chapters  
 

The remainder of the dissertation is structured as follows: 

 

Chapter 2: Reviews existing literature on SIT. The chapter begins with a brief discussion of 

the definitions and terminologies used in SIT literature. Then the chapter synthesises earlier 

findings – to find current themes in the existing literature.  

Chapter 3: The chapter focuses on the Neutralisation theory; the theory adopted for the study. 

Chapter 4: Presents the research design. First, the chapter presents a brief background of the 

research methodology. Next, it justifies the sampling strategy and sampling technique used in 

the study. The chapter presents the data-collection technique and data-analysis methods. 

Finally, the chapter presents issues of reliability and validity related to this study – as well as 

research access and research ethics. 

Chapter 5: Presents the research findings to answer the research question. The chapter 

identifies and presents emerging themes in the data. 

Chapter 6: Discusses the research findings to answer the research question. The chapter 

presents emerging themes that were identified through the research. 

Chapter 7: Concludes the research by reflecting on findings obtained from the study and the 

contribution made to the body of knowledge and practice. The chapter also presents the 

limitations of the study and a possible research direction for future studies.  
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2. Literature Review 

 

This chapter presents a review of the literature review on SIT. The chapter begins with a brief 

discussion of the definitions and terminologies used in SIT literature. Then the chapter 

synthesises earlier findings – to find current themes in the existing literature. 

2.1. Introduction  
 

IT solutions managed and used by functional departments – outside of the knowledge of the 

IT department – are a major concern for most organisations. This phenomenon is known as 

SIT. Usually, end-users implement SIT as workaround solutions to address the limitations 

and issues related to formally sanctioned systems (Thatte & Grainger, 2010). For instance, 

most companies use enterprise resource planning (ERP) software to manage their daily 

operational activities. However, such systems are integrated and have complicated user 

interfaces (Behrens, 2009; Gorla et al., 2010; Urus et al., 2011). As a result, end-users might 

implement SIT solutions from third-party vendors to improve the user experience and to 

introduce additional functionalities not provided by sanctioned systems (Behrens, 2009; Gorla 

et al., 2010; Urus et al., 2011). 

 

Earlier studies have different perspectives on the implementation of SIT in organisations. 

Some scholars argue that end-users might implement SIT as a form of resistance to sanctioned 

systems. Some claim that end-users implement SIT for innovation through process 

simplification and improved reporting – while others specified that support from management 

encourages end-users to implement SIT. In this section, these perspectives are observed and 

classified according to the following themes: causes of SIT, benefits of SIT, risks of SIT, and 

internal controls to manage the implementation of SIT.  

2.2. Defining Shadow IT 

 

Despite the growth of the literature on SIT, scholars have inconsistently defined the term SIT. 

The use of different terminologies and a different understanding of the concept ‘SIT’ lead to 

the lack of a precise definition. For example, DV. Kerr et al., (2007) defined Feral systems as 

“an information system [computerised] that is developed by individuals or groups of 

employees to help them with their work, but is not condoned by management nor is part of 
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the corporation’s accepted information technology infrastructure …” (p. 142). Behrens (2009) 

defined Shadow Systems as systems “operating at the fringes of an organization, they covertly 

replicate the data and functionality of formally sanctioned systems.”(p. 124). Spierings et al. 

(2011) defined Feral information systems as “… any information technology artefact that an 

End User employs instead of the mandated Information System” (p. 1). Buchwald and Urbach 

(2012) defined Un-Enacted Projects “as unofficial projects that have never been subject to 

any official evaluation process but do exist” (p. 2). Zimmermann et al. (2014) defined Shadow 

IT as “… business processes supporting IT systems, IT services and IT staff. They are 

deployed autonomously within the business departments by IT users” (p. 1). Myers et al. 

(2016) defined a shadow IT system “… as those that are not approved or monitored by the IT 

department” (p. 17). 

 

Although there is some consensus among scientists that a SIT solution is created by end-users 

without involving the IT department, researchers have not yet found a standard definition for 

SIT. The inconsistencies in defining SIT result from scholars using different terminologies. 

In most cases, these terminologies reflect the perspectives of the researcher towards SIT. For 

instance, scholars who are against SIT solutions usually use negative terminologies such as 

Rouge IT and Feral systems (Chua et al., 2014; Spierings et al., 2011). Then again, some 

scholars use more neutral terminologies, such as Shadow systems, Shadow IT and un-enacted 

projects (Blichfeldt & Eskerod, 2008; Buchwald & Urbach, 2012; Silic, 2015). The lack of 

consistent use of terminologies is problematic, especially for the new researcher, because they 

might not be able to build upon existing research (Kopper & Westner, 2016; Lund-Jensen et 

al., 2016). 

 

For this study, the researcher adopted the term ‘Shadow IT’, because the latest literature on 

the subject uses this terminology, as well as the definition by Behrens (2009) – which states 

that SIT solutions are systems “operating at the fringes of an organization, they covertly 

replicate the data and functionality of formally sanctioned systems” (p. 124). 

2.3.  Types of Shadow IT 

 

SIT covers a broad spectrum of unauthorised technologies implemented and used by end-

users in companies. These tools or technologies might fall under the following categories, 

although the list is not exhaustive: utility applications, greynet applications, and un-enacted 
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projects (Buchwald & Urbach, 2012; Silic & Back, 2014). Utility software helps users to clean 

and improve the performance of their computers such as codecs and pc cookie cleaners; and 

greynet applications are installed by end-users who rely on the company’s network to operate 

– for instance, peer-to-peer file sharing software (Silic & Back, 2014). End-users may 

implement SIT in the form of undercover projects. Such IT projects are not controlled or 

managed by the in-house IT department, but rather, third-party IT vendors are employed by 

end users to help with the development and implementation of such software (Behrens, 2009; 

Buchwald & Urbach, 2012). This study focused on SIT solutions implemented by end-users 

with assistance from third-party vendors.  

2.4. Classification of Shadow IT 

 

SIT solutions are classified according to the criticality and level of risks they exert on the 

business. The criticality of a SIT system depends on the level of integration of a SIT with the 

sanctioned system (Fuerstenau & Rothe, 2014). So, the more integrated the SIT solution is 

with the authorised system, the higher the criticality. SIT solutions are also classified 

according to the level of risks they exert on the company. For instance, SIT solutions that use 

the corporate network (e.g. cloud solutions) are considered to have higher security risk than 

SIT solutions that do not require the network to operate (Silic & Back, 2014).  

2.5. Phenomena confounded with Shadow IT  

 

2.5.1.  Bring your own device. 

Bring your own device (BYOD) is not SIT. Although there is a thin line between SIT and 

BYOD, the concept of BYOD is limited to employees bringing their mobile devices to the 

workplace for personal use or work-related activities. It is important to note that employees 

might bring their devices and then not create SIT solutions (Schalow, Winkler, Repschlaeger, 

& Zarnekow, 2013). On the other hand, SIT includes undercover IT projects funded and run 

by the functional departments themselves, without involving the IT department (Buchwald & 

Urbach, 2012). It may also include IT systems and other IT-related activities deployed by end-

users across the organisation – without involving the IT department for support or guidance  

(Buchwald & Urbach, 2012; Zimmermann & Rentrop, 2014). 
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2.5.2. End-user computing 

SIT is not end-user computing (EUC). EUC deals with empowering the end-users who do not 

have any form of technical knowledge to implement basic applications. These applications 

are usually not complicated and are only limited to minor configurations (Chua et al., 2014). 

Although some scholars have associated SIT with end-user computing, for instance,  Friedrich 

and Julia (2016) – other scholars such as Rentrop and Zimmermann (2012) have argued that 

EUC should not be confused with SIT. EUC is monitored and managed by the IT department. 

However, with SIT, the IT department is not aware of IT implementations. 

2.6. Reasons for implementing Shadow IT 

 

The literature suggests that if end-users are dissatisfied with sanctioned systems, they are most 

likely to implement SIT (Behrens, 2009; Györy & Cleven, 2012; Spierings et al., 2011). 

Usually, the factor causing dissatisfaction is the misalignment between the IT department’s 

objectives and the functional department’s objectives (Györy & Cleven, 2012). For instance, 

the implementation of customised functionalities to systems such as ERPs is a costly 

endeavour which involves the development of a solution, as well as maintenance (Bob-Jones, 

Newman, & Lyytinen, 2008). IT departments might decide to reduce customisation to drive 

down costs. Although less customisation on ERP systems might drive down the system 

upgrade cost, this might be costly to end-users – since the system would not meet their 

operational requirements due to a lack of functionality needed for their business process 

(Behrens, 2009; Bob-Jones et al., 2008) For that reason, end-users might explore other options 

and implement SIT solutions (Chua et al., 2014; Kerr & Houghton, 2008; Spierings et al., 

2011).  

 

On the contrary, while sanctioned systems such as ERPs might have the existing functionality 

necessary to meet the requirements of end-users, these are usually not user-friendly (Behrens, 

2009). In most cases, end-users have to navigate different screens to perform a simple task, 

and this might reduce the productivity of employees (Behrens, 2009). Therefore, end-users 

might consider implementing additional IT solutions from third-party suppliers to supplement 

the existing systems to improve productivity and the user-experience (Beimborn & Palitza, 

2013; Thatte & Grainger, 2010). Studies indicate that SIT solutions thrive in environments 

where top management supports the development and implementation of such systems 

(Spierings et al., 2011). Usually, if management creates an environment that is conducive to 
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the creation of SIT through rewards systems, end-users might feel empowered to implement 

such systems (Kerr & Houghton, 2008).  

 

While IT processes and methodologies used by IT departments to deliver IT services are 

designed to improve software quality – they might also delay the delivery of services to end-

users (Behrens, 2009; Buchwald & Urbach, 2012). Usually, end-users perceive these 

processes as rigid and incapable of meeting changing requirements (Behrens, 2009; Buchwald 

& Urbach, 2012). Therefore, due to tight deadlines and the need to improve productivity, end-

users might decide to implement SIT (Gozman & Willcocks, 2015; Kretzer, 2015; Spierings 

et al., 2011). 

 

Employees might implement SIT as a form of resistance to sanctioned systems. Usually, 

sanctioned systems replace legacy systems – which affect the culture and the behaviour of 

employees (Kerr & Houghton, 2008). During the transition stage to the new system, IT 

departments might fail to provide adequate change management and training, which could 

increase resistance from end-users (Kerr & Houghton, 2008). As a result, end-users might 

choose to implement SIT to cope with the change (Berente, Yoo, & Kalle, 2008; Kerr & 

Houghton, 2008). Table 2.1 summarises the reasons for adopting SIT. 

Table 2.1: Summary of reasons for adopting Shadow IT 

Reasons for SIT Explanation 

Data Quality Inaccurate data, incomplete data, and delay in transaction 

processing are some of the reasons that could cause end-users 

to implement SIT solutions. 

System Quality Complex, sanctioned software might cause end-users to 

implement SIT. 

Complex 

Infrastructure 

The integration of multiple systems into a sanctioned software 

solution might result in slow response times of the system and 

increase the possibilities of downtimes, which might cause 

end-users to implement SIT.  

 

2.6.1.  Data quality  

Good data quality is essential, and without clean data, the company’s performance might be 

impacted (Alshawi, Missi, & Irani, 2011) . Managers and other decision-makers rely on the 

reports that are based on data generated from sanctioned systems (Gorla et al., 2010). 

However, some of the challenges linked to data quality are inaccurate data, incomplete data, 

and delay in transaction processing. These issues are more apparent in highly integrated 

systems such as ERPs. Incorrect and incomplete data captured by employees could impact on 

the subsequent business processes in the ERP system and may have negative financial 
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implications to the company (Urus et al., 2011). To manage the data quality challenges, 

functional departments may implement SIT. 

 

2.6.2. System quality  

System quality is measured regarding user-friendliness, maintainability, and performance 

(Gorla et al., 2010). Systems such as ERPs have sophisticated user interfaces, which are hard 

to learn and operate (Behrens, 2009). Due to the complexity of the user interface, employees 

are most likely to use other software such as spreadsheets to perform transactions such as 

cashbook entries and to generate reports (Urus et al., 2011). To cope with system quality 

issues, functional departments may implement SIT. 

 

2.6.3.  Complex infrastructure 

The complexity of IT infrastructure is also a concern. Systems such as ERPs exist in complex 

infrastructures that comprise different hardware, software, and networks. The integration of 

the ERP system with the external system is made possible through interfaces, which might 

cause slow response times of the system and also downtimes (Urus et al., 2011). To overcome 

issues relating to complex infrastructure companies may implement SIT.  

2.7. Benefits of Shadow IT  

 

Studies indicate that end-users implement SIT to unleash creativity and innovation (Behrens, 

2009; Kerr & Houghton, 2008). Innovation is made possible by integrating SIT solutions with 

sanctioned systems for process simplification and also to improve the user experience 

(Behrens, 2009; Kerr & Houghton, 2008). The focus on end-user experience is to improve 

productivity and to meet deadlines by avoiding reworks caused by committing mistakes 

(Behrens, 2009; Györy & Cleven, 2012; Silic, 2015; Silic & Back, 2014; Urus et al., 2011). 

Employee creativity is essential for the company – because more company objectives are met 

at a low cost (Chua et al., 2014; Györy & Cleven, 2012; Silic, 2015). Table 2.2 summarises 

the benefits of SIT: 

Table 2.2: Summary of benefits for Shadow IT 

Benefits Explanation 

Creativity and 

Innovation 

End-users may implement IT solutions that meet their 

specific requirements. 

Improves Business 

Performance 

SIT may improve the turnaround time for delivering IT 

services. Thus, end-users may not wait for the IT 

department to approve their project or allocate to a 

budget for the project. Instead, they can procure or 
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develop the IT services that meet their specific needs, 

while bypassing red tape. 

 

2.7.1.  Benefits on employee’s creativity and innovation  

Innovation is essential because it enables quick response to the changing requirements of 

business users (Tambo & Bækgaard, 2013). Innovative companies are more competitive in 

the market than those that do not focus on innovation (Silic, 2015). Innovation focuses on 

meeting the strategic and operational needs of a company (Behrens, 2009). The characteristics 

of an innovative IT solution are relative advantage, compatibility, trialability, complexity, and 

observability (Behrens, 2009). Relative advantage refers to the ability of a SIT solution to 

possess unique functionality – which is not available on the systems provided by the internal 

IT department. Compatibility refers to the ability of a SIT solution to match the user’s 

requirements. Complexity refers to the user-friendliness of a SIT solution. Trialability refers 

to the freedom to prototype and try a SIT solution, without fully committing the financial 

resources. This is essential because it enables the company to minimise the overhead costs 

required by the IT department when developing new solutions (Kretzer & Maedche, 2014). 

Observability refers to the attractiveness of the functionality offered by the SIT solution. 

 

Furthermore, it is essential that a SIT solution has the innovative characteristics to bridge a 

gap between the user’s requirements and the services offered by the IT department. Users can 

engage with a third-party service provider and procure only the services they require to meet 

their specific needs (Behrens, 2009). This procurement method is usually common with 

cloud-based solutions (Haag, 2015). Technically savvy users may also innovate by developing 

solutions such as macros and databases to fulfil their requirements (Zimmermann et al., 2014).  

 

2.7.2.  Benefits on business performance  

SIT solutions improve business performance through continuous alignment, fast delivery of 

IT services, and nurturing trust between the IT department and users. Continuous alignment 

is achieved through users developing or procuring IT services that are necessary for their 

specific requirements and which are not catered for by the internal IT department (Dimmler, 

2013). SIT solutions improve the turnaround time for IT service delivery. Thus, users do not 

have to wait for the IT department to approve their project or allocate to a budget for the 

project. Instead, they can procure or develop the IT services that meet their specific needs, 

without going through the red tape (Haag, 2015; Silic & Back, 2014). Trust can be natured 



Justifications for the Implementation of Shadow IT Solutions by Functional Departments in an Organisation 

 

14 | P a g e  

when the IT department discovers the SIT solutions; the IT department might consider new 

ways to collaborate and communicate with users in respect of the SIT solution (Dimmler, 

2013). The IT department can also decide to evaluate and assess the SIT solution to identify 

whether it meets the strategic objectives that improve business performance (Rentrop & 

Zimmermann, 2012b). 

2.8. Risks associated with Shadow IT 

 

While SIT is considered as a source of creativity and innovation, several scholars have 

criticised this perception and have indicated that this could introduce risks to a company. For 

instance, Shumarova and Swatman (2008) and Spierings et al. (2011) argue that the 

implementation of SIT could compromise the productivity of end-users because much time 

could be spent exploring technologies – rather than performing the actual work they were 

hired to perform. Also, most employees consider technology to be a critical factor for 

achieving a competitive advantage. However, when end-users implement SIT, they are 

usually interested in a specific functionality and are not considering the complete solution; 

without conducting a thorough analysis of the SIT, it is unlikely to achieve a competitive edge 

(Kerr & Houghton, 2008). Furthermore, the lack of documentation of SIT solutions makes it 

difficult to support and maintain such systems, if something were to go wrong (Behrens, 

2009). Fuerstenau and Rothe (2014) argued that managers should be aware of SIT solutions 

which are integrated with existing IT infrastructure – because the dependency could be risky 

to the existing infrastructure (Fuerstenau & Rothe, 2014). 

 

Moreover, SIT could affect the security of company data (Chua et al., 2014; Györy & Cleven, 

2012). With the absence of security controls, SIT solutions might jeopardise the privacy and 

confidentiality of the company’s data, since most end-users might not take the necessary 

precautions to protect company data (Myers et al., 2016; Shumarova & Swatman, 2008). Also, 

SIT solutions might not have the necessary validations to prevent users from capturing 

incorrect data – which could result in inaccurate reports (Myers et al., 2016). Data represented 

on the SIT systems might be inconsistent with the data in sanctioned systems, due to the lack 

of robust interfaces between the systems. This could lead to employees making incorrect 

decisions (Kerr & Houghton, 2008; Myers et al., 2016). 
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SIT solutions are usually implemented to satisfy the needs of a small group of employees, 

which could be risky because if the original sponsor of the SIT solution resigns and leaves the 

company – the SIT solution is most likely to fail (Behrens, 2009). 

 

Studies, which indicate that SIT could be beneficial, have been vigorously challenged by other 

studies, which highlight the risks associated with the implementation of SIT solutions. Table 

2.3 displays a summary of risks of using SIT. 

Table 2.3: Summary of risks of using Shadow IT 

Risks Explanation 

Inadequate Software 

Maintenance 

End-users might lack adequate skills to maintain the SIT 

solution as it matures over time. 

Credibility and Reliability 

of Reports 

The credibility of reports is compromised if there is a lack of 

robust integration between systems and if there is inadequate 

testing of SIT. 

Financial Risk Implementation of SIT might result in duplication of 

functionality - which might have negative implications for the 

company.  

Enterprise IT Architecture 

Risk  

Implementation of SIT solutions might result in complicated 

interfaces between systems, which then impact on the 

maintainability of the systems and negatively affect the system 

architecture.  

Data, Information, and 

Security Risks 

SIT might put corporate assets such as data and information at 

risk – due to the possibility of exposure to malware, viruses, 

and other external threats, which could compromise the 

integrity of the data. 

 

2.8.1.  Inadequate software maintenance  

Over time, SIT solutions become too complicated for a functional department to maintain the 

software (Chua et al., 2014). Usually, end-users do not have adequate skills to maintain the 

software as it matures over time. Software documentation is an essential component of 

software maintenance, but most SIT solutions are poorly documented – which makes them 

difficult to maintain (Dimmler, 2013). The lack of proper documentation might be risky 

because the in-house IT department might not be able to assist with routine maintenance. 

Furthermore, the IT department might also lack the necessary human and IT resources and 

the capacity to handle any unplanned work, because software maintenance is costly 

(Fuerstenau & Rothe, 2014). These issues might be calamitous if the SIT solution forms part 

of a critical business process (Chua et al., 2014; Fuerstenau & Rothe, 2014). 

 

2.8.2.  Credibility and reliability of reports  

Transactional and analytical reports generated from SIT software applications might be less 

credible because of a lack of integrated data, and inadequate testing and quality assurance – 
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which could mislead the decision makers within the organisation. SIT solutions are usually 

not integrated because they are deployed everywhere in the organisation, which means that 

each department might have a different version of the SIT solution (Zimmermann & Rentrop, 

2014). Decentralised data might be unreliable and may not provide a snapshot of the current 

state of the company, which might impact on the decision-makers because decisions will be 

made in silos (Dimmler, 2013; Myers et al., 2016).  

Incorrect logic is also a significant concern in relation to the credibility of SIT. Employees 

might develop macros which contain bugs or install open-source software which contains 

incorrect logic (Dimmler, 2013). This issue might not be discovered early on, because of a 

lack of thorough software testing and quality assurance (Fuerstenau & Rothe, 2014). 

 

2.8.3.  Financial risk 

SIT solutions could have a negative impact on the company’s finances. This impact could be 

a result of the duplication of functionality and fines, as a result of a lawsuit against illegal 

software installed by users (Behrens, 2009; Mcroberts, 2013). The duplication of existing 

functionality is costly because different departments might procure different software 

packages with similar functionalities to the existing software provided by the internal IT 

department (Fuerstenau & Rothe, 2014). 

 

Furthermore, employees might also install unlicensed software on the company’s 

workstations, which could result in legal issues and fines (Dimmler, 2013). Software licensing 

management is essential for compliance with audit practices, and improving processes and IT 

policies (Mcroberts, 2013). Centralised software licensing is necessary because it safeguards 

the company against wasteful expenditure and duplication of similar software and potential 

lawsuits (Beimborn & Palitza, 2013). However, through technologies such as cloud 

computing which enable users to procure and use their cloud solutions, users choose to bypass 

this governance procedure (Mcroberts, 2013).  

 

2.8.4.  Enterprise IT architecture risk  

SIT solutions could affect enterprise IT architecture, due to the complex interfaces between 

the systems and architecture misalignment. The complexity of the interfaces occurs when the 

employees have identified the benefits of the existing SIT solutions and decide to invest in 
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even more SIT solutions (Fuerstenau & Rothe, 2014). Not only does this overload the IT 

architecture – but it also adds more complexity.  

 

Furthermore, the integration of the SIT solution with the existing IT landscape does not follow 

the appropriate standards, because users might not be cognisant of IT governance best 

practices and the existing IT landscape (Dimmler, 2013). Also, proper planning in terms of 

evaluating the SIT is impossible because SIT solutions are not transparent – but only visible 

when something goes wrong (Rentrop & Zimmermann, 2012b). During that time, the IT 

department might not have the necessary capacity skill and budget to resolve the problematic 

issues (Chua et al., 2014). 

 

2.8.5.  Data, information, and security risks 

SIT solutions could expose the corporate assets (e.g. data and information) to the outside 

world. When implementing SIT solutions, business users are too focused on acquiring 

solutions that meet their specific needs – while ignoring the possible threats which could 

impact on the company’s information and data (Silic, 2015). Companies with SIT solutions 

are more vulnerable to malware, viruses, and other external threats that could compromise the 

integrity of the company’s information and data (Dimmler, 2013; Silic & Back, 2014). 

Furthermore, data residing in the redundant SIT solutions could be compromised by hackers 

because of a lack of proper security measures to safeguard the integrity, availability and 

confidentiality of the data (Myers et al., 2016). When implementing SIT solutions, employees 

might be opening ports and over-riding the existing security measures in place – which is a 

threat to the company (Silic & Back, 2014). 

2.9. IT controls to reduce Shadow IT 

 

Drawing from these risks, some scholars suggested ways to manage and control SIT. 

Shumarova and Swatman (2008) indicated that companies have three choices when dealing 

with SIT. Companies could permit end-users to implement SIT solutions, devise a strategy to 

restrict the implementation of SIT or regulate SIT through IT policies. Györy and Cleven 

(2012) argued that IT security policy should be made compulsory because if the users do not 

comply – it could be catastrophic for the company. Silic and Back (2014) indicated that IT 

departments should try to identify SIT solutions used by the business units because SIT 

solutions that are already identified are less risky than the ones that are unknown. 
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Moreover, Rentrop and Zimmermann (2012) proposed a model for evaluating SIT solutions, 

by assessing the size, quality and alignment of the SIT solution with the company’s strategic 

objectives. Thatte and Grainger (2010) argued that the IT department should educate the end-

users about the limitations associated with the implementation of SIT. Fuerstenau and Rothe 

(2014) argued that IT departments should pay attention and allocate the necessary resources 

to SIT solutions that are considered a critical part of the business process.  

 

However, some critics indicated that implementing IT controls could hinder a company from 

achieving innovation (Silic & Back, 2014). Although business and IT alignment could 

minimise the rate of SIT implementation – it does not prevent the implementation of SIT 

(Zimmermann et al., 2014). 

 

Some scholars believe that implementing strict IT controls (e.g. policies) might be an efficient 

way to prevent the occurrence of SIT within the organisation - but other scholars believe the 

IT department should be more tolerant (Beimborn & Palitza, 2013;  Rentrop & Zimmermann, 

2012).  Opponents  IT controls indicate that the IT department should only focus on 

identifying ways of anticipating future SIT – rather than preventing users from implementing 

it (Behrens, 2009). Implementing and ensuring compliance with IT controls on a small 

organisation might be feasible, but this could be difficult for the large organisation with a 

small IT department (Györy & Cleven, 2012). IT departments should instead focus on 

identifying alternative IT solutions with similar benefits to the SIT solutions, and which the 

IT department can better control (Beimborn & Palitza, 2013). The IT department should also 

consider implementing an enterprise application store (app store) that is more controlled by 

the IT department – as this will protect corporate assets (e.g. data and information) from 

hackers (Beimborn & Palitza, 2013). SIT might not be bad, and therefore all the identified 

instances should be assessed to see if they align with company strategy, using criteria such as 

the relevance of a SIT solution, quality of a SIT solution, and the size of a SIT solution 

(Rentrop & Zimmermann, 2012). 

 

Other scholars, however, believe that if the IT department wants to minimise the instances of 

SIT, it should educate end-users about the risks of SIT and also implement strict internal 

controls to prevent end users from installing third party software application to workstations 

(Silic & Back, 2014). 
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2.10. Summary of chapter 

 

Essentially, this chapter reviewed the literature on SIT. Various topics such as the concept of 

SIT, the enablers of SIT, the benefits of SIT, the risks of SIT, and IT controls were addressed. 

However, there has been a little discussion about employee justification of SIT in current 

literature. Therefore, it was necessary to conduct the current study in this area, to fill the gap. 
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3.  Theoretical framework 

 

The selection of an appropriate theory to explore a concept is an essential part of the research 

process (Grant & Osanloo, 2014). Theoretical frameworks provide clarity and structure to a 

study, guide the research process, and serve as a blueprint for the study (Grant & Osanloo, 

2014). The chapter focuses on the Neutralisation theory; the theory adopted for the study. 

3.1. The Neutralization theory: background 

 

Neutralisation theory originated from the social deviance discipline and was developed to 

explain the behaviour of individuals who break the law. The theory suggests that when people 

break the law, they always find ways to justify their acts to avoid facing the consequences and 

to make their behaviour acceptable (Sykes & Matza, 1957). The theory is based on the 

assumption that individuals who break the law feel guilt and shame for the crimes they have 

committed. They show respect to people who abide by the law, and who do not commit a 

crime. They can differentiate between people who can be victimised and those who cannot be 

victimised, and they have a desire to conform to what appears to be acceptable to wider 

society. Law-breaking individuals always find ways to justify their behaviour to avoid guilt 

and shame. They do that to convince themselves that the crime they committed is acceptable. 

Sykes and Matza (1957) termed the justifications as “Neutralisation techniques”. 

 

This study employed the Neutralisation theory to assess the deviant behaviour of functional 

departments who implemented SIT at EPZA. Usually, end-users who implement SIT violate 

IT policies and procedures. Studies indicate end-users employ the Neutralisation techniques 

the feeling of guilt and shame of violating the law. 

3.2. Neutralisation Techniques 

 

Initially, Sykes and Matza (1957) identified five Neutralisation techniques: denial of 

responsibility, denial of injury, denial of victim, condemnation of condemners, and appeal 

to higher loyalties. Table 3.1 lists the summary of Neutralisation techniques. 
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Table 3.1: Summary of Neutralisation techniques 

Technique Description 

Denial of responsibility Offenders claim that they have no choice but to break the law. In 

most cases, the offenders shift the blame to the victim and use 

phrases such as “it wasn’t my fault” (Ribeaud & Eisner, 2010). 

Denial of injury The technique is used to nullify the feeling of remorse toward 

their victim. The offenders justify their behaviour by indicating 

that “breaking the law is not a big deal, no one got hurt” (Liddick, 

2013). 

Denial of the victim Offenders claim that the victim deserved to be harmed and they 

show no remorse towards the victim (Liddick, 2013; Sykes & 

Matza, 1957). 

Condemnation of the 

condemners 

Offenders who use this technique claim that people who are 

against the behaviour would have behaved the same way they did 

if they were in the same situation (Haag et al., 2015). 

Appeal to higher 

loyalties 

Offenders believe that the crime they have committed was done 

for the benefit of the greater part of society (Harris & Dumas, 

2009; Liddick, 2013; Sykes & Matza, 1957) 

 

Denial of responsibility is used to shift the blame to the victims. In most cases, the offender 

claims that they had to commit the crime because it was beyond their control (Sykes & Matza, 

1957). An offender might use a phrase such as “It’s not my fault. I commit crime because I 

had a troubled childhood” (Liddick, 2013,p623)  to justify the crime. In the context of the 

corporate IT department, service delivery is a challenge, and usually IT departments fail to 

deliver services according to the end-users expectations. To fulfil their need, end-users may 

implement IT solutions from third-party suppliers without seeking assistance or approval from 

the IT department (Silic & Back, 2014). 

 

Denial of injury is used to justify the crime by indicating that it was harmless and did not 

cause any destruction (Silic & Back, 2014). Offenders might use phrases such as “maybe what 

I did was criminal, but no one got hurt” (Liddick, 2013,p623) to justify the crime.  In the 

context of this study, the implementation of SIT in a company may result in negative financial, 

legal and IT security implications. However, end-users may neutralise their behaviour by only 

highlighting the benefits of implementing SIT and avoiding the negative implications for the 

company (Chua et al., 2014; Dimmler, 2013; Silic & Back, 2014). 

 

Denial of the victim is used to justify the crime by indicating that the victim deserved to be 

harmed and they show no remorse toward the victim (Sykes & Matza, 1957). Offenders may 

use phrase such as “yes, I committed the crime, but he deserved it” (Liddick, 2013,p623) to 

justify the deviant action. In the context of this study, due to the poor service delivery received 
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from the IT department, end-users may seek alternative IT suppliers without consulting the 

IT department and show no remorse to the IT department for bypassing IT policies and 

procedures (Behrens, 2009; Dimmler, 2013; Silic & Back, 2014). 

 

Condemnation of the condemners is used to justify the crime by indicating that people who 

are against the behaviour would have behaved the same way if they were in the same situation 

(Sykes & Matza, 1957). Offenders might use phrases such as “I’m not the bad guy, the abusive 

and corrupt criminal justice system is where you find the real crooks” (Liddick, 2013,p623) 

to justify the deviant behaviour. Usually, IT departments can enforce strict IT controls 

thorough IT policies as a way to prevent end-users from implementing IT solutions from third-

party suppliers, and end-users may see these as unreasonable and indicate that if the IT was 

in a similar situation, they would also have considered other IT service providers (Silic & 

Back, 2014). 

 

Appeal to higher loyalties: used to justify the crime. This Neutralisation technique is evident 

when respondents believe that the crime they have committed was done for the benefit of the 

greater part of society (Sykes & Matza, 1957). Offenders might use phrases such as “the gang 

is my family—I sell drugs to support my family” (Liddick, 2013,p623) to justify the crime. In 

the context of this study, end-users may justify the implementation of SIT by indicating that 

they had to meet the key performance target of the department, and may also state that if they 

had not done so they would not have been able to achieve the targets they have achieved 

(Behrens, 2009; Dimmler, 2013; Silic & Back, 2014). 

3.3. The justification for the choice of theory  

 

The Neutralisation theory is ideal for assessing the justifications for SIT. The theory holds the 

view that law-breaking individuals use different techniques of Neutralisation to justify their 

behaviour in an effort to minimise the feeling of guilt and shame. While the theory was 

originally developed in the field of criminology to assess the behaviour of criminals, recent 

studies have applied it to assess IS-related topics such as online consumer misbehaviour 

(Harris & Dumas, 2009), information systems’ security policy violations (Barlow et al., 

2013), and  justification of SIT. Table 3.2. Shows earlier studies that applied the Neutralisation 

Theory to explore Justification of SIT. 
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Table 3.2:  Studies which applied the Neutralisation theory to explore Shadow IT 

Title Key findings Author(s) 
Justifying Shadow IT 

Usage 

Researchers used the Neutralisation 

Theory to develop a research model for 

evaluating the factor that might influence 

the creation of SIT. The study indicated 

that denial of necessity, denial of injury 

and condemnation of the condemner 

Neutralisation techniques might influence 

the creation of SIT in a company.  

Haag and Eckhardt 

(2015) 

A new perspective on 

Neutralisation and 

deterrence: Predicting 

Shadow IT usage 

The findings from the study highlighted 

that Neutralisation technique which could 

predict the intention of end users 

implementing SIT.  

Silic et al. (2017) 

The Acceptance of 

justifications among 

Shadow IT Users and 

Nonusers – An 

Empirical Analysis 

The study investigated the usage patterns 

of “Shadow IT users” versus “Shadow IT 

non-users”. The findings indicate that SIT 

non-users will only be convinced to 

accept SIT solutions if they believe that it 

would be beneficial to use SIT solutions.  

Haag et al., (2018) 

 

In the context of this study, Neutralisation Theory looks at evaluating Neutralisation 

techniques used by end-users (functional departments) to justify the implementation of SIT 

in a company. 

 

Moreover, there are only a few studies that have used the Neutralisation Theory to explore 

the concept of SIT. To the best of the researcher’s knowledge, the studies that used the 

Neutralisation Theory did not use a qualitative approach, but rather a quantitative approach 

to collect and analyse data. Qualitative studies are however essential because they provide 

details that cannot easily be captured by surveys and other quantitative methods (Boyce & 

Neale, 2006). This study aims to close that gap by collecting and analysing data using 

qualitative methods. 

3.4. Research propositions 
 

Neutralisation theory identified five techniques used to justify criminal behaviour: (i) denial 

of responsibility, (ii) denial of injury, (iii) denial of victim, (iv) condemnation of condemners, 

and (v) appeal to higher loyalties (Sykes & Matza, 1957). Based on the literature review, the 

researcher made propositions listed in Table 3.3: 

Table 3.3: Summary of propositions 

Proposition  Technique Evidence  
1 Denial of responsibility Employees may use the “Denial of Responsibility” 

Neutralisation technique to justify the implementation of SIT. 

Denial of responsibility manifests itself when the respondents 

blame others for their deviant action (Sykes & Matza, 1957). 
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2 Denial of injury Employees may use the “Denial of Injury” Neutralisation 

technique to justify the implementation of SIT. Denial of 

injury manifests itself when the respondents indicate their 

criminal activity was harmless and did not cause any 

destruction (Sykes & Matza, 1957).  

3 Denial of the victim Employees may use the “Denial of the Victim” Neutralisation 

technique to justify the implementation of SIT. Denial of the 

victim is evident if respondents indicate that the victim 

deserved the immoral behaviour implemented against them 

(Sykes & Matza, 1957). 

4 Condemnation of the 

condemners 

Employees may use the “Condemnation of the Condemners” 

Neutralisation technique to justify the implementation of SIT. 

Condemnation of the condemners is evident if the 

respondents fail to take responsibility for their crimes, but 

instead indicate that the people condemning the deviant 

behaviour are hypocrites (Sykes & Matza, 1957). 

5 Appeal to higher 

loyalties 

Employees may use the “Appeal to Higher Loyalties” 

Neutralisation technique to justify the implementation of SIT. 

Appeal to higher loyalties is evident if the respondent 

believes that the crime was committed to benefit others 

(Sykes & Matza, 1957). 

 

3.5. Summary of chapter 

 

This chapter discussed the theoretical background of the study. Neutralisation Theory was 

selected as an appropriate theory for this study because it is in line with the study objective, 

which is to evaluate justifications used by end-users (functional departments) who have 

implemented SIT in a company. While the Neutralisation Theory originates from the field of 

criminology, it has gained wider acceptance in the field of IS – and scholars have used it to 

explore IS topics. The chapter gave some background on the Neutralisation Theory, explained 

Neutralisation techniques, gave justification for the choice of theory, and closed with a 

discussion of the application of the Neutralisation Theory in IS research. 
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4.  Research Methodology 

 

This chapter presents a brief background of the research methodology. Next, it justifies the 

sampling strategy and sampling technique used in the study. The chapter presents the data-

collection technique and data-analysis methods. Finally, the chapter presents issues of 

reliability and validity related to this study – as well as research access and research ethics 

4.1. Research paradigm 

 

A paradigm or worldview is an assumption made by an individual about a particular 

phenomenon (Tien, 2009). In research,  I influence the way in which knowledge is created 

(Bhattacherjee, 2012; Tien, 2009). The two common research paradigms in IS are positivism 

and constructivism (interpretivist). Their ontological and epistemological stances characterise 

these paradigms. 

 

Ontology is the researcher’s perception of reality and how it exists  (Krauss & Putra, 2005; 

Rehman, 2016). The positivists believe that knowledge is already available and is produced 

when the researcher is objective and independent from the social context (Tien, 2009). On the 

other hand, interpretivists believe that reality does not exist, to understand the social 

phenomenon the researcher has to interact with respondents (Klein & Myers, 1999). 

 

Epistemology is the researcher’s perception of knowledge discovery. These perceptions are 

influenced by the ontological stance adopted by a researcher. The positivist’s researchers 

believe in independence and objectivity. Thus, when conducting a study, a researcher remains 

objective and detach from the social actors  (Bhattacherjee, 2012; Rehman, 2016). On the 

other hand, the constructivists believe that knowledge cannot be created if the researcher is 

independent of the social actors, and therefore mixing with the respondents enables the 

researcher to attain a deeper insight of the context of the subject studied (Klein & Myers, 

1999; Tien, 2009). 

 

The primary objective of this research was to assess the justifications used by end-users who 

bypass IT policies and procedures to implement SIT solutions. The researcher adopted the 

interpretivist research paradigm to gain a deeper understanding of the concept of SIT.  
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4.2. Research strategy 

 

While there are many research strategies, this study adopted the case-study approach to 

examine the concept of SIT. Merriam (2002) defined a case study as “…an intensive 

description and analysis of a phenomenon or social unit such as an individual, group, 

institution, or community” (p. 8). The case-study research strategy was suitable for this study 

because this research examined the concept of SIT, which is exploratory and also asked the 

“how?” and “why?” questions (Yin, 2009).  

 

There are different types of case-study research strategies case study can be either a single 

case or multiple cases. A single case is suitable if there is only one instance of the phenomenon 

and multiple cases are suitable when there is a possibility of replication of the scenarios 

(Zainal, 2007). The primary concern for the case-study research approach is the generalisation 

of the results. For a single case study, it could be difficult since the phenomenon cannot be 

replicated.  However, the researcher might triangulate the findings with existing studies. On 

the other hand, multiple case studies might be advantageous, because the researchers might 

be able to generalise their conclusions. This study adopted the single case-study research 

approach to examine the concept of SIT within the real-world context (EPZA) (Merriam, 

2002; Yin, 2009). 

4.3.  Sampling strategy 

 

Selecting a sample that can be generalised to the entire population is an essential step of the 

research project (Marshall, 1996). Samples are necessary because it could be impractical or 

inefficient to study the entire population (Marshall, 1996; Saunders et al., 2009). Some of the 

constraints that prevent the researcher from studying the entire population are related to the 

availability of resources such as money and time (Saunders et al., 2009). Figure 4.1 illustrates 

the sampling process. This process involves three stages – identification of the population, 

selecting a sampling frame, and determining the sample (Bhattacherjee, 2012). 

 

The target population (unit of observation) could be a person or group that the researcher 

would like to make inferences about (Bhattacherjee, 2012). The researcher determined the 

unit of analysis by answering the following questions: “do I want to “analyse” the individual? 

Do I want to “analyse” a program? Do I want to “analyse” the process? Do I want to 
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“analyse” the difference between organisations? ” (Baxter & Jack, 2008, p. 545). The 

research question and the unit of analysis considered in this research are as follows: 

Research question 

How do functional departments (end-users) justify the implementation of Shadow IT 

solutions? 

Unit of analysis 

The researcher interviewed employees from different functional departments to assess 

if they have used the Neutralisation techniques to justify the implementation of SIT. 

The choice of the sampling frame was based on two factors: 

1. The availability of respondents to conduct the interview. 

2. The respondents who are a subject matter expert on the topic investigated 

(Bhattacherjee, 2012).  

Figure 4.1: The sampling process 

 

The sampling frame for this study comprised of employees from different business units – as 

well as the managers from the IT department. The last step was to determine the sample of 

the study. There are two types of sampling techniques: probability and non-probability 

(Bhattacherjee, 2012; Saunders et al., 2009). Probability sampling or (representative 

sampling) indicates that every case or element in a population might be selected to form part 

of the sample. Usually, probability samples are associated with the survey data-collection 

technique (Saunders et al., 2009). There are different types of probability samples such as 



Justifications for the Implementation of Shadow IT Solutions by Functional Departments in an Organisation 

 

28 | P a g e  

simple random sampling, systematic sampling, stratified sampling, and cluster sampling 

(Bhattacherjee, 2012). 

On the other hand, non-probability samples indicate that some of the units in the population 

might not be considered as part of the sample. In this case, the respondents might be selected 

based on their knowledge of a particular subject area (Bhattacherjee, 2012). Some examples 

of non-probability sampling are convenience sampling, quota sampling, snowball sampling, 

and purposeful sampling (Bhattacherjee, 2012).  

 

The study adopted purposive sampling and snowball sampling. The purposeful sampling 

technique was suitable because the researcher was unaware of the exact number of SIT 

instances available in the company, as well as the employees who were involved with the 

implementation of SIT (Bhattacherjee, 2012). To identify the SIT instances and the key 

stakeholders involved in the implementation SIT solutions, the snowball sampling strategy 

was used. The snowball technique involves making contact with cases in the population who 

will make necessary recommendations to another member of the population (Saunders et al., 

2009; Shakir, 2002). The snowball sampling strategy was useful because the researcher could 

get a subject matter expert who was involved with the implementation of SIT based on the 

referral from earlier respondents. Table 4.1 lists respondents who took part in the study: 

Table 4.1: Respondents’ profile 

Respondent ID  Respondent Role Department 

ISR1 Solution Specialist  IS Department 

ISR2 Solution Analyst IS Department 

ISR3 Solution Analyst IS Department 

ISR4 Change Manager IS Department 

ISR5 IT Manager IS Department 

BUR1 Key Accounts Team Leader Retail Department 

BUR2 Finance Manager Finance Department 

BUR3 IT Audit Manager Audit Department 

BUR4 IT Auditor Auditing Department 

BUR5 Procurement Specialist Procurement Department 

BUR6 Procurement Manager Procurement Department 

BUR7 Procurement Analyst Procurement Department 

BUR8 Project Specialist Sales and Marketing Department 

 

Thirteen respondents were interviewed for this study. The sample comprises employees from 

the IT department – as well as employees from other functional departments such as finance, 

internal auditing, procurement and sales and marketing.  
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The size of the sample is based on Guest et al. (2006), who indicated that for a qualitative 

study, a saturation point is achieved if a researcher interviews at least 12 respondents as 

representing a homogeneous sample. However, if the saturation point is not met after 12 

respondents are interviewed, the researcher will continue collecting the data until the 

saturation point is met (Marshall, 1996).  

4.4. Time-frame 

 

Researchers can choose to complete their studies within different time-frames depending on 

the scope and availability of resources for the study (Saunders et al., 2009). The research time-

frame is not dependent on the research strategy selected by the researcher. There are types of 

research time frames – such as cross-sectional and longitudinal. A longitudinal study is 

conducted over a period, during which time the researcher can study a phenomenon and see 

how it changes over a period (Saunders et al., 2009). On the other hand, a cross-sectional 

study is conducted at a specific period, and the study only captures a snapshot of a particular 

phenomenon during a specific period. Cross-sectional studies are helpful, especially if the 

researcher has a limited amount of time to complete the study (Saunders et al., 2009). Due to 

the limited amount of time available to complete this thesis, the researcher selected the cross-

sectional time-frame. 

4.5. Data collection techniques 

 

The study adopted two techniques – documentation analysis and semi-structured interviews. 

The combination of these data-collection techniques improved the strength of the research 

finding, by enabling the researcher to gain a deeper understanding of the concept of SIT (Dubé 

& Paré, 2003). 

4.5.1. Semi-structured interviews 

Interviews can be unstructured, semi-structured and highly structured. Structured interviews 

involve researchers preparing the interview questions well ahead of time; the questions may 

not be changed during the interview (Merriam, 2002). Unstructured interviews involve not 

preparing the questions before the interview – but using the research area or topic of interest 

to ask and probe for more answers (Merriam, 2002). Semi-structured interviews involve the 

researcher preparing a list of questions before the interview; however, during the interview, 

the participant’s responses may prompt the interviewer to probe further to gain deeper insight 

into a phenomenon (Merriam, 2002). This study employed the semi-structured interview 
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technique to analyse the availability of SIT policy and justifications for SIT by functional 

departments in a company. 

 

The advantage of interviews is that they provide detailed information that cannot be easily 

captured by the surveys (Boyce & Neale, 2006). However, interviews have some 

disadvantages such as bias, time-intensive, poor interviewing skills, and a lack of 

generalisation (Boyce & Neale, 2006). To mitigate these issues, the researcher considered the 

following suggestions by Boyce and Neale (2006): 

 The researcher identified a list of stakeholders to be interviewed ahead of time. 

 Research instruments such as the interview protocol were used during the 

interview process (see Appendix A). 

 The researcher took notes during the interview and audiotaped each interview.  

 Immediately after the interview was complete, the researcher began the 

transcription process. 

4.5.2. Document analysis 

Documentary data were used as secondary data. Documentation is essential to gain a deeper 

insight of the concept being studied (Merriam, 2002). The researcher collected supporting 

documents such as policy documents and emails, which aided with understanding the context 

of SIT in EPZA. Through documentation, the researcher could triangulate the findings of the 

primary data collected (Saunders et al., 2009).  

 

During data collection, the researcher followed three fundamental principles: triangulation, 

case-study database and chain of evidence (Rowley, 2002). The data collected from multiple 

sources such as policies and semi-structured interviews were compared against each other to 

substantiate the findings (Rowley, 2002). To improve the transparency and reliability of the 

study, the researcher documented and safely kept all the interview transcripts and any other 

field notes (Rowley, 2002). 

4.5.3. Research instrument  

The researcher used semi-structured interviews as a primary research instrument for collecting 

data in this study.  The interview questions (Appendix B) were crafted with the aim of eliciting 

data relating the five techniques of Neutralization from the Neutralization theory which are 

the denial of responsibility, denial of injury, denial of victim, condemnation of condemners 

and appeal to higher loyalties. The interview document had six sections, the first of the 
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interview section collected data relating to the respondent job title, level of experience on the 

role and the details of the policy for SIT at EPZA. The second section of the interview sheet 

consisted of questions relating to the Neutralization techniques. 

 

A pilot study was conducted in preparation for the complete study (van Teijlingen & Hundley, 

1998). Two employees from the IT department at EPZA were interviewed.  The feedback 

received from the respondents assisted with refining the interview questions and assessing the 

effectiveness of recruiting the respondents to participate in the study (van Teijlingen & 

Hundley, 1998).  

4.6. Data analysis 

 

The study adopted the thematic analysis approach. Thematic analysis is “… a method for 

identifying, analysing, and reporting patterns (themes) within data” (Braun & Clarke, 

2006,p6). Through thematic analysis, the researcher could describe the data in detail. The 

researcher used Microsoft excel to code , organise, and analyse the data thematically (Bree & 

Gallagher, 2016). Figure 4.2. Illustrates the phases of Thematic Analysis. 

Figure 4.2: Phases of thematic analysis (Braun & Clarke, 2006). 
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1. The researcher transcribed all the interviews and also familiarised himself with the data; 

during this stage, the researcher immersed himself in the data to gain an in-depth 

understanding and meaning of the data (Braun & Clarke, 2006). The researcher 

achieved that by listening to the audio recordings and reading the interview transcripts 

several times. Data analysis began soon after the first interview was completed – which 

allowed the researcher to make the necessary adjustments and to improve on the 

subsequent interviews (Merriam, 2002). 

2. The researcher documented the codes. The researcher created the codes by reading the 

transcripts; these codes represent the interesting themes identified from the interviews 

(Braun & Clarke, 2006). The researcher worked systematically through the transcripts 

to make sure that no data items were missed.  

3. The researcher began to search for themes (Braun & Clarke, 2006), went through the 

long list of codes derived from phase 2, and begin sorting them and constructing a theme 

for each group of codes. 

4. The themes were reviewed and refined (Braun & Clarke, 2006). If the themes were too 

vague and there was not enough data to support them, the researcher revised them and 

broke them into sub-themes.  

5. The research defined all the themes and explained the characteristics of data captured 

(Braun & Clarke, 2006). 

6. The researcher began the write-up process. 

4.7. Research validity and reliability 

 

4.7.1.  Reliability 

Reliability measures the consistency of the data collected for a study (Bhattacherjee, 2012). 

The consistency of the research refers to the ability of the study to yield similar results if it 

was conducted on a different occasion. Three issues were taken into account by the researcher 

to avoid threats to reliability – participant error, participant bias, and the researcher’s error 

(Saunders et al., 2009): 

 

Participant error - To mitigate this issue, the researcher scheduled interview sessions at the 

time convenient for participants. The research considered factors such as day of the week, 

time of the day, and time when they were less occupied. 
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Participant bias – To mitigate participant bias, the researcher conducted one-on-one 

interviews in a meeting room away from all forms of distraction. The respondents were made 

aware that all information – including participant names – will be treated confidentially. 

 

Researcher error – The interview questions were structured, and the researcher asked the 

questions in a consistent manner. 

 

4.7.2.  Validity 

There are two types of validity – internal and external (Saunders et al., 2009). Internal validity 

measures whether the study is measuring what it was supposed to measure (Bhattacherjee, 

2012). The issues relating to the design of the research mostly affect internal validity. Some 

of the internal validity issues include the size of the population, history, and time taken to 

complete the study (Saunders et al., 2009). On the other hand, external validity is concerned 

about the extent to which the study could be generalised to the entire population 

(Bhattacherjee, 2012).  

4.8. Research access and ethics 

 

4.8.1.  Access and permission  

Academic research may involve invading the company’s or respondents’ privacy, and 

therefore obtaining the necessary permission is essential (Stake, 1995). Before the 

commencement of data collection, the researcher understood the roles of the departments. The 

familiarisation process included understanding the organisational structure and the different 

top managers within each department. Existing contacts within the departments were used to 

ensure that entry to the organisation was easy (Saunders et al., 2009). Also, a formal email 

stating the purpose and the type of access required was sent to relevant stakeholders. 

Permission to conduct this study was authorised by the project sponsor EPZA and a formal 

letter detailing acceptance of the study was drafted and signed by the CIO of EPZA (See 

Appendix E). 

4.8.2.  Research ethics  

Ethics is defined as “… the appropriateness of your behaviour in relation to the rights of those 

who become the subject of your work or are affected by it” (Saunders et al., 2009, p. 183). 

The issue of privacy is essential, and the details of respondents, including their names and the 

names of the company, were kept confidential. The researcher also assured anonymity and 
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confidentiality to the respondents, and an email was sent to the respondents before the 

interview (see Appendix C). Data collection did not commence until the ethics approval 

certificate was obtained from the University of Cape Town. 

4.9. Summary of chapter 

 

This chapter began with a brief description of the philosophical considerations; the researcher 

adopted the interpretivist research approach. The researcher considered a case study to be an 

appropriate research strategy for understanding the concept of justification of SIT by 

functional departments within a company. The study used a purposeful sampling strategy and 

the snowball sampling technique, because the number of cases and respondents was not 

known – they were discovered in the field during data collection. The time-frame selected 

was cross-sectional due to the time limit in terms of completing the study. Data collection and 

analysis techniques were interviews, documentation, and thematic analysis – because they 

enabled the researcher to conduct an in-depth exploration of the phenomenon of SIT. Finally, 

the reliability and validity of the study – as well as the research access and ethics – were 

discussed. 
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5.  Case description 

 

This chapter describes the company chosen for this study (EPZA). The chapter outlines the 

SIT policy and historical background of SIT at EPZA and how the company attempted to deal 

with such implementations.  

5.1.  Description of the organisation 

 

The research was conducted in a multinational petroleum company based in Cape Town, 

South Africa; for ethical reasons, the organisation is anonymised as EPZA. EPZA specialises 

in manufacturing and refining downstream petroleum products. The company has a presence 

in over 18 countries and ships petroleum products to more than 30 countries worldwide. EPZA 

employs more than 3000 employees across the primary and support activities of the value 

chain.  

The primary activities of the value chain comprise of sourcing and manufacturing products, 

storage and distribution of products to the customers and marketing the products to the 

customers. The support service enables the primary activities (the business) to deliver quality 

services to customers, and comprise of the following departments: Finance, Human 

Resources, Legal and Corporate. Figure 5.1 illustrates the value chain for EPZA. 

Figure 5.1: EPZA value chain 
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The Finance department is one of the largest support department at EPZA, and it aims to meet 

the needs of the business by performing activities relating to treasury, taxation, credit 

management, accounting and IT. The finance department consists of eight functional 

departments namely, Accounting department, Treasury Department, Risk department, Credit 

department, Tax department, Procurement department, IT department, and Document and 

knowledge management department. 

5.2. The IT department at EPZA 
 

EPZA has an in-house IT department that functions as an enabler for the company to meet 

strategic objectives. The focus of the IT department at EPZA is to understand the needs of the 

functional departments and to deliver cost-effective IT solutions to meet departmental and 

organisational strategic objectives. The IT department consists of the following teams; SAP 

Core Applications, End-user computing, Information Security, and Architecture and 

governance team. 

o SAP core applications (SCA) – The SCA team is the largest within the IT department and 

concentrates on three main areas: Finance, Logistics and Cross Applications. The Finance 

area focus on the following SAP modules: Finance, Controlling, Treasury, Project 

portfolio management, Finance supply chain, Real estate, and Transhipping. The Logistics 

area focuses on the following:  Sales and Distribution, Material Management, Plant 

Maintenance, Production Planning, Quality Management, IS-Retail, and IS-OIL. The 

Cross Application area focuses on the following: SAP ABAP Development, Solution 

Manager and Fiori Development.  Each SAP modules consist of functional consultants 

and developers responsible for eliciting the requirements from the functional departments, 

designing the solutions, implementing solutions through SAP development or system 

configuration, testing, and post-delivery maintenance. Figure 5.2 illustrates a list of SAP 

modules supported at EPZA. 
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o End-user computing (EUC) – The EUC team focuses on two main areas, Application 

Development (.Net development) and End-user training. The Application development 

team is responsible for the development of software applications, licencing and upgrading 

all Microsoft products used across the company such as office package applications. The 

end–user training team develops training manuals and train users from the different 

functional department on all applications developed by the IT department, SAP and.Net 

applications. 

o Information security team– The Information security team, ensures that information 

across all applications supported by the IT department is preserved through safeguarding 

confidentiality, integrity and availability of information. The information security team 

consist of IT security consultants responsible for developing IT controls and to grant 

authorisation to end-users with the aim of safeguarding and protecting the company’s 

assets. 

o Architecture and governance – The Architecture and governance is responsible for 

reviewing all technology solutions and provides the conceptual and technical architecture 

which aligns with the EPZA’s strategies. It also promotes reusing of common applications 

to ensure that the software portfolio is simplified and validates the technology solutions 

that support the functional departments 

Figure 5.2: SAP modules at EPZA 

 

 

In the organisational structure, the IT department falls under the Finance Department from 

which it receives most of the operational budget. The budget is allocated so that the IT 

department can maintain and support the existing legacy applications – and also create IT 

services for functional departments across the company. Due to budget constraints, usually, 

the IT department is not able to meet the demands of the functional departments. In addition, 

to budget constraints, the IT department at EPZA experienced many challenges, and they are 

listed in Table 5.1. 
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Table 5.1: Challenges experienced by the IT department at EPZA 

Challenge Comment  
Poor communication - The IT department 

at EPZA operates in silos. Several factors 

contribute to the existence of silos such as 

poor communication between different 

teams within the IT department, 

communication between the management 

and employees at an operational level. 

“We don’t know what the function of our IT division is - if 

you got an internal division in IT as the business you expect 

to get everything that you require from that division. So, 

maybe if they -  if it does not make any business sense then 

maybe the business can be told what the reason is then we 

can understand and have a more productive relationship 

with our IT division.”- [BUR2]. 

 

“The managers will tend to say yes we can do it, but 

eventually when it hits the ground with the developers, it is 

a bit of a stumbling block to say they cannot do it” – 

[BUR1]. 

 

“To have architects that do not know the system end to end 

and that does not know integration makes it very difficult – 

because business runs to them for a solution. They can sign 

the solution, and they do not bother comm... I will not say 

always, but they do not normally contact the consultants. 

They would try to build up their own solutions and just fish 

for little bits and pieces but eventually they might have been 

a solution that the consultant could have put ahead and then 

architect went and said – ok really there is a third-party 

system out there – Which is incorrect because first of all you 

can only go third-party if your baseline is correct” – [ISR1]. 

 

IT is too slow - IT department is to slow to 

deliver solutions to the functional 

departments due to red tape.  

“Is just in IS, there is too much red tape. We are short-

staffed, there is too much complaining, we don’t have the 

staff, and we don’t have the capacity to do this. So the 

business, a lot of the time, has to seek third-party solutions” 

– [BUR8]. 

 

“It (the process for requesting a new development) is very 

tedious, it is a long process. We do understand I mean they 

have to plan and make sure that all the resources are 

properly utilised, but it does sometime impact the way the 

business operating” – [BUR2] 

 

Lack of capacity to deliver IT services- the 

IT department at EPZA lacks the capacity 

(shortage of staff) to manage the demand 

from the functional department.  

“The challenge now was full potential to say now depending 

on how quickly you want the solution if you have to have it 

now you would have to go to the external vendor or if you 

can wait till November then she would then be able to help. 

So, I suppose it just depends on the available resources 

internally” – [BUR3]. 

 

“… We don’t have the staff, we don’t have the capacity to 

do this – so the business, a lot of the time, has to seek for 

third-party solutions.” – [BUR8]. 
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5.3. Shadow IT at EPZA  

 

Most functional departments at EPZA do not inform the IT Department prior to the 

implementation of unsanctioned IT solutions. In most cases, the IT Department is only aware 

of a SIT when a functional department requires to integrate their software with existing 

sanctioned software such as SAP, or when they needed to upgrade their software. The 

following statements demonstrate the presence of SIT at EPZA.  

“So basically, we (the functional department) just did research the guys came through and did 

a pilot for the tool, we did one file I think, we piloted one audit file and then we bought the tool” 

– [BUR3]. 

“…we (the functional department) do implement applications without going through the 

architecture process.  There is no way really for EPZA to pick up if the third-party application 

has been implemented and has not gone through the architecture process” – [BUR4]. 

In instances were a SIT solution has to be integrated with existing sanctioned software, it has 

to go through the formal IT architecture review process, and, depending on the outcome of 

the architecture review, the IT department may agree or refuse to implement the software 

application. One respondent made an example of a SIT solution which was not implemented 

because of security risks and stated that: 

“We (the functional department) purely focused on what we needed without necessarily keeping 

the potential risks in mind. So, we had the vendor that provided us with the tool that we wanted 

and then only when we hit the implementation stage then the guys from IS, …wanted a 

conversation with the vendor to get an understanding of how the tool extract EPZA's information 

and how does it interact and who's got access to that information...they decided that no, security 

is too high - the risk is too high, then we couldn’t implement it…” – [BUR3]. 

 Lack of applications architecture review of an arm’s length application by the IT department 

meant that the software application introduced by the functional department was not assessed 

to determine whether it aligned with the company’s policies and standards – and the company 

lost money due to increased duplicate IT solutions across the company.  

“…we gave them the redesign document, but at the stage, EPZA had already paid R 3 million 

for the other software. So the slid it under the table just before we closed the IS gap. We basically 

got excluded from all meeting after that - after we have told them that they have to redesign.” – 

[ISR1]. 

 “If it’s bought already then they would have to go through an architecture review. So, they 

would be an architecture review in hindsight as to they have bought this thing, they have spent 
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the money there is nothing we can do about it – we can educate them that they don’t do it 

again…” – [ISR4] 

To express concerns around the issues of relating to the implementation of SIT, the CIO sent 

an email to different stakeholders in the company outlining the impact of SIT on the 

productivity and profitability of the company. The CIO informed the stakeholders about the 

policy introduced to clean up duplicate IT solutions in the company:  

 “The policy aims to reduce/remove any duplicate and inefficient IT-related activities and costs 

across divisions and the affiliates, and thereby contributes to the full potential battlefields of 

‘drive down cost to serve’ and ‘optimise across the value chain’” – [Source: email from CIO].  

5.4. Summary of chapter 

 

This chapter introduced the company chosen for the study. The chapter began by explaining 

the organisational structure and outlined the different departments within the company’s value 

chain and the core business performed by the company. Furthermore, the chapter explained 

the role of the IT department at EPZA. Finally, the chapter outlined the instances of SIT 

solutions at EPZA and the implications for the profitability of the company. 
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6.  Findings 

 

This chapter presents the research findings gathered from the analyses of interviews and 

documents. Themes found in the literature are presented and backed up with the actual 

responses from the interviews and documentation (IT policy). To begin with, the chapter 

identifies the availability of IT policy or IT control to manage or to prevent the implementation 

of SIT by functional departments at EPZA. Then the chapter classifies the Neutralisation 

techniques used by end-users to justify the implementation of SIT at EPZA. Finally, the 

chapter highlights the emerging concepts from this study. 

6.1.  IT controls for Shadow IT at EPZA 

 

To establish whether there is a policy for managing SIT solutions at EPZA, the respondents 

were asked to indicate whether the organisation had an IT policy that prevents end-users from 

implementing unsanctioned software from third-party vendors. Most respondents were 

unaware of the policy. One of the respondents stated that: 

“I haven't heard of a policy that says thou shall not implement (SIT)” – [BUR3]. 

Some respondents mentioned that there was a policy used by the IT department to manage 

new software implementations across the company. However, they felt the policy does not 

prevent them from implementing their own software applications. The policy they were 

referring to was the Application Management Element (AME) policy.  

“It is allowed. The proposal is that it goes through the architecture and governance process and 

the service acceptance process. So, there is a policy which states that you get arms-length 

applications, partnership applications, and the third one is [an] IT-owned type of application.” 

– [BUR4]. 

The AME policy was established to manage the process of implementing new IT solutions at 

EPZA. The policy outlines the responsibilities of the IT department and the functional 

departments when implementing a new software application. This policy focuses on topics 

such as software budget allocation, software licence management, maintenance and support, 

software support, information security, end-user training, software testing, application 

capacity management, data governance, IT service continuity, and backup and recovery.  

 

The AME policy offers functional departments three options through which they can 

implement IT solutions – dedicated, partnership and arms-length. In the dedicated option, the 
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IT department is responsible for the implementation and support of the software. Partnership 

software applications are managed by both the IT department and the functional department 

– which means that the IT Department and a functional department agree to share 

responsibilities relating to the topics stated in the AME policy. However, in the arms-length 

option, the functional department takes full responsibility for the software application; it is 

responsible for implementing and supporting it. While the arms-length option allows the 

functional department to implement IT solutions without assistance from the IT department, 

the policy states that the functional department has a responsibility for “ensuring that the 

Information Services Department has a line of sight of all applications used by the Business” 

[AME Policy, p. 6]. Table 5.1. Summarises the application management policy used at 

EPZA: 

Table 6.1: Summary of the Application Management Elements policy at EPZA  

Mode IT Department responsible Functional Department Responsible 
Dedicated  Facilitating communication with 

external vendors regarding 

software licenses. 

 Ensuring that the eternal vendor 

delivers the software, as 

stipulated in the contract. 

 Installation and integrating the 

third-party software to the 

existing landscape. 

 Managing the software 

development lifecycle such as 

designing, development and 

implementing the software 

applications. 

 Ensuring that confidentiality, 

integrity and availability are 

maintained at all times.  

 Developing and providing 

ongoing support for the software 

implemented. 

 Documenting the test case/test 

scripts and ensuring that all test 

scenarios are covered prior to 

implementation of the software. 

 Documenting policies for 

mitigating IT security risks and 

setting the strategy according to 

the company’s strategy. 

 Alignment between the IT and 

business units, in terms of the 

security plans and business 

continuity plans. 

 Not applicable 

Partnership  The IT department, in 

partnership with a business unit, 

are responsible for the licensing 

cost of the software and full 

support of the software. 

 The business unit is responsible 

for first-line support of the 

software  
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 The IS department is responsible 

for offering the necessary 

infrastructure and for installing 

the software. 

 

 The business units are 

responsible for building and 

implementing the software. 

 The business unit is responsible 

for managing all security-related 

issues 

 The business unit is responsible 

for end-user training. 

 The business unit in consultation 

with the IS department consults 

the external vendor in terms of 

obtaining licensing costs. 

 The business unit is responsible 

for renewing the contract with 

the external vendor and for 

managing all contractual 

obligations. 

 The business unit is responsible 

for configuring the systems 

obtained from the external 

vendor or for seeking assistance 

from the external vendors  

 

Arms-Length  Not applicable  Software licensing costs. 

 Software license management.  

 Engaging with vendors in terms 

of maintenance and support of 

the software. 

 Technical and functional support 

of the software. 

 Building, implementing and 

installation of the software.  

 Protection of information and 

securing the systems from 

external threats. 

 Testing the software (unit test, 

integration testing and user 

acceptance testing). 

 Notifying the IS department 

when planning to introduce a 

new software application/the IS 

department assesses the 

application for potential risks 

and compatibility with the 

existing landscape. 

 

Some respondents felt the AME policy gave the functional department too many 

responsibilities in terms of implementing the software and that there was less support from 

the IT department – especially if the functional department chose the partnership or arms-

length option. One of the respondents stated that: 
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“I think our biggest risk sits between the arms-length and partnership applications because you 

are giving the business a huge responsibility from a governance perspective and the business is 

not necessarily as technically savvy to ensure compliance to the governance.” – [BUR4] 

In addition, one respondent mentioned that the reason end-user bypass the IT department 

especially with the arms-length application is because there is no formal guideline in the AME 

policy. The respondent made the following comments regarding the arms-length applications: 

“…I think that on its own it’s an indication that the business can be exposed because it’s not 

clear as to what are the difference like the steps that need to be followed” –  [BUR3] 

6.2. Neutralisation techniques  

 

Neutralisation techniques allow the delinquents to justify their deviant behaviour by using 

phrases that make the situation morally acceptable – with the main objective of protecting 

their self-image and minimising the feeling of guilt and shame (Sykes & Matza, 1957). The 

primary objective of this study was to identify whether end-users at EPZA used Neutralisation 

techniques to justify the implementation of SIT. Analysis of interview transcripts revealed 

that end-users use Neutralisation techniques to justify the implementation of SIT. While there 

are many Neutralisation techniques in the literature, the three Neutralisation techniques 

identified in this study were: denial of responsibility, denial of injury, and appeal to higher 

loyalties. 

 

The Neutralisation Theory is grounded on the assumption that individuals who break the law 

feel guilt and shame in relation to the crimes they have committed. In this study, however, 

only few instances of individuals expressing guilt and shame were evident. For instance, one 

respondent said that: 

“You are IS – you have heard that we are doing this. Yes, we didn’t go through the right 

channels and you don’t even ask enough questions to see if there is anything you can do or to 

improve…yes, probably when the business implemented the solution they should have started 

there – but nevertheless it is done” –  [BUR8]. 

This statement indicates that the end-users are aware that they did not follow the correct 

process when implementing a SIT solution. However, they continued to defend their actions 

to minimise the guilt and shame. An example which indicates that business is aware of the IT 

process was evident when the one respondents made the following statement: 
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 “We have to do it (implement 3rd party solution) in consultation with our IS division. We 

cannot just – business units cannot go by themselves and seek third-party vendor without our 

internal IT division” – [BUR2]. 

Table 6.2: Summary of the Neutralization techniques 

Neutralization Technique List of sample response  
Denial of responsibility  “So, I suppose it just depends on the available resources 

internally and then also – well I suppose the resources will 

affect the timing how quickly can you get it done. Cause then 

if you don't have sufficient people to do it as quickly as you 

want it to you either then go outside or you wait” – [BUR3]. 

 

Denial of Injury “I also believe that you need to understand the criticality or 

the context of the problem or the issue, because if it stops 

business from operating then you need to be able to come up 

with a solution pretty fast, and sometimes the solution that it 

works 80% or 50% is ok. However, once that solution is 

implemented you need to then sit back and say ok – let’s now 

formally do something to resolve the issue” – [BUR4]. 

 

Appeal to higher loyalties “They needed a mobile application, and they needed it at a 

specific time and knowing IS/IT you would have to log 

something ...if you are going to follow the business processes 

it’s going to take you a year or even to just get the personnel 

and the people to do that” – [BUR8]. 

 

 

6.2.1. Denial of responsibility 

The most frequently used technique of Neutralisation in this study was denial of 

responsibility. While end-users acknowledge that implementing SIT is wrong, they denied the 

responsibility for implementing IT solutions without informing the IT department – by 

blaming the IT department for not being able to deliver IT solutions on time. For instance, 

one respondent stated that: 

“They needed a mobile application and they needed it at a specific time and knowing IS/IT you 

would have to log something ...if you are going to follow the business processes it’s going to 

take you a year or even to just get the personnel and the people to do that” – [BUR8]. 

However, the AME policy states that all arms-length applications should be formally declared 

to the IT department even though the IT department would not provide support.  

In general, end-users at EPZA are not satisfied with the service they receive from the IT 

department – which could lead to the implementation of SIT. For instance, one respondent 

made the following comment: 

 “I mean it might be just an opinion but we don’t feel that they’ve got the necessary expertise 

which our third-party vendors are having and this is just an opinion, personal opinion. Within 

the company, people tend to stay here for quite a long time. So, it is possible that maybe they 

don’t keep abreast with what is happening out there and hence the difficulty or it might also 
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just be a case of the company does to not have does not see an appetite in investing in a service 

that can be optimally resourceful.” – [BUR2]. 

Another example of denial of responsibility was identified when the end-user indicated that 

the reason they implemented SIT was that the in-house IT department did not have enough 

employees to manage the demand from the functional department: 

“So, I suppose it just depends on the available resources internally and then also – well I 

suppose the resources will affect the timing how quickly can you get it done. Cause then if you 

don't have sufficient people to do it as quickly as you want it to you either then go outside or 

you wait” – [BUR3]. 

For all the scenarios, the IT department was not informed about the IT solutions and only 

found out when the functional department needed to integrate the software with sanctioned 

systems or if they needed assistance with upgrading software. 

6.2.2.  Denial of injury 

Another Neutralisation technique that was identified was denial of injury. While the 

respondents acknowledged the risks of implementing IT solutions without informing the IT 

department, they denied that the IT solutions they implemented could be risky to the company. 

One of the respondents stated that: 

“I also believe that you need to understand the criticality or the context of the problem or the 

issue, because if it stops business from operating then you need to be able to come up with a 

solution pretty fast, and sometimes the solution that it works 80% or 50% is ok. However, once 

that solution is implemented you need to then sit back and say ok – let’s now formally do 

something to resolve the issue” – [BUR4]. 

6.2.3. Appeal to higher loyalties 

Another Neutralisation technique that was identified was ‘appeal to higher loyalties’. This 

was evident when one respondent indicated that they implemented SIT for benefit of the 

greater part of the society (managers). For instance, one respondent stated that: 

“They needed a mobile application, and they needed it at a specific time and knowing IS/IT 

you would have to log something ...if you are going to follow the business processes it’s going 

to take you a year or even to just get the personnel and the people to do that” – [BUR8]. 

 

6.3. Other findings: Risk of Shadow IT  
 

Most respondents highlighted the risks of implementing SIT. Some of the risks mentioned 

during the interviews were lack of business continuity strategy. When some of the respondents 

were asked to comment on whether there is a strategy used to ensure business continuity, it 
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was noted that the functional department did not focus on implementing the continuity 

strategy. This was evident when one of the respondents stated that:  

“Being honest, there is not much strategy. There is someone, a colleague of mine, who once 

worked here and he sort of handed over his projects to me and the only thing that helped me 

was the emails and the documentation that he has. Other than that [laughter] you work your 

own way. You find out what’s happening yourself because handover is not enough” – [BUR8] 

Another risk was that when functional department obtains a SIT solution, all they focus on is 

the functionality and they do not focus on whether the software would be able to integrate 

with the existing sanctioned systems – which in turn delays the delivery of the desired 

solution. One respondent stated that: 

“Let’s take the one scenario that failed - the financial model tool we purely focused on what 

we needed without necessarily keeping the potential risks in mind.” – [BUR3]. 

It also emerged that by not following the correct processes and procedures for implementing 

IT solutions, the company lost money. This was evident when one of the respondents made 

the following comment:  

“Where we gave them the redesign documents but at the stage of that happened EPZA had 

already paid R 3 million for the other software. So, the slid it under the table just before we 

closed the IS gap. We basically got excluded from all meeting after that after we have told 

them that they have to redesign.” – [ISR1] 

6.4. Summary of chapter 

 

The study findings indicate that EPZA faces challenges despite the company having IT policy 

(Application Management Elements) to manage the implementation of new software 

applications. While the AME policy does not prevent the functional department from 

implementing their own IT solutions, functional departments are expected to inform the IT 

department of any IT solution they intend to implement prior to purchasing the software – so 

that IT can perform an architecture review to mitigate the risk. The findings also revealed that 

even though it is a requirement of the IT department that business units inform the IT 

department of all arms-length solutions, they continued to implement them without informing 

the IT Department. The respondents also used some Neutralisation techniques to justify the 

implementation of SIT and highlighted the risks and reasons for implementing SIT solutions. 
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7. Discussion of findings 

 

This chapter provides a discussion of the research findings – with the aim of answering the 

research question and research objectives. The chapter also focuses on the emerging concepts 

identified in the research findings.  

7.1. Summary of the research objectives 

 

The main objective of this study was to assess the Neutralisations techniques used by end-

users to justify the implementation of SIT and to investigate whether the IT department had 

implemented IT policies to prevent the implementation of SIT. The study was conducted in a 

multinational petroleum company – for ethical reasons the organisation was anonymised as 

EPZA. The literature on SIT suggests that end-users use Neutralisation techniques to justify 

the implementation of SIT (Haag & Eckhardt, 2015; Silic et al., 2017). However, the studies 

were based on the quantitative approach and less attention was given to the qualitative 

approach. This study attempted to close the gap by using the qualitative approach. 

7.2. The context of Shadow IT at EPZA 

 

The findings indicate that EPZA faces challenges despite the company having IT policy 

(Application Management Elements) to manage the implementation of new software 

applications. One of the major challenges that EPZA faces is “… duplicate and inefficient IT-

related activities …” [email, CIO] that are spread across the company. As a result, the 

company lost money. The finding concurs with previous studies that indicate that SIT is a 

significant challenge for most organisations and has major financial, legal and security 

implications (Chua et al., 2014; Györy & Cleven, 2012). 

Some of the reasons for end-users bypassing the IT department were based on the previous 

experience with the IT department. Some end-users felt the AME policy gave them too many 

responsibilities to implement and manage IT solutions – even though they do not have the 

necessary ICT skills. This finding differs from previous studies, which indicated that end-

users implement SIT solutions because of improved technical knowledge and accessibility to 

cloud-based solutions (Gozman & Willcocks, 2015; Zimmermann & Rentrop, 2014). In the 

case of EPZA, end-users felt that the circumstances in the company (e.g. lack of capacity from 

the IT department) contributed to them implementing SIT, even though they do not have the 

necessary technical skills to do so. 
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7.3. Revisiting assumptions  
 

In the first chapter, the researcher made assumptions, and in this section, the researcher 

revisits these assumptions. The assumptions made in the first chapter were based on the 

knowledge acquired from reviewing the literature. The assumptions identified in the first 

chapter are discussed considering the research finding of this study. The summary of 

assumptions and findings are listed in table 7.1. 

Table 7.1:  Research assumptions and findings 

Assumptions Findings (Realities) 
There is a policy that prevents functional 

departments from implementing SIT 

solutions. 

This assumption turned out to be partially true. There is no 

policy which prevented functional departments from 

implementing their own IT solutions. However, the policy 

gave functional departments their own IT solutions 

through the arms-length agreement.  

End-users who implemented SIT solutions 

experienced guilt and shame due to bypassing 

IT policy. 

Most respondents did not feel guilt and shame, because 

they believed there was no policy that prevented them 

from implementing their own IT solutions. 

End-users that implemented SIT respected 

teams or departments that follow IT 

department policies. 

The assumption was incorrect. There was no evidence in 

the findings to support this assumption. 

End-users who implemented SIT were able to 

differentiate between people (teams) who can 

be victimised and those who cannot be 

victimised. 

The assumption was correct. The functional department 

blamed the IT department for not delivering IT solutions 

which met their specific needs. 

End-users who implemented SIT had a desire to 

conform to what appeared to be acceptable to 

wider society at EPZA. 

The assumption was correct. End-users implemented SIT 

to meet the needs (KPI) of the managers. 

 

7.3.1. Assumption 1: There is a policy that prevents functional departments from 

implementing SIT solutions. This assumption turned out to be partially true. While the 

respondents indicated there was an IT policy for managing software applications at EPZA, 

the policy did not prevent end-users from implementing their own IT solutions. According to 

the Application Managed Element policy, end-users are encouraged to implement software 

using the arms-length agreement – however, all arms-length software should be declared to 

the IT department so that the IT department can conduct the architecture review. Nevertheless, 

the findings indicated that some end-users were implementing arms-length software without 

informing the IT department at all. 

 

Some of the reasons for the IT department creating a policy that encourages end-users to 

implement their own IT could be linked to shortfalls experienced by the IT department, such 
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as bureaucracy and red tape that delay the delivery of IT services to the business (Behrens, 

2009; Buchwald & Urbach, 2012). Also, in some instances, the IT department does not have 

enough human resources to manage the demand from the functional department. One end-

user stated that” 

 “…if you don't have sufficient people to do it as quickly as you want it to you either then go 

outside or you wait” – [BUR3]. 

 So, to avoid the misalignment between the IT department’s objectives and the functional 

department’s objectives (Györy & Cleven, 2012) , the IT department at EPZA allowed end-

users to implement their own IT solutions – provided they ask the IT department to do the 

architecture review to ensure that the IT solution acquired from the third-party vendor aligns 

with the company’s strategy and security policies. This finding is in line with previous studies 

that indicate that SIT should be accepted because it improves end-user creativity and 

innovation and business performance (Haag & Eckhardt, 2015; Silic & Back, 2014; Tambo 

& Bækgaard, 2013). 

Assumptions 2 through 5 are based on the study by Sykes and Matza (1957), who indicated 

that for an offender to use the Neutralisation technique to justify their behaviour, they should 

meet the following criteria: Firstly, the offenders should demonstrate guilt and shame about 

the crime they have committed. The offender should show respect and admiration toward 

people who abide by the law and who do not commit a crime. The offender should be able to 

differentiate between those who can be victimised and those who cannot be victimised. The 

offender should also have the desire to conform to what seems to be acceptable to wider 

society.  

7.3.2. Assumption 2: End-users who implemented SIT solutions experienced guilt and 

shame due to bypassing IT policy. This assumption is incorrect. The findings indicated that 

end-users did not feel guilty for implementing SIT solutions – because they felt that the policy 

allowed them to implement their own IT solutions. The findings also indicated that end-users 

did not trust the IT department to deliver IT services on time. One of the respondents indicated 

that: 

 “is just in IS there is too much red tape, we are short-staffed there, [there] is too much 

complaining, we don’t have the staff, we don’t have the capacity to do this – so the business a 

lot of the time has to seek third-party solutions” – [BUR8]. 
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This finding is in line with that of previous studies, which suggest that the motivation behind 

the implementation of SIT is lack of trust and satisfaction sanctioned IT systems (Mallmann 

& Maçada, 2016).  

It was also noted that end-users were generally unhappy with the services provided by the IT 

department at EPZA. Some respondents indicated that they felt that the IT department was 

not providing enough software options to choose from. This was evident when one of the 

respondents indicated that:  

“You are tied to one specific partner where you are buying all the technology from, you leave 

yourself open to flexibility to be able to meet a business need, so having one specific big 

business partner, Lumira and SAP as an example” – [BUR5]. 

The dissatisfaction and lack of trust in the IT department contributed to removing the guilt 

and shame from implementing IT solutions. Furthermore, end-users did not see the need to 

inform the IT department about arms-length applications, because they felt that the IT 

department did not provide enough support. This gave the users more responsibility to 

implement and manage the IT solution, even though they do not have the necessary technical 

skills. 

7.3.3. Assumption 3: End-users who implemented SIT respected teams or departments 

that follow IT department policies. This assumption is incorrect. There was no evidence to 

support this finding in this study. 

7.3.4. Assumption 4: End-users who implemented SIT were able to differentiate 

between people (teams) who can be victimised and those who cannot be victimised. This 

assumption is correct. The findings indicate that end-users felt the need to bypass the IT 

department because of poor IT service delivery. This is in line with previous studies, which 

suggested that if end-users are dissatisfied with sanctioned systems, they are most likely to 

implement SIT (Behrens, 2009; Györy & Cleven, 2012; Spierings et al., 2011). Usually, the 

dissatisfaction is caused by misalignment between the IT department’s objectives and the 

functional department’s objectives (Györy & Cleven, 2012). In this study, it also emerged that 

different teams in the IT department at EPZA operated in silos, the IT department deliver IT 

services too slowly due to red tape, the IT department lacked capacity (human resources) to 

manage the demand from the functional department, and there was a lack of focus on business 

needs. As a result, end-users didn’t feel the need to inform the IT department when they 

implemented arms-length applications – even though it was a requirement of AME policy to 
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inform the IT department about all software introduced by the business for architecture review 

purposes. In essence, end-users blamed the IT department due to its poor service delivery.  

7.3.5. Assumption 5: End-users who implemented SIT had a desire to conform to what 

appeared to be acceptable to wider society at EPZA. This assumption was correct. The 

findings indicated that the main focus for most end-users when they implemented SIT, was to 

meet the key performance indicators required by the business. So, to prevent the IT 

department from discontinuing software that does not conform to the IT department’s policy, 

end-users did not inform the IT department – unless they really needed assistance from them. 

One respondent from the IT department indicated that: 

 “We basically got excluded from all meeting after that after we have told them that they have 

to redesign. So, in short, they were chasing KPIs. We have to have it in by this time even if it 

is not gonna work really – that is just the case it has to go in” – [ISR1].  

For end-users, meeting the KPIs enables them to conform to company objectives – one 

respondent made the following comment: 

 “the challenge now was full potential to say now depending on how quickly you want the 

solution if you have to have it now you would have to go to the external vendor or if you can 

wait till November, then she would then be able to help. So, I suppose it just depends on the 

available resources internally”- [BUR3].  

Through SIT they can achieve the objective because the business does not have to wait for 

the IT department to approve their project or allocate to a budget for the project. Instead, they 

can procure or seek assistance from external IT consultants or third-party solutions to develop 

the IT services that meet their specific needs – without going through red tape in the IT 

department (Haag, 2015; Silic & Back, 2014). 

7.4. Guilt and shame  

 

Respondents did not feel guilty for not informing the IT department about arms-length 

applications. Usually, the respondents felt that the IT department did not support them when 

they implemented arms-length applications, and hence there was no need for them to inform 

the IT department if they managed to successfully implement an IT solution. In most cases, 

end-users blamed the IT department for not delivering IT services on time. Some of the themes 

identified, which contributed to poor service delivery, were that the IT department operated 

in silos, the IT department was too slow, the IT department did not have the capacity to handle 

the request from the functional departments, and that the IT department did not focus on the 
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needs of functional departments. Accordingly, end-users did not demonstrate guilt and shame 

for not following the process – as stated in the AME policy. 

7.5. The Neutralisation techniques  

 

The primary objective of this study was to establish whether end-users who implement SIT 

used Neutralisation techniques. Of the five Neutralisation techniques identified in this study, 

only two were used by respondents. Most respondents did not use Neutralisation techniques 

to justify the implementation of SIT – because they indicated there is an IT policy that allows 

them to implement their own IT solutions through the arms-length agreement. While this is 

true, the AME policy required all end-users to notify the IT department of all arms-length IT 

solutions, so that the IT department can perform the architecture review to assess the security 

of the software and functionality of the software, in line with what is currently available in 

the company – to avoid duplicate functionality.  

7.5.1. Denial of responsibility   

End-users use the denial of responsibility Neutralisation technique to justify the 

implementation of SIT. With this technique, end-users indicated they were forced to 

implement SIT solutions because of poor IT service delivery by the in-house IT department. 

One way in which end-users used the denial of responsibility technique, was to blame the IT 

department for poor service delivery. Poor IT service delivery was linked to the IT department 

operating in silos, being too slow to deliver IT solutions, and the IT department not having 

enough capacity to handle requests from different functional departments.  

7.5.2.  Denial of injury  

Another Neutralisation technique used was the denial of injury. With this Neutralisation 

technique, end-users felt that implementing a SIT solution would not create harm to the 

company. One way that respondents used the denial of injury Neutralisation technique was 

when they ignored the risk a SIT solution can pose to the company. This was evident when 

one of the respondents indicated that “sometimes the solution that works 80% or 50% is ok” 

- BUR4. 

7.5.3. Appeal to higher loyalties  

Another Neutralisation technique used was Appeal to higher loyalties. With this 

Neutralisation technique, end-users indicated that they implemented SIT to meet the KPI of the 

company set by the management. This was evident when one of the respondents indicated that  
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“They needed a mobile application, and they needed it at a specific time and knowing IS/IT 

you would have to log something” – [BUR8]. 

7.6. Revisiting the research question and objectives 

 

This study inquired “How do functional departments (end-users) justify the implementation 

of Shadow IT solutions?” 

The objective of this study was to investigate the justifications used by end-users who have 

employed SIT. The sub-objectives of this study were to: 

 Investigate whether the IT department has implemented any form of IT policy or 

any IT control – to prevent functional departments from implementing SIT 

solutions.  

 Assess Neutralisation techniques used by end-users to justify the implementation 

of SIT. 

This study revealed that EPZA has a policy that allows end-users to implement their own IT 

solutions through the arms-length agreement – but at the same time the policy states that end-

users should inform the IT department about all arms-length applications so that the IT 

department can perform the architecture review. The study found that most end-users did not 

see the need to inform the IT department about software applications implemented through 

the arms-length agreement because they felt they were allowed to implement their own IT 

solutions – thus removing guilt and shame. This finding was contrary to the assumption made 

by Sykes and Matza (1957), who indicated that for delinquents to use the Neutralisation 

techniques, they have to feel guilt and shame about the deviant action they have committed. 

As a result of the lack of guilt and shame, most respondents did not use Neutralisation 

techniques to justify the implementation of SIT. The AME policy was only revealed to the 

researcher during the data-collection process. Therefore, there is a need for more qualitative 

studies on SIT – which should investigate companies with IT policies that forbid the 

implementation of SIT. 

7.7. Summary of chapter 

 

This chapter portrayed the experiences of a sample of IT employees and end-users from 

different functional departments at EPZA. The assumptions made in the first chapter, which 

were based on the literature, were compared with the actual findings of this study. The 

Neutralisation techniques used by the end-users are revisited. The researcher also revisited 
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the research questions and objectives. It was found that most end-users did not feel guilt and 

shame about implementing SIT, and they did not use Neutralisation techniques to justify the 

implementation of SIT. 
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8.  Conclusion 

 

SIT continues to be a major challenge for most organisations and could result in financial, 

legal and security implications (Chua et al., 2014; Györy & Cleven, 2012). Earlier studies on 

Justification of SIT mainly used the quantitative methods to explore SIT. While quantitative 

studies are essential for the identification of neutralisation techniques, they are not capable of 

providing details on how the neutralisation techniques were employed (Boyce & Neale, 

2006). Without in-depth understanding the justifications, it may be difficult to devise effective 

mechanisms to minimise the implementation of SIT solutions in organisations. Furthermore, 

previous studies examined organisations with strict IT policies for managing SIT (Silic et al., 

2017). However, there was less attention to organisations which permits end-users to 

implement their own IT solutions. To address the research gaps, this study investigated the 

justifications used by end-users who had employed SIT in a multinational petroleum 

organisation, through the use of qualitative methods. 

Conclusions drawn from this study are presented in the following section. 

8.1. Summary of key findings 

 

To situate the study, it was necessary to investigate whether the IT department at EPZA had 

implemented any form of IT policy or any IT control to prevent functional departments from 

implementing SIT solutions. The findings showed that EPZA does not have an IT policy 

which prevents functional departments from implementing SIT. Instead, the company has a 

policy which allows functional departments to implement their own IT solutions as long as 

they inform the IT department to assess the application for potential risks and compatibility 

of a SIT application with the existing landscape. The policy minimised the guilt and shame in 

functional departments who implemented SIT, and they felt there was no need to inform the 

IT department about the arms-length application since they do not receive support from IT 

department. The study also assessed the Neutralisation techniques used by end-users to justify 

the implementation of SIT. 

 

Consequently, most respondents did not justify the implementation of SIT due to the policy 

which allowed them to implement their own IT solutions. Nevertheless, respondents who 

employed Neutralisation techniques used Denial of responsibility, Denial of injury and 

Appeal to higher loyalties to justify SIT. 
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8.2. Implications of the study 

 

8.2.1. Implications for theory 

This study made an empirical contribution to the Neutralisation Theory when it explored the 

concept of SIT using qualitative methods in a corporate setting – as opposed to earlier studies 

that used quantitative methods and experiments when exploring the concept of SIT (Haag & 

Eckhardt, 2015; Silic, Barlow, & Back, 2017). The study supports findings from earlier 

studies which indicated that end-users might use Neutralisation techniques to justify the 

implementation of SIT.  

 

The study also made a unique discovery through the identification of the IT policy that allows 

end-users to implement their own IT solutions through the arms-length agreement. This policy 

significantly minimised the guilt and shame in end-users who implemented SIT, and they felt 

there was no need to inform the IT department about the arms-length application. This was 

since there was no support received from IT during the implementation process – even though 

the policy required end-users to inform the IT department about all software applications 

implemented through the arms-length process.  

 

As a result, three techniques – denial of responsibility, denial of injury and appeal to higher 

loyalties were used by the respondents to justify the implementation of SIT. Therefore, there 

is a need for future studies in this domain to investigate companies with IT policies that forbid 

the implementation of SIT and compare these with companies with policies that allow the 

implementation of SIT – and see how they influence end-users to use Neutralisation 

techniques. 

 

8.2.2. Implications for practice 

This study found that when an organisation has an IT policy that permits end-users to 

implement their own IT solutions through an arms-length policy, guilt and shame are 

minimised – which increases the creation of SIT solutions. If the company has a policy like 

the AME policy that allows end-users to implement their own IT solutions through arms-

length options, the IT department should regularly educate end-user about the dangers of 

implementing IT solutions that do not go through the architecture process. Another option 

would be to add a function to the procurement process to proactively discover the IT solutions 
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before they are implemented in the company – so that the architecture review can be 

conducted. 

8.3. Limitations of the study  

 

This study had several challenges and limitations. First, the researcher experienced challenges 

in terms of recruiting the participant. Most participants were not willing to participate due to 

busy work schedules. This challenge was mitigated through organising interviews during the 

most convenient times of the respondents (Saunders et al., 2009). Secondly, at the time when 

the study was conducted, the researcher was part of the IT department at EPZA – which might 

have influenced the way in which respondents gave their responses. The researcher also 

acknowledges that because this was a qualitative study, it was subject to bias in terms of data 

collection and interpretation. Finally, the study was conducted in a multinational oil and gas 

company, and, therefore, the results might not be generalisable with other industries.  

8.4. Future work 

 

The objective of this study was to investigate justifications used by functional departments 

which employed SIT. Based on the research findings, there is a need to examine the different 

IT policies for managing SIT from different organisations and how they influence the usage 

of Neutralisation techniques. Future studies may also focus on unpacking the reasons why 

end-users choose not to declare IT solutions even though there is an IT policy which states 

that SITs must be declared. 

8.5. Final word 

 

This study unpacked the Neutralisation techniques used by end-users who implemented SIT 

solutions at EPZA. The study focused on a multinational oil and gas company. The key 

findings of this study suggest that end-users may use “denial of responsibility” and “denial of 

injury” Neutralisation techniques to justify the implementation of SIT. The study informs 

theory and practice about the possible ways in which employees might defend the 

implementation SIT solutions in companies. 
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APPENDIX A: INTERVIEW PROCEDURE 

 The researcher will set up the interviews with the stakeholder – considering their 

most convenient time. 

 On the day of the interview, the researcher will seek informed consent from the 

interviewee (it will be read to the respondent). 

 The interviewer will only proceed with the interview, if the respondent has agreed 

to have the interview. 

 Immediately after the interview, the researcher will summarise all the key data. 

 All the data collected will also be verified. 



Justifications for the Implementation of Shadow IT Solutions by Functional Departments in an Organisation 

 

66 | P a g e  

APPENDIX B: RESEARCH INSTRUMENT 
Sample Interview Guideline 

 Opening Question 

  Which department do you work for and what is your role and responsibilities? 

 How long have been in your current role? 

 Are you aware of an IT policy which prevents functional departments from 

implementing 3rd party IT solutions on their own? 

Denial of Responsibility  

  I understand that you were involved with the implementation of SIT x?  

o Which process did you follow when implementing SITx? 

o Did you consult the IT department when implementing or upgrading 

SITx? 

Denial of Injury  

  How do you ensure business continuity of SITx? 

 How do you manage to keep the information on SITx accurate and up to date? 

 How did you ensure proper testing when implementing SITx? 

Denial of victim  

  Did you consult the IT department when implementing SITx? Please explain 

the process? 

Condemnation of condemners 

  How would you feel if the IS department had a policy which prevents the 

implementation of Shadow IT solutions?   

Appeal to higher Loyalties  

  What were the reasons for implementing SIT x? 

 Closing Questions 

  Would you like to add anything else? 

Thank you very much for your time! 
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APPENDIX C: INTRODUCTORY LETTER 
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APPENDIX D: INTERVIEW CONSENT FORM 
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APPENDIX F: UCT ETHICS APPROVAL 
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