
Internet Transparency in Developing African regions

: Case of the DR Congo

by

Dieudonne Ishara MUNGANGA

Masters by Dissertation only in Computer Science

2022

Faculty of Science

University of Cape Town

Univ
ers

ity
 of

 C
ap

e T
ow

n



The copyright of this thesis vests in the author. No 
quotation from it or information derived from it is to be 
published without full acknowledgement of the source. 
The thesis is to be used for private study or non-
commercial research purposes only. 

Published by the University of Cape Town (UCT) in terms 
of the non-exclusive license granted to UCT by the author. 

Univ
ers

ity
 of

 C
ap

e T
ow

n



Internet Transparency in Developing Africans regions

: Case of DR Congo

Next line

by

Dieudonne Ishara Munganga

Supervisor: Dr. Josiah Chavula

Department: Department of Computer Science

Masters by dissertation only in Computer Science

2022

Faculty of Science

University of Cape Town



Author’s right 2022 by

MUNGANGA, Dieudonne



Acknowledgments

Writing this thesis has been a journey, and I would like to take this opportunity

to express my gratitude to all those who have supported me throughout this

process.

First and foremost, I would like to start by giving thanks to God for His grace

and guidance throughout my academic journey. It is by His blessing that I have

been able to successfully complete this thesis and I am grateful for His continuous

presence in my life.

I would like to express my deepest appreciation to my advisor, Dr Josiah

Chavula, for their unwavering support, guidance, and encouragement. Their

insightful comments and suggestions have been invaluable in shaping this thesis

and helping me to develop my ideas and thoughts.

I would also like to extend my thanks to the members of my research proposal

defense committee, Professors Melissa Densmore and Rob Simmonds, for their

constructive feedback and valuable suggestions. Their expertise and support have

been instrumental in my research and in the development of this thesis.

I would like to extend my sincere gratitude to my colleagues and friends for

their support and encouragement. Their camaraderie and understanding have

been a source of comfort during this challenging yet rewarding journey.

I am grateful to the Computer Science department of the University of Cape

Town for providing me with the resources and opportunities to pursue my studies

and develop my skills.

Finally, I would like to thank my family for their unconditional love and

support. Particularly my Dad Joachim MUNGANGA and my Mum Antoinette

Furaha, for their unwavering support in funding my education. Their investment

in my future has made this journey possible and I am grateful for their unwaver-

ing love and belief in me which have been a constant source of inspiration and

motivation.

I am deeply grateful to everyone who has supported me in this endeavor.

i



This thesis is a reflection of all the hard work, dedication, and support that I

have received, and I am proud to have had the opportunity to work with such

talented and dedicated individuals.

Thank you all!

ii



Abstract

This thesis investigates internet transparency and connectivity in the Demo-

cratic Republic of Congo (DRC) using a combination of secondary data analysis,

online surveys, and primary data collected through Internet measurement on per-

sonal devices. The research aims to understand the perception of internet per-

formance by the users, the level of interconnection among Autonomous systems

and the Quality of Service (QoS) and Quality of Experience (QoE) provided by

broadband networks in the DRC, and how it compares to other Central African

countries. The research found that users in the DRC have a low level of satis-

faction with internet performance and that the country’s internet infrastructure

and Autonomous systems are not well interconnected, leading to poor network

performance. Additionally, the research found that the QoS and QoE provided

by broadband networks in the DRC are far from optimal and lower than other

Central African countries. Furthermore, the research revealed that there is a lack

of transparency in the DRC’s internet structure, with certain networks exerting

a significant level of influence on users’ internet connectivity. These findings in-

dicate a need for increased transparency and improved internet infrastructure in

the DRC to better serve the needs of its citizens and support economic and social

development. The thesis concludes with a section on future work, highlighting

potential avenues for further research such as enhancing the Internet measure-

ment aspect of the study, using machine learning techniques to analyze the data,

conducting a study on the impact of internet access and quality on social devel-

opment, and developing a real-time monitoring system for internet connectivity

in the DRC.
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Chapter 1

INTRODUCTION

It is important to pay sufficient attention to internet infrastructure, topology,

and performance in order to effectively apply our understanding of the evolution

and complexity of the internet. Internet infrastructure refers to the physical

components that make up the Internet, including servers, routers, and cables. The

topology of the internet refers to the way that these components are arranged and

connected. In Africa, the internet infrastructure and topology can vary greatly

from one country to another. Some countries may have a well-developed and

sophisticated internet infrastructure, while others may have a more basic and

limited infrastructure.

The performance of the internet in Africa also varies widely [1]. Some areas may

have fast and reliable internet connections [2], while others may experience slow

speeds and frequent outages [3]. It is important to have clear insights into internet

infrastructure, topology, and performance in Africa for a number of reasons.

First, understanding the state of internet infrastructure and topology in a partic-

ular country or region can help policymakers and decision-makers make informed

decisions about how to allocate resources and invest in improving internet access.

For example, if a country has a poorly developed internet infrastructure, poli-

cymakers may prioritize investing in infrastructure upgrades to improve internet

access and connectivity.

Second, understanding the performance of the internet in Africa can help busi-

nesses and individuals make informed decisions about how to use the Internet.

For example, if an area has slow internet speeds, businesses may need to adjust

their online strategies or consider alternative methods of communication. Fi-
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nally, understanding the Internet infrastructure, topology, and performance in

Africa can help researchers and analysts track the progress and development of

the Internet in the region. This information can be used to identify areas where

further investment and improvement are needed and to evaluate the effectiveness

of policy and investment decisions related to the Internet in Africa. Such under-

standings are possible through Internet measurement, which refers to the process

of collecting Internet data in networks to diagnose, improve, and make them more

resilient. As Kelvin et al. [4] in 1883 said: ”When you can measure what you

are speaking about, and express it in numbers, you know something about it; but

when you cannot measure it when you cannot express it in numbers, your knowl-

edge is of a meager and unsatisfactory kind”. This is why Internet performance

measurements have become a necessity today, especially in unexpected situations

such as Covid-19.

In Africa, even though there has been an increase in the deployment of mobile

broadband networks, the continent still lags behind in terms of connectivity com-

pared to other regions in the world. To put it into perspective, as of January 2021,

Eastern and Middle Africa had the lowest rates of internet penetration, with only

24% and 26%, respectively, of their populations having access to the internet [5]

[6]. Furthermore, the majority of internet traffic in the region comes from mobile

devices, with only around 15% of households having access to fixed broadband at

home (source: [7][8]). The cost of internet access is often prohibitively high for

many people, encompassing expenses related to data pricing, device affordability,

frequency of access, and the challenge of limited access to basic necessities such

as electricity. These factors contribute to the lack of meaningful connectivity in

the region (source: [9]).

Reasons for measuring the Internet can be grouped into three categories: techni-

cal, social, and commercial reasons. From a technical perspective, measuring the

Internet in Africa can provide insight into the current state of the Internet on
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the continent, allowing us to more accurately identify the solutions and practices

that need to be implemented. For instance, Phokeer et al. [10] gathered network

measurements in low-resource communities in South Africa to determine their

behavior regarding Wi-Fi usage and cellular data consumption. Socially, mea-

surements can be handy to report comprehensive details of the Internet’s response

during crises as elaborated by National Research Council [11] [12]. Commercial

reasons for conducting measurements are related to the end-users understanding

of the kind of service they are being offered by their Internet Service Providers

(ISP) and to benchmark how a network behaves.

Despite these advantages, there are many challenges that researchers and business

operators experience when they attempt to measure the Internet. The first is the

scale of the Internet. As the Internet rapidly expands along many axes (users,

businesses, devices, applications, connection technologies, and protocols), its sys-

tem becomes variable. As a consequence, characterizing it accurately is complex

given a large number of observations this entails [13] [14]. The second challenge

is opacity. Due to the scale and complexity of the current Internet, interpreting

results for Internet measurement experiments is a difficult task. Originally, the

Internet simply forwarded packets from a source to a destination. This made

measurement a relatively straightforward task.

However, as complexity got introduced into the forwarding of traffic in terms

of proxies, firewalls, caches, replicas, NATs, ad injectors, and performance en-

hancers, an observation at one point might bear little resemblance to an obser-

vation of the same traffic at a different point [15][16]. Lastly, ethics comes as the

third challenge to Internet measurement due to an increase in the implications

of disrupting user communication and personal data. For this reason, the topic

forces heightened scrutiny as opposed to past Internet experiments [17]. Other

challenges include infrastructure availability and interference in terms of shut-

downs and censorship [18]. In Africa, keeping vantage points up and running,

and the lack of interest in Internet measurements are the common challenges
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that cause the continent to be less covered research-wise despite the presence of

measurement platforms [13].

Approaches taken by researchers to perform Internet measurement experiments

are classified to be either passive or active measurements. The former uses real

applications and their traffic to record the application experience of using the

network, i.e no additional traffic is introduced across the network. Active mea-

surement involves saturating the end-to-end connection across the network path

to tell its maximum capacity. Through the use of these techniques, network

performance is derived through the data collected according to specific metrics.

Widely known platforms such as Ookla’s SpeedTest [19], Ripe Atlas [20][21],

SpeedChecker [22], PerfSONAR, CAIDA Ark and M-LAB are examples of plat-

forms used by researchers to conduct Internet measurements.

In this study, we applied an active measurement approach to determine the struc-

ture and state of the Internet, and its performance in the Democratic Republic of

Congo in terms of both the Quality of Service (QoS) of networks and the Qual-

ity of Experience (QoE) of end-users. Additionally, we intend to run an online

survey that will reveal the end-users’ perceptions of Internet Performance in the

country. Through a combination of both qualitative and quantitative data, our

research will be based on both secondary and newly generated datasets. These

will be constructed by a combination of data collection tools, each used according

to the accuracy, scalability, and metrics it covers concerning our research goal.

1.1 Motivation

1.2 Problem Statement and research questions

Internet performance measurements play an essential role in determining the

health of networks. This, however, has been minimally adopted in Africa, es-

pecially in regions whose state of the Internet is not known to the public. The
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Democratic Republic of Congo is one such region. As a consequence, end-users

choice of Internet service providers is speculation-based rather than data-driven,

network operators cannot accurately compare their services to their competi-

tors, and regulators have difficulty making insightful decisions that can grow and

strengthen the Internet in the country. Our research aims to investigate the cur-

rent state of the Internet in the country in terms of the Quality of Service (QoS)

and Quality of Experience (QoE) of mobile and fixed-line broadband network

performance by the use of active measurements. The research questions are pre-

sented as follows:

1. How do users perceive Internet performance in DR Congo?

Our first aim is to collect qualitative data that will reveal the users’ needs given

their experience with broadband Internet services and their level of knowledge

about Internet measurements. To do this, we will conduct a survey from different

provinces in the country.

2. To what extent are Autonomous systems in the DRC interconnected and how

does this affect network performance? Through the use of secondary Internet

traffic datasets, we will analyze DRC’s Internet structure by means of ASNs’

rank, customer sizes, the number and structure of paths between ASNs, and

Traceroute-generated active datasets . Thereafter, a correlation to the data col-

lected in the first two questions will be performed.

3. What quality of service and quality of experience do broadband networks in the

DRC provide and how does it compare to other Central African countries? We will

quantify the performance of networks based on metrics such as Upload/Download

speeds, latency, Page Load Time, and Domain Name System performance

Answers to the above questions will indicate the broadband subscribers’ QoS

and QoE in DR Congo with comparisons to its neighbors, and to what extent

network operators meet their advertised speeds. Furthermore, by answering these

questions, the country’s Internet structure and performance will be available to
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the research community, a step towards better Internet research transparency in

Africa. Other insights of our study include knowledge of the level of awareness

and practical application of Internet measurements in the country’s networks.

1.3 Research Approach

This research takes a mixed-methods approach, using both qualitative and quan-

titative methods to investigate internet transparency and connectivity in the

Democratic Republic of Congo (DRC). The research begins with a secondary

data analysis of existing datasets that reveal the country’s internet structure and

the level of influence certain networks have on users’ internet connectivity, as well

as the historical Quality of Service (QoS) of networks in the country.

To gather primary data, the researcher conducted an online survey to gain insight

into participants’ perceptions of internet performance in the country and their

level of satisfaction towards services offered by their Internet Service Provider

(ISP). The survey was designed to gather qualitative information about users’

perceptions and experiences with internet access in the DRC.

To complement the survey, research participants were also recruited to perform

Internet measurement on their personal devices to assess their Quality of Ser-

vice (QoS) and Web Quality of Experience (QoE) with metrics such as down-

load/upload speed, latency, and Domain Name System resolution Time (DNST),

Transport Control Protocol Time (TCPT), Time To First Byte (TTFB), and To-

tal time. TCPT underscores the reliability of data exchange through organized

segmenting and retransmission, while DNST reveals the swiftness of translating

user-friendly domain names into vital IP addresses. TTFB illuminates server

responsiveness by gauging the promptness of the initial data byte transmission.

These metrics collectively contribute to the Total Time, encompassing the com-

plete journey from user request initiation to the receipt of the first data byte,

aiding in diagnosing network and server performance, and ultimately optimizing

user experiences. These measurements were quantitative in nature and aimed to
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provide objective data on internet access quality in the DRC.

By using both qualitative and quantitative methods, this research was able to

gather a comprehensive understanding of internet transparency and connectivity

in the DRC, including both subjective perceptions of users and objective mea-

surements of internet access quality.

Additionally, this research approach allowed the researcher to triangulate the

data, comparing and contrasting the results from the different methods to gain

a more complete understanding of the issue at hand. For example, the survey

data provided insight into users’ perceptions of internet access quality, while the

Internet measurement data offered a more objective view of the actual quality of

service and quality of experience provided by networks in the DRC.

The use of mixed-methods also allowed for a more robust analysis of the data and

helped to increase the validity and reliability of the findings. The quantitative

data provided a foundation for the analysis and helped to quantify the extent of

the issues identified through the qualitative data.

Overall, the mixed-methods approach taken in this research allowed the researcher

to gain a comprehensive understanding of internet transparency and connectiv-

ity in the DRC, by capturing both the subjective perceptions of users and the

objective measurements of internet access quality. This research approach was

well-suited to the research question and provided valuable insights into the state

of internet access in the DRC.

1.4 Thesis Outline

The thesis is organized into eight main sections. The introduction section 1

provides background on the problem of internet transparency and connectivity

in developing African regions, specifically in the Democratic Republic of Congo

(DRC). The research question and objectives are presented, along with an expla-

nation of the significance of the study.
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The literature review section 2 provides an overview of internet access and in-

frastructure in Africa, particularly in the DRC. It also presents current research

on internet transparency and connectivity in the DRC and other African regions.

Theoretical framework and conceptual model are also discussed.

The methodology section 3 describes the research design and data collection meth-

ods used in the study. The research design is a mixed-methods approach, using

both qualitative and quantitative methods. Data collection methods include sec-

ondary data analysis, online surveys, and primary data collection through Inter-

net measurement on personal devices. The section also includes information on

the participants and sampling techniques, as well as the data analysis techniques

used.

The results sections 4,5 and 6 present the findings from the study. The findings

from secondary data analysis on internet structure and Quality of Service (QoS)

in the DRC are presented. Results from online survey on users’ perceptions of

internet performance in the DRC are also presented. Additionally, the results

from primary data collection on the Quality of Service (QoS) and Quality of

Experience (QoE) of broadband networks in the DRC are presented.

The discussion and analysis section 7 provides an in-depth examination of the

findings in relation to the research question and objectives. The analysis of the

implications of the results for internet transparency and connectivity in the DRC

is presented. This section also includes a comparison of the results to other studies

on internet access in Africa.

The conclusion section 8 provides a summary of the main findings and contribu-

tions of the study. The implications for policy and practice are discussed. The

section concludes with suggestions for future research.

The references section includes a list of sources cited in the thesis. The appen-

dices include additional data and materials that provide additional information

to support the analysis and findings in the main body of the thesis.
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Chapter 2

BACKGROUNDANDRELATED

WORK

This section provides an overview of internet measurement gloably and in Africa

in particular for developing countries such as DRC. The literature review presents

current research on internet transparency and connectivity in the DRC and other

African regions. Existing measurement tools are also discussed according to their

categories. The literature review will provide the foundation for the research by

identifying gaps in the existing literature and setting the stage for the study.

2.1 Internet measurements

The Internet plays a vital role in today’s society. Situations such as the COVID-19

pandemic have further underscored the importance of reliable internet connectiv-

ity for everyone. As deployments of mobile broadband networks increase, there

is still a significant rate of connectivity gap and digital divide around the globe,

especially in low-income communities which have under-provisioned networks and

lack appropriate cable Internet infrastructure or redundant interconnection sys-

tems. More importantly, low-income countries generally do not have the capacity

to thoroughly audit their Internet infrastructure and, in many cases, they have

not developed or adopted best practices for building and monitoring a resilient

Internet infrastructure. Internet measurements are a set of practices that allow

network operators, researchers, and regulators to elaborate on the above prob-

lems by expressing them in numbers so that troubleshooting and performance
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improvements can be considered. Reasons for measuring the Internet can be

technical, commercial, and social. Technically, measurement tests are conducted

on the Internet infrastructure to help interested parties better understand the

state of the Internet at every geographical scope, thereby giving them a clearer

picture of what solution practices need to be implemented. Business-wise, users

buying Internet connectivity from an ISP may need to understand the kind of

service being offered. Only by measuring the actual performance, we can verify

that they are getting what they pay for and whether there is equity in access to

that performance between regions are cities. Without measurements, there is no

objective record or benchmark of how a network behaves. Similarly, Internet mea-

surements show whether changes improve or degrade the network’s performance,

and by how much. Also, network operators can rely on measurements and anal-

ysis reports of services before their deployment in cases where they are heavily

dependent on Internet connectivity. From a social point of view, measurements

can be relied upon in situations of crisis (such as a natural disaster), whereby

investigations are made to tell the effect of a certain event on the socio-economic

growth of a region or a country.

2.2 Measurement Tools and Platforms

Internet measurement platforms are tools used to assess the performance of net-

works and the quality of service and experience provided to users. In this research,

we will be focusing on three types of Internet measurement platforms: device-

based, client-based, and Web QoE platforms. Device-based platforms, such as

Iperf and PerfSONAR, measure network performance by installing software on

devices connected to the network. These platforms are useful for measuring the

performance of specific network segments and identifying bottlenecks in the net-

work. Client-based platforms, such as Ookla’s Speedtest, measure network per-

formance by running tests on the client side. These platforms are useful for

measuring the performance of specific devices and connections, and for gathering
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data from a large number of users.

Web QoE platforms, such as WebPageTest, measure the quality of experience

provided to users by measuring the load time and performance of web pages.

These platforms are useful for identifying issues with web pages and for measuring

the performance of web-based services.

We have selected these three types of platforms because they provide a compre-

hensive view of network performance and the quality of service and experience

provided to users. By using a combination of device-based, client-based, and

Web QoE platforms, we can gain a better understanding of the existing factors

that inspire Internet performance researchers and developers and identify areas

for improvement.

2.2.1 Client-based

Ookla Speedtest vs MLAB’s Network Diagnostic Test (NDT)

Ookla Speedtest [19] and Measurement Lab’s Network Diagnostic Test (NDT) [23]

are two examples of client-based network measurement tools that collect various

types of performance measurements, including throughput and latency measure-

ments. However, Ookla has extended its measured metrics to cater to situations

when a network is under working conditions, the so-called responsiveness [24].

Previous research has also highlighted that these two tools do not measure the

same thing: Ookla is argued to measure the performance at the last mile (from

end-users to their ISP) whereas MLAB’s NDT measures the performance to the

Internet (networks outside the users’ network) where there is a presence of NDT

Server. In this research, we explored the two-speed test approaches to account

for both aspects of Internet performance from users’ perspectives with a focus on

throughput and latency metrics.
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Iperf

Iperf is a command-line tool that allows for easy measurement of network through-

put, delay, jitter, and packet loss, but it can only measure between two hosts on a

network and doesn’t provide a comprehensive view of the network performance.

It supports a variety of protocols, including TCP and UDP, and can be used on

various operating systems. However, it’s not as user-friendly and can require a

certain level of technical knowledge to operate.

PerfSONAR

PerfSONAR is a more comprehensive tool that allows for end-to-end measurement

of network performance. It allows for active measurements, such as throughput

and packet loss, as well as passive measurements, such as latency and jitter. How-

ever, it requires a significant amount of setup and configuration, and it can be

difficult to interpret the data it produces. Additionally, PerfSONAR also has a

web interface that allows users to view and analyze network performance data,

but it can be complex to navigate. It also has the ability to aggregate data from

multiple measurement points, providing a more comprehensive view of network

performance, but it can be challenging to set up and manage multiple measure-

ment points. It can be used to measure performance between different networks

and different domains, and it supports a variety of protocols and operating sys-

tems, but it can be resource-intensive.

MobiPerf

Mobiperf is an Android-based app previously hosted but de-commissioned later

by MLAB. It supports five utilities that measure the user’s Web QoE such as

DNSLookup, HTTP Download, Ping, and Traceroute. Other researchers have

attempted to maintain its code by updating its dependencies and implementing

new features such as support for other measurement scheduling algorithms. How-

ever, the App still suffers compatibility issues for different Android versions of
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a user’s device. While we explored this tool by customizing its measures to our

needs, the aforementioned issue did not serve to our advantage, hence we looked

for other alternatives as described in the methodology section.

2.2.2 Device-based

RIPE Atlas

Some platforms, notably RIPE Atlas, provide on-demand measurements, public

data, and “real” network vantage points [12]. RIPE Atlas is a globally distributed

network of thousands of devices that enables researchers to perform basic mea-

surements, such as ping and traceroute. While it is one of the most successful

platforms for network experimentation, it does not allow for customization and

its measurement sample is based on the locations of its probes, rather than being

chosen specifically for research purposes. Despite this, RIPE Atlas remains a valu-

able resource for researchers as it allows them to conduct custom measurements,

and collect and curate data for future use.

Bismark

BISmark (Broadband Internet Service Benchmark) platform [25] is a tool that

allows researchers to measure various aspects of network performance, including

throughput, latency, packet loss, and jitter, from a network endpoint. It can be

installed on single-board computers like the Raspberry Pi or Odroid and can be

used on any network, including home networks. Recently, BISmark has been en-

hanced with the addition of Netrics [26], which expands the range of throughput

tests available, including Ookla’s Speedtest, iPerf, and the Measurement Lab’s

Network Diagnostic Test (NDT). While Bismart has a management suite that

enables the deployment and updating of software and configurations on a dis-

tributed set of measurement nodes, it can be challenging to adopt the tool in a

low financial resource research context like ours.
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2.2.3 Web QoE tools

WebLar [27] is a custom tool that was used by Sheferaw et al. [28] to measure end-

users web QoE and network QoS on the European mobile measurement platform

[29]. The tool caters to a number of QoE metrics that include TCP connect time,

and Time To First Byte (TTFB), and Page Load Time, and Above The Fold

time. However, it’s limited to the Chrome browser only and it’s not bug-free.

Asrese et al. [28] deployed the Webget tool on SamKnowns [30] probes over

a period of three and a half years. The tool can record metrics such as DNS

lookup time, Time To First Byte, the download speed, the number, and the

size of website components more specifically Facebook, Google, and Youtube.

Nevertheless, this tool is not open source, hence not feasible to reproduce despite

the comprehensiveness of data the tool collected [31]

WebPerf as explored by Sheferaw et al. [32] on the MONROE platform[29], is

an application that captures detailed TCP and HTTP statistics and takes into

account both static and dynamic objects of a webpage, hence its usage alongside

Webget above provides accurate results. However, its implementation remains

internal to the platform

Netalyzr [33], an online service that tests how open and transparent a user’s

connection to the Internet is. Researchers used this tool to track and quickly

understand emerging connectivity problems encountered by Internet users, such

as website redirect links. However, since early 2019 the tool went offline and is

no longer available to users and researchers.

2.3 State of Inter-connectivity

2.3.1 BGP and ASNs

“BGP” stands for “border gateway protocol”. Its first specification was first

published in 1989, with the purpose of connecting the last router in a network (the
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gateway) to the first router in the next network (neighbor) to ex- change routing

information [34]. Networks that run BGP are called autonomous systems (ASes),

which are routers/networks under common administrative control. These ASes

are represented by a unique 32-bit number called Autonomous System Number

(ASN) with the idea that each AS presents a consistent view of itself to the

outside world, and what happens inside an AS is irrelevant to other ASes, as far

as BGP is concerned.

2.3.2 BGP neighbor relationships

Like all routing protocols, BGP maintains relationships with neighboring routers.

They can have peer, transit and customer relationships with each other[34][35].

Because BGP does not discover these routers automatically, BGP neighbor rela-

tionships must be explicitly set up on both sides through administrative configu-

ration:the router is told the IP addresses of its neighbors along with the remote

AS number and other information that’s relevant to that specific neighbor rela-

tionship [35]

Peering in Africa

Peering refers to the direct exchange of internet traffic between two networks.

This exchange happens at facilities called Internet Exchange Points with the aim

of keeping local Internet traffic local, hence reducing the inter-connection costs

(average-per-bit-delivery) and shortening the AS-PATH for Autonomous Systems

owners (i.e network operators) [36] [37] [38] [39]. The presence of an IXP within

a country and the number of members connected to it can be a crucial factor to

assess its Internet resilience. In Africa, the state of peering between networks is a

complex issue. One challenge is the lack of infrastructure to support peering. A

study by Patel et al. [40] found that many African countries have limited internet

infrastructure, and the networks that do exist are often disconnected from one

another. This makes it difficult for networks to establish peering agreements, as
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they may not have the necessary connectivity to exchange traffic directly.

Another challenge is the lack of peering policies in some African countries. A

report [41] by the Internet Society found that in many African countries, peering

policies are either non-existent or poorly enforced, which can make it difficult for

networks to establish peering arrangements. The report also noted that the lack

of peering policies can lead to a lack of transparency and fairness in the peering

process.

Despite these challenges, some progress has been made in recent years to improve

peering in Africa. For example, the African Peering and Interconnection Forum

(AfPIF) has held annual conferences and workshops to bring together internet

service providers, content providers, and other stakeholders to discuss issues re-

lated to peering and interconnection in Africa. In addition, initiatives such as

the South African Peering Forum (ZAPF), the West African Peering and Inter-

connection Forum (WAPIF), and the East African Peering and Interconnection

Forum (EAPIF) have been established to promote peering within specific regions

of the continent. However, there is still much work to be done to improve peering

in Africa. A study by Huitema et al. [42] found that many African networks

rely on transit providers to carry their traffic, rather than establishing peering

agreements with other networks. This can lead to higher costs and lower quality

of service for internet users in the region.

2.3.3 Available data sets

PeeringDB is a well-known publicly available user-maintained database of net-

works. It provides network interconnection data to interested parties globally.

Its usefulness will apply not only to the understanding of the topology and traffic

flow from the Internet Exchange Point’s and data centers’ point of view but also

to that of interconnection decisions updates. PeeringDB’s API [43] is leveraged

for inter-IXP comparison of advertised traffic quantities, and IP prefixes’ network

behavior across the peers is analyzed.
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CAIDA’s Autonomous Systems (AS) relationship data set [44] provides detailed

information on how different networks interconnect both at a global and national

level. This data is relevant to both technical and economic aspects of the Inter-

net’s inter-domain structure and stability. More crucial information can be seen

from this data set, such as the geographic location of links between networks.

Ookla Open Data [45] hosted on AWS made public their dataset. Through their

popular SpeedTest tool, they possess data from millions of users’ tests worldwide.

While the data gets updated on a quarter basis, the raw results are aggregated

into tiles whose size varies depending on latitude and classified based on whether

the test was taken over a mobile (cellular) connection or a fixed (including Wi-Fi)

connection, making it useful for a broad range of stakeholders.

A dataset [8] was developed by the Alliance for Affordable Internet (A4AI) and

the Wide World Web Foundation for Low Mobile Income Countries (LMICs)

to produce the aggregate upload and download speeds by country and mobile

carrier. Their 2018 and 2020 reports [8][46] and cover DRC’s QoS data through

M-Lab.

Other aggregated host-based measurements on broadband performance for many

countries in the Sub-Saharan Africa region do exist, but with the same constraints

or even worse. For instance, OOKLA’s 2020 net index [19] that ranks DRC 168th,

or Alexa’s [47] top sites by country whose ranking [48] lacks data from the DRC.

In this study, we do further investigation to understand why this is happening.

2.4 Measurement Research in Africa

There have been several related works done regarding Internet performance glob-

ally, and on the African continent in particular. Chetty et al. [21] compared

the broadband performance of fixed-line and mobile providers in South Africa.

The authors describe how six out of seven ISPs do not provide upstream and

downstream speeds they advise for and that high latency experienced by users

to popular websites and services affects broadband performance. A survey by

17



AFRINIC [49] [13] that involved 234 participants across 34 African countries

explores several tools used to perform Internet measurements of fixed-line and

mobile access networks. The authors found that these tools don’t perform well in

Africa and other underdeveloped regions because the servers hosting them are lo-

cated in Europe. Further insights from the survey revealed that there are limited

network data regarding Africa’s Internet operations. Formoso et al. [50] evaluated

inter-country latency among African countries based on the regions in which they

are located. The authors found that regions whose transit providers route traffic

through Europe and America suffer from high delays even for local connections

among the countries that make a region. In the same context, Chavula et al. [14]

conducted active measurements to compare Internet performance between differ-

ent African countries and the latency experienced in the interconnections among

them. They revealed the existence of a correlation between African regions’ indi-

vidual latency with the language and colonial country shared among members of

each region. They also found that DRC was the country with the highest latency

value on the continent without however providing data-driven details on why this

was the case.

Regarding AS relationships, Gilmore et al. [51] mapped the African Internet

traffic at router and Autonomous System (AS) levels. The authors came up with

3D visualizations of the African Internet and smaller regions at each level. It is

crucial to do the same at a more granular level in the context of DRC’s networks.

Alternatively, Feamster et al. [52] focused on reducing latency in popular sites

through measurements and encouraged proper proxy placement to deal with site-

resolving delays. They discovered the existence of many circuitous Internet paths

between regions in Africa but the study only focuses on South Africa, Kenya,

and Tunisia. The study highlighted poor interconnectivity between African ISPs,

who are connected to European IXPs rather than doing so with regional IXPs.

The same discovery is done by Bagula et al. [53] through a characterization of

the level of inter-connectivity and peering among Africa’s National Research and

18



Education Networks (NRENs) with a focus on the latency experienced between

heavily intensive applications that are run in these networks. The authors also

perform active Internet measurements from five African countries(Morocco, Gam-

bia, Senegal, South Africa, and Rwanda) serving as vantage points of an Internet

measurement platform called Archipelago, owned by CAIDA [54]. Such a tool is

of potential use to our research for network topology discovery.

To determine the structure of networks, Chavula et al. [55] designed a network

topology visualization tool for National Research and Education Networks in

Africa that relies on Traceroute. Its accuracy to reveal the logical network topol-

ogy of these networks is worth leveraging. While Cuvellier et al. [56] give details

on anomalies that exist in Traceroute-based measurements, they proposed Paris

Traceroute to picture the flow of packets across the network path more precisely.

Rahman et al. [57] explored tools necessary for a mapping of the actual network

topology by grouping them into two, namely, topology generations tools and net-

work/topology discovery tools. The authors’ work was expanded by Luckie et

al. [58] in terms of the number of vantage points included in Traceroute’s path

discovery process. The authors also compared paths inferred with UDP, ICMP,

and TCP-based traceroute methods to a predefined list of IP addresses, routers,

and websites. They found that ICMP-based traceroute performs better in terms

of destination reachability and AS link discovery.

In terms of web performance, Zaki et al. [59] carried out a two years-long analysis

of the primary bottlenecks that affect Ghana’s web performance from the end-

users point of view, specifically the user-perceived web page load latency. They

found that slow access to websites is caused by the lack of good DNS servers and

caching infrastructure. While the authors suggest simple DNS and redirection

caching as possible solutions, this can be limited to the type of DNS technology

that is running. Hence the need to investigate users’ web experience in the current

context and have a comparison to other networks.
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2.5 DRC Internet Ecosystem

DRC is a vast country spread over a territory of 2,345,410 kilometers squared, sur-

rounded by 9 countries with which it shares 9,165km of borders [60]. According

to a report by the World Bank in 2018 [61], DRC has a population of around 78.7

million inhabitants with less than 40% of whom live in urban areas. In the digi-

tal sector, despite many governmental plans, the country is experiencing a digital

divide that accentuates intra-urban and inter-urban disparities, between cities,

the countryside as well as the provinces. The government released its National

Digital Strategic Plan towards 2025 [60] whose pillars include improvements for

the Infrastructures, Content, Application Uses, and Governance Regulations.

Since 1996 the country enshrined the liberalization of the audiovisual sub-sector

and the telecommunication sector in 2002 as formerly public monopolies. These

two sectors are experiencing strong growth with the expansion of mobile tele-

phony (2G, 3G, and 4G), Digital Terrestrial Television (DTT), and the Internet

demand is still on the rise [60]. By 2050, more than 50% of households are ex-

pected to use optical fiber, and over 90% to connect to the Internet through their

mobile phones[62][60]. For instance, the country’s National Strategic Plan for

Development has planned to put the first Congolese satellite into orbit, the com-

plete of 5,000 km of national fiber optic backbone and connection of 30,000,000

fixed and mobile lines to metropolitan networks.

In 2016 the country set up two functional IXPs: Kinshasa Internet Exchange

Point (KINIX) and Lubumbashi Internet Exchange Point (LUBIX) through a

project initiated by an association of ISPs and has managed to reach a peak

capacity of 14Gbps from up 15 peering networks [7][63][60]. A report [7] by the

Internet Society on Africa’s networks inter-connectivity revealed that Content

Delivery Networks such as Facebook have caches in DRC at the Kinshasa Ex-

change Point and that the content generated in the country is relatively little.
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This shows the presence of a thriving technical community through local com-

munity solidarity and participation in offline and online technical meetings in

Africa.

Today, the deployment of fiber optic infrastructure in the DRC is done by three

operators, namely: SCPT, SNEL, and Liquid Intelligent Technologies. SCPT

covers 3,600 km of national fiber optic backbone sections with an objective of

30,000 km and has two urban fiber optic rings(10 Gbps and 40 Gbps) in Kinshasa,

the capital city[60]. SNEL, on the other hand, covers 2,200 km of fiber optic

line, mounted on high voltage electricity transmission pylons, whereas Liquid

Intelligent Technologies covers over 300 km of optical fiber from the Zambian

border to Lualaba province and an urban ring in Lubumbashi(South-East) as

well as in Goma (East) planned to be marketed in Open mode Access open to

all operators or ISPs [64][60]. The same company also has an ongoing project to

deploy an FTTx infrastructure in Kinshasa from the urban Ring of one of the

mobile phone operators. Fiber to the “x” (FTTx) is a collective term used to

describe a wide range of broadband network architecture options utilizing optical

fiber for some or all of their last-mile connectivity. With “x” representing the

fiber termination point, FTTx technology encompasses optical fiber deployments

such as FTTH, FTTA, FTTB, and FTTC [65].

As for mobile telephony services, they are offered by operators: Airtel [66], Voda-

com[67], Orange DRC (Tigo)[68], Africell[69], and Standard Telecom. The first

three support national coverage while the fourth covers the capital city and ma-

jor cities. The list covers a few districts in the capital city only. Most of these

active mobile telephony operators belong to large international groups, except

Standard Telecom which is the result of a foreign partnership with the pub-

lic operator SCPT [60]. Internet service providers on the other hand are eight

in number, which includes Microcom, Global Broadband Solutions, OrionCom,

DHI, Raganet, Afrinet, PIWI, and Standard Telecom [70]. The state of intercon-

nection and performance of these networks are covered later in this research.
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When it comes to internet measurements, most of the aforementioned network

operators and their users do not conduct measurements at a comprehensive level

and do not host internet measurement platforms, such as Ripe Atlas probes or

SpeedTest, in their networks for diagnosis or to provide internet speed awareness

to users. As a result, there is a lack of data on the performance of the Democratic

Republic of the Congo’s (DRC) networks in public datasets like MLAB, Ookla

Speedtest OpenData, and SpeedChecker. This lack of data is evident when com-

paring the wide deployment of Ripe Atlas probes in countries like South Africa (82

probes) and Kenya (17 probes) to the single probe at KINIX in DRC. Similarly,

the presence of M-LAB servers and Ookla’s vantage points in a country can also

influence the ability to conduct internet research and studies on the performance

of networks. This limitation on internet measurement data limits researchers’

ability to study the resilience of the internet in the DRC and to improve the

performance of networks.

However, the broadness of the Internet and the interconnectivity between net-

works still provide a way to study a country’s Internet structure by looking at

how it connects to the world. Platforms such as PeeringDB, Routeviews, RipeS-

tat, Packet Clearing House, and CAIDA have capabilities to inform researchers

on the overall structure, capacity, and scalability of the Internet at a country,

and at more granular levels of the network. We cover more on these resources in

section 2.3.3 and apply them in the DRC’s context as part of our methodology

in Chapter 3.
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Chapter 3

METHODOLOGY

This Chapter describes the research design and data collection methods used in

the study. The research design is a mixed-methods approach, using both qualita-

tive and quantitative methods. Data collection methods include secondary data

analysis, an online survey, and primary data collection through Internet mea-

surement on Congolese users’ personal devices to assess their Web QoE and the

QoS of networks they are subscribed to. The section also includes information on

the participants and sampling techniques, as well as the data analysis techniques

used. Overall, this section provides the details of how the research was conducted,

including the methods and techniques used to collect and analyze data.

3.1 Measurements workflow

This section presents the measurement workflow of our study which covers the

process involved in collecting data for the research. A measurement workflow is a

crucial component of any research study, as it provides a structured approach to

collecting and analyzing data to ensure consistency and accuracy, reproducibility

of the study by other researchers, efficient data processing, and the validation

of results. Figure 3.1 shows a summary of the workflow involved in the data

collection stage of this study. The lower left and right sides of the figure show

iNethiPerf and Ookla Speedtest app instances triggered by users who primarily

install the App on their devices. Furthermore, the online services seen on top of

the figure serve as secondary datasets for this study. These three data sources

including the online survey serve as input to the data pipeline upon which data
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Figure 3.1: Data Collection Workflow of this study

cleaning, visualization, analysis, and correlation are done in order to present the

results of our study.

3.2 User perception survey

Our first research question seeks to determine the Congolese users’ perception

and level of satisfaction with their experienced internet performance. To answer

this question, we conducted an online survey that runs across DRC’s three major

network operators (Vodacom, Airtel, and Orange). The selection of networks was

based on a network’s customer population [70][71] where each network holds a

market share value greater than 20%.

3.2.1 Survey questionnaire

Questions we asked in the survey include but are not limited to: the name and

type of provider users are subscribed to (fixed or mobile), users’ subscribed and

experienced bandwidth, how often they face Internet disruption and delays, mo-
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bile application usage, and how each performs, their awareness of Internet mea-

surements and their interest in Internet Speed measurements. Data collected from

this survey provided qualitative and quantitative data on the users’ perceived QoE

in the different networks. Thereafter, the analysis of the data gathered served as

input to answer the second question of our research.

3.2.2 Sampling and Participant Recruitment

Survey respondents are part of key contributors to the success of this research.

Hence, a well-defined plan for recruitment was crucial. The total population

size was composed of subscribers from three cellular networks (Vodacom DRC,

Airtel, and Orange) who reside in cities where there is an IXP presence; namely

Kinshasa, Lubumbashi, and Goma. These cities are considered clusters. From

each cluster, we randomly selected 3 districts and from each district, we randomly

selected 33 participants subscribed to at least one of the three mobile networks

to run the measurements.

We relied on social media posts, email recruitment, and most importantly our

local contacts composed of both technical and non-technical individuals. More

precisely, our local contacts included 200 individuals distributed around the 11

provinces, with whom we have engaged in previous projects (for instance, Internet

society DRC Chapter members) some directly and others indirectly.

3.3 Passive datasets

Passive datasets are an essential source of internet measurement data that pro-

vides insights into the behavior, business relationships, and interconnection of

Autonomous Systems (ASNs) on the internet. In this research, passive datasets

were used to filter and analyze the internet measurement data of ASNs in the

Democratic Republic of Congo (DRC). The sources of the passive datasets in-

clude CAIDA ASNrank API, PeeringDB, RipeStats, BGPview, ROuteviews, RIS,
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and more. These resources provided valuable information on the network config-

urations, peering relationships, and routing policies of ASNs, which are crucial

factors in determining the structure of the internet in the DRC. Using these

passive datasets, a more comprehensive and accurate analysis of the internet

measurement data collected for this research was possible.

3.3.1 Datasets and APIs

In the quest to answer the second question of our research, ”To what extent are

Autonomous systems in the DRC interconnected, and how does this affect internet

performance?”1. The selection of the dataset we used was based on its popularity

in previous research. In situations where a dataset was not available for download,

we leveraged REST and GraphQL API calls to the data in case such a feature

was made available5.

3.3.2 Data Extraction

The dataset we rely upon to get the answers to our second question is produced

by the Pipe-and-Filter pattern shown in Figure 3.2, based on the datasets and

APIs mentioned in Section 3.3.1 above. The Pipe-and-Filter architecture is a

pattern that has independent entities called filters (components) that perform

transformations on data and process the input they receive, and pipes, which

serve as connectors for the stream of data being transformed, each connected to

1We explored different BGP data-based datasets available online. This data is collected by
a combination of various organizations or projects and tools such as Routeviews [72]2, RIPE
NCC [73]3, CAIDA Archipelago tool [74]4, and others.

5These APIs include RIPEstat6, CAIDA ASNRank v2.17, BGPview8, PeeringDB9,
ARPTC10, and Apnic Stats11. RIPEstat’s API provides the necessary information to iden-
tify Congolese routed ASNs as seen by the Internet Routing System (RIS), whereas CAIDA
ASNRank v2.1 told us valuable information such as the customer cone of ASNs (a set of IP
addresses that are reachable through a specific ASN and are considered to be under its con-
trol), their rank, the number of announced prefixes, neighbors, and more details regarding the
organizations to which they belong. BGPView API provided existing business relationships
(upstream, downstream, and transit) information among the queried ASNs. PeeringDB, on the
other hand, provides peering information on the individual networks and the IXPs they each
are connected to. ARPTC and APNIC both revealed the customer population and Internet
market share of Congolese networks, the basis on which we selected what networks to focus on
in the analysis in subsequent chapters.

26



Figure 3.2: Data extraction architecture.

the next component in the pipeline [75].

Therefore, unlike a traditional Object oriented-based Pipe and Filter architecture,

the filters shown in Figure 3.2 are not separate classes or components but rather

separate functions in our Python script. Functions are executed after one another

with the results from previous functions in the sequence used in subsequent ones

to add to and transform the data stored. Python was used to write the data

processing script for speed, simplicity, and visualizations libraries the language

supports. While limited input data is passed at processing time, through various

API calls, and data transformations we produced separate data objects on which

visualizations are made according to the targeted insight we want to highlight.
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List of ASes and their Organisation

We constructed minor datasets that helped in drawing some insights into the

DRC’s network’s interconnection. From RipeStat API in Figure 3.2’s filter 1, we

identified 44 Congolese ASNs after filtering the data by country code (’CD’ in this

case). For each of the ASNs found, we performed four different filters: Firstly, we

collected geographical locations for each using the GeoLite Maxmind database,

through the same RipeStat API. While we did not use all this information in our

subsequent results, it can be crucial for the extension of this research in future

work, especially in terms of the categorization of networks per region or city, as a

way to present the Internet market concentration of networks at a granular level.

Secondly, we extracted organization information for the returned list of ASes

and their organization holders. In knowing this, we could elaborate networks

with potential sibling-to-sibling relationships which in turn would highlight the

direction of the routing traffic within and outside the country.

CAIDA ASNRank

Using CAIDA’s AsnRank V 2.1 API, we constructed a CSV file containing in-

formation on all DRC’s ASN ranks, their number of announced prefixes and

addresses, their customer cone, neighbors, and extra information regarding the

organizations they belong to. The data constructed during this step was then an-

alyzed as a way to make comparisons between the top 20 ASNs in terms of their

difference in the number of announced prefixes they have, the customer cone, and

also the number of IPv4 addresses they possess.

PeeringDB API

In filter 2 we generated a JSON file containing information on the presence of IXPs

in DRC and identifying the number of members they have connected. Also, we

put a focus on the IXPs members that are eyeball networks, and what the state of

their interconnectivity is with each other. Eyeball networks refer to networks that
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deliver Internet access to users’ homes and businesses, and are designed to handle

high volumes of Internet traffic. To achieve that, we queried the PeeringDB API

to identify that information, which resulted in the identification of ASNs that do

not leverage the IXP Internet infrastructure available to them.

BGPView, CAIDA AS-relationship, RIPEStat ASN neighbors

Having known the state of the interconnections of DRC ASes, we looked at their

relationships, and neighbors within the BGP Path hence inferring the routing

structure of the country’s Internet. First, we present who is the Upstream and

Downstream ASes, or else which pair/pairs of ASNs have peering and those that

have transit relationships with each other. Second, we look at both the AS

peers/neighbors of each AS as seen by the Routing Information System [73] using

RIPEstat API, BGPView API, and CAIDA’s AS-relationship data sets. The

BGPView API returns the list of an ASN’s peers in terms of upstream and

downstream. For each API call’s response, a dictionary object is updated to

categorize the data queried by its particular ASN. This new object is therefore

passed to the second class that leverages the power of the Networkx library [76]

to generate a network graph between ASNs that happen to have a relationship

with each other.

The BGPView API had a limitation in terms of the number of requests we were

allowed to make. Hence we considered a pre-constructed dataset that we could

download locally and do the analysis accordingly. The CAIDA AS-relationship

dataset catered for this. We specifically chose to use the Serial-2 directory of this

dataset because it combines both the data from the ’Serial-1’ category with that

from the multi-lateral peering methodology [77]. This directory is composed of

multiple bz2-compressed files updated on a monthly basis. Our analysis is based

on data collected in February 2022. Given the list of DRC ASNs returned by our

Pipe-and-Filter architecture, we filtered out ASNs that are not part of it so that

our results are representative of DRC networks. Next, we associated each ASN to
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its corresponding AS name using the AS-Org dataset, CAIDA’s data containing

further details of all ASes, including the organization ID, name, and location.

From this same dataset, we were able to elaborate not only on what are the AS

links available but also on statistical measures of the AS relationships for DRC’s

networks in terms of the number of customers, providers, or transits each has,

and their distribution across the entire dataset.

Another resource we explored is the ASN neighbors’ information provided through

RIPEStat API. ASN Neighbours offers similar functionality to ASInUse which is

part of the Routing Information Service (RIS). However, while ASInUse includes

information that is only found by route collecting services (such as RIS), RIPE-

stat’s ASN Neighbours provides a view on which ASNs are adjacent to a queried

ASN in the routing tables, then identifies them as either left or right neighbors

depending on their position in the BGP path. This means that an ASN which

is right of the queried ASN is not necessarily the true originator of the prefix,

only that it is closer to the origin than the queried ASN. An ASN with only left

neighbors can be seen as an originating ASN.

3.3.3 AS Hegemony

We rely on the local AS hegemony to present the most influential networks in

DRC combined with their connections to local and foreign ASes. We obtain AS

hegemony scores for every Congolese AS using Internet Health Report (IHR) API

[78]. AS hegemony [79] is a metric that quantifies the likelihood of an AS to lie

on paths toward certain destination IP prefixes. There exist two variants of this

metric, global and local AS hegemony. The global AS hegemony is computed

with paths to all IP prefixes globally reported by the BGP viewpoints. ASes

with a large value stand for large transit networks that are commonly used to

reach any host on the Internet. For instance, tier-1 ASes, like Level 3 (AS3356),

have the highest scores, and stub ASes have the lowest scores. The local AS

hegemony is computed with paths from all BGP viewpoints towards only one
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origin AS. In this case, high values stand for ASes that are commonly used to

reach the given origin AS. For instance, computing the local AS hegemony for

Orange DRC (AS37447) reveals that the highest score is attributed to CELTEL

DRC (AS37020), which is a main upstream provider to many networks in DRC

as we shall see in the results section later on.

3.4 Active Measurements

Our third research question seeks to measure the Internet performance that DR

Congo Internet users experience in both mobile and desktop environments. We

run active measurements on end-user devices to assess their performance in terms

of quality of service, quality of experience, and network traffic destination. These

metrics are to be compared to the perceptions that participants previously stated

early in the survey.

3.4.1 Metrics

Every measurement study has a set of metrics considered to produce a dataset

based on which some assessment can be conducted. In our case, we have two

categories of metrics. The first takes into account networks’ QoS whereas the

second measures users’ Web QoE when accessing a predefined list of trending

websites. Semrush methodology [80] helped us identify website trends in the

DRC, from which we selected the top 20 to conduct our Web QoE measurements.

Semrush provides a dataset composed of country-level based statistics of the most

accessed websites with their respective number of visits per month, filterable by

industry and containing multiple fields such as the main traffic source, desktop

and mobile share in percentage, month-over-month and Year-Over-Year change

in traffic as a percentage of the previous month/year’s traffic stats.

Quality of service metrics include Download and Upload throughput and Latency

to Ookla and MLAB servers. The Web QoE metrics measured are extracted
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through the execution of a Python script that makes API calls to Curl’s lib curl

handle [81] for each website in our selected list of the most accessed sites by

Congolese users (using Semrush methodology mentioned above). These metrics

include Domain Name Start Time (DNST), Time to First Byte (TTFB), Trans-

port Control Protocol Time (TCPT), Total time, and Redirect count. DNST

provides the total time in seconds from the start until the name resolution is

completed. TTFB is the time, in seconds, it took from the start until the web

request is just about to begin. As explained on Libcurl’s options list [82] TCPT

is the total time in seconds from the start until the connection to the remote host

(or proxy) is completed. Total Time is the total time in seconds for the previous

transfer, including name resolving, and TCP connections. Finally, the redirect

count is the total number of redirections that were actually followed before the

webpage could be resolved. Furthermore, we perform an analysis of network traf-

fic paths to infer how independent and interdependent Congolese networks are

by running a traceroute to a predefined list of IP destinations from the top 10

Congolese ASNs as listed by statistics by APNIC [70]. Table 3.1 summarises the

metrics, their description, rationale, and the tools that have them implemented.

We take into account application scalability in the choice of tools for active mea-

surements, so that representative vantage points are explored with ease of access

to the results of the conducted measurements.

3.4.2 Sampling and Participant Recruitment

Similar to Section 3.2, we relied on participants to run active measurements

on their mobile devices (phone and laptop). These participants are those who

were asked in the survey about their interest in participating in the subsequent

experiment of the study. The geographical scope of our participants is such that

they should reside in Congolese cities where an Internet Exchange Point is present.

This is because IXP facilities in DRC are strategically distributed across three of

its biggest cities, namely Kinshasa in the West, Lubumbashi in the South East,
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QoS - QoE Metrics and tools
Metric Description Rationale Data Collec-

tion Tool
TCP (Up-
load/Download
throughput,
latency)

QoS metrics widely used (Mobile
and desktop) open-
source and ease result
sharing

Ookla
speedtest

TCP (Up-
load/Download
throughput,
latency)

connection speeds to
foreign networks

crowd-sourced data,
open-source and
widely used

MLAB’s NDT

TTFB, DNST,
TCPT and Total
Time time

Web QoE metrics Web page load times
and redirects

Python script
with PyCURL
library

Traceroute,
RTT

Network traffic desti-
nation, diagnosis

trace packets to multi-
ple destinations

multiTraceroute

Table 3.1: QoS and QoE data collection tools used

and Goma in the East. However, we recorded participants from other cities too.

We recruited a minimum of 33 participants from each mobile subscriber located in

but not limited to the aforementioned cities. These cities are considered clusters.

From each cluster, we randomly selected 33 participants subscribed to at least

one of the three mobile networks to run the measurements.

3.4.3 Period of Measurements

The active measurements comprised four groups that we ran consecutively de-

pending on the availability of participants: Ookla Speedtest, MLAB’s NDT, Web

QoE, and traffic destination custom scripts. The first group runs for two months,

from July 1st to September 1st, 2022. The second group is composed of crowd-

sourced NDT speed tests and covers the period from 1st September to 15 th

October 2022. However, because MLAB allows researchers to query historical In-

ternet performance data as well, we included throughput and latency data from

1st January to 1st October 2022. The third and fourth groups which required

participants with a technical background (Python, Basic Linux commands, and

fundamentals of computer networks) were conducted simultaneously from 15th
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October to 15th November 2022.
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Chapter 4

USER SURVEY RESULTS

The online survey [83] was conducted to gain insight into users’ perceptions of

Internet performance in the Democratic Republic of Congo (DRC) and their level

of satisfaction with the services provided by their Internet Service Provider (ISP).

The survey was designed to gather information on a range of topics, including par-

ticipants’ demographics, Internet usage habits, and their perceptions of network

performance and reliability.

In this chapter, we present the results of the online survey, including a detailed

analysis of the responses received and the key findings that emerged from the

data. The chapter is organized into several sections, each of which covers a

different aspect of the survey results. Section 4.2 provides an overview of the

survey participants, including their demographics and Internet usage habits. We

then present the results of the survey in relation to the key research questions,

including participants’ perceptions of Internet performance in the DRC and their

level of satisfaction with the services provided by their ISP. Finally, in Section

4.3 we discuss the implications of the survey results for the broader research on

Internet performance and connectivity in the DRC and other developing Central

African countries.

4.1 Dataset

In order to understand Congolese users’ perception of the Internet performance

they experience, we constructed a dataset from the responses received from the

web-based survey over a period of 2 months, namely from 1st September to
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30th October 2022 with a target on adult Internet users residing in the DRC.

The respondents were required to complete the 20 questions for their responses

to be considered in our analysis. The majority of the questions were multiple

choice, with a minority of short answer and Likert scale categories. From the

total of 20 questions, we subdivided them into four categories. The first covered

the demographics of the respondents with details such as age, gender, town,

occupation, and the province from which they are participating. The second

category covered the device specifications and the applications they commonly

use to access the Internet. The third category was composed of a set of questions

on the connection details whereas the fourth and last category covered the level of

awareness of Internet measurement and its practices. The complete questionnaire

can be found in the Appendix Section 8.3. As a result, we ended up with 90 fully

responded.

4.2 User perceptions

4.2.1 Characteristics of Respondents

As mentioned in Section 3.2, the 90 respondents were randomly identified from

all provinces in DRC. An attempt was made to include respondents from all

occupation categories. In Figures 4.1 and 4.2 it can be seen that:

• Age: The majority of the respondents surveyed (40.2% of the 90 total) belonged

to the age bracket of 26-35 years. Out of the remaining, 39% belonged to the age

group 18-25, approximately 11% belonged to the group 36-45 and 7% belonged

to the group 45-55 whereas 3% were of 56 years or above.

• Gender: in terms of gender, most of the respondents are gendered men (76.7%),

and the remaining 22.2% of women. Regarding the occupation of the respondents

in Figure 4.3, students and employed categories represented the majority (31.2%

each ), followed by self-employed (27.1%). Unemployed respondents on the other

end were the minority (10.4%).
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Figure 4.1: Characteristics of respondents: age

4.2.2 Service Providers and users satisfaction

Once the demographics were captured, the respondents were asked which service

provider they used for mobile internet services. Multiple service providers provide

mobile internet connectivity to participants. Table III provides a snapshot of the

data obtained from the respondents

Analysis of respondents

1)The service provider : It was seen that the majority of respondents (75%) sub-

scribed to Airtel for their mobile internet services. The next popular mobile

internet service provider was Orange (50%) followed by Vodacom (32%) and last

but not least Africell (0.6%). Given that our questionnaire had provisioned for

survey respondents to specify multiple networks they are subscribed to by a mul-

tiple select option, it is pertinent to mention that we noticed 37 participants

(42%) who said they are subscribed to two networks at the same time, hence the

noticeable overlap in the distributions of respondents per network. We also notice
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Figure 4.2: Characteristics of respondents: gender

Table 2: THE SERVICE PROVIDER THAT USED FOR MOBILE INTERNET
Parameter Respondents
The service provider used for mobile Internet
Airtel 75%
Vodacom 32%
Orange 50%
Africell 0.6%
Level of Satisfaction with QoS
Very satisfied 11.5%
Satisfied 30.6%
Neutral 25%
Dissatisfied 32.9%
Level of Satisfaction with Internet Performance
Very satisfied 3.6%
Satisfied 20.2%
Neutral 18.5%
Dissatisfied 24.8%
Very Dissatisfied 32.5%

Table 4.1: Analysis involved in the experiments of this study

that Africell shows the lowest number of participants. This may be accredited to

the fact that the network’s coverage is limited to a single city in DRC, which is

Kinshasa. Airtel, Orange, and Vodacom being leaders in DRC’s cellular industry,
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Figure 4.3: Characteristics of respondents: Occupation

provide more coverage across the region as compared to others, which contributes

to the higher participation rate in our survey.

4.2.3 Awareness of bandwidth: Received vs ISP-promised

Perceptions on users awareness of subscribed mobile internet plans in terms of

use are presented in Table 4.2.

Analysis of respondents

Most of the respondents (Very concerned: 64.7%, concerned: 26.4%) reported

that they were concerned about being aware of the bandwidth their network
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Table 2 : INTERNET SPEED AWARENESS
Parameter Respondents
Concern about the awareness of provided band-
width
Very concerned 64.7%
Concerned 26.1%
Not concerned 8.8%
I don’t care 0.02%
Promised bandwidth
1 to 3 Mbps 25%
5 to 10 Mbps 28%
Less than 25Mbps 14.7%
More than 1Gbps 0.09%
I don’t know 35.2%
Perceived bandwidth
1 to 3 Mbps 35.2%
5 to 10 Mbps 23.8%
Less than 25Mbps 0.07%
1Gbps or more 0.03%
I don’t know 38.6%

Table 4.2: Internet Speed Awareness

provider serves them. The features that were inquired about were the knowledge

of the promised internet speed and the actual internet speed they perceive as their

day-to-day experience. For the promised speeds, common responses were; the

majority (35%) said they didn’t know whereas 25% and 28% said they were offered

1 to 3 Megabits per (Mbps) second and 5 to 10 Mbps respectively. Also, a small

portion (0.09%) of the respondents said they were promised 1Gbps. Regarding

the inquiry about the users’ perceived bandwidth speed they actually experience,

it was found once again that most of the respondents (38.6%) said they did not

know, (35.2%) and (23.8%) perceived a 1 to 3 Mbps, and 5 to 10 Mbps bandwidth

respectively. The remaining respondents said they perceived speeds less than

25Mbps and 1Gbps or more. This Internet speed perception information did not

include the data incurred from accessing the internet through other services such

as Wi-Fi or Fiber. It may, therefore, be concluded that most users are unaware

of Internet speeds promised by their providers and do not know the speeds they

experience.
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4.2.4 Perceptions of Internet Performance: A Compara-

tive Analysis Across Airtel, Orange, and Vodacom

Networks

For comparison reasons, in this section we provide a comprehensive insight into

the perceptions of internet users regarding their experienced internet performance

across three major networks: Airtel, Orange, and Vodacom. Out of the 88 total

survey responses gathered in this study, enabling a robust analysis of user satis-

faction levels in terms of percentages. The findings reveal that user satisfaction

varies significantly among these networks.

When examining the data on user satisfaction, it is evident that Airtel has the

highest percentage of satisfied users, with 22.73% of respondents expressing satis-

faction. Orange follows closely with 15.91%, while Vodacom registers at 11.36%.

Notably, the category labeled ”Others” had the lowest satisfaction level, with

only 3.41% of respondents expressing satisfaction. When considering the ”very

satisfied” category, Airtel once again outperforms the others, with 28.41% of re-

spondents expressing very high satisfaction. This highlights a notable preference

for Airtel’s internet services among the survey participants.

However, it is crucial to acknowledge that user dissatisfaction exists within these

networks. A total of 6.82% of respondents each expressed dissatisfaction with

Airtel and Orange, while Vodacom had 2.27% of users dissatisfied. This un-

derscores the presence of areas where improvements may be needed across all

three networks. Furthermore, in the ”very dissatisfied” category, 6.82% of Air-

tel users, 4.55% of Orange users, and 4.55% of Vodacom users had extremely

negative experiences, highlighting areas of concern that warrant immediate at-

tention. In conclusion, these findings underscore the importance of continued

efforts by these network providers to enhance user satisfaction and address areas

of dissatisfaction, ultimately striving for improved internet performance.
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4.2.5 Relevance of QoE Metrics factors

We can users’ opinions on which metrics have the most influence on their per-

ceived quality of experience on the Internet in 4.3. On the aspect of Web QoE,

Table 2 : IMPORTANCE OF QoE METRICS
Parameter Respondents
Page Load Time
Extremely important 47.73%
Important 46.5%%
Not important 5.68%
Number of freezes during video calls
Extremely important 36%%
Important 51.14%%
Not important 12.5%
Number of voice call dropouts
Extremely important 45.45%
Important 50%%
Not important 4.55%
Text message Delays (Send/Receive)
Extremely important 53.41%
Important 39.77%%
Not important 6.82%

Table 4.3: Importance of some QoE metrics

the majority (47,7%) responded that it is extremely important for them to access

a web page fast enough, whereas 46.5% responded it is important. The remaining

12.5% claimed that web page load time’s influence on their QoE is not impor-

tant. Regarding video calls, the number of freezes had an extremely important

influence on 36.36% of the respondents, preceded by 51.4% of respondents who

considered this metric’s influence just important. Only 12.5% of the respondents

considered video call freezes not an important factor to the QoE. Voice calls, on

the other hand, 45.45% of the respondents found the number of dropouts ex-

tremely influential to their QoE, 50% found it influential whereas 4.5% didn’t

consider it an important factor. Furthermore, the delays during text messaging

were perceived to influence 53.4% of the respondents at an extreme level, 37.7%

at a normal level, and 6.82 said they aren’t influenced by this metric at all.
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4.3 Conclusions

One of the key findings from our survey is the discrepancy between users’ aware-

ness of the internet speeds promised by their ISP and the actual performance

they experienced after conducting measurements. Many users reported being un-

aware of the specific internet speeds promised by their ISP, or they had difficulty

understanding the technical jargon used in the fine print of their service con-

tract. As a result, they were unable to compare their measured internet speeds

to the promised speed accurately. Second, the lack of awareness can also make

it difficult for users to accurately compare the performance of different ISPs. If

users are not aware of the promised speeds for each ISP, they may not be able

to accurately compare the performance of one ISP to another. This can make it

difficult for users to make informed decisions about which ISP to choose, and it

can also make it difficult for ISPs to compete on the basis of performance.

Third, the lack of awareness also negatively impacts users’ overall perceived qual-

ity of experience with the internet. Often, users who are unaware of the promised

speeds do not realize when their internet service is under-performing. As a result,

they do not take action to troubleshoot or resolve the issue, and they continue to

experience poor performance without realizing that it is not normal.

This lack of awareness can have several negative consequences. First, it can

make it difficult for users to assess whether they are getting the value for money

they expect from their internet service. If they are unaware of the promised

speeds, they may not be able to tell if their internet service is delivering the

performance they are paying for. This can lead to dissatisfaction with the service,

and potentially even to users switching to a different ISP. Hence more awareness

campaign about internet measurement is needed to cover this gap.
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Chapter 5

INTERCONNECTION ANALYSIS

In this chapter, we present the results of the secondary dataset analysis, including

a detailed analysis of the data and the key findings that emerged. The chapter

is organized into several sections, each of which covers a different aspect of the

analysis. Section 5.1.1 gives an overview of the Internet structure of the DRC,

including the market structure and the major players in the market. Sections

5.1.2, 5.1.4 and 5.1.3 present the results of the analysis in relation to the key

research questions, including the interconnections of networks in the DRC and

the influence of different networks on users’ Internet connectivity. Finally, Section

5.1.5 discusses the implications of the analysis for the broader research on Internet

performance and connectivity in the DRC.

5.1 Results & Discussion

5.1.1 AS Market structure

In our initial steps, we identified 44 DRC ASNs visible on the global routing

system. Their distribution by region or city is unevenly distributed, which was

expected due to the divide in digital access and population size disparities between

big cities versus small ones. We found the majority of ASNs have their services

in the capital city Kinshasa, while the rest of the cities across the country have

a lower number, half and sometimes a third of those in Kinshasa. CAIDA’s

ASNRank API v2.1 [84] provides metrics that make the comparison of these ASNs

less difficult. The metrics include AS rank (based on the number of its direct

and indirect customers), the number of customers, providers, siblings, announced
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Figure 5.1: Regression analysis of the relationship between AS rank, AS degree,
and number of announcing prefixes of the Top 20 DRC CAIDA AS ranking

prefixes, and more. CAIDA ASrank (Autonomous System Rank) is a method for

ranking the relative importance of Autonomous Systems (ASes) on the Internet

based on their interconnections and traffic exchange. It is a measure of the

centrality of an AS in the Internet topology and can be used to understand the

roles and relationships of different ASes on the Internet. AS Degree on another

end is a metric calculated as part of CAIDA’s AS Ranking project [44] to represent

the number of unique prefixes an Autonomous System announces to the Internet.

This metric is a way of quantifying the interconnectivity of an AS and is used to

understand the relative importance and size of different ASes in the Internet.

Figure 5.1 is a regression plot that shows the relationship between CAIDA’s AS

rank, AS degree, and the number of announcing prefixes of the top 20 DRC ASNs.

The scatter plot reveals a strong positive relationship between the AS rank and

the AS degree, suggesting that higher-ranked ASNs also have a higher degree.

The regression line indicates that there is a linear relationship between the AS

rank and the AS degree. Additionally, the plot showed a positive relationship

between the number of announcing prefixes and the AS degree, indicating that
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Figure 5.2: Market structure of DRC’s top 20 ASes in three categories: Customer,
Provider, and Transit Autonomous Systems.

as the number of announcing prefixes increases, so does the AS degree. The line

plot in red for the number of announcing prefixes also indicates major differences

between relatively large ASNs versus smaller ones in terms of the number of

addresses being announced to the Internet.

The same API allows us to look at other metrics that are missing in Figure 5.1,

especially for the remaining ASes that happen to have no customer ASes. In

Figure 5.2 we show the number of transit networks an ASN routes its traffic

through, its number of providers, and customers respectively. Transit ASes are

those that provide connectivity to other ASes and are responsible for transmitting

data between different networks. They connect multiple ASes and serve as a

bridge between different parts of the Internet. These ASes typically do not host

any end-users and instead focus on providing transit services to other networks.

Provider ASes, on the other hand, provide Internet connectivity to end-users.

They offer Internet services such as web hosting, email, and cloud computing.

They may have one or more customers, who are other ASes that use the provider’s

network to offer Internet services to their own end-users.
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We observe that the ranking is correlated to the number of customer networks

an AS provides services to. We find that UNITED-SA is the highest-ranked AS

in the DRC with 10 customer networks, followed by Celtel-DRC having 7 and

the government’s commercial company of post and telecommunications (SCPT)

with 4 customers while the remaining have only 1 customer. Those cases with

0 customer value simply mean that they are ISPs providing connectivity on the

last mile only, close to the end-users.

Among these top 6 ranking ASNs, two of them are identified to be IXPs: ISPA-

DRC-CONTENT and ISPA-DRC-LUBUX-MGMT. ISPA-DRC is a non-governmental

organization under Congolese law. Its members represent more than 85% of the

total number of Internet connections in the country [63]. This explains why

the AS names (ISPA-DRC-CONTENT and ISPA-DRC-LUBUX-MGMT) appear

amongst the highest ranks given that they are most likely having ISPs connected

to them either through direct or remote peering to facilitate the exchange of local

traffic. Subsequent paragraphs will shed more light on this.

We cannot ignore the presence of eyeball networks such as CELTEL-DRC and

ORANGE-DRC among the highest ranks. The two combined, represent an esti-

mated customer population size of 44,97%, with 24.99%, and 19.98% respectively

[70][71]. We also notice another eyeball network having a 21,44% customer pop-

ulation size, namely VODACOM-CONGO occupies a lower rank (9th from the

bottom) in Figure 5.1. Why this is the case? CAIDA ASRank’s methodology is

based on the concept of graph centrality, which is a measure of the importance

or influence of a node (in this case, an AS) in a network. Its Degree centrality

metric measures the number of connections that an AS has to other ASes. An

AS with a high degree of centrality is considered to be more important or in-

fluential because it has more connections to other ASes. While Vodacom has a

higher customer population than Orange-DRC, it does not have other ASes as

its customers, as shown in Figure 5.2. Hence the reason why it occupies a lower

rank than its eyeball network counterparts.
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Figure 5.3: Distribution per DRC ASN’s customers, providers, and transits.

Statistically, we can also see how distributed each of the AS relationship metrics

presented in Figure 5.3 are, with all DRC 44 ASNs considered so that it serves as

a guide to the discussion of the results we obtain from subsequent experiments

of our study. Figure 5.3 shows these distributions. Considering 44 total ASNs

in DRC, and counting the number of transit providers and direct customers each

represented ASN in Figure 5.3, We can see that 60% of the selected ASNs in DRC

are providers that have at least one customer network, and 25% of them do not

connect through transit providers. 30% of these ASNs appear to have at least 2

providers whereas less than 10% of them have more than 5 transits, customers,

or providers.

5.1.2 Network Interconnections

Network Interconnections at an IXP and Their Impact on End-User

Experience

Network interconnections at an IXP serve as a crucial nexus where Internet ser-

vice providers (ISPs), content providers, and other network entities converge to
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exchange traffic. For end-users, these interconnections have a direct and profound

impact on the quality of their online experience. By interconnecting at an IXP,

ISPs can access a broader array of content and services more efficiently, often

with reduced latency. This means that when an end-user requests data, such

as loading a web page or streaming a video, the content is delivered with lower

delays, resulting in faster load times and smoother playback. Moreover, multiple

interconnections at an IXP enhance network redundancy. If one network path

experiences issues or outages, traffic can be seamlessly rerouted through alterna-

tive paths, minimizing disruptions and ensuring continuous service availability.

In essence, network interconnections at an IXP are instrumental in delivering a

superior and more reliable online experience to end-users, enhancing their satis-

faction and trust in the services provided.

Impact on Business Operations and Service Providers

Beyond improving end-user experience, network interconnections at an IXP also

have far-reaching implications for business operations and service providers. ISPs

and content providers can leverage these interconnections to optimize their net-

work efficiency and reduce operational costs. By exchanging traffic directly at

an IXP, service providers can circumvent the need to route traffic through costly

long-haul links, which can translate into substantial savings in terms of band-

width costs. Additionally, the enhanced connectivity options provided by an IXP

facilitate the rapid deployment of new services and applications, fostering inno-

vation and competitiveness in the market. For businesses, these interconnections

enable them to reach a broader audience more effectively and provide seamless

access to their products and services. In sum, network interconnections at an

IXP are a cornerstone of efficient and cost-effective business operations, offering

competitive advantages and opportunities for growth in an increasingly connected

digital landscape.
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Figure 5.4: DRC IXPs’ AS members.

Internet Exchange Points in the DRC and their AS members

Given the value IXPs bring to a country’s Internet ecosystem in terms of re-

silience, our subsequent efforts resulted in associating the ASNs that leverage

such Internet infrastructure. As shown in Figure 5.4 below, the nodes marked in

a yellow diamond ring are the 3 existing IXPs in the country, whereas the nodes

in blue oval rings are the DRC ASNs having an interconnection with at least one

of the three IXPs. Clearly, the distribution of the number of AS members per

IXP is uneven, whereby KINIX in the capital city appears to have 15 members,

whereas LUBIX and GOMIX serve 8 and 7 members each respectively.

Another observation is that, without considering the networks that might be

having private peering relationships with each other, only 38% (17 out of 44)

of DRC ASNs (as of May 2021) leverage the IXP facilities available to them.

However, we see the dominating eyeball networks: Orange (AS37447), Vodacom

(37453), and Celtel-DRC (AS37020) are all connected to the three IXPs, which

is a good sign as far as end-users quality of experience concerns are concerned.

5.1.3 BGP-level data

Each AS uses BGP to announce which IP addresses they are responsible for

and which other ASes they connect to. BGP routers take all this information

from ASes around the world and put it into databases called routing tables to

determine the fastest paths from AS to AS. When packets arrive, BGP routers

refer to their routing tables to determine which AS the packet should go to next.

Figure 5.5 shows the peers or neighbors of each AS in the DRC as seen in the
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Figure 5.5: DRC ASes’ Left and Right Neighbours.

Routing Information System. The terms ”right neighbor” and ”left neighbor”

used refer to the ASes that are directly connected to a particular AS.

The left neighbors are represented by the Sky blue color, whereas the rights are

in Blue. The number of neighbors tells us how many AS numbers were on the

”left side” of the queried AS number in the BGP AS-path (closer to the origin

of the announced prefixes), and how many were on the ”right side”. If an ASN

has only left ones, this means it is an originating-only ASN. In the case of DRC

ASNs, we find that Celtel-DRC and UNITED-SA appear to be on the left and

right of the majority of ASNs. This is evident because they both have the most

number of customer networks (7 and 10 respectively), as we saw previously in
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Figure 5.2. Hence the announcement of the prefixes of those networks given their

position of being their providers.

5.1.4 AS Hegemony

The Internet consists of over 70,000 networks. Each of these connects to the rest of

the Internet via one or more connections to other networks. An article by RIPE

Labs [85] argues that a very rough way of categorizing these networks would

be: networks with users (”eyeball networks”); networks with servers (”content

networks”); and networks that provide connectivity between networks (”transit

networks”). Using the same analogy, in Figure 5.6 we visualize the intercon-

nectivity of DRC’s eyeball networks specifically and how they connect to other

networks both inside and outside of the country. Figure 5.6 shows the intercon-

nection between networks in DRC (with red nodes) and other networks either

inside or outside DRC (with the latter represented as green nodes). Tier1 net-

works are added to the graph as yellow nodes. The size of a node is determined

by its ’importance’ for Internet routing for end-users - where importance is here

measured in terms of the extent to which end users in DRC depend on this node

for reaching the rest of the Internet. i.e. in terms of between-ness centrality

[86] as estimated by AS Hegemony [79]. It is important to note that the main

focus of this visualization is to show the interconnections that exist between the

networks shown. As for traffic volume flowing over these interconnections, the

only indication of this in the visualization is the size of the nodes, as nodes with

a higher estimated betweenness centrality will likely have a higher traffic vol-

ume. We don’t have data about the capacity of these links or the business (i.e.

transit/peering) relationships between networks.

We can observe that the Internet comes into DRC through AS37677 SCPT

(Société Commerciale des Postes et Telecommunications), which receives the con-

nection from the ACE (Africa Coast to Europe) undersea cable and interconnects

with Angola Cables, Interfiber, and other foreign ASes. This same AS then pro-
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Figure 5.6: DRC Eyeball networks interconnections.
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vides connectivity to bigger Eyeball Networks such as Orange-DRC(AS37447)

and CELTEL-DRC(AS37020). It is noticeable that AS37020 has the biggest

node size (the largest local AS hegemony score), hence a sign of high dependence

of the majority of Congolese end-users on its services. We see the same behavior

for the connections to foreign ASes: CELTEL-DRC(37020) has more edges to the

green nodes.

Due to the mechanism put in place by ISPA-DRC (the association of Congolese

ISPs), we can see eyeball networks such as Africell-DRC, Vodacom-CONGO,

and Celtel-DRC sharing a common interconnection node (AS-37431 ISPA DRC).

When we look at the IXP and members structure in 5.4 and identify the ASN

to which the Kinshasa Internet Exchange Point belongs, we indeed find that it

is AS-37431 ISPA DRC. This clearly demonstrates that these network business

operators do agree on the importance of exchanging traffic between the ”down-

stream” users of each network, instead of accessing them through foreign paths.

While Tier1 networks are a fundamental part of how the Internet is intercon-

nected, we can see that presently, their usage is declining due to the flattening

of the Internet [87], which refers to the observation that the Internet has become

less hierarchical and more interconnected over time. In the case of the DRC,

only Orange-DRC (AS37447) is connected to one Tier1 network, namely AS6453

(Tata Communications). Clearly, this is because there are more and more inter-

connections bypassing them, despite them being known as the core of the Internet

ecosystem.

5.1.5 Conclusions

In conclusion, we found that the DRC has a limited number of ASNs with a

high local AS hegemony score. This indicates that the country relies on a small

number of external networks for connectivity. This limited number of providers

may make the DRC vulnerable to outages or other disruptions in its Internet

infrastructure.

54



The AS market structure in the DRC is also heavily concentrated in a few key

players. UNITED-SA, Celtel-DRC, and the government’s commercial company of

post and telecommunications all have a significant number of customer networks,

while the remaining ASNs have only one or zero customers. This concentration

of ASNs in a few key players could potentially lead to issues of monopolization

and lack of competition in the market.

Overall, the analysis of the AS market structure in the DRC shows that the

distribution of ASNs is uneven and the market is heavily concentrated in a few key

players. This limited connectivity to external networks and concentration in a few

players could potentially impact the stability and competitiveness of the DRC’s

Internet infrastructure. It would be important for policymakers to consider these

factors in planning for the development and regulation of the country’s Internet

infrastructure.
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Chapter 6

MOBILE BROADBAND INTER-

NET PERFORMANCE FROMAC-

TIVE MEASUREMENTS

This chapter presents the results of the active measurement activities conducted

with research participants in the Democratic Republic of Congo (DRC) to assess

the quality of service (QoS) of mobile broadband networks and users’ quality of

experience (QoE) on the web within the country, as well as the status of traffic

destination between local networks. The active measurements were conducted

using a combination of client-based tools, such as Ookla Speedtest and MLAB’s

NDT to gather data on various performance metrics including download and

upload throughput, and latency. In addition, through custom python and shell

scripts executed on users’ computers, Web Quality of Experience (QoE) metrics

such as DNST, TTFB, TCPT, and Total Time were measured to give insights

into the user experience when accessing popular websites and services.

6.1 QoS

6.1.1 Dataset

Our sample consists of measurement instances conducted by 335 unique partici-

pants across the five cities in DRC. As illustrated in Figure 6.1, We chose three

focus cities, one on the West side of the country (Kinshasa), another on the
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Figure 6.1: Congolese cities used as vantage points for Network QoS measure-
ments

East side (Goma), and the other on the South-East Side (Lubumbashi). This

comparison is designed to capture the effects of DRC’s late deployment of In-

ternet Exchange Points and its biggest cities in terms of economic development

and population density. Kinshasa the capital city happens to have the first ever

installed IXP in the country (KINIX), followed by LUBIX in Lubumbashi and

lately Gomix in Goma. The sociodemographics of our focus cities reflect those

of the West and East Sides of the country, including a disparity in household

broadband connectivity, as discussed in we’ll see in subsections 6.1.2 and 6.1.3.

b) Upstream throughput Irrespective of the mobile broadband network partici-

pants are subscribed to, there are 205 tests conducted in Goma, 81 in Kinshasa,

and 10 in Lubumbashi. The remaining 39 tests are distributed to other cities

like Bukavu, Kisangani, Beni, and Bunia respectively. In our analysis, we group

all tests into the ”network-region” category. This strategy was used to capture

the variation of Internet performance across the city, as a point of comparison

with our focus networks per region. Our analytic approach thus conducts single-
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wise comparisons between three cities: Kinshasa, Lubumbashi, and Goma with

respect to the network a test was conducted from.

Due to the fact that our measurements are continuous and ongoing over three

months, the data itself has some discontinuities. This is the result of many

factors, such as when participants temporarily stop running throughput tests

on their phones or use a hot spot to can conduct the tests, and so forth. To

minimize the effects that these kinds of discontinuities could have on our analysis

(e.g., averages over two distinct throughput tiers, or over periods where data was

missing or zero), we selected a two-month period that had minimal discontinuities

from which we performed our analysis. After exploring the distribution of active

participants across all three months of measurement, we chose the time period

with the most continuously active participants, which were the months of August

and September 2022. For this reason, the period of analysis in this paper reflects

the time period of August 1 to September 28, 2022.

In this section, we present the results of our active measurements and analysis.

We focus first on comparing both downstream and upstream throughput across

three IXP-present cities (Section 5.1) before turning to latency (Section 5.2). The

presented results are based on our own active measurement dataset and MLAB’s

historical Internet performance data.

6.1.2 Active Ookla Speedtest

a) Metric: minimum, lower, mean, upper, and maximum quartiles. When com-

paring throughput across networks and regions in this study, we faced two chal-

lenges: (1) Due to the monopoly of a single network in one of the cities selected

for the measurements, the collected data faces a risk of being unrepresentative as

far as the comparison to other broadband countries in the same city is concerned

and (2) throughput can vary over time, for a variety of reasons.

To account for these uncertainties and variabilities, we rely on the distribution of

throughput and skewness by displaying the throughput percentiles and averages.
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This technique gives a five-number notation summary of throughput representing

the p25, p50, p75, and p100 where p(i) is the ith percentile measurement from

that network within a specified city. Intuitively, these percentiles capture how a

throughput measurement is distributed over the course of longitudinal measure-

ments, hence making the identification of mean values, the dispersion of the data

set, and signs of skewness quick.

In the context of this subsection of the dissertation, the chosen method of data

presentation is the boxplot. A boxplot, also known as a box-and-whisker plot, is

a graphical tool used to summarize and visually represent the distribution of a

dataset. It is especially useful for providing a concise overview of key statistical

characteristics, aiding in the understanding of the data’s central tendency and

variability.

The fundamental components of a boxplot include the box, whiskers, median

line, and outliers. The box itself spans the interquartile range (IQR), stretching

from the lower quartile (Q1) to the upper quartile (Q3). This portion of the plot

encapsulates the middle 50% of the data, showcasing the spread of this central

portion of the distribution. Extending from the box are the whiskers. The lower

whisker commences at a defined range below Q1, often set at 1.5 times the IQR.

The upper whisker extends to a specified range above Q3. These whiskers signify

the overall range of the dataset, excluding any outliers that may lie beyond these

limits.

Contained within the box, a vertical line represents the median (Q2), which serves

as a measure of central tendency. It indicates the data point that falls exactly in

the middle when the dataset is arranged in ascending or descending order.

Outliers, if present in the data, are data points that fall well outside the whiskers.

These data points deviate significantly from the main distribution and are often

depicted as distinct symbols, such as the green circles mentioned in the current

study. Outliers may warrant further examination due to their potential to influ-

ence the interpretation of the dataset.
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Figure 6.2: Congolese networks’ Upstream throughput in Megabits per Second
using Ookla Speedtest

In essence, the use of a boxplot in this study is a strategic choice for conveying a

comprehensive summary of the dataset’s key statistical characteristics. It allows

for a quick assessment of data variability, central tendency, and the identification

of any potential outliers, all of which are crucial aspects of data analysis and

interpretation within the context of this thesis.

b) Upstream throughput Figure 6.2 shows that the distribution of the upload

throughput is positively skewed in that the median upload throughput at the

majority of the network tends to be closer to the lower end of the box.

At a network level, we see that users are susceptible to experiencing upload

throughput close to 0Mbps. This holds true for Airtel and Orange irrespective

of the city in which a user is located. At the 50th percentile, Airtel shows the

highest median upstream throughput (15Mbps), close to double the median up-

load throughput subscribers on Orange experience (9Mbps). At a city level,

participants in Goma (East) tend to experience better upload throughput than

those in the capital city Kinshasa (West) irrespective of the network they are
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subscribed to. We argue this by looking at the pair (Airtel-Goma, Orange-

Goma) versus (Airtel-Kinshasa, Orange-Kinshasa). Notice that we purposely

omit Lubumbashi because it does give the perspective from one single network

(Orange-Lubumbashi), which nevertheless outperforms the previous two cities

with a median upload throughput close to 9Mbps.

At the 75th percentile, we do not only notice changes at both the network and city

levels but also much higher disparities between them: 75% of Airtel subscribers

in Kinshasa (West) can reach an upload throughput less than 30Mbps in contrast

from 20Mbps for Goma (East) subscribers to the same network. Orange on the

other hand hardly reaches 15Mbps at the 75th percentile in both Goma, Lubum-

bashi, and Kinshasa cities. This represents close to half less upload throughput

compared to Airtel. As far as maximum upload throughput is concerned, Air-

tel subscribers in Kinshasa can experience almost double and half more upload

throughput compared to those from Orange. However, we notice some outliers

for Orange subscribers in Bukavu (East) that show as much maximum upload

throughput as Airtel subscribers from Goma City.

b)Downstream throughput Figure 6.3 shows the distribution of download through-

put per network and city. While the throughput is skewed similarly to upload

throughput in figure 6.2 above, it is shown that users from all the networks

represented can also experience minimum download throughput close to 0Mbps.

At the 50th percentile, Orange shows the highest median downstream through-

put (22Mbps), slightly better than Airtel which shows 16Mbps approximately.

The lowest median download throughput of 2Mbps is recorded at Airtel in Bunia

(North-East). From a city perspective, once again participants from Goma (East)

tend to experience slightly better performance than those in Kinshasa (West) but

with more than double the download throughput of participants from Lubumbashi

(South East). At the 75th percentile, Orange performs better with download

throughput close to 40Mbps in both Goma and Kinshasa, whereas Airtel hardly

61



Figure 6.3: Congolese networks’ Downstream throughput in Megabits per Second
using Ookla Speedtest

reaches 25Mbps in the aforementioned cities. A similar trend is shown when

the maximum download throughput is considered where Orange in Kinshasa and

Goma outperforms Airtel with download throughput exceeding 70Mbps versus

55Mbps. However, outliers are mostly identified at Airtel Goma with a 10Mbps

difference from the outlier for Orange, in the same city, Goma.

Latency We present latency results in terms of an absolute increase between the

minimum, mean, and maximum latency values for each Ookla server location. As

opposed to throughput, we present results in terms of an increase, since larger

values of latency (as opposed to smaller values of throughput) represent worse

performance. We do not, however, normalize the reduction, since latency values

are well-known and do not necessarily correlate with throughput tier— giving us

the ability to both measure a baseline and construct groups that are large enough

to compare without having to first, normalize. As with throughput, each result

shows the min (lowest whisper), median (line in the box), and max (highest whis-
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Figure 6.4: Users’ experienced Latency in milliseconds from Congolese Networks
to Ookla servers

per) latency values per server location within their respective percentile range.

Figure 6.4 shows a similar trend as throughput: Goma city is shown with the

lowest latency value of 7 milliseconds as far as local server selection is concerned.

At the 50th percentile, both Goma and Kinshasa show the same mean latency

of 20 milliseconds. Foreign Ookla servers on the other hand perform a bit worse

with a mean latency of 50 milliseconds at the 50th percentile for tests going to

Kigali, Kampala, and Bujumbura, while the maximum latency gets close to 80

milliseconds. Outliers are mostly recorded at local Ookla servers, the highest

ranging from 90 ms in Goma to 150 ms in Kinshasa and 190 ms for Lubumbashi.

6.1.3 MLAB NDT speedtest

The results of the active measurements presented in the section above take into

account two-thirds of the most influential cellular networks in DRC. The remain-

ing third accounts for Vodacom had firewalls installed that blocked all Ookla

throughput test measurements. To cater to this, we rely on historical data from
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Figure 6.5: MLab crowd-sourced data: Mean Upload throughput in Mbps by
DRC Autonomous System

MLAB datasets to present the performance of this network, while making com-

parisons to those covered in Section 6.1.2. In contrast to Ookla measurements, in

this section, we represent the individual networks by their respective Autonomous

System numbers.

Upload Mean throughput per ASN

6.5 shows the distribution of upload throughput per ASN. It is shown that clients

at all the represented networks can reach a minimum mean upload throughput

close to 0 Mbps. Vodacom (AS37453) shows a mean upload throughput of 3Mbps,

similar to Orange (AS37447) at the 50th percentile whereas Airtel (AS37020)

shows slightly worse performance (2Mbps). The network that outperforms the

rest is an ISP, Liquid Telecom with an upload throughput close to 6Mbps for

fifty percent of the tests conducted, nearly double of previously mentioned cellu-

lar networks. At the 75th percentile, Airtel, Orange and Vodacom users seem to
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Figure 6.6: MLab crow-sourced data : Download throughput by Congolese net-
work

experience an equal performance of 8 Mbps, still below that of Liquid Telecom

clients who get 12 Mbps. In terms of the maximum upload throughput for each

network represented in the queried dataset, Airtel shows a higher throughput

(18Mbps) than Vodacom (17Mbps) and Orange (15Mbps). Liquid Telecom on

the other hand shows uploads throughput close to 30Mbps, not surprising be-

cause it is a fiber optic-based network provider.

Download Mean throughput per ASN

Similar to the upload throughput, download throughput test throughput can get

closer to zero Mbps. At the 25th percentile, the performance is lower than 3

Mbps for all cellular networks represented. The differences are noticeable at the

50th percentile where Airtel (AS37020) users’ experience ( 4Mbps) is the same as

those of Vodacom (AS3753). Orange (AS37477) on the other hand doubles them

with a mean download throughput of 8Mbps.
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Figure 6.7: MLab crow-sourced data: Latency from Congolese Networks to MLab
Servers in foreign networks and countries

Latency

Metric: Absolute increase. We present latency results in terms of an absolute

increase between the 50th and 95th percentile latency values for each network.

As opposed to throughput, we present results in terms of an increase, since larger

values of latency (as opposed to smaller values of throughput) represent worse

performance. We do not, however, normalize the reduction, since latency values

are well-known and do not necessarily correlate with throughput tier giving us

the ability to both measure a baseline and construct network tests that are large

enough to compare without having to first normalize. In contrast with through-

put, each result that shows the 50th and 95th percentiles per network represents

a percentile of throughput tests conducted within that network, so one could read

the 50th percentile of absolute increase for a network as the median increase that

a client would see for that network.
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In contrast to Ookla, MLAB servers are located outside the client’s network and

its test selects the nearest server to measure the performance. For the case of

DRC, most tests were going to servers in Kenya and Nigeria. Figure 6.7 shows

the latency experienced by clients in the specified Congolese networks towards

the nearest servers between 1st January and 1st October 2022 at the 50th and

95th percentile for both upload and download directions of the measurements.

It is also shown in the same Figure 6.7 that at the 50th percentile of download

tests, clients from the three cellular networks: AOSIS Sprl (new ORANGE DRC),

Vodacom, and CELTEL-DRC (Airtel) experienced a round-trip time of less than

50 ms, with ORANGE outperforming the rest with a latency value of 30 ms.

We notice a similar performance at the 95th percentile. Upload tests, on the

other hand, 50 percent of the tests from the three cellular networks show that

Celtel-DRC (AS37020) experienced the highest latency value of 70ms followed by

Vodacom (40ms) and lastly Orange with the least (32ms). Ideally, the network

with the smallest latency value reflects better performance as far as the connection

to MLAB servers is concerned. At the 95th percentile of tests in the upstream

direction, similar to download tests, there is no difference noticed in latency values

from the 50th percentile.

6.1.4 Bridging the Gap: Aligning Active Network Mea-

surements with User Perceptions for Improved In-

ternet Performance

The active measurements conducted within the surveyed networks provide valu-

able insights that can be linked to users’ perceptions of internet performance

covered in Chapter 4. In the context of upstream throughput, Figure 6.2 in Sec-

tion 6.1.2 illustrates that the upload throughput distribution is positively skewed,

indicating that a substantial portion of users tends to experience lower upload

speeds. This aligns with the observations of internet users who, regardless of

the network or city, are susceptible to experiencing upload throughput close to
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0Mbps. However, the data also reveals variations in performance among networks

and cities. Airtel consistently outperforms Orange in terms of median upstream

throughput, with Airtel users experiencing close to double the upload speeds com-

pared to Orange users. This positive correlation between active measurements

and user perceptions emphasizes the importance of upload throughput as a key

factor influencing user satisfaction.

Furthermore, at the 75th percentile, significant disparities emerge not only be-

tween networks but also across cities, indicating that users’ internet experi-

ences vary widely. For instance, Airtel subscribers in Kinshasa can reach upload

speeds significantly lower than those in Goma, further emphasizing the influence

of geographical location on internet performance. These findings corroborate

users’ perceptions, as 75% of Airtel subscribers in Kinshasa can experience up-

load throughput less than 30Mbps, significantly lower than their counterparts in

Goma. Orange, on the other hand, consistently falls behind Airtel in terms of

upload throughput, reinforcing users’ dissatisfaction with Orange’s performance.

In the context of downstream throughput, as illustrated in Figure 6.3, similar

trends are observed. Users across all networks can experience minimum down-

load throughput close to 0Mbps, aligning with the notion that low download

speeds contribute to user dissatisfaction. Orange consistently outperforms Airtel

in terms of median downstream throughput, which directly correlates with users’

perceptions of Orange providing slightly better internet performance. However,

the presence of outliers, such as those identified in Airtel Goma, indicates that

real-world performance can sometimes deviate from the median measurements.

In conclusion, the active measurements align with users’ perceived internet per-

formance, emphasizing the significance of both upload and download throughput

in shaping user satisfaction and highlighting the need for network providers to

address disparities to improve overall user experience.
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6.2 Mobile vs Fixed Internet performance com-

parison between Central African Countries

In the pursuit of understanding the dynamics of internet performance in the

DRC, our research delves into the second part of the third research question,

which aims to compare the internet performance of the Democratic Republic

of Congo (DRC) with other Central African nations. This comparison provides

valuable insights into the state of digital infrastructure and connectivity within

the region. To address this question, we turn our attention to Ookla Speedtest’s

Internet Performance Global Index [2], a comprehensive dataset widely regarded

for its extensive coverage and methodology [88].

6.2.1 Dataset

Ookla Speedtest’s Internet Performance Global Index [2] collects and analyzes

data from millions of user-initiated throughput tests conducted worldwide in mo-

bile and fixed broadband networks. The global index uncovers not only how

countries perform but also how their urban centers fare in terms of internet

throughput. Therefore, the power of this dataset to encompass diverse geograph-

ical regions with a large sample size, makes it a reliable resource for assessing

internet performance on a global and urban scale.

6.2.2 Mobile broadband Internet Download throughput

Our analysis begins with a focus on mobile internet download throughput in select

Central African countries, including the DRC. Figure 6.8 illustrates the median

mobile internet download throughput for each country, measured in megabits per

second (Mbps). This data sheds light on the effectiveness of mobile networks in

delivering data to users, a crucial aspect of digital infrastructure. Rwanda and

Uganda emerge as regional leaders with median download throughput of approx-
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Figure 6.8: Internet Download throughput comparison by Central African Coun-
try: Mobile broadband

imately 27.34 Mbps and 38.53 Mbps, respectively. These nations exhibit robust

mobile network infrastructures capable of delivering high-throughput internet ac-

cess to their populations. Meanwhile, the DRC, represented as ”DR Congo” in

the graph, demonstrates a median mobile download throughput of 17.88 Mbps,

positioning it within the mid-range among the featured countries. Sudan and

Angola exhibit relatively lower median download throughputs of 6.36 Mbps and

11.95 Mbps, respectively, indicating potential challenges in their mobile network

infrastructure. These findings provide insights into how the DRC compares to its

African counterparts in terms of mobile internet performance.

6.2.3 Fixed Broadband Internet Download throughput

Shifting our focus to fixed broadband internet download throughput, we continue

to explore internet performance within the same select Central African coun-

tries. Fixed broadband networks typically offer higher throughput and stability,

making them essential for various applications, including online education and
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Figure 6.9: Internet Download Throughput Comparison by Central African Coun-
try: Fixed broadband

telecommuting. As seen in Figure 6.9, Congo (Brazzaville) leads the group with

a remarkable median download throughput of 42.39 Mbps for fixed broadband, in-

dicating a robust fixed broadband infrastructure. Rwanda follows closely behind

with a median download throughput of 33.06 Mbps, showcasing the country’s

commitment to improving its digital infrastructure. In contrast, the DRC pre-

sented as ”DR Congo” in the graph, records a median fixed broadband download

throughput of 10.04 Mbps, positioning it among the lower end of the featured

countries. Burundi reports the lowest median download throughput for fixed

broadband at 5.47 Mbps, suggesting potential challenges in its fixed broadband

network development.

6.2.4 Conclusion and Recommendations

Our examination of internet performance throughput in the selected Central

African countries, including the Democratic Republic of Congo (DRC), has shed

light on both achievements and areas for improvement within the realm of digital
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infrastructure. As we conclude our analysis, we offer recommendations tailored

to each country, acknowledging that enhancing internet performance is a multi-

faceted endeavor, influenced by various factors.

Democratic Republic of Congo (DRC)

The DRC exhibits commendable progress in mobile internet download through-

put, surpassing some of its Central African counterparts. However, to further

bolster its digital infrastructure, we recommend:

Firstly, Investment in Network Infrastructure: Expanding and upgrading mobile

network infrastructure to ensure consistent high-throughput connectivity across

regions is crucial. Collaboration between the government and telecom providers

can facilitate these improvements. Secondly, Promotion of Digital Inclusion: Ini-

tiatives aimed at increasing digital literacy and accessibility to mobile internet

services should be prioritized, particularly in rural areas. Thirdly, Regular Perfor-

mance Monitoring: Continual monitoring of internet performance through tools

like Ookla Speedtest can provide valuable insights for further improvements.

Rwanda

Rwanda stands out as a leader in both mobile and fixed broadband internet

throughput among the featured countries. To maintain and advance its position,

we recommend:

1. Continued Investment: Sustaining investment in network infrastructure, in-

cluding 5G rollout and fiber optic expansion, will further enhance internet through-

put and coverage.

2. Digital Skills Development: Fostering digital literacy and technology skills

among the population ensures that high-throughput internet is effectively lever-

aged for economic growth and social development.

3. Collaboration with Stakeholders: Collaborative efforts between the govern-

ment, private sector, and international organizations can accelerate digital trans-
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formation and innovation.

Sudan and Angola

Sudan and Angola face challenges in mobile internet performance, indicating the

need for strategic improvements:

1. Infrastructure Enhancement: Investing in network infrastructure upgrades and

expanding coverage in underserved areas can boost mobile internet throughput.

2. Regulatory Support: Regulatory reforms that promote healthy competition

among telecom providers can lead to better services and affordability.

Other Countries

Each country has its unique context, and our recommendations are tailored to

the specific insights drawn from the data. Future developments should consider

the following overarching strategies:

1. Data-Driven Decision-Making: Regularly assess and analyze internet perfor-

mance data to identify areas for improvement.

2. Cross-Sector Collaboration: Collaborate with relevant stakeholders, including

government, private sector, and civil society, to collectively address challenges

and opportunities in digital infrastructure.

3. Digital Inclusion: Prioritize initiatives that promote digital literacy and ensure

that high-throughput internet access benefits all segments of society.

4. Investment in Innovation: Explore innovative technologies and solutions to

advance internet connectivity, such as fiber optics, 5G, and satellite internet.

In conclusion, our analysis underscores the significance of high-throughput in-

ternet connectivity in driving economic growth and social development. By im-

plementing these recommendations and maintaining a commitment to improving

internet performance, these countries can pave the way for a digitally inclusive

and prosperous future.

Future work for this section of this research may involve an in-depth examination
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of the challenges and opportunities in executing these recommendations, along

with a focus on the impact of improved internet performance on various sectors

and communities.

6.3 Web QoE

6.3.1 Dataset

In addition to the quality of service of the selected Congolese networks in the

previous section, we also measured the experience of the users on the web. Web

traffic via protocols such as HTTP2/ HTPP3 undoubtedly serves as the number

one means of accessing the Internet through websites, hence the importance of

measuring how fast do users in the DRC can access the Web.

Using the Semrush [80] dataset, we obtained a list of the most accessed websites

in DRC as of 15th October 2022. We considered only websites whose traffic is

generated by both desktop and mobile user devices. Using that, we measured

users’ Web QoE metrics according to LibCurl’s approach [82]. These Web QoE

metrics include DNST, FTTB, TCPT, and Total Time.

After applying the filter to the raw data, our final list was comprised of 32 unique

websites covering five industry categories which include news, social media, enter-

tainment, betting, and pornography sites. Additionally, the considered websites

are not limited to global top-level domains (.com, .net, .org) but also, those that

have DRC’s ”.CD” TLD are included. Therefore, we rely on a website’s industry

category and its coverage (global or local as far as a country’ TLD is concerned)

to present the results of our Web QoE measurements. The measurement activity

was distributed through a GitHub repository [89] where users (preferably tech-

nical) cloned and executed a python script during a period of eight days, three

times per day. A CSV file named by date and time was output at each execution

of the script, then we asked each participant to send a final Zip file that contained

all the resultant files of the measurements for further analysis. In the following
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Figure 6.10: DNS Resolution Time: The total time in seconds from the start
until the name resolution of a website is completed

subsection, we present the results of the measured DRC Internet users’ Web QoE.

6.3.2 Results

DNS Resolution Time (DNST)

figure 6.10 displays the distribution of DNS resolution times (DNST) on a log

scale, broken down by different top-level domains (TLDs). The plot shows that

the majority of TLDs have median DNST values that are below or equal to 0.5

seconds. However, there are two exceptions to this trend: the ”.net” and ”.site”

TLDs. These TLDs appear to have DNST values that are significantly higher

(above 1 second). Additionally, we notice that the ”.org” TLD has DNST values

above 0.5 seconds but less than 1 second.

These results suggest that DNS resolution times for the ”.net” and ”.site” TLDs

are significantly slower than other TLDs. This could be due to a variety of

factors, such as poor server performance, high traffic, or issues with the DNS
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Figure 6.11: TCP Time by Domain: The total time in seconds from the start
until the connection to the remote host (or proxy) is completed

infrastructure. The slower resolution times for the ”.org” TLD, while not as

severe as the ”.net” and ”.site” TLDs, still indicate a potential issue that should

be investigated.

Overall, these results highlight the importance of monitoring DNS resolution

times for different TLDs. By identifying and addressing issues with slow resolu-

tion times, organizations can ensure that their websites and online services are

accessible to users in a timely manner.

TCP Time

Figure 6.11 presents the distribution of Transmission Control Protocol (TCPT)

times on a log scale, grouped by different top-level domains (TLDs). The y-axis

values at the first quartile range between 0.2 and 0.5 seconds for the majority of

the domains represented in the plot, with the exception of the domain senat.cd,

hosted in Switzerland, which shows significantly better performance compared to

all the other domains represented (polico.cd, presidence.cd and google.cd), with a
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TCPT time below 0.003 seconds. At the second quartile, all ”.CD” domains have

a similar median TCPT of approximately 0.5 seconds. This suggests that while

some websites on the ”.CD” TLD have better performance than others, overall,

the majority of websites on this TLD have similar TCPT times despite being

hosted in foreign locations such as Worcaster UK for presidence.cd, politico.cd in

the USA.We, therefore, notice a bad practice happening in the management of the

.CD TLD server for the following reasons: First, hosting the TLD server outside

of a country can create security risks. TLD servers are crucial for the functioning

of the internet and contain sensitive information about a country’s domain name

system (DNS). Having this server hosted in a foreign country makes it vulnerable

to cyber-attacks and data breaches, which could have serious consequences for

the security and stability of the internet in the country.

Second, hosting the .CD TLD servers outside of a country can reduce the reliabil-

ity and throughput of internet services for users within the country. The server’s

physical location will affect the latency and response time for DNS queries, lead-

ing to slower and less reliable internet connections. This can have negative im-

pacts on businesses and individuals who rely on the internet for communication,

commerce, and other critical activities.

Finally, the .CD TLD servers located in foreign countries may create political and

legal issues. The hosting country may have laws and regulations that are different

from those in the country whose TLD server is being hosted, which could lead to

conflicts over issues such as privacy, censorship, and intellectual property rights.

For these reasons, we recommend Congolese policymakers host the .CD TLD

servers within DRC borders, where they can be better protected and managed,

and where they are subject to the laws and regulations of the country.

Figure 6.11 also shows that entertainment, search engine, and social media web-

sites such as youtube.com, google.com, and twitter.com have a similar min-

imum TCPT of 0.08 seconds as pornographic sites such as pornhub.com and

xvideos.com which are hosted in New York, US, and Amsterdam, Netherlands
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respectively. However, in the second and third quartiles, the TCPT for these

websites is variable, mostly below 1 second. This suggests that while some users

may experience a quick loading time for these websites, others may experience

slower loading times.

Another set of websites represented in the far right section of the subplot is bet-

ting, streaming and torrent downloading sites (premierbet.cd hosted in Toronto-

Canada, torrent9.to in Neward-USA, and matchendirect.fr in Roubaix-France),

which show better and faster TCPT than google.com, twitter.com, and youtube.com

at the first quartile. However, in their performance at the second and third quar-

tiles, users appear to experience a TCPT time as long as that of porn websites

mentioned above. This suggests that while these websites may have a fast loading

time initially, users may experience slower loading times as they navigate deeper

into the website.

Overall, these results suggest that some websites on the ”.CD” TLD have better

performance than others and that the majority of websites on this TLD have

similar TCPT times. Additionally, the analysis of other TLDs reveals that while

some websites may have a fast loading time initially, users may experience slower

loading times as they navigate deeper into the website. Hence, monitoring TCPT

times for different TLDs and addressing issues with slow loading times ensures

that users have a positive experience when accessing online services.

Time To First Byte (TTFB)

Figure 6.12 presents the distribution of Time To First Byte (TTFB) values on a

log scale, grouped by different top-level domains (TLDs) for users in the Demo-

cratic Republic of Congo (DRC). Similar to the TCPT results presented in the

previous subplot, the domain with the lowest TTFB for users in DRC is seen at

senat.cd with a value lower than 0.003 seconds, whereas the maximum time does

not exceed 5 seconds for all domains and TLDs combined, except for outliers.

This domain is an exception compared to its sisters with the ”.CD” TLD, given
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Figure 6.12: Time To First Byte Time by Domain: The time in seconds, it took
from the start until the web request was just about to begin

that their best performance as far as TTFB is concerned ranges between 0.5 and

1 second for users in DRC.

However, it is observed that the median TTFB value varies per domain for

users in DRC, regardless of the TLD a website is registered to. While the

median TTFB values range between 0.4 and 4 seconds for users in DRC, it is

noticed that two websites share the lowest median value, namely ”vostfree.cx”

and ”voiranime.com” which are both movie-streaming websites for users in DRC.

On the other hand, the highest median TTFB is seen at the ”frenchstream.site”

website for users in DRC, suggesting the difference in performance users in DRC

can experience when consuming streaming content.

Furthermore, the variance in median TTFB performance is also observed for pop-

ular websites such as youtube.com (0.8 sec), facebook.com (0.7 sec), twitter.com

(1 sec), and google.com (2 sec) for users in DRC. This suggests that even popular

websites with high traffic and resources can have varying TTFB times for users

in DRC, and it is important for these websites to monitor and address any issues
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Figure 6.13: TCP Total Time by Domain: Total time in seconds for previous
transfers, including name resolving, and TCP connections

that may arise for users in DRC. In conclusion, the results presented show that

while the domain with the lowest TTFB is seen at senat.cd with a value lower

than 0.003 seconds for users in DRC, the median TTFB value varies per domain

for users in DRC, regardless of the TLD a website is registered to. This variance is

observed for popular websites such as youtube.com, facebook.com, twitter.com,

and google.com for users in DRC, suggesting that even popular websites with

high traffic and resources can have varying TTFB times for users in DRC. These

results highlight the importance of monitoring TTFB times for different TLDs

and addressing issues with slow loading times to ensure that users in DRC have

a positive experience when accessing online services.

Total Time

Figure 6.13 presents the distribution of total time values in seconds per domain

category for users in the Democratic Republic of Congo (DRC). The boxplot

representation of the data shows the median, quartiles, and outliers of the data.
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The subplot shows that the maximum total time experienced by users in DRC is

seen at the ”youtube.com” website with a value close to 12 seconds, whereas the

minimum total time of approximately 0.2 seconds, hence the fastest experience is

seen when users access three sites: namely y2mate.com, rarbdata.org, torrent9.re

and vostfreee.cx.

At the 50th percentile (median), the majority of websites with the .CD Congolese

TLD do take less total time than large and popular sites such as youtube.com,

google.com, and facebook.com, with a 0.2 to 4 seconds range difference. This

shows the advantage of leveraging local Internet infrastructure for content that

is meant to be local for a better Quality of Experience (QoE) for users in DRC.

It is worth noting that the median total time for websites meant to provide

relatively large content like videos for download and streaming varies greatly.

For instance, we notice the highest total times reaching 8 and 9 seconds at both

youtube.com and pornhub.com in the third quartile. This scenario is different

for websites whose content appears to be mainly text-based, such as news and

betting sites (see the far left and right of the subplot) whose maximum total time

does not exceed 4 seconds and whose median total time is below 0.5 seconds for

98 percent of them.

Overall, Figure 6.13 presents a detailed analysis of the distribution of total time

values for different domains for users in the Democratic Republic of Congo. The

results show that while large and popular sites such as youtube.com, google.com,

and facebook.com have longer total time values, the majority of websites with the

.CD Congolese TLD have shorter total time values. This highlights the advantage

of leveraging local Internet infrastructure for content that is meant to be local

for a better Quality of Experience (QoE) for users in DRC. Additionally, the

subplot also shows that the median total time for websites meant to provide

relatively large content like videos for download and streaming varies greatly, with

text-based websites having a much shorter total time compared to video-based

websites. These results highlight the importance of monitoring total time values
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for different domains and addressing issues with slow loading times to ensure that

users in DRC have a positive experience when accessing online services.

6.3.3 Conclusion

In conclusion, this analysis provides an in-depth understanding of the key metrics

related to web performance for users in the Democratic Republic of Congo. DNS

Resolution Time (DNST) is an important metric as it measures the time taken

for a domain name to be resolved to an IP address. Monitoring DNST can help

identify and address issues related to domain name resolution, which can affect

the overall web experience for users.

Transmission Control Protocol Time (TCPT) is another important metric as

it measures the time taken for data to be transmitted between the client and

server. Monitoring TCPT can help identify and address issues related to data

transmission, which can affect the overall web experience for users.

Time To First Byte (TTFB) is an important metric as it measures the time taken

for the first byte of a response to be received by the client. Monitoring TTFB

can help identify and address issues related to server response time, which can

affect the overall web experience for users.

Total Time is an important metric as it measures the time taken for a page to

fully load. Monitoring total time can help identify and address issues related to

page load time, which can affect the overall web experience for users.

It is important to monitor these metrics regularly and take appropriate actions

to address any issues that may arise. It is also recommended to leverage local

internet infrastructure, as it can provide a better Quality of Experience (QoE) for

users. Additionally, it is important to understand the specific needs of different

types of websites, such as the difference in performance for text-based and video-

based websites. By monitoring and addressing issues related to web performance,

organizations can ensure that users have a positive experience when accessing

online services.
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6.4 Traffic destination and routes

Having measured the quality of service of Congolese networks and the quality

of experience of the users on the web, we sought to understand the traffic paths

these networks traverse for packets targeted at a local destination IP. The aim is

to identify the presence of circuitous routes between Congolese networks and open

doors or a correlation between their performance as presented in sections 6.1 and

6.3 and the length of the path taken by packets that are presumably expected

to be local. We executed the traceroute tool with 22 different destination IP

addresses taken from the top 10 Congolese prefixes ranked by their market share.

A dataset containing each network with its traceroute output was constructed.

Next, we parse each network’s output and retrieve the hops through which the

packets were traversing before they reached the destination IP. During the data

cleaning process, we ignored the hops that have disabled ICMP packets for we

cannot identify them nor their location or their ASN. Essentially, these are hops

whose traceroute output contains a star (*) symbol. Next, we retrieved geo-

localization and AS name info of each traversed hop to help us conclude whether

there are any circuitous routes being taken by each network or not.

In our analysis, we first consider path length between eyeball networks. These

include Celtel-DRC(AS37020), ORANGE (AS37447), and Vodacom (37453) for

they represent the majority of the customer population distributed across all the

regions of the country. Furthermore, in our discussion, we include the path to

other DRC ASes that appear to have a customer base in a specific region or

province. These include Africell DRC SPRL (AS327738), MTN, and TIGO.

6.4.1 Celtel DRC: AS37020

Celtel DRC was presented by our hegemony graph in Figure 5.6 as the most

influential network in DRC given its number of customer ASes and subscribers

on the last mile. In terms of routing of traffic towards local ASes, we found the
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following.

Celtel to Vodacom

We found that packets going to a Vodacom IP in DRC take a path to four unique

foreign ASes located in six different countries before they reach their destination.

The path involves AS37020 (Celtel-DRC) to AS37124 (Tigo Rwanda) to AS3636

(Airtel Kenya) to AS9498 (BHARTI Airtel Ltd) in India to AS37662 (WIOCC-

AS) in Nigeria to again AS37662 (WIOCC-AS) in Kenya, to AS36994 (Vodacom-

VB) in South Africa to AS37453 (Vodacom-CONGO).

In the traceroute output, we notice a median latency value of 1057 milliseconds

between the hop at WIOCC-AS in Kenya and Vodacom in South Africa. While

this is very high latency, we have to point out the presence of two ”Request

timeout” responses between the two ASes. This potentially reflects a block of

ICMP packets at the two devices along the path. The last AS path segment

from Vodacom-VB in South Africa and Vodacom-Congo (the destination) suffers

a median latency of 343 ms and a maximum of 505 ms. That said, when we look

at the interconnection state of the ASes as illustrated in Figure 5.4, we notice

that both CeltelDRC and Vodacom DRC are connected at the same IXPs, but

clearly, it does not necessarily mean that are peering with each other. This leaves

room for more investigation on why this is the case between two eyeball networks

that could potentially have mutual business and customer satisfaction benefits if

they leveraged fully the opportunities offered at the IXP.

Celtel to Africell

Africell DRC SPRL (AS327738) is another cellular network with a considerable

percentage of the customer population in DRC (5%) despite being limited to

one city (Kinshasa) in terms of geographical coverage in contrast to the oth-

ers. Traceroute data to an AS327738 IP show a path involving four unique

foreign ASes along the path located in five different countries. The path is seen
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as follows: AS37020 to AS37124 (Tigo Rwanda) to AS3706 (Liquid Telecom-

munications Rwanda) to AS30844 (Liquid Telecommunications Ltd) with con-

secutive hops in Kenya, United Kingdom, Zimbabwe, and Zambia respectively,

to AS36962 (MTN Zambia) to AS28698 (UUNET Africa Zambia) to AS327738

(Africell-DRC) the destination. Along the path, we see the packets reaching Liq-

uid Telecom’s hope in Europe (UK) before it’s handed to a Zimbabwean IP from

the same AS. Surprisingly enough, while the median latency recorded between

these two hops is over a hundred (150 ms), it is still not bad enough for such

a distant route. Liquid Telecom is a fiber optic company, and hence an illus-

tration of the difference in performance modern fiber connections can offer in

contrast to the older data transmission medium. Before reaching the destination,

the packets pass through Zambia suffering a median latency of 153 milliseconds,

which in contrast to the Vodacom destination of packets from Celtel explained

above, is better performance despite packets traveling to a different continent.

Once again, in terms of peering, the source and destination ASes discussed are

common members of two IXPs in DRC, namely KINIX and LUBIX (Kinshasa

and Lubumbashi Internet Exchange Points) as shown in Figure 5.4.

6.4.2 ORANGE AS37447

6.4.3 Orange to Celtel

Orange represents the second biggest network in DRC in terms of the customer

population. By tracing its packets to a Celtel IP (41.243.13.222) as the destina-

tion, we found that the traffic takes the AS Path 30844 (Liquid Telecommuni-

cations Operations Limited) to 3491 (PCCW Global Inc) to 37662 (West Indian

Ocean Cable Company) to 37020 (Celtel DRC). While the AS count between Or-

ange and Celtel-DRC appears to be short in number (three), we notice that the

packets get out of the country through Liquid with AS Number 30844 in DRC

(Kinshasa) and then traverse six more hops from the same AS but located in two

different countries with an inter-hop latency not exceeding 50 milliseconds: first
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in South Africa (Johannesburg), then in Mauritius (Quatre Bornes) and back to

South Africa again (Johannesburg). Next, Liquid Telecom in South Africa passes

the packets to AS3491 (PCCW Global Inc) which passes its neighbor AS37662-

West Indian Ocean Cable Company (still in South Africa) until they finally reach

to Celtel-DRC in Kinshasa with a mean latency of 233 milliseconds.

Orange to Vodacom

Similar to destination Ips from Celtel DRC, Orange’s traffic towards Vodacom-

congo leaves the country via Liquid Telecom(AS30844) which again forwards the

packets its hops in South Africa and Mauritius and back to South Africa again,

in Cape Town city. Next, the packets are seen to take a route to Europe (London,

England) through a sibling AS in Cape Town (AS30445) with a latency of 209

ms, which in turn passes the packets to AS3356 (Level 3 Parent, LLC) until they

travel back to Vodacom-Congo in Kinshasa, DRC facing a median latency of 235

milliseconds.

Orange to Africell

With an estimated 746,212 subscribers, we considered Traces of packets from

Orange to one of Africell’s two routers’ IP addresses in DRC. Results show a

similar path to that of Celtel-DRC and Vodacom destinations (through 1 local and

6 foreign IPs from AS30844) in the beginning, passing to AS3491 (PCCW Global

Inc) also in South Africa before being passed to AS33763 (Internet Technologies

Namibia) and AS37273 (Bandwidth and Cloud Services Group Ltd) in Kenya

which in the end delivers it to Africell in DRC by paying a median latency of 226

milliseconds.

6.4.4 Conclusion

In conclusion, the analysis of the traffic destination and routes of networks in the

Democratic Republic of Congo (DRC) showed that packets traveling to Vodacom
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and Africell take different paths involving multiple ASes located in various coun-

tries. The traceroute data revealed a high median latency between the hop at

WIOCC-AS in Kenya and Vodacom in South Africa, with the presence of ”Re-

quest timeout out” responses indicating a potential block of ICMP packets. The

source and destination ASes are common members of two IXPs in DRC, KINIX,

and LUBIX, but the lack of peering between them remains a topic for further

investigation. In the case of Orange, the packets to Celtel and Vodacom take

different paths, with a low inter-hop latency not exceeding 50 milliseconds. The

findings suggest the importance of a well-optimized network structure for ensuring

efficient and fast packet delivery and highlight the opportunities for improvement

and growth in the DRC’s telecommunication sector.

6.5 Chapter Conclusions

In conclusion, in this Chapter, we presented results from the active measurement

activities conducted in this research which provided valuable insights into the

Quality of Service (QoS) and Quality of Experience (QoE) of end-users in the

Democratic Republic of Congo (DRC). The results of the measurement of QoS

showed that the download and upload throughput and latency of networks in the

DRC, as measured by the Ookla throughput test tool and MLAB crowdsourced

data, indicate room for improvement.

The results of our Web Quality of Experience (QoE) measurements indicate

that websites use the DRC’s.CD top-level domain (TLD) tend to outperform

larger global websites in various key metrics, including Domain Name System

Time (DNST), Time to First Byte (TTFB), Transmission Control Protocol Time

(TCPT), and Total Time. However, this performance disparity is closely tied to

the nature of the content hosted on each website and the complexity involved in

maintaining them, which is often influenced by their popularity.

Furthermore, our analysis of network traffic patterns in the Democratic Republic

of Congo (DRC) reveals an interesting phenomenon. Despite the presence of three
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Internet Exchange Points (IXPs) within the country, network traffic frequently

takes routes through remote international destinations before ultimately arriv-

ing at its intended destination within the DRC. This routing behavior persists

even when it appears that networks in the DRC could establish direct peering

connections through these IXPs.

In light of these findings, we propose a set of recommendations to enhance the

Quality of Service (QoS) for networks in the DRC. It is crucial to focus on improv-

ing both download and upload throughput, as well as reducing latency. Addi-

tionally, we suggest that the servers hosting the DRC’s .CD TLD websites should

be located within the country’s borders. This move would facilitate better secu-

rity, management, and compliance with local laws and regulations. Furthermore,

it could encourage website owners in the DRC to prioritize optimization efforts,

particularly for the efficient delivery of high-bandwidth content such as video

streaming.

Lastly, we emphasize the need to optimize network traffic routing within the

DRC. This optimization can be achieved by leveraging the available local peering

infrastructure and implementing best practices within the peering ecosystem.

Such measures will ultimately result in an improved quality of experience for

network users and customers in the DRC.
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Chapter 7

DISCUSSIONS

The discussions chapter presents an in-depth analysis of the key findings from

the various research activities conducted for this study on Internet transparency

in developing African regions, with a focus on the Democratic Republic of Congo

(DRC). This chapter draws together the results from the secondary dataset anal-

ysis, online survey, and active measurement activities to provide a comprehensive

understanding of the current state of Internet connectivity and performance in the

DRC. The chapter will begin by summarizing the main findings from each of the

research activities and highlighting the key trends and patterns identified. It will

then proceed to discuss the implications of these findings for the broader context

of Internet transparency and connectivity in developing African regions. Addi-

tionally, it will explore the potential barriers to improving Internet performance

in the DRC and identify areas where further research is needed. The chapter will

conclude by providing recommendations for policymakers, regulators, and other

stakeholders on how to address the challenges identified and improve Internet

connectivity and transparency in the DRC and other developing African regions.

7.1 Users perceived Vs Experienced performance

The results presented in the previous chapter 6 tell us that there exists a cor-

relation between a user’s perceived Internet performance and their experienced

Internet throughput. In other words, if a user perceives their Internet as per-

forming well, they are likely experiencing a fast Internet throughput. Similarly, if

a user perceives their Internet as performing poorly, they are likely experiencing
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a slower Internet throughput. TThis applies to the 89 Congolese Internet users

in our survey. Among them, 45% expressed satisfaction or dissatisfaction with

their network provider’s Internet performance. Specifically, for 85% of the net-

works evaluated using the Mlab NDT test at the 75th percentile, the download

throughput did not exceed 18 Mbps. A similar trend was observed for upload

throughput, where dissatisfaction correlated with 85% of the mobile broadband

networks failing to reach a 10 Mbps throughput at the 75th percentile. The re-

maining 15% of the networks represented cover for a fiber optic network provider

that shows double the performance of the measured mobile broadband networks

for download and upload throughput at all percentile ranges.

When taking Ookla throughput test data into account, the measurements show

better performance for the same participants who perceive their Internet perfor-

mance as unsatisfying. While the networks represented in these measurements are

fewer in numbers compared to the MLAB crowdsourced and historical data, we

noticed a significant increase in download and upload throughput for all the net-

works represented. This leads us to another important note that perceived Inter-

net performance is not always directly related to experienced Internet throughput.

There are other factors that can affect a user’s perception of Internet performance,

such as the quality of the website they are visiting, the performance of their own

device, the quality of their Internet service provider (ISP), the technology used

to connect to the Internet, and more importantly the distance between the user

and the source of the Internet connection. The correlation made when consid-

ering Congolese users’ measurements towards MLAB servers, which are located

outside the ISP’s network, in foreign countries like Kenya and Nigeria presents a

different story compared to the users’ measurements towards Ookla servers which

most often reside in the client’s ISP network. This is because the path between

the client’s device to MLAB servers will always cross through multiple networks

maintained by different operators. Therefore, depending on what aspect of the

performance is being measured and the goal of the measurements, the question
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of choosing the right tool holds relevance. If the goal is to measure whether

advertised throughput is equal to the measured throughput or to know whether

connection measurements meet a specific definition of broadband, then Ookla’s

results are what needs to be considered. In contrast, if the goal is to check how is

the connection to outside networks (because the Internet is a network of networks

), then MLAB results should be the most prevalent.

Additionally, a user’s perceived Internet performance can be influenced by their

expectations and past experiences. For example, if a user is used to a very

fast Internet connection, they may perceive a slightly slower connection as poor

performance, even if it is still considered fast by most standards.

ISPs typically advertise a certain level of Internet throughput, such as ”high-

throughput” or ”gigabit,” which indicates the maximum throughput that the

user can expect to experience under ideal conditions. However, the actual In-

ternet throughput that the user experiences may be lower than the advertised

throughput due to a variety of factors, such as network congestion or the user’s

distance from the ISP’s network equipment.

The technology used to connect to the Internet can also affect the user’s experi-

enced Internet throughput. For example, a wired connection, such as Ethernet,

typically offers faster and more stable Internet throughput than a wireless con-

nection, such as Wi-Fi. Additionally, newer technologies, such as fiber optic

connections, can provide even faster Internet throughput than traditional cable

or DSL connections.

Finally, the user’s distance from the source of the Internet connection can affect

their experienced Internet throughput, specifically for mobile broadband net-

works. In general, the further the user is from the source of the wireless con-

nection, the slower their Internet throughput will be. This is because the signal

has to travel a longer distance, which can result in signal loss and other forms of

degradation.
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7.2 Equity in Internet access

The internet is a crucial aspect of modern life, providing access to information,

communication, and entertainment. However, the quality of internet service can

vary greatly depending on where end-users are located with respect to where

the connection is originating from. As part of this research, we have explored

the differences in internet throughput between cities in the DRC, and how these

differences affect users’ perceptions of internet performance.

To begin with, in Section 7.1 we presented how internet throughput can vary

greatly depending on a variety of factors. As a result, it is not surprising to see

differences in internet throughput between cities in the same country. The results

of our survey and active measurements in sections 4 and 6 have highlighted these

differences and showed that internet throughput in some cities was significantly

faster than in others. For example, users in Kinshasa the capital city reported

a median download throughput of 15 Mbps, while users in Goma reported an

average download throughput of only 10 Mbps. These differences in internet

throughput can have a significant impact on users’ experiences with the internet.

For example, users in cities with slower internet throughput may experience longer

download times for files, lower-quality video streaming, and difficulty accessing

certain websites or applications. In addition, users in cities with slower internet

throughput may be more likely to experience frustration and dissatisfaction with

their internet service.

Another interesting finding from our measurement activity was that subscribers

from the same network can experience disparities in internet throughput depend-

ing on the city they are located in. For example, users who were subscribed

to the same ISP in Kinshasa and Goma reported significantly different internet

throughput. This suggests that factors other than the user’s choice of ISP may

be contributing to differences in internet throughput between cities.

One potential explanation for this phenomenon is that internet infrastructure and
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connectivity can vary from city to city. For example, some cities may have more

advanced or extensive networks of fiber optic cables, which can support faster

internet throughput. In contrast, other cities may have older or less developed

infrastructure, resulting in slower internet throughput.

Another possible explanation is that the amount of congestion on the network

can vary between cities. For example, a city with a high population density and

a large number of internet users may experience more congestion on the network,

resulting in slower throughput. In contrast, a city with a lower population density

and fewer internet users may have a less congested network, resulting in faster

throughput.

Latency

In addition to variations in internet throughput across different cities, our analysis

reveals a noteworthy alignment between latency patterns and observed through-

put. Latency, defined as the time it takes for data to travel from the user’s device

to the server and back, plays a pivotal role in internet performance, directly

influencing website and application responsiveness.

Our results underscore that users in networks with higher internet throughput

consistently experience lower latency when connecting to servers within local

networks. This phenomenon is attributed to the reduced data travel distance,

resulting in swifter response times. Conversely, users in networks within cities

characterized by slower internet throughput reported heightened latency when

accessing local network servers, indicating that slower internet speeds could act

as a limiting factor in overall internet performance.

In contrast, when accessing servers located in foreign networks, the disparity in

latency among Congolese networks was less pronounced. The extensive distance

data must traverse in such scenarios diminishes the influence of local internet

throughput. Nevertheless, users in networks with superior internet speeds tended

to report marginally lower latency even for connections to foreign servers.
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In summary, our findings underscore the substantial impact of internet through-

put disparities between networks on internet performance, especially concerning

latency, when connecting to local network servers with shorter data travel dis-

tances. Further research is warranted to delve deeper into the factors contributing

to these variations and to explore potential solutions aimed at enhancing internet

performance and elevating the overall user experience.

Web performance

a)Impact of Hosting Country’s Top-Level Domain Servers Abroad

The geographical location of a country’s top-level domain (TLD) server can signif-

icantly influence the experience of users within that country. In our investigation

focused on the most frequently accessed websites in the Democratic Republic of

Congo (DRC), we discovered that all .cd (DRC’s TLD) websites are hosted and

maintained outside the country. To extend this inquiry, we also assessed the

status of other global websites on the list.

One notable consequence of hosting TLD servers abroad is the effect of distance

on server performance. The farther the server is from the user, the longer it takes

to resolve DNS queries, resulting in delayed website access. This leads to slower

loading times, ultimately diminishing the user experience.

Additionally, the performance of a foreign-hosted TLD server can be compromised

by network congestion or other issues within the foreign network. High traffic

levels or performance challenges in the foreign network can impact the throughput

and reliability of DNS queries, causing further delays in website loading times and

an overall suboptimal user experience.

Furthermore, hosting and managing a TLD server in a foreign country can raise

concerns about security and privacy for users. This includes apprehensions re-

garding the safety of personal data and the confidentiality of DNS queries when

handled by a foreign network. Such concerns can erode trust in the TLD server

and the websites utilizing it, potentially affecting user adoption and engagement.
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In summation, the decision to host a country’s TLD server abroad carries various

implications for internet performance and security within that country. It is

imperative for nations to carefully assess these impacts and implement measures

to optimize user experiences for their citizens.

b)Variations in User Experience Based on Website Hosting Location

Our research underscores significant variations in user experiences when accessing

websites hosted locally versus those hosted globally. These disparities depend on

multiple factors, including the nature of the website and the user’s geographical

location.

For instance, users accessing websites in the adult content category generally

encounter faster loading times and higher-quality video streaming when connect-

ing to locally hosted websites. The reduced data travel distance results in lower

latency and improved performance. Conversely, users accessing globally hosted

adult content websites often experience slower loading times and lower-quality

video streaming.

A similar pattern is observed when accessing news websites. Users typically enjoy

faster loading times and more responsive navigation when visiting locally hosted

news websites due to reduced data travel distance. Conversely, globally hosted

news websites often lead to slower loading times and less responsive navigation.

In the realms of social media, betting, and entertainment websites, variations

in user experience also prevail. Users accessing locally hosted websites in these

categories tend to experience quicker loading times and more responsive inter-

actions. Conversely, globally hosted websites in these categories often result in

slower loading times and less responsive interactions.

In conclusion, our research underscores substantial disparities in user experiences

contingent on whether websites are hosted locally or globally. These variations are

influenced by the website type and the user’s location. Consequently, it is vital for

websites to meticulously consider these distinctions and implement optimization

strategies to deliver the best possible user experiences.
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7.3 Peering and performance

We explored the state of network interconnections in DRC, we measured the de-

lays between them and the destination of network traffic that is meant to be local

between Congolese ASNs. While there is a presence of three Internet Exchange

Points in the country, we noticed that the majority of traffic still travels to for-

eign networks, sometimes outside the continent before they reach the targeted

destination hope that we are located in DRC. We discuss below the potential

reasons for such behaviors. One potential reason why packets may travel through

circuitous routes in foreign countries before reaching their destination IP, even

when the most influential network service providers in a country are connected

to the same internet exchange points, seems to be the reality of peering between

networks.

Peering is the practice of connecting two or more networks together in order to

exchange traffic and provide internet services to users. Peering is an important

aspect of the internet, as it allows ASNs to share resources and improve their over-

all performance. However, peering agreements between networks can be complex

and can vary depending on a variety of factors.

One of the key factors that can influence peering agreements is the relative size

and influence of the networks involved. Networks that are larger and more in-

fluential may be able to negotiate more favorable peering agreements, including

lower transit fees and better routing options. In contrast, smaller or less influen-

tial ASNs may have to accept less favorable peering agreements, including higher

transit fees and less direct routing options.

This dynamic can lead to situations where packets may travel through circuitous

routes in foreign countries before reaching their destination IP. For example, if

a smaller network is sending traffic to a larger network, the traffic may have to

pass through one or more intermediate networks in order to reach its destination.

This can result in longer routing paths and higher latency, which can negatively
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impact the overall performance of the internet.

To address this issue, network operators want to consider reviewing and negotiat-

ing their peering agreements in order to improve their routing options and reduce

transit fees. This can help to improve the overall performance of the internet

and enhance users’ experiences with the internet. Additionally, service providers

want to consider joining internet exchange points, which can provide a central

hub for interconnecting networks and facilitating peering agreements. This can

help to improve the efficiency of the internet and reduce the need for circuitous

routing paths.

There can be several reasons why networks present at the same internet exchange

points in the same country may forward packets destined for local peers to foreign

networks before they reach their destination. One possible reason is that the

networks involved may not have direct peering agreements with each other.

Another possible reason is that network providers may have peering agreements,

but the agreements may not be optimized for local traffic. For example, they may

have negotiated lower transit fees and better routing options for international

traffic, but not for local traffic. In this case, the service providers may choose

to route local traffic through foreign networks in order to take advantage of the

more favorable peering agreements.

A third possible reason is that network service providers may be experiencing

congestion or other performance issues on their local networks. In this case, they

may choose to route traffic through foreign networks in order to avoid congestion

and improve performance. This can help to improve the overall performance of

the internet, but it can also result in longer routing paths and higher latency for

local traffic.

To address these issues, service providers may want to consider reviewing and

negotiating their peering agreements in order to optimize them for local traffic.

This can help to improve the performance of the internet and reduce the need for

circuitous routing paths. Additionally, network operators may want to monitor
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the performance of their local networks and take steps to address any congestion

or other issues that may be impacting the performance of the internet.
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Chapter 8

CONCLUSIONS

In conclusion, this research aimed to understand the state of Internet perfor-

mance in developing African regions, specifically in the Democratic Republic of

Congo (DRC). Through the analysis of secondary datasets, an online survey, and

Internet measurement on personal devices, the research found that there is a lack

of transparency in the DRC’s Internet structure, with certain networks exerting a

significant level of influence on users’ Internet connectivity. The historical QoS of

networks in the country was found to be subpar, with low upload, and download

throughput compared to other Central African Countries.

Participants in the survey reported a low level of satisfaction with the services

offered by their ISPs. This indicates that there is a need for improvements in

the quality of service offered by ISPs in the DRC. Moreover, the analysis of the

primary data collected from the Internet measurement performed on personal

devices, showed that the QoS and Web QoE in the DRC are far from being

optimal, which is in line with the results obtained from the survey.

It is clear that the DRC faces significant challenges when it comes to Internet

infrastructure and connectivity. This is a major issue, as access to the Internet

is becoming increasingly important for economic and social development. The

Internet is an essential tool for education, communication, and commerce, as

well as for accessing information and services. Without reliable and accessible

Internet, individuals and businesses in the DRC are at a disadvantage.

In light of these findings, it is recommended that the DRC government and private

sector invest in the development of Internet infrastructure and work to increase

transparency in the country’s Internet structure. This could include measures
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such as increasing competition among ISPs, providing support for the develop-

ment of new technologies and networks, and implementing regulations to ensure

that ISPs are held accountable for the quality of service they provide. Addition-

ally, more research is needed to understand the specific challenges faced by the

DRC in terms of Internet infrastructure and connectivity, in order to develop

targeted solutions.

Overall, this research contributes to a better understanding of the state of In-

ternet performance in developing African regions, with more emphasis on the

Democratic Republic of Congo. The results of this research can be used by

policymakers, researchers, and the private sector to inform decisions related to

Internet infrastructure and connectivity in the DRC, and as a basis for future

research. With the increasing importance of the Internet in today’s world, it is

crucial that efforts are made to improve Internet access and quality in developing

regions such as the DRC.

8.1 Key findings

In our second question, we attempted to address the unawareness issue by in-

volving users into Internet measurement activities by providing users with the

information they need to accurately assess the performance of their Internet ser-

vice and potentially make informed decisions about which ISP to choose in the

future. Additionally, the results of our Internet measurements can provide ISPs

with valuable data that can help them improve their performance and compete

more effectively in the market. We found that subscribers from the same net-

work are experiencing disparities in Internet speeds depending on the city they

are located in. Further research is needed to better understand the factors that

contribute to these differences and to explore potential solutions that could help

improve Internet speeds and enhance users’ experiences with the Internet.

We have shown that there are significant variations in Internet speeds between

cities in the same DRC and that these differences affect users’ perceptions of
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Internet performance. The causes of these differences, and to explore potential

solutions that could help improve Internet speeds and enhance users’ experiences

with the Internet.

How do users perceive Internet performance in DR Congo? The research found

that users in the DRC have a low level of satisfaction with the Internet per-

formance in the country. The participants in the online survey reported that

Internet connectivity is often slow, and unreliable and that the services offered

by their ISPs were not meeting their needs. This indicates that there is a need

for improvements in the quality of service offered by ISPs in the DRC.

To what extent are Autonomous systems in the DRC interconnected and how

does this affect network performance? The research found that the Autonomous

systems in the DRC are not well interconnected, which leads to poor network

performance. The analysis of secondary data revealed that certain networks have

a significant level of influence on users’ Internet connectivity. This lack of trans-

parency in the country’s Internet structure is a major obstacle to improving

network performance.

What quality of service and quality of experience do broadband networks in the

DRC provide and how does it compare to other Central African countries? The

primary data collected from the Internet measurement experience performed on

personal devices showed that the QoS in the DRC is far from being optimal

given the low position the country takes in terms of overall Internet download

throughout as seen in Section 6.2. While latency data was not collected in other

countries we compared DRC to, its impact is indeed relative to the end-users

proximity to the server against which the latency measurement is executed. As far

as the quality of experience on the Web is concerned, it has been highlighted that

access to locally hosted websites is quicker compared to internationally hosted

websites.

In addition, the QoS of broadband networks in the DRC is lower compared to

other Central African countries, as presented in Section 6.2 based on metrics
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such as Upload and download throughput. It also revealed that there is a lack of

transparency in the DRC’s Internet structure, with certain networks exerting a

significant level of influence on users’ Internet connectivity.

The above findings indicate that there is a need for increased transparency and

improved Internet infrastructure in the DRC, in order to better serve the needs

of its citizens and support economic and social development. The lack of Internet

transparency and quality of service is a major issue that hinders the development

of the country, and it is crucial to address it, in order to improve Internet access

and quality in the DRC.

8.2 Future work

In future research, there remains ample room for an in-depth exploration of var-

ious facets, including the refinement of our findings in Chapter 4 to encompass

a granular breakdown based on subscription type, specifically post-paid versus

pre-paid, and differentiation between capped and uncapped subscribers. This en-

deavor would provide a more nuanced understanding of how diverse user profiles

interact with and experience Internet connectivity in the DRC.

Additionally, the augmentation of the Internet measurement aspect of our study

presents an exciting prospect. This augmentation can be realized through the

incorporation of advanced metrics and the expansion of vantage points. For

instance, the study could delve deeper into the quality of service and quality of

experience measurements, utilizing innovative metrics such as packet loss, jitter,

and bufferbloat. This refined approach would yield a more comprehensive grasp of

Internet connectivity performance in the DRC and in the Central African region,

affording more precise insights.

An innovative avenue for future research lies in the application of machine learning

techniques to scrutinize the extensive Internet measurement dataset. This data-

driven approach offers the potential to unearth intricate patterns and trends that

might elude human observation, thereby enriching our comprehension of the state
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of Internet connectivity in Central Africa.

Furthermore, a captivating line of inquiry involves the exploration of the societal

impact of Internet access and quality in the DRC. This multifaceted exploration

could encompass in-depth case studies of individuals and communities profoundly

affected by suboptimal Internet access and quality. Moreover, it should entail

a rigorous analysis of critical social indicators, such as education, healthcare,

and poverty, to gauge the profound influence of Internet connectivity on social

development within the nation.

Lastly, future research endeavors could be dedicated to the development of a real-

time monitoring system tailored to monitor Internet connectivity in the DRC.

This proactive system could harness Internet measurement data and other rele-

vant information sources to provide timely updates and insights, thereby offering

valuable support to stakeholders and policymakers.

Embracing these avenues of investigation will not only contribute to a deeper

understanding of Internet connectivity in the DRC but also empower us to address

the unique challenges and opportunities inherent in this dynamic landscape.
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