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Abstract

Mobile Health (mHealth) has come a long way in the last forty years and is still rapidly
evolving and presenting many opportunities. The advancements in mobile technology and
wireless mobile communication technology contributed to the rapid evolution and
development of mHealth. Consequently, this evolution has led to mHealth solutions that are
now capable of generating large amounts of data that is synchronised and stored on remote
cloud and central servers, ensuring that the data is distributable to healthcare providers and

available for analysis and decision making.

However, the amount of data used by mHealth apps can contribute significantly to the
overall cost of implementing a new or upscaling an existing mHealth solution. The purpose
of this research was to determine if the amount of data used by mHealth apps would differ

significantly if they were to be implemented using different mobile app architectures.

Three mHealth apps using different mobile app architectures were developed and
evaluated. The first app was a native app, the second was a standard mobile Web app and
the third was a mobile Web app that used Asynchronous JavaScript and XML (AJAX).
Experiments using the same data inputs were conducted on the three mHealth apps. The
primary objective of the experiments was to determine if there was a significant difference
in the amount of data used by different versions of an mHealth app when implemented

using different mobile app architectures.

The experiment results demonstrated that native apps that are installed and executed on
local mobile devices used the least amount of data and were more data efficient than
mobile Web apps that executed on mobile Web browsers. It also demonstrated that mobile
apps implemented using different mobile app architectures will demonstrate a significant

difference in the amount of data used during normal mobile app usage.
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Chapter 1: Introduction

Mobile Health (mHealth) is the practice of using mobile devices and wireless mobile
communication technology to assist and support the delivery of medical and healthcare
services (Tachakra et al., 2003). It is a sub-component of Electronic Health (eHealth)
(Perera, 2012) and is the most recent form of digital healthcare technology to have evolved

(Tachakra et al., 2003).

Mobile health is providing many new opportunities and solutions in the battle against the
world’s most prevalent diseases (Kumar et al., 2013). It is bridging the gap between
communities and public health systems (Braun et al., 2013), alleviating the healthcare
service delivery burden experienced by numerous government health institutions, assisting
in the collection of clinical health data (Free et al., 2010), assisting in the delivery of
healthcare services, assisting in the monitoring and management of diseases, providing
platforms to share healthcare information amongst clinicians and researchers and
providing patients and individuals with advanced remote, real-time healthcare monitoring

services and applications (Braun et al., 2013).

MHealth is providing many opportunities to solve current healthcare problems, however,
implementing mHealth solutions successfully comes with many challenges (Kumar et al.,
2013). This is especially evident when implementing mHealth apps in developing countries,
where factors like user feedback, data collection and reporting, ease of use, user
acceptance, availability of reliable infrastructure, government buy-in and the overall cost
of the app are critical factors that can contribute to the success or failure of an mHealth

app (Aranda-Jan et al., 2014).

1.1. Problem Statement and Motivation

According to Aranda-Jan et al. (2014), the success or failure of any mHealth app is largely

dependent on it fulfilling its functional and non-functional requirements. Two pertinent



factors contributing to the success or failure of an mHealth app are (Aranda-Jan et al.,

2014):

e Overall Costs — the overall cost of implementing and upscaling an mHealth app is a
critical factor contributing to the success or failure of a mHealth solution. These
costs include the cost of bandwidth and mobile data where the mHealth app will be
used (Helios, 2017).

e User Experience — user experience is directly affected by the Internet
communication speed and performance of an mHealth app (Aranda-Jan et al.,
2014). Bandwidth, infrastructure and Internet speeds where the mHealth app will
be used and the amount of data transferred between clients and servers all play a
pivotal role in the user experience and acceptance of an mHealth app (Helios,

2017).

1.2. Thesis Statement

Modern mobile devices have powerful processing and large storage capacities enabling
them to execute complex functions and advanced processes (Perera, 2012). The
advancements in mobile devices, mobile app architectures and wireless mobile
communication technology now make it possible to develop native mobile and Web based
apps that do not require large amounts of data to be transferred to servers over mobile
communication networks (Kumar et al., 2013). Advancements in mobile app architectures
and development frameworks such as CommcCare, Android Studio, Apache Cordova,
NativeScript and Microsoft’s Xamarin are also enabling mobile app developers to develop
native, hybrid and Web based apps that look, feel and perform very similarly (Raboy,
2018).

However, mobile application architectures have advantages and disadvantages that
include factors such as development costs, application development and delivery times
and access to multiple skillsets required to develop a mobile application (Dalmasso etal.,
2013). These advantages and disadvantages can contribute to selecting a mobile
application architecture that is less data efficient than other mobile architectures

(Dalmasso etal., 2013). It is recommended that businesses and organisations consider



several factors before formulating a mobile strategy, establishing a mobile presence and
investing in a mobile app and mobile platform (Summerfield, 2018). The purpose of this
research was to investigate the difference in the amount of data used when implementing
an mHealth app as a native Android mobile app versus implementing it as a mobile Web

based app on a modern mobile device and to answer the following question:

“Is there a significant difference in the amount of data used by an mHealth application that
is used to manage maternal and neonatal health when implemented using a native

message passing Android architecture versus using a mobile Web based architecture?”

1.3. Hypothesis

The amount of data used by an mHealth app that is used to manage maternal and neonatal
health will be significantly different when implemented as a native mobile Android app

versus implementing it as a Web based mobile app or an AJAX Web based mobile app.

1.4. Methodology

Three versions of an mHealth app used to manage maternal and neonatal health were
developed and experimented with. The objective of the experiments was to analyse and
determine if the amount of data used by the different versions of the mHealth app were
significantly different when used during standard operational procedures and decision-
making processes. The target audience of the apps was community health workers (CHW)

who worked in local communities.

The first version of the app was a native Android app and comprised of two mobile

components:

e The first component enabled users to capture and manage pregnant women’s
maternal and neonatal health care data and was developed with the CommCare
mobile application development platform.

e The second component provided CHWs with a mobile user interface to perform
data analysis that assisted with case management statistics, performance

monitoring, trend spotting and decision making.



The second version of the app was an ASP.Net Web based application. The app executed
requests using HTTP Web requests and the entire Web page was reloaded during each

Web request.

The third version of the app was an ASP.Net Web based application using Asynchronous
JavaScript and XML (AJAX). The app executed HTTP Web requests asynchronously and only
the content of the Web page was dynamically updated without reloading the entire Web

page during every Web request.

The Android app and the Web based apps provided the same functionalities. The data
captured while performing experiments with the three different apps provided the

information required to answer the research question and to test the thesis hypothesis.

1.5. Thesis Structure

1.5.1. Chapter 1: Introduction

Chapter 1 provides an overview of mHealth and information on how mHealth is
contributing to the medical and healthcare industries. It also introduces some challenges
that could hinder mHealth implementations and introduces a research problem,

hypothesis and a methodology.

1.5.2. Chapter 2: Background and Literature Review

Chapter 2 provides an overview of mHealth, its evolution, current state of mHealth
literature and identifies why, where, who and how mHealth is currently being used and its
impact on healthcare industries. It introduces some of the technologies required and used
to implement an mHealth app and provides an analysis on the current state, usage and
performance of these technologies. It introduces the design features and gamification
techniques currently employed to make mHealth apps more user friendly, to encourage
positive user behaviour and the correct usage of an mHealth app. It introduces maternal
and neonatal health as an industry that is currently benefitting from mHealth and the

geographical regions where it is yielding positive results.



Lastly, it provides examples of how mHealth is contributing to the management of
pregnant women’s health and provides arguments as to how mHealth can improve

antenatal health and infant mortality rates.

1.5.3. Chapter 3: Native, Web and Hybrid App Architectures

Chapter 3 provides an overview of mobile app architectures currently available for mobile
app development. It introduces three well established mobile app architectures, their
differences, advantages and disadvantages and the factors to consider when choosing a

mobile app architecture.

1.5.4. Chapter 4: Research Methodology and Design

Chapter 4 provides an overview of the research design and research methodology and

provides an explanation of the experiments implemented to carry out the research.

1.5.5. Chapter 5: Findings and Experiment Results

Chapter 5 presents the data and provides a statistical analysis of the data gathered from

the experimental observations.

1.5.6. Chapter 6: Conclusions

Chapter 6 presents the research outcome, the answer to the research question and the

factors that influenced the outcome of the experiments.



Chapter 2: Background and Literature Review

2.1. Introduction

Mobile computing, mobile communication technology and mobile smartphones have seen
exponential growth in the last decade. According to Pieljko (2016), there were more than
4.61 billion mobile smartphone users worldwide in 2016 and it is predicted that this
number will grow beyond 4.77 billion in 2018. Mobile smartphones have multiple functions
and applications that include communication, GPS navigation, Internet browsing, social
media and networking, digital and video photography, health and fitness tracking and have
become ubiquitous in modern day life (Gupta, 2011). The advancements in mobile
technology have enabled mobile application developers to create and provide a plethora
of Web based and native mobile applications to many different industries, including the

healthcare and Mobile Health (mHealth) industry.

Mobile Health is the practice of using mobile technology, mobile applications and mobile
devices to enable, assist and support the delivery of medical and healthcare services (Free,
et al., 2010). It is a component of Electronic Health (eHealth) (Perera, 2012) and targets a
wide range of audiences that include community healthcare workers, medical
professionals, doctors, clinicians, government healthcare services and the public in general.
It provides these audiences mobile access to advanced medical and healthcare services

and easy access to medical information (Perera, 2012).

The purpose of this background and literature review is to:

e Provide an overview on the evolution of mHealth.

e To assess and provide an overview of past mHealth studies and mHealth literature
that is currently available.

e Describe the different uses of mHealth including how, where, what and who is
using it.

e Analyse the impact that mHealth has had on the healthcare industry and the
benefits of mHealth.

e |dentify the benefits of using mobile gamification techniques and data visualisations

to encourage and drive user behaviour in mHealth.



e Evaluate the differences and features in native mobile app architectures and mobile
Web based app architectures.

e Evaluate the use of mHealth for managing maternal and neonatal health.

2.2. The Evolution of Mobile Health

MHealth is widely considered as the evolution from desktop telemedicine to using wireless
mobile devices and mobile technology to provide advanced medical healthcare services

(Istepanian, Jovanov, & Zhang, 2004).

The rapid improvements and developments of mHealth are assisting in the treatment of
chronic diseases, generating public health data that is assisting in decision making,
alleviating the burden on public health services and government health institutions and
educating the general population on healthcare. Individuals with mobile smartphones are
able to use mHealth technology to track fitness and activity levels, track weight loss,
monitor diet and caloric consumption, monitor sleep patterns and manage chronic

diseases (Fiordelli, Diviani, & Schulz, 2016).

Mobile Health is playing an important role in local communities where Community Health
Workers (CHW) residing in local communities are using mHealth technology to provide
advanced medical care, health assessments, advanced disease detection and prevention,
pregnancy and prenatal monitoring (DeRenzi et al., 2011). CHWs are removing some of the
healthcare service delivery burden from local government institutions that are already

operating with constrained resources (Braun et al, 2013).

Mobile Health has made it possible for CHWs to operate in isolated locations and to
provide quality healthcare services to people from lower income settings, people who are
in isolated locations and people in developing countries, such as Ethiopia, Malawi and India
(Kahn, Yang, & Kahn, 2010). The healthcare industry regards CHWs as the frontline for
providing healthcare in local communities because they can conduct person-to-person
healthcare assessments in local communities and CHW programs have proven to be very

successful (Braun et al, 2013). Examples of well-run community healthcare programs using



mHealth technology resulted in a 40% reduction in malaria mortality rates in Ethiopia and

reduced neonatal mortality rates by 34% in Bangladesh (DeRenzi, et al., 2016).

However, implementing an mHealth solution successfully comes with many challenges and
constraints (Aranda-Jan, Mohutsiwa-Dibe, & Loukanova, 2014). These include the lack of
adequate mobile infrastructure, the cost of mobile infrastructure (Kahn, Yang, & Kahn,
2010), the lack of government involvement (Ali, Chew, & Yap, 2016) and the assimilation of
mHealth technology by its target audience (Yu et al., 2006). These constraints have a direct
impact on two pertinent factors that contribute to the overall success or failure of an
mHealth solution: user acceptance or the adoption and acceptance of the mHealth app by
its target audience; and the overall cost of implementing and upscaling of an mHealth app

(Aranda-Jan, Mohutsiwa-Dibe, & Loukanova, 2014).

2.2.1. Using Information and Communication Technology to assist in the

delivery of Healthcare

Using Information and Communication Technology (ICT) in the delivery of healthcare
services is not a new concept. In the early 1900s when radio revolutionised
communication, innovators had already started envisioning how doctors could attend to
patients over the radio (Fenston, 2011). In April 1924, Radio News Magazine ran a cover
story titled “The Radio Doctor” with the cover of the magazine (see Figure 1) depicting a

doctor examining a boy via a live video interface (Fenston, 2011).
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Figure 1: The cover of Radio News magazine, April, 1924 (Field, 1996)

The advancements made in ICT have since made the prediction depicted in Figure 1

possible in the form of telemedicine, electronic health and mobile health.

Telemedicine, electronic health and mobile health are three forms of digital health
technology that uses ICT to assist in the delivery of medical and healthcare services

(Lupton, 2014).

2.2.2. Telemedicine

Literature suggests that the earliest reference to telemedicine first appeared in medical
literature in 1950 (Field, 1996). Telemedicine is the use of information and communication
technology to remotely provide healthcare services to people who are far from healthcare
providers (Roine, Ohinmaa, & Hailey, 2001). This includes the sharing of electronic medical
information between healthcare service providers by video, email, smartphones and any
other forms of telecommunication technology. Telemedicine became popular in rural and
isolated areas where access to healthcare services was limited. Telemedicine provided
people in these locations with a solution to access medical specialists from afar (Roine,

Ohinmaa, & Hailey, 2001). Early implementations of telemedicine were across



mountainous areas, islands and arctic regions (Field, 1996). According to Field (1996),

telemedicine has 3 classification categories:

1. Remote Patient Monitoring - Remote monitoring of patients with chronic diseases
such as sugar diabetes, epilepsy and heart disease.

2. Store and Forward - Enables healthcare providers to share patient information with
other medical professionals in different regions.

3. Interactive Telemedicine - Enables physicians to communicate with patients in real

time.

2.2.3. Electronic Health (eHealth)

The term eHealth is widely used amongst academics, business, medical professionals and
the public in general. This has led to a lack of consensus and a precise definition of eHealth.
According to Oh et al. (2005), in 2005 there were 10 different definitions of eHealth found
in academic literature databases and 41 definitions for eHealth from a Google search. A
concrete definition is out of scope of this research; however, a broad description of
eHealth is the use of electronic communication, the Internet and related technologies to
deliver healthcare services. EHealth is comprised of a variety of sub-components of digital

health, which include (Mea, 2001):

Electronic Heath Records (EHR)
Electronic Medical Records (EMR)
Telemedicine

I.T. Health Systems

Consumer Healthcare Data
Virtual Healthcare

Big Data Systems

© N o U B~ W NP

Mobile Health (mHealth)

2.2.4. Mobile Health

Mobile Health is the most recent iteration of digital healthcare and is defined as using

mobile computing, mobile devices, mobile technology and mobile apps to provide
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healthcare and medical services (Fiordelli, Diviani, & Schulz, 2016). This includes the use
wearable mobile sensory technology to educate users about healthcare, chronic disease

management, treatment support and remote monitoring.

Using mobile devices, mobile apps and mHealth technology is showing great potential in
providing advanced medical care, especially in the low and middle-income markets
(Fiordelli, Diviani, & Schulz, 2016). It is adding value in communities and alleviating some of
the medical service delivery burden from government health institutions (Betjeman,
Soghoain, & Foran, 2013). MHealth is assisting in data collection, providing healthcare
information to individuals, managing chronic diseases and patient observations. It is also
assisting in the battle against eight of the most prevalent global health conditions as listed
by the World Health Organization’s (WHO) Global Burden of Disease (GBD) list (Perez, De

La Torre-Diez, & Lopez-Coronado, 2013). These diseases are:

1. Iron Deficiency Anaemia(IDA)
Hearing loss
Migraine

Low vision

2

3

4

5. Asthma
6. Diabetes mellitus
7. Osteoarthritis (OA)
8

Unipolar depressive disorder

MHealth literature demonstrates that the majority of mHealth research is carried out in
rural locations, such as Africa, and the most researched topics are sexual health,
reproductive health, HIV/AIDS, maternal and child health (Braun et al, 2013). It also
demonstrates that the primary use of mHealth technology is for collecting field data, to
convey healthcare education and to conduct person-to-person consultations (Braun et al,
2013). The low-cost, ease of use of mobile technology and the widespread use of mobile
technology are some of the main factors that are driving mHealth solution
implementations and mHealth research (Aranda-Jan, Mohutsiwa-Dibe, & Loukanova,

2014). The benefits and success of mHealth were reported at every level of healthcare,
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including government agencies, healthcare providers, medical professionals, patients and
mHealth technology users. The successes in mHealth projects and research were largely
due to the high acceptance and familiarity of mobile devices (Aranda-Jan, Mohutsiwa-Dibe,

& Loukanova, 2014).

According to Braun et al. (2013), removing paper-based systems and providing field
workers and community healthcare workers with mHealth technology for data collection
results in fewer data errors and data losses and a higher level of data quality. It also
enables real time analysis and decision making (Braun et al, 2013). MHealth technology
assists in improving the healthcare compliance levels of field workers, raises their
standards of delivering healthcare services and helps in educating local communities about
healthcare. It encourages the use of best practices and improves leadership and

management in community healthcare workers (Braun et al, 2013).

However, there were also reports on mHealth failures and the current constraints affecting
the successful implementation of mHealth technology. Many studies reported that the cost
effectiveness of mHealth solutions are unknown and that mHealth technology only assists
in data collection but does not help resolve the actual healthcare problems (Aranda-Jan,
Mohutsiwa-Dibe, & Loukanova, 2014). Limited funding in developing countries also make it
difficult to implement long term mHealth solutions and mHealth research programs for

extended periods (Aranda-Jan, Mohutsiwa-Dibe, & Loukanova, 2014).

2.3. Mobile Health Applications

According to Terry (2015), there were more than 165,000 mHealth applications (apps)
available in the Apple iTunes Store and Android Play Store in 2015. Their functionality
ranged from managing and tracking health and fitness to managing non-communicable
diseases (NCD), such as cardiovascular disease, diabetes and hypertension. Successful
treatment of these NCDs is highly variable as success often depends on how vigilant
patients are at self-care and adherence to a healthcare program (Perez, De La Torre-Diez,
& Lopez-Coronado, 2013). Using mHealth apps to assist with self-care programs
demonstrated to deliver very positive results (Terry, 2015). Most of these applications fall

into the consumer health informatics (CHI) branch of healthcare and are designed for
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monitoring, assisting or to inform users about their health statuses (Perez, De La Torre-

Diez, & Lopez-Coronado, 2013).

2.4. MHealth App Gamification

Mobile app developers use gamification design and gamification techniques to drive and
encourage user behaviour (Miller, Cafazzo, & Seto, 2016). Gamification is the use of
gaming mechanics and design techniques in a non-video game context (Miller, Cafazzo, &
Seto, 2016). This includes using game-based elements, such as badges, leaderboards and
gaming strategies, such as challenges and tasks. These gaming elements drive user
behaviour and reward users for achieving specific goals and objectives (Brigham, 2014).
These are effective strategies to keep people’s attention, engage users and for users to
develop their skills (Mohamad, Salam, & Bakar, 2017). Users often find gamified apps less
complicated and more engaging (Deterding, 2012) and they have been shown to increase
users’ participation in managing their health and increasing their levels of activity (Lee, Lee,
& Lee, 2017). Implementing gamification techniques in mHealth apps promotes
engagement in an entertaining manner, increases productivity and encourages healthy

competition (Rashid & Suganya, 2017).

Gamified mHealth apps encourage their users to be self-involved and to self-manage their
healthcare (Handel, 2011). The use of gamification design principles and techniques
implemented in mHealth apps rewards self-involvement, self-management in patient
healthcare (Zicherman & Cunningham, 2011) and the consistent use of mHealth apps
(Miller, Cafazzo, & Seto, 2016). This improves and facilitates data collection, data quality,
decision making and ultimately contributes to the overall success or failure of mHealth

apps (Miller, Cafazzo, & Seto, 2016).

However, implementing gaming elements alone and over-simplifying apps can fail to
engage users and have a negative effect on maintaining users’ interests and experiences
(Deterding, 2012). A successful app development strategy does not only incorporate
gaming elements but also adheres to an overall gaming design strategy that is engaging,
supportive, satisfying and challenging (Deterding, 2012). Mobile app developers achieve

this by implementing the mechanics of gamification in a non-video game context (Miller,
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Cafazzo, & Seto, 2016) . Literature demonstrates that the gamification provides users with
entertaining experiences and has a direct effect on users’ emotions and appeals to users’

self-determination (Lee, Lee, & Lee, 2017).

2.5. MHealth Data Visualisation

Data visualisation and reporting provide users with overviews and analytics of their health
performances, health statuses and assist in the tracking of their activities, achievements
and behaviours. It encourages user performance and behaviour by providing constant
reference points and analytics to improve and achieve an individual’s health and fitness
goals (Lobelo et al., 2007). Detailed data visualisation and reports also assists in decision
making. Figure 2 is an example of a mobile data visualisation report displaying the Number

of Cases Captured by Community Health Workers on an Android mHealth app.

Android Emulator - MyDevice5554

VILLAGE HEALTH

Registrations Captured per User

B worker1
worker2
B vorker3

Figure 2: Village Health — Number of Cases Captured by Community Health Workers

2.6. MHealth in Developing Countries

The World Health Organisation states that eight of the most prevalent global health
conditions are mainly found in underdeveloped and developing countries (Perez, De La
Torre-Diez, & Lopez-Coronado, 2013) (Kahn, Yang, & Kahn, 2010). Mobile devices and
wireless mobile communication technology are, however, becoming cheaper and more

prevalent in remote areas of low-income and developing regions (DeRenzi, et al., 2011),
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thus making these locations suitable for the implementation of mHealth solutions to treat

prevalent and chronic diseases and to deliver healthcare.

MHealth technology is playing an important role in resolving the problem of reaching
millions of people in different types of communities and locations. Providing community
healthcare workers (CHW) with mobile devices and mHealth technology enables them to
reach and supply much needed healthcare services to local communities (Kahn, Yang, &
Kahn, 2010). It also assists government and public health institutions with documenting,
tracking and control of infectious diseases while alleviating the burden on already

constrained government hospitals, clinics, resources and healthcare facilities.

Tobacco, poor diets and low physical activity contributes to the causes of many non-
communicable diseases, including sugar diabetes, heart and lung disease and cancer (Kahn,
Yang, & Kahn, 2010). Using mHealth in conjunction with well-defined community health
care programs can educate people and can assist in managing these diseases within the

local communities and greater populations (Kahn, Yang, & Kahn, 2010).

2.7. Community Healthcare Workers and mHealth Technology

2.7.1. Community Health Workers

Community Healthcare Worker (CHW) is an umbrella term that encompasses a variety of
trained healthcare aides such as Accredited Social Health Activists (ASHA) and midwives
(Braun et al, 2013). CHWs provide healthcare services to their local communities (World
Health Organisation, 2007). It is a concept that has existed for at least 70 years (World
Health Organisation, 2007). CHWs can relate and understand local problems and local
communities trust them when dealing with sensitive health issues (100 People Foundation,
2012). They have direct access to local communities, lower economic classes and
individuals in isolated locations who often do not have the means to visit healthcare
facilities (Braun et al, 2013) and are the bridge between healthcare systems and the local

communities in which they serve (Braun et al, 2013).

CHWs provide healthcare services, such as healthcare education, contraceptive methods
and home-based care to people living with AIDS (Braun et al, 2013), consequently
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preventing disease and illnesses before they begin (Braun et al, 2013). They are playing a
vital role by providing lower income families and individuals access to advanced healthcare
and healthcare education in developing countries and are assisting the World Health
Organisation (WHO) to reach its Millennium Development Goals (Velthoven et al, 2013)

that include:

e Reducing Child Mortality
e Improve Maternal Health

e Combat HIV/AIDS, malaria and other diseases

2.7.2. Empowering Community Health Workers and mHealth Technology

CHWs from across the globe are using mobile phones and mobile technology to deliver
healthcare services (Braun et al, 2013). According to Braun (2013), there are four key
strategies to improve healthcare services delivered by CHWs equipped with mHealth

technology:

1. Process improvement and technology development - Technological developments
in mHealth ensures that CHWs capture healthcare data efficiently, with fewer
errors, which results in consistent, regular and high-quality data.

2. Standards and guidelines - mHealth assists in ensuring that CHWs comply with the
healthcare standards and guidelines while operating in the field. This is reinforced
through decision support, alerts and reminder tools. For example, sending SMS
message alert reminders to CHWs can be used to ensure that CHWs adhere to
specific drug management schedules.

3. Education and training - mHealth technology provides CHWs in remote locations
with access to educational and training resources. It also enables CHWs to create
professional networks among CHWs, supervisors and healthcare institutions
providing CHWs with real-time advice, healthcare information and support.

4. Leadership and management - mHealth technology enables communication
between CHWs and their supervisors. This facilitates better leadership and

management, especially with CHWs in remote locations.
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MHealth is proving to assist CHWs in the collection of field-based healthcare data, to
deliver healthcare education and to conduct person-to-person communication in

developing regions and countries, such as Sub-Saharan Africa and India (Braun et al, 2013).

For example, India has been selecting and training women as ASHAs. From 2005 to 2013,
India had already trained more than 750 000 ASHAs (World Health Organization, 2013) and
has also been investing in mobile technology and providing ASHAs with mobile phones
equipped with mHealth technology (World Health Organization, 2013). MHealth
technology eliminated the tedious task of ASHAs having to transfer and capture patient
visits and case records in huge book registers (100 People Foundation, 2012). MHealth is
assisting the Indian government’s national health programme by increasing access of
healthcare to central and remote communities (World Health Organization, 2013). Table 1
illustrates the improvements in maternal mortality rates, infant mortality rates, pregnant
women receiving prenatal care and births attended by skilled health staff realised by India

from 1990 to 2015 (World Bank, 2017).

Table 1: Improvements in Maternal and Neonatal Health in India from 1990 to 2015
1990 1993 2000 2008 2015
Maternal Mortality Ratio (modelled 556 374 174

estimate, per 100 000 live births)

Infant Mortality Rate (per 1 000 live births) 88,4 66,6 36,2
Pregnant women receiving prenatal care 61,9 61,8 75,8

(%)

Births attended by skilled health staff (% of 34,2 42,5 52,8
total)

ASHAs are contributing directly to the improvement of maternal and neonatal health and
to reducing child mortality rates (World Health Organization, 2013). Equipping ASHAs with
mHealth technology and mobile devices increases an ASHA’s confidence, improves client
engagement, increases the retention of healthcare knowledge and ensures consistent

household visits are maintained by ASHAs (World Health Organization, 2013). MHealth
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technology provides CHWs with advanced healthcare support, healthcare information and
education via its mHealth apps and platforms (Dimagi, 2017). It enables CHWs to capture
and display images, videos and healthcare information visually to patients with mobile
devices or smartphones (Dimagi, 2017). It removes the tedious task of having to collect
healthcare data on paper and reduces the risk of transcription errors (DeRenzi, et al.,
2011), ultimately providing a more efficient and effective method of generating health
records. MHealth apps using the global position system (GPS) functionality available on
modern mobile devices are able to track CHWs’ movements, to identify and map the
locations of homes visited by CHWSs and used to build datasets that can be used for
decision making, tracking and management of disease outbreaks such as respiratory

ilinesses and maternal and neonatal health (Blaschke et al., 2009).

The improved communication and the timely exchange of information experienced by
CHWs using mHealth technology leads to improved quality of healthcare, particularly in
obstetrics emergencies (Lemay et al, 2012). This improvement in communication and quick
and easy access to information provides CHWs with access to institutional information
resources, peer information resources and access to supervisors, consequently resulting in
CHWSs who are more knowledgeable and up to date with the best medical practices and
procedures (Lee, Kim, & Chib, 2011). Countries with more CHWs have lower child mortality
rates, improved maternal health, improved immunisation programs and are more capable
of managing non-communicable diseases (100 People Foundation, 2012). Well-defined and
implemented community healthcare programs improve the productivity of health systems,
lower the costs of medical services and reduce the number of people having to visit trained
specialised healthcare professionals, such as surgeons (Braun et al, 2013). It also creates

employment opportunities in local communities (World Health Organization, 2013).

2.8. Mobile Health in prenatal, maternal and child healthcare

In 2010 it was reported that a woman died every 90 seconds due to complications
experienced during pregnancy or childbirth, resulting in more than 340 000 deaths per
year (Hogan, et al., 2010). One of the key contributing factors to this high mortality rate is
the long time that it takes to deliver emergency care services to women during obstetric
emergencies (Noordam et el., 2011). These delays are mainly incurred during decision
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making processes when dealing with obstetric emergencies, the time it takes to transport
patients to healthcare facilities and the time it takes to receive the appropriate care from a

trained healthcare professional at a healthcare facility (Noordam et el., 2011).

According to Tamrat and Kachnowski (2012), mHealth assists in minimising the time
barriers and facilitates the provision of healthcare, especially during obstetric emergencies
and referrals. MHealth has a positive impact on the management of maternal, prenatal and
neonatal health, assists in pregnancy management training, pregnancy risk assessment,
pregnancy intervention, decision making and can play an important role at every stage of
pregnancy and obstetric emergencies (Tamara et al., 2014). It is also assisting the United
Nations to achieve its number 4 and 5 Millennium Development Goals (MDG) of reducing

child mortality rates and improving maternal health (Tamrat & Kachnowski, 2012).

Studies in Ghana, Mali, Uganda, Malawi and Sierra Leone demonstrated that using
mHealth to support CHWs delivering healthcare services to pregnant women resulted in a
significant reduction in maternal deaths and increased supervised birth rates (Noordam et
al., 2011). In Uganda and Mali, CHWs equipped with mHealth technology were able to
communicate directly with biomedical health systems enabling them to reduce delays
during medical emergencies and decision making (Noordam et al., 2011). In Zanzibar,
mHealth technology using short message services (SMS) to send basic health education,
information and reminders of routine check-up appointments to pregnant women

exhibited a reduction in delays during obstetric emergencies (Noordam et al., 2011).

Tamrat and Kachnowski (2012) analysed 34 reports on using mHealth in maternal and new-
born health programs and reported that utilising mHealth technology in prenatal, maternal
and child care has a positive impact on antenatal care, maternal childcare and maternal

mortality rates. They also reported the following (Tamrat & Kachnowski, 2012):

e 55% of families use a mobile phone during pregnancy emergencies.
o 72% of these called medical services
o 57% of these inquired about medical advice

o 21% of these inquired about financial aid
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e MHealth can expedite obstetric emergency referrals.

e MHealth promotes positive prenatal behaviour amongst pregnant women.

e MHealth decreases maternal mortality rates.

e MHealth assists in decision making and identifying health facilities with the
appropriate services.

e MHealth technology supports midwives during emergencies by providing them
access to emergency procedural information.

e Pregnant women who use mHealth technology are more knowledgeable and

confident.

The audience of maternal and neonatal mHealth solutions include pregnant women,
physicians and community healthcare workers. Table 2 presents examples of mHealth apps
that are currently available to pregnant women and a description of their functionalities

and mobile platforms:

Table 2: Examples of mHealth apps available for maternal and neonatal health

App Name Description and Function Platform Price

Hesperian Hesperian provides its users information on Android Free with In-
how to stay healthy during pregnancy; how to App
recognise danger signs during pregnancy, Purchases

birth and after birth; what to do when danger
arises; when to refer a woman to emergency
care; instructions for CHWs on how to take
blood pressure readings, on how to treat

someone and to stop bleeding (Smyth, 2012).

MommyMeds MommyMeds provides users the ability to Android,  Free with In-
determine whether certain drugs are safe to 10S App
Purchases
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use during pregnancy or breastfeeding

(MommyMeds for Mothers, 2017).

Smarter Smarter Pregnancy assists in improving

Pregnancy nutrition and diet during pregnancy. This is
achieved by identifying and improving
modifiable nutrition and lifestyle risk factors

on a large scale. Consequently, reproductive

and pregnancy results improved and perinatal

morbidity and mortality rates are expected to

be reduced (van Dijk, et al., 2017).

Sprout Sprout provides foetal development charts,
timelines, to-do lists, a kick counter to keep
track of one’s pregnancy health and doctor

visits (Sprout, 2017).

2.9. MHealth Challenges, Constraints and Failures

Web Free
based

Android,  Free with In-
10S App

Purchases

According to Gurupur et al. (2017), there are challenges and constraints that require

consideration when implementing mHealth technology (Gurupur & Wan, 2017). Gurupur

et al. (2017) categorised these challenges as shown in Table 3:
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Table 3: MHealth Challenges and Constraints

Challenge
Usability

Reliability

System

Integration

Data
Security

and Privacy

Network

Access

Key components
- User Interface

Design

- Accuracy of the

mHealth Records

- Interoperability

- System Design

- Confidentiality
- Data Storage

- Data Access

- Availability
- Speed and

Strength

Definition

Refers to the complexities derived from designing and
developing mHealth apps that support different mobile
devices with different hardware specification. E.g. screen sizes,
camera specifications. MHealth apps must be efficient, easy to
learn and use, mitigate input errors and time taken to recover
from errors, provide speed, performance, satisfaction and user

acceptance.

MHealth data must be accurate with low error rates. Data
shared amongst healthcare providers, mHealth apps and

vendors must be in formats that can be easily assimilated.

MHealth apps may be required to share information, such as
Electronic Health Records (EHT), with other healthcare service
providers. These apps must be able to securely share and
exchange information with other apps and services. MHealth
apps should also be scalable and allow for integration with

other systems.

MHealth apps generate, store and share confidential health
and patient data. Data must be securely stored in secure
locations. Data must only be accessible using secure

transmission channels.

The availability, speed and strength of wireless network
services where the mHealth app will be used must be able to

securely transmit and receive data.
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Network access and network realiabilty were two challenges that attributed to the success
or failure of an mHealth solution and required consideration when estimating the amount
of data used by an mHealth application and its bandwidth requirements (Gurupur et al.,
2017). These challenges affected the ability to provide secure wireless network access that
was strong enough to transmit and receive data safely and securely and to provide
accurate patient information without any data loss (Gurupur et al., 2017). Network
realiabilty affects Internet speeds and fluctuations, can negatively impact an mHealth app’s
user experience and should be considered when estimating an app’s bandwidth usage,

identifying the app’s target market and target markets locations (Helios, 2017).

Aranda-Jan, Mohutsiwa-Dibe and Loukanova analysed 44 studies on mHealth and reported
that the long-term benefits of implementing mHealth technology in developing countries

are uncertain and that mHealth technology only assists in data collection but does not help
resolve the actual healthcare problems in these countries (Aranda-Jan, Mohutsiwa-Dibe, &

Loukanova, 2014).

MHealth technology implementations were dependent on the infrastructure availability in
the areas where it was used. The lack of reliable wireless Internet access, the cost of
Internet data and electricity were three of the primary factors that contributed to the
failure of mHealth technology in developing countries (Aranda-Jan, Mohutsiwa-Dibe, &
Loukanova, 2014). Consequently, the long-term cost effectiveness and feasibility of
mHealth technology remained unknown and the limited funding in developing countries
made it difficult to implement mHealth technology programs for extensive periods

(Aranda-Jan, Mohutsiwa-Dibe, & Loukanova, 2014).

2.10. Summary

Mobile Health (mHealth) is assisting to combat non-communicable diseases and enabling
CHWs to deliver healthcare services to local communities (Braun etal., 2013). It is also
assisting women during pregnancy by providing them access to healthcare information,
advanced healthcare services and tools to assist in the management of maternal, prenatal
and neonatal health emergencies (Braun etal., 2013). Mobile gamification techniques and

data visualisation are assisting with creating mHealth apps that are engaging and
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encourage positive user behaviour, ultimately assisting with user acceptance of mHealth

apps (Miller, Cafazzo, & Seto, 2016).

However, implementing mHealth apps present some challenges and constraints (Aranda-
Jan, Mohutsiwa-Dibe, & Loukanova, 2014). According to Gurupur & Wan (2017), these
challenges includes the availability, speed and strength of wireless network services where
the mHealth app will be used and the ability to securely transmit and receive data. These
challenges contribute to pertinent factors, such as the overall costs of implementing an
mHealth app and user experience and acceptance (Aranda-Jan, Mohutsiwa-Dibe, &
Loukanova, 2014), which can determine the success or failure of a mHealth app. Network
access and network reliability are also challenges that require consideration as they can
cause fluctuations in Internet speeds, intermittent network access and connectivity and
can be negatively affected by the amount of data used by an mHealth app and the app’s

bandwidth resources (Helios, 2017).

Chapter 3: Native, Web and Hybrid Mobile App Architectures

Mobile app architecture is a set of design patterns and techniques used when developing
structured mobile applications that are based on mobile industry and vendor specific
standards (Pisuwala, 2018). There are currently three well established mobile app
architectures: Native, Web and Hybrid (Charland & Leroux, 2011). These architectures are
generally comprised of a presentation layer, business layer and data layer (Helios, 2017).

Figure 3 is an overview of the various elements and layers of a mobile app’s architecture.
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Figure 3: Mobile app architecture’s elements and layers (Pisuwala, 2018).

At the start of the smartphone mobile app era, mobile application developers were obliged
to develop mobile apps in the native language of the mobile app’s intended mobile
platforms (Wasserman, 2010). Different versions of these apps had to be developed for
each type of targeted mobile device and mobile Operating System (OS). The native app
development process was labour intensive, time consuming and expensive (Wasserman,

2010).

However, mobile app architectures and development platforms have rapidly evolved in
recent years (Wasserman, 2010). Advancements in mobile technology, Mobile
Development Frameworks (MDF), Cross-platform Development (CPD) tools and Web
programming technologies have provided alternatives to developing explicit native mobile
apps for specific mobile platforms (Jobe, 2013). Figure 4 displays an overview of the three

established mobile app architectures (Charland & Leroux, 2011).
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Figure 4: Native, Hybrid and Web App Architectures
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According to Dalmasso et al. (2013), each mobile architecture has advantages and

disadvantages. It is recommended that the high-level factors presented in Table 4 are

considered when selecting a mobile architecture (Dalmasso et al., 2013).

Table 4: High-level decision factors to consider when selecting mobile app architecture

Criterion
Quality of UX
Quality of Apps

Potential users

Development cost
Security
Supportability

Ease of updating

Time to market

App extension

Native
Excellent
High

Limited to
specific mobile

platforms
High
Excellent
Complex
Complex
High

Yes

Responsive and Web

Very good

Medium

Maximum users. Including
smartphones, tablets and

other feature phones

Low

Depends on browser security
Simple

Simple

Medium

Yes

Hybrid
Not as good as
Medium to low

More potential
users of different

platforms than
Medium to low
Not good
Medium to

Medium to

Short

Yes
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3.1. Native apps

Native apps are mobile applications that have been developed for specific targeted mobile
platforms (Jobe, 2013). Native apps are usually downloaded from digital distribution
platforms, such as the Apple App Store or Google Play Store (Serrano, Hernantes, &
Gallardo, 2013). Native apps must be installed directly onto a mobile device before they

can be used (Jobe, 2013).

Initially, native apps had to be developed in the specific programming language supported
by the apps’ target device platforms (Wasserman, 2010), for example, Objective C for
Apple iPhone and Java for Android. Native apps will only execute on the mobile operating
systems and platforms that they are developed for (Jobe, 2013). Figure 5 illustrates

examples of programming languages and their supported mobile platforms.

Native Mobile App

Apple Windows Android

Figure 5: Examples of programming languages and their supported mobile platforms.

Table 5 illustrates a list of programming languages and skills that were required to develop

a native app that targeted nine different mobile platforms (Charland & Leroux, 2011).

Table 5: Mobile Operating System and Supported Programming Language

(0} Programming Language
AppleiOS C, Objective C
Google Android Java
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RIMBlackBerry Java (J2ME)

Symbian C, C++, Python, HTML/CSS/JS
Windows Mobile .NET

Window 7 Phone .NET

HP Palm WebOS HTML/CSS/JS

MeeGo C, C++, HTML/CSS/JS
Samsung Bada C++

However, since the introduction of Cross-Platform Development (CPD) tools such as
Xamarin and React Native, mobile app developers are now able to develop native mobile
apps in languages such as C# or JavaScript using a PC or a Mac computer (Microsoft, 2016).
CPD tools enable mobile developers to write an app’s code once and deploy the app on
many different types of mobile devices (Redda, 2012). CPD tools can interpret and compile

mobile app code into native assemblies for specific targeted devices (Microsoft, 2016).

Developing and supporting native apps usually requires larger budgets, multiple skill sets
and longer time to develop but this is still recommended for high performance apps and
mobile games because they are faster, more responsive and have full access to mobile
device hardware and native APIs (Horda, 2017). Native apps also have full access to mobile
device user interfaces, providing app users with smooth app interactivity features, such as
multi-touch, double taps and pinch-spread functionality, ultimately delivering the best user
experience (Jobe, 2013). Native apps can also be designed to function in an offline state
when Internet connectivity is not available, slow and intermittent or not required (Dua,

2018).

3.2. Mobile Web Apps

Mobile Web apps are executed inside mobile Web browsers (Serrano, Hernantes, &
Gallardo, 2013). No additional applications are required to be downloaded and installed on
the mobile device. Web apps are hosted on Web servers and can be optimised for mobile
devices using Web technologies such as HTML5, CSS3, JavaScript and Asynchronous

JavaScript And XML (AJAX). AJAX enables Web apps to asynchronously send, receive and
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exchange data with a Web server in various formats, e.g. JSON and XML, without having to

reload the entire Web page (W3 Schools, 2018).

Web based apps are more compatible, accessible and easier to maintain than native apps
and can be executed on most mobile devices using a Web browser (Horda, 2017). Most
modern Web apps are developed using responsive Web design techniques, HTMLS5,
JavaScript and Cascading Style Sheets (CSS) (Jobe, 2013). Responsive Web apps can detect
the type of mobile device that they are being executed on and automatically adjust the
Web app’s content accordingly by using the most appropriate CSS for the mobile device’s
settings and screen resolution (Jobe, 2013). Web apps can be integrated with high-level
mobile features such as QR codes and text messaging and provides access to a much larger
target audience (Horda, 2017). Web apps are cheaper and easier to maintain because
there is only one version of the Web app’s code that requires maintenance, updates and

support (Jobe, 2013).

However, Web based apps have limitations. Web based apps execute in mobile device
Web browsers and are not able to leverage off mobile device hardware such as cameras,
GPS and accelerometer sensors, ultimately limiting their possibilities and functionalities.

According to Serrano et al. (2013), Web apps can be categorised as follows:

e Generic Mobile and Responsive Mobile Web Apps— Generic mobile Web apps are
mobile versions of a desktop Web app that have been designed and optimised to
be used on a mobile device. These Web apps query the Web browser’s user-agent
identifier to determine if they are being browsed from a desktop computer or a
mobile device (Serrano, Hernantes, & Gallardo, 2013). If the Web app detects that
it is being browsed from a mobile device then the user-agent is redirected to a
mobile version of the Web app (Serrano, Hernantes, & Gallardo, 2013). Responsive
Web apps are similar to generic mobile Web apps, but they also employ responsive
Web design techniques (Horda, 2017). Responsive Web design is the practice of
applying different or multiple Cascading Stylesheets (CSS) to support different types
of mobile Web browsers and different types of mobile devices (Horda, 2017).

Responsive Web apps determine the type of mobile device being used and then
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apply the most appropriate CSS to transform and deliver the Web content in the
most optimised format for the specific type of mobile device and its screen
resolution (Serrano, Hernantes, & Gallardo, 2013). Determining the most
appropriate CSS is done by the Web server serving the Web app and the CSS is
applied at the server level, the client level or both (Serrano, Hernantes, & Gallardo,
2013). This enables the Web app to be used from different types of mobile devices
without the loss of performance and user experience (Serrano, Hernantes, &
Gallardo, 2013).

e Hybrid Web Apps — Hybrid Web apps are cross-platform mobile apps that combine
elements of native and Web app technology (Serrano, Hernantes, & Gallardo,

2013). (Please see Section 3.3 Hybrid Web Apps.)

3.3. Hybrid Web Apps

Hybrid apps are Web based apps that are developed using technologies such as HTMLS5,
JavaScript, AJAX and CSS. They are developed using Mobile Application Development
Frameworks (MADF), such as Apache Cordova and Titanium, and Web technologies such as
HTML5, JavaScript and CSS that are then embedded within a thin native layer container
(Dalmasso etal., 2013). MADFs assist in the rapid development of cross-platform mobile
applications (Dalmasso etal., 2013). The hybrid mobile app architecture enables developers
to develop cross-platform mobile apps once and execute them on different types of mobile
devices. This is achieved by embedding the Web app within a thin native layer container
(Dalmasso etal., 2013). The native layer container provides access to mobile hardware,
native APIs and platform features available on mobile devices (Dalmasso et al., 2013).
Hybrid apps are downloaded from publishing platforms, such as Apple’s iTunes Store,
installed onto a mobile device and behave similarly to native apps (Serrano, Hernantes, &
Gallardo, 2013). Hybrid apps address some of the challenges that native and mobile Web
apps present and are faster and easier to develop than native apps (Dalmasso et al. 2013).
However, hybrid apps do present challenges such as slow performance, poorer quality user

experiences and lower levels of security (Serrano, Hernantes, & Gallardo, 2013).

Table 6 illustrates some factors to consider when choosing between a hybrid or

Responsive/Web app architecture.
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Table 6: Factors to consider when choosing between a hybrid or Responsive/Web app (Serrano,

Hernantes, & Gallardo, 2013)

Considerations Hybrid
Effort to support platforms and versions Medium
Device access capabilities Full

User experience Full
Performance Very high
Upgrade in the client Needed
Ease of distribution Medium
Approval cycle Optional
Monetization in app store Available

Responsive/Web

Low

Partial
Medium
High

Not needed
High

Not required

Not Available

Table 7 displays the app features, mobile hardware and native APl access and Ul

interaction and gestures factors to consider when choosing between native, hybrid and

Web app architectures.

Table 7: Factors to consider when choosing between native, hybrid or Web app

architecture (Serrano, Hernantes, & Gallardo, 2013).

Native Web
App Features
Graphics Native APls HTML, Canvas,
SVG
Performance Fast Slow
Native look and feel Native Emulated
Distribution Appstore Web

Mobile Hardware and Native APl Access

Camera Yes No
Notifications Yes No
Contacts, calendar Yes No

Hybrid

HTML, Canvas,
SVG

Slow
Emulated

Appstore

Yes
Yes

Yes
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Offline storage

Geolocation

Gestures and Ul Interaction
Swipe

Pinch/spread

Connectivity

Development skills

3.4. Selecting a mobile app architecture

Secure file

storage

Yes

Yes
Yes
Online and

offline

Objective C, Java,

etc.

Shared SQL

Yes

Yes

No

Mainly online

HTMLS5, CSS, and

JavaScript

Secure file
system, shared
sQL

Yes

Yes

Yes

Online and
offline
HTMLS5, CSS,

and JavaScript

Native, Web and Hybrid app architecture have advantages and disadvantages (Serrano,

Hernantes, & Gallardo, 2013). It is recommended that businesses and organisations

consider several factors before formulating a mobile strategy, establishing a mobile

presence and investing in a mobile app architecture (Summerfield, 2018). These factors

include:

e Aligning the mobile strategy with the business’ strategy (Summerfield, 2018).

o Does the business or organisation have a need for a native app, a Web

mobile app or both?

o Does the business have the time and resources to invest in a native app,

Web app or both?

e The target audiences of the mobile strategy (Jobe, 2013).

o Does the target audience require a Web based app or native mobile app?

o Will the target audience require the mobile app to perform on many

different types of mobile devices and mobile operating systems?

o Will the app be used by a target audience in remote locations with

intermitted network connectivity?

o Is the cost of mobile data in the regions of your target audience very high?
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e The required features and functions of the mobile app (Jobe, 2013).

o Will the mobile app be required to access mobile hardware features such as
cameras, Global Positioning Systems (GPS) and mobile accelerometers?

o Will the mobile app require instant and fast data transfers and version
updates?

o Will the mobile app be required to operate on many different types of
mobile platforms and operating systems?

o Will the app be required to operate in remote areas and in areas with
outdated communications infrastructure?

e The available budget to develop, maintain and operate the mobile app (Horda,
2017).

o Does the business or organisation have the budget to develop and maintain
multiple versions of a native mobile app that targets different mobile
operating systems such as Apple’s |0S versions and different Android
versions?

o Isthe mobile app required to be data efficient and use low amounts of data
during operation?

e User Interface design (Helios, 2017)

o Mobile app user interfaces must be intuitive, interactive and easy to use.

o Badly designed Uls will negatively affect users’ experiences.

e The available bandwidth and data usage costs in the target locations where the
mobile app will be used (Helios, 2017).

o Slow Internet can negatively affect users’ experiences.

o High Internet usage data costs can negatively affect users’ experiences and
ultimately determine the success or failure of a mobile app (Aranda-Jan,

Mohutsiwa-Dibe, & Loukanova, 2014).

3.5. Summary

There are currently three well established mobile app architectures: Native, Web and

Hybrid (Charland & Leroux, 2011). Each mobile app architecture has its advantages and
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disadvantages and presents its own factors to consider when selecting a mobile app

architecture (Serrano, Hernantes, & Gallardo, 2013).

Native apps have full access and control over mobile device hardware and native mobile
APls, deliver the best performance and can operate in an online and offline state (Serrano,
Hernantes, & Gallardo, 2013). They also provide excellent user experiences and higher
levels of security (Dalmasso et al., 2013). However, native apps must be developed in
specific programming languages for specific targeted mobile devices (Jobe, 2013) and must
be installed onto a mobile device before they can be executed. Consequently, a version of
the mobile app must be developed for each targeted mobile device, which could lead to
higher development costs, increase in its time to market and make it complicated to

support and to update (Dalmasso et al., 2013).

Web apps provide good user experiences, can be accessed from smartphones, tablets and
feature phones, ultimately providing the maximum accessibility to potential users
(Serrano, Hernantes, & Gallardo, 2013). They are the easiest to deploy and support and are
usually the most cost effective mobile app architecture to implement (Dalmasso et al.,
2013). However, mobile Web apps are not able to access mobile device hardware and APIs

and this is the most insecure mobile app architecture to implement (Dalmasso et al., 2013).

Hybrid apps are cross-platform mobile apps that combine elements of native and Web app
technology (Serrano, Hernantes, & Gallardo, 2013). They are Web apps that are embedded
within a thin native layer container (Dalmasso et al., 2013). Hybrid apps address some of
the challenges that native and mobile Web apps present but they present challenges such
as slow performance, poorer quality user experiences and lower levels of security (Serrano,

Hernantes, & Gallardo, 2013).

It is recommended that businesses and organisations consider the advantages and
disadvantages such as performance, security, mobile hardware and APl access that each
mobile app architecture presents (Dalmasso et al., 2013) and factors such as, aligning the

mobile strategy with the business’ strategy, target audiences, development budget, user
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interface requirements, bandwidth and infrastructure availability where the mobile app

will be used, before investing in a mobile app architecture (Summerfield, 2018).

35



Chapter 4: Research Methodology and Design

4.1. Research Objective

The overall amount of data used by mHealth apps is a pertinent factor contributing to the
challenges, successes or failures of mHealth apps (Aranda-Jan, Mohutsiwa-Dibe, &
Loukanova, 2014). It can influence the long term operational cost of using the mobile app
and have a negative effect on its users’ experience and acceptance. The purpose of the

research was to investigate and answer the following question:

“Is there a significant difference in the amount of data used by an mHealth application that
is used to manage maternal and neonatal health when implemented using a native

message passing Android architecture versus using a mobile Web based architecture?”

By monitoring, recording and analysing the amount of data transferred between mobile
clients and servers while operating the mHealth app, one can determine and calculate the

mean amount of data that the mHealth app will consume.

4.2. Research Methodology

The purpose of this research was to investigate the amount of data used by an mHealth
app when implemented using a native mobile architecture and different mobile Web
architectures. Three versions of an mHealth app called Village Health was created. The app
is used to manage maternal and neonatal health. The different versions of the Village

Health app were developed as:

1. A native Android mHealth app
2. A Web based mHealth app

3. A Web based mHealth app that uses Asynchronous JavaScript and XML (AJAX)

The three versions of the Village Health app provided the same functionalities and were
tested with the same input data sets. The objective of the study was to measure the
amount of data transferred between clients and servers while conducting standard
operations, data analysis and decision-making processes by the three different types of

mobile app architectures.
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The data collected during the experiments was then analysed, compared and used to
ascertain if there was a significant difference in the amount of data used by an mHealth
app when implemented using a message passing Android architecture versus mobile Web
based architectures. The experiment data captured by measuring the data transfers
between clients and central servers provided the quantitative data required to evaluate
the overall amount of data used when implementing a mobile health app that is used to

manage maternal and neonatal health.

4.3. Application Design

A native Android based app, a mobile Web app and an AJAX enabled Web app used to

manage maternal and neonatal health were developed:

1. Native Android app: The Android app was installed on a local mobile device. It
transferred and stored data on a central database server. The solution queried and
interacted with the central server and utilised the mobile device’s computing
resources and data tools to perform data analytics and charting directly on the
mobile device.

2. Web app: The Web app was hosted on a Web server and comprised of three tiers:

e Presentation Tier - Web based User Interfaces (Ul).
e Business Tier - Web API.

e Data Tier — MS SQL Server and stored procedures.

All business logic processes occurred on the Web server. Data generated by the
Web app was stored on a central database. The Web interface enabled users to
guery and interact with the database. The Web interface communicated with the
database using a Web API. The Web user interfaces and Web APIl were hosted on
the same Web server. The Web server processed all client requests server-side and
transferred responses back to the clients. Data analytic processes and chart
visualisations occurred on the Web server and were transferred back to the client

using standard HTTP requests and HTTP responses.
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3. AJAX Web app: The AJAX Web app was similar to the Web app but used AJAX to
asynchronously execute HTTP requests. All business logic processes occurred on the
Web server. Data generated by the AJAX Web app was stored on a central
database. The Web Ul enabled users to query and interact with the database

asynchronously without having to reload the entire Web page.

The native app used JSON format mark-up and only transferred the required data. (Please
see Appendix | for an example of the native JSON data). The Web based apps transferred
content data, request headers and response headers between clients and servers. (Please

see Appendix C for an example of Web headers and content data sizes).

The different versions of the mHealth app provided the same end user functionalities but

executed processes and transferred data differently.

4.3.1. Mobile Web Village Health Apps

The Web app and AJAX Web app provided users with Web based Uls that were compatible
and accessible from most modern mobile devices that had a Web browser and an Internet
connection. (Please see Appendix B for the Village Health Web interfaces). The Web apps
had the same Web Uls and looked identical but used different methods to execute HTTP
requests and responses. HTML header tags were used within the Web apps to disable all

content caching and to ensure that the apps reloaded all website content.

The Web app reloaded the entire Web Ul on each HTTP request. The AJAX Web app only
loaded the Web user interface once then executed HTTP requests asynchronously without

reloading the entire Web Ul and only updated the parts of the Web Ul that were affected.

The Web apps were developed with the following Internet technologies:

e Microsoft Active Server Pages .NET (ASP.NET) - ASP.NET is an open source Web
framework used to build Web apps, services and websites (Microsoft, 2017).
e Microsoft (MS) SQL Server 2017 - MS SQL Server is a relational database

management system used for the storage and management of data (Rouse, 2018).

38



e Transact Structured Query Language (T-SQL) - Is Microsoft’s extension to
Structured Query Language (SQL) and is a database programming and querying
language (Rouse, T-SQL , 2018).

e Hyper Text Mark-up Language (HTML) - HTML describes the structure of pages
using a mark-up language. HTML elements are the building blocks of Web pages
and are represented by tags (W3 Schools, 2017).

e Cascading Style Sheets (CSS) - CSS describes the style of an HTML document and
how a HTML document’s elements should be displayed (W3 Schools, 2017).

e Microsoft Internet Information Services 7.0 (11S 7.0) - IIS is a secure and flexible
Web server used for hosting Web applications, websites and services (Microsoft,
2017).

e JavaScript — JavaScript is a client-side scripting language used primarily for HTML
and Web pages (W3 Schools, 2017).

e Asynchronous JavaScript And XML (AJAX) — AJAX enables Web pages to
asynchronously send, receive and exchange data with a Web server in various
formats, e.g. JSON and XML, without having to reload the entire Web page. This
makes it possible to update parts of the Web page without reloading the entire
Web page (W3 Schools, 2018).

e C# - Is atype-safe object-orientated language that runs on Microsoft’s .NET
Framework (Microsoft, 2015).

e ASP.Net Web API —Is a framework used to build HTTP services and RESTful
applications on the .NET Framework and can be consumed from browsers and

mobile devices (Microsoft, 2017).

Communication between Web clients and servers occurred via. the Hypertext Transfer
Protocol (HTTP) and used HTTP requests and HTTP responses. HTTP is an application layer
protocol and is the foundation of data communications on the Web (W3 Consortium,
1999). HTTP uses the Transmission Control Protocol (TCP), a transport layer protocol, to
send and receive data (Clark, Jacobson, & Salwen, 1989). TCP uses the Internet Protocol
(IP), an Internet layer protocol, that enables the successful delivery of data packets from a

source host to a destination host (Clark, Jacobson, & Salwen, 1989). Business logic
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processes, database queries and data analytic processes initiated by requesting clients
were executed on the Web server and the responses were sent back to the clients over
HTTP. ASP.Net charting Web controls were used to generate data visualisations on the

Web server, which were then outputted to HTML data visualisation Web pages.

Figure 6 illustrates the Web apps’ case registration and navigation interfaces (Please see

Appendix B for the Web based Village Health app interfaces).

& Home
Register

Horme Visit

Add New Woman
Woman's Name :

Birth Qutcome Village Name

+ Reports =)} Has Children : |Yes |
| s Sick Today : |Yes v

Number of Boys :

Number Of Girls :

Last Menstrual Date :

Save Woman's Details

Figure 6: Village Health case registration and navigation user interface

4.3.2. Native Village Health App

The native version of the Village Health app was comprised of two separate app

components (Please see Appendix A for the native Village Health Mobile Interfaces):

a) A CommcCare native app component. CommCare is an open source mobile
application development platform that enables individuals and organisations to
develop and deploy native mobile applications (CommCare, Inc., 2017).

b) A native data analysis app component developed with the Android Studio
Integrated Development Environment (IDE) and the Java programming language.

The primary function of this analysis component was to present mobile users wit

h

an easy to read, graphical representation of the collected data, ultimately assisting

users in trend spotting and decision making.
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The CommCare app stored its data locally and synchronised its data to the CommCare
central servers only when necessary. The native data analysis app queried the data stored
on the database servers via a Web API. The retrieved data was then used to generate
charts directly on the mobile device. The following is a list of technologies were used to

develop the native solution:

e CommCare Mobile Development Platform.

e Android Studio Integrated Development Environment (IDE).

e Java Programming Language

e JavaScript Object Notation (JSON)

e Android Virtual Device (AVD) emulator.

e ASP.Net Web APl —Web APl is a framework used to build HTTP services that can be
consumed by different client such as Web browsers and mobile devices (Microsoft,

2017).

Figure 7 illustrates the home screen and navigation interface of the CommCare mHealth
app developed with the CommCare mobile development platform (Please see Appendix A

for the native Village Health app’s screen interfaces).

o Register
o Home Visit
o Birth Outcome

Formplayer Version: 2.43, App Version: 140

Figure 7: Village Health mHealth app home screen

4.4. Data Transfer Monitoring

The data input and output processes were monitored and the amount of data transferred
during these processes were recorded. The recorded data provided the information

required to calculate the overall amount of data used during processes.
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The data transfer monitoring and capturing was achieved by using network management
technologies such as proxy servers, network management software, network monitoring

and network debugging technologies and Web browser developer tools that included:

e Wireshark — Wireshark is an open source network protocol analyser that is used
for network analysis, network troubleshooting, network performance monitoring
and network fault detection (Wireshark , 2017).

e Telerik Fiddler — Fiddler is a Web debugging proxy technology that enables its
users to record, inspect and debug traffic from any type of Web browser (Telerik,
2017).

e ProxyCap — ProxyCap enables its users to redirect a computer’s network
connections through a proxy server. It supports protocols such as SOCKS, HTTPS,
TCP, UDP and IPv6 (ProxyCap, 2017). (Please see Appendix E for the ProxyCap
interface and configuration settings).

e RawcCap — RawCap is a network sniffer that uses raw sockets and can sniff any
interface that has an IP address (Netresec, 2017).

e Web Browser Developer Tools — Web browsers such as Firefox Developer Edition
provide tools that can be used for debugging, network packet transfer monitoring,

performance monitoring and browser data storage monitoring (Orgerea, 2017).

The experiments were conducted with a WIFI connection on an 8 megabits per second
(Mbps) asymmetric digital subscriber line (ADSL) wireless local area network, a third
generation (3G) mobile telecommunication connection and a second generation (2G)

mobile telecommunication connection. The following data variables were captured:

e Overall data transfer sizes and its content types, including:
o Data Content Bytes
o Request Header Bytes

o Response Header Bytes
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4.5. Common Environment Configurations

The experiments were conducted with the Android Virtual Device (AVD) emulator on a

computer system with the following specifications:

System Manufacturer: Hewlett-Packard
Processor: Intel Core i7-7500 CPU @2.90GHz
System Memory: 8GB

Operating System: Windows 10 Enterprise

System Type: 64-bit Operating System, x64 based processor

Network management software, Web browsers and mobile emulation software including
Android Virtual Device (AVD), Wireshark, RawCap, ProxyCap, Telerik Fiddler and Firefox

were installed on the computer system and appropriately configured for the experiments.

The following settings were configured and applied to the software for the experiments:

e ProxyCap was configured to ensure that all network traffic on ports 8888, 80, 443,
60001 and 60002 were intercepted.

e Wireshark, RawCap, Telerik Fiddler and Firefox Developer Edition networking tools
were all configured to record and monitor all data transfer sizes between mobile
clients and servers. (Please see Appendix F for the Firefox and Appendix D for the
Wireshark filter configurations and sample data and Appendix F for Firefox filter
configurations and sample data).

e The native Village Health app was installed onto the system via the AVD mobile
emulator.

e The Web based Village Health solution experiments were conducted using the AVD
Web browser.

e The data transfer sizes and data transfer times were captured, stored and analysed

using Microsoft Excel and XLSTAT.
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4.6. Native, Web and AJAX Web App Experiments

Data experiments on the native and Web apps were conducted using the AVD mobile

emulator Web browser.

Figure 8 illustrates a high-level overview of the native, Web and AJAX Web apps’ input

request and response processes that occurred between mobile clients and the application

servers. It also shows where the data transfer monitoring occurred.

U 2. Request data transfer
captured using Fiddler,

1. Client request————» WireShark and Rawcap

.
Client Request————» \\

<4-Server response back to Web client— 5. Response data transfer \4—4. Server response back to Client— | 0
e captured using Fiddler, §
Native, Web and WireShark and Rawcap
AJAX Web dient Web Server

Data transfers from Client to Server and back to Client

Figure 8: High level overview of the native, Web and AJAX Web Village Health apps input request and

response processes.

Figure 8 represents the following sequence:

1. A mobile client executing the native, Web or AJAX Web app initiates a request.

2. The request data sizes are monitored and captured.

3. Therequest is handled by the server.

4. The server sends a response back to the mobile client.
5

The response data sizes are monitored and captured.

Data requests were sent from the native, Web and AJAX Web mobile clients. The requests

and responses were monitored and recorded using RawCap, Wireshark, Fiddler and Firefox

Developer Tools.

A dataset was created by having informal interviews with 20 women who had children. The

interview included the following questions (Please see Appendix A for the full list of

qguestions and the Village Health user input interfaces):

1. What is your name and surname?
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What village or area do you live in?
Do you have children?
Did you experience any sick days during pregnancy?

How many of your children are male?

o v oA w N

How many of your children are female?

The “Register a New Case” operational process available on the different versions of the
mobile app was selected as the standard operational process used during the experiments
because the process enabled the capturing of all the data acquired during the interviews
and allowed for the greatest variation of data inputs accepted by the mobile app. The
answers supplied by the women provided the data required and was used as inputs into

the mobile apps’ interfaces.

Data experiments were conducted with all versions of the app using the Android Virtual
Device (AVD) emulator executing on a laptop (Please see Section 4.5 for the laptop
specifications). The experiments were conducted using WIFI, 3G and 2G mobile
telecommunication connections. Identical data sets were inputted into the three different
versions of the app in order to intercept and record the amount of data transferred
between clients and servers. An example of the data input records can be seen Appendix
G. The amount of data transferred between clients and servers were monitored and
recorded. This included the input data, request and response header data and content

data.

Figure 9 provides an overview of the data flow sequence between mobile clients and

servers demonstrating an example of the data statistics that were captured.
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CLIENT DATA MONITORING AND CAPTURING SERVER

Request
Request )

\ 4

Request Count: 1
Bytes Sent: 217 (headers:217; body:0)
TunnelSent: 1285

ClientConnected: 20:48:08.131

1. Client Request: ClientBeginRequest: 20:48:08.132 3. Central Server
Gets/Posts Data GotRequestHeaders: 20:48:08.132 Performs processing and responds
ClientDoneRequest: 20:48:08.132

RESPONSE BYTES (by Content-Type)

< Byes Received:107(headers:107; body:0) <
5. Response is sent to client Tunnel Received: 26 132 Response
ClientBeginResponse: 20:48:08.325
ClientDoneResponse: 20:48:08.325

Figure 9: Village Health data flow sequence displaying and example of the data statistics that was recorded.

Figure 9 represents the following sequence:

1. Clients send a Get or Post data requests to a central server.

2. The header requests and data sizes are intercepted using Wireshark, RawCap and
Fiddler and recorded.

3. The server handles the requests, executes the necessary processes to generate
responses to the incoming requests and sends the responses back to the client.

4. The response data sizes are intercepted using Wireshark, RawCap and Fiddler and
recorded.

5. The responses are sent to the requesting clients.

4.7. Experiment Procedures

The following are step by step instructions of the experiment procedure:

1. Ensure that the relevant network connection type is correctly configured i.e. Wi-Fi,
3G or 2G, and that the software used in the experiments are correctly configured
for monitoring and intercepting all data communications between clients and
servers.

2. Runthe AVD mobile emulator on a laptop.

3. Native and mobile Web apps - Navigate to the “Register a New Case”:
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a. Native app - Using the AVD mobile emulator, run the native based Village
Health app, login into native Village Health app and select “Register” from
the menu.

b. Web apps — Using the AVD mobile emulator, run the AVD Web browser and
navigate to the Village Health website, login to the Web app and select
“Register a New Case” from the menu.

4. Complete the required input data fields and screens for the “Register a New Case”
process. (Please see Appendix A for the native Village Health app “Register a New
Case” interfaces and Appendix C for the Web based app “Register a New Case”
interfaces).

5. Input the required data and complete the “Register a New Case” process by
submitting the data to the central server.

6. Use Wireshark and Fiddler to collect and record the data sizes transferred between

clients and servers during the “Register a New Case” process.

7. Record the amount of data transferred between clients and servers when executing

the “Register a New Case” process in Microsoft Excel.

Twenty data combinations were inputted into the “Register a New Case” user interface
process screens. The data combinations were derived from the answers collected during
the informal interviews that were conducted with the twenty women who had children.
Figures 10, 11 and 12 are examples of the data attributes that were monitored and

recorded with the various network monitoring tools.
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® Statistics ;,x Inspectors 4 AutoResponder [ # Composer E Fiddler Orchestra Beta q% Fidderscript  [E] Loa [ Fil

Request Count: 1
Bytes Sent: 834 (headers: 884; body:0)
Bytes Received: 13 163 (headers:223; body:12 940)

ACTUAL PERFORMANCE
ClientConnected: 08:36:34,923
ClientBeginRequest: O08:36:34.930
GotRequestHeaders: 08:36:34.9330
ClientDoneRequest: 08: 361 34,930
Determing Gateway: oms

DNS Lookup: oms
TCP/IP Connect: oms
HTTPS Handshake: oms
ServerConnected: 08:36:34.932
FiddlereeginRequest: 08:36:34.932
ServerGgotRequest: 08:36:34,932

ServerBeginResponse: 08:36:35.758
GotResponseHeaders: 08:36:35.758
ServerDoneResponse: 08:36:35.758
clientBeginResponse: 08:36:135.758
ClientDoneresponse: 08:36:135.759

Overall Elapsed: 0:00:00.828

RESPONSE BYTES (by Content-Type)

text/html: 12 940
~headers~: 223

ESTIMATED WORLDWIDE PERFORMANCE

The following are VERY rough estimates of download times when hitting servers based in sSeattle.

US west Coast (Modem - GKB/sec)

RTT: 0,10s
Elapsed: 2,10s

Japan / Northern Europe (Modem)
RTT: 0,155
Elapsed: 2,155

China (Modem)
RTT: 0,455
Elapsed: 2,455

US west Coast (DSL - 30KB/sec)
RTT: 0,10s
Elapsed: 0,10s

Japan / Northern Europe (DSL)
RTT: 0,155
Elapsed: 0,155

China (D5L)
RTT: 0,455
Elapsed: 0,455

Learn more about HTTP performance at http: //fiddler2.com/r /THTTPPERF

Figure 10: Fiddler data transfer statistics



Annalize Ludike.pcapn - [m] x
peapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 0 |IERBecx=FisEaaan
(W apply a display filter ... <Cirl/= =3 -] Expression... | +
No. Time Source Destination Protocol Length Info o
F 1 0.000000 64.233.184.189 192.168.1.4 TLSv1.2 114 Application Data =
2 9.841035 192.168.1.4 64.233.184.189 TCP 54 52574 » 443 [ACK] Seq=1 Ack=61 Win=64 Len=@ —
3 1.249838 192.168.1.4 255.255.255.255 upP 136 58384 + 18585 Len=94 =
4 1.426936 fe 1889:c729: 141 484e ffe2::fb MDNS 123 Standard query ©x@@@8 PTR _googlecast._tecp.local, "QM" quesi
5 1.454386 192.168.1.4 10.8.15.34 SHHP 12@ get-request 1.3.6.1.2.1.25.3.2.1.5.1 1.3.6.1.2.1.25.3.5.1.1
j—
7 3.255129 192.168.1.4 255.255.255.255 uDP 136 50387 + 18505 Len-94
& 3.933659 192.168.1.4 23.97.215.12 TLSv1.2 155 Application Data L
9 4.847526 157.56.52.29 192.168.1.4 TCP 57 40019 » 50385 [PSH, ACK] Seq=1 Ack=1 Win=83 Len=3
18 4.857663 192.168.1.4 157.56.52.29 Tcp 54 58385 + 48819 [ACK] Seq=1 Ack=4 Win=67 Len=0
11 4.894131 192.168.1.2 239.255.255.250 SSDP 167 M-SEARCH * HTTP/1.1 C
12 4.189144 192.168.1.2 239.255.255.250 SSDP 167 M-SEARCH * HTTR/1.1 —
13 4.319729 23.97.215.12 192.168.1.4 TLSv1.2 155 Application Data —
14 4.368341 192.168.1.4 23.97.215.12 TCP 54 50442 + 443 [ACK] Seq-182 Ack=-102 Win=-67 Len=9 =
15 4.452282 157.56.52.29 192.168.1.4 Tcp 64 48819 + 58385 [PSH, ACK] Seq=4 Ack=1 Win=83 Len=18 —
16 4.482348 192.168.1.4 157.56.52.29 TCP 58 50385 » 40019 [PSH, ACK] Seq=1 Ack=14 Win=67 Len=4 _—
€ >

¥ Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface @
> Interface id: @ (\Device\NPF_{9947AF6F-48F3-4288-8976-E7C072E98F2D})
Encapsulation type: Ethernet (1)
Arrival Time: Dec 16, 2017 19:22:33.375833000 South Africa Standard Time

[Time shift for this packet: B.8P@@EEE80 seconds]
Epoch Time: 1513444053,375833008 seconds

[Time delta from previous captured frame: ©.PPREREEE8 seconds]
[Time delta from previous displayed frame: ©.808000988 seconds]
[Time since reference or first frame: @.660000008 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: ethiethertype:ip:tcpissl]
[Coloring Rule Name: TCP]
[Coloring Rule String: tcp]
Ethernet II, Src: Tp-LinkT cd:3e:84 (@@:23:cd:cd:3e:84), Dst: IntelCor_ef:5d:3f (a@:af:bd:ef:5d:3f)
Internet Protocol Version 4, Src: 64.233.184.189, Dst: 192.168.1.4
Transmission Control Protocel, Src Port: 443, Dst Port: 52574, Seq: 1, Ack: 1, Len: 6@
Secure Sockets Layer

@ a@ af bd ef 5d 3f @@ 23
O 90 64 B2 Ge DO 00 2e 06
@ @1 84 81 bb cd Se de 43

cd cd 3e 84 @8 @@ 45 @@
ce d3 48 3 b8 bd c@ ad
dl 1f da cd 1e 9c 58 18

O 7 Frame length on the wire (frame.len) || Packets: 415 - Displayed: 415 (100.0%) - Load tme: 0:0.7 || Profile: Default

Figure 11: Wireshark Network Analyser record

@ Developer Tools - Village Health - http://localhost: 54493/ Admin/AddNewCase.aspx

= Metwork

[@ LTI Inspector Console [ Debugger  {} StyleEditor @ Performance R Memory S Storage ¥ Accessibility
T Filter URLs Il Al HTML (S5 JS XHR Fonts Images Media WS Other [JPersist Logs [ Disable cache
Status Method Transterre ™ [B]  Headers  Cookies  Params  Response  Timings  Stack Trace

Request URL: http://localhost:54493/Admin/AddNenCase.aspx

2608 ET
. Request method: GET
GET Sit.. stylesheet css cached Remote address: [::1]:54493
GET We..., script is cached Status code: ok (@ Editand Resend  Raw headers
GET Scr... script js cached Version: HTTP/1.1
GET Scr.. script is cached Filter headers
GET Scr... script js cached Eikesponselheaderii06E)
. . . Cache-Control: private
GET Scr.. script js cached Content-Encading: ozip
GET Ser... script s 10.25KB Content-Length: 6701
GET Ser.. script js cached Content-Type: text/html; charset=utf-8
GET S s i 7.41 KB Date: Sat, 01 Dec 2018 07:00:04 GMT
. ) ) _ Server: Microsoft-115/10.0
GET 5Cri... script js cached Vary: Accept-Encading
GET We... stylesheet  css cached ¥-AspNet Version: 4.0.30319
GET We... stylesheet  css cached X-Powered-By: ASP.MET
GET We... stylesheet o cached X-5ourceFiles UTF-87B70zpcVXNIcnNcZmZha2 vy, WRaWS cOWRKTmY3Q2FzZ55h3647=
* Request headers (0,987 KB|
_— o =9 PP el

Figure 12: Firefox Web Developer Tools - network performance and data sizes
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Chapter 5: Findings and Experiment Results

This chapter presents the results and findings of the research experiments. The
experiments were designed to intercept, capture and analyse the amount of data
transferred between clients and servers over networks during the standard usage of an
mHealth app. The experiments provided the data required to determine the mean amount
of data used while performing a functional process of an mHealth app, ultimately providing
the data required to determine if there was a significant difference in the amount of data

used by a mobile app that is implemented using different mobile app architectures.

The experiments were designed and conducted to test the following hypothesis:

Different versions of an mHealth app that have been implemented using a native mobile
architecture, a standard mobile Web architecture and mobile Web architecture that uses
technologies such as AJAX will demonstrate significant differences in the total amount of
data used when performing a standard functional process such as registering a new case

on an mHealth pregnancy monitoring app.

The total amount of data used by the mobile app was calculated by adding the amount of
data sent and the amount of data received by the mobile app when performing processes.
The native app sent and received data using the TCP protocol and the Web apps used the
HTTP application layer protocol that used the TCP protocol to send and receive data. The
calculation used to determine the overall amount of data used by the native and Web apps

is expressed in the following formula:
Total Amount of Data Sent + Total Amount of Data Received = Total Amount of Data Used

The data was sent and received using the TCP protocol and were comprised of TCP
headers, IP headers and payloads. A TCP header is comprised of TCP overhead data that is
required to enable the secure and reliable transfer of data. Headers can contain TCP packet
information such as packet sources, destinations, packet sequence numbers and
checksums to ensure that the data that is being transferred is not corrupted. The size of a

TCP header can range from 20 to 60 bytes and contains ten default fields totalling 20 bytes
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and optionally contain additional data of up to 40 bytes (Clark, Jacobson, & Salwen, 1989).

These fields include the following sequences and sizes (Mitchell, 2019) :

Source TCP port Number (2 bytes)
Destination Port Number (2 bytes)
Sequence Number (4 bytes)

. Acknowledgment Number (4 bytes)

1.

2

3

4

5. TCP Data Offset (4 bits)
6. Reserved Data (3 bits)

7. Control Flags (Up to 9 bits)
8. Window Size (2 bytes)

9. TCP Checksum (2 bytes)
10. Urgent Pointer (2 bytes)

11. TCP Optional Data (0-40 bytes)

A payload is comprised of the application data that needs to be transferred. Payloads can
contain information such as application input data and form post data. (Please see Figure

24 for an example of a TCP data packet dissection).

5.1. Native App Data Usage Analysis

Figure 13 illustrates the amount of data sent, received and the total amount of data used

when registering new cases using the native app.
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Native App: Data Sent, Data Received and Total Amount of Data Used per Case

Registration
M Data Sent M Data Received Total Data
18000
16000
14000
12000
10000

8000

Data Used in Bytes

6000

Record Number

4000
2000 I
. 1
1 2 3 4 5 6 7 8 9 0 11 12 13 14 15 16 17 18 19 20

Figure 13: Native App - Data sent, data received and total amount of data used.

Figure 14 shows that the mean amount of
data sent by the native app was greater
than the mean amount of data received
and makes up most of the total amount of
data used by the native app during the

register a new case process.

= Mean Data Sent

Native App: Mean Data Sent vs Mean
Data Received

= Mean Data Received

Figure 14: Native App: Data sent vs. Data received.

The mean amount of data sent by the native app was 7 392,3 bytes and the mean amount

of data received by the native app was 3 254,35 bytes.
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Figure 15 illustrates the mean amount of
overhead data versus the mean amount of
payload data transferred by the native
app when performing standard
procedures with the native app. Overhead
data was 10,7% of the total amount of

data used by the native app.

Native App: Mean Overhead Data vs Payload
Data

/

9573.65

= Mean Overhead Mean Payload

Figure 15: Native App: Mean Overhead Data sent vs.

Payload Data.

Table 8 illustrates the data statistics produced by the native app when registering a new

case.

Table 8: Native App Data Statistics in Bytes: Data used by the native app when registering

a new case
Data Sent Data Total Data Overhead Payload
Received Data
Mean 73923 3 254,35 10 646,65 1073 9573
Standard 2 186,48 1290,67 2 661,87 235,33 2 502,84
Deviation
Median 6112 4152 9949 1016 9 573,65

The total amount of data used by the native app when executing the register a new case

process was the combined amounts of all the data packets, including headers and the

payload data sent and data received between the client and server. Figure 16 illustrates

the data communication sequence of record 4 of the native app’s experiment.
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1-Sent
2 - Received

Packet Sequence Number and Data Direction Flow
I||| ||| I‘I

3 - Received
4 - Sent

5 - Received
6 - Sent

7 - Received
8 -Sent

9 -Received
10 - Sent
11-Sent

12 - Sent

13- Sent

14 - Received
15 - Sent

16 - Sent

17 - Received
18 - Recived
19 - Received
20 - Sent
21-Sent

22 - Received

Native App Experiment - Record 4: Register New Case: Data Communication Sequence

23 -Sent

o

200

400

600

800
Bytes

1000

1200 1400 1600

Figure 16: Native App — Data communication sequence of “Register a New Case” process.

Table 9 provides information about the individual data packets from record 4 of the native

app experiment’s data communication sequence.

Table 9: Native App Experiment - Record 4. Native App Data Packet Communication Sequence

Information

Packet Time Data Flow Source Destination Protocol Total Packet Information

Sequence Direction Length

Number (Bytes)

1 12:46:44 AM Sent 192.168.1.4 146.20.47.186 TCP 40 51288 > 443 [ACK] Seq=5005 Ack=3601 Win=16384
Len=0

2 12:46:44 AM Received 146.20.47.186 192.168.1.4 TCP 845 Application Data

3 12:46:44 AM Received 146.20.47.186 192.168.1.4 TCP 52 443 > 51288 [ACK] Seq=2796 Ack=5005 Win=43008
Len=0 SLE=3632 SRE=4852

4 12:46:44 AM Sent 192.168.1.4 146.20.47.186 TLSv1 1420 [TCP Retransmission] 51288 > 443 [PSH, ACK]
Seq=3472 Ack=2796 Win=17152 Len=1380

5 12:46:44 AM Received 146.20.47.186 192.168.1.4 TCP 52 443 > 51288 [ACK] Seq=2796 Ack=3472 Win=39936
Len=0 SLE=3632 SRE=5005

6 12:46:44 AM Sent 192.168.1.4 146.20.47.186 TLSv1 1420 [TCP Retransmission] 51288 > 443 [PSH, ACK]
Seq=2092 Ack=2796 Win=17152 Len=1380

7 12:46:44 AM Received 146.20.47.186 192.168.1.4 TLSv1 52 [TCP Window Update] 443 > 51288 [ACK] Seq=2796
Ack=2092 Win=36864 Len=0 SLE=3632 SRE=5005

8 12:46:44 AM Sent 192.168.1.4 146.20.47.186 TCP 1413 Application Data
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9 12:46:44 AM Received 146.20.47.186 192.168.1.4 TLSv1 40 443 > 51288 [ACK] Seq=2796 Ack=2092 Win=34816
Len=0

10 12:46:45 AM Sent 192.168.1.4 146.20.47.186 TLSv1 120 51288 > 443 [PSH, ACK] Seq=3552 Ack=2796
Win=17152 Len=80 [TCP segment of a reassembled
PDU]

11 12:46:45AM  Sent 192.168.1.4 146.20.47.186 TCp 1420 51288 > 443 [ACK] Seq=2172 Ack=2796 Win=17152
Len=1380 [TCP segment of a reassembled PDU]

12 12:46:45 AM Sent 192.168.1.4 146.20.47.186 TCP 120 51288 > 443 [PSH, ACK] Seq=2092 Ack=2796
Win=17152 Len=80 [TCP segment of a reassembled
PDU]

13 12:46:45AM  Sent 192.168.1.4 146.20.47.186 TCp 1420 51288 > 443 [ACK] Seq=712 Ack=2796 Win=17152
Len=1380 [TCP segment of a reassembled PDU]

14 12:46:45 AM Received 146.20.47.186 192.168.1.4 TCP 306 New Session Ticket, Change Cipher Spec, Encrypted
Handshake Message

15 12:46:45 AM Sent 192.168.1.4 146.20.47.186 TCP 366 Client Key Exchange, Change Cipher Spec, Encrypted
Handshake Message

16 12:46:45 AM Sent 192.168.1.4 146.20.47.186 TLSv1 40 51288 > 443 [ACK] Seq=386 Ack=2530 Win=17408
Len=0

17 12:46:45 AM Received 146.20.47.186 192.168.1.4 TCP 1189 Certificate, Server Hello Done

18 12:46:46 AM  Received 146.20.47.186 192.168.1.4 TCpP 1420 Server Hello

19 12:46:46 AM  Received 146.20.47.186 192.168.1.4 TCP 40 443 > 51288 [ACK] Seq=1 Ack=386 Win=30720 Len=0

20 12:46:46 AM Sent 192.168.1.4 146.20.47.186 TCP 425 Client Hello

21 12:46:46 AM  Sent 192.168.1.4 146.20.47.186 TCp 40 51288 > 443 [ACK] Seq=1 Ack=1 Win=17408 Len=0

22 12:46:47 AM Received 146.20.47.186 192.168.1.4 TLSv1 52 443 > 51288 [SYN, ACK] Seq=0 Ack=1 Win=29200
Len=0 MSS=1380 SACK_PERM=1 WS=1024

23 12:46:47 AM Sent 192.168.1.4 146.20.47.186 TCP 52 51288 > 443 [SYN] Seq=0 Win=17520 Len=0 MSS=1460

WS=256 SACK_PERM=1

The Total Length column illustrated in Table 9 displays the total data size of the packets

and represents the total amount of data used by the packet. The total length is comprised

of TCP header data, IP header data and a TCP payload. The TCP payload is comprised of

the TCP segment data but can also contain the Secure Socket Layer (SSL) Transport Layer

Security (TLS) “Hello” data. The TLS handshake protocol is responsible for the

authentication and establishment of the secret keys and key exchange that enable clients

and servers to communicate and resume secure sessions (IBM, 2018).

Figure 18 illustrates the packet information of the individual packet sequence number 6 as

displayed in Table 9 showing the TCP header, ID header and TCP payload and segment

sizes.
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Vv Internet Protocol Version 4, Src: 146.20.47.186, Dst: 192.168.1.4
0100 .... = Version: 4
. 0101 = Header Length: 2@ bytes (5)
Differentiated Services Field: ©x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1420
Identification: ©x7af9 (31431)
Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 43
Protocol: TCP (6)
Header checksum: @x4bf8 [validation disabled)
[Header checksum status: Unverified]
Source: 146.20.47.186
Destination: 192.168.1.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown)
Vv Transmission Control Protocol, Src Port: 443, Dst Port: 51288, Seq: 1, Ack: 386, Len: 1380
Source Port: 443
Destination Port: 51288
[Stream index: 35]
[TCP Segment Len: 1380]
Sequence number: 1 (relative sequence number)
[Next sequence number: 1381 (relative sequence number)]
Acknowledgment number: 386 (relative ack number)
0101 .... = Header Length: 20 bytes (5)
Flags: ox01@ (ACK)
Window size value: 30
[Calculated window size: 3@720)
[Window size scaling factor: 1024]
Checksum: @x37cf [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Vv [SEQ/ACK analysis]
[iRTT: @.238024000 seconds]
[Bytes in flight: 1380@]
[Bytes sent since last PSH flag: 1380]
TCP payload (1380 bytes)
TCP segment data (1318 bytes)
Vv Secure Sockets Layer
Vv TLSvl Record Layer: Handshake Protocol: Server Helle
Content Type: Handshake (22)
Version: TLS 1.0 (©xe3e1)
Length: 57
Vv Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 53

Figure 17: Native App - Packet dissection packet 6 from Table 9

Figure 17 illustrates the details of a sent data packet displaying the IP header size of the
data packet was 20 bytes, the TCP header size was 20 bytes and the TCP payload was 1 380
bytes. The total length or data size of the packet was 1 420 bytes (Please see Appendix G
for an example of the data inputs and data in JSON format that was sent to the server by
the native app). It was observed that the TCP header and IP header sizes were 20 bytes
across all the data packets and that the TCP payload sizes varied. The total length of the

packet or total amount of data used can be calculated with the following formula:

(TCP Header + IP Header) + TCP Payload = Total Length

5.2. Web App Data Usage Analysis

Figure 18 illustrates the amount of data sent, data received and the total amount of data

used when registering new cases using the Web app.
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Web App: Data Sent, Data Received and Total Data Usage per Case Registration
W Data Sent M Data Received Total Data

25000

20000

15000

10000

Amount of Data Used in Bytes

5000

3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

1 2

Record Number

Figure 18: Web App - Data sent, data received and total amount of data used.

Figure 19 illustrates that the mean amount of data received by the Web app was greater
than the amount of data sent and made up most of the total amount of data used by the

Web app during the register a new case process.

The mean amount of data sent by the Web App: Mean Data Sent vs. Mean Data
Received

Web app was 3 275,25 bytes and the
mean amount of data received by the

Web app was 18 024 bytes.

= Mean Data Sent = Mean Data Received

Figure 19: Web App: Data sent vs. Data received.
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Figure 20 illustrates the mean amount of Web App: Mean Overhead vs Payload Data

overhead data versus the mean amount

1046
of payload data transferred by the Web
app. Overhead data was 4,49% of the
total amount of data used by the Web
20253.25
app.
= Mean Overhead Mean Payload

Figure 20: Web App: Overhead Data sent vs. Payload
Data

Table 10 illustrates the data statistics produced by the Web app when registering a new

case.

Table 10: Web App Data Statistics in Bytes: Data used by the Web app when registering
a new case

Data Sent Data Total Data Overhead Payload
Received Data
Mean 3 275,25 18 024 21 299,25 1046 20 253,25
Standard 277,67 13,04 280,4 0 280,4
Deviation
Median 3336 18 019 21 360,5 1046 20314,5

The Web app executed processes using HTTP requests and responses and employed HTTP
POST methods to send data to the server. The HTTP POST method transfers input data by
storing the data in the body of the HTTP request (W3Schools, 2018). The HTTP request
data sizes were comprised of the request headers and POST data. The HTTP response

returned by the Web app server was comprised of the response headers and the response
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body data. The Web app’s response body was comprised of the entire Web page’s HTML

mark-up. Figure 21 illustrates an overview of the data communication sequence from

record 4 of the Web app’s experiment.

Sequence Number and Data Direction Flow

Register New Case: Web Data Communication Sequence

1 - Request Sent

1 - Request Sent

2 - Response Received

2 - Response Received

0 5000 10000 15000 20000

Bytes

Figure 21: Web App — Data communication sequence of the “Register a New Case” process.

Table 11 provides an overview of the HTTP request and response data from record 4 of the

Web app experiment’s HTTP request and response information.

Table 11: Web App Experiment - Record 4. Web App HTTP Request and Response

Inform

ation

Sequence

Data
Direction

Total
Length
(Bytes)

Data Information

1 Request
Sent

Request
Sent

565

2280

Request Headers:

POST http://localhost:60003/Admin/AddNewCase.aspx HTTP/1.1

Host: localhost:60003

Proxy-Connection: keep-alive

Content-Length: 1854

Cache-Control: max-age=0

Origin: http://localhost:60003

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/

70.0.3538.77 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Referer: http://localhost:60003/Admin/AddNewCase.aspx

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: ASP.NET_Sessionld=qgj2stwkqyyciiwzjbkm5ji2x

Content-Data:

ctl00_ScriptManager_TSM:

_ EVENTTARGET:

_ _EVENTARGUMENT:

__ VIEWSTATE:
/WEPDWUKMjEWNTU3MTAXOA9KFgImD2QWAgIDD2QWCAIDDWSWAh4EVGVAdAUHA29ya2VyMWRKAgg
PFCsAAhQrAAIPFgleFOVuYWIJsZUFqYXhTa2luUmVuZGVyaW5naGQQFgImAgEWAhQrAAJKEBYDZgIBAgIWAX
QrAAJkZBQrAAJkZBQrAAJkZA8WA2ZmZhYBBXRUZWxIcmlrLIdIYi5VSS5SYWRQYWSIbEIOZWOsIFRIbGVyaWsu
V2ViLIVILCBWZXJzaW9OuPTIwMTIuMS40MTEUNDASIEN1bHR1cmU9bmV1dHIhbCwgUHVibGljS2V5VGOrzZwW4a
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IMTIXZmFINzgxNjViYTNKNBQrAAIPFgleCEVAcGFuZGVkaGQQFgFmMFgEUKWACZGQPFgFmMFgEFdFRIbGVyaWs
uV2ViLIVILIJhZFBhbmVsSXRIbSwgVGVsZX)pay5XZWIuVUksIFZIcnNpb249MjxMidxLjQxMS40MCwgQ3VsdHV
YZT1uZXVOcmFsLCBQdWIJsaWNLZXIUb2tlbjoxMjFmYWU3O0DE2NWIhM2Q0DxYCZmYWAQVOVGVsZXJpay5X
ZWIuVUkuUmFkUGFUZWxJdGVtLCBUZWxlcmlrLIdIYi5VSSwgVmVyc2IlvbjoyMDEyLjEuNDExLjQwLCBDdWx0d
XJIPWS5IdXRyYWwsIFB1YmxpYOtleVRva2VuPTEYyMWZhZTc4MTY1YmEzZDRkFgICAQ8PFgIfAmhkZAl
KDw8WAh8BaGRkAgOPDxYCHgdWaXNpYmxlaGRKGAEFHI9fQ29udHIVbHNSZXF1aXJIUG9zdEJhY2tLZXIfXXYB
BRJjdGwwWMCRSYWRQYWS5IbEJhcjFhVrCZRgzUeMyTEtaBHZ+faVxumj52eN0AJqz73ifdfA==

__ VIEWSTATEGENERATOR:480CC50
__EVENTVALIDATION:/wEdAAtcgD9FrggPY+lwo/WcjuOCYFcQmUEeeOvwSdBISuInzsQc5SiMnxOW9c80ikL
olExT1ImyhbPhR2qtjAiwhQgloDiuygTsKXPocVIGy6fO+mgRFWJiICP2Fos6SPg3mRIVQ858bpNBkPKtZAf485eA
tYQn2Pe)DWIEXvyZU5cSaoENMhGMhp4xxjxDm8R7dxHmxavMUpzxnYxXh5rJZ9H8kVtWOxcOVMwvRz8qvLy
KagxWir/g0gG4M929Lxb2kjdALzajxDn4CiGTIv9iQCU6d

ctl00_RadPanelBarl_ClientState: {"expandeditems":["0"],"logEntries":[],"selectedltems":[]}
ctl00SContentPlaceHolder1StxtWomanName: [PATIENT_NAME]
ctlo0$ContentPlaceHolder1StxtVillageName: Athlone

ctloo$ContentPlaceHolder1$ddIHasChildren: 1

ctl00SContentPlaceHolder1SddllsSick: 1

ctlo0SContentPlaceHolder1S$txtBoys: 3

ctloo$ContentPlaceHolder1StxtGlirls: 1

ctl00SContentPlaceHolder1StxtLMSD: 05/05/2017

ctlo0S$ContentPlaceHolder1SbtnSaveWoman: Save Woman's Details

Response
Received

Response
Received

223

17975

Response Headers:

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8

Server: Microsoft-11S/10.0

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Date: Fri, 09 Nov 2018 06:24:56 GMT

Content-Length: 17975

Response Body:

<IDOCTYPE html>

<html>

<head id="ctl00_Head1"><title>Village Health</title>

<link href="../Styles/Site.css" rel="stylesheet" type="text/css" /><script src="../Scripts/script.js"
type="text/javascript"></script> </div> ... </body></html>

Sequence 1 in Table 11 illustrates the data sent by the Web app to the server by the HTTP
request. The HTTP request data sent contains the header data, session state data and the
content-data. The content-data in the request displayed in Table 11 was 2 280 bytes and
was comprised of the POST data containing the form input data, the session data and the
event data. The response body received in the response displayed in Table 11 was 17 975
bytes and was comprised of the entire Web page’s mark-up which was reloaded every time
the Web page was submitted. The Total Length column illustrated in Table 11 displays the
data sizes of the request and response data. The total amount of data used by the Web
app when executing the register new case process was derived from the sum of the values
from the Total Length column displayed in Table 11. The total amount of data used by the

Web app to process record 4 of the Web app’s experiments was 21 593 bytes.

Figure 22 and Table 12 provides a detailed breakdown of the data communication
sequence generated by record 4 of the Web app’s experiment illustrating the HTTP
application layer protocol communications and the TCP transport layer protocol

communications between the client and the server.
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Web App - Register New Case: Data Communication Profile

17 - Sent

19- Sent

20 - Sent
36 - Received
37 - Received
38 - Received
39 - Received
40 - Received
41 - Received
42 - Received
43 - Received
44 - Received
45 - Received
46 - Received
47 - Received
48 - Received

Package Sequence Number and Data Direction Flow

o

200 400 600 800 1000 1200 1400 1600
Bytes

Figure 22: Web App — Detailed data communication sequence of “Register a New Case” process.

Table 12 provides information about the individual data packets from record 4 of the Web

app experiment’s data communication sequence.

Table 12: Web App Experiment - Record 4. Web App Data Packet Communication Sequence

Information
Packet Time Source Data Destination Protocol Total Info
Sequence Direction Length
17 09:44:40PM  127.0.0.1 Sent 127.0.0.2 TCP 565 50482 > 60003 [PSH, ACK] Seq=1 Ack=1 Win=2053 Len=525 [TCP
segment of a reassembled PDU]
19 09:44:40 PM 127.0.0.1 Sent 127.0.0.2 TCP 1500 50482 > 60003 [ACK] Seq=526 Ack=1 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
20 09:44:40PM  127.0.0.1 Sent 127.0.0.2 HTTP 860  POST /Admin/AddNewCase.aspx HTTP/1.1 (application/x-www-
form-urlencoded)
36 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=1 Ack=2806 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
37 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=1461 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
38 09:44:40 PM 127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=2921 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
39 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=4381 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
40 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=5841 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
41 09:44:40 PM 127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=7301 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
42 09:44:40 PM 127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=8761 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
43 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=10221 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
a4 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=11681 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
45 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=13141 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
46 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=14601 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
47 09:44:40PM  127.0.0.2 Received 127.0.0.1 TCP 1500 60003 > 50482 [ACK] Seq=16061 Ack=2806 Win=2053 Len=1460
[TCP segment of a reassembled PDU]
48 09:44:40PM  127.0.0.2 Received 127.0.0.1 HTTP 668  HTTP/1.1200 OK (text/html)
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Figure 23 illustrates the individual packet information of packet sequence number 20 as

displayed in Table 12 and shows the reassembled TCP segment packet sequence numbers

and payload sizes of the HTTP request.

¥ Transmission Control Protecol, Src Port: 58482, Dst Port: 60883, Seq: 1986, Ack: 1, Len: 820
Source Port: 5@432
Destination Port: 6@@e3
[Stream index: 2]
[TCP Segment Len: 828]
Sequence number: 1986 (relative sequence number)
[Next sequence number: 2806 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
8181 .... = Header Length: 28 bytes (5)
Flags: @x@1l8 (PSH, ACK)
Window size value: 2853
[Calculated window size: 2853]
[Window size scaling factor: -1 (unknown)]
Checksum: @x@fc® [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis]
TCP payload (828 bytes)
TCP segment data (828 bytes)
% [3 Reassembled TCP Segments (2885 bytes): #17(525), #19(1460), #28(82@)]
[Frame: 17, paylead: @-524 (525 bytes)]
[Frame: 19, paylead: 525-1984 (1468 bytes)]
[Frame: 28, paylead: 1985-2884 (828 bytes)]
[Segment count: 3]
[Reassembled TCP length: 2885]
[Reassembled TCP Data: 584f5354282f41646d696e2T416464426577436173652e61. .. ]

Figure 23: Packet dissection of packet 20 from Table 12.

The total HTTP request data size was the combined values of all the reassembled IP

Headers and TCP segments’ headers and payloads illustrated in Figure 23.

Figure 24 illustrates the packet information of the individual packet sequence number 48
as displayed in Table 12 and shows the reassembled TCP segment packet sequence

numbers and payload sizes of the Web app’s HTTP response.
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¥ Transmission Control Protocol, Src Port: 68003, Dst Port: 58482, Seq: 17521, Ack: 2886, Len: 678
Source Port: G@8e3
Destination Port: 58482
[Stream index: 2]
[TCP Segment Len: 678]
Sequence number: 17521 (relative sequence number)
[Next sequence number: 18199 (relative sequence number)]
Acknowledgment number: 2886 (relative ack number)
8181 .... = Header Length: 28 bytes (5)
Flags: @x@18 (PSH, ACK)
Window size value: 2053
[Calculated window size: 2853]
[Window size scaling factor: -1 (unknown)]
Checksum: @x87f8 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis]
TCP payload (678 bytes)
TCP segment data (678 bytes)
~ [13 Reassembled TCP Segments (18198 bytes): #36(1468), #37(1468), #38(1460), #39(1460), #40(1450)
Frame: H -14 4
Frame: 37, payload: 1468-2919 (1468 bytes)]
Frame: 38, payload: 2920-4379 (1468 bytes)]
Frame: 39, payload: 4388-5839 (1468 bytes)]
Frame: 4@, payload: 5848-7299 (1468 bytes)]
Frame: 41, payload: 73808-8759 (1468 bytes
Frame: 42, payload: 8768-18219 (1468 bytes)]
Frame: 4 H = 7 Ll
Frame: 44, payload: 11688-13139 (1468 bytes)]
Frame: 45, payload: 13148-14599 (1468 bytes)]
[Frame: 46, payload: 14688-16859 (1468 bytes)]
Frame: 47, payload: 16868-17519 (1468 bytes)]
[Frame: 48, payload: 17528-18197 (678 bytes)]
[Segment count: 13]
[Reassembled TCP length: 18198]
[Reassembled TCP Data: 485454502f312e3120832303028474b0d0ad43616368652d43...]

Figure 24: Packet dissection of packet 48 from Table 12.

The total HTTP response data was the combined values of the IP headers and the

reassembled TCP segments’ headers and payloads illustrated in Figure 24.

It was observed that the high total length data sizes generated by the HTTP responses were
caused by the entire Web page’s mark-up being outputted to the response stream on
every Web page submission during the Web app experiments. Consequently, the Web app
demonstrated the poorest performance and was the least data efficient of the three

versions of the mobile app.

5.3. AJAX Web App Data Analysis

Figure 25 illustrates the amount of data sent, data received and the total amount of data

used when registering new cases using the AJAX Web app.
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AJAX Web App: Data Sent, Data Received and Total Data Usage per Case Registration

W Data Sent W Data Received Total Data

14000
13000
12000
11000
10000
9000
8000
7000
6000
5000

Amount of Data Used in Bytes

4000

3000
2000
1000
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

19 20

Record Number

Figure 25: AJAX Web App - Data sent, data received and total amount of data used.

Figure 26 illustrates that the mean amount
of data received by the AJAX Web app was
greater than the amount of data sent and
made up most of the total amount of data

used by the AJAX Web app.

AJAX Web App: Mean Data Sent vs. Mean
Data Received

= Mean Data Sent = Mean Data Received

Figure 26: AJAX Web App: Data sent vs. data
received.
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Figure 27 illustrates the mean amount of AJAX Web App: Mean Overhead vs Payload
overhead data versus the mean amount o

of payload data transferred by the AJAX 1053

Web app when performing standard
procedures. Overhead data was 7,78% of

the total amount of data used by the

AJAX Web app.

® Mean Overhead = Mean Payload

Figure 27: AJAX Web App: Mean Overhead vs Payload

Data.

Table 13 illustrates the data statistics produced by the AJAX Web app when registering a

new case.

Table 13: AJAX Web App Data Statistics in Bytes: Data used by the Web app when
registering a new case

Data Sent Data Received Total Data Overhead Payload

Data
Mean 3 582,85 10 014,35 13597,2 1059 12 538,2
Standard 24,12 59,56 82,7 0,04 82,97
Deviation
Median 3587,5 10 021 13612,5 7,77 12 553,5

The AJAX Web app executed HTTP requests and responses asynchronously and employed

HTTP POST methods to send the data to the server. The HTTP request data sizes were
comprised of the request headers and POST data. The HTTP response returned by the

Web app’s server was comprised of the response headers and the response body data.
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However, in contrast to the Web app, the AJAX Web app response body only contained the

mark-up required to update the affected Web page and its Web controls and not the entire

Web page’s mark-up and did not reload the entire Web page when submitting data.

Figure 28 illustrates a data communication sequence of record 4 of the AJAX Web app’s

experiment.

Sequence Number and Data Direction Flow

AJAX Web App Experiment - Record 4 Register New Case. AJAX Web Data Communication

1 - Request Sent

1 - Request Sent

2 - Response Received

2 - Response Received

Sequence

2000 4000 6000 8000 10000
Bytes

Figure 28: AJAX Web App — Data communication sequence of “Register a New Case” process.

Table 14 provides more information about the HTTP request and HTTP response data from

record 4 of the AJAX Web app experiment’s data communication sequence.

Table 14: AJAX Web Experiment - Record 4: AJAX Web App Data Packet Communication
Sequence Information

Sequence Data Total Data Information
Direction Length
(Bytes)
1 Request 1121  Request Headers:
Sent POST /Admin/AddNewCase.aspx HTTP/1.1

Host: localhost:60001

Connection: keep-alive

Content-Length: 2034

Origin: http://localhost:60001

X-Requested-With: XMLHttpRequest

Cache-Control: no-cache

X-MicrosoftAjax: Delta=true

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/70.0.3538.77 Safari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Accept: */*
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Referer: http://localhost:60001/Admin/AddNewCase.aspx
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

Cookie: ASP.NET_Sessionld=kxrs044fsvndarqz01xaf23w

Request 2463 Content-Data:

Sent ctl00SScriptManager: ctl00SctlO0SRadAjaxPanel1Panel|ctl00$ContentPlaceHolder1$btnSaveWoman
ctl00_ScriptManager_TSM:
__EVENTTARGET: ctl00$ContentPlaceHolder1SbtnSaveWoman
_ EVENTARGUMENT:
__ VIEWSTATE:
/WEPDWUKMJEWNTU3MTAXOA9kFgImD2QWAgGIDD2QWCAIDDW8WAh4EVGV4dAUHd29ya2VyMWRkAggP
FCsAAhQrAAIPFgleFOVuYWJsZUFqYXhTa2luUmVuzZGVyaW5naGQQFgImAgEWAhQrAAJKEBYDZgIBAgIWAXQ
rAAJkZBQrAAJkZBQrAAJKZABWA2ZmZhYBBXRUZWxIcmlrLIdlYi5VSS5SYWRQYWSIbEIOZWOsIFRIbGVyaWsuV
2ViLIVILCBWZXJzaW9uPTIWMTIuMS40MTEuUNDASIEN1bHR1cmU9bmV1dHIhbCwgUHVibGljS2V5VG9OrZW49
MTIXZmFINzgxNjViYTNKNBQrAAIPFgleCEV4cGFuZGVkaGQQFgFmFgEUKwWACZGQPFgFmFgEFdFRIbGVyaWsu
V2ViLIVILIhZFBhbmVsSXRIbSwgVGVsZXIpay5XZWIuVUksIFZIcnNpb249MjAxMidxLjQxMS40MCwgQ3VsdHV
yZT1uZXVOcmFsLCBQdWIJsaWNLZXIUb2tIbjoxMjFmYWU3ODE2NWJhM2Q0ODxYCZmYWAQVOVGVsZXJpay5X
ZWIuVUkuUmFkUGFUZWxJdGVtLCBUZWxIcmlrLIdIYi5VSSwgVmVyc2lvbjOyMDEyLjEuNDExLjQwLCBDdWx0d
XJIPWS5IdXRyYWwsIFB1YmxpYOtleVRva2VuPTEyMWZhZTc4MTY1YmEzZDRkFgICAQ8PFgIfAmhkZAIKDWSWA
h8BaGRkAgwPZBYEAgEPDxYCHgdWaXNpYmxlaGRkAgMPZBYCAg8PDxYCHhFVc2VTdWJtaXRCZWhhdmlvem
hkzBgBBR5fXONvbnRyb2xzUmVxdWIlyZVBvc3RCYWNrS2V5X18WAQUSY3RsMDAkUmMFkUGFuZWxCYXlxuzH
7TXj6WEZA/1YsjyI3f8w7gj3ZMUSAWQi2iglrz9U=
__ VIEWSTATEGENERATOR: 5480CC50
__EVENTVALIDATION:
/WEdAAt8JIZHorywunYL4skIRAEOYFcQmMUEeeOvwSdB9SulnzsXQc5SiMnxOW9c80ikLolExT1ImyhbPhR2qtjAi
whQgloDiuygTsKXPocVIGy6fO+mgRFWJICP2Fos6SPg3mRIVQ858bpNBkPKtZAf485eAtYQn2Pe)DWIEXvyZUS
cSaoENMhGMhp4xxjxDm8R7dxHmxavMUpzxnYxXh5rJZ9H8kVtWOxc9VMwvRz8qvLyKq7cBFKUH/DRJQYro3
JOSKncBOpONn22mFLS9GUIUdfiVC
ctl00_RadPanelBarl_ClientState: {"expandedltems":["0"],"logEntries":[],"selectedltems":[]}
ctl00SContentPlaceHolder1StxtWomanName: [PATIENT_NAME]
ctl00SContentPlaceHolder1StxtVillageName: Athlone
ctloo$ContentPlaceHolder1$ddIHasChildren: 1
ctloo$ContentPlaceHolder1$ddllsSick: 1
ctl00SContentPlaceHolder1StxtBoys: 3
ctlooS$ContentPlaceHolder15txtGlrls: 1
ctl00SContentPlaceHolder1S$txtLMSD: 05/05/2017
__ASYNCPOST: true
RadAJAXControlID: ctl00_RadAjaxPanell

Response 223 Response Headers:

Received HTTP/1.1200 OK
Cache-Control: private
Content-Type: text/plain; charset=utf-8
Server: Microsoft-11S/10.0
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Date: Fri, 09 Nov 2018 09:02:59 GMT
Content-Length: 9812

Response 9812  Response Body:

Received 1|#]]4]5396|updatePanel|ctl00_ctl00_RadAjaxPanellPanel|<div id="ctl00_RadAjaxPanell">

<1--2012.1.411.40 -->
<div id="ctl00_pnlCommunicationMessages" class="communcationToolMessages">
<table border="0" width="100%"><tr><td style="width:15px"><img id="ctl00_imgCommuncation"
src="../Images/success.png" /></td>
<td valign="center"> <span id="ctl00_|blCommuncationHeader"><B>SUCCESS</B><BR/></span>
</td> </tr> <tr> <td colspan="2" style="height:15px"/> </tr> <tr> <td></td>
<td><span id="ctl00_lbICommuncationMessages"><b>[PATIENT] has been registered. </b> </span></td>
</tr> <tr<td></td<td<div id="ctl00_apErrorStack" style="width:100%;"> <input type="hidden"
name="ctl00SapErrorStack_AccordionExtender_ClientState"
id="ctl00_apErrorStack_AccordionExtender_ClientState" value="-1" /></div> </td>
</tr</table> <div id="btnClosecommuncationToolMessages"
lass="btnClosecommuncationToolMessages"><img src="../Images/CloseRed.png" style="cursor:pointer"
onclick="closeControl('ctl00_pnlCommunicationMessages')"/> </div><div
id="btnClosecommuncationToolMessages2" class="btnClosecommuncationToolMessages2">
<center> <input type="button" value="Close" style="cursor:pointer;"
onclick="closeControl('ctl00_pnlCommunicationMessages'</center></div></div>
<ContentTemplate><table border="0"> <tr> <td colspan="2" class="columnHeaders">Add New
Woman</td> </tr> <tr> <td style="width:180px" valign="top" class="columnHeaders">Woman's Name
:</td> <td><input name="ctl00$ContentPlaceHolder1$txtWomanName" type="text" value="Faatimah
Karriem" id="ctl00_ContentPlaceHolderl_txtWomanName" style="width:300px" /></td>

</tr> <tr> <td valign="top" class="columnHeaders">Village Name :</td> <td>

<input name="ctl00S$ContentPlaceHolder1StxtVillageName" type="text" value="Athlone"

id="ctl00_ContentPlaceHolder1_txtVillageName" style="width:300px;" /> </td></tr> <tr> <td valign="top"
class="columnHeaders">Has Children : </td> <td><select
name="ctl00$ContentPlaceHolder1$ddIHasChildren" id="ctl00_ContentPlaceHolderl_ddIHasChildren">
<option selected="selected" value="1">Yes</option><option value="0">No</option></select>
</td> </tr> <tr> <td valign="top" class="columnHeaders">Is Sick Today : </td> <td> <select
name="ctl00$ContentPlaceHolder1$ddlisSick" id="ctl00_ContentPlaceHolder1_ddlisSick"><option
selected="selected" value="1">Yes</option> <option value="0">No</option></select>
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</td> </tr><tr> <td valign="top" class="columnHeaders">Number of Boys :</td> <td> <input
name="ctl00$ContentPlaceHolder1$txtBoys" type="text" value="3"
id="ctl00_ContentPlaceHolder1_txtBoys" style="width:300px;" />
</td> </tr> <tr> <td valign="top" class="columnHeaders">Number Of Girls :</td> <td>

<input name="ctl00$ContentPlaceHolder1StxtGlrls" type="text" value="1"
id="ctl00_ContentPlaceHolderl_txtGlrls" style="width:300px;" /> </td> </tr> <tr><td valign="top"
class="columnHeaders">Last Menstrual Date :</td><td>

<input name="ctl00$ContentPlaceHolder1S$txtLMSD" type="text" value="05/05/2017"
id="ctl00_ContentPlaceHolder1_txtLMSD" style="width:300px;" /> </td> </tr> <tr>

<td colspan="2" class="columnHeaders" style="height:25px">

<input type="button" name="ctl00$ContentPlaceHolder1SbtnSaveWoman" value="Save
Woman&#39;s Details"
onclick="javascript:__doPostBack(&#39;ctl00SContentPlaceHolder1SbtnSaveWoman&#39;,&#39;&#39;)"
id="ctl00_ContentPlaceHolderl_btnSaveWoman" /> </td> </tr></table>
</ContentTemplate>
</div>|0|hiddenField| __EVENTTARGET| |0|hiddenField| ... });

Table 14 illustrates that the AJAX Web app had more attributes in its request content-data

than the Web app. These attributes included:

e  ASYNCPOST: true

e RadAJAXControllD: ctl0O0_RadAjaxPanell

Figure 29 and Table 15 displays a detailed breakdown of the data communication sequence

generated by record 4 of the AJAX Web app’s experiment illustrating the HTTP application

layer protocol communications and the TCP transport layer protocol communications

between the client and the server.

25 - Sent

27 - Sent

28 -Sent
30 - Received
31 - Received
32 - Received
33 - Received
34 - Received
35 - Received
36 - Received
37 - Received

Package Sequence Number and Data Direction Flow

AJAX Web App - Register New Case: Data Communication Profile

o

200 400 600 800 1000 1200 1400 1600
Bytes

Figure 29: AJAX Web App — Detailed data communication sequence of the “Register a New Case” process.
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Table 15 provides information about the individual data packets from record 4 of the AJAX

Web app experiment’s data communication sequence.

Table 15: AJAX Web App Experiment - Record 4. Web App Data Packet Communication Sequence

Information
Packet Time Source Data Destination  Protocol Length  Total Packet Information
Sequence Direction Length
Number
25 45:57.7 127.0.0.1  Sent 127.0.0.1 TCP 578 578 59325 > 60001 [PSH, ACK] Seq=1 Ack=1 Win=2053 Len=538 [TCP
segment of a reassembled PDU]
27  45:57.7 127.0.0.1  Sent 127.0.0.1 TCP 1500 1500 59325 > 60001 [ACK] Seq=539 Ack=1 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
28  45:57.7 127.0.0.1 Sent 127.0.0.1 HTTP 1050 1050  POST /Admin/AddNewCase.aspx HTTP/1.1 (application/x-www-form-
urlencoded)
30 45:57.7 127.0.0.1  Received 127.0.0.1 TCP 1500 1500 60001 > 59325 [ACK] Seq=1 Ack=3009 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
31  45:57.7 127.0.0.1  Received 127.0.0.1 TCP 1500 1500 60001 > 59325 [ACK] Seq=1461 Ack=3009 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
32 45:57.7 127.0.0.1 Received 127.0.0.1 TCP 1500 1500 60001 > 59325 [ACK] Seq=2921 Ack=3009 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
33 45:57.7 127.0.0.1 Received 127.0.0.1 TCP 1500 1500 60001 > 59325 [ACK] Seq=4381 Ack=3009 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
34 45:57.7 127.0.0.1 Received 127.0.0.1 TCP 1500 1500 60001 > 59325 [ACK] Seq=5841 Ack=3009 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
35 45:57.7 127.0.0.1  Received 127.0.0.1 TCP 1500 1500 60001 > 59325 [ACK] Seq=7301 Ack=3009 Win=2053 Len=1460 [TCP
segment of a reassembled PDU]
36 45:57.7 127.0.0.1 127.0.0.1 HTTP 1315 1315 HTTP/1.1 200 OK (text/plain)
Received
37 45:57.7 127.0.0.1  Received 127.0.0.1 TCP 40 40 59325 > 60001 [ACK] Seq=3009 Ack=10036 Win=2053 Len=0

Figure 30 illustrates the individual packet information of packet sequence number 28 as

displayed in Table 15 and shows the reassembled TCP segment packet sequence numbers

and payload sizes of the AJAX Web app’s HTTP request.
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v Internet Protoccl Version 4, Src: 127.8.8.1, Dst: 127.8.8.1
@1e@ .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@e (DSCP: CS@, ECN: Not-ECT)
Total Length: 1ese
Identification: @x2%9e6 (18726)
Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: @x2088 [validation disabled]
[Header checksum status: Unverified]
Source: 127.8.8.1
Destination: 127.8.0.1
[Source GeoIP: Unknown ]
[Destinaticn GeoIP: Unknown]
¥ Transmission Control Protocol, Src Port: 59325, Dst Port: 68001, Seq: 1999, Ack: 1, Len: 1818
Source Port: 59325
Destination Port: Geeel
[Stream index: 2]
[TCP Segment Len: 1@1@]

Sequence number: 1999 (relative sequence number)

[MNext sequence number: 38@9 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

@18l .... = Header Length: 28 bytes (5)

Flags: @x@ls (PSH, ACK)

Window size value: 2853

[Calculated window size: 2853]

[Window size scaling factor: -1 (unknown)]

Checksum: @x644f [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

[SEQ/ACK analysis]

TCP payload (1818 bytes)

TCP segment data (1818 bytes)

¥ [3 Reassembled TCP Segments (3888 bytes): #25(538), #27(1468), #228(1010)]

Frame: 25, payload: ©-537 (538 bytes)]

Frame: 27, payload: 538-1997 (1468 bhytes)]

Frame: 28, payload: 1998-3887 (1818 bytes)]

[Segment count: 3]

[Reassembled TCP length: 3@823]

[Reassembled TCP Data: 58415354202741646d696e2T416464426577436173652e61...]

Figure 30: AJAX Web - Packet dissection of packet 28 from Table 15.

Figure 31 illustrates the individual packet information of packet sequence number 36 as
displayed in Table 15 and shows the reassembled TCP segment packet sequence numbers

and payload sizes of the AJAX Web app’s HTTP response.

70



v Internet Protocol Version 4, Src: 127.6.8.1, Dst: 127.8.8.1
B1lee .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)
Differentiated Services Field: ex@@ (DSCP: (58, ECN: Net-ECT)
Total Length: 1315
Identification: 8x2%0ee (18734)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 128
Protocol: TCP (6)
Header checksum: @x@@e@ [validation disabled]
[Header checksum status: Unverified]
Source: 127.8.8.1
Destination: 127.8.08.1
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
“~ Transmission Control Protocol, Src Port: 68801, Dst Port: 59325, Seq: 8761, Ack: 3889, Len: 1275
Source Port: 68881
Destination Port: 59325
[Stream index: 2]
[TCP Segment Len: 1275]
Sequence number: 8761 (relative sequence number)
[Next sequence number: 18836 (relative sequence number)
Acknowledgment number: 3809 (relative ack number)
8181 .... = Header Length: 2@ bytes (5)
Flags: @x@18 (PSH, ACK)
Window size value: 2853
[Calculated window size: 2853]
[Window size scaling factor: -1 (unknown)]
Checksum: @xeacc [unverified]
[Checksum Status: Unverified]
Urgent pointer: 8
[SEQ/ACK analysis]
TCP payload (1275 bytes)
TCP segment data (1275 bytes)
v [7 Reassembled TCP Segments (1@@35 bytes): #3@(146@), #31(1460), #32(1460), #33(146@), #34(146@), #35(146@), #36(1275)]
[Frame: 3@, payload: ©-1459 (1468 bytes)]
[Frame: 31, payload: 146@-2019 (1468 bytes)]
[Frame: 32, payload: 292@-4379 (1468 bytes)]
[Frame: 33, payload: 4388-5839 (1468 bytes)]
[Frame: 34, payload: 584@-7299 (1468 bytes)]
[Frame: 35, payload: 73@8@-8759 (1468 bytes)]
[Frame: 36, payload: 876@-18@34 (1275 bytes)]
[segment count: 7]
[Reassembled TCP length: 18@35]
[Reassembled TCP Data: 4854545021312e312032383020474bBd0a43616368652d43...]

Figure 31: Packet dissection of packet 36 from Table 15.

5.4. Native, Web and AJAX Web - Total Amount of Data Used Analysis

Figure 32 illustrates the total amount of data used in bytes recorded while registering a

new case with all three versions of the mobile app.
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Figure 32: Native, Web and AJAX Web — Total Amount of Bytes per Case Registration

Table 16 illustrates the differences in the mean amounts of data sent and data received by

the different versions of the mHealth app when registering a new case.

Table 16: Data Usage Comparison: Mean amounts of data sent and data received.

Mobile App Architecture Mean Data Sent (Bytes) Mean Data Received (Bytes)

Native App 7392,3 3 254,35
AJAX Web App 3 582,85 10 014,35
Web App 3275,25 18 024

The native app sent the greatest amount of data and the Web app sent the least amount of
data. There were instances demonstrated where the native app used more data that the
AJAX Web app. The larger data sizes sent by the native app can be attributed to the
additional JSON text generated by transforming the input data into JSON format. The Web
app received the greatest of amount of data and the native app received the least amount
of data. The AJAX Web app sent more data than the Web app but less than the native app
and received more data the native but less data than the Web app.
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Table 17 displays the mean values of the total amount of data used per case registration

for the native app, Web app and AJAX Web app.

Table 17: Comparison of native and Web data statistics — Amount of Data Used Data
Statistics by Case Registration

Native App AJAX Web App Standard Web App

Mean (Bytes) 10 646,65 13 597,2 21 299,25

The mean of the total amount of data used by the AJAX Web app was 2 950,55 bytes
greater than the native app’s. The mean of the total amount of data used by the Web app
was 21 299,25 bytes and was 7 702,75 bytes greater than the AJAX Web app’s and

10 652,6 bytes greater than the native app’s. The data statistics illustrated in Table 17 and
Table 15 suggests that the native app was more data efficient than the Web app and the
AJAX Web app. It also illustrates that the AJAX Web app was more data efficient than the

Web app.

However, further statistical analyses were required to determine if there was a significant
difference in the total amount of data used by the different versions of the mobile app.
Normality tests were conducted on the native app, the Web app and the AJAX Web app’s
recorded experiment data to determine if their experiment data followed normal

distributions.

Table 18 illustrates the normality tests results for the native app, the AJAX Web app and

the Web app (Please see Appendix J, K and L for detailed test results).

Table 18: Native, AJAX Web App and Web App Normality Test Results: Amount of
Data Used per Case Registration

Native App AJAX Web App Web App
p-value 0,14 <0,0001 <0,0001
Alpha 0,05 0,05 0,05
W 0,92 0,43 0,28
Standard Deviation 2 661,87 82,9 280,4
Mean 10 646,65 13 3597,2 21 299,25
Normality Distribution Normal Non-normal Non-normal
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5.5. Native, AJAX Web and Web App Nonparametric Test Results

The normality test results for the three different versions of the mobile app reported that
the experiment data of the native app followed a normal distribution, but the experiment

data of the Web app and the AJAX Web app did not follow a normal distribution.

Consequently, nonparametric tests were conducted on the native app, the Web app and
the AJAX Web app’s experiment data to determine if there was a significant difference in

the amount of data used by the different versions of the mobile app.

Table 19 presents the results of the nonparametric tests (Please see Appendix M, N and O

detailed test results.).

Table 19: Native App, AJAX Web App and Web APP - Nonparametric Test Results

Test Type 15t Sample 2" Sample Result Conclusion

Mann-Whitney U Web App AJAX Web App <0,0001 Significantly Different
Mann-Whitney U Web App Native App <0.0001 Significantly Different
Mann-Whitney U Native AJAX Web <0.0001 Significantly Different

The results of the nonparametric tests reported that there was a significant difference in

the amount of data used by the three different versions of the mobile health app.

5.6. Summary

The experiments revealed that the native app transferred data between clients and servers
differently to the mobile Web apps. The native app sent and received individual data
packets with each data packet containing a TCP header, IP header and a TCP payload. The
native app transformed input data into JSON format (Please see Appendix G for an
example of the JSON formatted input data), before transferring it to the server. The Web
app used HTTP methods to send and receive data using the HTTP application layer protocol
and the TCP transport layer protocol to transport the individual TCP data packets. The AJAX

Web app used asynchronous HTTP methods to send and receive data using the HTTP

74



application layer protocol and the TCP transport layer protocol to transport the individual

TCP data packets.

The native app sent more data than the Web app and the AJAX Web app. The larger data
sizes sent by the native app can be attributed to the additional JSON text generated by
transforming the input data into JSON format. However, leveraging off the resources of the
mobile device and having the native app installed locally on the mobile device meant that
no additional mark-up or Ul controls were required to be downloaded and rendered to
view, update and display user interfaces on the native app. Consequently, the total amount
of data received by the native app was lower than the Web app and the AJAX web,

ultimately resulting in the native app using the least amount of data.

The Web apps used HTTP requests and POST methods, which contained request headers
and content-data to send requests and received HTTP responses, which contained
response headers and response bodies. The AJAX Web app’s requests had more attributes
in its content-data than the Web app’s requests. The additional attributes in the AJAX Web

requests indicated that the requests were asynchronous posts and included the following:

e  ASYNCPOST: true
e RadAJAXControllD: ctl00_RadAjaxPanell

Consequently, the mean amount of the data sent by the AJAX Web app was greater than

the mean amount of the data sent by the Web app.

It was observed that the mean amount of the data received by the AJAX Web app was less
than the mean amount of the data received by Web app. This can be attributed to the fact
that the Web app responses contained the entire Web page’s mark-up in its response
bodies whereas the AJAX Web app’s responses only contained the necessary mark-up to

update the AJAX Web app’s Web page and its Web controls.

The statistical analysis test results demonstrated that the native app had the highest
percentage of overhead data, however, it used the least amount of overall data and was

the most data efficient. The AJAX Web app used more data than the native app but less
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data than the Web app. The Web app demonstrated to have the lowest amount of
overhead but used the greatest amount of data when used to perform standard functional
processes. The nonparametric test results reported that there was a significant difference
in the total amount of data used by the mobile app when implemented using different

mobile app architectures.
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Chapter 6: Conclusions

The purpose of this research was to determine if there would be a significant difference in
the amount of data used by an mHealth app when implemented as a native mobile app, a
mobile Web app or with a mobile app architecture that uses technologies such as AJAX,
HTMLS5, CSS and Mobile Development Frameworks (MDF) and to answer the following

question:

“Is there a significant difference in the amount of data used by an mHealth application that
is used to manage maternal and neonatal health when implemented using a native

message passing Android architecture versus using a mobile Web based architecture?”

It was hypothesised that implementing an mHealth app using different mobile
architectures would demonstrate a significant difference in the amounts of data used by

the different versions of the mHealth app.

Experiments and statistical analysis were conducted to determine if the differences in the
amounts of data used by different versions of a mobile app that was developed using

different mobile architectures were significantly different or not.

The statistical analysis of the experiment results reported that the experiment data
distributions of the native app followed a normal distribution, but the AJAX Web app and
the Web app’s experiment data did not follow a normal distribution. Consequently,
nonparametric tests were conducted with the experiment data combinations to determine
if the amount of data used by the different versions of the mobile app were significantly

different.

6.1. Mobile Application Architectures

The amount of data used by a mobile app can have a direct effect on a mobile app’s
performance, its user experience, its implementation and long-term operational costs and
can ultimately contribute to its success or failure. The amount of data that a mobile app

will use during standard operational processes and the mobile app architecture are factors
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to consider when formulating a mobile strategy, establishing a mobile presence and

investing in a mobile app.

A native version, a mobile Web version and a mobile AJAX Web version of the same
mHealth app were developed and experimented with. The three mobile app architectures
evaluated in these experiments sent, received and queried data on a central server and
database while performing system processes such as submitting data. The three mobile
app architectures required Internet connectivity to communicate with a central server,

consequently consuming data and bandwidth.

6.2. Experiment Results

The experiment data generated and recorded during the experiments provided the data
required to analyse and compare the amount of data used by the different versions of the
mHealth app and to determine if there was a significant difference in the amounts of data
used by each version of the mHealth app. The experiments demonstrated that the native
mobile app sent and received data differently to the Web app and the AJAX Web app. The
native app sent and received data packets that contained TCP headers, IP headers and TCP
payloads. The Web app and AJAX Web app used the HTTP application layer protocol and
sent HTTP requests that contained headers and content-data to send data and received
HTTP responses that contained headers and response bodies and used TCP to transport
the individual TCP data packets. The experiments demonstrated that the native app
formatted data inputs with JSON and sent more data than the AJAX Web and Web app.
The AJAX Web app’s HTTP requests contained more attributes and resulted in greater

content-data sizes than the Web app’s requests.

The experiments also demonstrated that the Web app’s response bodies contained the
entire Web page mark-up which was reloaded on each Web form submission whereas the
AJAX Web app’s response bodies only contained the mark-up that was affected by the
asynchronous AJAX Web form request. Consequently, the Web app’s response body data
sizes were greater than the AJAX Web app’s response body data sizes and resulted in the

Web app using a greater amount of data when performing processes.
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The different methods used to send and receive data by the different versions of the
mobile app demonstrated contrasting amounts of data used to perform mobile app
processes. The Web app used the greatest amount of data when executing processes. The
combined data size of reloading the entire Web page during HTTP requests and responses,
which included content, request and response data generated by the standard Web app,
was greater than the data sizes generated by the native app and the mobile AJAX Web app.
The AJAX Web App used less data than the standard mobile Web app but used a greater
amount of data than the native app when executing processes. The AJAX Web app
performed HTTP requests asynchronously and dynamically reloaded and updated the Web

page’s content and not the entire Web page.

6.2.1. Native App

The native app demonstrated the highest data overhead, 10.7%, and sent more data than
the AJAX Web app and the Web App. The large data sent sizes were attributed to the JSON

formatting applied to the data inputs by the native app.

However, the native app transferred less overall data than the Web app and AJAX Web
app, ultimately, demonstrating that it was the most data efficient during standard

operation.

6.2.2. AJAX Web App

The AJAX Web app demonstrated the second highest data overhead, 7.78%, and the
second-best performance from three versions of the mobile app. It used less overall data

than the Web app but used more overall data than the native app.

6.2.3. Web App

The Web app demonstrated the lowest data overhead, 4.49%, but also demonstrated the
poorest performance and used the greatest amount of overall data when executing the

register a new case process.

The statistical analyses reported that there was a significant difference in the amount of

data used by the app when implemented using a native mobile architecture, a standard
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mobile Web architecture or a mobile Web architecture that uses Web technologies such as

AJAX, HTMLS and CSS.

6.3. Future Work

Mobile phones and mobile development technologies are rapidly evolving. Frameworks
such as Angular, NodelS and Web technologies such as Single-Page Applications (SPA),
Progressive Web Apps (PWA) and services workers, now make it possible to develop
mobile applications using Web technologies that can easily be deployed, updated,
maintained, executed on many different devices and have full access to the mobile device’s
hardware and APIs. Like native apps, PWAs are installable, can live on a user’s mobile
device’s home screen, can engage users with push notifications and using service workers

can operate in a disconnected state.

A possible research question is:

“Can a mobile application developed using technologies such Progressive Web Apps,
Single-Page Applications and service workers be as data efficient as a native version of the

same mobile application?”
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Appendix A — Native Village Health App: Examples of the Inputs, User

Interfaces and Data Types

The following tables display the data input questions, data type definitions, business logic

and the user screen interfaces for the Village Health Android solution:

Register a new case
Question (Is Required)

Woman’s Name

(Required)

Village Name

(Required)

Date of Last Menstrual

Period (Required)

Has the woman given
birth to children that
are still alive

(Required)

Data Type

Text

Text

Date

Boolean

Conditions and Logic

Calculate and display
the expected due date

message:

“The woman’s EDD is:”

User Interface

# » REGISTER
>

Woman's Name:

@ Free response

# > REGISTER
< >

Village Mame:

@ Free response

Date of Last Menstrual Period:

=i
# > REGISTER

{ & AUGUST v 207w

1 2 3 4 5

& 7 8 9 10 1 12

13 14 15 16 17 18 19

20 21 22 23 24 25 26
2? 20 30 31

Has the woman given birth to children
that are still alive?

() Yes
(O No
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How many living boys?

How many living girls?

Is the woman feeling

sick today?

Is the woman feeling

sick today?

Has woman been to

clinic visit 1?

Integer

Boolean

Boolean

Boolean

If value > 5, display

“High Risk” message

If value > 5, display

“High Risk” message

Remind the pregnant
woman to go to the

clinic for her check-

up!

Display if visit 1 !=yes

<

How many boys living?

6

@ Number

<

How many living girls?

@ Number

£

|s the woman feeling sick today?

@ Yes
(O No

<

Is the woman feeling sick today?

O Yes
() Mo

<

Has woman been to clinic visit 17

) Yes
() Mo
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Appendix B — Village Health Web Apps User Interfaces: Login and Case

Registration

Android Emulator - MyDevice:5554 Android Emulator - MyDevice:3554

@ i @ 9:48 ® U B 9:51

10.0.2.2:60001/Admin/De = 10.0.2.2:60001/Admin/Ad ==

Username Password

I I I
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Appendix C - Fiddler Web Debugger: Network Statistics

&

Request Count:
Bytes Sent:
Bytes Received:

ACTUAL PERFORMANCE
ClientConnected:
ClientBeginRequest:
GotRequestHeaders:
ClientDoneRequest:
Determine Gateway:
DNS Lookup:

TCP/IP Connect:
HTTPS Handshake:
ServercConnected:

FiddlerBeginRequest:

ServerGotRequest: 2

ServerBeginResponse:

GotResponseHeade rs:
ServerbDoneResponse:

ClientBeginResponse:

ClientDoneResponse:

1

540 (headers:540; body:0)

14 008(headers:223; body:13 785)

20:15:03.025
20:15:03.238
20:15:03.238
20:15:03.238
Oms

Oms

Oms

Oms
20:15:03.035
20:15:03.238
0:15:03.238
20:15:03.491
20:15:03.491
20:15:03.491
20:15:03.491
20:15:03.491

overall Elapsed: 0:00:00.253

RESPONSE BYTES (by Content-Type)

text/html: 13 785
~headers~: 223
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Appendix D — Wireshark: Network Analyser Interface

M dumpile peap
Fie B View Go Ceptue Anslyze Stalsbes Telephomy Weeles Teols Help

Ami® ([ DRAE A&=2EFTLE Qaqmn
(A [ico-port == 3002 B -] epresmen. | +
o, Tme souce Destton protocol_Lengh ko

224.17829  192.168.1.4. 192.168.1.4 Tep 40 60917 + 6Ab62 [AK] Seqei Ackel Winz325368 Lensd

334184117 192.168.1.4. 192.168.1.4 W 161 GET /apl/Values/getvillagebata KTTP/L.1

2a38a117  152.168.1.0 192.168.1.4 e 0 60002 + 6017 [ACK] Seqel Ackslsl Winc515568 Lensd

;s 1mass1e 192.268.1.4 e 448 MITP/1.1 288 X (spplicationjson)

aza3s3  1massie 192.268.2.4 T 20 60017 + 60002 [ACK] 50q-142 ACK=$10 Wins525056 Len-a

[Colaring Rule String: http || tep.port == 88 || hetp2]
Raw packet dsts

~ Internet Protacol Version 4, Src: 192.188.1.4, Dst: 192.168.1.4
o = Version:

L... 0101 = Mesder Length: 20 bytes (5)

Differentisted Services Field: xBd (DSC

Tetsl Lengen: 181

Tdentification: @xisfe (6554

Flags: 0x02 (Don't Fragaent)

Fragrent offset: &

Tine to live: 128

Protacel: TCP (5)

Hesder checksum: 8x0000 [validstion disabled]

[Meoder checksun status: Unverified]

Source: 192.168.1.4

Destinstion: 192.168.1.4

[Source GeoTP: Unkncem]

[Destination Geotp: Unknown]

~ Transmission Control Protocal, Src Port: 68917, Dst Port: 68882, Seq: 1, Ack: 1, len: 141
rce Port: 60817

Destination Port: 66002

[stress index: 8]

[TCP Segnent Len: 141]

Sequence number: 1 (relative sequence musber)

€58, ECH: Mot-ECT)

[Mext sequence nusher: 142 (relative sequence number)]
Acknowledgment nusber: 1 (relative ack nusber)
@161 .... - Hesder Length: 70 bytes (S)

Flags: x@18 (PSH, ACK)

window size value: 2053
[Calculated window size: 525563]
windon size scaling factor: 256]
Checksun: BxBdes [unverified]
[Checksun Status: Unverified]
Urgent peinter: 8

[5£Q/5CK analysis]

e payload (141 byres)

w0 225 ] =
se0 a5 i Ger jupi

i & [ialues/ getvilla

40 5126 45 5454 50 2 31 gedsta # TTR/L1.

550 3026 31 39 32 20 31 36 st: 1 92.168.1

sca 3832 ed B 43 EF G 4150002
s 0 40 65 65 70 2d 41 6c Eion: ke sp-Alive
65 76 74 24 45 6e 63 6 ~Accept -Encodin 5
O 7 rarcmssen Contra Prtoce (o), 3 bytes | Pachat: % - ey 7 (15.2%) - Load s 0.0 | proie: cefmit
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Appendix E — ProxyCap Configuration Settings

@ ProxyCap Configuration O >

ProxyCap

| Set your rauting rules "“’l ’\3| '}(ll &+ | w‘rl
MName | Frograms | Parts | Action |
by rule & HD-Player. exe an My HTTP Praowsy
by rule(2) & HD-Player. exe [all] My HTTPS prosy
by ke[ 3] IHD-Agent. exe an Fahdy HTTP Prowy
chrome G' chrame. exe [all] My HTTPS prosy
by k(4] IHD-Agent. exe [all] Fahdy HTTP Prowy

0k I Cancel Help
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Appendix F — Firefox Network Analyser

@ Developer Tooks - Village Health - https//1 i Y

N’ Inspector Console Debugger Style Editor Performance Memory Network Storage

|| W (Al HTML €SS JS XHR Fonts Images Media WS Other [JPersistlogs []Disable cache
Sta.. File Domain Tra.. oms
eportiillage.asp> localho: 85KB  12.64KB

200 Site.css localhost... stylesheet  css ached  23.11KB
200 seript s Iocalhosts seript 5 cached 08
200 WebResource.axd localhost:... styleshest  css cached  3.71KB
200 WebResource.axd localhost:... stylesheet  css cached  6.53K8
200 WebResource.axd localhost: . stylesheet  css ached  B40B
200 WebResource,axd localhost:... stylesheet  css cached 4208
200 WebResource. axd localhost: script B cathed 08
200 SeriptResource.ax localhost script is cached 0
200 SeriptResource. ax ocalhost: seript 5 cached 08

® 200 L Chartimg.axd?i=ch... @ localhost: img ] 5.69K8  5.49KB

® 200 @ Chartimg.axd?i=ch... @ locahost...  img pg  773KB  7.53K8
200 SeriptResource. ax Iocalhosts seript 5 cached 08
200 SeriptResource.ax localhost: script is cached 08
200 SeriptResource. ax Iocalhosts seript 5 cached 08
200 SeriptResource.ax localhost: script is cached 08
200 SeriptResource. ax localhosti...  scrpt s cached 08
200 e [ocalhosts - = =il 08
200 SeriptResource.ax localhost saript is cached 08

@ 19requests | 60.23KB/26.28KB transferred | Finish: 266ms | DOMContentioaded: 459 ms | load: 482 ms

1160 ms 1320 ms

|=ams

|-7ms

| ‘479”\5

- a x

H=0 & B0
Filter URLs ,

Headers | Cookies Params Response Timings
Request URL: http://localhost: 60001/ Admin/ReportVillage . aspxipage=reports
Request method: GET

Status code: @ 200 OK (® EditandResend  Raw headers

Version: ETTE/1.1
Filter headers

 Response headers (2238)
Cache-Control: private
Content-Length: 12940
Content-Type: text/htm; charse
Date: Wed, 10 Jan 2018 07:
Server: Microsoft-I1S/10.0
X-Asphet-Version: 4.0,30318
X-Powered-By: ASP.NET

~ Request headers (884 B)

tfh

Accept: t i himl

plic
Accept-Encoding: g7ip, defiate
Accept-Language: en-US,en;q=0.5
Connection: keep-ziive

Cookie: 636667
Host: localhost:60001

Referer: http:, g dr ddr %}
Upgrade-Insecure-Requests: 1
User-Agent: Mozila/5.0 {indows NT 10.0;

fod

} Gecko/20100101 Firefox58.0
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Appendix G — Village Health: Data

"Woman's Name": "[FIRST_NAME]",
"Total Children": 3,

"Village Name": "Athlone",

"Last Menstrual Period": "01/11/2017",
"Alive Children": "Yes",

"Boys": 2,

"Girls": 1,

"Sick": 0,

"Sick Today": 0,

"Request Size": "",

"Response Size": "",

"Bytes Sent": "",

"Number of Responses": "",

"Overall Elapsed Time":

Input Dataset Sample Record
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Appendix H— CommCare Report JSON Data Sample (No. of Forms

Submitted by Worker)

[
{
"User": "worker1 \"FirstNamel Surnamel1\"",
"# Forms Submitted": 28,
"Avg # Forms Submitted": 4,
"Last Form Submission": "2017-11-15",
"# Cases Created": 19,
"# Cases Closed": 5,
"# Active Cases": 24,
"# Total Cases": 24,
"% Active Cases": 100
2
{
"User": "worker2 \"FirstName2 Surname2\"",
"# Forms Submitted": 5,
"Avg # Forms Submitted": 0,
"Last Form Submission": "2017-11-15",
"# Cases Created": 5,
"# Cases Closed": 0,
"# Active Cases": 5,
"# Total Cases": 5,
"% Active Cases": 100
2
{
"User": "worker3 \"FirstName3 Surname3\"",
"# Forms Submitted": 4,
"Avg # Forms Submitted": 0,
"Last Form Submission": "2017-11-16",
"# Cases Created": 4,
"# Cases Closed": 0,
"# Active Cases": 4,
"# Total Cases": 4,
"% Active Cases": 100
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Appendix | = Wireshark: Network Record JSON Data

"_index": "packets-2017-12-16",

"_type": "pcap_file",

_score": null,
"_source":
"layers": {
"frame": {
"frame.interface_id": "0",
"frame.interface_id_tree": {
"frame.interface_name": "\\Device\\NPF_{9947AF6F-40F3-4280-8976-E7C072E90F2D}"
2
"frame.encap_type": "1",
"frame.time": "Dec 16, 2017 18:30:14.081693000 South Africa Standard Time",
"frame.offset_shift": "0.000000000",
"frame.time_epoch": "1513441814.081693000",
"frame.time_delta": "0.779449000",
"frame.time_delta_displayed": "0.000000000",
"frame.time_relative": "2.453060000",
"frame.number": "25",
"frame.len": "66",
"frame.cap_len": "66",
"frame.marked": "0",
"frame.ignored": "0",
"frame.protocols": "eth:ethertype:ip:tcp",
"frame.coloring_rule.name": "TCP SYN\/FIN",
"frame.coloring_rule.string": "tcp.flags & 0x02 || tcp.flags.fin == 1"
2
"eth": {
"eth.dst": "00:23:cd:cd:3e:84",
"eth.dst_tree": {
"eth.dst_resolved": "Tp-LinkT_cd:3e:84",
"eth.addr": "00:23:cd:cd:3e:84",
"eth.addr_resolved": "Tp-LinkT_cd:3e:84",
"eth.lg": "0",
"eth.ig": "0"
2
"eth.src": "a0:af:bd:ef:5d:3f",
"eth.src_tree": {
"eth.src_resolved": "IntelCor_ef:5d:3f",
"eth.addr": "a0:af:bd:ef:5d:3f",
"eth.addr_resolved": "IntelCor_ef:5d:3f",
"eth.lg": "0",
"eth.ig": "0"
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Appendix J — Shapiro- Wilk Test Results: Standard Web — Amount of Data

Used per Case Registration

Summary statistics:
Variable Observations
AJAX Web App 20

Shapiro-Wilk test (AJAX Web App):
W

0,28
p-value <0,0001
alpha 0,05

Test interpretation:

HO: The variable from which the sample was extracted follows a Normal distribution.

Maximum Mean

21411

Minimum
20110

21 299,25

Standard Deviation
280,40

Ha: The variable from which the sample was extracted does not follow a Normal distribution.
As the computed p-value is lower than the significance level alpha=0.05, one should reject the null hypothesis

HO, and accept the alternative hypothesis Ha.

P-P plot (Standard Web App):

P-P plot (Total Data)

0.9 +
0.8
0.7 +
0.6
°
0.5 +
04 +
03 +

0.2 +

Theoretical cumulative distribution

0.1 + Pl

0.2 0.4 0.6 0.8
Empirical cumulative distribution
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Appendix K — Shapiro- Wilk Test Results: AJAX Web - Amount of Data Used

per Case Registration

Summary statistics:

Variable Observations  Minimum Maximum
AJAX Web App 20 13 253 13 3666
Shapiro-Wilk test (AJAX Web App):

w 0,43

p-value <0,0001

alpha 0,05

Test interpretation:

Mean

13 593,2

HO: The variable from which the sample was extracted follows a Normal distribution.

Standard Deviation
82,97

Ha: The variable from which the sample was extracted does not follow a Normal distribution.
As the computed p-value is lower than the significance level alpha=0.05, one should reject the null hypothesis

HO, and accept the alternative hypothesis Ha.

P-P plot (AJAX Web App):

P-P plot (Total Data)

0.9 +

0.8 +

0.7 +

0.5 +

04 .

03 + -~

Theoretical cumulative distribution

0.2 + e

0.1 + e

0.6 | . °
.

0 0.1 0.2 0.3 0.4 0.5 0.6

Empirical cumulative distribution

0.8

0.9

104



Appendix L — Shapiro- Wilk Test Results: Native App - Amount of Data Used

per Case Registration

Summary statistics:

Variable Observations Minimum Maximum

Native App 20 6871 17 019

Shapiro-Wilk test (Native Web App):
W

0,92
p-value 0,14
alpha 0,05

Test interpretation:

Mean

10 646,65

HO: The variable from which the sample was extracted follows a Normal distribution.

Ha: The variable from which the sample was extracted does not follow a Normal distribution.

Standard
Deviation
2 661,87

As the computed p-value is greater than the significance level alpha=0.05, one cannot reject the null

hypothesis HO.
P-P plot (Native App):

P-P plot (Total Data)

09 +
0.8 +
07 + L
06 + -~

0.5 | Rad

04 + ’," e o © ©

03 + ) /’

Theoretical cumulative distribution

0.2 + Pid

0.1 + e

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7

Empirical cumulative distribution

0.8

0.9
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Appendix M — Mann-Whitney U Test Results: Native App and Web Based -

Amount of Data Used

Summary Statistics:

Variable Observations Minimum Maximum Mean Standard

Deviation
Web App 20 20110 21411 21 299,25 280,4
Native App 20 6871 17019 10646,65 2661,4

Mann-Whitney test / Two-tailed test:

u 0

Expected value 200

Variance (U) 1 366,41

p-value (Two-tailed) <0,0001

alpha 0,05

Test Interpretation:

HO: The difference of location between the samples is equal to 0. No Difference
Ha: The difference of location between the samples is different from 0. Is Difference

As the computed p-value is lower than the significance level alpha=0.05, one should reject the null
hypothesis HO, and accept the alternative hypothesis Ha.

The risk to reject the null hypothesis HO while it is true is lower than 0.01%.
Ties have been detected in the data and the appropriate corrections have been applied.
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Appendix N — Mann-Whitney U Test Results: AJAX Web App and Web App -

Amount of Data Used

Summary Statistics:

Variable Observations Minimum Maximum Mean  Standard

Deviation
Web App 20 20110 21411 21 299,25 280,4
AJAX Web App 20 13253 13666 13597,2 89,97

Mann-Whitney test / Two-tailed test:

u 400

Expected value 200

Variance (U) 1 366,15

p-value (Two-tailed) <0,0001

alpha 0,05

Test Interpretation:
No

HO: The difference of location between the samples is equal to 0. Difference
Is

Ha: The difference of location between the samples is different from 0. Difference

As the computed p-value is lower than the significance level alpha=0.05, one should reject the null
hypothesis HO, and accept the alternative hypothesis Ha.

The risk to reject the null hypothesis HO while it is true is lower than 0.01%.
Ties have been detected in the data and the appropriate corrections have been applied.
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Appendix O — Mann-Whitney U Test Results: Native App and AJAX Web App

-Amount of Data Used

Summary Statistics:

Variable Observations Minimum Maximum Mean  Standard

Deviation
Native Total Data 20 6871 17019 10646,65 2 661,87
AJAX Web App 20 13 253 13666 13597,2 82,97

Mann-Whitney test / Two-tailed test:

u 60

Expected value 200

Variance (U) 1 366,41

p-value (Two-tailed) < 0,0002

alpha 0,05

Test Interpretation:
No

HO: The difference of location between the samples is equal to 0. Difference
Is

Ha: The difference of location between the samples is different from 0. Difference

As the computed p-value is lower than the significance level alpha=0.05, one should reject the null
hypothesis HO, and accept the alternative hypothesis Ha.

The risk to reject the null hypothesis HO while it is true is lower than 0.02%.
Ties have been detected in the data and the appropriate corrections have been applied.
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