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Abstract

There has been a growing demand to manage bandwidth as the network traffic increases. Network
applications such as real time video streaming, voice over IP and video conferencing in IP
networks has risen rapidly over the recently and is projected to continue in the future. These
applications consume a lot of bandwidth resulting in increasing pressure on the networks. In
dealing with such challenges, modern networks must be designed to be application sensitive and
be able to offer Quality of Service (QoS) based on application requirements. Network paradigms
such as Software Defined Networking (SDN) allows for direct network programmability to change
the network behavior to suit the application needs in order to provide solutions to the challenge.
In this dissertation, the objective is to research if SDN can provide scalable QoS requirements to

a set of dynamic traffic flows.

Methods are implemented to attain scalable bandwidth management to provide high QoS with
SDN. Differentiated Services Code Point (DSCP) values and DSCP remarking with Meters are
used to implement high QoS requirements such that bandwidth guarantee is provided to a selected
set of traffic flows. The theoretical methodology is implemented for achieving QoS, experiments
are conducted to validate and illustrate that QoS can be implemented in SDN, but it is unable to

implement High QoS due to the lack of implementation for Meters with DSCP remarking.

The research work presented in this dissertation aims at the identification and addressing the
critical aspects related to the SDN based QoS provisioning using flow aggregation techniques.

Several tests and demonstrations will be conducted by utilizing virtualization methods. The tests



are aimed at supporting the proposed ideas and aims at creating an improved understanding of the
practical SDN use cases and the challenges that emerge in virtualized environments.

DiffServ Assured Forwarding is chosen as a QoS architecture for implementation. The bandwidth
management scalability in SDN is proved based on throughput analysis by considering two
conditions i.e 1) Per-flow QoS operation and 2) QoS by using DiffServ operation in the SDN
environment with Ryu controller. The result shows that better performance QoS and bandwidth
management is achieved using the QoS by DiffServ operation in SDN rather than the per-flow

QoS operation.
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Glossary

API — Application Programming Interface
CLI - Command Line Interface

IP —Internet Protocol

ISP - Internet Service Provider

KPI - Key Performance Indicator

KPP - Key Performance Parameters

NBI — Northbound Interface
NNPP-Non-Network Performance Parameters
NNP — Non- Network Performance

NP — Network Performance

NPP- Network Performance Parameters

NSP - Network Service Provider

OF — OpenFlow

REST - Representational State Transfer (REST)
SBI - Southbound Interface

SDN — Software Defined Network

SDNC - SDN Controller

SLA — Service Level Agreement

UDP — User Datagram Protocol

The above abbreviations were gathered from different sources in the telecommunication spectrum,
used to serve as a definition for this study and are specifically taken from IEEE standards

supporting cognitive Radio and Networks, IEEE P1900.
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1. Introduction

1.1 Problem Description
There has been a growing traction in the usage of services that requires a good quality of service

(QoS) in IP networks such as video streaming, video conferencing online gaming etc. The
increased usage of such high QoS applications is as a result of the increased computational capacity
and display capabilities of user networking devices. The usage of video streaming applications is
projected to contribute about 82% of the total IP traffic by the year 2020 [1].
The growing number of internet users presents many challenges such as:
e The inability for the network to self-regulate or self-grow in order to match with the
growing demand.
e The network has a set finite capacity in terms of storage and data transmission rate
across any two network nodes.
« Adaption from the user applications and advanced traffic control as the insufficient
network resources may lead to network congestion.
The internet must always offer a good QoS and that requires innovative thinking and
implementation by network engineers or administrators to ensure that the QoS is not degraded. It
is essential for the network management team to consider innovative ways and strategies to scale

the network up in order to cope with the growing traffic generated by the growing population.

For the new applications to satisfy their Service Level Agreement (SLA) requirements, the next

generation networks must be application aware and allow and prioritize applications that have



highly sensitive requirements to negotiate with a network controller to reserve network resources
such that the offered service meets its QoS requirements (bandwidth, jitter and delay).
When a user application has negotiated successfully with the network controller, network
resources are granted and offered to a dedicated channel for that application. This is achieved
through automatic configuration of flows and port priorities to satisfy the agreed network QoS and
SLA. The next generation network technology architecture such as the Software Defined
Networking (SDN) allows for such implementations and other innovations.
The decoupling of the control plane from the data plane abstracts the lower level functions into
higher level services. This is advantageous for:

« Allowing the policy enforcement in the network.

« Allowing flexible network configurations.
The SDN architecture is based on a centralized controller and the distributed switching mechanism
in the data plane. This brings scalability concerns as the controller has limited finite computing
capacity and as a result, the controller can support a limited number of switching elements before

it gets into what is known as performance bottleneck which can create a single point of failure.

1.2 Project Objectives

The objective of this dissertation is to research if SDN will be able to provide the required QoS to
chosen hosts. The QoS should enable end-to-end bandwidth to guarantee between selected hosts.
In order to provide a good QoS the following features must be applied:
o Provide end-to-end bandwidth guarantee between selected hosts
e Prioritization of traffic depending on the required QoS parameter guarantee and thus
protecting the given limits and constraints.
o Allowing excess traffic and offering good QoS when network resources are

available.



1.3 Motivation

Communication networks are an essential component in today’s society. They offer innovative
services that meets the diverse connectivity needs of the different customers. The customers
always expect an excellent service from the network that meets a specific connectivity service

requirement for the services they consume, which are offered at competitive price rates.

In order to satisfy the service requirements, the ISPs must ensure that:
e The communication network operates at standard level such that the network services
are delivered within acceptable quality standards while ensuring that the available
network resources are utilized as effectively as possible.

e The Service Level Agreement is adhered to when offering services to end users.

(NSP operates and sells network services)

Network link

User
Data Center
@ '%'. Equipment

Figure 1.3.1: An ISP operating a communication network and offers a variety of network’s
services [28].

ISPs have a well-defined standard quality level required that must be met by the network so that
a network service is provisioned to the user of the network this is known as the Quality of

Services (QoS) [2].



In telecommunication networks, QoS is determined by the two main types of factors namely:

« The traditional network performance indicators such as jitter, delay, bandwidth, call
setup rate, dropped call rate etc.

e The Key Performance Parameters (KPP) that are based on the quality of the service
experience as perceived by the customer and not necessarily towards network
performance mechanisms.

Some examples in the user oriented QoS class includes the:

e Service allocation time.

e Service Availability.

« Service maintenance time [2].

This requires that the ISPs must carefully regulate all these indicators, belonging to these classes
described, to ensure that they provide an excellent QoS in their communication network

components.

The installation of QoS mechanisms in communication networks needs complex configurations.
This often leads to the ISPs reliance on the massive allocation of network resources to service the
needs of their service consumers. From a functional viewpoint it is much easier to massively
allocate the network resources to avoid service degradation experienced by the end users,

compared to having to configure complex QoS mechanisms.

Network overprovisioning normally meets the need for achieving a good service quality standard

on a temporary basis and it is often not sustainable in the long term for the following reasons:



e Through massively allocating the network resources, the network will finally reach
the saturation point given by the expensive equipment costs and by available
technologies.

o Network overprovisioning results in poor utilization of network resources.

o Network overprovisioning creates competition among services to access the limited
resources in a first come first serve or best effort manner and causing QoS

degradation and violation of SLA.

This means that an excellent service quality is only guaranteed if the network has plenty of
resources to prevent congestion. Eventually the network will reach a saturation state when
congestion emerges in the network, resulting in service quality degradation since no QoS
mechanisms are deployed to ensure network services can be differentiated accordingly [3]. Due to

these reasons massively allocating the network resources has proven to be not sustainable.

In order to deal with such a trend of massive allocation of the network resources instead of applying
appropriate QoS techniques, the development of network technologies must focus on the

simplification of the QoS allocation methods and make them available to the ISPs.

1.4 The Problem Statement and Research Questions
To motivate the ISPs to use complex QoS mechanisms in their telecommunication networks

instead of massively allocating network resources, developing the latest network technologies
aimed at simplifying the QoS allocation. If the QoS allocation is made simpler, it can scale up well

and be applicable in huge, complex network environments.



From a comprehensive viewpoint, QoS is affected by several parameters, which shows up in the
three logical network planes: - the control plane, the management plane and the data plane.
This has led to the relentless pursuit of new network technologies that will result in the
simplification of the QoS provisioning through thorough consideration of several aspects that
belong to all the three network planes.
SDN has two advantages which are applicable for the work in this dissertation. Firstly, the SDN
can simplify the network management through programmability, since many operations can be
automated with relative ease. Secondly, the centralization of the control logic in SDN permits for
a more effective resource utilization compared with traditional network architecture, due to the
controller’s wide visibility of all the controlled network resources.
The research questions for this dissertation are formulated as follows:
e How can SDN be applied to make QoS allocation more scalable, so that it can be
used in huge and complex networks?
« How is QoS allocation simplified and further enhanced by using SDN techniques?
e How can SDN provide end-to-end bandwidth guarantees between hosts?
o How to prioritize traffic correctly, thus providing guarantee to selected traffic while
pushing aside excess traffic?

+ How to allow excess traffic to flow in cases of excess resources?

To answer the questions listed above, the research in this dissertation aims to use the advantages
of using SDN model to enhance QoS allocation for network services. The dissertation will first

investigate the challenges of QoS aware service allocation in SDN.



Furthermore, the dissertation will take a comprehensive approach with respect to QoS, through
exploration of the main challenges that SDN encounters at each of the logical network planes (i.e.
data, control and management), with respect to scaling bandwidth management scalability and

QoS allocation to huge, complex networks.

1.5 Project Constraints and Limitations
The limitations in the implementation of this project includes the hardware that is used in

simulating the network.
The hardware used have the following specifications are:
e  Processor: Intel Core i7-4510U CPU at 2.00GHz x 4.
e  Graphics card: Intel Haswell Mobile.
e Random Access Memory: 8GB.
e Operating System: Ubuntu 16.04.
The software used includes:
e Open source programs and tools (python).
o Software emulated switches will be used and should also be open source.

e The protocol OpenFlow is to be used.

1.6 Dissertation Outline
The dissertation starts off with the introduction chapter in Software-Defined Networks and

presents the problem of the bandwidth and quality of service (QoS) management in SDN
environment. The project objectives are stated and the motivation for work undertaken is presented
as well as the project constraints and limitations. Chapter 2, the literature survey discusses

fundamental concepts in SDN including the SDN architecture, the OpenFlow communication



protocol, the concept of QoS in the SDN environment, Network Function Virtualization (NFV)
and its relation to SDN, then the QoS Aware traffic classification architectures in SDN are
presented and citation of the recently published work. Chapter 3 presents the SDN Provision
Methods which includes the Integrated Services and Differentiated Services. The advantages of
the Integrated Services and Differentiated services are presented, The Differentiated Services is
chosen as the architecture of choice which provides better bandwidth and Quality of Service
management capabilities in the SDN environment. The work focuses on Integrated Services and
Differentiated Services architectures to investigate to choose the QoS architecture which can
regulate traffic flow using open-flow protocol. In Chapter 4 and Chapter 5, DiffServ Assured
Forwarding is chosen as a QoS architecture for implementation. The bandwidth management
scalability in SDN is proved based on throughput analysis by considering two conditions i.e 1)
Per-flow QoS operation and 2) QoS by using DiffServ operation in the SDN environment with
Ryu controller. Chapter 6 presents the results and the analysis. The result shows that better
performance QoS and bandwidth management is achieved using the QoS by DiffServ operation in
SDN. Chapter 7 presents the conclusion and the recommendation for future work that can be

pursued in the bandwidth and QoS management in SDN networks.



2. Literature Review on SDN

2.1 SDN

The latest breakthroughs in network technology development aimed at simplifying the manner in
which networks are built, debugged and managed. Software Defined Networking (SDN) is an
innovative model shift, which alters inherently the network devices' architecture and, hence
changing the entire communication network.

The Open Networking Foundation (ONF) described the SDN as a networking product with three
logical planes namely the data plane, control plane and the management plane. The data plane is
responsible for the forwarding of packets from one network device to another in the network. The
control plane is responsible for the implementation of the intelligence behind the forwarding the
data in the network.

The architecture of the SDN networks separates the control and data plane functionalities such

that the network behavior can be programmed and automated.



APPLICATION LAYER
[
usiness J_|
Applications

Northbound API (e.g., REST)

CONTROL LAYER

|
[
SDN Control Network Services JJ
Software

1Southbound API (e.g., OpenFlow)

INFRASTRUCTURE LAYER

Figure 2.1.1: SDN Architecture with three network logical planes [7].
In the SDN architecture the control plane combines the Layer 2 (Data Link Layer) and Layer 3
(Network Layer) of the Open Systems Interconnection (OSI) model. The data plane is an

equivalent of the Layer 1 (Physical Layer) of the OSI model.

The SDN has the following primary features:
e The decoupling of the control and data plane functionalities.
« A centralized controller that has the global view of the network resources.
« Direct network programmability is possible as the control plane functionalities are

separated from the data plane functionalities.

10



e The decoupled control and data planes make it easier for network administrators to
adjust traffic flows dynamically to cope with changing traffic conditions.

e The centralized SDN controller contains the intelligence that maintains the network
topology and overview.

o SDN allows network administrators to configure, manage, enhance security measures
and optimize the utilization of network resources quickly and dynamically.

« SDNis implemented on Open source tools which simplifies network design and ensure

interoperability between controllers and network devices.

2.2 SDN Control Plane

The SDN architecture is based on the separation of the control plane and the data plane. The SDN
architecture manages the control plane separately in the SDN controller. The SDN controller is
considered as the brain of the network. The controller plays a similar role that an Operating System
(OS) plays in the computer.
The main functions of the SDN controller are:
« Contains all the network intelligence logic.
o The controller is responsible for the modification of the data and for the
communication between applications and network devices.
« Setting packet handling policies (e.g., security).
e Using the OpenFlow protocol the SDN controller is responsible for monitoring the
network.

« Responsible for the intelligence behind the forwarding of the data.

11
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Figure 2.2.1: The OF based SDN Architecture with the Control Plane and the Data Plane [9].

The popular SDN controllers and their programming language features are given below:

NOX SDN Controller: - based on C++ programming language with multithreading.
POX SDN Controller: - based on Python programming language and mostly used for
rapid prototyping.

Beacon SDN Controller: - based on Java programming language with multithreading.
Floodlight SDN Controller: - based on Java programming language with
multithreading.

MUL SDN Controller - based on the C programming language with multithreading.
Maestro SDN Controller - based on Java programming language with multithreading.
Ryu SDN Controller - based on Python programming language and it is good for
rapid prototyping.

OpenDaylight SDN Controller: - based on Java programming language.

12
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Figure 2.2.2: OpenFlow controller and forwarder interaction [31].
When an OF switch receives a new packet and whereby the switch does not have instruction and
matching headers, the switch sends information about the packet to the SDN controller for
processing. The SDN controller receives the packet and then decides the best way to handle it. The
SDN controller can decide to drop the packet or forward it to a specific port and instruct the switch

on how to handle similar packets in future.

2.3 SDN Data Plane

The main functions of the SDN Data plane are:
« All activities involving as well as resulting from data packets sent by the end user
« Forwarding of network packet from one network node to the next.
« Fragmentation of network packets and reassembling of packets at the destination host
e Replication of network packets for multicasting.
« Responsible for the forwarding of user data.
o Network packet processing operations such as traffic shaping, buffering, policing,

categorization, queuing and scheduling.
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2.4 SDN Management Plane

The main functions of the SDN Management plane includes:

e Providing fault tolerance mechanisms in the SDN.

o Configuration of the network nodes.

o Performing accounting activities associated with updating the SDN traffic counters.

o Ensuring that the SDN performance and utilization is efficient and optimal.

o Enforcing security measures in the SDN.

« Instantiation of new devices and communication protocols between devices.

o Network device configurations,

e Specifications on the service behaviors

« Policy specifications on how the network must behave.
The application layer consists of the SDN applications that uses the functionality offered by the
SDN controller. This exchange of messages between the SDN applications in the application layer
and the SDN controller happens via the Northbound Interface (NBI) which is in a form of

Representational State Transfer (REST) Application Programming Interfaces (APIs) [1].

2.5 SDN Communication Protocols

SDN network layers exchange messages using the OpenFlow communication protocol. The data
plane and the control plane exchange messages using the OpenFlow protocol via the southbound
interface (SBI). This layer is where a controller can experience a potential bottleneck via
OpenFlow.

The exchange of messages between the control plane, data plane and the management plane in

SDN is made possible through the following SDN communication interfaces:
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e Northbound Interface (NBI).
e Southbound Interface (SBI).
o Eastbound Interface (EBI).

e Westbound Interface (WBI).
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Figure 2.5.1. SDN Communication Interfaces between the Logical Network Planes. [34]

Major communication events that take place in the network plane are:

« The management/application plane, where network management operations are

executed interacts with the control plane using the NBI.

e The SDN controller can program the behavior of the switches and it can also be

programmed by the network administrators.

e« The controller interacts with the data plane through the SBI

intercommunication between switches and the controller take place.
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e The communication between the SDN controllers happens through the EBI and WBI

in an SDN environment where multiple controllers are used.

2.6 The OpenFlow Protocol

The OF protocol is one of the vendor independent communication protocols which enables the
exchange of commands between the SDN controller and the forwarding switches in the data plane
[3]. The OF protocol is used for:

e Controlling the network packets forwarding behavior of the data switches.

e Maintaining and updating the switches' forwarding tables,

e Global control of the SDN and network topology discovery,

« Enabling the controller to take control of the data switches' behavior.
The architecture of the OF protocol consists of:

o OF compatible switches in the data plane.

e OF compatible SDN controller in the control plane.

e A secure channel where the interaction between the data plane and control plane

occurs.

The OpenFlow Protocol supports three message types namely:

« SDN Controller -to-Switch.

e Asynchronous.

e Symmetric.
SDN Controller to Switch messages are initiated by the controller and are used for the management
of the switches or for the switch state inspection. Asynchronous messages are initiated by the

switch and used for updating the SDN controller of the network events and changes the switch
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state. Symmetric messages are initiated by the switch or the SDN controller and sent without
waiting for approval from either the switch or the SDN controller.

In OpenFlow Version 1.3, the packet headers matched using the Ethernet based TCP/IP
communication protocol standards. This means that the Ethernet address, the EtherType field of
the packet can serve as the basis for a match. Other packet fields which can be used as the basis

for a match includes the IP version 4 addresses and transport layer ports fields of the packet [3].

Flow Table: | yeader Fields | Counters | Actions

Header Fields | Counters | Actions

Header Fields | Counters | Actions

Ingress| Ether | Ether| VLAN| VLAN |IP (IP [IP IP | Src L4| Dst L4
Port | Source| Dest | ID Priority| Src| Dst| Proto| ToS| Port | Port

Figure 2.6.1(a) OpenFlow Packet Fields [19].

Match Fields Priority| Counters|Instructions [Timeouts| Timeouts [Cookie
New Instruction] Meter Meter 1D

Meter ID|Meter Bands[Counters
4__—-—-—""'__'__t X

Band Type{Rate] Counters| Type Specific Arguments

Figure 2.6.1(b) OpenFlow Packet Fields [19].

Based on the selected header fields, the granularity of the matching varies from the very coarse
granularity in which the Ethernet headers are used as the basis for a match, to a much finer
granularity in which the match is determined by the transport layer headers.
The mostly used actions in version 1.3 of the OpenFlow protocol includes the:

e Drop - which specifies that the packet associated with the drop flow rule entry must

be dropped.
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« Output - which specifies that a packet associated with the output flow rule entry must
be sent out on a given port.
e  Enqueue - which specifies that flow rule entry associated with the enqueue must sent
the packet to the output port and the associated queue number.
Using the process of matching headers and actions, the SDN controller can:
« Regulate the forwarding of network traffic in the data plane layer through the
installation of OpenFlow rule entries in the forwarding entities.
e The OpenFlow command used for the installation OF rule entries in a forwarding
entity is called the FlowMod.
The flow entry rules can be installed in the SDN controller in two main approaches namely:
e Proactive approach.
« Reactive approach.
In the proactive approach the SDN controller installs the flow entry rules in the forwarding entities
before such that when a new packet appear at the SDN controller, there exists an appropriate OF

rule to handle and process the packet.

In the reactive approach the packet appearing at the controller has no matching OpenFlow rule in
the forwarding entity. In such a case the packet is sent together with an OF Packet In message to
the SDN controller. At the SDN controller the packet is then processed and the new OpenFlow
rule is installed in the corresponding forwarding entity to correspond with the specified traffic flow
contained in the arriving packet.

Other important OpenFlow commands includes the Statistics Request message. This message

enables
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e The SDN controller to poll various counters in the forwarding entity to extract
different important statistics.

o The SDN controller can acquire the information on the OpenFlow entries counters
and calculate the number of packets that have matched a corresponding OpenFlow
entry rule.

o The SDN can then use this command to extract the information on the flow table
level statistics and port level statistics.

Currently, there is a lot of forwarding device types that support OpenFlow version 1.3 and can
support the latest versions of the protocol as well. A lot of effort has been invested towards the
development of tools for experimentation purposes with OpenFlow based SDN. This has resulted
in making it a possibility to emulate real OpenFlow devices through using software switches. A

popular OpenFlow software switch in the SDN community is Open vSwitch (OVS) [5].

2.7 Communication Networks Quality of Service

Quality of Service (QoS) is defined as the capability to provide resource assurance and service
differentiation in a network [6]. This is achieved using different traffic prioritization techniques or
by reserving some network resources.

By assigning different priorities to different traffic flows the network can offer higher QoS
mechanisms to flows with higher priority QoS requirements, for example, a video streaming
application can be assigned a higher priority based on it QoS requirements (bandwidth, delay,

jitter) compared to a web browsing application.
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By assigning a higher priority to a specific flow, it can enable bandwidth reservation up to a defined
set threshold, any application flow with a lower priority must then wait. This ensures that
bandwidth guarantee to chosen hosts with higher priority QoS requirements. The application of

priority-based approach can also be used to avoid network congestion.

By assigning a lower priority to chosen traffic in the cases of network congestion, the network can
then decide to drop low priority traffic flows to avoid network congestion and make room for those

traffic flows with high priority [7].

The QoS in telecommunication networks relies on the ISP based parameters and the customer-
based parameters. ISP-based parameters refer to the underlying low-level network mechanisms.
The ISP based parameters are important for:
e They determine how the network the quality indication of the service being offered to
the end users.
e They are referred to as Network Performance parameters which include parameters
such as delay, bandwidth, and jitter.

e The NPP are the basis upon which the QoS can be quantified by the ISP.

The customer-based parameters are important for:
« They gauge the user level of satisfaction in using a service.
e They are called the Non-Network Performance parameters (NNPP).

Examples of customer-based parameters include:
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e Service availability - depends on how easy it is to access the service at any point in
time.

e Service maintenance time.

o Ease of using the service.
Most of the telecommunication networks are designed to include regulatory mechanisms for all
these factors to ensure that the QoS level standard is met for different services.
The regulation of the NP parameters and the NNP parameters towards achieving QoS in
telecommunication networks suggests that mechanisms must be implemented at all the network
logical planes. In the data plane, packets processing must be done according to their specified level

of quality.

Control plane mechanisms must function such that an efficient usage of network resources is
maintained, and with as minimal disruptions on the availability of services as possible.
Management plane operations must be fast in their nature to reduce the service allocation time.
Ideally, the service allocation should be automated to eliminate human intervention in order to

increase the adoption of QoS mechanisms in telecommunication networks.

The research conducted in this dissertation uses an OVS as an OpenFlow forwarding device for
the experiments conducted in the designed chapter. This chapter presented an introduction into OF
based SDN. The following chapters will address the challenge of offering a QoS aware network
service in SDN. The other details of the OpenFlow protocol and SDN behavior will be
systematically introduced through the dissertation and the context within which they are applicable

towards solving the QoS challenges in the SDN.
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2.8 Network Function Virtualization and SDN

Software-defined networking and Network Functions Virtualization (NFV) are enabling network
architects to design, implement, and manage network services efficiently. Network architects and
administrators use software for configuration and management of network functions through a
centralized point [35].Network Functions Virtualization (NFV) decouples network functions from

proprietary hardware appliances and delivers an equivalent network functionality without the

necessity for specialized hardware.

2.8.1 NFV and SDN Similarities

NFV and SDN are interdependent in multiple ways, and when deployed together can
achieve flexible, agile network infrastructures. NFV provides the basic networking functions and
SDN provides higher level management responsibility to organize the overall network operations.
e SDN deployment — runs on virtual machines, hypervisors, network controllers, load
balancers, and gateways are deployed and configured to provide the needed
network infrastructure controls and regulation policies.
e NFV deployment —awide range of virtualized network functions such as routers,
firewalls are deployed as software on top of a virtualized infrastructure.
o SDN Management — centralized control console to monitor throughput, routing and policy
definitions.
e NFV Management - virtual network functions are centrally managed and

monitored regardless of their location across the network.
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e SDN Costs -primary costs savings come from the reduction of operational
expenditure through the automation of network configuration and modifications. Personnel
costs account for much of overall spend. A small reduction in operational costs can result in a
significant cost benefit.

e« NFV Costs—runningon high performance servers in datacenters, virtual network
functions eliminate the necessity of procuring specialized network hardware for each
individual network function. This allows for less space, power, cooling and equipment to be
deployed.

« SDN Flexibility — programmable interfaces enable provisioning of new network devices,
reconfiguration of existing devices through scripting and management consoles.

e NFV Flexibility — quickly deploy and commission functions to support proof of concept
trials. Locate functions at the network edge, close to data, applications and users to

optimize network security and performance.

2.8.2 NFV and SDN Differences

SDN and NFV have much in common, based on the concept of virtualization that drives the

development and deployment of their capabilities. The main differences between SDN and NFV

concern the overall focus on network management responsibilities and the standards that guide the

architectural and functional development.

e SDN Scope — defines the big picture aspects of the entire network - the type of

infrastructure, services and applications available. Determines network policies that guide
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delivery and use of network resources. Hypervisor orchestrates and controls lower-
level network functions.

e NFV Scope — deliver a wide range of specific functionalities that must be performed at all
levels and stages of the network, at the periphery, boundary and core under the control
of a hypervisor.

« SDN Standards— Open Networking Foundation (ONF) is responsible for
developing open standards, vendor-neutral standards, for the communications interface
defined between the control and forwarding planes of an SDN architecture.

e NFV Standards - European Telecommunications Standards Institute (ETSI) defines and

maintains globally applicable standards for information and technologies regarding NFV.

2.9 QoS Aware Traffic Classification Architectures in SDN

To achieve QoS aware traffic classification, various techniques have been presented in prior
research. Prior techniques can be classified into three categories. The first category is based on
deep packet inspection (DPI) mechanism [36] [37]. The DPI techniques can accurately detect the
data packet payload; thus, the controller can identify the traffic flow and make QoS classification.
DPI is limited by the encryption of packet payloads, private protocols, peer-to-peer
port encryption and other restrictions. It is very difficult to identify all of the data flows
and identifying the underlying protocols requires a lot of reverse engineering. Network
applications emerge rapidly and a lot of these applications provide homogeneity services in
practice, thus the QoS requirements of those applications are similar. It is inefficient

to identify each specific application with DPI and moreover, maintaininga database
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that contains all web applications is impractical. In the SDN network the traffic classification must
be real time and low cost. DPI technology consumes a large amount of computing resources and
makes the network to incur a significant amount of delay which reduces the network reaction

speed.

To achieve QoS aware traffic classification, various techniques have been presented in prior
research. Prior techniques can be classified into three categories. The first category is based on
deep packet inspection (DPI) mechanism [36] [37]. The DPI techniques can accurately detect the
data packet payload; thus, the controller can identify the traffic flow and make QoS classification.
DPI is limited by the encryption of packet payloads, private protocols, peer-to-peer
port encryption and other restrictions. It is very difficult to identify all of the data flows
and identifying the underlying protocols requires a lot of reverse engineering. Network
applications emerge rapidly and a lot of these applications provide homogeneity services in
practice, thus the QoS requirements of those applications are similar. It is inefficient
to identify each specific application with DPI and moreover, maintaininga database
that contains all web applications is impractical. In the SDN network the traffic classification must
be real time and low cost. DPI technology consumes a large amount of computing resources and
makes the network to incur a significant amount of delay which reduces the network reaction

speed.

The second category is based on Machine Learning (ML) mechanism. The emergence of
ML provides a new method of traffic classification. Compared with the DPI mechanism, ML flow
classification mechanism needs to extract the characteristics of the flow (size of previous N
packets, source IP address, protocols or flow arrival interval) rather than checking payloads of the

packets so that encrypted flows can be classified. ML mechanism is less computationally complex,
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[38] [39] [40] [41] use supervised learning training mechanism to train the classifier while [42]
use neural networks for feature extraction and training the classifier. [43] [44] proposed
an unsupervised learning framework for training the classifier. Supervised learning requires that
all training data are correctly labelled as known applications which is not realistic in the real-
world environment. Conversely, data in unsupervised learning don't have specific application

label. 1t is impractical to achieve low complexity classification based on unsupervised learning.

The third category coordinate multiple classification mechanism to achieve traffic classification. It
combines the advantages of several mechanisms to classify traffic. For example, [45]
combined the DPland port number classification mechanism. Most of the flow
classification techniques are limited to the low recognition accuracy and prior techniques are

incapable to deal with the rapid emergence of new applications in the network [46].
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3. SDN QoS Provisioning Methods

SDN architecture offer similar services as conventional telecommunications network architectures
but using the OpenFlow protocol. This chapter provides an insight into network services
provisioning methods used in an OpenFlow based SDN. The focus is on the methods used to
implement QoS mechanisms for SDN services. The OpenFlow protocol allows for regulating the
traffic in the network, but it is often not enough for offering complex QoS implementations that
require more advanced network resources configurations. The challenges related to the
simplification of QoS configuration mechanisms in SDN are given with the purpose of offering

SDN flows with good QoS.

Metrics Requirements

IntServ
Communication
Network

Flows II
Metrics

User
Or
QoS Support > Application

DiffServ Requirements

Packets L

Figure 3.1: SDN QoS Provisioning Methods

The QoS architectures can be classified into:
e Integrated Services which provide hard QoS guarantees using resource reservation
techniques (bandwidth, buffer). [8]
« Differentiated Services which provide hard QoS guarantees using resource
reservation techniques (bandwidth, buffer). [9]
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The Integrated Services and Differentiated Services architectures are examined and evaluated for

the purpose of choosing the QoS architecture for this project.

3.1 Integrated Services

Integrated Services (IntServ) is an architecture that specifies the elements to guarantee QoS for
individual flows. In IntServ, a flow is defined as a unidirectional data stream between two
applications and is uniquely identified by source and destination address pair, port numbers and
the transport protocol. Integrated Services (IntServ) uses resource reservation protocol to ensure

QoS requirements are met [8]. Each router in the IntServ network domain follows and adheres to

e

the same resource reservation policy.
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Figure 3.1.1: IntServ’s QoS Architecture in Host and Router in SDN context [15].

IntServ in the following way:
« Each network application that has QoS requirements to be satisfied must make a
reservation request in all routers in the path between the application host and the

destination host.
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o Each router receives the resource reservation request and must respond if they satisfy
the QoS requirements for the requesting application.
o Each router between the sender and the receiver must accept the request for the

guarantee to be realized.
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Figure 3.1.2: IntServ’s QoS Node Architecture [16].

In Intserv, there exists three classes of services which are based on the application's delay
requirements. The services are assigned priorities from highest priority which is given to
applications with stringent delay requirements to lowest priority which is given to applications

with delay requirements which are not stringent.
IntServ is consists of two functions namely.
e Flow Spec -which is used by applications to specify the required QoS reservation for

the routers.
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e Resource reservation protocol (RSVP) which is used to communicate the requests and

acknowledgements between routers and requesting applications.
FlowSpec is divided into two parts which are:

o Traffic Specification (TSPEC) - used to provide details about the nature of traffic from
the application. Details such as frame sizes and packet sizes are furnished so that
router can reserve network resources accordingly.

e Request Specification (RSPEC) -is used to specify the QoS requirements of the flows.

The three service classes in IntServ are:

o Guaranteed service [10] — which ensures that firm bounds on end-to-end datagram
queuing delays are satisfied and offers hard QoS guarantees (in terms of delay and
bandwidth requirements) for each flow.

o Controlled Load service [11] — which ensures that an approximate QoS guarantees are
satisfied in a moderately loaded network. The delay service agreement is measured in
a statistical way and is not violated under unloaded network conditions.

o Best-effort service — which provides the service like that of the Internet in a first come

first serve manner with no priorities assigned to different network services' traffic.

The guaranteed service and controlled load traffic classes are based on measured service
requirements, and they require signaling to reserve network resources such as link bandwidth, path
delay estimation and buffer size. Resource Reservation Protocol (RSVP) [12] is used as the

signaling protocol in IntServ.
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RSVP is made up of types of messages used for communication:

1.

PATH — This message is used by the source host that has traffic which requires QoS
requirements to be met when sending to a receiver.

The PATH message is used for identification of data paths and sends the TSPEC of
the sender.

resv: Reservation Messages. The recipient of a PATH message can reply with a resv
message to initiate a flow.

The resv message consists of the FlowSpec which is sent through the data path of the
PATH message as a reply to the sender.

From the resv message, the routers then reserve the appropriate amount of resources

for the flow between a sender and receiver.

IntServ has an internal Soft State method that ensures that the reservations are cancelled if nothing

is transmitted from the sender after a set time. This helps dismiss reservations in the event of link

failure like crashes.

RSVP is used:

For bandwidth reservation purposes for the applications requesting QoS for their
unicast of multicast data flows.

By a host to request specific QoS requirements from the network.

By routers to exchange and share the QoS requirements of the host with the routers in
the same path.

For establishing the end to end connection before the data transmission starts between

source and destination hosts in the network.
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RSVP functions in the SDN includes:

« It interoperates with any unicast and multicast routing protocols.

« Routing protocols decides where packets get forwarded and RSVP deals with the QoS
management of the packets that are forwarded in accordance with a chosen routing
protocol.

It is essential that the routing protocols must be QoS-aware, to ensure that the calculated routes
satisfy the QoS requirements. In an IntServ QoS architecture routers must execute the following
traffic control functions to meet specific QoS requirements for each flow:

e Admission control function — decision on whether to admit or reject an application’s
request depending on the availability of network resources. Admission control needs
that the router understands the QoS requirements that are currently being requested on
its network resources, so that it can forecast the worst-case bounds on each service
provision,

o Packet scheduler — implements the management of forwarding packet streams using a
set of queues and buffers and other mechanisms such as counters.

o Packet classifier — implements the traffic control, incoming packet mapping into a
traffic class.

The advantages of IntServ includes:
o Guarantees service that satisfies QoS requirements with firm bounds on delay.
o Guarantees the end-to-end QoS requirements on per-flow basis is achieved.
The IntServ architecture has the following disadvantages and drawbacks:

o Scalability - IntServ operates well on relatively small-scale networks
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« Itis hard to control and keep track of all network resource reservations and end-to-
end signaling in a large-scale network.
« IntServ implementation requires fundamental changes in the core network, because

all routers along the chosen traffic path must support it.

3.2 Differentiated Services

Differentiated Services (DiffServ) is an architecture that outline the mechanisms for classifying,
management of data traffic and offering QoS for aggregated traffic classes. DiffServ is a network
architecture that uses Differentiated Services Code Point (DSCP) values for classification of
packets that goes through its domain. The DiffServ domain refers to a set of routers that use the
same Diffserv policies [16].
A DiffServ domain consists of:

e A set of connected DiffServ nodes that use the same service policy and per hop

behaviours (PHBS).
« All routers in the DiffServ domain are configured to differentiate traffic based on the

assigned priority given to the incoming packets.

The DiffServ architecture is based on the principle of traffic classification. The principle is that
every packet is placed into a chosen number of traffic classes and traffic classes are prioritized
differently. The routers in the DiffServ domain uses the DSCP value in the IP-header to decide on
how to differentiate the traffic.

Compared to IntServ's fine-grained and flow-based routing mechanism, DiffServ is based on the

coarse-grained and class-based mechanism for traffic management in the network.
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In DiffServ QoS architecture, network packets are classified and marked to receive a per-hop

forwarding behavior on all the routers along their path.
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Figure 3.2.1: Architecture of the DiffServ QoS in SDN [17].

The main advantages of DiffServ QoS architecture over IntServ QoS architecture is the scalability
which is achieved by implementing operations which includes:

o Packet classification.

e Packet marking.

« Traffic shaping and policing at network hosts.

o It does not need fundamental changes in the core network.

« Routers in the network are only configured to differentiate traffic based on its class.

o Each traffic class is managed based on its assigned priority preferences.
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Figure 3.2.2: DiffServ’s QoS Architecture [18].

A DiffServ QoS based network must implement:
« Network packet classification and packet marking on the egress and ingress routers.
e Per-hop behaviors (PHBSs) such as priority queueing and traffic shaping at all the
routers in the network.
Per-hop behaviors are essentially for:
e They offer soft guarantees with statistical bounds on end to-end delay.
o PHB is used to define the packet-forwarding attributes that is associated with each of
the classes.
« PHB is used to apply the policies and priorities to a packet of selected class when
performing a hop.
e It does not fully guarantee end-to-end QoS, it offers the requested QoS with high
probability. This allows adjustable class prioritization assignment and enables service

differentiation.
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The PHB behavior is determined by both the DSCP value and Explicit Congestion

Notification (ECN) bits.

The mostly used per hop behaviors used in modern networks are based on priority-based include:

Expedited Forwarding (EF) PHB [13] which is devoted to low loss, low latency traffic
such as video streaming, voice over IP. It is implemented using priority assignment
queuing along with rate limiting on a traffic class.

Assured Forwarding (AF) PHB [14] which offers assurance of packet delivery under
specified conditions.

Class Selector PHBs [15] which is responsible for maintenance of backward
compatibility with the IP Precedence field for network nodes implementing IP-based
precedence-based classification and forwarding.

Default PHB [15] which refers to the best-effort traffic.

The main advantages of DiffServ includes:

DiffServ is scalable in guaranteeing that QoS requirements are satisfied by executing
policy enforcement and classification functions at the boundaries of DiffServ domains.
It requires minimal changes in the core network.

DiffServ does not need complex setup, configurations, reservation and time-consuming
end to-end negotiation for each flow.

DiffServ allows adaptable class service definitions and differentiated pricing of

telecommunication services.
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The disadvantages of DiffServ architecture include:

The DiffServ-aware routers apply per-hop behaviors (PHBs) to traffic service classes,
it is hard to forecast the end-to-end behaviour of the network.

The problem is complicated if there are multiple DiffServ domains.

DiffServ does not offer hard guarantees for QoS requirements.

It ensures statistical bounds on QoS parameters such delay and throughput are met.

3.3 IntServ and DiffServ QoS Architectures

Both IntServ and DiffServ QoS architectures allows for per-flow QoS and thus, per-flow

bandwidth guarantee, which forms part of the project objectives.

The main differences in which they achieve the QoS requirements in the network include:

DiffServ achieves QoS requirements through using DSCP to assign different priorities
to traffic flows.

IntServ achieves QoS requirements by making each router in the flow path to reserve
resources for each specific flow.

The packet handling in IntServ is also done on per flow basis.

IntServ is not well suited for use in a large-scale network setup because:

Each router stores the state information and reservation from all flows that in transit.
Each router must store a lot of reservations and it will become hard to keep track of

everything.
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e The reservations are unique from one router to another since they can have unique
flows running through them, making it even more difficult to keep track of every
reservation.

o Flows are not consistent sometimes resulting in IntServ dropping reservations if the
period of idleness occurs to make space for new reservations.

e In cases of inconsistent traffic, the applications must request reservations every time

they want to send something, making it unnecessary activity.

DiffServ has the following advantages over IntServ:
o It is class based; the routers only need to know the operations to do when a specific
traffic class arrives. Every router has the same class configuration.
o ltisrelatively easier to keep track of and to make configurations.
« It makes the network more scalable, since the class definitions don't change when more

flows are created.
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Best Effort DiffServ IntServ
Service Connectivity. o Per-aggregation e Per flow
No isolation. isolation. isolation.
No guarantees. o Per-aggregation e Per flow
guarantee guaranteed.
Service End —to-end. e Domain. e End-to-end.
Scope
Complexity No setup  Long termsetup Per flow set up
Scalability Highly scalable e Scalable. « Not Scalable.

Nodes maintain only|

routing state.

Edge routers maintain
per aggregate state.
Core routers maintain

per class state.

o Each router
maintains per

flow state.

Table 1: Summary of the comparisons between the QoS Architectures in SDN.
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3.4 Differentiated Services Code Point (DSCP)

DSCP is used to assign priority levels in different traffic flows. The important properties of how
DSCP works are:
o Six bits are used to classify different priority levels of IP-packets.
e The 6-bits are contained within an 8-bit field called Differentiated services field (DS
field).
e The other 2-bits in the DS field is called Explicit Congestion Notification (ECN).
o ECN alters how network signals congestion.
e With ECN, networks can signal network congestion by marking the 2 ECN bits in the
DS field.
o Networks signal network congestion results into dropping packets, and ECN allows

notification through the network without dropping any packets [17] [18].

The DS field consists of the DSCP bits and the ECN bits. The DS fields is found in the IP header
of a packet. IPv4 Type of Service (TOS) field can be used for assigning priorities to different traffic

types. The DS field is the equivalent of the TOS field [19].

3.4.1 IP Precedence Values

The Precedence values are consisting of a 3-bit field which is used to determine the priority of the
packet. The field ranges from 0 to 7, O is considered the lowest priority and 7 considered the

highest. The eight values are given in Table 2 below:
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Binary Value Decimal Equivalent [Service Class Description
000 0 Best Effort
001 1 Priority
010 2 Immediate
011 3 Flash
100 4 Flash Override
101 5 Critical
110 6 Internet
111 7 Network

DSCP values are compared to the equivalent IP Precedence Values, as they DSCP values and DS
they define the type of service with which the packet will be handled. DSCP value contains 6-bits,
which translates to it 64 possible values and consequently 64 traffic classes [20]. The PHBs are

not encoded, allowing for flexibility in defining specific behaviors for different traffic classes.

Table 2: Priority Precedence Values

Networks uses three commonly defined PHBs namely:

o Default Forwarding (DF).

o Expedited Forwarding (EF).

e Assured Forwarding (AF).
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Default Forwarding (DF)

Expedited Forwarding (EF)

Assured Forwarding (AF)

Used for traffic that does
not meet any of the
requirements of the defined
classes in the network is
placed.

Implements no
prioritization when
handling traffic from
different applications.
Implements first come first
serve when assigning
network resources to
applications.

Applications compete for
QoS resources resulting
into network congestion
and network delays

The traffic is placed as

best-effort traffic [29].

Used for traffic with
QoS requirements that
are low latency and low
packet loss.

Assigns priorities to
different traffic classes.
Restricted use as the
applications using EF
are very sensitive to
latency and packet
drops.

Assigning too much
traffic on the same
priority level results in
overloads within the
priority level and
resulting into delays.
Used in applications
like VoIP, video

streaming

Used to ensure the
delivery of the packets,
while the traffic is kept
within a specified set of
constraints.

Traffic that exceeds the
given QoS constraints
risks being dropped in
cases of network
congestion.

Services being dropped
depends on the assigned
DSCP value.

Suitable for use when
implementing bandwidth
guarantees of services.
Ensures packet delivery
within a given set of

bandwidth constraints.

Table 3. Characteristics of the common PHBs DF, EF and AF
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Differentiated Services and Integrated Services architectures were examined, evaluated, compared
for the purpose of choosing the QoS architecture for this project.From having weighed
comparisons between IntServ and DiffServ QoS architectures, the class based QoS is considered
the best approach based on its merits and thus, DiffServ AF is the chosen QoS architecture for

implementation in this project.

43



4. DiffServ SDN QoS Architecture

This dissertation report uses the network laboratory facilities to implement and emulate the
network topology for the purpose of conducting network topology performance metrics
experiments, to prove scalability achieved using flow aggregation and bandwidth management in

SDN environment.

AF consists of four different classes and each class has three different drop rates, resulting into 12
different DSCP values that can be used to tune DiffServ domain. The four classes are assigned
different priority levels. The classes only with higher priority levels are prioritized in terms of
network resources reservation in the cases of network congestion as the traffic is divided between

different classes. This is achieved using the weighted fair queuing (WFQ) algorithm.

4.1 Weighted Fair Queuing Algorithm

WEFQ is an algorithm that separates traffic into weighted classes. Every packet is assigned a traffic
class and placed into a class specific queue which receives a rate that depends on its assigned
weight compared to the total sum of weights between all classes. WFQ is used to deliver equal rate

divided to all flows [21].

The rate that each weight class received is computed in the following way:

Wi
R x L.

o (1)
RG) = > wi
k=1
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Where:

R represents the maximum link rate

o W refers to the weight of a given flow.

e The weight is divided by the sum of all weights to give a fraction of the rate for the
flow to receive.

e The weight of each individual flow is configured such that higher priority classes are
assigned a higher weight to ensure priority treatment between the classes.

e nrepresents the total number of flows.

The drop rate specifies the probability that the network packets are dropped in cases of network
congestion if the traffic has been assigned the same priority class level.

The drop rates that exist are:

e Low.
e Medium.

If the network experiences congestion, packets with higher drop probability are dropped. To avoid
issues with Tail drop, Random early detection (RED) is devised when dropping the network

packets.
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Avr = average queue length
MaxThres = max queue length threshold
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N
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4 \
Enqueue Drop
packet packet
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O

Figure 4.1.1: Random Early Detection Algorithm Flow Chart [19].

4.2 Random Early Detection and Tail Drop

Tail drop is one of the basic queuing management algorithms. It works in the following way:
o Allow the queue fill up.
« Drop each incoming packet until the queue has free space to accommodate new packets

[22].
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The algorithm is not efficient, since it does not assign any special treatment to any priority class
levels, as it drops every incoming packet. It is unfairly biased towards packets of bursts nature.
The bursts quickly fill up the queue and occupying the space, resulting in the dropping of other

packets.

Tail dropping network packets can create TCP Global Synchronization (TGS). This happens when
numerous TCP connections have their packets dropped as a result of tail drop. In that case each of
the connections must reduce their transmission rate and battle with the congestion at the same rate,
which results into poor utilization of network resources due to reduced transmission rates from the

TCP hosts.

The results of reduced transmission rate can cause:
e TCP hosts to start ramping up their transmission rate at the same time, which then
leads to congestion.
o They will then reduce the rate in order to battle the congestion, and now a cycle of

unused network resources overflow will follow [23].

Tail drop has no QoS mechanisms implementation and cannot be used in conjunction with PHB.
RED has the following benefits over Tail drop:
e RED provides some forms of QoS mechanisms applied to the queuing system.

o Helps with avoidance of TGS.
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RED operates differently than Tail drop and this is shown here:

e RED is based on the computation of the average queue size with a minimum and
maximum threshold for that average value.

« For each incoming packet it computes the queue average size and compares it to the
maximum threshold and the minimum threshold.

e If the mean value lies between the minimum and maximum thresholds, packets are
then marked with a drop probability

« Marking packets with drop probability increases with the amount of bandwidth the
connection has.

e The more packets marked inside the queue for a given connection, the higher is the
probability of it getting dropped.

e The packets are then dropped with the calculated probability.

e In a case whereby the mean is lower or higher than the thresholds, no probability is
applied.

o If the average is lower than minimum, nothing happens.

If the average is larger than maximum, all packets are dropped, which is like tail drop.

The RED algorithm executes on every incoming packet is summarized in the pseudocode below:

Average queue size calculation: avg_size
) if ( max_threshhold > avg_size > min_threshold)
4 {

5 Calculate drop probability p

6 Drop with probability of p

S

8 else if( avg_size > max_threshold )

Drop

Figure 4.2.1: RED Algorithm.
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The Drop probability ranges from 0 to 1 and is computed as:

avgSize —minThreshold

P =
1 maxThreshold — minThreshold

" 1—count x Py

P (3)

Where:

e count is the number of packets received counting from last dropped packet.

e prepresents the drop probability .

« Plisa configurable value in the range between 0 and 1.

e minThreshold — specifies the average queue size below which no packets will be
marked.

o maxThreshold — specifies the average queue size above which all packets will be
marked.

e The optimal values for minThreshold and maxThreshold depends on the desired
average queue.

e For bursty traffic the minThreshold value should be large to allow the link
utilization to be maintained at an acceptable high level.

e The optimal value for maxThreshold depends on the maximum average delay that

can be allowed by the router.

4.3 Class Selection

The DS field serves as the equivalent version of TOS field and the DiffServ still requires
backwards compatibility with networks that are still using the old TOS fields. The backwards

compatibility is important so that networks with DiffServ can be integrated harmoniously with
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networks that are still using TOS. The Class selector (CS) PHB is defined to ensure that backwards
compatibility is possible.

TOS field uses 3-bits and the CS uses the first 3 bits in the 6-bit DSCP field to match. The CS
values ranges from 0 to 7 to match the assigned TOS priority levels. The three last bits in the
DSCP field are always set to for DiffServ to identify that the DSCP value it reads are from a TOS
network. When the last 3 bits in the 6-bit fields are 000 the CS PHB is applied. When the last 3

bits are set to something different from 000 then either DF, EF or AF are applied.

DSCP Binary | DSCP Decimal Equivalent | Assigned Equivalent Priority Level
Value Value TOS Assignment
000 000 0 Best Effort 0
001 000 8 Priority 1
010 000 16 Immediate 2
011 000 24 Flash 3
100 000 32 Flash Override 4
101 000 40 Critical 5
110 000 48 Internet 6
111 000 56 Network 7

Table 4: Traffic Class selection Values and Priority Level Assignment.

The table 5 below depicts the DSCP values are commonly used in networks [28].
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DSCP Binary DSCP Decimal PHB Drop Rate Precedence Priority
Value Equivalent value Assignment
101 110 46 EF Not 101 Critical
Applicable
000 000 0 Best Not 000 Routine/ Default
Effort | Applicable
001 010 10 AF11 Low 001 Priority
001 100 12 AF12 Medium 001 Priority
001 110 14 AF13 High 001 Priority
010 010 18 AF21 Low 010 Immediate
010 100 20 AF22 Medium 010 Immediate
010 110 22 AF23 High 010 Immediate
011 010 26 AF31 Low 011 Flash
011 100 28 AF32 Medium 011 Flash
011110 30 AF33 High 011 Flash
100 010 34 AF41 Low 100 Flash Override
100 100 36 AF42 Medium 100 Flash Override
100 110 38 AF43 High 100 Flash Override

Table 5: Commonly Used DSCP values in Networks.
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4.3.1 DSCP Remarking

The knowledge of how to enable QoS in SDN has been gathered and the implementation of it is
undertaken here. OF offers support in marking packets with different DSCP values of choice. In
the DiffServ QoS architecture using AF QoS is implemented using DSCP Metering which is

discussed and implemented below.

4.3.2 DSCP Metering

OF version 1.3 introduced the concept of metering, which enabled SDN operators to pass flows
into specified meters that perform actions upon those flows [24]. These actions allow for the
implementation of QoS mechanisms in SDN. Actions such as DSCP remarking based on flow rate
is enabled with metering in OF version 1.3.
The concept of metering contains two parts:

e Meter Tables.

e« Meter Bands.

4.3.3 Meter Table

A meter table is made up of numerous meter entries. Each entry in the meter table is associated
with a unique flow. This allows the capability to impose different operations to each flow. It also
allows the capability to regulate each unique flow, QoS mechanisms can be implemented. Using
meters, the DSCP values can be altered to suit the flow rate, resulting in that a DiffServ domain

can be created.
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The meter table works in the following way:
o Each flow that has a meter must pass and using the meter and meter bands before it
gets forwarded.
e The meter measures the rate of each flow that passes through.
« This allows for options to impose operations based on rates with the help of meter
bands.
e The meter entries are attached to each flow so that it can distinguish flows from similar
ports. It is not limited by the number of ports to perform QoS operations.
« The operations are based on the number of flows.
o It does not group up every flow that belongs to the same port.
A flow does not need to be attached to a meter entry. It is generally left with the developer to select
which flows, or type of flows that meters should be attached to entries and passed through the
meters. A flow can also go through numerous meters. Each flow cannot be attached to numerous
meters simultaneously, but it can be used in succession. This is achieved by using different meter

entries in different flow tables.

A meter entry is made up of three components namely:
1. Meter Identifier - The Meter ID is a 32-bit unsigned identifier which is used by flows
for identification of meter entry class.
2. Counter - A normal counter that keeps track of the number of packets that has been
processed by the meter. The counter is updated for each packet.

3. Meter Bands works in the following way:
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e The meter that measures the rate of each incoming attached flow.

« Holds the instructions and executes the operations based on the measured rate of the
flows.

o Every Meter band carries instructions on what to do when a flow reaches a specified
set rate.

o Applies actions when the flowrate is greater than the specified set rate of the meter

[24].

A meter can define numerous meter bands, with only one Meter band being be applied each time
the packet passes through the meter. In an event whereby a meter has many Meter bands defined,
the Meter band with the highest set rate still being below the current measured flow rate takes
priority in execution. In an event whereby the flowrate is lower than any of Meter band rates

configured, no actions are executed.

A Meter band fundamentally has two basic actions that it can perform when a flow exceeds the set
rate of the band. The two actions are the:
o Drop - Orders the Meter band to drop every packet if the current flow rate exceeds the
Meter bands rate.

o DSCP Remark - allows the Meter band to increase the drop rate by modifying the 6-bit DSCP

field. In the AF standard, this can be done by increasing the DSCP value while still in
the same class. With DSCP remarking applied based on current flow rate, a DiffServ

domain could be created.
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In summary, a Meter measures the rate and forwards that information to multiple Meter bands that
apply actions based on that rate. A meter entry is attached to a flow that directs the flow into a

specified Meter. Every meter entry consists of the Meter table.

The ability to change DSCP values based on flow rates, higher priority can be assigned to flows
within given rates and lower the flows priority if they exceed it. This ensures that bandwidth
guarantee can be achieved. The lower priority traffic is only dropped in cases of congestion, excess
traffic is allowed when enough network resources are available to meet the QoS requirements of
traffic flows.
The priorities were assigned as follows:

o PAF = AF traffic priority = 2.

o PEF = EF traffic priority = 3.

« PBE = BE traffic priority = 1.
If the length of a queue class is longer than other queues, that queue will be served faster than the
queue whose length is smaller. If the queues are of equal length, they will be served according to
their priority value. Each traffic class therefore is serviced as per the product of queue length and
assigned priority. For example, traffic in EF class will be serviced fastest when its queue length is
large. Traffic in AF class will be serviced faster only if when its queue length is higher. BE traffic

will serviced highest when there is no AF and EF class traffic.
4.4 Proof of Concept

In the proof of concept (PoC), the objective is to prove the applicability and validate the methods

and theories of QoS mechanisms in SDN using real-time tests and experiments. A PoC has been
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established to offer and back with evidence that SDN can achieve bandwidth guarantees through

QoS with the help of DSCP and Meters.

Virtual switches are used in implementing of PoC through emulation. An emulated network
environment with hosts and SDN-compatible switches meets the requirements to perform different
tests to prove and validate the concepts, theories and methods. The basic requirements for the
network environment are that it should offer support for SDN-switches and is OF compatible.

This allows for the usage of SDN controllers which is required to offer DSCP remarking with
Meters. The suitable tool for implementation of these concepts is a networking emulation software

called Mininet.
4.4.1 Development Tools

Experimentation apparatus is revealed in this section and was used to setup the different network

topologies for a design research goal. The tools will be discussed in this chapter.

4.4.2 Mininet

Mininet provides the following advantages:
« Mininet is an open source network emulator and its core focus is on OF and SDN-
controllers that are OF compatible.
e Mininet is a tool for emulating SDN networks.
e Mininet runs on a Linux kernel and uses Python API.
o It offers a complete networking experience.
« Itprovides all the network functionalities from end-hosts to switches and routers.

« Mininet tool can be used to emulate a complete network setup.
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e Virtual hosts, switches, links, and controllers are an equivalent version of those
implemented in hardware.

« Allows for the creation of a customized network of choice.

@ @ lindokuhlebiyase — ssh -X ubuntu@192.168.56.102 — 134x54
~ — ssh -X ubuntu@192.168.56.102 ~ — ssh -X ubuntu@192.168.56.102

Last login: Tue Sep 10 22:45:21 on ttys9ee

(base) Lindokuhles—MacBook—Pro:~ lindokuhlebiyase$ ssh —X ubuntu@Rl92.168.56.102
ubunNntu@Pl92.168.56.102's password:

Welcome to Ubuntu 14.04.3 LTS (GNU/Linux 3.13.0—24—generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Tue Sep 10 13:38:34 PDT 2019

System load: ©.09 Users logged in: a

Usage of /: 40 .5% of 18.34GB IP address for ethe: 10.0©.2.15
Memory usage: 25% IP address for ethl: 192.168.56.102
Swap usage: 1% IP address for docker©: 172.17.42.1
Processes: 149

Graph this data and manage this system at:
https://landscape.canonical.com/

*%** System restart required *kx*x*
Last login: Tue Sep 10 13:38:34 2019 from 192.168.56.1
ubuntu@sdnhubvm:~[13:511% sudo mn ——topo linear,2 ——mac ——switch ovsk ——controller remote —Xx
%% Creating network

*%% Adding controller

Unable to contact the remote controller at 127.©.0.1:6633
%% Adding hosts:

hli h2

%% Adding switches:

s1 s2

*%% Adding links:

(h1, s1) (h2, s2) (s2, s1)

*%* Configuring hosts

hi h2

%% Running terms on localhost:10.0
*%% Starting controller

ce

*%% Starting 2 switches

s1 s2 ...

%% Starting CLI:

mininet> xterm c©

mininet> XTER H2

*%*% Unknown command: XTER H2
mininet> xterm h2

mininet> xterm h2

mininet> xterm h2

mininet> xterm h1l

mininet>

mininet> xterm h2

mininet> xterm c®©

mininet>

Figure 4.4.2 Mininet Invocation Environment
An emulated SDN network can be configured to behave in a similar way as the real SDN network.
An emulated SDN network is created and is considered sufficient to create a proof of concept.
Mininet imposes limitations compared to a real physical network. These limitations include:
e All Mininet components share the same computer resources.
o Sharing of resources creates competition and results into a slow experience than the

physical network can offer.
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e Itis not suited for experiments ranging around 10 Ghps.

As a trade-off for performance, emulated software has the advantage of being customizable. It can
create topologies based on the user's choice, instead of being limited by the number of switches
purchased, physical space, etc.

Mininet is used to implement the PoC and gives supporting evidence that DSCP remarking with
meters can be used to enhance QoS provisioning. The ability to customize network allows more

test cases than a high speed network.

Recommended resources for Mininet network emulation are given below:
e Mininet requires Linux Operating System (OS) to run.
e Ubuntu is the recommended distribution to use.
e Using a Virtual Machine (VM) is recommended for the use of Mininet, thus running

Mininet inside an OS that is provided from the VM [25].

Benefits of using a VM for running Mininet experiments are as follows:
e VM allows for virtualization of an OS of choice that provides the best compatibility
with Mininet.
e VM provides benefits such as changing OS and OS version with ease and modifying

the OS according to desired preferences, without impacting the host computer.

4.4.3 Oracle VM Virtual Box

The chosen VM used is the VirtualBox. VirtualBox is the recommended choice of VM from

Mininet [25]. The key factor that was taken into consideration is that the VirtualBox is free
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compared to VMware which is a popular VM that only has a free trial requires subscription to keep
on using its services. [26].

A VM is an emulator. An emulator can emulate different systems. Emulation enables the computer
system to imitate another computer system. This enables the computer to run programs and tools
designed for other computer systems [27]. This means that any OS can be used to run Mininet.
The VM can emulate any OS for Mininet without restrictions on what native OS the computer runs

on.

VMs such as VirtualBox creates a separate environment for the emulated OS to run on. The
emulated environment cannot infringe on the Host OS allowing the user to use multiple OS

simultaneously, in different windows.

= Oracle VM VirtualBox Manager
1“ ||| Tools ot s e -
—L b New Settings Show

— S S b b AT =l o ting Syst Obuntu (64-bit) ——
& Runnin p— perating System: untu -
9 Settings File Location: /Users/ -
lindokuhlebiyase/
VirtualBox VMs/SDN
Hub tutorial VM 64- 3

bit with Docker

|m| sSystem

Base Memory: 2560 MB
Processors: 2

Boot Order: Floppy, Optical, Hard Disk
Acceleration: VT-x/AMD-V, Nested Paging, PAE/NX
s pisplay

Video Memory: 12 MmMB

Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled

2] Storage

Controller: IDE
IDE Secondary Master: [Optical Drive] Empty
Controller: SATA
SATA Port O: SDN Hub tutorial VM 64-bit with Docker-disk1.vdi (Normal,
20,00 GB)

Audio

Host Driver: CoreAudio

Controller: ICH AC97

Y Network

Adapter 1: Intel PRO/1000 MT Desktop (NAT)

Adapter 2: Intel PRO/1000 MT Desktop (Host-only Adapter, ‘vboxnetO')
usse

USB Controller: OHCI

Device Filters: O (O active)

L.7] sShared folders
None

= Description
Ubuntu 14.04 64-bit

Figure 4.4.3: VirtualBox Environment

59



4.4.4 SDN Hub

SDN Hub provides an OS with Mininet already configured, installed and several other tools and
controllers which are useful. The SDN Hub OS is Ubuntu which is compatible and recommended
for use with Mininet. Additional tools for SDN developing are included which provide ease-of-
use to the user that does not have to install these tools separately.
Tools that come with SDN Hub include:

e SDN Controllers: OpenDaylight, ONOS, Ryu, Floodlight, FloodlightOF1.3, POX,

and Trema.

e Open vSwitch 2.3.0 with support for OF 1.2, 1.3 and 1.4

e Mininet

e Pyretic

e Wireshark 1.12.1

o JDK 1.8, Eclipse Luna, and Maven 3.3.3.

[Z] Terminal 12 Sep, 04:16
-+0 -+ 0

File Edit View Terminal Tabs Help
7 ‘/
p
r/

/

ubuntu@sdnhubvm:~[04:13]$ pw
pw: command not found
ubuntu@sdnhubvm:~[04:13]$ pwd
/home/ubuntu
ubuntu@sdnhubvm:~[04:13]$ 1s

| Refresh Firefox...| %

Figure 4.4.4: SDNHub Environment with Tools
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A preconfigured VM with Mininet installed with useful tools offers a huge ease-of-use advantage
over creating a fresh VM with Ubuntu and manually installing required tools. The benefits result
in the choice of SDN Hubs preconfigured VM over creating a new fresh Operating System from

scratch.

SDN Hubs VM provides the virtual SDN switch Open vSwitch with the following features:
e Open vSwitch for usage with Mininet.
e Open vSwitch (OVS) is arguably the most used virtual SDN switch.
e OVS supports OpenFlow 1.3.

e It does not have any support for Meters.

Meters plays a critical role in how QoS and Bandwidth guarantee will be achieved. Support for
Meters are planned in release 2.8 [28]. Therefore, another virtual SDN switch must be used.

The Openflow Soft switch (OfSoftswitch) is a virtual SDN switch which provides support for the
Meters that OVS does not support. OF 1.3 and Meters is all that is required to achieve QoS [29].

OFSoftSwitch is compatible with Mininet as the emulated network environment chosen [30].

4.4.5 Controller Choice

The tools needed for testing and running PoC experiments, involves the controller that should be
chosen to manage the network. The selection of the controller is derived from the project

requirements and objectives.
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In order to achieve QoS the following requirements must be satisfied:
e DSCP will be used.
e Meters will implement DSCP remarking.
e The switches need to support OpenFlow 1.3 for Meters to be enabled.
o Controllers must support OpenFlow 1.3, otherwise they won’t be compatible with
each other.
« A controller suited for quick deployment and prototypes is suitable for the purpose.
e Ryu is the best controller for OpenFlow support as it is suitable for quick prototyping
[31], [32].
With all the needed tools available, the PoC experiments are conducted and the theories and

methods will be tested.

5. Proof of Concept Tests

Experiments are performed in an emulated environment that behaves like a physical SDN network
to validate the PoC. With this, it can be further researched if SDN can implement bandwidth

management and provide QoS guarantee.
To conduct these PoC tests, a test topology is required. It is a basic topology with the bare

requirements to test QoS in SDN networks. The test topology of the network must be able to

simulate congestion to see that different priority levels are working as desired.
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5.1 Solution Design

This section presents the chosen SDN topologies that will be used to test the concept of bandwidth

scalability management and flow aggregation.

5.1.1 Solution Design Process

Bandwidth management and flow aggregation are amongst the core issues which must be solved
when scaling up medium to large network enterprises. Network components have limited
computing resources which must be shared among different network activities such as routing,
rerouting, measurements, security, link discovery, path recovery and load balancing. Due to the
complexity in managing the bandwidth when the network grows, it gives rise to a scalability

concern that needs to be addressed.

The scalability of bandwidth management and flow aggregation in SDN can be addressed using
different methods. It is essential to design a solution to improve scalability in SDN. The aim of
this thesis is to investigate the scalability of bandwidth management and flow aggregation
techniques in SDN.

The following flowchart in Figure 5.1 is a summary of the design process.
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Validate and Evaluate
Start
Results

Create A Customized
Tree Network
Topology
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Start and Configure
Ryu Controller

SLA Parameters Set
v

Test Network
Performance Metrics

SLA Parameters Not Set

Get Results —

Figure 5.1.1 Design to Validation and Evaluation of Results

5.2 Solution Design Models

This section introduces network topology used for investigating scalability of bandwidth

management and flow aggregation methods applied to SDN.

5.2.1 Tree Topology Model: Network Performance
The model is used to investigate the scalability of flow aggregation and bandwidth management

methods in SDN.
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Scalability of bandwidth management and flow aggregation is considered as a complex
problem that needs to be attended by decomposing the problem under which the
network is most probably expected to perform.

Tree Network Topology is made up of 7 switches and is shown in the following figure
5.2.1 as the SDN topology.

The model has been chosen for a constant number of network nodes with 16 hosts while

testing the bandwidth management scalability under the given condition.

[ o) ] X/ MiniEdit

| File Edit Run Help

=
#]
-

Figure 5.2.1. Customized Tree Topology with 16 Hosts

The controller controls and communicates with all 7 switches via the OpenFlow

protocol.
The Tree Topology was chosen to effectively prove bandwidth management and flow
aggregation acceleration under constant network nodes test.

Hosts are labelled from h1 to h16 and under different scenarios the test will be

conducted between any two hosts to prove the concept.
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e The routes are chosen to include the maximum number of switches in 2 different use
case scenarios.
Scenario 1
e Per flow QoS operation
Scenario 2
e QoS by using DiffServ operation
The results obtained using these scenarios will be compared to prove the scalability of bandwidth

management and flow aggregation in SDN.

5.3 Scalability Bandwidth Management Models

This section outlines the selection of each model and provides the rationale behind the choice of
each model in each of the use case scenarios. QoS is a technology that can transfer the data in
accordance with the priority based on the type of data, and reserve network bandwidth for a
communication in order to communicate with a constant communication bandwidth on the

network.

5.3.1 Model Setup Description

The purpose of this thesis is to prove the case of scalability of bandwidth management and flow
aggregation in SDN, as one of the measures of enhancing the scalability of the network. The core
focus is then on the bandwidth management techniques that guarantees QoS applied to the
switching elements in the data plane.

The Model is designed to test the maximum number flows with SLA and QoS parameters through

each switch using the preferred route.
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Model 1 setup is a network topology to allow maximum flow through a chosen path between two
hosts and the controller can oversee a maximum of 7 switches as depicted in the diagram, 16 hosts

are connected to 7 switches of the SDN topology.

The test setup summary is given below:

Mininet running on Ubuntu 18.04.1 LTS

The Ryu Controller running on Python.

Network access for the switch and controller communication.

Python Programming Language.

OpenFlow Switch.

The customized network topology is designed using Python programming language and it is
imported into Mininet to conduct experiments. The topology is created with queue settings and
rules to reserve network bandwidth and allows for traffic shaping. The communication link is
designed to have 1Mbps capacity to prevent congestion in the link when large packets are being

sent to and from the server. The objective is to study the throughput of this network topology.

A network topology is a graph G = (V, E) with capacities c(u, v) for every edge (u, v) € E. Among
the nodes V are hosts, which send and receive traffic flows, connected through non-terminal nodes
called switches. Each host is connected to one switch, and each switch is connected to zero or
more hosts, and other switches. For switch-to-switch edges (u, v), the capacity c(u, v) = 1 is set,
while host-to-switch links have infinite capacity. This allows for test the stress of the topology. A
traffic matrix (TM) defines the traffic demand: for any two hosts v and w, T(v, w) is an amount of

requested flow from v to w.
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The throughput (T) of a network G with TM is defined as the maximum value t for which T -t
is feasible in G. This means that the maximum t for which there exists a feasible multi commodity
flow that routes flow T(v, w)-t through the network from each v to each w, subject to the
link capacity and the usual flow conservation constraints. This can be formulated in a standard
way as a linear program and is thus computable in polynomial time. If the nonzero traffic
demands T(v, w) have equal weight, this is equivalent to maximizing the minimum throughput of
any of the requested end-to-end flows. This maximization is a standard problem called maximum
concurrent flow [50]. Furthermore, this objective function captures the notion of fairness among

flows

5.4 Implementation

The solution designed is implemented on Mininet using Python programming language to prove
the scalability of bandwidth management and flow aggregation which is the core focus of the

project.

5.4.1 Solution Design Implementation

This section outlines the design implementation procedure to realize the network topology. Python
programming language is used to create the topology for conducting the experiments and testing
of the network topology using Mininet. For both models the Flowchart below will be used, and

results will be compared, analyzed and evaluated in the next chapter.
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l

Python Code To
Create A Customized
Network Topology

Run Network
Performance
Experiments On
Mininet

Obtain Results

l

End

Figure 5.4.1(a) Implementation Flow Chart.
The customized tree topology is created in Python with parameters configured in the
code, parameters such as line loss, bandwidth, and delay.
The code then is imported into Mininet where the design code is emulated by Mininet
and some testing are conducted to observe topology performance metrics.
The SDN controller runs remotely and it facilitates communication between the
switch and the controller via OpenFlow protocol.
The controller that is used for the experimentation is the Ryu controller and the Code

for the Ryu controller is found in the Appendix.
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Figure 5.4.1(b) Model Set up Implementation Flowchart.

5.4.2 Per Flow QoS Operation Model Emulation

This section outlines the procedure undertaken when emulating the network topology depicted in
Figure 5.2.1. In this emulation model, the throughput, jitter, datagram transfer rate and datagram
percentage losses are observed. Through using Mininet commands a client-server architecture is
setup between the two hosts for the observing the SLA and QoS parameters during the test.

The following Figure 5.4.2(b) depicts the procedures undertaken in setting up the client-server
relationship between the two hosts. Mininet prompts appear when the network has been created,
the network topology has 16 hosts, and any two hosts can be chosen to run testing commands. The
host's windows are invoked by using the ‘xterm h2 h1’ command in the Mininet prompt with the

two end hosts h2, h1 being selected to test the network.
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® - @

~ — |Python: usersnfs/tiyani — -bash

Graph this data and manage this system at:

https://landscape.canonical.com/

133 packages can be updated.
2 updates are security updates.

New release '16.04.6 LTS' available.

Run 'do-release-upgrade' to upgrade to it.

7 lindokuhlebiyase — -bash — 172x55

~ — -bash

Last login: Thu Sep 26 13:45:54 2019 from 192.168.56.1
ubuntu@sdnhubvm:~[13:461% cd ryu/ryu/app/
ubuntu@sdnhubvm:~/ryu/ryu/app[13:47] (master)$ sudo python ./qos_sample_topology.py
Unable to contact the remote controller at 127.0.0.1:6633
mininet> xterm hl hl c@ c@ h2 h2 h4 h4 hlé hié

Figure 5.4.2(a) Mininet Command invoking Network Nodes including Hosts h1 and h2.

The throughput capacity of the network is an important parameter of the network. It indicates how
reliable the network and it indicates the loss probability of packets which can be dropped by the
network. In testing the throughput of the network, two hosts from the network end-users where

selected. The following Figure 5.4.2(b), (c) shows where one host was set up as the server and

another one as the client.

[ ] &

"Mode: h1"
rootBsdnhubumt™ruyndryudsppl16:18] (master)$ iperf -z -u -i 1 -p GOO1

Server listening on UIP port 5001

Receiving 1470 byte datagrams
208 KByte (default)

UIP buffer size:

[ 5

[ ID] Interwal

[ 52] o0,0- 1,0 zec
[ 52] 1.0- 2,0 sec
[ B2] 2,0- 2,0 zec
[ 52] 3.0- 4,0 sec
[ 52] 4,0- 5,0 sec
[ 52] 5,0- 6.0 =ec
[ 52] B.0- 7.0 sec
[ 52] 7.0- 8,0 zec
[ 52] 8.0- 9,0 sec
[ B2] 9,0-10,0 zec
[ 52] 10,0-11,0 sec
[ 52] 0,0-11,3 sec

Transfer
115 KBytes
118 KBytes

74,6 kBytes

53,9 kBytes

42,1 KBytes

45,9 kBytes

33,8 KBytes

b4 B EBytes

23,0 kBytes

40,2 kBytes

E0,3 kBytes
B35 KBytes

read failed: Connection refused

941
364
E12
432
03
276
218
447
270
229
434
433

kbitss/zec
kbitz/zec
kbitz/zec
kbitz/sec
kbitz/zec
kbitz/zec
kbitz/zec
kbitss/zec
kbitz/zec
kbitz/zec
kbitz/zec
kbitz/zec

Jitter

9, 405
3.773
11,557
12,537
10,648
3,805
7,042
138,536
12,567
77
7,487
22,339

mz
mz
ms
mz
mz
ms
mz
mz
mz
ms
mz
mz

2] local 10,0,0,1 port 5001 connected with 10,0,0,2 part 440397
Bandwidth

Lost/Total Datagrams

0
0/
0/
0/
52/
43/
E4/
4h/
E1/
5a/
46/
74/

g0 (0F)
82 (0%
B2 (0%)
41 (0E)
B2 (B3%)
B0 (E0E)
a1 (F0E)
83 (04¥)
B4 (73E)
85 (E7H)
2o (o2
802 (44%)

Figure 5.4.2 (b) Server Setup Listening on UDP Port 5001
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@

ht

"Maode: h1"

root@zdnhubumn: ™ Aryudryudapp(16:18] (mazter)$ iperf -2 —u -i 1 -p 5002

Server listening on UDP port BO0Z

Receiving 1470 bute datagrams
208 KByte (default)

UIP buffer size:

[ &

[ ID] Interwal
[ 52] oO.0- 1,0
[ 52] 1.0- 2.0
[ 52] 2.0- 3,0
[ 52] 3.0- 4,0
[ 52] 4.0- 5,0
[ 52] &5.0- B0
[ 52] B.0- 7.0
[ 52] 7.0- 8.0
[ 52] &.0- 9,0
[ 52] 9.0-10,0

[ 52] 0,0-10.9

zeC
Zec
Zec
Zec
ZEC
Zec
Zec
Zec
Zec
e
Zec

Tranzfer

BE0,3 KBytes
E1.7 KBytes
70,3 KBytes
74,6 KBytes
93,3 KBytes
70,3 KBytes
80,4 KBytes
E3.9 KBytes
71,8 KBytes
113 KBytes
a7 EButes

read failed: Connection refused

Banduidth

434
B0
57E
£12
652
5/
E53
564
5a3
329
E4E

kbits/zec
kbitszec
kbitzs/zec
kbitz/zec
kbitz zec
kbitz/zec
kbitszec
kbitzs/zec
kbitz/zec
kbitz zec
kbitz/zec

11,524
7,484
3,158
4,230
5,760
3,467
5,348
3,433
5,584
5,317
5,828

mz
mz
mz
mz
mz
mz
mz
mz
mz
mz
mz

2] local 10,0.0,1 port 5002 connected with 10,0,0,2 port 49503

Jitter Lost/Total Datagrams

0s
10/
25
a4/
24/
8/
28/
LTy
By
I
2821

42 (0%}
532 (19%)
84 (42%)
7B (328
92 (37%)
B7 (443
B4 (334}
83 (42%)
8O (4333
86 (8.1%)
an0 (30%)

Figure 5.4.2. (c) Server Setup Listening on UDP Port 5002

®

!

"Mode: h2"

root@zdnbubym:™Aryudryudapp[13:48] (master)$ iperf - 10,0,0,1 -p 5001 -u -b 1H |

Client connecting to 10,0.0,1, UIP port SO01
Sending 1470 byte datagrams
208 EByte (default)

UIP buffer size:

[ &

[ ID] Interwal
[ &

[
[

Tranzfer

B35 EBytes

Bandwidth

2] 0,0-10,0 =ec 1,19 MBytes 1000 Kbitz/szec
52] Sent 8952 datagrams
52] Server Report:
[ 62] 0,0-11.3 sec

2] local 10,0,0,2 port 44097 connected with 10,0,0,1 port 5001

438 kbits/zec 22,3928 ms 3747 852 (443)
rootBsdnhubum: “Aryudryadappl16:22] (naster)$ ||

Figure 5.4.2. (d) Client Setup Sending Traffic through Port 5001
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20® X/ “Node: h2" |
rootEsdnhubum ™ ruudryudapp[13:48] (master)$ iperf -c 10,0,0,1 -p 5002 -b 1M |
WARMING: option -b implies udp testing

Client connecting to 10,0,0,1, UDP port BO0Z
Sending 1470 byte datagrams
UDP buffer =size: 208 KByte (default)

[ 52] local 10,0,0,2 port 49608 connected with 10,0,0.1 port 5002

[ ID] Interwal Tranzfer Bandwidth [
[ 521 0,0-10,0 zec 1,139 MBytes 1000 Kbits/sec

[ 52] Sent 350 datagrams

[ 52] Server Report:

[ 521 0,0-10,9 sec 857 KBytes B4F Kbits/sec 5,827 ms 253/ 850 (30F) [
root@zdnbubyvm:“Argudruudappl16:22] (nazter)$ | i

Figure 5.4.2. (e) Client Setup Sending Traffic through Port 5002
The Client-Server architecture was set up in the following way:

e Host h2 was set up to be the client node sending UDP Traffic through ports 5001 and
5002.

e Host hl was set up to be the server node listening to incoming traffic on ports 5001
and 5002.

o Network packets are sent from the client to the server nodes and the measurement of
network throughput is done.

e The server is setup using the Mininet command: ‘iperf-s —u -i 1 -p 5001°.

e Theclient is setup using the Mininet command: "iperf -c 10.0.0.1 -p 5001 —u —b 1M".

e The test was performed for this model with results and analysis found in section 6.1.

e The switches were configured for OpenFlow1.3 protocol and to implement traffic

shaping to prevent network congestion.

5.4.3 Per Flow QoS Operation Controller Configuration

The controller is configured to:

o Implement the packet processing and switching.
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« Modify flow table pipeline processing for registration of flow entries.
e The setup is shown in Figure 5.4.3 below.

| NN | %| "Node: c0" (root)

rootBzdnbubem: ™ Argudryudapp[15:14] (master)$ #Installing Flow Entries
[root@sdrbubuem: ™ Aryudrundapp(15:14] (master)$ curl - POST —d '{"match": {"rw_ds
£ "10,0,0,1", “rw_proto”:"UDP", “tp_dst": "BO0Z"}, "actions"i{"queus"i "1"}}
" httpidflocalhost 18080/ 902/ rulesO0000000C00G0001

[[{"switch_id": "0000000000000001", "command_result": [{"result": "success", "det
ails"+ "0o5 added, : gos_id=1"}1}]root@zdnhubum s rundrgulapp[15:18] (master)$
trootBednhubum: ™ Aryudryudapp(19:19] (master)$ curl -4 POST -d '{"match": 1"rw_d=s
[t "10,0,0,2", "mu_prota":"UDP", “tp_dst": "S002"}, "actionz":{"queue": "1"})
" httpr/dlocalhost 3080/ 902 Ul 22 D000000Q00000001

([{"switch_id"; "0000000000O000OL", "command_result": [{"result": "success", "det
ails": "UoS added, : qos_id=2"3+1}+]rootBsdnbubam: ™ ryusryudapp(19:19] (master)$
root@zdnhubum:™ ey ryudapp[19:19] (master)$ curl -X POST -d '{"match": {"nw_ds
[t ¢ "10,0,0,3", "mu_prota"s"UDP", “tp_dst": "GO02"Y}, “actionz":{"queue": "1"}}
" http:/dlocalhost 3080/ 902 0l esA000000Q0CO0N001

[{"switch_id": "0000QQOQOO0000CL" , "command_result": [{"result": “success", "det
ails": "loS added, : qos_id=3"11}]rootBsdnhubum:™ ryusryudapp(19:20] (master)$ c
[url =% POST -d '{"match": {"rw_ds

" s "10,0,0,4", "aw_proto”:"UDP", “tp_dst": "SO02"}, "actions":{"queus": "1"}}
" http:/dlocalhozt 13080/ 902/ rul e 0000000000000

[{"switch_id": "0o0000000000000L" . "command_result": [{"result": “success", "det
ails": "oS added, : qos_id=4"}1}]rootBsdnhubum:™ryusryudapp(19:20] (master)$ c
url =¥ POST —d '{"match": {"ru_ds

t" s "10,0,0,5", "hw_proto”:"UDP", “tp_dst": "SO002"}, "actions":{"queus": "1"1}
| httpidflocalhost 18080/ 905 rules 0000000000001

Figure 5.4.3(a) Installing Flow Entries in the switches

o Configured switches with QoS settings depicted on Figure 5.4.3 (b), (c).
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@ @ % "Mode: c0" (root)

root@adnbubvmn: ™A ryul14:358] (master)$ ryu-manager ryu,app.rest_gos ryu,app.qos_s
imple_switch_12 ryu,app.rest_conf_switch

loading app ryu,app.rest_gos

loading app ryu,app.qos_simple_switch_13

loading app ruyu,app.rest_conf_switch

loading app ryu,controller,ofp_handler

instantiating app Mone of DPSet

creating context dpset

instantiating app Mone of ConfSwitchSet

creating context conf_switch

creating context wsgi

inztantiating app ryu,app.rest_conf_switch of ConfSwitchAPI
instantiating app ryu,app.gos_zimple_switch_13 of SimpleSwitchl3
instantiating app ryu,controller,of p_handler of OFPHandler
instantiating app ryu.app.rest_gos of RestloSAPI

(10616) wsgi starting up on httpi A0, 0,0,0:8080

[QaSTLINFO] dpid=0000000000000001: Join qos switch,
[DeSTLINFO] dpid=0000000000000004+ JToin qos switch,
[DeSTLINFO] dpid=0000000000000005: JToin qos switch,
[DeSTLINFO] dpid=0000000000000002: Toin qos switch,
[DeSTLINFO] dpid=0000000000000006 Join qos switch,
[DeSTLINFO] dpid=0000000000000003: Join qos switch,
LDDS][INFEI] dpid=0000000000000007 . Join qos switch.

Figure 5.4.3(b) Setting QoS Settings for the switches in the Controller.

[ ] ® ¥%| "Mode: c0" (root)

(10616) accepted ('127.0,0,1', 44457} |
127,0,0,1 - - [26/5ep 2019 14:55:24] "POST Aqos/queus 0000000000000001 HTTPA1,1" |
200 233 0,005362
(1061E) accepted ('127,0,0,1', 44453) |
127,0,0,1 - - [26/5ep/2015 15;18:37] "POST /qos rules 0000000000000001 HTTPAL,1" |
200 238 0,011530

(10616} accepted ('127,0,0,1', 444B1)

127,0,0,1 - - [26/%p 2019 15:19:39] "POST /qos rules 000000000000000L HTTP/L,1 |
200 238 0,007545

(10616) accepted ('127,0,0,1', 44453 |
127.0,0,1 - = [26/Sep 2013 15:20:03] "POST Aqos rules Q000000000000001 HTTPA

200 238 0,010496

(10616} accepted ('127,0,0,1', 444B5)

127,0,0,1 - - [26/%p/2019 15:20:21] "POST /gos/rules0000000000000001 HTTR/

200 238 0,007737

(10616) accepted ('127,0,0,1', 44457 |
127,0,0,1 - - [26/5ep 2019 15:20:43] "POST AgosrulesD00000000000000L HT

200 238 0,001939

(10616} accepted ('127,0,0,1', 44489)
127,0,0,1 - - [26/5ep/2019 15:21:00] "POST /qos/rules Q00000000000000L H

200 238 0,007957

(10616) accepted ('127,0,0,1", 44471
127,0,0,1 - - [26/5ep 2019 15:21:20] "POST Aqosrules 0000000000000

200 238 0,004453

(10616} accepted ('127,0,0.1', 44473) |
127,0,0,1 - - [26/5ep/2019 15:21:44] "POST /qos/rules Q0000000000001

200 238 0,006113

(10616) accepted ('127,0,0,1', 44475
127,0,0,1 - - [26/5eps2019 15:22:00] "POST Aqosrules 0000000000000

200 238 0,007309

Figure 5.4.3(c) Setting QoS Settings in the for the switches in the Controller

The queue settings on the switches were set as shown in the Table:
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Queue ID Max Rate Min Rate

0 500 Kbps -

1 1000 Kbps 800 Kbps

Table 6: Depicts the Switch queue Settings

5.4.4 Bandwidth Measurement: Per Flow QoS Operation

Bandwidth measurement was conducted between the client hosts h2 and the server hosts h2 in the
following way:
e Host hl (server) listens on ports 5001 and 5002 with UDP protocol with the files
saved.
e Host h2(client) sends 1Mbps UDP traffic to the port 5001 on h1 and 1Mbps UDP
traffic to the port 5002 on h1l.

e The server host hl and client host h2 are shown in Figure 5.4.4(a), (b), (c), (d) below:

[ NN | [%| "Node: h1"
rootBzdnhubym: ™ Argusryusapp[16:35] (master)$ iperf -= -u =i 1 -p 5001 > pflow_h
1=zhZch00l

read failed: Connection refused

Figure 5.4.4(a) Server Host hl Listening on Port 5001
[ @ @ [»] "Mode: h1"

root@sdnhubym: Ry ruusapp[16:35] (master)® iperf - —u —i 1 -p 5002 > pflow_h
1=h2ch002
read failed: Connection refused

Figure 5.4.4(b) Server Host h1 Listening on Port 5002
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| NON %/ "Node: h2"
root@zdnhubym: A ryudryudapp[16:35] (master)$ iperf —c 10,0,0,1 -p 5001 -u b 1H |

Client connecting to 10,0,0,1, UDP port G001
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

[ 52] local 10,0,0,2 port 24229 commected with 10,0,0,1 port 5001

[ I0] Interwval Tranzfer Bandwidth

[ B2] 0,0-10,0 sec 1,19 MBytes 998 Kbitsdsec

[ 52] Sent 851 datagrams

[ 52] Server Feport:

[ B2] 0,0-11,0 sec B35 KBytes 508 Kbitsdsec B,277 ms 373/ 8a0 (443
[ 2] 0,0-11,0 sec 1 datagrams received out-of-order

root@zdnhubun ~Sryudryudapp[16:36] (master)$ ]

Figure 5.4.4(c) Client Host h2 Sending UDP Traffic using Port 5001

0@ %/ "Mode: h2"
root@sdnhubum: ™ ryudruudapp[16:35] (master)$ iperf -c 10,0,0,1 -p 5002 -b 1M
WARMING: option -b implies udp testing

Client connecting to 10,0,0,1, UDP port B0O02
Sending 1470 byte datagrams
UDP buffer =zize: 208 KByte (default)

[ 52] local 10,0,0,2 port 48802 connected with 10,0,0,1 port G002

[ ID] Interwal Transfer Bandwidth

[ 521 0,0-10,0 zec 1,19 MBytes 998 Kbitz/szec

[ 52] Sent 250 datagrams

[ 52] Server Report:

[ 52] o0,0-11,4 sec 900 KBytes G458 Kbits/sec 22,288 ms 223/ 850 (26%)
root@zdnbubumt” Aryudryusapp[16:36] (mazter)$ |

Figure 5.4.4(d) Client Host h2 Sending UDP Traffic using Port 5002
« The UDP Traffic statistics were saved on the file and its contents could be retrieved

using 'more pflow_h1sh2¢5002" and 'more pflow_h1sh2¢5001' commands as shown

in Figure 5.4.4(e), (f) below:
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® - # "Mode: h1"
rootRednhubvm: “Aruudruulapp[03017] (master)$ more pflow_hlsh2eS001

Server listening on UDP port 5001
Receiving 1470 byte datagrams
UDP buffer size: 208 KBute (default)

[ 52] local 10,0,0,1 port 5001 comnected with 10,0,0,2 port 34229

[ ID] Interwal Transfer Bandwidth Jitter  Lost/Total Datagrams
[ 52] 0,0- 1,0 sec 58,9 KBytes 482 Kbits/sec 12,012 ms 0/ 41 (0F)

[ 52] 1.0- 2.0 sec 58,9 KButes 482 Khitsdsec 12,677 ms 0O/ 41 (0X)

[ 2] 2.0- 2.0 zec 44,5 KBytes 365 Kbits/sec 8,530 ms 50/ 81 (B2)
[ 52] 3,0- 4,0 zec 43,1 KBytes 353 Kbitsfzec 7,385 ms 54/ 84 (G42)
[ 52] 4.0- 5,0 sec 47,4 KBytes 388 Kbitsdsec 7.851 ms 574 90 (G3%)
[ 52] 5,0- B,0 =ec 40,2 KBytes 329 Kbitsfsec 9,612 ms 51/ 79 (E5Z)
[ 52] B,0- 7,0 sec 47,4 KBytes 388 Kbhitsfsec 8,402 ms 57/ 90 (G3Z)
[ 2] 7.0- 8.0 zec 35,9 KBytes 294 Kbits/sec B.735ms 527 77 (B3
[ 52] &8,0- 9,0 sec 70,3 KBytes G7E Kbitsfzec 7.790 ms 44/ 93 (47%)
[ 52] 9.0-10,0 sec 115 KBytes 941 Kbits/zec 8,450 ms 5 85 (5.9%)
[ 52] 10,0-11,0 sec 118 KBytes 964 kKbitsfsec 5,866 ms 4/ 06 (4,78)
[ 52] 0,0-11,0 sec B85 KBytes OG0B Khits/sec 6,278 ms 373/ 850 (44%)
[ 52] 0,0-11,0 sec 1 datagrams received out-of-order

rootBzdnhubun: “Aruudrunsapp[03:17] (master)$ [

Figure 5.4.4(e) Retrieving the Server Host h1 Port 5001 UDP Traffic file contents.

@ [ ] %| "Node: h1"
rootRsdnhubym *fruudrundapp[16:35] (master)d iperf -5 —u -1 1 —p 5002 > pflow_h
1sh2chonz

read failed: Connection refused
“CrootBednbubvm: ™ ruudruusapp[16:44] (masterd$ more pflow_hlsh2eH002

Server listening on UDP port G002
Receiving 1470 byte datagrams
UDP buffer size: 208 EByte (default)

[ 52] local 10,0,0,1 port 5002 comnected with 10,0,0,2 port 48303

[ ID] Interwal Tranzfer Bandwidth Jitter  Lost/Total Datagrams
[ 521 0,0- 1,0 sec 116 KBytes 953 Kbitsfsec 6,208 ms 0f 8l (0E)
[ 52] 1.0- 2,0 sec 118 KBytes 964 Ebitsfsec 4,784 ms 0f 82 (0E)
[ 52] 2.0- 2,0 sec 91,8 KBytes E70 Ebitsfsec 11,146 ms s 57 (0%
[ 52] 2.0- 4,0 sec 60,3 KBytes 494 Kbitsfzec 12,454 ms 0 42 (0E)
[ 521 4,0- 5.0 sec G4.6 KButes G529 Kbitsfsec 9.5924 ms 227 B7 (33%)
[ 2] 5,0- 6,0 =ec B1,8 KBytes E70 Kbitsfsec 5,347 ms 237 85 (33%)
[ 62] B,0- 7.0 zec GE7.5 KBytes G583 Khitsfsec 7,224 ms 38/ 85 (45%)
[ 52] 7.0- 8.0 sec 77.5 KBytes B35 Kbits/sec B,492 me 327 86 (37
[ 52] &8,0- 9,0 zec B0,4 KBytes B59 Kbitsfsec 5,988 ms 23/ 84 (33%)
[ 52] 9.0-10.0 sec BGG6.0 KBytes 541 Kbits’sec 4,693 ms 387 84 (45%)
[ 52] 10,0-11,0 sec 81,3 KBuytes 670 kKbitsfsec B,023 ms 28/ 95 (33)
[ 62] 0,0-11,4 zec 300 Kggtes . @48 Khi?sfsec 29,288 ms 2237 850 (26E)

Figure 5.4.4(f) Retrieving the Server Host h2 Port 5002 UDP Traffic file contents.
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5.5 Scalable QoS by DiffServ Operation Model

This model divides flow into the several QoS classes at the entrance router of DiffServ domain
and applies DiffServ to control flows for each class. DiffServ forward the packets according to
PHB defined by DSCP value which is the first 6-bit of ToS field in the IP header, and realizes
QoS. This model is emulated using a customized linear topology model (shown in Figure 5.5.1(a))

which scales bandwidth management with relative ease compared to the tree network topology.

This model includes operations such as setting queue and bandwidth configuration based on the

QoS class into Switch (Router) and installation rules of marking the DSCP value in accordance

with the flow.
C } C C C _m=
1 52 s3 Y s4 h4
™ S -
hl h2
(] L /
hT hé
m_C ~c ~c C__m
hg s8 s7 6 | 55 hs
F / hll
ho 10
o' /J c C =
o 10 S 12 h12
]
- 3 ~_ ,
h1s
m_C ~C| ~ O |

=8 [

Figure 5.5.1(a) Customized Linear Topology with 16 Hosts
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This section outlines the procedure undertaken when emulating the network topology depicted in
Figure 5.5.1(a). In this emulation model, the throughput, jitter, datagram transfer rate and datagram
percentage losses are observed. Through using Mininet commands a client-server architecture is

setup between the two hosts for the observing the SLA and QoS parameters during the test.

The following Figure 5.5.1(c) depicts the procedures undertaken in setting up the client-server
relationship between the two hosts. Mininet prompts appear when the network has been created,
the network topology has 16 hosts, and any two hosts can be chosen to run testing commands. The
host's windows are invoked by using the ‘xterm h2 h1’ command in the Mininet prompt with the

two end hosts h2, h1 being selected to test the network.

. lindokuhlebiyase — ssh -X ubuntu@192.168.56.102 — 172x55

~ — IPython: usersnfs/tiyani — -bash ~— ssh « sftp ubuntu@192.168.56.102

ubuntu@sdnhubvm:~[07:531$ cd ryu/ryu/app/

ubuntu@sdnhubvm:~/ryu/ryu/app[@7:53] (master)$ sudo python ./qos_linear_topology.py
Unable to contact the remote controller at 127.0.0.1:6633

mininet> xterm c@ c@ hl hl h2 h2 h4 h4 h16 h16 h3 h5 hé h7 h8 h9 h1e hll h12 h13 hl4 hi5
mininet> xterm sl s2 s3 s4 s5 sé s7 s8 s9 s10 s1l s12 s13 sl4 s15 sl16

mininet> xterm hl

mininet> hl ping h2

PING 172.16.10.10 (172.16.10.10) 56(84) bytes of data.

AC
~-= 172.16.10.10 ping statistics ---
137 packets transmitted, @ received, 100% packet loss, time 136068ms

Figure 5.5.1(b) Mininet Command invoking Network Nodes including Hosts h1 and h2.
The throughput capacity of the network is an important parameter of the network. It serves as an
indicator of network reliability and it indicates the loss probability of packets which can be dropped
by the network. In testing the throughput of the network, two hosts from the network end-users
where selected. The following Figure 5.5.1(c), (d) shows where one host was set up as the server

and another one as the client.
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®-& | "Mode: h1"

UDIP buffer size: 208 KByte (default) {
root@sdnhubum ™ Aryudryndapp[1d:41] (master)$  iperf - -u -1 1 -p 5003 >DServ05
s & [
[50] 11882 |
root@zdnhubum ™ ryudryndapp[14:41] (master)$  iperf - -u -1 1 -p 9002 >DSerwl5 |
Qo2 & [
[51] 11690 ,
root@zdnhubun ™ Aruudrgusapplld:41] (masterd®  iperf -2 -u —-i 1 —p 5001 >DSerwi
QoL & [
[52] 11696 |
rootBzdnhubum ™ ryudruudapp[14:41] (master)$ read failed: Connection refused
rgad failed: Connection refused

Figure 5.5.1 (c) Server Setup Listening on UDP Ports 5001, 5002 and 5003

® - & % "Mode: h2"

root@zdnbubum :Argudrundapp(14:41] (master)$ iperd —c 172,16,20,10 —p 5001 -u -
b 1M &

[1] 11702

Client connecting to 172,16,20,10, UDP port S001
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

[ 70] local 472,16,10,10 port 45335 connected with 172,16,20,10 port G001
rootBsdnbubym: ™ ryuruudapp(14:41] (master)$  iperf -c 172,16,20,10 -p G003 -u
-b BOOK &

[2] 11709

Client connecting to 172,16,20,10, UDP port SO03
Sending 1470 byte datagrams
UDP buffer =ize: 208 KByte (default)

[ 70] local 172,16,10,10 port 59201 connected with 172,16,20,10 port 5003
rootBsdrbubum: ™ ryudrundapp(14£42] (master)$  iperf -c 172,16,20,10 -p G002 -y
-b 300K &

[3] 11716

Client connecting to 172,16,20,10, UDP port 5002

Figure 5.5.1 (d) Client Setup Sending Traffic through Ports 5001, 5002, and 5003

Client-Server architecture was set up in the following way:
e Host h2 was set up to be the client node sending UDP Traffic through ports 5001, 5002,
and 5003.
e Host hl was set up to be the server node listening to incoming traffic on ports 5001,

5002, and 5003.
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o Network packets are sent from the client to the server nodes and the measurement of
network throughput is done.

e Server node hl is setup using the Mininet command: ‘iperf -s—u -i 1 -p 5001°.

e Client node h2 is setup using the Mininet command:'iperf -c 10.0.0.1 -p 5001 —u —b
1M

e The test was performed for this model with results and analysis found in section 6.1.

e The switches were configured for OpenFlow1.3 protocol and to implement traffic

shaping to prevent network congestion.

5.6 Setting up IP Addresses

The automatically assigned IP addresses were deleted and new IP addresses for all the 16 hosts

represented in Figure 5.5.1(a) were assigned as depicted in the table below:
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Host Assigned IP Address Interface Default Gateway IP
hl 172.16.20.10/24 dev hl-ethO 172.16.30.10
h2 172.16.1010/24 dev h2-eth0 172.16.30.10
h3 172.16.30.10/24 dev h3-eth0 172.16.30.10
h4 172.16.40.10/24 dev h4-ethO 172.16.30.10
h5 172.16.50.10/24 dev h5-eth0 172.16.30.10
h6 172.16.60.10/24 dev h6-eth0 172.16.30.10
h7 172.16.70.10/24 dev h7-ethO 172.16.30.10
h8 172.16.80.10/24 dev h8-eth0 172.16.30.10
h9 172.16.90.10/24 dev h9-eth0 172.16.30.10
h10 172.16.100.10/24 dev h10-ethO 172.16.30.10
h1l 172.16.110.10/24 dev h11-ethO 172.16.30.10
h12 172.16.120.10/24 dev h12-ethO 172.16.30.10
h13 172.16.130.10/24 dev h13-ethO 172.16.30.10
h14 172.16.140.10/24 dev h14-ethO 172.16.30.10
h15 172.16.150.10/24 dev h15-ethO 172.16.30.10
h16 172.16.160.10/24 dev h16-ethO 172.16.30.10

Table 7: IP Address Interfaces Assigned to hosts in the Network
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Figure 5.6.1(a), (b) depict the configuration command used to delete the automatically assigned
an IP address and the command to assign a new IP address:
o Command to delete IP address: ip addr del 10.0.0.1/8 dev h1-ethO.

o Command to assign new IP address: ip addr add 172.16.20.10/24 dev h1-ethO.

[ NON | %| "Mode: h1"
rootEzdnhubum: ™ ryudryudapp[08:09] (master)$ ip addr del 10,0,0,1/8 dev hl-ethi

(rootBednbubym: ™ ryudryudapp08:09] (master)$ ip addr add 172,16,20,10/24 dev h
1-eth
root@zdnbubyvm s Aryudruudappl08:10] (master)$ |

Figure 5.6.1(a) Assigning new IP address to Host hl

eC® %/ "Node: h2"
root@sdnhubvm: ™ Argudruudapp[ 072561 (master)$ ip adde del 10,0,0,2/8 dev hZ-ethd

rootRednbubvn ™ Aruudrgudapp[08111] (master)® ip addr add  172,16,10,10/24 dev h
2-gthi t
rootBzdnhubum: “Aryusryudapp[ 082111 (mazter)$ ] |

1
|
|

Figure 5.6.1(b) Assigning new IP address to Host h2
5.6.2 Scalable DiffServ QoS Operation Controller Configuration

The controller is configured to:
e The network topology script: qos_linear_topology is invoked in terminal
environment.
e The script implements a linear network topology with 16 switches and 16 hosts.
e The controller is configured to load the following QoS settings depicted in the table
below, on all the switches.
o Implement the packet processing and switching.

o Modify flow table pipeline processing for registration of flow entries.
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The setup is shown in Figure 5.6.2(a), (b), (c) below.

® - @ %| "Node: c0" (root)

root@sdnhubvm:®[17:281% sed ' AOFPFlowdods, /) s 0, cmd/l, cmdd' ryudryudsppdres
[E_router.py > ryudryudappsqos_rest_router, py
root@sdnhubym: “[17:281% od ryudt python ,Azetup,py inztalll]

Figure 5.6.2(a) Showing the Controller Set up Commands

| @ = ® %| "Mode: c0" (root)

|Inztalling ryu-manager script to Ausrdlocal/bin

|Inztalling ryu zcript to Ausrlocal/bin

root@sdnhubum: ™ ryu[08:32] (master)$ ryu-manager ryu,app.rest_gos ryu,app.qos_r
lest_router ryu,app.rest_conf_switch

loading app ryu,app.rest_gos

[loading app ryu,app.qos_rest_router

{loading app ryu,app.rest_conf_switch

|loading app ryu,contraller,of p_handler

inztantiating app Mone of DPSet

lcreating context dpset

instantiating app Mone of ConfSwitchSet

creating context conf_switch

creating context wsgi

instantiating app ruu,app.rest_conf_switch of ConfSwitchAPI

|inztantiating app ruu,app.gos_rest_router of RestRouterfPl

linstantiating app ryu,controller,ofp_handler of OFFPHandler

linztantiating app ryu,app.rest_gos of RestloSAPI

[(8839) wagi starting up on http:dA0,0,0, 008080

[RTILINFO] =witch_id=000000000000000z¢ Set SW config for TTL error packet in,
[RT]EINFD] switch_id=0000000000000005: Set ARP handling (packet in) flow [cookie
=00}

[[RTILINFO] switch_id=000000000000000a¢ Set L2 switching (normal) Flow [cookie=Ox

(0]
{[RTILINFO] =switch_id=000000000000000a: Set default route (drop) flow [cookie=0

Figure 5.6.2(b) Router configuration commands on the Controller
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|80 ® %| "Mode: c0" (root)

{IRTILINFO] switch_id=0000000000000006: Start cyclic routing table update,
{IRTICINFO] =witeh_id=0000000000000006: Join as router,

[D0S1LIMFO] dpid=000000aaoo0adaods: Join qos switch,

IIRTILIMFO] switch_id=0000000000000002: Set SW config for TTL error packet in,
[RT]EINFD] switeh_id=0000000000000002+ Set. ARP handling (packet in) Flow [CDDkiE
=00

[RT][IHFD] switch_id=0000000000000002¢ Set L2 switching (normal) flow [cookies Ox

0]
[ETI[INFO] =witch_id=0000000000000002: Set default route (drop) flow [cookie=0x0
il i

[ETILINFO] =witch_id=0000000000000002: Start cyclic routing table update,
[ETILINFO] =witch_id=0000000000000002: Jain as router,

[D0S1LINFO] dpid=000oo0aaoooaaod2s Join qos switch,

[FTI[IMFO] switch_id=0000000000000003: Set S config for TTL error packet in,

;[RT]EINFD] switch_id=0000000000000003: Set ARF handling (packet in) flow [cookie|
()

=[RT][IHFD] switch_id=0000000000000009: Set L2 switching (rormal) flow [cookie=O:x

0]

[ETI[INFO] =witch_id=0000000000000009: Set default route (drop) flow [cookie=0x0
1

[ETI[INFO] switch_id=0000000000000003: Start cyclic routing table update,

{IRTILIMFO] switch_id=0000000000000009: Join a5 router,
{[00S1LINFO] dpid=00000000aooo0add: Jain qos switch,

Figure 5.6.2(c) Showing the router features on the Controller

5.6.3 Scalable DiffServ QoS Queue and Router Settings

e Queue settings were configured as displayed in the table below:

Queue ID Maximum Rate Minimum Rate Class
0 1 Mbps - Default (BE)
1 1 Mbps 200 Kbps AF31
2 1 Mbps 500 Kbps AF41

Table 8: QoS Queue Settings
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® - @ %| "Mode: c0" (root)

rootBednhubum: ™ rundryndapp[00:42] (mazterd$ curl =% PUT -d ' "top:l27,0,0,0,1:6 |
632" " httpt/flocalhost 3080 00, 04 conf 2wl tohes Q0000000000000 avwedb_addr |
rootBsdnhubunt ™ rundryndspp[01: 221 (master)$ curl ¥ POST —-d '{"port_name": "s1 |
—ethl", "type": "linux—hth", "max_rate": "1000000", "queues": [{"max_rate" : "1
OOOOONG"F, {"min_rate": "200000" 7+, {"min_rate" @ "SO0000"]1F' httpiddlocalhostiB0
B0 qos. quewe, Q0000000000001

Figure 5.6.3(a) Showing the command to configure Queue settings

The routers were configured so that they can process packets correctly and flow rules

were installed.

®-@& (| "Mode: c0" (root)

root@zdnhubym: “Aryudryndapp[09:01] (master)$ curl -8 POST -d '{"address": "172,
16,20,1/24" " httpt//localhost $3080/ routerAO0O0OOOOOOOICL ]
[{"switch_id": "0000000000000001", "command_result": [{"result": "success", "det
a%ls": "Add address [address_id=11"3}1+HlrootBsdnhubum ™ Argudrundapp[03:03] (naste
ri%

root@zdnhubvm: “Aruudryadapp[09:04] (master)$ curl ¥ POST -d '{"address": "172,
16,30,10/24" ' httpt//localhost $B080 router 00000000000

[{"switch_id"; "0OOOOOOOOOOOONNL", “command_result": [{'result": "success", "det
a%ls": "Add address [address_id=2]"}1}+]rootBsdnhubum ™ rgusryudapp[09:06] (maste
1%

root@zdnhubym: “Aryudrysdapp[09:07] (master)$ curl % POST -d '{"gateway": "172,
16,30,1"}" http:/localhost 18080/ router OOO00OOCONNO0NL

[{"switeh_id": "000QQOOOOOOO000L", “command_result": [{"result": "success", "det
ails": "Add route [rnute_idfi]"}]}]cunt@sd?hubum:”frgufrgufapp[09:08] (master)$

Figure 5.6.3(b) Installing Flow Entries on Router 1

e <

® = # | "Mode: c0" (root)
root@sdnbubvm: ™ Argudrundapp [09:03] (master)$ #Router 2 Settings
root@sdnbubvm: ™ Argudrundapp[09:10] (master)$ curl -¥ POST -d '{"address": "172,
16,10,1/24" 1" http: /A localhost $ 8080/ router 0000000000000 2

[{"switch_id": "000000GOAOOO000Z" , "command_result": [{"result": "success", "det
a%ls": "Add address [address_id=11"}1}lrootBsdnhubum ™ ryudruudapp[09:12] (maste
r1%
rootBzdnbubvm: ™ Argudrundapp[09:12] (master)$ curl -¥ POST -d ' "address": "172,
16.30,1/24" 1" http:/f localhost $B080/ router Q0000000000002

[{"switeh_id": "000OOQOOOOOOO002" , “comnmand_result": [{"result": "success", "det
a%ls": "Add address [address_id=21"}1}lrootBsdnhubum ™ rgudruudapp[09:13] (maste
r1% |
rootBzdnhubvm: ™ rgusrundapp[09:14] (master)$ curl =¥ POST -d '{'gateway": "172,
16,30,1"}" http://localhost B3OS0 routerAQ000000MNN0N0002

[{"switch_id": "00000Q00OOO00002" , “command_result": [{"result": "failure", "det
ails": "Gateway=172,1E,30,1 is used as default gateway of address_id=2"}]1}+]root@
sdnhubum: ™ Aruudryudapp[09:14] (master)$

Figure 5.6.3(c) Installing Flow Entries on Router 2
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IP address settings for each router were set, registration of the routers as the default

gateway to each host were done as shown in the Figure 5.6.3 (d), (e):

1
rootRsdnhubyn s Aryudryusapp[09:18] (master)$ ip route add default wia 172,16,20 @
1

;Dnt@sdnhuhum:”frgufruufapp[ﬂﬁ:lﬁ] {mazter)$ (] !

Figure 5.6.3 (d) showing the registration of the gateway route on host hl

o=@ X| "Node: h2"

rootBzdnbubum: ™ runsryudapp [ 07 :56] (master ) ip route add default wia 172,16.10
1 |

;Dut@sdnhubum:”frgufrgufapp[09:20] (mazter)$ [] :

Figure 5.6.3 (e) Showing the registration of the gateway route on host h2

5.6.4 Scalable DiffServ QoS Settings

Routers were configured with the flow entries in accordance with the priority settings

and DSCP values shown in the table below:

Priority DSCP Queue ID QoS ID
1 36(AF31) 1 1
2 34(AF41) 2 2

Table 9: Traffic Classes and DSCP Priority Assignment

The flow entries installation and DSCP marking were entered in the controller as

shown in Figure 5.6.4(a) below:
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L= %/ "Node: c0" (root)

rootBsdnhubum: ™ ryudryudapp[09:14] (master)$ #005 Settings
rootEsdnhubum ™ ruyudryudapp[09:26] (master)$ curl -¥ POST -d '{ "match": {"ip_d
scpt "2}, “actions"i{"queus": "1"1}H' httpidslocalhost 30304908 rules 000000
Q0001

(" switch_id"s "00O0OOOO0OOOO00L" . “command_result": [{"result": "success", "det
ails": "loS added, : gqos_id=1"}1}]root@sdnhubum:™ ryudryudapp[09:28] (master)$
|rootBzdnhubvm: ™ Aryudryudapp[09:28] (master)® curl X POST -d '{ "match": {"ip_d
jzoptt "34"}, "actionz":{"queus": "2"}}' http://localhost 8080/ 905 rules OOOO000
QOG0T

[{"switch_id": "0000000000000001" , "command_result": [{"result": "success", "det
ails": "0o5 added, : qu_ide"}]}]r‘u:u:ut@sdnbul:uum:”.f'r‘Hu.f'r*Hu.f'app[GE:EEl] (mazter)$

P L 1

Figure 5.6.4(a) QoS Queue configuration settings.

e The routers were configured with the rules of marking the DSCP values shown in the

table:

Priority | Destination Address| Destination Port| Protocol DSCP QoS ID

1 172.16.20.10 5002 UDP 26(AF31) 1

1 172.16.20.10 5003 UDP 34(AF41) 2

Table 10: Flow of Prioritized Traffic Settings.
e The routers were configured with the rules of marking the DSCP values as shown in

Figure 5.6.4(b):

| ® = & x| "Mode: c0" (root)

root@zdnhubum: ™ ryudryudapp[09:36] (master$ curl -¥ POST -d '{"match": {"rw_ds
[£" & "172,1E,20,10", "nw_proto":"UDP", "tp_dst": "S002"}, "actions":{"mark": "2
"1+ http:/dlocalhost 12080/ 905 ulesM000000000000002

[[{"switch_id": "O00OCOOCOOANOO0Z" . "command_result": [{"result": "success", "det
lails"t "0o5 added, : gos_id=2"}]1}]root@sdnhubum:™ ruyudryudapp[09:37] (master)$
rootBzdnhubm: ™ Sryudryudapp[09:37] (master)$ curl =¥ POST -d '{"match": {"nw_ds
[£" 2 "172,16,20,10", "nw_proto”:"UDP", "tp_dst": "S00Z"}, "actions":{"mark": "3
[4"3}" http:ddlocalhost $3080/q0s  rules Q0000000000002

[{"switch_id": "0000000000000002" , "conmand_result": [{"result": "success", "det
ails": "005 added, : qos_id=3"}1}]root@sdahubym:™ruudruudapp[09:38] (master)$ []

Figure 5.6.4(b) Showing the rules of marking the DSCP values.
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The router configuration settings were verified as shown in Figure 5.6.4(c):

®=o® %| "Mode: c0" (root)

root@zdnbubymn: Aruudrudappl09:39] (nasteri$

rootBsdnhubym ™ ruuruusapp[09:39] (master )

rootRsdnbubun:~Aruuruudapp[09:39] (master)$ curl -8 GET http:/#localhost (00804

qoz/TulesN000000000000001

[{"switch_id": "0OO0OOQOOOOOO00L", "command_result": [{"gqos": [{"priority": 1, "

dl_type"t "IPwd", "ip_dscp": 26, "actions"t [{"queus": "1"}1, "gqos_id": 1}, {"pr
iority": 1, "dl_type"; "IPwd", "ip_dscp": 34, "actionz"i [{"quews"p "2"}]1, "gos_
id"+ 23131 rootBadrhubvm ™ Aryudryudapp[09:40] (naster)$

root@zdnbubym: " Aruudruudappl09: 40 (naster )%

rootBsdnhubum ™ ruurunsapp[09:40] (naster)$ |

rootBsdnbubum ™ Aryuruudapp[09640] (master)$ curl —¥ GET http:/dlocalhost 2080/ ;

qoz/rulesN000000000000002 |
[{"switch_id": "0OO0OO0OOOOOING2", "command_result": [{"qos": [{"priority": 1, "|

dl_type": "IPU4", "mw_proto": "UDP", "tp_dst": BOOZ, "gos_id": 2, "nw_dzt": "172;
B, 20 10 actinns": [{"mar*k": "2e" 1k, {"pr‘iu:ur*itu": 1, "dl_type": "IPw4", |

_pra "UDP", "tp_dst": D003, "gos_id": 3, "mw_dst": "172,16,20,10", "actionz")
s [ mark 34 }]}]}]}]root@sdnhubum ”fruufryufapp[ﬂﬂ 40] (master)$
PSR o PR W L L . . PO I LY o T B

Figure 5.6.4(c) Verifying router settings

5.6.5 Bandwidth Measurement: Scalable DiffServ QoS

Bandwidth measurement was conducted between the client hosts h2 and the server hosts h2 in the

following way:

Server host hl listens on ports 5001, 5002 and 5003 with UDP protocol with the files
saved.

Client host h2 sends 1Mbps UDP traffic to the port 5001 on h1, sends 300 Kbps UDP
traffic to the port 5002 on h1 and sends 600 Kbps UDP traffic on port 5003.

The server host h1 and client host h2 are shown in Figure 5.6.5(a), (b) below:

@@ x| "Node: h1"

UDF buffer size: 208 KBute (default)

root@sdnhubum; ™ Aryusryusapp[14:41] (master)$  iperf -s —u -1 1 —p G003 >DServl5 §
003 &

[50] 11682

rootBzdrbubvn ™ Aryusryndapp[14:41] (master)$  iperf -s —u -i 1 -p 5002 >DSerw0S
002 &

[51] 11690 !
root@zdrbubvn ™ Aryusrynsapp[14:41] (master)$  iperf -s —u -i 1 -p 5001 >DSerw0S
ool & |
[52] 11696 t
root@sdrbubvmn ™ Aryusrynsapp[14:41] (master)$ read failed: Connection refused
read failed: Connection refused

Figure 5.6.5 (a) Server Setup listening on incoming Traffic on UDP Ports 5001, 5002, and 5003.
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® - & %| "Mode: h1"
rootBzdnhubmt ™ Aryudryusapp [ 03:08] (naster)$ iperf - -u -1 1 -p G003 > DServlS
a0 &

[8] 22235

root@zdnhubun: ™ Aryudryusapp[03:08] (naster)$ iperf -= -u -1 1 -p 5001 > DServlS |
ol &

[9] 223m
rootBzdnhubum: ™ ryudryusapp[03:08] (master)$ iperf -= -u -1 1 -p 5002 > DServls
a0z &

[10] 22307
rootBzdnhubum: ™ Aryusryusapp [ 03:09] (master)$ read failed: Connection refused
read failed: Connection refused

Figure 5.6.5 (b) Client host h2 sending UDP Traffic on Ports 5001, 5002, and 5003.

e The UDP Traffic statistics were saved on the three files and the contents could be
retrieved using 'more DServQ5001', ‘more DServQ5002', and 'more DServQ5003'
commands as shown in Figure 5.6.5(c), (d), (e) below:

- - @ x| "Node: h1"

[10] 22207

rootBzdnhubyvm: ™ Argudrundapp03:09] (master)¥ read failed: Connection refused
read failed: Connection refused

T

rootBzdnhubyvm: ™ ryudrundapp03:12] (master ) more DSero 05001

Server liztening on UDP port S001
Receiving 1470 byte datagrams [
UDP buffer size: 2083 KByte (default)

[ 70] local 172,16,.20,10 port 5001 connected with 172,16,10,10 port 49320

[ ID] Interwal Transfer Bandwidth Jitter Lost/Total Datagrams
[ 70] 0.0- 1,0 sec 119 KBytes 976 Kbitsfsec 0,920 ms O/ 83 (0¥)

[ 701 1,0- 2,0 sec 108 KBytes 982 Ebitsfsec 6,438 ms 0 7 (0%

[ /0] 2,0- 3,0 =ec 91,9 KBytes 753 Khitsdfsec 5,108 ms 0 B4 (0%

[ 701 3,0- 4,0 sec 91,9 KBytes 753 Ebitsdsec 4,310 ms 0s B4 (0E) |
([ 701 4,0- 5,0 sec 71.8 KBytes 528 Kbitsfsec 9,920 me 0/ G0 (0X)

[ 70] G&,0- B,0 =ec E8.9 KBytes OE4 Khits/sec 11,130 me 27/ 75 (36X)

([ 70] B.0- 7.0 sec 68.9 KButes 564 Kbits/sec 7,148 ms 40/ 88 (45%)

[ 701 7.0- B,0 zec BE,0 KBytes 541 kbitsdfzec 9,369 m= 364 B2 (44%)

L 7] 8,0- 9,0 sec B1,7 kKBytes  50E kbits/sec 11,211 ms 44/ 87 (G1¥)

[ 701 9,0-10,0 zec E8,9 KBytes 564 kbitsdfzec 9,018 m= 37/ B9 (44%)

L 70] 10,0-11,0 sec 67,5 kKBytes 553 kbits/sec 7,814 ms 38/ 85 (45%)
L7l 0,0-11,2 sec 994 KBytes  E55 kKbitsdsec 10,080 ms 2297 852 (27%)

Figure 5.6.5(c) Retrieving the Server Host h1 Port 5001 UDP Traffic file contents.
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"Mode: h1" |
DSeryu b0z

ece X
rootBzdnhubum: ™ Aruudryusapp03:12] (master)$ more

Server liztening on UDP port BOOZ
Receiving 1470 byte datagrams
UDP buffer size: 208 KBuyte (default)

[ 70] local 172,16,20,10 port 5002 connected with 172,16,10,10 port 46389 |
[ ID] Interwal Transzfer Bandwidth Jitter Lost/Total Datagrams
[ 70] 0,0- 1,0 sec 27,3 KBytes 223 kbitsfsec 10,470 ms 0/ 19 (0F) |
[ 701 1.0- 2,0 sec 27,3 KBuytes 223 Ebits/sec 11,933 ms s 19 (0 |
[ 70] 2,0- 3,0 sec 23,0 KBytes 182 kbits/sec 19,960 ms  0F 16 (0} |
[ 70] 3.0- 4,0 zec 14,4 KBytes 118 Kbits/sec 19,905 ms 115 21 (52¥) |
[ 70] 4,0- 5,0 sec 18,7 KBytes 153 kbits/sec 13,767 ms 12/ 25 (438 |
[ 70] 5,0- 6,0 sec 18,7 KBytes 153 kbits/sec 10,402 ms 12/ 25 (432 |
[ 70] B,0- 7.0 sec 15,8 KBytes 129 kbits/sec 11,662 ms 16/ 27 (G3%) |
[ 70] 7.0- 8,0 sec 17,2 KBytes 141 kbits/sec B,B0E ms 12/ 24 (GOX) |
[ 7] &8.0- 9,0 sec 15,8 KBytes 129 Khits/sec 8,853 ms 137 24 (G4¥) |
[ 70] 9,0-10,0 sec 31,6 KBytes 259 kbits/sec 7,783 ms 7/ 29 (24%) |
[ 70] 10,0-11,0 sec 37,3 KBytes 306 kbits/sec B.B46E mz 0/ 2B (0F) |
[ 70] 0,0-11,0 zec 280 KBytes 185 Kbits/sec 8,300 ms 83/ 297 (Z2%) |

ra-

A= v

Figure 5.6.5(d) retrieving the Server Host h1 Port 5002 UDP Traffic file contents.

+

"Mode: h1"

rootBsdabubuvm: A ruudrynd app[03:15] (master)$ more DSerw5003

Server liztening on UDP port SOOZ
Feceiving 1470 byte datagrams
208 kByte (default)

IP buffer =size:

[ 70] local 172,16.20,10 port 5002 connected with 172,16,10,10 port 48225

[ ID] Interwal Tranzfer Banduwidth Jitter Lost/Total Datagrams
[ 70] 0,0- 1,0 sec 33,0 KBytes 270 Kbitsfsec 12,594 m= 4/ 27 (15%)
[ 70] 1,0- 2.0 sec 37,3 KBytes 306 Kbitsfsec 9,206 mz 28/ 54 (52¥)
[ 701 2,0- 2,0 sec 35,9 KBytes 294 Kbitsdsec 9,290 mz 26/ 51 (51¥)
[ 70] 3.0- 4,0 sec 33,0 KButes 270 Kbitsfsec 7,837 ms 23/ 51 (55%)
[ 70] 4,0- 5.0 sec 33,5 KButes 319 Kbitsfsec 7,568 ms 24/ 51 (47%)
[ 70] &,0- 6.0 sec 34,5 KBytes 282 Kbitsfsec 6,176 mz 27/ Bl (G3%)
[ 70] B,0- 7.0 zec 40,2 KBytes 329 Kbitsfsec 7,288 me 22/ GO (44%)
[ 70] 7.0- 2.0 zec 76,1 KBuytes B23 Kbitsfsec  8.572 ms 0 B3 (0
[ 70] 8.0- 9,0 sec 87.6 KBytes 717 Ebitsfsec 7.954 ms 0f BL C0E)
[ 70 0,0- 9,8 sec 907 KBuytes 424 Ebitsfsec 7,845 ms 159/ 512 (31%)
USRI (= FEUS ] Y EPE P ST S iy oS S I~ T AT 1

Figure 5.6.5(e) Retrieving the Server Host h1 Port 5003 UDP Traffic file contents.
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6. Results and Analysis

6.1 System Model Emulation Tests

6.1.1 Per Flow QoS Operation - Bandwidth Measurement Results

This test was aimed at showing the bandwidth management of the UDP traffic sent to the server
host port 5001 which was shaped with up to 600 Kbps and the traffic to the port 5002 is guaranteed
800 Kbps bandwidth. Host hl the server listens on port 5001 and 5002h UDP protocol. Host h2
(client) sends 1 Mbps UDP traffic to the port 5001 on host h1 (server) and 1 Mbps UDP traffic to
port 5002 on hl (server). The results were obtained in the following way:

e Command ' cat pflow_h1sh2c5001 | grep sec | head —12 | tr - " " | awk '{ print $4, $8}
> pflow_h1sh2 band ' was used to extract the time and bandwidth information and
save it.

e Gnuplot was used to plot the bandwidth variation with time.

e Figure 6.1.1(a), (b) below shows the commands used and the gnuplot commands used
to plot the results.

00 x| "Node: h1"

11,0 508

root@zdnhubun:™Sryuryusapp[16:58] (master)$ cat pflow_hlsh2chO0l | grep sec |
head -11 | tr = " " | awk '{print $4,3$33' > pflow_hlsh?_band
rootBzdnhubym: ™ Aryudruusapp[ 1605981 (master)$ more pflow_hlzsh?_band

1.0 482

2.0 482

Figure 6.1.1(a) cat command to extract bandwidth time variation and saving it.
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e — e » "Node: h1*

grnuplot home: httpis P www . gnuplot info
fag. bug=s. etc: type "help FAOQ"
immediate help: type "help" (plot window: hit 'k}

Terminal type s=et to 'unknown' £
gruplot?> =et terminal gt
Terminal type =et to 'unkhnown'

unknown or ambiguous terminal typer type just ‘set terminal' for a list

grnuplot’> set terminal png
Terminal type set to 'prg’
Options are 'nocrop Ffont "ASusrssharesfFontsstruetypesliberationsLiberationSans—Re -
gular ,ttf .12" Fontscale 1,0 =ize B40.480 °

griuplot> =et output "Bandwidthpflowhlsh2ZP1P2,phg"

gruplot> set xlabel "Time{sec)” 3
gruplot> set ylabel "Bandwidthi{kKbp=s)"

gruplot> set xrange[0,0:12,0]
gruplot> set yrangs[0.0:1000_ 0] L
anuplot> plot "pflow_hlshZ_band"” title "Per Flow UDP Bandwidth Yariation —Port i
anuplot> linespoints., "pflow_hlsh25002_band" title "Per Flow UDIP Traffic Bandwd:-
grnuplot> ion —Port 5002" with linespoints

gruplot> []

Figure 6.1.1(b) Showing the Gnuplot commands used to plot UDP Traffic Variation.

Time (Sec) Bandwidth (Kbps) Port 5001 |Bandwidth (Kbps) Port 5002

1.0 482 953

2.0 482 964

3.0 365 670

4.0 353 494

5.0 388 529

6.0 329 670

7.0 388 553

8.0 294 635

9.0 576 659

10.0 941 541

11.0 964 670

Table 11: Results UDP Bandwidth Variation with Time
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1000 .

Per Flow UDP Bandwidth Variation -Port 5001
Per Flow UDP Traffic Bandwidth -Port 5 ——

800 | 1
m
2 600 | 1
X
S
©
3
=
S 400 | 1
[ua]

200 1

O 1 1 1 1 1
0 2 4 6 8 10 12

Time (sec)

Figure 6.1.1(c) UDP Traffic Variation with Time graph- Port 5001 and Port 5002

6.1.2 Per Flow QoS Operation - Datagram Transfer Rate Results

The datagram transfer rate results for the emulated network scenario are presented below:
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Time (Sec) Transfer Size(KBytes) Port 5001  |Transfer Size (KBytes) Port 5002
1.0 58.9 116
2.0 58.9 118
3.0 44.5 81.8
4.0 43.1 60.3
5.0 47.4 64.6
6.0 40.2 81.8
7.0 47.4 67.5
8.0 35.9 775
9.0 70.3 80.4
10.0 118 81.8
11.0 685 900

Table 12: Results - UDP Datagram Transfer Sizes with time
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Datagram Transfer Size (KBytes)

1000

Per Flow QoS Datagram Transfer Size Variation -Port 5001 ——

Per Flow QoS Datagram Transfer Size -Port 5002 ———
800 t+ .
600 + .
400 | i
200 t .

0 1 1 1 1 1
0 2 4 g 8 10 12

Time (Sec)

Figure 6.1.2 UDP datagram transfer rate variation on Port 5001 and Port 5002
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6.1.3 Per Flow QoS Operation — Jitter Variation Results

The jitter variation for emulated network scenario results are presented below:

Time (Sec) Jitter (msec) on Port 5001 Jitter (msec) on Port 5002
1.0 12.08 6.208
2.0 12.667 4.784
3.0 8.530 11.146
4.0 7.385 12.454
5.0 7.851 9.524
6.0 9.612 5.347
7.0 8.402 7.224
8.0 6.735 6.493
9.0 7.750 5.988
10.0 5.866 4.693
11.0 6.278 22.288

Table 13: Results -UDP Jitter VVariation with Time
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30 .

Per Flow QoS UDP Jitter Variation -Port 5001 ——
Per Flow QoS UDP Jitter Variation -Port 5002 ——

25 + _

20 + .

Jitter (msec)
o

10 | .

0 1 1 1 1 1
0 2 4 6 8 10 12

Time (Sec)

Figure 6.1.3 Showing the UDP Jitter Variation with Time- Port 5001 and Port 5002

99



6.1.4 Per Flow QoS Operation — Percentage Loss Results

The datagrams that were lost in the emulated network scenario results are presented below:

Time (Sec) |Datagram Percentage Loss (%) on Port 5001 Datagram Percentage Loss (%) on Port 5002
1.0 0.0 0.0
2.0 0.0 0.0
3.0 62.0 0.0
4.0 63.0 33.0
5.0 65.0 33.0
6.0 63.0 45.0
7.0 68.0 37.0
8.0 47.0 33.0
9.0 5.9 45.0
10.0 4.7 33.0
11.0 44 26.0

Table 14: Results -UDP Datagram Percentage Loss Variation with Time.
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100

Per Flow QoS Datagram Transfer Percentage Loss -Port 5001 —+—
Per Flow QoS Datagram Transfer Percentage Loss -Port 5002 ——
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Figure 6.1.4 Showing the UDP Datagram Percentage Loss - Port 5001, Port 5002

Analysis
The results above shows the traffic sent to port 5001 is shaped with up to 500 Kbps and the traffic

to the port 5002 is guaranteed with 800 Kbps bandwidth. It can be seen that per flow QoS has the
capability to control flows finely but as the communication flows increase, the flow entries which
are set for each switch to control the bandwidth also increases. The guaranteed bandwidth
traffic sent to 5002 experiences lower jitter levels and lower datagram percentage loss compared
to the traffic sent to port 5001 which receives best effort treatment. The traffic guaranteed traffic
sent to port 5002 gets better bandwidth allocation and its traffic gets prioritized as depicted in
the bandwidth time variation graph and the datagram size transfer rate until when the network
experiences congestion which leads to more datagrams being lost and packets being lost as seen

towards the end of the packet loss graph.
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This clearly shows that while the per-flow QoS can control traffic flows finely, as the

communication flows increase, the flow entries which are set for each switch to control the

bandwidth also increases. So, the per-flow QoS is not scalable.

6.1.5 Scalable DiffServ QoS - Bandwidth Measurement Results

This test was aimed at showing the bandwidth management of the UDP traffic sent to the server

host h1 when UDP Traffic is sent to three ports 5001, 5002 and 5003 in the following way:

Client host h2 sends 1 Mbps UDP best effort traffic to the server host hl on port
5001.

Client host h2 sends 300 Kbps UDP traffic marked AF31 to the server host hl on
port 5002.

Client host h2 sends 600 Kbps UDP traffic marked AF41 to server host hl on port

5003.

The results were obtained in the following way:

The commands ' cat DServQ5001 | grep sec | head —12 | tr - " " | awk '{ print $4, $8}
> DServQ5001_band ', ' cat DServQ5002 | grep sec | head —12 | tr- " " | awk '{ print
$4, $8} > DServQ5002_band ' and ' cat DServQ5003 | grep sec | head —12 | tr - " " |
awk '{ print $4, $8} > DServQ5003_band ' were used to extract the time and
bandwidth information and save it.

Gnuplot was used to plot the bandwidth variation with time.

The Figure 6.1.5(a), (b) below shows the command used to extract bandwidth

information and the gnuplot command used to plot the results.
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®-® %| "Mode: h1"
rootBsdnhubym: ™ ruusruusapp[04: 23] (master)$ cat DSerwl5001l | grep sec | head -
12 1 &0 - " "1 awk "{print 4, $8}' >DSer+05001_band
root@zdnbubuems ™ Aryudryndappl04: 23] (naster)$ more DSerw05001_band

1.0 976

ag2

a3

703

batatad

5G4

bE4

q41

L0 BOG

0,0 564
1.0 553
1.2 B50

21-
ER
4,
5+
G.
?1-
]
a3
1
1
1

+

O D D D T T T

Figure 6.1.5(a) Showing the cat command to extract port 5001 bandwidth time variation
| @S @® | "Mode: h1"

Terminal type zet to 'unknown'
fgruplot> =zet termnal phg

Unrecognized option, See 'help zet’',

ghuplot> zet terminal phg |
iTerminal tupe set to 'png’ {
Options are 'nocrop font "Ausrdsharefontssftruetypes]iberation/LiberationSans—FRe
[gular,ttf, 12" fontscale 1.0 size 640,430 °
gnuplot> set output phg

undefined wariable: png

ignuplnt> zet output "DServBandwidthbOolba025002, png"

gruplot set xlabel "Timelsec)"

lgnuploty set ylabel "Bandwidth(Kbps)"

griuploty set xrange[0,0:12,0]

januploty set yrange[0,0:1000,0]

gruploty plot "DSerw(5001_band" title "DiffSerw (oS UDP Traffic Bandwidth Variat
lion -BE{Port 5001)" with linespoints, "DSerwl5002_hand" title "DiffSerw 0oS UDP
|TraFFic Variation —Priority AF31 Port S002" with linespoints, "DISerw0S003_band" |
title "DiffSerw 005 UDP Traffic Mariation —-Port 5003 Priority AF41" with linespnI
ints

yanuplot> []

Figure 6.1.5(b) gnuplot commands used to plot UDP Traffic Variation-Port 5002, 5002, 5003
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Time (Sec) |Bandwidth (Kbps) Port 5001 |Bandwidth (Kbps) Port 5002 (Bandwidth (Kbps) Port 5002
1.0 976 223 270
2.0 882 223 306
3.0 753 188 294
4.0 753 118 270
5.0 588 153 318
6.0 564 129 282
7.0 564 141 329
8.0 541 129 623
9.0 506 259 717
10.0 564 306 424
11.0 655 185 308

Table 15: Results - UDP Bandwidth Variation with Time
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1000

DiffServ QoS UDP Traffic Bandwidth Variation - BE(Port-5001) ——
DiffSery QoS ULP Traffic Bandwidth Variation -Priority AF31 (Port-5002) ——
DiffSery QoS UDPR._Jraffic Bandwidth Variation -Priority AF41 (Port-5003
800 | _
w
g 600 | .
<
=
=
=
=
S 400 t .
aal
200 t .
O 1 1 1 1 1
0 2 4 6 8 10 12

Time (Sec)

Figure 6.1.5(c) UDP Traffic Variation with Time graph- Port 5002, 5002 and 5003
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6.1.6 Scalable DiffServQoS - Datagram Transfer Rate Results

The results are presented below:

Time (Sec) |Transfer Size(KBytes) [Transfer Size(KBytes) Port [Transfer Size(KBytes) Port

Port 5001 5002 5003
1.0 119 27.3 33.0
2.0 108 27.3 37.3
3.0 91.9 23.0 35.9
4.0 91.9 14.4 33.0
5.0 71.8 18.7 38.8
6.0 68.9 15.8 34.5
7.0 66.0 17.2 40.2
8.0 61.7 15.8 76.1
9.0 68.9 17.2 80.8
10.0 67.5 31.6 87.6
11.0 894 250 507

Table 16: Results - UDP Datagram Transfer Size Variation with Time
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Datagram Transfer Size (KBytes)

1000

DiffServ QoS UDP Datagram Transfer Rate- BE(Port-5001) ——
DiffSierv QoS UDP Datagram Transfer Rate-Priority AF31 (Port-5002) ——
DiffServ QoS UDP Datagram Transfer Rate -Priority AF41 (Port-5003
800 | _
600 | .
400 t _
200 _
4\'\’—'\'\_'—'__'__'____'__
0 ;E—)l(_%_\_\_ﬁ(_'_ 1 i _'__'_'_al(_'—_'a
0 2 4 6 8 10 12
Time (Sec)

Figure 6.1.6 UDP datagram transfer rate variation on Port 5001, 5002, and 5003.
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6.1.7 Scalable DiffServQosS - Jitter Results

This test was aimed at examining the jitter incurred by the UDP traffic sent to the server host hl
traffic is sent to three ports 5001, 5002 and 5003 with traffic marked with priorities and best effort.

The results are presented below:

Time (Sec) pitter(msec) on Port 5001 itter(msec) on Port 5002 pitter(msec) on Port 5003
1.0 0.920 10.470 12.594
2.0 6.438 11.933 9.256
3.0 5.108 19.960 9.290
4.0 4.310 19.505 7.837
5.0 9.920 13.767 7.568
6.0 11.130 10.402 6.176
7.0 7.148 11.662 7.288
8.0 9.369 8.606 8.572
9.0 11.211 8.853 7.954
10.0 9.018 8.646 7.845
11.0 10.08 8.30 7.80

Table 17: Results - UDP Jitter Variation with Time
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30

DiffServ QoS UDP _Jitter Variation- BE(Port-5001) —+—
DiffServ QoS UDP Jitter Variation-Priority AF31 (Port-5002) —«—
DiffServ QoS UDP Jitter Variation -Priority AF41 (Port-5003
25 |
20
()
[ab]
%]
E 15¢
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b=
=
10 |
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O 1 1 1 1 1
0 2 4 6 8 10 12

Time (Sec)

Figure 6.1.7 UDP Jitter Variation with Time- On Ports 5001, 5002, and 5003.

6.1.8 Scalable DiffServQoS - Percentage Loss Results

This test was aimed at examining the percentage loss of the UDP datagram traffic sent to the server
host h1 traffic is sent to three ports 5001, 5002 and 5003 in the following way:
e Client host h2 sends 1 Mbps UDP best effort traffic to the server host h1 on port
5001.
e Client host h2 sends 300 Kbps UDP traffic marked AF31 to the server host hl on

port 5002.
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Client host h2 sends 600 Kbps UDP traffic marked AF41 to server host hl on port

5003.

Time | Datagram Percentage Loss | Datagram Percentage Loss | Datagram Percentage LosS
(Sec) (%) on Port 5001 (%) on Port 5002 (%) on Port 5003
1.0 0 0 15

2.0 0 0 52

3.0 0 0 51

4.0 0 52 95

5.0 0 48 47

6.0 36 48 53

7.0 45 59 44

8.0 44 50 0

9.0 51 54 0

10.0 44 24 31

11.0 45 0 -

11.2 27 32 -

Table 18: Results UDP Datagram Percentage Loss Variation with Time
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Figure 6.1.8 UDP Datagram Percentage Loss - Port 5001, 5002, and 5003
6.19 Analysis

The above result shows the traffic marked with AF41 which was sent to the port 5003 is guaranteed
500Kbps bandwidth, and the traffic marked with priority AF31 which was sent to the port 5002 is
guaranteed 200Kbps bandwidth. On the other hand, the bandwidth of best-effort traffic is limited
while the traffic marked with priority AF class is communicating. Traffic with AF41 is prioritized
more than traffic with AF 31 which is prioritized more than the BE traffic in terms of bandwidth
guarantee allocation and experiences lower jitter levels and lower datagram percentage losses

compared to the BE class which receives the worst service levels when the network is congested

with all the flows generated by the clients to the server.
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To provide scalability, flow aggregation was used which offers a host of benefits:

e The number of flows in the core of networks are reduced, and reduced the complexity

associated with per flow management and operations at core routers.

« scheduler efficiency of routers was improved [47]

e When the reserved rate of a flow is coupled with delay as in guaranteed rate schedulers

[48], flow aggregation resulted in tighter bounds of the queueing delay.
However, there are known issues with flow aggregation. We outline two known problems:
(1) First in First Out (FIFO) aggregation of EF traffic in large arbitrary networks may explode the
delay bound after a certain utilization threshold [46] [49] and it is not possible to provide delay
bounds for high utilization levels in these networks, and (2) flow aggregation usually needs to be
non-work-conserving to be fair to individual constituent flows. Continuous proliferation of very
high-capacity links means that the first issue may not be the major problem. The main challenge
is the impact of flow aggregation on the resulting QoS provision of the constituent flows of the

aggregate.
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7. Conclusion

The following conclusions and recommendations are based on the accumulated results of this

study.

7.1 Conclusions

The aim of each model and network emulation scenario presented model was to study and prove
bandwidth management scalability in SDN. The first model was the general throughput study of
the same network under two conditions i.e. 1) Per flow QoS operation and 2) QoS by using
DiffServ operation in the SDN environment with ryu controller.

The expectation was to observe better performance of the network when using QoS by DiffServ
operation as it the performance scales better and also bandwidth management capabilities are

easier implemented through assigning different priorities to the traffic.

The results prove that QoS and bandwidth management in better controlled and monitored when
DiffServ is being used rather than applying the per flow QoS approach is being used in the network.
QoS by DiffServ operation in the SDN also proved to be more scalable when the network grows

compared to per flow QoS which is not scalable.
Per-flow QoS is able to control the network QoS finely but as the communication flows increase,

the flow entries which are set for each switch to control the bandwidth also increase, thus proving

it difficult for per flow QoS to scale.
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The DiffServ QoS divides flows into several QoS classes at the entrance of the DiffServ domain
and applies DiffServ to control flows for each class. DiffServ forward the packets according to the

PHB defined by the DSCP value that is configured for each class of traffic and realizes QoS.

With the QoS DiffServ offering the capability to mark the traffic, the traffic marked with AF41
(sent to the port 5003) which was set for bandwidth guarantee of 500 Kbps and the traffic marked
with AF31 (sent to port 5002) which was set for a bandwidth guarantee of 200 Kbps, the bandwidth
of the best effort traffic is limited while the traffic marked with the AF class is communicating. In
this way it has been confirmed that it is possible to realize a QoS by using DiffServ model and

offers prioritization of traffic which makes bandwidth management easy in the SDN environment.
7.2 Recommendations

The future work which can be done in this topic would be to emulate a network composed of
multiple DiffServ domain which will be able to implement traffic metering at the edge of the router
and the traffic that exceeds the specified bandwidth to be remarked and treated as low priority class
and be able to drop. In the future work one of the things that could be explored would be to use
the ToS field in the DSCP value to mark and offer bandwidth guarantee and offer QoS to the
different traffic types with defined traffic class priorities. Another recommendation will be to use
GNS3 network emulator which offers closer to real network performance monitoring and

bandwidth management capabilities.
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9. Appendices

9.1. Appendix A Mininet command lines screen shots and results

LAD L Luydile 111 JUGH WOUM L YUY LWL LWL L Se e AU e e L

ubuntu@sdnhubvm:~[11:111% sudo mn —--mac ——switch ovsk ——controller remote -x
**xx Creating network

*** Adding controller

**xx Adding hosts:

hl h2

**k Adding switches:

sl

**k* Adding links:

' (h1, s1) (h2, s1)

***k Configuring hosts

hi h2

**%% Running terms on localhost:10.0
%k Starting controller

c@

s%%k Starting 1 switches

sl ...

%%k Starting CLI:

| mininet>

Figure A. 1 Mininet command for linear topology creation
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9.2 Controller Configuration and Settings Verification

<

& "Mode: c0" (root)
root@sdnhubsn s Aryudryudapp[09:09] (naster)$ #Router 2 Settings
rootBzdnhubun: ™ sryudryusapp[09:10] (master)$ curl ¥ POST -d '{"address": "172,
16,10,1/24" " http:dflocalhost 18080 router Q00000OOOOOO000Z

[{"switch_id": "0OOO0OOQOOOMOOOGZ", "command_result": [{"result": "success", "det
a%ls": "Add address [address_id=11"}1}Iroot@sdnbubem: ™ Aryudrundapp[09:12] (mazte
r1%

rootBsdnhubsen: ™ Aryudryudapp[09:12] (master)$ curl -¥ POST -d '{"address": "172.
16,320,1/24" " http: A localhost 18080/ routerAQ000000OOOAO0002

[{"switch_id": "0OO0000000000002" . "command_result": [{"result": "success", "det
a%ls": "Add address [address_id=2]1"}1Flroot@sdnhubum:™Aryudrgusape[09:12] (maste
1% |
rootBsdnhubvm:  ryudruyusapp[09:14] (master)$ curl -¥ POST -d '{"gateway": "17Z2,
16,30,1"}' http:/slocalhost $B080 - outer Q0000000 OOOONH02

[{"switch_id": "0OO0000000000002" . "command_result": [{"result": "failure", "det
ails": "Gateway=172,16,30,1 is used as default gateway of address_id=2"}]1}]rooti
sdnhubun ™ Aryundruyudapp[09:14] (naster)$

Figure A. 2 Setting Router QoS Configuration

| NON %| "Node: ¢0" (root)

rootBadnhubum: ¥ [17:28]F zed ' AOFPFlowMod(s . )/ =40, cnd/1, cmd’" ryudryu’appdres
t_router.py > ryudruu appsqos_rest_router, py

roctBsdnhubum:“[17:281% cd ryus: python ./setup.py install

running install

[pbr] Writing Changelog

[pbr] Generating Changelog

[pbr] Changelog complete (0,32)

[pbr] Generating AUTHORS

[pbr] AUTHORS complete (1,5s)

running build

running build_py

copying ryudfappsqos_linear_topology,py —» build/lib, linux-xB6_E4-2,7 ruyuiapp
copying ryusfapp/qos_sample_topology,py —¥ build/lib, linux—xB6_64-2, 7/ ryu’app
copying ryusappsqos_rest_router,py —» build/lib, linux-x86_64-2.7 ryu’app
runhing egg_infao

writing requirements to ryu,egg-infosrequires,txt

writing ryu,egg-info/PKG-IHFD

writing top-lewel names to ryu,egg-infostop_level,txt

writing dependency_links to ryu,egg-infosdependency_links, txt

writing entry points to ryu.egg-infodfentry_points,txt

writing pbr to ryu.egg-infospbr, json

[pbr] Processing SOURCES.txt

[pbr] In git context. generating filelist from git

warning: no previously-included files found matching '.aitreview'

warning: no previously-included files matching '*,puc’ found anywhere in distrib
ution

reading manifest template 'MANIFEST,in'
warning: no previously-included files matching
ild'

warning: no previously-included files matching '*"' found anywhere in diztributi
on

warning: no previously-included files matching '*.pyc’ found anywhere in diztrib
ution

warning: no previously-included files matching '.gitignore' found anywhere in di
ztribution

rootBzdnhubum:“ ryul17:30] (master)$ ryu-manager ryu.app.rest_qos ryu,app.qos_r
est_router ryu.app.rest_conf_switch

loading app ryu,app.rest_gos

loading app ryu.app,qoz_rest_router

loading app ryu,app,rest_conf_switch

loading app ryu,controller,ofp_handler

instantiating app Mone of IPSet

creating context dpzet

instantiating app Mone of ConfSwitchSet

creating context conf_switch

creating context wsgi

inztantiating app ryu.app.rest_conf_switch of ConfSwitchAPI

instantiating app ryu.app.qos_rest_router of RestRouterAPl

instantiating app ryu.controller.ofp_handler of OFPHandler

instantiating app ruu.app.rest_qos of RestloSAPI

{44531 w=gi starting up on http://0,0,0,0:8080

"*' found under directory 'doc/bu
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Figure A. 3 SDN QoS Controller Settings
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[0aSILINFOT dpid=0000000000000003 Join qos switch,

[RTILINFO] switch_id=0000000000000006+ Set S config for TTL error packet in,
[RTILINFOT switch_id=00000000000000062 Set ARF handling (packet in) flow [cockie
=Ll

[RTILINFO] switch_id=0000000000000006¢ Set L2 switching (normal) flow [cookie=(x

tHT][INFU] swi toh_id=0000000000000006: Set default route (drop) flow [cookie=(x0

]

[RTILIMFO] =switch_id=00
[RTILIMFO] =witch_id=
[0oSILINFO] dpid=0000
[RTI[IMFO] zwitch_id=:
[RTILINFO] =
:Hxﬂ]
[RTILINFO] =witch_id=0000000000000000: Set L2 switching (normal) flow [cookies=x

Start cyclic routing table update,
: Jain as router,

Bt Iuln qoz zwitch,

D000k an14 for TTL errar Fran ]
Set ARP handling (packet ind flow [cookie

[RTILINFO] switch_id=000000000000000b: Set default route [drop) flow [cookie=(u0

]

[RTILINFO] ’fﬁrf oyclic routing table update,
[RTI[INFD] Join a=z -

[RT][INFO] Set Sl cun+1a for TTL error packet in,
WHEWH@: Set ARP handling (packet in) flow [cookie
=

[ETILINFO] switch_id=0000000000000008: Set L2 switching (normal) flow [cookie=ix
0]

[RTILINFO] =witch_id=0000000000000008: Set default route (dropd Flow [cookieswed

[RTILINFO] =witch_id=0000000000000008: Start cyclic routing table update,
[RTILINFO] switch_id=0000000000000008: Join as router,

[RTILINFO] =witch_id=00000 wono7: Set SWoconfig for TTL error packet in,
[RT]%IHFU] zwitch_id=t CICCCC0 I Set ARF handling kF‘:LM:f ind flow [cookie
=(11)

[RTILIMFO] switch_id=0000000000000007+ Set L2 switching (normal) flow [cookie=tx
0]
[RTILINFO] switch_id=0000000000000007 ¢ Set default route (drop) flow [cookie=(x0
]

[RTILIMFO] lic routing table update,
[RTI[INFO] = . router

[RTILINFO] = Il config for TTL error packet in,
[RTILINFOT] = WUﬂNOHﬁd‘ Set ARF handling (packet ind flow [cookie
=001 ]

[RTILINFO] switch_id=0000000000000004; Set L2 switching (rormall flow [cookis=(x
[RTILINFO] switch_id=0000000000000004: Set default route [drop) flow [cookie=0u

]
[RTILIHFD

] 1 = t Start cyclic routing table update,
[RTI[INFO] Join as router,
[RTI[IWFO] Set. Si config for TTL error packet in,
[RTILINFO] = Set ARP handling {packet in) flow [cookie
=0x0]
[RTILINFO] =witch_id=oo W0OOOOE: Set L2 switching (normal) flow [cookie=Ox
0]

[RTILINFO] =witch_id=0000000000000005: Set default route (dropd Flow [cookie=twed

[RTILINFO] =witch_id=000000000
[RTILINFO] switch_id=
[DeSILINFO] dpid=0
DoSTLINFOT dpid=0o0)
[IMFO] dpid=0000
[INFH] d.ld Wl 10

w0005 Start cyclic routing table update,
( Tuln as raufer.

Figure A. 4 SDN QoS Controller Settings
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9.3 Controller QoS Configuration Settings

| & = & | "Mode: c0" (root)

\root@zdnhubum: “Aryudryudapp[17:44] (master)$ curl -¥ POST -d '{"port_name": "sl |
—ethl", "type": "linux-htb", "max_rate": "1000000", "queues": [{"max_rate" : "B |
DDDDE"}, I"min_rate": "S00000"F]}F' http:/dlocalhost 3080/ 905/ queueQOOOOOOOCC
Qo1

Figure A. 5 Installing Flow Rules : QoS Controller Settings

"Mode: c0" (root)
rootBsdnhubym: ™ Aryudrynsapp(19:14] (master)$ #Installing Flow Entries
root@zdnhubun ™ Aruudrynsapp[15:14] (master)$ curl =¥ POST -d '{"match": {"nu_ds
£ "10,0,0,1", "nu_proto""UIP", "tp_dst": "RO02'}, "actionz"i{"queue": "1"}}
' http:ddlocalhozt 1 BOB0/ 905 1 ul g2 0000000000000001
[{"switch_id": "000000000000000L", “command_result": [{"result": "success", "det
ails"s "005 added, : qos_id=1"}1%lroot@sdnbubum: ™ ryuruusappl15:18] (master)d
rootBsdnhubyvm: *Aryudryusapp[15:19] (master)$ curl —X POST -d '{"match": {"nu_ds
£ "10,0,0,2", "nw_proto":"UDP", "tp_dst": "BO02"}, "actions":{"queue": "1"}}
' http:ddlocalhost : BOB0 o2 ules0000000000000001
[{"switch_id": "0000000000000001", "command_result": [{"result": "success", "det
ails"t "0o5 added, 1 qos_id=2"}1}lroot@zdnbubum: ™ ryusryulapp(15:19] (master)$
rootBzdnbubym: ™ Aruudryusapp[15:19] (master)$ curl =¥ POST -d ' {"match": {"nu_ds
£ "10,0,0.3", "nw_proto":"UDP", "tp_dst": "BO02"}, "actionz":{"queus": "1"}}
' http:dd localhost 1 BOB0 902 1 ulesO000000O0GO00H0L
[{"switch_id": "000000OOOOOO0O0L", "command_result": [{"result": "success", "det
ails"t "0o5 added, : qos_id=3"}1}Iroot@sdnhubvmt™ rynfrunsappl15:20] (master)$ c
url -% POST -d '{"match": {"nw_ds
" "10,0,0,4", "ru_proto”:"UDP", "tp_dst": "B002"}, "actions"if"queue": "1'}}
' http:ddlocalhozt:BOB0 905 1 ul ez 0000000000000001
[{"switch_id"s "00000000000000GL", "command_result"s [{"result": "success", "det
ails": "0oS added, : qos_id=4"}]}lroot@sdnhubum:™/ryusryu/app[19:20] (master)$ o
url =% POST -d '{"match": {"nu_d=
t" s "10,0,0,58", "nu_prota"t"UIP", "tp_dst": "ROO2'}, "actionz"i{"queue": "1"}}
' http:ddlocalhost : BOB0 905 1 ulesO000000000000001
[{"switch_id"; "0000000000000001", “command_result": [{"result": "success", "det
ails": "005 added, 1 gos_id=5"}1}]lrootBsdnbubum: ™ ryuryusappl15:20] (masteri$ o
url =% POST -d '{"match": {"nw_ds
£ "10,0,0.8", "nw_proto":"UDP", "tp_dst": "BO02"}, "actionz":{"queue": "1"}}
' http:dd localhozt : 8080 g0z 0 les, MOOOCONNOAAIN00 T

Figure A. 6 Installing Flow Rules: QoS Controller Settings
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.:g;. =) .:.i.:.

rootBsdrbubume Aruudrundapp[17:42] (naster)$ curl =X PUT -d '"topil27,0,0,0,1:6
B32"" http://localhost:B0B0 L, 0/ conf/switches,OO00000000000001 ovedb_addr
root@sdrhubym: “Aruudruudappl17:42] (master)$ curl =¥ POST -d '{"port_name": "sl
-ethl", "type": "linux-hth", "max_rate": "1000000", "queuss": [{'max_rate" : "G
ooo0o"}, {"min_rate": "B00000"}]}' http:dslocalhost:BOB0/qos/quensOO000DODODN0
ool

[{"switch_id": "0O00000000000O0CL", “"command_result": {"result": "failure", "deta
ils": "ovs_bridge is not exizts"}rlroot@adrhubum:®/ryudryusappll7:d4] (master)$
rootBsdrbubumg A ruudrundapp[17:44] (naster)$

rootBsdnhubym s Aruudrundapp[ 171461 (naster)$ curl =X POST -d '{'address": “172,
16.,20,1/24"}" http://localhost 8080/ router OOOOOOONCHCG0L

[{"=switch_id": "0000000000000001", "command_result": [{"result": "success", "det
a%ls": "Add address [address_id=1]"}1}root@sdnhubvm: ™ ryusryulapp[17:47] (naste
@3

rootBsdrbubyms ”Aruudruudapp[17:48] (naster)$ curl =X POST -d '{'address": "172,
16,30,10/24" ' http:/localhost 18080 routerQOOOOOONCH0GN00L

[{"=switch_id": "0000000000000001", "command_result"s [{"result": "success", "det
a;ls": "Add address [address_id=2]1"}1}Iroot@sdnbubum: ™ Argudrundapp[17:48] (naste
ri%

rootBsdrbubymg Aruudrundapp[17:49] (naster)$ curl -3 POST -d '{'gateway": 172,
16.,30,1"}" http:/#localhost : 8080/ router O0000MOOMMOO0L

[{"switch_id": "0000000O0O00O0OL" , "command_result"s [{"result": "success", "det
ailz": "Add route [route_id=1]1"}1}IrootBsdrbubem: ™ ryusrynsspp[17:50] (master)$
root@sdrhubym: “Aruudrundappl17:50] (master)$ curl -¥ POST -d '{"address": "172,
16,10,1/24" " http://localhost 3080/ - outer O0000000O0000002

[{"switch_id": "0000000000000002", "command_result": [{"result": "success", "det
a;ls": "Add address [address_id=1]"}1}root@sdnhubvm: ™ ryusryulapp[17:50] (naste
%

root@sdrhubym: “Aruudrundappl17:51] (master)$ curl -¥ POST -d '{"address": "172,
16.30,1/24"}" http:/slocalhost 8080/ router  QO0OOOOONGHNN00Z

[{"=switch_id": "0000000000000002", "command_result": [{"result": "success", "det
a;ls": "Add address [address_id=2]"}1}lroot@sdnhubvm: ™ ryusryulapp[17:52] (naste
%

root@sdrhubums “Aruudryudapp[17:52] (masterd$ curl -¥ POST -d '{"gateway": "172,
16.,30,1"}" http:/#localhost : 8080/ routerO000000OON0N0Z

[{"=switch_id": "0000000000000002", "command_result": [{"result": "failure", "det
ails": "Gateway=172.16.30.1 iz used as default gateway of address_id=2"}1}]roctl

Figure A. 7 Installing Flow Rules: QoS Controller Settings
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9.4 Verification of Traffic Class Priorities and DSCP Settings

O O % "Node: c0" (root)

[{"switch_id": "OOOOOOOOOOOOOC0T", "command_result": [{"result": "success", "det
ails": "loS added, : qos_id=1"}]1}]lrootBsdnhubum:™ ryusryudapp[05:09] (master)$
rootlzdnhubvm:™ryudryudapp[06:09] (master)$ curl -% POST -d '4 "match": {"ip_d
scp”y 10", "in_port": "2"F. "actions"i{"queus": "3"}}' http://localhostiB0B0s9 |
0= U es Q00000000001

[{"awitch_id"s "0000000000000001", "command_result": [{"result": "success", "det
ails"t "loS added, : qos_id=2"}]1F]lrootBsdnhubum: ™ ryusruudapp[09:13] (master)$
root@Bzdnhubym: ™ Aryudryusapp[05:13] (master)$ curl ¥ POST -d '{ "match": {"ip_d |
sep"s "10", "in_port": "2"}, "actions":i{"queue": "3"}}' http://localhostiB0B0/q
o= u l esDODOOOOOQCONGNE

[{"switch_id": "0000000000000002" , "command_result": [{"result": "success", "det
ails"t "loS added, : qos_id=2"11}lrootBsdrkubuent ™ ruudroudape[05:12] (master)$
rootBzdnhubym: ®Aryudryusapp[05:13] (master)$ curl -% POST -d '{ "match": {"ip_d
scp": "10", "in_port": "2"}F, "actionz":{"queue": "3"}}' http://localhost:B080/9 |
o= u L esAQOOOO0Q0QCNG0CE

[{"switch_id": "0000000000000003", "command_result": [{"result": "success", "det
ails": "0o5 added, : gqos_id=2"}]1}]lrootRzdnhubuvm: ™ ryudruyudappl05:12] (master)$
rootBzdnhubym: ™ Aryudryudapp[05:13] (master)$ curl -¥ POST -d '{ "match": {"ip_d |
gcp”y 10", "in_port": "2"}, "actions":{"queus": "3"}}' http://localhost:B0B0/q |
0z U] ez AA00000000000004 -
[{"switch_id": "0OO0OOOOOOO00004" , "command_result": [{"result": "success", "det
ails": "loS added, : qos_id=2"}]1F]lrootBsdnhubum:™ ryudryudapp[09:13] (master)$
root@sdnhubym ™ ruudryudapp[08:13] (master)$d curl ¥ POST -d '{ "match": {"ip_d
scp't "10", "in_port": "2"}F, "actionz"i{"queue": "3"}}' http:ddlocalhost:iB0B04q
o= ul s 0000000000005

[{"switch_id": "0OOOOOOOOOO0OC05", "command_result": [{"result": "success", "det
ails"t "loS added, : qos_id=2"}]1F]lrootBsdnhubum: ™ ryusruudapp[09:13] (master)$
root@zdnhubyvm: ™ Aryudryudapp[05:13] (master)$ curl -% POST -d '{ "match": {"ip_d
sep": "10", "in_port": "2"}, "actions"i{"queue": "3"}}' http://localhostiBOB0/q
0= U L es Q00000000000

[{"awitch_id"s "0000000000000006", "command_result": [{"result": "success", "det
ails"t "0oS added, : gqos_id=2"1}1}lroot@sdnhubuent ™ ruudroudape[05:12] (master)$ |
root@zdnbubuvm: ™ Aryudryusapp[05:13] (master)$ curl -¥ POST —-d ‘4 "match": {"ip_d |
sep"s "10", "in_port": "2"}, "actions":i{"queue": "3"}}' http://localhostiB0B0/q
o= u  esQODOOOQOCOOQCT

[{"switch_id": "0000000000000007" . "command_result": [{"result": "success", "det
ails": "0oS added, : qos_id=2"11}lrootBsdnhubuvm: ™ ryudruudapp[05:13] (master)§

Figure A. 8 Verifying the Flow Rules Installation in the SDN Controller
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[{"switch_id"s "0000000000000002", “command_result"s [{"qos"s [{"priority": 1, "
dl_type": "IPv4", "actions": [{"queue": "1"}], “in_port": 2, "gos_id": 1}, {'pri
ority": 1, "dl_type": "IPw4", "actionz": [{"queue": "3"}], "goz_id": 2, "in_port
"+ 2, "ip_dscp": 10}, {"priority": 1, "dl_type": "IPv4", "actions": [{"queue": "
2"}+1, "gos_id": 3, “in_port": 2, "ip_dscp": 12}, {"priority": 1, "dl_type": "IPu
4", "actions": [{"queue": "1"}], “"in_port": 3, “gos_id": 4), {"priority": 1, "dl
_type"s "IPw4", "actions"y [{"queus"; "3"}], "gos_id": 5, "in_port": 3, "ip_dscp
A0k, {Mpriority": 1, "dl_type": “IPw4", "ip_dscp": 10, “actions": [{"meter":
"1"}1, "gog_id"t 73131} IrootBsdrbubum:ruudryudappl03:51] (master)$
rootBzdnhubvm s Aruudryudapp[03:51] (master$

root@sdnhubum: ™ Argudryudapp[03:51] (master)$

root@adnhubvm ™ ruudrundapp[03:51] (master)$

root@sdnhubym: ¥ Aruusruudapp[03:51] (master)$

rootBednhubvm ™ ruudryudapp[03:51] (master)$

rootBzdnhubvm ™ Aruudryudapp[03:51] (masteri$ curl —X GET http:dlocalhost:2020/
qos/rul ez Q0000000000000

[{"switch_id": "0000000000000003", "command_result": [{"gos": [{"priority": 1, "
dl_type": "IPw4", "actions"i [{"queue": "1"}], "in_port": 2, "gos_id": 1}, {"pri
ority": 1, "dl_type": "IPw4", "actions": [{"queue": "3"}]. "qos_id": 2, "in_port
"s 2, "ip_dscp": 10}, {"priority": 1, "dl_type": "IPv4", “actions": [{"queus"
2"}, "qos_id"y 3, "in_port": 2, “ip_dscp”: 12}, {"priority": 1, "dl_typs": "IPv
4", "actions": [{"queue"; "1"}], "in_port": 3, “"gos_id": 5}, {"priority": 1, "dl
_type": "IPw4", "actions"t [{"queue": "3"}], "gqos_id": &, "in_port": 3, "ip_dscp
"0k, {"priority": 1, "dl_type": "IPv4", "ip_dscp": 10, "actions": [{"meter":
"1"}1, "goz_id": 7+131}IrootBsdnhubum:ruudruudappl03:51] (master)$
root@sdnhubum: ™ Argudryudapp[03:51] (master)$

root@zdnhubvm: ™ ruudrundapp[03:51] (master)$

rootBednhubvm ™ ruudryudapp[03:51] (master)$

rootBednhubvm ™ ruudryudapp[03:51] (master)$

rootBednhubvm s Aruudryudapp[03:51] (master$

root@sdnhubum: ™ Argudryudapp[03:51] (master)$

root@zdnhubvm: ™ ruudryndapp[03:51] (master)$ curl =X GET http://localhost: 8080/
qozrul esM00000AAANII00

[{"switch_id": "0000000000000004" , "command_result": [{"qos": [{'"priority": 1, "
dl_type": "IPw4", "actions": [{"queus": "1"}], "in_port"; 2, "gos_id": 1}, {"pri
ority": 1, "dl_tupe": "IPwd", “actions": [{"queus": "3"}], "qos_id": 2, "in_part
"e 2, “ip_dscp": 10}, {"priority": 1, "dl_tupe": "IPvd4", "actions": [{"queus"i "
2"}+1, "gqos_id": 3, “in_port": 2, “ip_dscp": 12}, {"priority": 1, "dl_type": "IPu
4", "actions": [{"queue": "1"}]. "in_port": 3, "gqos_id": 4}, {"priority": 1. "dl
_type"s "IPw4", "actions"t [{"queus": "3"}], "gos_id": 5. "in_port": 3, "ip_dscp
"e 103, {"priority": 1, "dl_type": "IPwd", “ip_dscp": 10, “actions": [{'meter':
"1"}], "gos_id": BFIF]}Iroot@sdnhubum: s ryusryndapp[03:51] (master)$
rootBednhubvm ™ ruudryudapp[03:51] (master)$

rootBednhubvm ™ ruudryudapp[03:51] (master)$

rootBzdnhubvm s Aruudryudapp[03:51] (master$

root@sdnhubum: ™ Argudryudapp[03:51] (master)$

root@zdnhubvm: ™ ruudryndapp[03:51] (master)$ curl =X GET http://localhost: 8080/
qozrul eg 000000000005

[{"switch_id": "000000000000000S" , "command_result”: [{"qos": [{"priority": 1, "
dl_type": "IPv4", "actions": [{"queue": "1"}], “in_port"; 2, “"gos_id": 1}, {"pri
ority": 1, "dl_tupe": "IPwd", “actions": [{"queus": "3"}], "qos_id": 2, "in_part
"e 2, “ip_dscp": 10}, {"priority": 1, "dl_tupe": "IPvd4", "actions": [{"queus"i "
2"+1, "gqos_id": 3, “in_port": 2, “ip_dscp": 12}, {"priority": 1, "dl_type": "IPu
4", "actions": [{"queue": "1"}]. "in_port": 3, "gos_id": 4}, {"priority": 1. "dl
_type"s "IPw4", "actions"t [{"queus": "3"}], "gos_id": 5. "in_port": 3, "ip_dscp
"e 103, {"priority": 1, "dl_type": "IPwd", “ip_dscp": 10, “actions": [{'meter':
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[ NON ] %| "Node: c0" (root)

rootRsdnhubym ™ ruudryu/app[06:27] (naster)$ curl =¥ GET http://localhost 8080/ 90/ rules000000000000001 E
[{"switch_id": "000O0O000000000L", "command_result": [{"qos": [{"priority”: 1, "dl_tupe": "IPv4", "actionz"i [{"que
we"s "1"}], "in_port": 2, "gos_id": 1F, {"priority": 1, "dl_type": "IPw4", "actions": [{"queue": "3"}]. "gqos_id": 2}
. Min_port": 2, “ip_dscp": 10F. {"priority": 1. "dl_type": "IPw4". "actionz": [{"queue": "2"}], "gos_id": 3. "in_po:
rt"s 2, “ip_dscp": 12}, {"priority": 1, "dl_tupe": "IPw4", "actions": [{"queue": "1"}], "in_port": 3, "gqos_id": 4},
{"priority": 1, "dl_type": "IPvd", "actions": [{"queue": "3"}], "gos_id": 5, "in_port": 3, “ip_dscp": 10}, {"prior?
ity"s 1, "dl_type": "IPwd4", "actions": [{"queue": "2"}1, "gqos_id": B, "in_port": 3, "ip_dscp"t 123, {"priority": 1,:
"dl_type": "IPw4", "ip_dscp": 10, "actionz": [{"meter": "1"}], "gqos_id": T+I}1+]rootBednbubum: P ruudryud appl06:27 ]
(master)$ curl -¥ GET http:d<localhost:8080/q0= rules Q0000000000000 14
[{"switch_id": "00000O00000O0002", "command_result": [{"qos": [{"priority": 1, "dl_tupe": "IPv4", "actionz"i [{"que:
we"s "1"}], "in_port": 2, "gos_id": 1%, {"priority": 1, "dl_type": "IPwd", "actions": [{"queue": "3"}], "gos_id": 2
. Min_port": 2, “ip_dscp": 10F. {"priority": 1. "dl_type": "IPw4". "actionz": [{"queue": "2"}], "gos_id": 3. "in_po!
rt"s 2, “ip_dscp": 12%, {"priority": 1, "dl_tupe": "IPw4", "actions": [{"queue": "1"}], "in_port": 3, "gqos_id": 4},
{"priority":s 1, "dl_type": "IPw4", "actions": [{"queue": "3"}], "qos_id": 5, "in_port": 3, "ip_dscp': 10}, {"prior
ity": 1, "dl_type": "IPw4", "actions"t [{"queus": "2"}], "qos_id": B, "in_port": 3, "ip_dscp": 12}, {"priority": 1,1
"dl_type": "IPw4", "ip_dscp": 10, "actionz": [{"meter": "1"}], "gqos_id": T+1}1}Iroot@sdnhubum:®rundrund appl06:27] 8
Imaster]d curl ¥ GET http:ddlocalhost $B0804 90 mulesA0000000000000003
[({"switch_id": "000000000O00000Z", "command_result": [{"qos": [{"priority": 1, "dl_tuype": "IPw4", "actions": [{"que?
we"s "1"}], "in_port": 2, "gos_id": 1%, {"priority": 1, "dl_type": "IPw4", "actions": [{"queue": "3"}]. "gos_id": 2:
. Min_porttt 2, "ip_dscp": 103, {'priority": 1, “dl_type": "IPw4", "actionz": [{"queus": "2"}], “"gqos_id": 3, “in_po
rt"s 2, “ip_dscp": 12}, {"priority": 1, "dl_tupe": "IPw4", "actions": [{"quewe": "1"}], "in_port": 3, "qos_id": 41,1
T"priority"s 1, "dl_type": "IPw4", "actions": [{"queus": "3"}], "gqos_id": 5, “in_port": 3, “ip_dscp': 103, {"priors
ity"s 1, "dl_type": "IPw4", "actionz": [{"queue": "2"}]1, "qos_id": 6, “in_port": 3, "ip_dscp": 12}, {"priority": 1,
"dl_type": "IPw4", "ip_dscp": 10, "actionz": [{"meter": "1"}], "gqos_id": 7+1}1}Iroot@sdnhubum: ™ rundruadappl06: 2710
Imaster]d curl ¥ GET http:ddlocalhost $B0804 90 mulesA00000000000000004 H
[({"switch_id": "0000O0000O000004" , "command_result": [{"qos"t [{"priority”: 1, "dl_type": "IPv4", "actions": [{"que
we"s "1"}1, "in_port": 2, "gos_id": 1%, {"priority": 1, "dl_type": "IPw4", "actions": [{"queue": "3"}]. "gos_id": 2}
. Min_port": 2, “ip_dscp't 10F, {"priority”: 1, "dl_tupe": "IPw4", "actions": [{"queus": "2"}], "gos_id": 3. "in_po:
rt"s 2, “ip_dscp": 12}, {"priority": 1, "dl_tupe": "IPwd", "actions": [{"queue": "1"}], "in_port": 3, "gqos_id": 4},
{"priority": 1, "dl_tupe": "IPwd", "actions": [{"queus": "3"}]. "gqos_id": 9. "in_port": 3. "ip_dscp": 10}, {"prior?
ity"s 1, "dl_type": "IPw4", "actionz": [{"queue": "2"}1, "qos_id": 6, “in_port": 3, "ip_dscp": 12}, {"priority": 1,:
"dl_tupe": "IPw4", "ip_dscp": 10, "actions": [{"meter": "1"}], “"gqos_id": 7+1}1+]root@sdnhubum: ™ ruudruudappl06:27]
(mazter]¥ curl -¥ GET httpiddlocalhost $B080/ 905 mulesAQ000000000000005 2
[({"switch_id": "0000000000000005", "command_result": [{"qos": [{"priority": 1, "dl_type": "IPwd4", "actions": [{"que:
we": "1"}]. "in_port": 2, "gos_id": 1}, {"priority": 1. "dl_tupe": "IPwd", "actions": [{"queus": "3"}], "qos_id": 2
. Min_port": 2, “ip_dscp't 10F, {"priority”: 1, "dl_type": "IPw4", "actions": [{"queue": "2"}], "gos_id": 3. "in_po?!
rt"s 2, “ip_dscp": 12}, {"priority": 1, "dl_tupe": "IPuw4", "actions": [{"queue": "1"}], "in_port": 3, "gqos_id": 4}, :
{"priority": 1, "dl_type": "IPv4", "actions": [{"queus": "2"}], "gos_id": 5, "in_port": 3, “ip_dscp": 10}, {"prior!
ity"s 1, "dl_type": "IPw4", "actionz": [{"queue": "2"}1, "qos_id": G, “in_port": 3, "ip_dscp": 12}, {"priority": 1,:
"dl_type": "IPv4", “ip_dscp": 10, "actions": [{"meter": "1"}], "gqos_id": TH13IF]root@adrbubn: ™ Aruudruudapp[ 061272
(mazter]$ curl ¥ GET httpiddlocalhost $30804908 mulesAQ000000000000005 H
[({"switch_id": "0000000000000006", "command_result": [{"qos": [{"priority": 1, "dl_type": "IPwd4", "actions": [{"que?
we": "1"}]. "in_port": 2, "gos_id": 1}, {'priority": 1. "dl_tupe": "IPwd", "actions": [{"queue": "3"}], "qos_id": 2@
. Min_port": 2, “ip_dscp't 10F, {"priority”: 1, "dl_type": "IPw4", "actions": [{"queue": "2"}], "gos_id": 3. "in_pao!
rt"s 2, “ip_dscp": 12}, {"priority": 1, "dl_tupe": "IPuwd", "actions": [{"queue": "1"}], "in_port": 3, "gqos_id": 4}, :
{"priority": 1, "dl_type": "IPv4", "actions": [{"queus": "2"}], "gos_id": 5, "in_port": 3, “ip_dscp": 10}, {"prior!
ity"s 1, "dl_type": "IPw4", "actionz": [{"queue": "2"}1, "qos_id": G, “in_port": 3, "ip_dscp": 12}, {"priority": 1,:
"dl_type": "IPv4", “ip_dscp": 10, "actions": [{"meter": "1"}], "gqos_id": TH13IF]root@adrbubun: ™ Aruudruudapp[06: 272
(master)$ curl ¥ GET http:sflocalhost: 20804902 rules Q000000O0OON000F H
[({"switch_id": "0000000000000007", "command_result": [{"gos": [{"priority": 1, "dl_tuype": "IPwd4", "actions": [{"que?
we"t "1"}], "in_port": 2, "gos_id"t 1}, {"priority": 1, "dl_type": "IPwd", "actions"t [{"queue": "3"}], "gos_id": 2%
. Min_port": 2, “ip_dscp': 10}, {"priority”: 1, "dl_type": "IPw4", "actions": [{"queue": "2"}], "gos_id": 3. "in_pao?!
rt": 2. "ip_dscp": 12}, {"priority": 1, "dl_type": "IPuwd", "actionz": [{"queue": "1"}], "in_port": 3. "qos_id": 4F.:
{"priority": 1, "dl_type": "IPwd", "actions": [{"queus": "2"}], "gos_id": 5, "in_port": 3, “ip_dscp": 10}, {"prior?
ity"s 1, "dl_tupe": "IPw4", "actions": [{"queue": "2"}]1, "qos_id": B, “in_port": 3, "ip_dscp": 12}, {"priority": 1,:
Edl_tHP?": "IPwd", "ip_dzcp": 10, "actionz": [{"meter": "1"}], "goz_id": FTrIF1FlrootRadnhubum:®Argusryudapp[06:27] 2
mazter )4

ER
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9.5 Switch Settings

®-@ 'Node: 51" (root)

rootBsdnhubvm: ™ ryudrundapp[07:59] (master)$ ovs-vsct]l  set-manager ptocp:BE32
[root@zdnhubun “Aryudryudapp[07:53] (naster)$ []

Figure A. 11 Switch Configurations: Connecting with SDN Controller

®-@® . "Node: 52" (root)
rootBzdnbubum: ~ eyl ryndapp 07 :57] (master)$ ovs-vsct]l  set-manager ptcp:BE3Z2

root@sdnhubum: ™ ryusryusapp[07:59] (master)$ []
Figure A. 12 Switch Configurations: Connecting with SDN Controller

® - @ x| "Node: s8" (root)

rootBsdnhubyvm: ™ ryudryndapp[ 07 :57 ] (master)$ ovs-vsctl set-manager ptop:BE3Z2
rootRsdnhubum: “Argudryusapp[08:01] (master)$ []

Figure A. 13 Switch Configurations: Connecting with SDN Controller

9.6 Network Nodes IP Settings

[ ] ) % "Mode: h1"
root@sdnbubym: “Aryusryndapp[02:03] (master)$ ip adde del 10,0,0,143 dev hl-ethd

(rootBzdahubym ™ Aryudryusapp[08:09] (masterd$ ip adde add 172.16.20,10/24 dev h
1-ethi
rootRzdnhubum ™ AFyusryusapp[08:10] (master)$ |

Figure A. 14 Network Node IP Address Settings Configuration
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[ [ % "Node: h2" |
root@sdnbubvm: ™ Aryusryusapp[07:566] (master)$ ip addr del 10,0,0,2/8 dev hZ-etho
'rootRzdnhubym ™ Aryudryudapp[08:11] (master)$ ip addr add 172.16.10,10/24 dev h

2-ethi
rootRzdnhubum: ™ Aryudryusapp[08:11] (masterd$

Figure A. 15 Network Node IP Address Settings Configuration

® - @ % "Mode: h16"

root@zdnbubym ™ Aryudryudapp[07:56] (master)$ ip addr del 10,0,0,16/8 dev hlE-et |
ki) .
rootBzdnhubym: ™ Aryudryudapp[08: 28] (master)$ ip addr add  172,16,1B0,10/24 dew
hlG-ethi

root@zdnhubuvm ™ ryudryudapp[08:29] (master)$ | |

Figure A. 16 Network Node IP Address Settings Configuration

9.7 Client Server Settings

® - @& "Mode: h2"
|[3] 11716

Client connecting to 172,16,20,10, UDP port G002
Sending 1470 byte datagrams
UDP buffer size: 208 KBuyte (default)

[ 701 local 172.16.10.10 port 33426 connected with 172,16,20,10 port G002
root@sdnbubum: “Aruudryusapp (142421 (master)$ [ ID] Interwval Transfer B
andwidth

[ 701 0,0-10,0 zec 1,19 MBytes 1000 Kbits/sec |
70] Sent 852 datagrams

70] Server Report:

0] 0,0-11.4 sec 933 KBytes 719 Kbitsdsec 17,546 ms 1577 852 (18%)

I0] Interwal Tranzfer Bandwidth

07 0,0-10,0 sec 735 KBytes  BOO KbitsSsec

707 Sent 512 datagrams

70] Server Report:

0l 0,0-11.0 sec 537 KBytes 401 Kbitsdsec 5,991 ms 1387 512 (27E)

I1] Interwal Transfer Bandwidth

0] 0,0-10,1 sec 369 KBytes 300 Kbits/sec

0] Sent 257 datagrams

707 Server Reporti

0] 0,0- 8.8 sec 267 KBytes 240 kbitsdsec 2,038 msz 7B 247 ([20X)

Figure A. 17 Client Server Connection

el e e T T T o T T T T T |
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® - & %| "Mode: h2"

root@zdnhubem: A ruudryndapp[1d:41] (master)d iperf -c 172,16,20,10 -p G001 -u -
b 1M &
[1] 11702

Client connecting to 172,16.20.,10, UDP port G001
Sending 1470 byte datagrams
UDP buffer size: 208 kByte (default)

[ 70] local 172,16,10,10 port 45935 connected with 172,16,20,10 port G001
root@zdnhubvm: A ruudryndapp[ld:41] (master)d  iperf —c 172,16,.20,10 -p 5003 -u
-b BOOE &

[2] 11709

Client connecting to 172,16,20,10, UDP port G003
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

[ 70] local 172,16,10,10 port 599201 connected with 172,16,20,10 port G003
root@sdnhubym: “Aryudrundappl14:42] (master)$d  iperf —c 172,16,20,10 -p 5002 -y
-b 300K &

[3] 11716

Client connecting to 172,16,20,10, UIP port SOOZ
Figure A. 18 Configuring Host h2 as Client

® - @ "Node: h1"

UDP buffer size: 208 EByte (default) -
root@sdnhubym: ™ rundryudapp[l4:41] (master)$  iperf -z —u -i 1 -p 5003 >DServwiS
Qoa & -
[50] 11622 |
root@zdnhubum: ™ Aryudrgudapp[14:41] (mazter)d  iperf -5 -u -i 1 -p 5002 >DServ05 |
Q02 & '
[51] 11630 |
root@sdnhubym: ™ rundryudapp[l4:41] (master)$  iperf -z —u -i 1 -p 5001 >DSerwiS
ool & .
[52] 11R96 |
root@zdnhubuym: ™ Aryudryudapp[14:41] (master)$ read failed: Connection refused
rgad failed: Connection refused

Figure A. 19 Configuring Host h1 as a Server
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(@ o %| "Node: h1"

rootBzdnhubym: ®Aruudryudapp[16:36] (master)d iperf -5 —u -i 1 -p 5002 > pflow_h
1=zhZch0n2
read failed: Connection refuszed

Figure A. 20 Configuring Host hl as a Server: Per Flow QoS

. NON | %| "Node: h1"

root@zdnhuben ™ ruudryndapp[16:35] (master)d iperf -3 -u -1 1 -p 5001 > pflow_h
1zh2cho0l
read failed: Connection refused

Figure A. 21 Configuring Host h1 as a Server : Per Flow QoS

. o o %| "Node: h1"

rootBzdnhubym: “Aryurunsapp[16:35] (master)$ iperf -z -u -i 1 -p 5002 > pflow_h
1=zhZch0n2
read failed: Connection refused

Figure A. 22 Configuring Host h1 as a Server: Per Flow QoS
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. NN | %| "Mode: h1"

root@sdnhubym ™ rundryudapp[16:35] (master)$ iperf -z —u -i 1 -p 9002 > pflow_h
1zhZchon2

read failed: Connection refused

“CrootBednhubym: “Aryudrundappl16:44] (master)$ more pflow_hlsh2ch002

Server liztening on UDP port G002
RFeceiving 1470 byte datagrams
UDP buffer size: 208 EByte (default)

[ 52] local 10,0,0,1 port 5002 connected with 10,0,0,2 port 48803
[ ID] Interwal Tranzfer Bandwidth Jitter Lozt Total Datagrams
[ 52] 0,0- 1,0 sec 115 KBytes 953 Kbitsdsec  B,208 ms 0f 8L [0E)
[ 52] 1,0- 2,0 sec 118 KBytes 964 kKbitsdsec 4,754 ms 0 B2 (D)
[ 52] 2.0- 3,0 sec 81,8 KBytes E70 kKbitsdsec 11,146 ms 0 57 (D)
[ 52] 3.0- 4,0 zec 60,3 KBytes 494 Kbits/sec 12,454 ms 0O/ 42 (0F)
[ 52] 4,0- 5,0 sec B4,6 KBytes 529 kbitsdfsec 9,524 me 22/ B7 (33%)
[ 52] &,0- 6.0 sec 81,8 KBytes B70 kKbitsdfsec 5,347 ms 284 895 (33%)
[ 52] EB.0- 7.0 sec 67,5 KBytes 053 kbitsdfsec 7,224 me 384 89 (45%)
[ 52] 7.0- 8.0 sec 77,5 KBytes G35 kbitsfsec 6,493 me 324 86 (37%)
[ 52] 8.0- 9,0 sec 80,4 KBytes G659 Kbitsdsec 5,938 ms 28/ 84 (338
[ 52] 9,0-10,0 sec BG6,0 KBytes 541 kKbitsfsec 4,693 me 35/ 84 (45%)
[ 52] 10,0-11,0 sec 81,8 KBytes E70 kKbitsdfsec B,023 me 284 89 (33%)
[ 52] D+0 11, 4 SBC EDD HBHtes 548 thtsfsec EE EBE ms 223/ 850 (26%)
Flgure A. 23 Server Llstenmg for mcomlng Traffic on Port 5002: Per Flow QoS
| NON %| "Mode: h1"

root@zdnhubyn: ™ ryudryndapp[16:35] (master)$ iperf -z -u -i 1 -p 5001 > pflaw_h
1zh2ch00l
read failed; Connection refused

Figure A. 24 Server Listening for incoming Traffic on Port 5001: Per Flow QoS
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9.8 Switch Flow Rules Verification

|lubuntu@sdnhubvm:~[13:481% sudo ovs-ofctl -0 OpenFlowl3 dump-flows sl
OFPST_FLOW reply (OF1.3) (xid=0x2):
cookie=0x@, duration=59.107s, table=@, n_packets=20, n_bytes=1584, priority=@ actions=CONTROLLER:65535
ubuntu@sdnhubvm:~[14:17]% sudo ovs-vsctl set Bridge sl protocols=0OpenFlowl3
ubuntu@sdnhubvm:~[14:171$% sudo ovs-vsctl set Bridge sl protocols=0penFlowl3
ubuntu@sdnhubvm:~[14:171$% sudo ovs—ofctl -0 OpenFlowl3 dump-flows sl
OFPST_FLOW reply (OF1.3) (xid=ex2):
cookie=0x0, duration=78.668s, table=0, n_packets=20, n_bytes=1584, priority=@ actions=CONTROLLER:65535

Figure A. 25 Switch S1 Flow Rules Verification

_______ J— g mmm mmm i) Eemmmmmeg = e mmmiim mmee i i —————

ubuntu@sdnhubvm:~[14:26]$ sudo ovs-ofctl -0 OpenFlowl3 dump-flows si1

OFPST_FLOW reply (OF1.3) (xid=0x2):
cookie=0x0, duration=225.280s, table=0, n_packets=23, n_bytes=2142, priority=1,in_port=2,d1l_dst=00:00:00:00:00:01 actions=output:1
cookie=0x0, duration=225.277s, table=0, n_packets=22, n_bytes=2044, priority=1,in_port=1,dl_dst=00:00:00:00:00:02 actions=output:2
cookie=0x@, duration=600.035s, table=0, n_packets=23, n_bytes=1766, priority=0 actions=CONTROLLER:65535

ubuntu@sdnhubvm:~[14:26]$ sudo ovs-ofctl -0 OpenFlowl3 dump-flows si1

OFPST_FLOW reply (OF1.3) (xid=0x2):
cookie=0x@, duration=620.352s, table=0, n_packets=23, n_bytes=2142, priority=1,in_port=2,dl_dst=00:00:00:00:00:01 actions=output:1
cookie=0x0, duration=620.349s, table=0, n_packets=22, n_bytes=2044, priority=1,in_port=1,d1l_dst=00:00:00:00:00:02 actions=output:2
cookie=0x@, duration=12.532s, table=0@, n_packets=7, n_bytes=630, priority=1,in_port=3,dl_dst=00:00:00:00:00:01 actions=output:1
cookie=0x@, duration=12.508s, table=0, n_packets=6, n_bytes=532, priority=1,in_port=1,dl_dst=00:00:00:00:00:03 actions=output:3
cookie=0x@, duration=995.107s, table=0, n_packets=26, n_bytes=1948, priority=@ actions=CONTROLLER:65535

ubuntu@sdnhubvm:~[14:331$ I

Figure A. 26 Switch S1 Flow Rules Verification

OFPST_FLOW reply (OF1.3) (xid=@x2):
cookie=0x@, duration=678.539s, table=@, n_packets=23, n_bytes=2142, priority=1,in_port=2,dl_dst=00:00:00:00:80:81 actions=output:1
cookie=0x@, duration=678.536s, table=@, n_packets=22, n_bytes=2044, priority=1,in_port=1,dl_dst=00:00:00:00:00:02 actions=output:2
cookie=0x@, duration=7@.719s, table=@, n_packets=7, n_bytes=638, priority=1,in_port=3,d1l_dst=00:00:00:00:00:81 actions=output:1
cookie=0x@, duration=70.695s, table=@, n_packets=6, n_bytes=532, priority=1,in_port=1,dl_dst=00:00:00:00:00:83 actions=output:3
cookie=0x@, duration=6.687s, table=@, n_packets=8, n_bytes=728, priority=1,in_port=3,dl_dst=00:00:00:00:00:02 actions=output:2
cookie=0x@, duration=6.665s, table=@, n_packets=7, n_bytes=630, priority=1,in_port=2,dl_dst=00:00:00:00:00:03 actions=output:3
cookie=0x@, duration=1053.294s, table=@, n_packets=29, n_bytes=2130, priority=0 actions=CONTROLLER:65535

Figure A. 27 Switch Flow Rules Verification
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9.9 Controller Flow Replies

datapath-7 in—bort eth—-dst out—port-péckets bytes

datapath port rx-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error
000000000000 0ERRL 1 4 348 2] 3 246 %]
0000000000000001 2 4 348 [} 4 348 [}
000000000R00LBRL Tffffffe %] 2] [} %] ] [}
EVENT ofp_event->SimpleMonitorl3 EventOFPPacketIn

EVENT ofp_event—>SimpleMonitorl3 EventOFPPacketIn

packet in 1 00:00:00:00:00:02 33:
packet in 1 00:00:00:00:00:02 33:
EVENT ofp_event—>SimpleMonitorl3
EVENT ofp_event—>SimpleMonitori3
packet in 1 00:00:00:00:00:01 33:
packet in 1 00:00:00:00:00:01 33:
EVENT ofp_event—>SimpleMonitoril3
packet in 1 00:00:00:00:00:02 33:
EVENT ofp_event->SimpleMonitorl3
packet in 1 00:00:00:00:00:01 33:
EVENT ofp_event—>SimpleMonitori3
packet in 1 ©00:00:00:00:00:02 33:
EVENT ofp_event->SimpleMonitorl3
packet in 1 00:00:00:00:00:01 33:
EVENT ofp_event—->SimpleMonitori13
packet in 1 00:00:00:00:00:02 33:
EVENT ofp_event—->SimpleMonitoril3
packet in 1 00:00:00:00:00:01 33:
send stats request: 000000000000

33:00:00:00:16 2
33:00:00:00:02 2
EventOFPPacketIn
EventOFPPacketIn
33:00:00:00:16 1
33:00:00:00:02 1
EventOFPPacketIn
33:00:00:00:16 2
EventOFPPacketIn
33:00:00:00:16 1
EventOFPPacketIn
33:00:00:00:02 2
EventOFPPacketIn
33:00:00:00:02 1
EventOFPPacketIn
33:00:00:00:02 2
EventOFPPacketIn
33:00:00:00:02 1
001

EVENT ofp_event->SimpleMonitorl3 EventOFPFlowStatsReply
EVENT ofp_event->SimpleMonitorl3 EventOFPPortStatsReply

datapath in-port eth-dst out-port packets bytes

datapath port rx-pkts rx-bytes rx—error tx—-pkts tx-bytes tx-error
0000000000000001 1 9 738 7] 13 1026 Q
000000000000000L 2 9 738 %] 15 1206 %]
0000000000RRRLLERL TTFFfffe %] %] %] %] %] %]
send stats request: ©9000000000000001

EVENT ofp_event—->SimpleMonitorl3 EventOFPFlowStatsReply

EVENT ofp_event->SimpleMonitorl3 EventOFPPortStatsReply

datapath in-port eth-dst out—-port packets bytes

datapath port rx-pkts rx-bytes rx-error tx—-pkts tx-bytes tx-error
000000000000000L 1 9 738 [} 13 1026 7]
0000000000000001 2 9 738 2] 15 1206 2]
0000000000001 TFFFfffe %] %] %] %] %] %]
send stats request: ©0000000000000001

EVENT ofp_event—>SimpleMonitorl3 EventOFPFlowStatsReply

EVENT ofp_event->SimpleMonitorl3 EventOFPPortStatsReply

datapath in-port eth-dst out-port packets bytes

datapath port rx-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error

Figure A. 28 Ryu Controller Replies: Packets
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datapath port rx—-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error
0000000000 RRR0GL 1 12 920 %] 16 1208 %]
0000000000000 0RL 2 12 920 [} 18 1388 %]
0000PePPRRRRRRL TTTffffe %} %] %} %] %} %]
send stats request: 0000000000PE0OOOL

EVENT ofp_event->SimpleMonitorl3 EventOFPFlowStatsReply

EVENT ofp_event->SimpleMonitorl3 EventOFPPortStatsReply

datapath in-port eth-dst out—-port packets bytes
0000000000RReR01 1 00:00:00:00:00:02 2 2 140
000000000000 E00L 2 00:00:00:00:00:01 1 3 182

datapath port rx—-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error
000000000 0RRRGRGL 1 12 920 %} 16 1208 %]
000000000 0R0RGBGL 2 12 920 (%] 18 1388 %]
00P000OOPRRRGRLL fffffffe %} %} %} %} (%] %]
send stats request: 0000000000000001

EVENT ofp_event->SimpleMonitorl3 EventOFPFlowStatsReply

EVENT ofp_event->SimpleMonitorl3 EventOFPPortStatsReply

datapath in-port eth-dst out-port packets bytes
00000E00PRRR0RRL 1 90:00:00:00:00:02 2 2 140
00000000PRRR0RRL 2 90:00:00:00:00:01 1 3 182

datapath port rx-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error
0000000000 RRER0L 1 12 920 %} 16 1208 %]
0000000000RReR01 2 12 920 %} 18 1388 %]
00000000000 RRRGL fTffffffe %} %} (%} [%} %} %]
send stats request: 0000000000000001

EVENT ofp_event->SimpleMonitor13 EventOFPFlowStatsReply

EVENT ofp_event->SimpleMonitor13 EventOFPPortStatsReply

datapath in-port eth-dst out-port packets bytes
000000000000R000L 1 00:00:00:00:00:02 2 2 140
0000000000 RRR0GL 2 00:00:00:00:00:01 1 3 182

datapath port rx—-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error
00000000PRRR0RRL 1 12 920 %] 16 1208 %]
00000000PRRR0RRL 2 12 920 2] 18 1388 ]
00000000 RRRRRRRL TTTffffe 2} [%] 2} [%] 2] %]
send stats request: 9000000000000001

EVENT ofp_event->SimpleMonitor1l3 EventOFPFlowStatsReply

EVENT ofp_event—->SimpleMonitorl3 EventOFPPortStatsReply

datapath in-port eth-dst out—-port packets bytes
000000000000000L 1 00:00:00:00:00:02 2 2 140
0000000000R0R0BGL 2 00:00:00:00:00:01 1 3 182

datapath port rx—-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error
00000000000 RG0GL 1 12 920 (%} 16 1208 %]
000000000000R000L 2 12 920 %] 18 1388 %}
0000POOOPRRRRRGL fffffffe %} %} %] %} (%] %]

Figure A. 29 Ryu Controller Replies: Packets
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9.10 QoS Configuration Settings

Lo - .| "Mode: c0" (root)

rootBzdnhubum: “Aryudryudapp[09:14] (master)$ #005 Settings

rootBzdnhubym: “Aryusrundapp[09:26] (master)$ curl =¥ POST -d ' "match": {"ip_d
scp't "2E"F, "actions":{"gqueue": "1"}}' http:/flocalhost:B080 908 rules 000000
QOO0

([ switch_id" s "OOOOOOOOOOOOOO0L" , "command_result": [{"result": "success", "det
ails": "0oS added, : qos_id=1"}]1}]rootBednhubyvm:™ rundryudapp[09:28] (master)$
‘root@zdnhubym: ™ Arundruudapp[09: 28] (master)$ curl -¥ POST -d '{ "match": {"ip_d
lzop"t "34"F, "actionz"ii"queus": "2"IF' http:dslocalhost 8080902 rules Q000000
OO

[{"switch_id": "OO0OOOOOOOOOO00L" , "command_result": [{"result": "success", "det
ails": "0o5 added, : qns_id:E"}]}]rnnt@sdnhuhum:”Hrgufrgufapp[DE:EE] (master)$

Fam =~=" [ .

Figure A. 30 Ryu Controller QoS Settings Configuration

2 @® .| "Node: c0" (root)

rootBsdnhubym: ™ ryudryudapp[09:36] (master)$ curl ¥ POST -d '{"match": {"rw_ds
" o "172,16,20,10", "rw_proto":"UDP", "tp_dst": "BOO2"}, "actions":{"mark": "2
E"}F' http:/dlocalhost: 8080/ 905 rules Q00O0OOOOOCCN00Z

([{"awitch_id": "0000OOGOOOGOGN02" , "command_result": [{"result": "success", "det
lails": "0o5S added, : gqos_id=2"}]1}]rootBsdnhubym:™ ruudruudapp[09:37] (master )
rootBsdnhubyvm: ™ ryudryudapp[09:37] (master)$ curl ¥ POST -d '{"match": {"rw_ds
" or "1F2L16,20,10", "rw_prota":"UDP", "tp_dst": "BOOE"}, "actions":{"mark": "3
4"} http:dSlocalhost : 3080/ 902 rul esAQ00000CAONO02

[{"switch_id": "OOOOOO000000G002", "command_result": [{"result": "success", "det
ails": "0o5 added, : gos_id=3"}1}]rootRsdnhubuvm: ™ rgusryusapp09:38] (master)$ []

Figure A. 31 Ryu Controller QoS Settings Configuration
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9.11 Cat Linux Commands to Extract Data

@@ %| "Node: h1"

11,0 &og

rootBzdnbubvm: “ Aryusryndapp[16:58] (master)$ cat pflow_hlsh2cB001 | grep sec |
bhead =11 | tr = " " | awk '{print $4,.$8}' > pflow_hlshZ_band
rootBzdnbubum: ~ Aryusruyndapp[16:58] (master)$ more pflow_hlshZ_band
1,0 482

482

1514

03

et

329

et

294

IR

0.0 941

1.0 964

+
+
+

+

+

+

T T AT AT D T T T

2
3
4
5
E.
7
a
|
1
1

Figure A. 32 cat command to extract bandwidth - time information

(@ O %| "Mode: h1"

a3.0 3h,9
9.0 70,3
10,0 115
11,0 118
root@sdnhubyem: “Argurundapp[17:02] (master)$ cat pflow_hlsh2cB00l | grep sec |
head =12 | tr = " " | awk '{print $4,36}' > pflow_hlsh?_trans
rootBzdnbubum: “Aryudryusapp[17:03] (master)$ more pflow_hlzh?_trans
1.0 53,9
5.9
44,5
43,1
47.4
40,2
47,4
b9
L 703
0,0 115
1,0 118
1.0 B85 -
Figure A. 33 cat command to extract datagram transfer size - time information
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“ = '$' % | "Mode: 1"

9,0 70,3

10,0 115

11,0 118

11.0 B85

root@sdnhubym: Ay ryudapp[17:03] (master)$ cat pflow_hlsh2cB001 | grep sec |
head =12 | tr - " " | awk '{print $4,$10F" > pflow_hlshZ_jitter
root@sdnhubym: Ayl ryudapp[17:05] (master)$ more pflow_hlsh2_jitter
1.0 12,018

12,677

8.530

7,385

7.851

9,612

a,402

B,735

7,700

2,400

h,A6E

B.278

2.
34-
4,
51-
b.
?+
=
3
1
1
1

+

T AT T AT T T T

0,
1,
]

+

T T T

Figure A. 34 cat command to extract jitter - time information

®» - @ %| "Mode: h1"

rootBzdnbubuen: ™ Aryudryudape[17:06] (master)$ cat pflow_hlsh2e5001 | grep sec |
head -12 | tr - " " | awk "{print $4,%14}' > pflow_hlsh2_ploss
rootBzdnbubuen: ™ Aryudryudape[ 17207 ] (master)$ more pfFlow_hlshZ2_ploss

1.0 (0%

2,0 (0E)

3.0 (B2E)

0,0 (5,9%)
1,0 (4,74)
Loty L. .
Figure A. 35 cat command to extract datagram percent loss - time information
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9.12 GNUPLOT Commands
® - @ - %| "Node: h1"

GNUPLOT
Yerzion 4.6 patchlevel 4 lazt modified 2013-10-02 i
Build System: Linux x56_E4 f

Copyright (C) 1986-1993, 1998, 2004, 2007-2013
Thomas Williams, Colin Kelley and many others {

ghuplot home: http:/Aw, gnuplot, info
faq, bugz, etc: type "help FAOD" |
immediate help:  tuype "help" (plot window: hit 'h')

Terminal type zet to 'unknown'

ghuplot> =set terminal phg

Terminal type =zet to 'png’

Optionz are 'nocrop font "Ausrdsharesfontz/truetypesliberation/LiberationSanz—Re
gular,ttf, 12" fontacale 1.0 zize G40,.480 °

gnuplots set output '‘udpBandwidthTime,png’

ghuploty set xlabel "Time(sec)"

ghuploty set ylabel "Bandwidth{kbps)"

gruploty set xrange[0,0:30,0]

ghuploty: plot "pflow_hlsh2_band" title 'UDP Traffic Bandwidth Yariation' with 1i!
nespoints 1
gruplot> | |

Figure A. 36 GNUPLOT Commands to plot bandwidth - time information

e e e e el e Aol e S
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o O % "Mode: h1"

ghuplaot home? http:d i, gnuplat, info
faq, bugz, etc:  type "help FAQ"
immediate help:  tupe "help" (plot window: hit 'h')

Terminal type =et to 'unkhown'

ghuplot> zet terminal phg

Terminal the zet to 'png’

Optionz are 'nocrop font “Ausrssharedfontsstruetypes]iberations/LiberationSans- HEE
qular,ttf, 12" fontscale 1,0 =zize G40,.430 °

gnuplot> zet output 'Percentlossz,.phng'’

grhuplot> set xlabel "Time(sec)"

ghuplot> set ylabel "Datagram Percentage Loss (E) "
ghuplot> set xrange[0,0:11,0]

ghuploty set yrange[0,0:100,0]

ghuplot: plot "p

perf low_udp_hlBzhlch001 pflow_hlshZ_band pf low_hlzh2ch00l
perf low_udp_hdshZc pflow_hlzh?_jitter pflow_hlzh2c5001_band i
perf low_udp_hdshZchod?  pflow_hlsh?_ploss pf low_hlzh2ch00z

—a

perf low_udphlBshlchOd?  pflow_hlsh?_plossf
pflow_hlsh25001band pflow_hlzhZ_trans
grhuplot> plot "pflow_hlshZ_plossf" title "Per Flow Datagram Percentage Loss" wit?
h linespoints

ghuplot> |

Figure A. 37 GNUPLOT Commands to plot datagram percent loss - time information

[ NON | %/ "Node: h1"

CGNUPLOT
Verzion 4,6 patchlevel 4 last modified 2013-10-02
Build System: Linux xB6_54

Copyright (C) 1986-1993, 19938, 2004, 2007-2013
Thomaz Williamz, Colin Kelley and many others

ghuplot homes http:d A, gnuplot, info
faq, bugs. etct  type "help FAD"
immediate helpt  tupe "kelp" (plot window: hit 'h')

Terminal type zet to 'unknown'

gnuploty set terminal png

Terminal type =zet to 'png’

Options are 'nocrop font “Ausrssharefontz truetypesliberationsLiberationSans-Re|
qular,ttf, 12" fontscale 1,0 size B40,480 '

gnuplot> zet output "DatagramTransRate,phng”

ghuplot> zet xlabel "Time{Sec)"

gruploty set ylabel "Datagram Transfer Size(kBytes)"

gruploty set xrange [0,0:12,0]

gnuploty set yrange[0,0:700,0]

gruplot> plot "pflow_hlsh?_trans" title "Per Flow Datagram Transfer Rate" with 11
inespoints

gruplots JJ

Figure A. 38 GNUPLOT Commands to plot datagram transfer - time information
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® - @ %| "Node: h1" !

GNUPLOT
Yersion 4.6 patchlevel 4 last modified 2013-10-02
Build System: Linux xB6_E4

Copyright (C) 1986-1993, 1998, 2004, 2007-2013
Thomaz Williamsz, Colin Kelley and many others

gnuplot home: http:dfwn, gruplot, info
Faq. bugs, etc:  type "help FAQ"
immediate help:  tupe "help" (plot window: hit 'h')

Terminal type =et to 'unknown'

gnuplot’> set terminal png

Terminal type =et to 'png’

Optionz are 'nocrop font “Auzrdsharesfontsstruetypedliberation/LiberationSans—-Re
gular,ttf, 12" fontzcale 1,0 =zize B40,.480 1

gruplot’> set output “UDPJitter,phg"

ghuplot> set xlabel "Timelsec)"

ghuplot> set ylabel "Jitter(ms)"

gruploty set xrange[0,0:30,0]

gruplot> plot "pflow_hlshZ_jitter" title 'UDP Jitter Yariation Flow" with linesp|
oints

gruplot> ] |

Figure A. 39 GNUPLOT Commands to plot jitter - time information

9.2. Appendix B. 1st Model: Tree Topology Network
Python Code

#MEng Thesis

#Date : 23 September 2019
#Author : Lindokuhle Biyase
#Institution : UCT

from mininet.net import Mininet

from mininet.cli import CLI

from mininet.topo import Topo

from mininet.node import UserSwitch

from mininet.node import RemoteController

class SliceableSwitch(UserSwitch):
def __init__(self, name, **kwargs):
UserSwitch.__init__(self, name, ", **kwargs)

class MyTopo(Topo):
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def _init_ (self):
"Create custom topo."
# Initialize topology
Topo.__init__ ( self)
# Add hosts and switches
host01 = self.addHost('h1")
host02 = self.addHost('h2"
host03 = self.addHost('h3")

host04 =self.addHost('h4")
host05 = self.addHost('h5")
host06 =self.addHost('h6")
host07 =self.addHost('"h7")
host08=self.addHost('h8")

host09 = self.addHost('h9")

host10 = self.addHost(*h10")
hostl1 = self.addHost(‘h11")
host12 = self.addHost(*h12")

host13 = self.addHost(*h13")
host14 = self.addHost(*h14")
host15 = self.addHost(*h15")
host16 = self.addHost(*h16")

switchO1 = self.addSwitch('s1’)
switch02 = self.addSwitch('s2")
switch03 = self.addSwitch('s3")
switch04 = self.addSwitch('s4")
switch05 = self.addSwitch('s5")
switch06 = self.addSwitch('s6")
switch07 = self.addSwitch('s7")

# Add links

#Switches

# self.addLink(switch01, switch02)
self.addLink(switch01,switch04)
self.addLink(switch01, switch05)
self.addLink(switch01, switch06)
self.addLink(switch01, switchQ7)
# self.addLink(switchO1, switch02)
self.addLink(switch01, switch02)
self.addLink(switch01, switch03)

#Switch s2

self.addLink(switch02,switch04)
self.addLink(switch02, switch05)
self.addLink(switch02, switch06)

143



self.addLink(switch02, switchQ7)
# self.addLink(switch02, switch01)
self.addLink(switch02, switch03)

#Switch s3
self.addLink(switch03, switch04)
self.addLink(switch03,switch05)
self.addLink(switch03, switch06)
self.addLink(switch03, switch07)
# self.addLink(switch03, switch01)
# self.addLink(switch03, switch02)
#Switch04 -->Host1-4
self.addLink(host01, switch04)
self.addLink(host02, switch04)
self.addLink(host03, switch04)
self.addLink(host04, switch04)

#Switch05 -Host5-8

self.addLink(host05, switch05)
self.addLink(host06, switch05)
self.addLink(host07, switch05)
self.addLink(host08, switch05)

#Switch 06 - Host 9-12

self.addLink(host09,switch06)
self.addLink(host10,switch06)
self.addLink(host11,switch06)
self.addLink(host12, switch06)

#Switch 07 -- Host 13 - 16

self.addLink(host13, switchQ7)
self.addLink(host14, switch07)
self.addLink(host15, switchQ7)
self.addLink(host16, switchQ7)

# self.addLink(hostO1, switchO1)
#self.addLink(host02, switch02)
# self.addLink(host03, switch03)
# self.addLink(switchO1, switch02)
#self.addLink(switch01, switch03)

def run(net):
sl = net.getNodeByName('s1")
sl.cmdPrint(‘dpctl unix:/tmp/s1l queue-mod 1 1 80")
sl.cmdPrint(‘dpctl unix:/tmp/s1 queue-mod 1 2 120"
sl.cmdPrint(‘dpctl unix:/tmp/s1 queue-mod 1 3 800"
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def genericTest(topo):
net = Mininet(topo=topo, switch=SliceableSwitch,
controller=RemoteController)
net.start()
run(net)
CLI(net)
net.stop()

def main():
topo = MyTopo()
genericTest(topo)

if _name_ ==' main__":
main()

9.3. Appendix B. 1st Model: Linear Topology Network
Python Code

#MEng Thesis

#Date : 27 September 2019
#Author : Lindokuhle Biyase
#Linear Topology
#Institution : UCT

from mininet.net import Mininet

from mininet.cli import CLI

from mininet.topo import Topo

from mininet.node import UserSwitch

from mininet.node import RemoteController

class SliceableSwitch(UserSwitch):
def __init__ (self, name, **kwargs):
UserSwitch.__init__ (self, name, ", **kwargs)

class MyTopo(Topo):
def __init_ ( self ):

"Create custom topo."
# Initialize topology
Topo.__init__( self)
# Add hosts and switches
host01 = self.addHost('h1")
host02 = self.addHost('"h2")
host03 = self.addHost('h3")

145



host04 =self.addHost('h4")
host05 = self.addHost('h5")
host06 =self.addHost('"h6")
host07 =self.addHost('"h7")
host08=self.addHost('h8")

host09 = self.addHost('"h9")

host10 = self.addHost(*h10")
host11 = self.addHost('h11")
host12 = self.addHost(*h12")

host13 = self.addHost(*h13")
host14 = self.addHost(*h14")
host15 = self.addHost(*h15")
host16 = self.addHost(*h16")

switch01 = self.addSwitch('s1")
switch02 = self.addSwitch('s2")
switch03 = self.addSwitch('s3")
switch04 = self.addSwitch('s4")
switch05 = self.addSwitch('s5")
switch06 = self.addSwitch('s6")
switch07 = self.addSwitch('s7")
switch08 = self.addSwitch('s8")
switch09 = self.addSwitch('s9")
switch10 = self.addSwitch('s10")
switch11 = self.addSwitch('s11")
switch12 = self.addSwitch('s12")
switch13 = self.addSwitch('s13")
switch14 = self.addSwitch('s14")
switch15 = self.addSwitch('s15")
switch16 = self.addSwitch('s16")

# Add links

self.addLink(host01, switchO1)
self.addLink(host02, switch02)
self.addLink(host03, switch03)
self.addLink(host04, switch04)
self.addLink(host05, switch05)
self.addLink(host06, switch06)
self.addLink(host07, switchQ7)
self.addLink(host08, switch08)
self.addLink(host09, switch09)
self.addLink(host10, switch10)
self.addLink(host12, switch12)
self.addLink(host11, switch11)
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self.addLink(host13, switch13)
self.addLink(host14, switch14)
self.addLink(host15, switch15)
self.addLink(host16, switch16)

self.addLink(switch01,switch02)
self.addLink(switch02,switch03)
self.addLink(switch03,switch04)
self.addLink(switch04,switch05)
self.addLink(switch05,switch06)
self.addLink(switch06,switch07)
self.addLink(switch07,switch08)
self.addLink(switch08,switch09)
self.addLink(switch09,switch10)
self.addLink(switch10,switch11)
self.addLink(switch11,switch12)
self.addLink(switch12,switch13)
self.addLink(switch13,switch14)
self.addLink(switch14,switch15)
self.addLink(switch15,switch16)

def run(net):
sl = net.getNodeByName('s1")
s1l.cmdPrint(‘dpctl unix:/tmp/s1l queue-mod 1 1 80")
s1.cmdPrint(‘dpctl unix:/tmp/s1 queue-mod 1 2 120"
sl.cmdPrint(‘dpctl unix:/tmp/s1 queue-mod 1 3 800")

def genericTest(topo):
net = Mininet(topo=topo, switch=SliceableSwitch,
controller=RemoteController)
net.start()
run(net)
CLI(net)
net.stop()

def main():
topo = MyTopo()
genericTest(topo)

if _name__=='_main__":
main()
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