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The investigation into the philosophy of failsafe displays, and the subsequent design and
development of a failsafe display system, was proposed by Spoornet. Mr.G.B.Paverd and
Mr.H.van der Venter of Spoornet approached the University of Cape Town to undertake the
supervision of the research and provide the research infrastructure. Professor M.R.Inggs was
appointed as the research supervisor. It was decided that the scope of this research would

fulfil the requirements of a half-thesis for the degree of Master of Science in Engineering.

The development of hardware and software may be undertaken for demonstrating concepts.
It is envisioned that the design, development and manufacture of a failsafe display system for
the purpose of locomotive cab signalling will result from this research. A propbsal has
already been submitted to the Chief Engineer (Signals) in Johannesburg, and a tentative user

requirement compiled.

The initial literature search and feasibility study began on 1 March 1992, followed by the
main body of research. It is expected that once this conceptual research is completed, a
detailed hardware and software development phase will commence. This will be followed by

an extensive testing phase, final safety evaluation, industrialisation phase, and commissioning.
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Abstract

A requirement exists to reduce signalling costs on branch lines throughout the South African
rail network, by replacing expensive track side signalling with a Radio Token System. The
Radio Token System uses a non-failsafe radio data link and non-failsafe printer in the cab.
Spoornet intend to replace the printer with a failsafe display in order to eliminate lengthy
verbal message protocols and increase safety. This thesis investigates the various concepts
of failsafe display, and the means to achieve them. It also investigates the wide range of
display technologies available and their suitability for use in a failsafe display. The LED,

together with monitoring circuitry, emerges as the most suitable for the application.
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Glossary of Terms and Abbreviations

Aspect:

BIST:

Composite Safety:

CTR:

EMC:

Error:

Failsafe:

Failure:

Fault Latency:

FMECA:

The state of a signal that is displayed to a train driver (red, amber, or

green, for example)

Built In Self Test.

A concept where at least two unrelated failures are necessary before a
wrong-side condition could result, and the occurrence of any one failure

is detected and negated rapidly compared to its expected incidence.

Current Transfer Ratio; the ratio between the input (LED) current and

output (collector) current for an optocoupler.

| Electromagnetic Compatibility.

That part of the system state which is liable to lead to failure, i.e., to
the delivery of a service not complying with the specified service. The

cause of an error is a fault.

A design quality of signalling equipment and of the system within which
it is used, that under failure conditions will provide safety for traffic.
A failsafe system is one that either continues to function safely or lapses

into a predefined condition known to be safe (see Vital).

This occurs when the delivered service deviates from the specified

service. The failure occurred because the system was erroneous.

The time between the occurrence of a physical fault and the subsequent

corruption of data causing an error.

Failure Modes, Effects and Criticality Analysis.
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FSDS:

FSDTS:

Inherent Safety:

Latency time:

Life Critical:

Markov model:

MTBF:

MTBUF:

MTBWSF:

MTTR:

Right-side failure:

RCM:

Fail Safe Display System.

Fail Safe Data Transmission System.

A concept where one failure would lead to a wrong-side condition, and

the incidence of that failure is extremely rare.

The time during which a failure goes undetected.

See Failsafe, Vital.

A model of a random process where the next state of the process

depends only on the present state, and not on any past states.

Mean Time Between Failures; a measure of reliability of a component
or system. In its simplest form, expressed as the reciprocal of the

failure rate, A (assuming constant failure rate).

The Mean Time Between Unsafe Failures, a probabilistic specification

of the level of safety for a microcomputer-based system.
Mean Time Between Wrong Side Failures; a measure of the Fail-safety
of a component or system. Proportional to the MTBF and inversely

proportional to the square of the latency time.

Mean Time To Repair; a measure of the maintainability of a component

or system.

A failure that could result in an unsafe condition for traffic, and which

is detected by the signalling system.

Reliability Centred Maintenance.
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RTC:

Safety:

SSI:

Stay-as-last-set:

TMR:

Validation:

Verification:

Vital;

Wrong-side failure:

Real Time Clock.

Freedom from unplanned adverse effects in using, operating, and

maintaining a system.

Solid State Interlocking.

A mode that a system reverts to under failure conditions, whereby it

retains its last state before the failure occurred.

Triple Modular Redundancy.

A method for providing proof of correctness by looking for illogical
conditions in software. The process of evaluating a system at the end

of its development to ensure compliance with requirements.

The process of determining whether the products of a given phase of

development fulfil the requirements established in the previous phase.

Railway safety equipment that reverts to a safe state if it can no longer

perform its function (see Failsafe).

A failure that could result in an unsafe condition for traffic, and which

remains undetected by the signalling system.
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CHAPTER 1 INTRODUCTION 1

Chapter 1: Introduction:

Railway systems in South Africa use a number of signalling techniques to indicate the state
of the railway track ahead of the driver and authorize the driver to proceed safely into a
defined section of track. Track side signalling is expensive and should only be used on lines
where a high traffic density is expected. These signals are tightly interlocked with points and

track circuits to provide failsafe signalling.

On branch lines where the traffic density is relatively low, Radio Token Block [1],[2] can be
used. This technique eliminates costly track side signalling and the accompanying cost of

maintenance. The locomotive token unit for a radio token system is shown in Figure 1:

CONTROL || TOKEN
=1 PANEL PRINTER

¢ 1

Pgalén TOKEN
SUPP. PROCESSOR ANT

LY

POVER (INCLUDING MODEM)

SUPPLY g

nIc SPXR

Figure 1. Locomotive Token Unit

The Radio Token Block uses a non life-critical radio data link between the remote

interlocking and the locomotive cab, together with a non life-critical printer in the cab.

The safety of the Radio Token System can be increased by replacing the non life-critical
printer with a Failsafe Display System to display the token in the cab. Once this has been
achieved, the probability of errors will be reduced. The execution of orders will be speeded
up, resulting in higher traffic throughput. The replacement of the non life-critical radio data

link with a Failsafe Data Transmission System is being addressed elsewhere [11].
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1.1 USER REQUIREMENT

1.1.1) Scope

Implementation of the proposed Failsafe Display System is shown in Figure 2:

SIGNAL

OPERATORS RADIO DATA LINK
PANEL
l AILSAFE
FAILSAFE F:;gSAFE I l ATA F;'IISLPSI?:E
SIGNALLING
TRANSMISSION TRANSM ISSION SYSTEM
INTERLOCKING SYSTEH YSTEM
(SIGNAL CONTROL OFFICE) (LOCOMOTIVE CAB)

Figure 2:Failsafe Radio Token System

Included in the scope of this project is research into the concepts and philosophies of failsafe
displays. Safe reception of token data over the radio data link is beyond the scope of this
project [11]. Proving the token validity (i.e. station names, token type, train number, etc...)
is beyond the scope of this research. It has been proposed that this research into the
philosophy of designing a failsafe display be carried out in conjunction with the University
of Cape Town. Prototype hardware and software may be produced to test and demonstrate

concepts.

1.1.2) Signalling Philosophy and Technology

The philosophies for the design of failsafe track side signals shall be applied to a cab-mounted
display system. However, the technologies suitable for track side signals may not necessarily
be suitable for mounting in a locomotive cab. The controlling of a signal is carried out in
track side signals by means of relays. Safety relays are very expensive in relation to the
number of functions they support. They consume power, are bulky, and are prone to
vibration in the locomotive cab environment. For this reason, solid-state logic is the
preferred solution. However, solid-state devices are not inherently failsafe [7], since they

have many failure modes, giving them unpredictable failure outcomes.
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1.1.3) Human Factors

Human factors also influence the safety of the system [8],[9]. Possible factors include driver
fatigue, optical interference, stress, malicious intent, inadequate training, and deviation from
regulations (Figure 3), and shall be addressed by operating staff where possible. It is
possible for a driver to pass a red signal due to the above factors, since it is not operating
policy to implement Automatic Train Control [10]. The design of the display must consider
all optical problems such as glare, reflection, glint, brightness, contrast, character size,

viewing distance, viewing angle, and display placement, as found in a locomotive cab.

BRIGHT e

SUNL[G? DIRTY WINDSHIELD,
DAMAGED STRESS, FATIGUE
SIGNAL

VANDAL ISH,
FAILURE,
DIRT.

Figure 3. Non-electronic causes of Accidents

1.1.4) General Purpose Capabilities

Apart from the specific requirement to display radio tokens, the system shall also be capable
of displaying general purpose messages in a failsafe manner. It is preferred that the display

use alphanumeric characters, although symbols or indicators may also be used, if practical.

1.1.5) Display Format

Character dimensions will affect the overall display dimensions. It is important to select a
size that is readable from up to 2 metres, without resulting in a cumbersome display. This
is the maximum foreseeable distance that the locomotive driver could be from the display
while the locomotive is in motion. This decision is influenced by what is available in the

market. Manufacturers have preferred sizes, limiting the range of choices available.

Displays are often manufactured with the multiplexing and memory integrated into the
display. Therefore, they conform to the required dimensions, but do not provide access to

the display elements. This is unacceptable, since display element proving is essential for fail-
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safety. Compromises have to be made to limit display size, such as reducing the number of

characters per line or the number of display lines. A few options have been considered:

1.1.6)

The single line display, in which messages are restricted in length to exactly fit on the

line. Station names and token type would be displayed in mnemonic form.

The single line scrolled display, in which messages longer than the display line length
are scrolled from right to left in a continuous moving display. This is cost-effective,
since the number of characters required to display a message can be limited. The user

requirement is that the entire message be visible at any moment in time.

The multiple line display shows related portions of a lengthy messagé simultaneously.
It displays the message in relevant blocks. It allows the operator to view more of the

message at one time, but is less cost-effective to implement as a failsafe design.

The fuull page display provides enough lines to display a long message in its entirety.
This is the least cost-effective, since it requires the most display hardware. It
consumes the most power and would be less reliable. It is also desirable to keep

messages as short and as simple as possible.

Display Appearance

The requirement here is to evaluate and select the display type and configuration that best

satisfies the user requirement for general purpose messages. Six display types have been

selected for evaluation and are listed below:

Status Indicators

Status indicators are merely an extension of the conventional track side colour light

signals used to convey signalling information in a failsafe manner to the driver, Status

indicators are thus an acceptable means of conveying information. An example is

shown in Figure 4.
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Figure 5:7-Segment Font
o 16-Segment Font

This font is also known as the Starburst font, and is only recommended for displaying

upper case alphanumeric characters, as shown in Figure 6:

27456101
BCIEFGHIT
%@DEEHJT

\

N

Figure 6:16-Segment Font

Special ASCII characters and lower case characters may appear confusing [28],[29].
This is not considered to be a problem, since only upper case alphanumeric characters
are required for displaying tokens. 16-Segment displays have the advantage of simple
multiplexing circuitry, being extensions of 7-segment displays. This increases
reliability, maintainability, availability, and cost-effectiveness. A variant of the 16-
segment font is the 14-segment font, which is also capable of displaying all upper case
alphanumeric characters. If possible, this font should be selected, since it reduces the

driver hardware without affecting display readability.
L Dot-Matrix Font

This font is capable of representing the entire ASCII character set clearly and
unambiguously. The most available format is the 5x7 matrix shown in Figure 7. Due
to the wider variety of displays available in this font, compared to the Starburst font,

it is a popular choice. However, driver circuits are more complex, especially for
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multi-character displays. It requires long shift registers and latches to load the column
data for each row before enabling the row.

ANEEN @'TJHE:L:UEF

mamin  oHT P

S OPORSTLY

itz

Figure 7:Dot-matrix Font

Since the prime user requirement is to display tokens, requiring upper-case characters,

this font does not make a significant improvement over the 16-segment font.
° Bit-mapped Graphic Display
An advanced display system could employ a bit-mapped graphics display (CRT or

LCD flat-panel monitor). Graphical symbols or icons representing different commands

or conditions could be displayed, as shown in Figure 8:

e ' N
o 1
BETA ! | t
$
28k f
=11km ! !
!
®
é
@5 km ! -
(N S

Figure 8:Graphic Display

The advantages of a graphic display are a geographic representation of all track and
signal conditions presented to the driver, giving him a visual and immediate picture
of his surroundings. Since the display of graphics was not part of the user
requirement, these displays will not be considered. The complexity required to prove

correct operation of a graphic display is also a negative point.
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° Vector Graphic Display

As with the bit-mapped graphics displays, these displays do not offer any advantage
over dedicated alphanumeric displays, and are extremely costly. They are restricted
to CRT technology, which is not considered reliable enough. They are also unsuitable

for implementation of display proving logic.

1.1.7) Environment

Typical conditions found at the in the locomotive cab at any point within the South African
railway network, at any time of the year. These include vibration, dust, temperature
extremes, lightning induced transients, humidity, and electromagnetic compatibility with other

electronic equipment and power equipment.

1.1.8) Reliability

A Mean Time Between Failure (MTBF) of 10 years has been tentatively set by the user. This
figure may turn out to be less, as long as it does not affect the system safety level, and

availability is still higher than existing signalling systems.

1.1.9) Safety

The system Mean Time Between Wrong Side Failure (MTBWSF) shall be 107 years, with a
Jault detection time of less than 1 second. The display shall be a read-only system, with no
possibility of data entry or interference with the displayed message by the cab driver. The

system shall revert to a predictable, safe state that is irreversible.

1.1.10) Maintainability

The system shall have a Mean Time To Repair (MTTR) of 30 minutes by Spoornet
technicians. The system shall meet the maintenance and logistic requirements of the South
African railway authority. The system shall use elements of the Failsafe Data Transmission

System [11] in order to ensure system integration and parts commonality.
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1.1.11) Availability

The Failsafe Display System shall have an availability at least as high as existing track-side
signals. In the event of system failure in remote regions, the driver shall revert to Radio

Train Order methods of authorization until technical help is available.

1.1.12) Cost

The system shall be at least as cost-effective as existing signalling techniques. Unit costs may
be higher than existing trackside signal units, but overall operating and maintenance costs are

expected to be lower, due to the lack of long cables in the system.

1.1.13) System Integration

The system shall be capable of interfacing directly to the Failsafe Data Transmission System
under development [11]. The system shall derive its power from the locally available
electrical supplies in the locomotive cab. The system shall be of such dimensions as are
practical for mounting within the confines of a locomotive cab without restricting the

movement or visibility of the driver.

1.2 REQUIREMENTS REVIEW

The Requirements Review will only cover those topics in the User Requirement (section 1.1)
that required evaluation of alternative proposals. All other requirements remain fixed as

defined in section 1.1.

1.2.1) Display Format

Referring to the User Requirement, section 1.1.4, a single line display using 16-segment LED
displays shall be used for the purposes of prototype development and demonstration of
principles. This is in line with similar systems developed elsewhere [2]. A display line
length of 16 characters has been selected. It is recommended that this format be adopted in

production models of the system, with a possible slight increase in display line length.
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1.2.2) Display Appearance

Referring to the User Requirement, section 1.1.5, status indicators are acceptable for

displaying non-varying messages in certain limited cases, and may be implemented.

The Starburst font is recommended due to the relative simplicity of the driver and failsafe
circuitry required. The alphanumeric display format appears to exhibit the best trade-off of
safety-testability, simplicity, message redundancy, cost, and reliability. It is the preferred
method of fail-safe display for this particular application.

A suggested configuration for an alphanumeric display to convey textual signalling

information is shown in Figure 9:

CTN>BFHN:ABS 1 1845

FAUuLT DISPLAY
RECEIVE SEND TEST RESET

Figure 9: Alphanumeric Display

The proposed format of the 16 character message is in mnemonic form, and is recommended
in order to keep display size and resulting complexity to a minimum. Three character
mnemonic notation is commonly used for station names within the South African rail
network, and is recommended. The first field indicates the station of departure mnemonic
(e.g. Cape Town Station), followed by a ">" character to indicate the permitted direction
of travel. The second field indicates the destination station mnemonic (e.g. Bloemfontein
Station). A "|" character separates the third field which contains the token type mnemonic
(e.g. Absolute Token). A further "|" character separates the fourth and final field which

contains the train number (e.g. Train Number 1045).

The failure modes of the alphanumeric display would be more complex to analyze than a
simple status lamp display. However, it would be more flexible in the message types

displayed. The inherent redundancy in textual messages will, in the event of wrong-side
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failures, increase the probability of the driver detecting message errors, reducing the
criticality of wrong-side failures. He could shut down the display manually and revert to
radio train orders (verbal). A typical example of a wrong-side failure in the display would
be if a desired station name such as ‘Johannesburg' was displayed with a single symbol error

as 'Johannfsburg’.

Although from a strictly technical point of view this is an unsafe, wrong-side failure if
undetected by the failsafe system, there is a higher likelihood that the driver, who is familiar
with his daily route, will still understand this message. Therefore, the crificality of certain
wrong-side failures may be lower than others. For conservative design, every effort is made

to eliminate all possible wrong-side failures.

1.3 PROJECT PLAN

The concept of Radio Token Block railway signalling has been introduced. Non-failsafe
aspects of data transmission and message display associated with this approach were
highlighted. A user requirement and requirements review were compiled. The type of
display desired is addressed (status indicators, alphanumeric or graphics), as well as the

amount of information that can practically be displayed within reasonable cost constraints.

A trade-off study of various display technologies is then conducted in chapter 2 to find the
technology most suitable to the user requirement. The selection criteria used range from very

important (proving, viewability and reliability) to less important (size, weight and power).

Failsafe display concepts are introduced and explained in chapter 3. Firstly, safe conversion
of received codes to displayed characters is addressed, followed by display element proving.
This involves proving that the display elements are visible when activated electrically. The
prevention of conflicting characters is addressed. The issue of ghost characters and

preventative measures are discussed.

The failsafe system configuration proposal that may satisfy the safety and reliability
requirement is discussed in chapter 4. The proposal includes features from systems with a

Built In Self Test program, known-good tests, feedback, and 2-out-of-2 comparative systems.
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Once the system configuration has been selected, the design of the hardware at the subsystem
and modular level is addressed in chapter 5. It is at this stage that the failsafe concepts and
philosophies identified are implemented. The system is broken down into modules which are
then developed at the component level. Schematic diagrams of the basic circuits to perform
the various module tasks are shown. The issue of statistical independence of failure events

in the system is identified as crucial to the development of a failsafe system.

No system software is to be written at this stage. However, the tasks to be performed by the
system software are identified and classified into software modules in chapter 6. This will

ease the coding task at a later stage.

Writing failsafe software is time consuming and care must be exercised in verifying and
validating the code. It should be noted that software is not a physical entity and therefore it
cannot fail. It cannot be analyzed by traditional reliability techniques. It can however be
invalid (not suited to the task at hand) or erroneous (filled with programming errors). It is
vitally important therefore that software validation and verification be carried out before

commissioning of a failsafe system.

A reliability analysis of the system is undertaken in chapter 7 using reliability data for generic
electronic components were manufacturers data is not available. An analysis of all possible
failures and their outcomes is carried out in the form of a Failure Modes, Effects and
Criticality Analysis. Once the system reliability has been estimated, the Mean Time Between
Wrong Side Failure is calculated.

The construction of the hardware is then discussed in chapter 8. Complete circuit schematics
are generated for each system module. Printed Circuit Boards are generated and populated.
Decisions taken with regard to placing and selection of components for cost-effectiveness,
manufacturability and maintainability are addressed. Since it is not intended to generate
system software at this stage, the processor module will not be built. A test card to emulate

the outputs of the processor module will instead be built for the purpose of static tests.

Full functional zesting of the system under operational conditions is not possible, since no

software is to be written at this stage. The system is tested rather under static conditions to
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ensure correct functional connectivity between modules. Serious design flaws that may arise
during printed circuit board generation, such as short circuits, bridges and open circuits, are

checked for.

Conclusions are drawn in Chapter 9, and future plans for the further development and

industrialisation of the system are discussed.
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Chapter 2: Display Technology Trade-Off Study

2.1 SCOPE

The following display technologies [12],[13],[14],[15],[191,[20],[21] have been identified as

possible candidates for a failsafe display system:

Light Emitting Diodes (LED).

Liquid Crystal Displays (LCD).
Cathode Ray Tubes (CRT).

Vacuum Fluorescent Displays (VFD).
Thin Film Electroluminescent (7FEL).
Neon Plasma Displays (NPD).
Electromechanical Displays (EMD).
Incandescent Lamp Displays (ILD).

Each display technology will be evaluated on a comparative basis according to the following
key criteria, in order of priority, and a weighted table of merit compiled for comparison and

selection of the most suitable display technology:

Display element proving capabilities.

Viewability under predicted ambient light conditions.
Reliability (Mean Time Between Failure).
Ruggedness.

Electromagnetic Compatibility (EMC).

Temperature range.

Cost effectiveness.

Avadilability (of display as well as support electronics).
Size.

Weight.

Power consumption.
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2.2 DISPLAY ELEMENT PROVING

This is by far the most important criterion for evaluating candidate technologies for a failsafe
display. A thorough understanding of the failure modes of the particular technology is

essential. The technology must also have well defined operational characteristics.

LEDs, just like normal diodes, have a predictable threshold voltage of 1.5V to 2V in their
forward biased mode. At this point they begin to pass current while simultaneously emitting
light, and are thus well suited to lamp proving. The current through the LED is also within
a predictable range, and can be used for lamp proving. The following failure modes in LEDs

[32] will be investigated, as shown in Figure 10:

Permanent short circuit.

Permanent open circuit.

Intermittent open circuit.

Leakage current increase (prior to a short).

Dynamic resistance increase (prior to break).

Light output decrease.
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Figure 10:LED Failure Modes
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Note that a failure is defined as any part or event that causes the system to fail to operate
correctly, or to display erroneous information. The first 5 failures can be directly tested by
making use of the shape of the LED electrical characteristic curve. It has a distinct "elbow"
that lies between 1.5V and 2V when biased at currents between OmA and 60mA, as shown
in Figure 10. A window detector can be built that has an upper limit reference of 2V and
a lower limit reference of 1.5V. If the LED forward voltage remains within these limits, then
the window detector output is TRUE. The abovementioned LED failure modes will be
discussed in detail with reference to the shape of the characteristic curve in Figure 10, and

resulting window detector response:

° Permanent Short Circuit

It can be seen from Figure 10 that a short in the LED effectively shifts the forward
voltage down to 0V, well below the lower limit of the window detector. The output
of the window detector will therefore be False (low). Correspondence with the display
manufacturer has revealed that the short circuit failure mode has never occurred in
their LEDs. However, since the E.R.R.I. (European Rail Research Institute) regards
a short as a possible failure mode [32],[34], the window detector will be retained.

) Permanent Open Circuit

An open circuit in the LED effectively changes the forward characteristic to that of
a high resistance, since no current flows through the LED. The voltage across the
LED jumps up to the supply voltage, well above the upper limit of the window
detector. The output of the window detector will therefore be False (low) in the

presence of an open circuit.

° Intermittent Failures

In multiplexed LED display system, the time frame for measuring the electrical
characteristic of the LED has already been made sufficiently short. It can detect
intermittent open circuits of duration longer than the refresh period. The output of

the window detector will be False (low) in the presence of an intermittent break.
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o Leakage Current Increase

This failure is a deviation from the specified characteristic that occurs in a reverse-
biased diode. In this application, the LED is never reverse biased, and therefore
reverse leakage current is irrelevant. However, a slight increase in forward current
may occur due to a drop in forward resistance caused by a rise in temperature. This
is due to the negative temperature coefficient of forward voltage, quoted as -2mV/°C

by the manufacturer.

If the typical forward voltage is 1.6V @ 30mA @ 27°C, then Vg,,, will be 1.674V
@ -10°C, and Vg, will be 1.554V @ 50°C. This is a relatively small change.
Referring to the data sheets [30], the relative luminous efficiency varies from 85% @
10mA peak, to 115% @ 200mA peak, well beyond the expected current excursions
expected for this display. Note that a 50% drop in relative luminous efficiency is
barely detectable by the human eye. Therefore, fairly large temperature excursions
will not affect light output. However, in the event of V. decreasing excessively due

to a rise in temperature, the window detector will be False (low).

L Dynamic Resistance Increase

This failure is a deviation from the specified characteristic caused by a drop in
temperature, due to the negative temperature coefficient of the forward voltage. The
same calculations apply here as for the case of forward current increase. The LED
forward voltage shifts toward the supply voltage and the slope becomes gentler. The
light output will not be affected by wide temperature excursions, due to the guaranteed
operating temperature ranges specified. If Vi did rise above the upper limit reference,
the window detector output will be False (low).

° Light Output Decrease
For all the above failures, a decrease (whether noticeable or not) in the light output

of the LED is expected, except for increasing forward current, where output may

increase with increasing current. However, it has been documented [12],[32] that a
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LED experiences a gradual degradation in light output over its lifetime. Typically it
can drop to 50% of its original intensity after 100 000 hours. This is barely detectable
by the human eye [35].

Any LED whose light output degrades by more than 50% is considered a failure.
This is believed to be caused by a growth in crystal dislocations, an unavoidable

ageing process arising from temperature cycling, current flow stresses, and shock.

How close this failure mode correlates with changes in the electrical characteristics
mentioned above is not clear. However, it can be assumed that crystal dislocations
resist current flow, resulting in increased forward resistance. This would lead to Vg

rising and being detected by the window detector.

This failure is regarded more as an ageing process than as a catastrophic failure. It
can be combatted by adopting a Reliability Centred Maintenance (RCM) program.
It must be ensured that the LEDs are replaced after 80% of the MTBF has elapsed to

avoid the LED becoming too dim.

Consulting the reliability figures for the HDSP-6508 display [30], it is very likely that
the display lifetime will exceed the system operational lifetime. A means of
addressing this problem has been postponed, pending decisions on the expected
operational lifetime of the equipment. It is expected that the useful light output will
be available from the display for a period exceeding the operational lifetime of the

system, based on reliability figures presented by the manufacturer.

LCDs rely on an electric field rather than an electric current to re-align their crystals. The
resulting current flow is too small to measure practically, typically 10nA. Their "on"
threshold voltage is less well defined over wide temperature ranges. They also need to be

energized by an AC field, compounding the complexity of lamp proving.

TFEL, VFD, NPD, and CRT displays all operate at voltages of 100 Volts or higher, making
their drive electronics as well as any lamp proving electronics more complex. The higher the

operating voltage, the higher the noise voltage, for a fixed signal to noise ratio. The
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reliability of the lamp proving electronics at these voltages would be questionable.

EMD displays can be proved by means of electrical contacts or optocouplers mounted next
to each display element. However, this becomes extremely expensive to implement in large
displays. Mechanical signals were the original method of conveying signalling information
to drivers at the turn of the century. ILD displays can use the same principles as for
conventional colour-light signals by using current relays in series with each filament to prove

an open circuit. This is the dominant failure mode of incandescent signalling lamps.

2.3 VIEWABILITY

A contrast ratio of at least 10:1 is preferred [13]. Contrast of multiplexed LED displays is
relatively low under bright light. It can be considerably enhanced by the use of louvred
filters combined with display shading. LCD displays have a high contrast ratio in bright
sunlight at the optimum angle of 0° from the normal. However, this decreases rapidly as the
viewing angle increases beyond 40° from the normal. LCDs are dependent on external light

sources in order to be visible (passive displays).

ILD displays, just like LED displays, have a relatively low contrast ratio and require filters
to enhance their contrast ratio under bright light. EMD displays, just like LCDs, are not
emissive displays, but have a good contrast ratio (only when viewed under bright light).

However, this contrast ratio does not decrease as the viewing angle increases.

A typical TFEL display has a high contrast ratio of 60:1 under a wide range of viewing
angles. A typical NPD display has an even higher contrast ratio of 100:1. CRTs have a

relatively low contrast ratio in bright sunlight, and are not acceptable.

2.4 RELIABILITY

LED displays, operating under reasonable conditions, have a MTBF of 100 000 hours, and
are thus very reliable. A single LED can have a MTBF of 1 000 000 hours [26]. LCDs,
due to their low power consumption, have proven to be reliable displays if operated within

reasonable temperature ranges.
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TFEL and NPD displays are expected to exceed the user requirement for a MTBF of 10
years, since they are used extensively in the military environment. However, their driver
circuits have to operate at high voltages with subsequent reduction in operating lifetime or
increased cost. VFD displays also have to operate at elevated voltages, resulting in reduced
lifetimes for driver circuitry. CRTSs have a relatively low MTBF of less than 20 000 hours,

thus excluding them due to the user requirement of MTBF = 10 years.

Due to their mechanical nature, EMD displays do not have a high MTBF. ILD displays, due
to their high filament temperatures, do not have a long life , typically < 10 000 hours.
Miniature 5V bi-pin lamps are available that have a MTBF of 10 000 hours under laboratory

conditions, (no vibration, 27°C, AC operation).
2.5 RUGGEDNESS

LED displays are light and encapsulated in epoxy-plastic, making them rugged and capable
of withstanding a rough environment. LCD displays have relatively thin glass substrates in
comparison to electroluminescent and plasma displays. However, due to their exceptionally

light weight, they are considered to be rugged enough for this application.

Colour CRTs have a shadow mask, which is a large, relatively unsupported area, and an
electron gun. These are susceptible to shock and vibration, requiring extensive shock-
proofing. VFD displays have a grid electrode that is susceptible to excessive shock and
vibration, although this has been remedied lately. They are increasingly being used in

automobiles.

The NPD is the type most frequently used for military and other harsh environmental
applications. Its glass substrate is the thickest of any flat-panel display and the envelope is
hermetically sealed. TFEL displays are also used extensively in military displays, and have
the simplest construction of all. They consist of thin-film layers deposited on glass, giving

excellent shock and vibration characteristics.

EMD displays are not considered suitable for environments where mechanical shocks are
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expected. This is due to the presence of moving mechanical components making up the
display elements. ILD displays rely to a large extent on bayonet or screw-in plugs, as well
as having a delicate high-temperature filament. They are less suitable for vibration-ridden

environments. Miniature 5V bi-pin lamps, due to their low mass, may be rugged enough.

2.6 ELECTROMAGNETIC COMPATIBILITY

Due to their relatively low forward operating voltage and current, LED displays radiate
relatively low level Electromagnetic fields as compared to CRTs, EMDs, ILDs, NPDs and
TFEL displays. Since they do not rely on ionized gases and electric fields to emit light, they
are immune to stray light emission caused by strong ambient electromagnetic fields or
ionizing radiation. Due to their reliance on an electric field to activate them, LCDs can be

activated, (and even damaged) by electrostatic discharge, unless well protected.

TFEL, VFD, CRTs, and NPD displays all rely on supply voltages of 100 Volts or more to
operate, and thus are likely radiators of electromagnetic interference. Plasma displays are gas
filled, and are susceptible to false activation if exposed to ionizing radiation. The electron
beam of a CRT can be distorted by powerful DC and S0Hz electromagnetic fields. VFDs
operate on similar principles to CRTs, and are therefore also susceptible to EM fields,

although to a lesser extent.

ILD displays, just like their colour-light signal counterparts, are relatively immune to
electromagnetic fields. They can operate at voltages as low as 3 Volts. EMD displays could
vibrate due to strong 50Hz electromagnetic fields found in the track side environment. They

would have to be "AC-immunized", as has been done with certain track-side relays.

2.7 TEMPERATURE RANGE

LED displays have wide operating temperatures ranging from -20° to +85°C for commercial
grades. LCDs are more sensitive to temperature than their emissive display counterparts .
Rise and decay time increases as temperature decreases. Viewing angle and the electro-
optical transfer characteristic decrease as temperature increases. The plastic polarizers

become unstable at temperatures exceeding 85°C.
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NPD and TFEL displays are temperature limited mainly by driver component ratings, but
have a very wide temperature range, justifying their use in military equipment. CRTs can
operate over a reasonable range of temperatures (higher than LCDs, but lower than TFEL,
plasma, LEDs and incandescent lamps). The light output of VFDs decreases as temperature

increases as a result of phosphor quenching, as with CRTs.

EMD and ILD displays can operate in a wide range of temperatures, although
electromechanical displays are limited in operation at the lower temperatures. This is due to

the risk of freezing-up of moving parts. -
2.8 COST EFFECTIVENESS

There is a high availability of dedicated alphanumeric displays with 16-segment and 5x7 dot
matrix fonts. Graphic displays are more cost-effective when many characters are to be
displayed. Therefore, cost effectiveness is measured per alphanumeric character rather than
per display as a whole. Due to the widespread use of LED displays over the last three
decades, the price is low per character, if few characters are required in the display. LCD

displays are the most cost-effective alphanumeric displays, and are very common.

EMD displays and ILD displays are less cost-effective per character than the other displays.
Typically, electromechanical dot matrix displays will cost up to R500 per 5x7 character for
large font sizes. Incandescent displays could be built using miniature bi-pin lamps placed

behind segmented legends at reasonable cost.

As far as graphics displays are concerned, LCDs and CRTs are the most cost-effective. They
are followed by TFEL displays, VFD displays, NPD displays, and finally ILD and EMD

matrix displays.
2.9 AVAILABILITY
The criterion used here is for alphanumeric displays, and not simple binary indicators or

technologies capable of displaying graphics. Most types of LED alphanumeric displays are

available, whether segmented or in the 5x7 font. LCDs offer the greatest variety of matrices
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(and alphanumeric displays), followed by NPD, TFEL, and VFD in that order. CRTs,
because of their long history as display devices, are well established in industry and readily

available from numerous sources.

EMD displays, such as those used in airport flight schedule panels, are the least common
technology. They are being slowly replaced by solid-state displays or large-screen CRTs.
They are mainly used for electronic scoreboards and advertising. ILD displays generally use
back-lit legends to indicate a single condition, and can thus be custom-built by the designer.
Seven-segment miniature filament displays do exist, but not in 16-segment or dot-matrix
fonts. An alphanumeric display could be built using miniature bi-pin lamps mounted on a

PCB behind a 16-segment legend.
2.10 SIZE

For small alphanumeric displays of 16 characters, which is the approximate length of the
message to be displayed, LED displays are compact enough. LED displays come in various
sizes and formats, although no graphics displays (as with LCDs) have been built. LEDs are
used to display alphanumeric (5x7 dot matrix or 16-segment), hexadecimal (9-segment), or
decimal (7-segment) characters. In these formats, character heights vary from 2.5mm to
58mm. When large amounts of text or graphics are to be displayed, graphic displays (LCD,
CRT, TFEL, NPD) are more compact for the number of characters they can display. LCD
displays come in the same sizes and formats as the LED displays. They also include custom-
built symbolic displays (watches, portable games, etc.) and graphics displays in various sizes

for use in notebook computers.

CRTs are bulky displays, requiring considerable depth to house the electron gun, power
supply, drivers and decoding circuits. VFDs are available in a wide variety of sizes, and are
used in the home entertainment, automobile, and retail industry. TFEL and NPD displays

are generally available as graphic displays only, either in half-page or full-page sizes.

EMD and ILD displays are not available in small sizes, especially when a large amount of
text/graphics needs to be displayed, and are thus not acceptable. Reasonably small ILD

displays can be built using discrete miniature bi-pin lamps.
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2.11 WEIGHT

Being solid-state and composed of plastic and epoxy, LED displays are reasonably light per
character, for displays of about 20 characters. An LED display will be relatively heavy when
an attempt is made to display as many characters as graphic displays (LCD, TFEL, plasma).
Of the flat-panel matrix displays, LCDs are the lightest, followed by TFEL, VFD and NPD.

CRTs and EMD displays are heavy displays, and are not acceptable for the locomotive cab.
Lightweight ILD displays are possible if miniature lamps are used and the number of digits
is low, although the power supply will be heavier than for LEDs, LCDs, VFDs and NPDs.

2.12 POWER CONSUMPTION

Power consumption of LED displays is fairly high per character element compared to other
technologies. However, when used in a multiplexed display, it is lower than in CRTs, NPDs,

TFEL and ILD displays for alphanumeric displays of less than 40 characters.

LCD displays consume the least power of all the graphic displays, since they are not
emissive, followed by TFEL displays, then VFD, NPD, and finally CRT displays. However,
when operating at maximum power, (all pixels energized), TFEL and plasma displays can

exceed CRTs in power consumption.

EMD displays require a large amount of power to move and hold each display element by
means of miniature solenoids. ILD displays that have to display a large amount of
information, such as matrices, consist of many incandescent lamps. Each consumes power

of the order of Watts, making them the greatest consumers of power per display element.

2.13 DISPLAY TECHNOLOGY CHOICE

The table indicated below displays the binary weighted judging criteria in the left column in
order of priority. Proving, viewability and reliability are regarded as being of extreme
importance to safety, and therefore have been given the highest weights. This avoids arriving

at close scores for any two technologies judged over the entire range of criteria.
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The device relative performance rating is linear, from 1 for worst, to 8 for best out of 8
possible display technologies , and is multiplied by the appropriate criterion weighting. Thus,
each entry in the relative performance table shown below is the product of the relative rating
(1 to 8) of the specific display technology and the binary weighting for that particular judging
criterion. This gives a better perspective of the relative merits of the different technologies
in relation to the various criteria. The technologies that score on the most important issue,

lamp proving, will automatically attain much higher total scores.

CRITERION WEIGHTING |} ILD | EMD | CRT | NPD | VFD | TFEL | LCD | LED
Proving 1024 8192 | 7168 | 2048 | 3072 | 5120 | 4096 | 1024 | 6144
Viewability 512 2048 | 1024 | 512 | 4096 | 3072 | 3584 | 1536 | 2560
Reliability 256 256 | 512 | 768 | 1792 | 1024 | 1536 | 1280 | 2048
Ruggedness 128 128 256 | 384 | 896 | s12 768 | 640 | 1024
EMC 64 448 128 | o4 192 | 320 | 256 | 384 512
Temperature 32 160 128 96 224 64 192 32 256
Cost 16 32 16 112 48 64 80 128 96
Availability 8 16 8 48 40 24 32 56 64
Size 4 8 4 12 16 24 20 32 28
Weight 2 4 2 6 8 10 12 16 14
Power 1

1 2 3 4 6 5 8 7
|| TOTALS || |11293 9248 | 4053 } 10388 | 10240 | 10581 | 5136 | 12753 |

It can be deduced that the LED display is the prime candidate for research in this case. The
results of this trade-off study do not suggest that other technologies, such as ILDs and EMDs,
are not suitable for failsafe information display. In fact, due to the existence of miniature SV
bi-pin incandescent lamps, ILDs could be considered as an alternative option to the LED.
Despite the reduced reliability, incandescent lamps have a well defined failure mode (open

circuit) that is simple to detect.

Similarly, mechanical signals and incandescent lamps in colour-light signals have been used
for the last 100 years in track side signalling. They have thus been proved to be capable of
fulfilling the failsafe signalling function. However, their use is not appropriate to a portable

cab-mounted alphanumeric display due to their bulkiness and power consumption.



CHAPTER 3 FAILSAFE DISPLAY CONCEPTS 26

Chapter 3:  Failsafe Display Concepts

3.1 DISPLAY CORRESPONDENCE

Alphanumeric messages have to be displayed to the driver such that they correlate directly
to the codes being received by the display over the communications channel. The display
system must convert the valid codes at its input into the corresponding alphanumeric message.
The appropriate display elements must illuminate in a failsafe manner. This corresponds to
aspect proving or correspondence checking used in conventional railway signals, where relay

logic is used to confirm that the aspect shown correlates with the control signal sent.

Since solid-state logic (which is not inherently failsafe) is to be used, certain techniques have
to be employed when designing the logic circuitry to detect correct display operation.
Periodic checking of the ROM look-up table or display decoder chip that converts the
received code into display data is one example. Other solutions are message confirmation,

display feedback and comparison, and redundant display driver subsystems.
3.2 DISPLAY ELEMENT PROVING

The display elements must be proved to be illuminated when the correct signals are sent to
them. The frequently-used lamp test is insufficient to meet the safety requirement, since it
relies on a human to identify faulty display elements. A human would be unable to sense out
of tolerance failures and intermittent failures. The traditional lamp test could be employed
as a supplementary test for use by a repair technician. However, if the test is automated [12],
and a means developed by which the system can sense failures in the display elements, then

the traditional lamp test is unnecessary, and will not be used here.

Note that display correspondence proving differs from display element proving, in that in the
former, the correct display element is proved to be selected, whereas in the latter, the display
element is proved to be active when selected. Display element proving corresponds to the
technique of lamp proving or filament proving used on track side colour light signals using
incandescent lamps. However, to use incandescent lamps in a cab-mounted alphanumeric

display would be impractical and inefficient. This is due to excessive power consumption,
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bulkiness, frailty, and the number of lamps needed to construct an alphanumeric display.

For this reason, an alternative display technology is required. It must have electrical
characteristics that correlate closely to light output in a predictable manner. It must also meet
the requirements of low power consumption, compactness, ruggedness, and reliability. Three

basic parameters identify correct display element operation:

] current through the display element.
° voltage across the display element.
° light output: a) emissivity (active displays).

b) reflectivity (reflective LCD displays).
c) transmissivity (backlit LCD displays).

For incandescent lamps, it is possible to correlate directly light output with current flow
through the filament, since a bulb with a broken filament does not emit light, However, with

other technologies, this is not necessarily the case.

It has been shown in Chapter 2 that LEDs are an acceptable display technology for this
application, since their light output correlates closely with their electrical parameters. Means

of proving their safe operation are needed, and a few possible solutions are shown below:
3.2.1) Integrated Photo-Detectors

A photo-detector could be placed adjacent to each display element in such a way that ambient
light and adjacent display elements did not falsely activate it. It could be built using medium-
scale integration of LEDs and photo-diodes onto the same substrate, as shown in Figure 11.
Relevant drive and detection electronics could also be integrated onto the substrate, making

this an extremely compact and cost-effective solution, if implemented on a large scale.
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Figure 11:Proving with Photodiodes
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This is a possible solution, but can only be implemented by the display manufacturer. In
order to avoid false detection of ambient light, each display element would need to be tested
with a pseudo random code sequence, using synchronous detection to detect valid light output
pulses from the display elements at valid sampling times. Since there is at present no

widespread demand for this type of display téchnology, it would not be cost effective.
3.2.2) Image Processing with Feedback

Another approach would be to‘ place the display under an angled semi-transparent mirror (or
triangular beam splitter prism), so that most of the light from the display could be directed
to the viewer. A percentage of the light would be directed via suitable optics to a charge-
coupled device (CCD) camera. Images feceived by the camera could be processed by
software in order to compare the displayed message with the desired message and detect any

discrepancies. An example of this approach is shown in Figure 12:
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Figufe 12:Proving with a CCD Camera

This approach would be complex, unreliable, and not cost-effective. The optics require
precise alignment. The system would have to be made vibration proof, and protected from

false images generated by ambient.light.
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3.2.4) Conclusion

To measure directly the light output of a display as a means of proving its safe operation is
impractical with available devices. Large numbers of display elements would have to be
measured. False activation of optical proving sensors by ambient light could mask a failure
in a display element rendering optical techniques suspect. The electrical technique of proving
the integrity of the display with window detectors appears to be more practical, and is not
prone to ambient optical interference. Note that darkness or fog would be less likely to
hamper identification of a faulty cab display by the driver than in the case of a faulty track-
side signal. This advantage cannot be relied upon, but does highlight the relative criticality

of failures in cab displays in comparison to track-side signals.
3.3 DISPLAY CONFLICT

It has to be ensured that no attempt is made to send more than one character code to a
particular digit. This could result in the hghtmg of spurious pixels or segments in ‘that
particular digit w1th1n the dlsplay, as shown in Flgure 14

- COMMAND 1:

- COMMAND 2:

COI‘IHﬁND 1 OR 2:————m

Flgure 14:Conflicting Characters

False charzicters could’be displayed which may appear to Be meaningful. The result is false
information being conveyed to the viewer. This could occur in a mulﬁpleked display, if the
multiplexer developed e "stuck-at" fault in its scanning sequence. It would enable the same
character more than once per display scan. This type of fault can be detected by means of
self-test circuits and feedback from the display. This concept is analogous to the probability

of simultaneously displaying arted and a green éspect on a conventional railway signal.

Note that the virtue of an alphanumeric display is the inherent information redundancy that
exists in textual information as opposed to simple binary indicators. Therefore, the criricality

of wrong-side failures may be reduced b)} using alphanumeric displays. In the event of an
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Chapter 4: System Configuration Proposal

4.1 SCOPE

Seven possible failsafe system configurations or features [3],[5]1,[18],[21],[22],[23] were
evaluated in order to decide which one satisfied the criteria specified in the user's
requirement. Not all the options were considered to be pertinent to the Failsafe Display

System, and will not be discussed in detail. The configurations/features looked at were:

o System with Self-Test (accepted)

L System with Software Diversity (not accepted)

L System with Known-Good Test Vectors (accepted)
System with Feedback (accepted)
System with 2-out-of-2 Comparison (accepted)

System with Dual Redundant Displays (not accepted)
System with Triple Modular Redundancy (not accepted)

Certain features from the accepted options were combined in defining an acceptable system

configuration. Once this configuration is defined, a post-failure system state must be defined.

Software diversity was not accepted due to the difficulty experienced in guaranteeing true
diversity in software. Generally, diverse software systems have only been implemented on
single-processor systems, which do not meet the users safety requirements [11]. Common-

mode power supply transients are typically expected to cause problems.

Dual redundant displays were not accepted, since two displays would simply double the cost,
while still relying on a human operator to discriminate between them for possible errors. If
the error is subtle, then a human operator is more likely to miss the error than dedicated
hardware/software. Although this type of error may seem trivial when taken in the context
of the displayed message as a whole, it is totally unacceptable in the signalling environment.
For example, it is likely that station names may be displayed as three-letter mnemonics, say,
"CTN" for "Cape Town". The shorter the mnemonic, the higher the probability that two

similar names may be mistaken for one another in the event of a display fault. This
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highlights the inherent risks in relying on human judgement to visually discriminate between
two adjacent redundant displays. It is more desirable to automate error detection on the

display output.

Triple Modular Redundancy (TMR) was rejected as inappropriate to the failsafe requirement,
since TMR maintains system availability in the event of failure. TMR is also very costly.

4.2 SELF-TEST FEATURE

. o . ' S
In addition to running the system program (the basic function of receiving and displaying a
message), the system must run a self-testing program in order to avoid faults remaining in

‘the system beyond the fault detection time.

The test program, stored elsewhere in the system memory, cycles through a series of self-test
routines. It checks the correct operation of all critical segments of the system [3]. This is
often referred to as BIST (Built In Self-Test). The test program performs a signature analysis
[18] of the system and a ROM checksum. It verifies outputs to the display elements. In this
way the detection of any relevant first faults is ensured. Discrepancies will cause the system

to automatically shut down.

Advantages are low hardware cost due to software implementation, a single system program,
and the ability to generate a fault report for the technician in the event of a system failure.

The ability to detect transient faults (temporary resetting of a memory element) is possible.

Disadvantages are that an extra check (BIST) program has to be written and verified. In
order to detect latent faults as soon as possible, the BIST program must be run frequently.
The execution of the test program is time consuming. It has to run before the system
program processes and outputs data to the display element. Corruption of the check program
could lead to an undetected fault occurring in the system, and is avoided by using it in
conjuriction with the 2-out-of-2- Comparative configuration. Software validation and

verification are essential.
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processors must operate in an asynchronous manner in order to avoid common-mode clock-

related failures.

Advantages are that a single processor type and a single program need to be designed. This
system offers good failsafe characteristics due to statistical independence. A hardware data
comparator is fast and does not affect system speed, but requires tight subsystem
synchronisation. The possibility of common-mode power transients led to the rejection of
hardware comparison and the acceptance of software comparison of asynchronous subsystems.
Assuming the subsystems output fault-free data, it is possible that the display will be faulty.
In this case, the system is allowed to control the faulty device for a specified maximum time,
detect the fault through feedback, compare this data with the data sent, and shut the system

down if the comparison fails.

Disadvantages are processor hardware duplication, resulting in cost doubling. Extensive
electrical isolation techniques are required to achieve statistical independence. Software data

comparison may significantly affect the speed of the system, and must be accounted for.

4.6 POST-FAILURE SYSTEM STATUS

The system configuration containing the above-mentioned features can be classified further
as a failsafe system in terms of its intended response to a failure. As long as the processors
send "system safe" signals to the decision logic, a control output continues. If one processor
detects a fault, however, and terminates its "system safe" signal, the logic operates a switch
(fuse) to disconnect the system from display element. The system is then forced into a
predetermined safe state, which is irreversible. This system is effective when such a state can

be defined, i.e. a railway signal reverting to danger.
4.7 COUPLING STRATEGY
The two primary strategies are loose and tight coupling of the processors [33]. Within these

approaches failsafe functions can be implemented in either hardware or software: error

detection, error isolation and system recovery, as shown in Figure 16:
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Loosely coupled systems rely pnmanly on software to 1mp1ement these functlons The
funcnon of error isolation is to d1sconnect the erroneous processor from the decision-making
process to allow the system to revert to a safe state .The function of system recovery is to

~ N

re-conﬁgure the system to operate normally wrthout the dlsconnected processor. For the 2—
1

out-of-2 comparatlve system adopted in the Farlsafe Dlsplay System ‘the functlon of system

recovery is not necessary and w1ll not be 1mp1emented s1nce system operatron after failure

is not a user reqmrement
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In tightly coupled syst{ems processors have a common cloc_k and frequently a common
memory and software as well. Such systems have better processmg efﬁc1enC1es due to the
use of hardware for the failsafe functrons However the nonredundant common memory is
a potential pomt of failure that could affect the whole system. In addltlon the shared

o e a

memory may become a bottlenecl( 1f both processors need to use it s1multaneously

Processors in loosely coupled systems are relatrvely 1ndependent of one another; each has its
own memory and copy of -the software. Loosely coupled systems depend exclusively on
software to 1mplement their fallsafe functrons This leads to a relatively low level of

functional performance
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perpetual processmg Perpetual processmg requrres an addmonal synchromzatron processor
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assigned to both processors In one processor the program is the master process; in the other
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higher level of safety can be achieved if one subsystem in the Control Module selects the

segment, and the other subsystem selects the digit. This is referred to as dissimilar control.

Control Module 1 (actually subsystem 1 of the Control Module in the 2-out-of-2 comparative
system) selects the relevant segments for a selected digit via the Segment Module. Subsystem
2 of the Control Module has identical segment drive outputs which are not used, due to the
concept of dissimilar control discussed in the previous paragraph. This arrangement is chosen
in order to maintain hardware and software similarity between the two subsystems. The
segment select outputs of the segment module are directly connected to the segment pins of
the display module (the LED anodes in a common-cathode, 16-segment alphanumeric LED
display). The segment LED anodes are also connected to the segment detector inputs in the

Segment Module for segment detection feedback.

Control Module 2 (subsystem 2 of the Control Module) selects the relevant digit during the
multiplexing scan cycle via the Digit Module. Subsystem 1 of the Control Module has
identical digit drive outputs to subsystem 2. The Digit outputs of the Digit Module are
connected to the common cathodes for each 16-segment digit in the display. The common
cathode of each digit is also connected to the digit detector inputs in the Digit Module for
digit detection feedback.

In order to make the subsystems of a failsafe system statistically independent of one another
[5], their inputs and outputs must be electrically isolated from one another. In the event of
a fault in one subsystem, the other subsystem will not be affected electrically. This can be
achieved by splitting the data input to the Display System, and then using optocouplers to
isolate these inputs from the subsystem inputs. Data comparison paths between the two

subsystems and the subsystem outputs to the Display Module must be electrically isolated.

Optocouplers contribute significantly to the component count, cost and failure rate. However,
they are essential for increasing system safety via statistical independence. This simplifies
any reliability and safety analysis. Throughout the design of this system, and especially when
performing the FMECA (Failure Modes, Effects and Criticality Analysis), reference has been

made to [31] and [32] for possible failure modes and reliability figures of components.
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Power supply isolation is needed in order to prevent power supply failures in one subsystem
from creating related failures in the other. In the event of serious electrical failure (supply
short circuit or open circuit) in one subsystem, the other subsystem must not experience a
similar failure. Each subsystem is powered from isolated supplies V, & V,. A third power
supply (Vsarg) Provides power to the display circuit itself, which includes sections of the
Display Module, Segment Module, and Digit Module. At system power-up, a sofi-start
circuit [11] in the Power Module prevents premature blowing of the fuse until all supply

voltages have stabilized and system initialization has been completed.

The fuse-blow circuit can be activated from either subsystem in the Control Module, and is
optically isolated from both subsystems. When activated, it removes Vg, from the Display
Module. A facility must be provided to momentarily test the fuse-blow circuit and the fuse.
The supply is temporarily shorted by the fuse-blow switch for a brief period. Feedback is
provided to verify a successful fuse test. Both controllers must not attempt to test the fuse
simultaneously. If they did, the sum of the currents drawn by their respective fuse-blow

circuits could blow the fuse unnecessarily,

Data input to the system is in serial formar and fed to both subsystems via optically coupled
interfaces. The two controllers operate asynchronously in a loosely-coupled system [33] by
means of separate clocks. The data receiver is polled periodically at a rate exceeding the
expected data input rate. In a safety application, the data input cannot be interrupt-driven,
since the outcome of interrupts on system software is difficult to evaluate with software
verification techniques. As a result, a polling technique is used that consumes vital processor
time. A riming budget must be calculated to ensure that the system is not slowed down by
a significant amount. The data reception software will not be written for the purposes of this

research, but will be budgeted for in program memory space and execution time.

Feedback facilitates monitoring of the controlled device (in this case, the display). All
possible failures in the display must be detected and fed back to both subsystems in the
Control Module for comparison with the intended outputs. It is necessary to duplicate the
detection and feedback circuitry in order to avoid undetected failures due to a faulty detection
circuit. The feedback is provided by the Segment and Digit Modules.
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Optically isolated data communication links (DATA XCHG) between the subsystems 1 and
2 of the Control Module are needed. Subsystem status data from each subsystem in the
Control Module must be compared with the other subsystem data in order to meet the system
safety requirements. Typical status data would include self-test results, display feedback
results, and re-synchronization data. This requires a bidirectional transfer of data between

the memories of each subsystem.

In order to set up a data exchange protocol, one subsystem must be configured as the master
and the other as the slave. Thus, the master will initiate data exchange, and the slave will
respond. This implies some minor software disparities in the two subsystems. Any data
discrepancy must result in safe system shutdown. A more detailed block diagram of the

complete system is shown in Figure 19:
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Figure 19. System Block Diagram

A system level Failure Modes, Effects and Criticality Analysis (FMECA) was performed
using the block diagram in Figure 19, and is documented in Appendix B. This was necessary
in order to verify the robustness of the proposed system configuration before design began
at the modular level. A system level reliability figure was calculated, giving a reliability

budget for each module. This is documented in Appendix H.
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5.2 DISPLAY MODULE
5.2.1) Display Circuit

In order to display 16 digits, 16 digit lines and 16 segment lines are needed. The segments
are connected to the SEG lines from the Segment Module. The digits of the Display Module
are connected to the DIG lines from the Digit Module. The detailed schematic diagram of
the Display Module is shown in Appendix A, Figure 3.

Latent faults in the display window detectors could result in subsequent LED failures going
undetected. An LED failure must be simulated at a predictable time in order to verify the
correct response of all window detectors to this failure. Dummy zest digit 17 consists of 16
standard silicon diodes to simulate the forward voltages of segment LEDs dropping to a lower
threshold of 0.6V. Test digit 17 thus simulates a digit with all 16 segment LEDs approaching
a short circuit, testing the ability of all window detectors to detect short circuited LEDs.

Dummy fest digit 18 consists of 16 reverse-biased 2.2V zener diodes to simulate the forward
voltages of segment LEDs rising to an upper threshold of 2.2V. Test digit 18 thus simulates
a digit with all 16 segment LEDs approaching a open circuit. This will test the ability of all

the window detectors to detect open circuited segment LEDs.

Provided test digits 17 and 18 are selected at least once within the specified fault detection
time, no undetected failures will be allowed to persist in the window detectors. Since the
segment LED forward voltage is expected to be 1.65V @ a forward current of 50mA under
multiplexed conditions, it is expected to lie well within these upper and lower reference
limits. When these test digits are selected, all 16 window comparator outputs should go low,

indicating a failure condition (a deliberate and predictable false-alarm).

The display comprises two HDSP-6508 8-digit, 16-segment unintelligent alphanumeric LED
displays from Hewlett Packard [30]. The 16-segment display was chosen for its relatively
simple drive requirements. The HDSP-6508 is tested in accordance with MIL-STD-883, and
was electrically over-stressed above the maximum allowed operating conditions of T;=110°C.

The Display Module calculations are shown in Appendix F.
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5.3 SEGMENT MODULE

Essential functions for the Segment Module are shown in Figure 20:

DISPLAY ENABLE BUS 1t

DISPLAY DATA BUS 1 ‘ v VSAFE
> o
- SEGDRV! SEGMENT 8U
- KEY:
< <] SEGDET1 E] LATCH ARRAY
1
_ m SEGDET2 & OPTO-ISOLATOR ARRAY
DISPLAY BATA BUS 2
W‘ V2 IEI TRISTATE BUFFER ARRAY
.—_.——‘
Figure 20:Segment Module

Due to the repeatability and high component count of the circuitry needed to implement the
drive and detection functions for all 16 segments, it is not possible to show the complete
circuit here. Therefore, a portion of the Segment Module dedicated to segment 1 (i.e., 1/16
of the Segment Module) is shown in Figure 21. Note that the part reference designators used
in Figure 21 do not necessarily reflect those used in the actual subsystem schematics and on

the PCB. They serve only as references to the text in order to explain operating principles.
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Figure 21:Segment Circuit

For more detailed diagrams of the various sub-modules that comprise the Segment Module,
refer to the schematic diagrams in Appendix A, Figures 5-7. These schematics have been

subdivided into segment driver and segment detector sub-modules. There are 16 identical
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circuits that comprise the Segment Module; one per display segment There is one reference
circuit per subsystem, made up of R3, R4, D1, and D2 for subsystem 1, and R5, R6, D3 and
D4 for subsystem 2. Latch Ul and buffers U7, U8 are one of 8 in an octal package, the

others being used for 7 other segment circuits.

5.3.1) Segment Driver

What follows is a description of the driver circuitry to activate segment 1. The same

description holds for the relevant circuitry of segments 2 to 16.

Control Module 1 (subsystem 1 of the Control Module), selects the appropriate segments to
be displayed. Segment 1 is selected by pulling the segment drive line from Control Module
1 to segment 1 low. This is achieved by writing the appropriate segment data byte to Display
Data Bus 1 (ADO..7/1). Two segment data bytes have to be written sequentially to the
Segment Module to select all 16 segments. This data is then latched into U1 by pulling its
enable pin high, using the appropriate line on Display Enable Bus 1 (LSDRV1).

Once the segment data is latched into Ul and the latch enable returns to zero, the data
remains latched indefinitely until the latch enable goes high again. This is convenient, since
many self-test and feedback tasks need to be executed during a display cycle. The segments

will thus remain lit for the maximum duty cycle while other tasks are being performed.

The LED in Darlington optocoupler U2 is then activated by the output of Ul. A quad
Darlington optocoupler was selected to reduce parts count and size, while increasing
reliability and sustaining the high pulsed forward current of 50mA required for the segment
LED under multiplexed conditions. U2 also provides statistical independence in the event of
a failure in subsystem 1 or in the display circuit. Since only one segment LED is activated
by each Darlington optocoupler in U2 at any moment, the current handling capabilities are
sufficient for direct connection to the segment line. Resistor R2 provides current limiting for
the LED display under multiplexed conditions. The pulsed current will be higher than the
steady state current of 10mA normally drawn by a LED.
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5.3.2) Segment Detector

The segment LED proving is performed by a window detector consisting of two comparators
from LM339 quad comparator U3. Each quad comparator package provides a window
detector for two adjacent segments, thus reducing parts count and size, while increasing
overall reliability. The circuit has been duplicated in order to provide detection outputs to
both channels. In the event of a component failure in the one detector, the other will detect

the condition of the display segment.

For subsystem 1, the upper reference voltage of 3.9V is provided by R3 and reference diode
D1 to the non-inverting input of comparator U3:A. The lower reference voltage of 2.4V is

provided by R4 and reference diode D2 to the inverting input of comparator U3:B.

The outputs of each window detector are optically coupled to their respective Display Data
Bus lines. This ensures that failures in the window detectors and the Control Module do not
influence one another electrically. The window detector derives its power from the display

power supply (between G, and V).

The appropriate segment detector output is selected by pulling the output enable of tri-state
buffers U7 and U8 low, using the appropriate select line on Display Enable Bus 1 and 2
(LSDET1, LSDET?2). This places the segment detect data on the Display Data Bus, where
it is fed back to the Control Module for comparison. Once the data has been read, the

appropriate enable line must be pulled high until that segment is selected again.
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5.4 DIGIT MODULE

Essential functions of the Digit Module are shown in Figure 22:
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Figure 22:Digit Module

Due to the repeatability and high component count of the circuitry needed to implement the
drive and detection functions for all 18 digits, it is not possible to show the complete circuit
here. Therefore a portion of the Digit Module dedicated to digit 1 (i.e., 1/18 of the Digit
Module) is shown in Figure 23. Note that the reference designators used in Figure 23 do not
correspond with those used in the actual subsystem schematics and PCB layout. They serve

only as references to the text in order to explain operating principles.
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Figure 23:Digit Circuit

For a more detailed description of the various sub-modules that comprise the Digit Module,
refer to the schematic diagrams in Appendix A, Figures 9->11. These schematics have been
subdivided into digit driver and digit detector sub-modules. The Digit Module comprises 18

identical circuits, including the circuitry for the two test digits.
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Latch Ul and buffers U5, U6 are one of 8 in an octal package, the others being used for 7
other digit circuits. A single switch, Q1, is used to select the appropriate digit in the display.
This switch is one of eight in a ULN2803A octal Darlington driver array.

5.4.1) Digit Driver

What follows is a description of the driver circuitry and actions performed by the circuitry

to select digit 1. The same description holds for the relevant circuitry of digits 2 to 18.

Control Module 2 (subsystem 2 of the Control Module) selects the appropriate digit. Digit
1 is selected by pulling the digit drive line from Control Module 2 to digit 1 high, de-
activating U2 and switching Q1 on. This is achieved by writing the appropriate digit data
bytes to Display Data Bus 2 (ADO0..7/2). Three data bytes have to be written sequentially to
the Digit Module in order to select all 18 digits. This data is then latched into U1 by pulling
its latch enable high, using the appropriate select line on Display Enable Bus 2 (LDDRV?2).

Once the digit data is latched into Ul and the latch enable returns to zero, the data remains
latched indefinitely until the latch enable goes high again. This is convenient, since many
self-test and feedback tasks need to be executed duﬁng a display cycle. The appropriate digit
will thus remain selected for the maximum desired duty cycle while other tasks are being
performed. The LED in optocoupler U2 is then activated by Ul output. U2 provides

statistical independence in the event of a failure in subsystem 2 or in the display circuit.

Q1 must have sufficient power rating to carry the sum of currents from 16 simultaneously lit
segments per digit under multiplexed conditions. The device can therefore be rated much
lower than the sum of the currents if the duty cycle is low (no multiplexing). On average,
10 segments are simultaneously lit for most alphanumeric characters. However, the worst-

case situation of 16 simultaneously lit segments has been assumed.
5.4.2) Digit Detector

The Digit Module has a detector circuit for each subsystem. Their task is to prove that the
digit select switch, Q1, is operating correctly. Currents through the LEDs of U3 and U4 are
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independent of the number of lit segments. The collector current of Q1 is the sum of the

total segment currents and the LED currents of U3 and U4.

The appropriate digit detector output is selected by pulling the Output Enable of tristate
buffers U5 and U6 low, using the appropriate select line on Display Enable Bus 1 and 2
(LDDET1, LDDET?2). This places the digit detect data on the appropriate Display Data Bus,
where it is fed back to the Control Module for comparison. The outcome of failures in Q1

as seen by the digit detectors for subsystem 1 only is now explained:

In the event of a short circuit in Q1, the LED of U3 will be permanently lit and DIGDET1/1
will be permanently low. During the multiplex cycle when digit 1 is not selected,
DIGDET1/1 will remain low, indicating that it has been erroneously selected. A discrepancy
in the output of the comparator software in Control Module 1 will result. This comparator
logic can be implemented more cost-effectively in software in a micro-controller than with

hardware comparators.

In the event of an open circuit in QI1, the optocoupler will be permanently inactive, and
DIGDET1/1 will be permanently high. When the digit is selected during the multiplex cycle,
DIGDET1/1 will remain high, indicating that the digit has been erroneously de-selected. A

discrepancy in the output of the comparator software in Control Module 1 will result.

The same explanation holds for subsystem 2. In order to see the operation of the Segment
and Digit Module on the Display Module, refer to the display circuit in Appendix A, Figure
12. It shows the appropriate circuitry from the Display Module, Segment Module and Digit

Module, to activate Segment 1 of Digit 1, as well as detect its output.
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5.5 POWER MODULE

This module contains the isolated power supplies for the two subsystems and the display

circuit, and a soft-start circuit. The subsystems for the module are shown in Figure 24:

& V1

POWER IN vo { VSAFE | FUSE

Figure 24:Power Module

5.5.1) Power Supplies

The schematic diagram in Appendix A, Figure 13 indicates the V¢, power supply, the Soft-
Start, and the two identical 5V power supplies for the two subsystems. The Control Module
subsystems for the 2-out-of-2 comparative architecture require 5V regulated power supplies.

These must be isolated for statistical independence between the subsystems.

The display circuit requires a 5V regulated power supply. It must also be isolated for
statistical independence between the display circuit and both controller subsystems. The
supply should be trimmable to compensate for the voltage drop across the Vs, series-pass
soft-start switch, Q2. The switched-mode DC-DC converter is the obvious candidate, since
it provides input-output isolation and good regulation over wide current ranges. Since
switched-mode power modules are readily available in 5V configurations, it was not

considered necessary to design them, but rather to purchase off-the-shelf modules.

5.5.2) Soft Start Circuit

The soft-start circuit [11] shown in Figure 25 is situated in the Power Module, and supplies
Vsare to both fuse-blow circuits in the Control Module. The soft-start circuit prevents the
fuse-blow circuits from blowing the fuse when the systems starts up, due to unstable voltage
levels present at power-up, which could present a false fuse-blow signal. It allows the

processors to initialise and perform self-test routines before Vg, is connected to the display.
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Figure 25. Soft Start Circuit

A Holdoff facility is provided in order to inhibit V,, and hence V.. In the event of
initialization and self-test failures in either processor this line is pulled low by energizing the
optocoupler, U2. The collector of U2 goes low switching Q1 off. This causes Q2 to turn
off. This prevents the fuse from blowing at start-up.

Capacitor C3 charges up via R1, until Q1 switches on and forward biases series-pass switch
Q2. This provides sufficient time for voltage levels in both subsystems of the Control
Module to stabilise, and for initialisation to take place. Q2 was selected as a Power BJT,
since its forward resistance and collector-emitter voltage is low and relatively constant over
a wide range of currents drawn. A Power FET on the other hand, requires at least 8V
between gate and source to pass high currents, and has a linear (albeit low) forward

resistance, resulting in increasing forward voltage with increasing forward current.

Fuse F1 has been selected to be a 1.25A, fast-blow fuse. This ensures that any fuse-blow
pulse of longer duration than a fuse-test pulse will blow the fuse. This also avoids possible
damage to the shorting switch, QI in the fuse blow circuit. Although the fuse-blow circuit
forms an integral part of the system power supply, it is located in each subsystem of the
Control Module. It is therefore the function of the Control Module to control the testing or

blowing of the Vg, fuse. This will be discussed later in the Control Module section.
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5.6 CONTROL MODULE

The overall architecture of the Control Module will be based on the processor architecture
developed for the Fail Safe Data Transmission System [11] in order to simplify the design,
logistic and maintenance tasks. This commonality will also enable certain software routines
developed for the FSDTS to be adapted for use in the Failsafe Display System. Reference
can be made to [11] for more detail. The Control Module PCB will not be built and tested
at this stage. Instead, a Test Module (Appendix A, Figure 14) consisting of toggle switches
will be built to simulate Control Module outputs to the display.

Functions performed by subsystem 1 of the Control Module are shown in Figure 26. The

operation of subsystem 2 of the Control Module is identical.
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Figure 26:Control Module

A DISPLAY DATA BUS, (ADQ..7) carries bidirectional 8-bit data between the Control Module
and the Segment and Digit Modules. These include segment drive, segment detect, digit
drive and digit detect data. All these data are more than 8-bits wide, and need to be latched
sequentially onto the 8-bit Display Data Bus.

The DISPLAY ENABLE BUS latches and enables relevant data between the Control Module
and the Segment and Digit Modules in a sequential fashion. It controls the latch and enable
pins of the relevant latches and tri-state buffers, routing data to and from the appropriate
latches and buffers. It allows the Control Module to control both subsystems in a 2-out-of-2

comparative system.
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Power for each subsystem in the Control Module is derived from an isolated DC-DC 5V
converter in the Power Module. The Control Module either tests or blows the display fuse
via the F/BLOW (fuse-blow) output, and verifies the fuse-test or fuse-blow via the F/CHK
(fuse-check) input. The fuse-blow circuitry for providing Vg, to the display circuitry is
included in the Control Module.

A local oscillator provides the clock. Data is received in a serial format via DATA IN. The
input is polled on a periodic basis for received data. Data input to the system will not be
interrupt driven, since it is difficult to verify the outcome of interrupts on system software
[36]. Interrupts occur asynchronously and at random, and are thus difficult to analyze with

software verification techniques.

Data is exchanged on a periodic basis with the other subsystem in the Control Module via
DATA XCHG. With this data, it is possible to detect discrepancies between, and hence,
failures in the hardware of either subsystem. Soft errors, such as spontaneous toggling of
RAM contents due to interference, should also be detected.
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- Chapter 6: System Software

6.1 INTRODUCTION

For the purposes of this thesis, the primary tasks and sub-tasks of the software will be
defined, and timing budgets assigned to them. This ensures that when the code is eventually
written, it will fit into the system cycle time adequately. A flow chart indicating the major

tasks to be performed by the system software is shown in Figure 27:
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Figure 27:System Flowchart

Requirements and rationales for adopting certain methods and options will be discussed. The
writing of system software will not be undertaken at this stage of the project as software

safety has to be considered.
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6.2 SUBSYSTEM INITIALIZATION

The system must undergo initialization and self-testing on start-up to ensure system integrity
before a message is received and displayed. Since these tasks are performed once only, they
must be thorough, since they will not form part of the display refresh loop. They do not
affect system performance in terms of cycle time. All temporary storage dedicated to system
configuration, received data, feedback data, self-test data and exchanged data is initialized.
All flags used to indicate certain critical states of the system are initialized.

Each subsystem is configured to operate in a 2-out-of-2 comparative system, with data
exchange links and feedback from the controlled device. The software differs slightly
between the two subsystems to ensure that one is configured as the master and the other as

the slave. This avoids both subsystems attempting to interrogate each other simultaneously.

Once each subsystem has undergone an initial self-test, the master must interrogate the slave
in order to exchange test results and achieve loose synchronization. The entire contents of
the EPROM in each subsystem is checked by means of a cyclic redundancy check (CRC).
All registers, internal and external RAM are cleared and then tested. Finally, both

subsystems are synchronized.

Each subsystem must attempt to blow the fuse over a short time duration to ensure that the
fuse-blow circuitry will operate when needed. It must be ensured that both subsystems do
not attempt to test the fuse-blow circuit simultaneously, since the paralleled shunt currents

could blow the fuse inadvertently.

6.3 DATA RECEIVER POLLING

This task will not be implemented in the current system software until a decision is taken as
to whether the Communications Module of the FSDTS, or whether the FSDS itself should
perform the task. A decision on the format of the received data needs to be finalised, and
is beyond the scope of this research. A pre-stored message will be used for initial
development purposes. It will be assumed that a message has been received, decoded, and

stored in memory as 16-segment data (2 consecutive data bytes per alphanumeric digit). The
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message will be permanently stored in a range of consecutive addresses in the EPROMs of
both subsystems. A timer loop will be included to simulate the delay required to poll the

receiver and receive the valid message.

The data reception hardware must be designed and the relevant software written, such that
the data input to the system is periodically confirmed to be valid. This will avoid any invalid
messages remaining locked in the display in the event of a data link failure. The data
receiver must therefore be polled on a regular basis to check for a recurring valid message.
Whenever possible, demand interrupts should be avoided [36]. The software should be able
to determine when and in what order it interfaces with the outside world. This tends to
increase the number of instructions required and may limit I/O response to millisecond rather
than microsecond resolution. However it leads to more predictable operation and is more

easily verified.

When the data receiver is found to be active (a message is waiting for reception), a Data
Reception procedure must be activated until the entire message has been received. The

message must then be decoded and stored in RAM for writing to the display.

6.4 DISPLAY UPDATING

Before any segments of a particular digit can be displayed, the first digit must be selected and
all segments must be cleared. The relevant digit is then selected, followed by the relevant
segments for a desired character to be displayed. The status (faulty/fault-free) of the selected
digit and segments is determined by the relevant digit and segment detectors, and must be

read and compared with the output digit and segment data.

During the display update routine, the functions of owput, feedback, and comparison need
to be performed on the system output (display). The lowest rate at which a multiplexed
display can be refreshed without serious flicker is about 25Hz. A refresh rate of 50Hz has
been selected. This translates to 20ms of refresh time, during which all 16 active digits must
be lit. This gives a period of 1.1ms per digit displayed. During this time, the relevant digit
and segments are selected, segment LED voltage detected, fed back to the Control Module,

and compared. This is the maximum time made available for failure detection of digits and
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segments, within the speed limits of the controller. However, system self-tests and general

housekeeping need only be completed within a time limit that ensures that a second fault does

not appear.

It is necessary to ensure that the relevant digit is activated for the maximum percentage of the
refresh period, to ensure a high duty cycle. This will result in a lower peak LED current
requirement to satisfy display viewability requirements, as well as reducing stress on the
display elements. Counters are needed to control the sequential selection and detection of the
digits. The software needs to control the latches that select the relevant digit and associated

segments. It also needs to read the data fed back from the digit and segment detector buffers.
6.5 SUBSYSTEM SELF-TEST

To ensure continuing system integrity after the initial subsystem self-test a periodic partial
self-test is executed within the main display loop. This self-test checks critical sections of the
subsystems, until a complete system diagnosis is accumulated, whereupon the process repeats
itself. This avoids latent faults from creeping into the system and possibly masking a fault

that would otherwise manifest itself directly.

All storage elements, permanent or temporary, must be verified for integrity. This involves
cyclic redundancy check (CRC) tests on the EPROM, and exchanges of RAM contents and
registers. System flags must be checked too.

In addition to the 16 active digits in the display, two ‘dummy" test digits are included for
periodically testing the integrity of the segment window detectors. The software needs to
activate these two digits and read the resultant outputs from their window detectors to ensure
the ability of the system to detect shorted or open display segments. However, these two
digits need not be selected during every refresh period.

The fuse-blow circuit must be tested from both subsystems in the Control Module and verified
to be operational by detecting the drop in display voltage, V.. This task need not be
performed during every display refresh period (roughly 1.1ms) but must be performed within
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the system failsafe detection time set by the user requirement.
6.6 SUBSYSTEM DATA EXCHANGE

A facility must be provided for data exchange between the two subsystems for the purposes
of data comparison, subsystem failure detection, and subsystem re-synchronization. Because
the two subsystems run asynchronously, a timing delay will accumulate between them over
time. Therefore, software time-outs need to be implemented to ensure that adequate time is
allocated for the subsystems to respond to one another. The software will differ slightly

between the subsystems configured as the master and the slave.

The subsystem configured as the master initiates data exchange with the subsystem configured
as the slave. Relevant data for exchanging with the slave subsystem is collected, formatted
into a data block, and transmitted to the slave subsystem. The relevant data block from the
slave subsystem is then received by the master and compared with the data block sent. Any
discrepancies must result in blowing the VSAFE fuse, leading to safe system shutdown. The
exchange of data must be sufficiently frequent in order to avoid errors accumulating in the
system to the point where one error may mask another error. Typical data exchanged for this

purpose would be display counters, flags, CRC test results and feedback from the display.

Since the two subsystems run asynchronously from separate crystal clocks, they will gradually
drift out of synchronization. It is therefore necessary to provide synchronization data to
periodically re-synchronize the subsystems. Re-synchronization involves temporary storage
of exchanged data in buffers, comparison, signalling consensus, and marking of completed
intervals [37],[38]. This is accomplished in software using suitable inter-module data links.
This avoids the problem of time correlated operation, which is subject to correlated

malfunction if subjected to common-mode external electromagnetic radiation.
6.7 SOFTWARE SAFETY
The issue of Software Safety [5],[11] is being addressed elsewhere, and is beyond the scope

of this research. It is sufficient to say at this stage that techniques are being developed for

the correct validation and verification of safe software, and that these techniques will be
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applied to any software written for the FSDS project.

Every possible situation must have a predictable outcome. This can be evaluated by
constructing a fault tree. Each possible event, or combination of events, must be evaluated
with respect to their effects on the software. It is also necessary to consider the position in
time when an event occurs. Briefly, every event, in combination with the state of all flags
and variables within the software, must have a predictable outcome at a predictable point in
time. This justifies the use of polling within the software rather than interrupts. However,
it is still necessary to maintain asynchronism of the execution of the code in the two

subsystems in order to maintain statistical independence.

Where possible, state diagrams should be compiled in order to evaluate the effect of previous
states plus present state events on the next state of the system. Since the system has memory,

the state transition tables could be very complex.
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Chapter 7: Reliability and FMECA

7.1 RELIABILITY AND SAFETY

The individual device failure rates must be calculated [31] before the system reliability can
be calculated. Once the failure rates of all device types used in the system have been
evaluated, their failure rates can be multiplied by the number of devices of each type. These
cumulative failure rates for each device type are added to give a system failure rate. The
reliability, expressed as the Mean Time Between Failure (MTBF) for the system, can then
be calculated. The system safety, expressed as Mean Time Between Wrong-Side Failure
(MTBWSEF), is calculated last.

Reference [31] provides extremely conservative (and often unrealistic) failure rates for
electronic devices. Actual manufacturers tests often revealed lower failure rates. For
example, Hewlett Packard quote an MTBF of the order of 1 million hours for the HDSP-6508
16-segment LED display [30]. In this case, the manufacturers figure was taken in preference

to the prediction in [31]. The Reliability and Safety Calculations are shown in Appendix H.

7.2  FAILURE MODES, EFFECTS AND CRITICALITY ANALYSIS (FMECA)

A module level Failure Modes, Effects and Criticality Analysis (FMECA) was performed for
each component type. From this, system safety under failure conditions could be evaluated,
and corrective action taken in the design to protect against critical failures. This was an

iterative process, repeated until desired system safety was achieved.

The FMECA has been documented in tabular form making use of [31] and [32]. The
recording of each failure mode is extensive and is therefore included in Appendix B. The
analysis only covers the Segment Module, Digit Module, and Display Module at this stage.
The device numbers refer to the Display Circuit diagram in Appendix A, Fig.12, which
illustrates the operating principle only. It does not refer to the actual component reference
designators used in the detailed schematic diagrams of the modules or the PCB artworks.
Since the hardware design is not finalised, hardware changes may take place, necessitating

an update of the overall system reliability and safety figures.
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A number of failure modes (fault models) have been identified and used for the integrated
circuit components [18],[39]. Since there are many components (up to tens of thousands in
VLSI chips), it is not possible to identify every failure mode of every device within that chip.
The failure analysis can be eased by a "fault model”, a set of simplifying assumptions about
the failure mechanism. A failure mechanism is a physical defect which produces a fault,

where the fault is a divergence from the circuits fault-free behaviour.

The fault model is a simplified description of the relation between failure mechanism and fault
effect. An example would be in the case of an LED, where a failure mechanism may be the
electro-migration of metal ions from the wafer connections under prolonged DC conditions.
This would result in the LED going open circuit (the fault model). The fault effect would
be the LED failing to illuminate. In the context of the failsafe display system, the electronics
would only be able to identify the fault model (the open circuit), while the operator would
only see the fault effect (the unlit LED). The failure mechanism of electro-migration would
be transparent to the system as a whole. The fault models identified for use on digital ICs

(and quasi-digital voltage comparators) are:

L] Stuck-at fault: 1t is based on the assumption that one of the inputs or the output of a
gate is stuck-at logic "0" (s-a-0) or stuck-at logic "1" (s-a-1). This model offers good
short circuit and open circuit analysis. Faults in MOS circuits cannot necessarily be

modelled as s-a-0 or s-a-1 faults.

L Bridging faulr: This results from accidental connection between two logical signal lines
as a wired-AND (positive logic) or wired-OR (negative logic). They are classified
either as either input bridging or output-input bridging (feedback bridging). Feedback

bridging can convert combinational logic into a sequential circuit that oscillates.

L Stuck-open fault: This is typical of CMOS circuits, and would cause the output to be
connected to either the positive or negative supply. This often creates sequential
circuits from combinational logic, resulting in oscillations. This increases the difficulty
of both testing the circuit and designing a set of test vectors so that a high percentage

of fault coverage is achieved.
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° Temporary fault. System malfunction caused by temporary faults represent the majority
of faults, and can represent as much as 90% of total maintenance expenses. They can

be grouped into two categories:

] Transient faults are non-recurring temporary faults caused for example by
power supply variation or a-particle radiation. Such faults are not repairable
because there is no permanent physical damage to the system. The majority
of faults found in semiconductor memory systems are of this type. They can
be detected by performing periodic checksums or cyclic redundancy checks on

the entire memory contents.

° Intermittent faults are recurring faults. They are caused by loose connections,
by deterioration or ageing components, by fluctuating environmental conditions
(temperature, humidity, etc.) or by poor design. A circuit is poorly designed
if components are operated close to their maximum tolerances and thresholds,
or when devices are incorrectly biased. Intermittent faults only cause system
malfunction when they are active. In this case the circuit is in its fault active
state otherwise it is in its fault not-active state, and is random in nature. "Well
behaved" and "signal independent” faults are described by the two-state Markov
model. Intermittent faults can be detected and overcome by using redundant

circuits that are statistically independent, or diverse in nature.

From analysis of preliminary charts, it was found that failures in the window detectors and
their associated references in the Segment Module could go undetected, leading to wrong-side
failures. As a result of these findings, appropriate redesign was carried out. This involved
including two 'dummy" test digits in the Display Module. These test digits consist of 16
zener diodes each. Each zener diode mimics either a display segment short or open circuit,
depending on which test digit it belongs to. The purpose of the test digits is for periodically
testing the response of the window detectors to simulated short circuits and open circuits in
all 16 segments of a display digit. The updated FMECA charts are included in Appendix B.
Charts tabulating the probability of failure for each component against failure severity, have
been compiled for each module. These serve as a summarised guideline for identifying

critical components within the system.
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Chapter 8: Construction and Testing

The modular nature of the proposed Failsafe Display System (FSDS), coupled with the need
for compatibility with the related Failsafe Data Transmission System (FSDTS) [11], required
the use of plug-in cards using the DIN41612 (Eurocard) type connectors. It was decided to
use the 64 pin DIN41612C connectors with the middle row of pins removed (A-C type), since

these were used in the FSDTS, and since the increased pin spacing enhances safety.

These cards are to be plugged into corresponding sockets on an interconnecting back-plane.
Although these cards are not pin compatible with the back-plane of the FSDTS, it is possible
that after industrialization they may be made compatible. The Printed Circuit Board (PCB)
layouts for each module are located in Appendix C. Each card is represented by its solder
layer, component layer, and silkscreen layer to help with component placement. In order to

show each PCB on a single A4 page, some of the artworks are actually 80% to scale.

In its present development configuration, the system consists of four main 6U-size cards
plugging into Eurocard connectors mounted on an interconnecting back-plane. The four cards
are the Segment Module, Digit Module, Control Module, and Power Module. Each card has
two 64-pin, A-C type, DIN41612C male connectors for connection to the corresponding
sockets on the back-plane. The back-plane thus carries eight 64-pin female Eurocard sockets,

as well as a male 40-pin DIN41651 ribbon cable connector to the Display Module.

All boards have been designed for double-sided though-hole plating, although at present
solder pins are being used as through-connections during the development phase to contain
costs. Once the system is fully tested and the design verified, it will be possible to

immediately generate through-hole plated boards with no extra design cost.

The design of a 2-out-of-2 comparative failsafe system is costly. All functions need to be
duplicated, resulting in a doubling in system cost. The detection and feedback circuitry
required to verify correct operation of the display element provides an additional cost. An
essential element for failsafe systems is the requirement for statistical independence between
the duplicated subsystems under failure conditions. This statistical independence was achieved

by using optocouplers to interconnect all physical connections and isolated power supplies for
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each subsystem. These components can result in a further doubling in the system cost. All
these factors have a multiplier effect on the cost of the PCBs, due to the resultant increase
in size. The cost of the software is higher than that required to implement the basic function
of displaying a message. This is due to the presence of two asynchronous controllers that
require synchronisation in order to activate a common display. Finally, development costs
and times are greater. All these factors contribute to an approximately five-fold increase in

the system cost over that required to implement the basic message display function.

To implement a 2-out-of-2 comparative system, the entire system is divided into two identical
subsystems. For each module (card) the relevant subsystem circuitry is duplicated and
placed side-by-side on the same card. In the Segment Module, there are two subsystems for
segment drive, segment detect and for references. Similarly on the Digit Module card there
are two subsystems for digit drive and digit detect, and two identical controller subsystems
on the Control Module card. For the Power Module, there are three power supplies; one for

each subsystem, and one for the display circuit which is common to both subsystems.

A fifth card, the Display Module, is connected to the back-plane card with a ribbon cable
connector. This card contains two 8-character, 16-segment alphanumeric LED displays. This
module is common to both subsystems. Both subsystems are needed to activate a display
element, and both subsystems sense the electrical state of each display element. Display
activation and sensing are all carried out between the Segment and Digit Modules and the

Display Module via the back-plane connecting path and ribbon cable.

In its present state of development, the system is not installed in a cabinet, although the PCBs
have been sized to fit into a standard Eurocard cabinet when industrialization of the system
commences. The primary power supply input voltage has not been finalized. However the
input voltage range of the selected DC-DC converters on the Power Module PCB extends
from 20V to 72V, with a nominal input voltage of 48V.

The design of the Control Module card, which contains the microcontroller circuitry and
associated software, will not be undertaken at this stage. This is beyond the scope of this
research, and will likely consist of modified version of the Communication Module developed

for the FSDTS [11]. As a temporary measure, a Test Module (Schematic Diagram in
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Appendix A, Figure 14) was developed to simulate the display control outputs from the
Control Module. This Module consists of two banks of 18 toggle switches, one bank per
subsystem. There is a toggle switch for each output, which provides a high or low signal to
the Segment and Digit Modules. This will facilitate static testing of the display activation,
latching and buffering. A PCB artwork (Appendix C) was designed for the Test Module, and
a PCB manufactured and populated.

The Segment, Digit and Display Modules were statically tested by toggling the relevant
switches on the Test Module in a manner which simulates the display multiplexing control
signals from Control Module to Display Module. The resultant effects on the relevant display
elements in the Display Module were noted in Appendix I, and compared with expected

normal operation. The test results confirmed that the system and module design is sound.

The PCBs were checked for artwork design errors such as missing connections, through-
holes, power supply shorts, and breaks in tracks. In this way, the basic electrical integrity
of the interconnected boards was verified. The connectivity between each of the boards was
checked with a continuity meter and with reference to the circuit schematic diagrams. This
ensured that all connections between the modules via the Eurocard connectors and the back-
plane were functionally and electrically correct. A number of layout errors were located and
rectified.
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Chapter 9: Conclusions

The concept of the Radio Token Block System and its desirability were discussed. A User
Requirement was compiled from user statements and certain options that became apparent as
research progressed. Where there were options to be considered, these were listed under the

appropriate requirement, and a decision documented in a Requirements Review.

A trade-off study of display technologies revealed the LED display as the most suitable
candidate for the display element. Failure modes of LEDs and their effects on the window
detectors were identified. A trade-off between complex graphics displays and single-lamp
signalling was made, and the 16-segment display was selected. A single line 16-character

display was selected as the display format in order to keep the system as simple as possible.

System concepts unique to a Failsafe Display System were identified and discussed. These
included integrity of the data displayed, electrical integrity of the display element itself and
related subsystem hardware. The technique of voltage window detection of the display
element was introduced and discussed. The window detector circuits are to be checked within

a period shorter than the fault detection time in order to ensure their integrity.

A loosely-coupled 2-out-of-2 comparative architecture with feedback from the display
element, was selected as the appropriate solution for a Failsafe Display System. The concept
of dissimilar control was introduced, where one subsystem selects the appropriate digit and
the other selects the segments, in order to activate a display element. The requirement for
statistical independence between the subsystems was identified as crucial to failsafe system

operation.

An architecture was developed based on the concepts and philosophies developed in the
preceding sections. The system hardware was partitioned into a number of modules, each
containing two similar subsystems for the purpose of data comparison. These included a
Display Module, Segment Module, Digit Module, Power Module, and Control Module. The
operation and primary functions of each module were discussed. A system-level FMECA and
Reliability Analysis were performed to verify the basic system layout before detailed design

commenced.
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The software tasks of initialisation, data receiver polling, display updating, self-testing, and
subsystem data exchange were discussed. The coding of these tasks into software will be
undertaken in subsequent research. The verification of the software to implement these tasks

is beyond the scope of this paper, and is currently being investigated in related research [11].

Module-level reliability was evaluated, leading to a figure for the system MTBF. This figure
is not final, since the hardware design has not been finalised. However, it serves as the basis
for the evaluation of system MTBF. A safety figure (MTBWSF) was calculated which
exceeded the user requirement. A module-level Failure Modes Effects and Criticality
Analysis was conducted in order to document as accurately as possible, all possible failure
modes and their outcomes for each component in the system. As the hardware design is not

complete, this will be expanded on.

All circuit boards, excepting the Control Module PCB, were manufactured and statically
tested for basic design faults, connectivity and basic functional correctness. Dynamic testing

(operational testing) will follow once Control Module hardware is built and software written.
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System-Leve! Fallure Modes, Effects and Criticality Analysis (FMECA)

MODULE: Power Module DATE: 24 May 1994
INDENTURE: Level 1 (System) SHEET: 2
REF.DWG: Appendix A, Fig.2 COMPILED: R Fullatove
MISSION: Provide isolated power to both subsystems and common display circuitry.
Failure Detection mpensation verl mar
Function Failure Modes || Mission Phase System Failure Effects Method Provisions Class
[~ Power supply V1 || 5 Vol supplyfost |[ Train en route & ][ Subsystem 1 of thé 2-out-of-2 || Data discrepancy |[System shutdown m
information stored [lcomp system loses power|| detected by other
in display. subsystem.
Power supply V2 5 Volt supply lost Subsystem 2 of the 2-out-of-2 || Data discrepancy ||System shutdown ]
parative system loses power|| detected by other
subsystem.
Power supply VO 12 Volt supply lost Common display circuitry loses || Data discrepancy |[System shutdown W
er, resulting in blank display|| detected by both
E::r to shutdown, subsyst subsyste In the
and 2 are still operational in Controf Module, via
prder to detect this failure, and |feedback paths from
Femain operational after this. Display Module.
Soft-Start Circuit Disabled/faulty System start-up || Safety fuse blows prematurely || Fuse-Blow safety {|System shutdown ]
before system initiaization is circuit operates. ’
completed.
Safety Fuse Remains intact when|| Train en route, . Ref[11] Ref [11] Ref [11] Ref [11] }| Referto [11] in the
|juse-blaw attempted ]| token displayed reference list.
MODULE: Control Module DATE: 24 May 1994
INDENTURE: Level 1 (System) SHEET: 2
REF.DWG: Appendix A, Fig.2 COMPILED: R.Fullalove
MISSION: Control Display, Receive Feedback
[Severlty ||  Remarks |
Function Failure Modes Mission Phase System Failure Effects Class

Display Enable Bus
10 lines per subsystem

control line s-a-0.

Dlsplay Enable Bus |[ Train en route &

information stored

Relevant segment [or digit)
Hrive latch (or feedback buffer)

comparison of data

Failure Detection mpensation
Method Provisions

Feedback and

ISVEfem shutdown

b} 1 digit Is off permanently.

E) 1 segment feedback appears
o be permanently selected.

H) 1 digit feedback appears to
be permanently selected.

Fither: in display permanently enabled. Either: in software.
b) Latches 8 segments B) 8 segments retain last state
fat a time. b) 8 digits retain last state.
b) Latches 8 digits at a k) 8 segment feedback lines
time. etain last state permanently.
£) Enables 8 segment H) 8 digit feedback lines retain
reedback buffers ata ast state permanently.
‘ime. Display Enable bus Relevant segment/digit Feedback and System shutdown (]
H) Enables 8 digit f/b control line s-a-1. Hrive latch/feedback buffer comparison of data
buffers at a time. tly disabled. Either: in software.
h) 8 segments follow changing
Hata on Display Data Bus.
b) 8 digits follow changing
Hata on Display data Bus.
£} 8 segment feedback lines
Hisabled indefinitely.
H) 8 digit feedback lines
ermanently disabled. )
Pisplay Data Bus Display Data Bus Corresponding segment/digit Feedback and System shutdown 1
8 lines per subsystem) line s-a-0. bermanently lit. Either: comparison of data
ither: h) 1 segment (per group of 8 in software.
R} Selects a segment. pegments per latch), is lit
b) Selects a digit. permanently.
t) Feeds back segment b} 1 digit {per group of 8 digits
Hata. per latch), is permanently lit
H) Feeds back digit dat E) 1 segment feedback
hppears permanentiy selected.
H) 1 digit feedback appears
1ty
Display Data Bus Corresponding segment/digit Feedback and System shutdown It
line s-a-1. tly disabled. Either: comparison of data
h) 1 segment is off permanently in software.

ubsystem Data Xchg
Exchanges subsystem
ata for comparison in
2-out-of-2 compara-
ive architecture).

Reference [11]

Reference [11]

Reference {11)

Reference [11]

Reference [11] is the
FMECA performed
Mr.M.B.Schronen for
the Communications
Module in the FSDTS
designed by him.
Since the Control
Module of the FSDS
will be a slightly
madified version of
the Comms Modulen)}
no detailed FMECA,|
required here.

Fuse-Blow operation
Blows fuse in the event,
f any detected system

JFailure).

Reference [11]

Reference [11]

Reference [11}

Reference [11]

erial Data reception
Recelves token dal
n serial format with errof

torrecting codes, and

Reference [11]

b

Verifies validity).

Reference [11]

Reference [11]

Reference {11]




MODULE: Segment Module F.M.E.C.A. DATE: 23 December 1992
INDENTURE: Level 2 (Modulan) - SHEET: 1
REF.DWG: Appendix A, Fig.4 COMPILED: R Fullalove
MISSION: Segment Select, Detect, & Feedback
[ 1d. Part Funchion Fallure Modes |[Mission Phase /] Falure Effects || Fallure Detection |[Compensation|[Severltyl]  Remarks |
No. Name & Causes Operational |[  Local Modular System | Method Provisions || Class
Mode
[RT J[Resistor ) Current || Open crcult ][ 7ain en route, )] UZLED O || Relevant Tncorrect Redundant F/B Sysfem ncreasing R has
Network |[limlt for U2 input information always segment off character circult for segs. Shutdown L} no effect on U5,
LED displayed to always displayed as long as R low
intermittent driver. . ° . . . enough to ensure
ti someti d ] pull-up for output
of US, as well as
Resistance U2 LED dims . . . . source current to
increase eventually eventually eventually n the SEGDET line.
R2 || Resistor || Current limitfor || Open circuit No current to Relevant Erroneous Redundant F/B & ¢
{lrelevant segment relevant segment LED character comparison of 1]
LED segment LED }{ does not light displayed segment LEDs
Intermittent . . . . .
someti ometi someti 1]
Resistance Reduced displa|[Reduced displaji None visible . .
increase segment LED segment for under 50% 1
current brightness reduction
R3 {{ Resistor |{ Current limitfor || Open circuit {| Train en route, Zener D1 High ref. limit ]j o/cct detection || Periodic self-test System
(R5) D1 (D3) Zener information cathode floats || for window unpredictable of window Shutdown l
displayed to detector floats detectors, using
Intermittent driver. . . N dummy test digits .
th someti ]
Resistance * * . . *
increase eventually eventually eventually 1]
R4 | Resistor [f Current limit for || Open circuit Zener D2 ||Low ref. limit for| Unpredictable . . Without periodic
(Re) Zener D2 (D4) cathode floats || window detect |f s/cct detection | 1] testing of the
always floats always always window detectors,
Intermittent . . . . . khis faliure would go
ometi i ometi 1] unnoticed, since
the redundant sub-
Resistance . . ¢ : . system continues
increase eventually eventually eventually iy to detect segments
correctly.
R7 || Resistor || input resistance ]| Open circuit {+)ifp of U3:A || High ref.limit || Unpredictable . . Input resistance
(R10) [| Network |ito window detect floats always ]| floats always || o/cct detection It for comparators
U3 (U4), high is very high, thus
limit reference Intermittent . . . : * not affected much
ti ti someti 1] by increasing input
resistance
Resistance . . . . .
increase eventually eventually eventually it
R8 || Resistor || Input resistance }| Open circuit Measuring i/p |[Faise triggering System * .
(R11) {iNetwork §§ to U3 (U4} for of U3 floats of hiflo limits shutdown It
segment LED always possible, always always
anode voltage Intermittent . . . . .
" someti ot M
Resistance . . . . .
increase eventually eventually eventually It
R9 ] Resistor || Input resistance || Open circuit || Train en route, [{{-}input of U3:B{| Low ref.limit ]| Unpredictabie |} Periodic self-test System Input resistance
(R12) || Network [ito window detect information fioats always || floats always || s/cct detection of window Shutdown h for comparators
U3 (Ug), low displayed to always detectors using is very high, thus
limit reference Intermittent driver. * ¢ * dummy test digits . not affected by
ometi ti ] increasing input
resistance
Resistance . . . * *
increase eventually eventually eventually 1t}
R13 || Resistor || Current limit Open circuit U5 LED off, SEGDET line No segment d .
(R15) {| Network ||for U5 (U8) input always low, always F/B, always 1]
LED
Intermittent . ¢ * . ¢
ti C { ]
Resistance . . . . *
increase eventually eventually eventually 1l
R14 || Resistor || Puli-up resistor || Open circuit US collector || SEGDET line {| Unpredictable * . Short circuits are
(R16) || Network for U5 (U6) floats when U5 || floats when U5 || segment F/B ] not considered
output is off, always Is off, always always likely with metat
SEGDET Line Intermittent . . . . . film and single &
ti ometi i ] network resistors
Resistance None None None . .
increase v




FMECA

MODULE: Segment Module DATE: 23 December 1992
INDENTURE: Level 2 (Modular) SHEET: 2
REF.DWG: Appendix A, Fig.4 COMPILED:  R.Fullalove
MISSION: Segment Select, Detect & Feedback
[ 1a. Part Function Failure Modes |Mission Phase ]l Falure tHeels ]| Fallure Detection | ompensaton]| [pever | Remarks
No. Name & Causes Operational Cocal Modular System | Method Provisions || Class
Mode
D1 Zener High reference || Open circuit || Train en route, ||Zener D1 cathode|[fi-ref. TMIt rises [[Possible masking|[ Pericdic test of ] m [Failure detected |
D3} Diode limit for segment information [{ goes high (+5V) to +5V of display LED || window detectors || Shutdown I In one display
voltage displayed to ofcct refresh cycle
Intermittent driver, . . ' . .
ometi someti ometi "
Short circuit D1 cathode goes ||  hi-ref. limit Detected by . ‘ Failure detected
low (OV) drops to OV, || window detector 1 immediately
below V_led
Leakage D1 cathode volts hi-ref. limit * . .
current rise decreases decreases 1]
Series D1 cathode volts hi-ref. fimit  [|Possible masking ‘ .
resistance rise rise Increases of LED voltage it
increase
Zener voltage . . . . .
rise {up to 5%) ]
Zener voltage D1 cathode volts hi-ref. limit Detected by . .
decrease decreases decreases window detector 1t
D2 Zener Low reference Open circuit | Train en route, ||Zener D2 cathode|| lo-ref. limit Detected by Failure detected System Fallure detected
(D4) ]| Diode limit for segment information || goes high (+5V) || risesto +5V | window detector [[ by the window Shutdown [ in one display
voltage displayed to detector itself refresh cycle
Intermittent driver. ¢ ’ . . ’
ometi ti ometi 1]
Short circutt D2 cathode goes || lo-ref. limit  [|Possible masking{] Periedic test of . Failure detected
low (OV) drops to OV, wellll of display LED |} window detector ] immediatety
below V_led s/cct
Leakage D2 cathode volts lo-ref. limit . . .
current rise decreases decreases eventually it
Series D2 cathode volts lo-ref. limit Detected by Fallure detected .
resistance rise ir ir window detector || by the window ]
eventually detector itself
Zener voltage * * . * .
rise (up to 5%) eventually eventually eventually 1
Zener voltage D2 cathode volts ||  lo-ref. limit  ||Possible masking|| Periodic test of .
decrease decreases decreases of LED voltage || window detector ]
decrease
ut Octal Latches segment || Data input line [§ Train en route, || Relevant data Relevant seq. Erroneous Redundant Micro- System [[No undetectable
tri-state || data to the display || stuck atO or 1 information  [|output line low or selected char. displayed {|Controller channel i Shutdown [] ailures apparent|
latches. from a common (D1 to D8) displayed to high always or deselected always with F/B and
(74HC573)|| a common 8-bit driver. permanently comparator S/W.
bi-directional bus ]| Data output line Relevant data Relevant seg. *
connected to a port]| stuck at 0 or 1 output line low or selected always ]
on the micro- (Q1 to Q8) high always or deselected
controller in the permanently
Control Modute tch enable pin Relevant latch | Relevant 8 segs .
(G), stuck at 0. deselected de-selected always i}
permanently permanently
[atch enable pin Relevant latch | Relevant 8 segs *
{G), stuck at 1. selected always || selected always always (]
Tristate output Relevant latch's || Relevant 8 seg .
enable, /(OE), outputs disabled |jines in hi-Z state always ]
stuck at 1 always always
Tristate output Relevant latch’s || Relevant 8 seg None
enable, /(OE), outputs enabled || lines enabled [\
stuck at 0 always always




F.M.E.CA.

MODULE: Segment Module DATE: 23 December 1992
INDENTURE: Level 2 (Modulan) SHEET: 3
REF.DWG: Appendix A, Fig.4 COMPILED:  R.Fullalove
MISSION: Segment Select, Detect & Feedback
d. Part Funclion Failure Modes |[Mission Phase / Fallure Effects Failure Deteclion |[Compensation |[Severity Remarks
No. Name & Causes Operational Local Modular System Method Provisions Class
Mode
Wwwwmmm—mm—m o undelectable
Opto- appropriate seg. (LED) Information always. segment LED displayed, & comparator Shutdown ] failures apparent
~coupler )i LED, while giving displayed to off, always. always logic.
electrical isolat- Intermittent driver. ' . .
lon between the (LED) tl ti ti ]
controf channel
& display circuit Short circuit ‘. . .
(LED) always always always [
I-leak increase . . .
(LED) eventually eventually eventually 1]
R-series rises . . .
{LED) eventually eventually eventually n
Light output . . .
falls (LED) eventually eventually eventually ]
Open circuit U2 collector . *
B high, always always always ]
Intermittent . . .
(8Jn i t { l
Short circuit U2 Vce very Segment .
8T low, always selected, always 1]
always
I-leak increase . ‘. .
B eventually eventually eventually i
Energy sensi- U2 collector || Segment not .
-tivity (BJT) high, selected, eventually 1]
L decreases eventually eventually.
(U3 [ LM338 || Implemented as || US3:A (+)input }[ Train en roule, |[(Jp>={+)Vp] ine || Nosegment || Hedundant System Due To ts muiple]
(Ud) Quad a window stuck at OV information thus,o/p low low always detection & segment detector|| Shutdown ] component
Comparator detector to displayed to always F/B using a window nature, this
check that the U3:A(+)input driver. ()i/p=<(+}ilp|| Loss of high [|Possibie masking || detector with F/B device has been
voltage across stuck at +5V thus,o/p high ||window detect|| of display LED L} evaluated at a
the display LED always ref.limit ofcct Periodic self-test functional rather
is within certain U3:A()input (-)ifo=<(+)li/p || SEGDET line No segment of the window than component
limits, thus and U3:B(+) thus,U3:Aofp |i low always. detection and detectors level. Only two
dispiaying in a input stuck at high; U3:B F/8 It of the four
fault-free manner ov (+)ilp=<{-)ilp, comparators in
thus U3:B o/p the package is
low always. evaluated.
U3:A(-)input ()ifp>=(+)ilp || SEGDET line No segment
and U3:B(+) thus,U3:A o/p || low always. detection and
input stuck at fow; U3:B F/B i} Easy to detect
+5V (+)ilp>=()iip, with redundant
thus U3:B o/p circuit, therefore
high always. low severity
U3:A(+) and{-) (+)¥p=()i/p || SEGDET line No segment
Inputs bridged thus U3:A o/p || low always. detection and []
low always. F/B.
U3:AorU3:B Both U3:A and || SEGDET line No segment
output stuck at U3:Bo/p low || low always. detection and ]
OV. psrmanently, F/B.
U3:A output U3:A o/p high || Loss of high {|Possible masking Periodic tests on
stuck at +5V provided U3:B ||window detect || of display LED " window detectors
ofp not low. ref.limit. ofcct prevent masking
U3:B(-}input (+)i/p>=()i/p|| Lossoflow |[Possible masking of display LED
stuck at OV thus,U3:B o/p ||window detect |} of display LED ] fallures
high always. ref. limit. s/cet
U3:B(-)input (-)ifp>=(+)i/p || SEGDET line No segment
stuck at +5V thus,U3:Bo/p || low always. detection and [] sfcct is unlikely
(and U3:A) o/p F/B. failure mode in
low always. LEDs
U3:8(+) and(-) (+)iip=()lp || SEGDET line No segment (Hewlett Packard)
inputs bridged thus U3:Bo/p || low always. detection and "
low always. F/B.
U3:B output U3:Bo/p high || Loss of low [IPossible masking
stuck at +5V provided U3:A ||window detect || of display LED ]
ofp not low. ref.limit. sfect




F.ME.CA

MODULE: Segment Module DATE: 23 December 1992
INDENTURE: Level 2 (Modular) SHEET: 4
REF.DWG: Appendix A, Fig.4 COMPILED:  R.Fullaove
MISSION: Segment Select, Detect & Feedback
Td. Part Function Failure Modes |[Mission Phase / ~Failure Effects ) Fammmﬂ'_ﬁe—mﬁ?s_
No.|| Name & Causes Operational Local Modular em Method Provisions Class
Mode
05 ] [ -Opuical || Detects correct |[ Open cifcuRt ][ Train en route, || U5 Inactive, | ne || No segment }{Comparalor logic][ System No undetectable |
(U8)|| !solator operation of (LED) information always. high, always F/B, always in Software Shutdown 1] fallures apparent
segment. displayed to compares
Also provides intermittent driver. * . . SEGDRV and .
electric isolation {LED) ti i someti SEGDET lines. ]
between the
display cct. and Short circuit . . . . .
the control (LED) always always always ]
channel
I-leak increase * . . . .
(LED) eventually eventually eventually mn
R-serles rises . ' . ' .
(LED) eventually eventually eventually i}
Light output * . ’ ' .
falls (LED) eventually eventually eventually il
Open circuit U5 collector . . . .
(BJT) high, always always always #
Intermittent . . . . .
@M t et omet n
Short circuit US collector SEGDET line No segment . .
B8N low, always low, always F/B, always ]
|-leak increase . . . . .
(8JT) eventually eventually eventually 1]
Energy sensi- US collector SEGDET line . * .
-tivity (BJT) high, stuck high, 1]
decreases eventually eventually eventually
U7 ][ Octal Routes seg. F/B || Data input line |[ Train en route, |[ Relevant data || Relevant seg. |[ Relevantseg. || e-outof-2 |} System No undetectable |
(U8)|| tri-state }lfrom the display to|} stuck at 0 or 1 information  |loutput line low or, feedback F/B disabled || Control Module Shutdown (] failures apparent
buffers a common 8-bit {A1to AB) displayed to high always low or high always with F/B and
(74HC541)|] bi-directional bus driver. permanently comparator S/W.
connected to both ||Data output fine Relevant data Relevant seg. || Relevant seg.
subsystems in the {] stuck atOor 1 output line low orj] feedback F/B disabled [
Control Module (Y1to Y8) high always low or high always
permanently
Tristate output Relevant buffers Relevant 8 Relevant 8
enable, /(G1), outputs disabled ||seg. F/B lines in|| seg. F/B lines ]
stuck at 1 always hi-Z state always|idisabled always
Tristate output Relevant buffers Relevant 8 Relevant 8
enable, /(G1), outputs enabled || seg. F/B lines || seg. F/B lines ]
stuck at 0 always enabled always || enabled always




MODULE:
INDENTURE:
REF.DWG:
MISSION:

Digit Medule

Level 2 (Modular)
Appendix A, Fig.8
Digit Select, Detect & Feedback

F.ME.CA

DATE: 23 December 1692
SHEET: 1
COMPILED:  R.Fulialove

F. Par Function _||[Failure Modes|[Mission Phass ]| FalureEfects _________ J[raiure Deleclion|lcompensation|Severnyl[  Hemarks |
No.|| Name & Causes Operational |[T  Local Modular System | Method Provisions || Class
Mode
RT |[ Resistor Current || Open circurt ) Train en route, || U2 LED of, Relevant Missing digt_|[ DigiF/B & | em No undetectable |
Network || limit for U2 LED information always digit select in display comparison Shutdown ] failures apparent
displayed to off always always
Intermittent driver. * . . .
i someti ti [
Resistance . * . .
Increase eventually eventually eventually [11]
R2 It Resistor Pull-up resistor || Open circuit [ Train en route, Digit select Relevant Missing digit Digit F/B & System No undetectable
Network for U2 output information Q1 off, always digit select in display comparison Shutdown (] fallures apparent
displayed to off always always
intermittent driver. . . . .
{ i ti l
Resistance . . . *
increase eventually eventually eventually L}
A3 || Resistor || Current limit for || Open circuit U3 LED off, DIGDET line No digit Digit F/B & ]
(R4){| Network U3 (U4) LED always high, always F/B, always comparison
Intermittent . * .
someti d I
Resistance . . .
increase eventually eventually eventually 1
R5|{ Resistor [{ Pull-up resistor || Open circuit §] Train en route, [§ U3 collector DIGDET line Digit F/8 Redundant F/B System Increasing R has
(R6))l Network for U3 (Ug) Information floats when floats when unpredictable || circuit for digits || Shutdown ] no effect, as long
output. displayed to inactive U3 inactive as R low enough
(DIGDET Line) Intermittent driver. . . . to ensure pull-up
someti i { ] for U3 o/p, as
well as source
Resistance No effect No effect No effect v current to the
increase DIGDET line.
ut QOctal Latches digit  }[Data input linefl Train en route, {| Relevantdata || Relevantdigit [| Relevant digit 2-out-of-2 System No undetectable
tri-state data to display ||stuck at O or 1§} information || output iine low/ selected lit or unlit always || Control Module |f Shutdown ] failures apparent
latches via a common (D1 to D8) displayed to high atways or deselected with F/B and
(74HC573) [8-bit bi-directional driver. permanently comparator S/W.
data bus from ata output lin) Relevant data Relevant digit Relevant digit
Controt Module |[stuckatOor 1 output line low/ selected lit or unlit always it
{Q1to QY) high always or deselected
permanently
Latch enable Relevant latch [|Relevant 8 digits [{Relevant 8 digits
pin (G), s-a-0. deselected de-selected unlit always 1]
permanently permanently
Latch enable Relevant latch [|Relevant 8 digits ||Relevant 8 digits
pin (G), stuck selected always || selected always lit always n
at 1.
[Tristate output| Relevant latch’s || Relevant 8 digit jlRelevant 8 digits
enable, /(OE), outputs disabled [fines in hi-Z state|| unlit always 1]
stuck at 1 always always
Tristate output| Relevant latch’s [§ Relevant 8 digit None
enable, /(OE), outputs enabled || lines enabled v
stuck at 0 always always
Uz || Optical Drives Digit Open circuit || Train en route, U2 Inactive, Qt stuck on, Digit Comparison System No undetectable
Isolator Select switch, (LED) information always. always selected, Logic Shutdown ] fallures apparent
Q1, while giving displayed to always in Software
electrical isolat- [} intermittent driver. . . .
fon between the (LED) ti l ti 1]
control channel
& display circuit || Short circult . . .
{LED) always always always It
I-leak increase . . *
(LED) eventually eventually eventually 1]
R-series rises . . .
(LED) eventually eventually eventually n
Light output * . .
falls (LED) eventually eventually eventually 1]
Open circuit U2 collector . .
{B8JT) high, always always always I
Intermittent . * *
&Jm ti ti I
Short circuit U2 collector Q1 stuck off, Digit
(BJT) low, always always de-selected, i
always
l-leak increase ¢ * *
@&Jn eventually eventually eventually 1]
Energy sensi- U2 coltector Q1 stuck on, Digit
-tivity (BJT) high, eventually selected, i
decreases eventually eventually




MODULE: Digit Module F.MECA DATE: 23 December 1802
INDENTURE: Level 2 (Modular) - SHEET: 2
REF.DWG: Appendix A, Fig.8 COMPILED: R.Fulialove
MISSION: Diglt Select, Detect & Feedback
r.— Function Fallure Modes [fWission PRase AL Fanure Enects e \(Eallure ton JCompensation
@l Name & Causes Operational |~ Local Modular Stem Method Provisions || Class
Mode
(O3] Opto- || Detects correct || tpen Gircuit || rain en route, | hactive, iné || NodigiF/B || 2-out-of-2 System o un €]
KU&Ht coupler i operation of digit (LED) information always. high, always always Control Module ]| Shutdown 1] ailures apparent
select switch, Q1. displayed to with F/B and
Provides isofation || Intarmittent driver. . . . comparator S/W.
between the (LED} i 8¢ } someti 1]
display cct. and
the contraller Short circult ‘ . .
sub-system (LED} always always always i
eak Increase . . *
(LED) eventually eventually eventually ]
R-serles rises * . .
{LED) eventually sventually aventually #
Light output * . ¢
falls (LED) gventually eventually eventually it
QOpen circuit U3 callector . *
®m high, always always always ]
Intermittent i . .
BT &¢ ti l
Short circuit U3 collector DIGDET #ine No diglt F/B,
(BJT) low, always low, always always ]
{-laak increass * * .
BT eventually eventually eventually [
Energy sensi- U3 colfector DIGDET fine .
Hvity (BJT) high, stuck high, eventually "
decreases ly sventually
usit Octal Routes digit F/B {|Data input line || Train en route, || Belevantdata || Felevant digit || Relevant digit 2-out-of-2 System l{No undetectable
fUSH tl-state  )|from the display tofistuck at O or 1| information || output fine low feedback F/A disabled }| Contral Module Shutdown # ailures apparent]
buffers acommon 8-bit {A1 to AB} displayed to |l or high always low or high always with F/B and
{74H0C541) lf bi-directional bus driver. permanently comparator S/W.
connected to both {Pata output ling Relevant data || Relevantdigit || Relevant digit
subsystems in the {{stuck at0 or 1 output iine iow feedback F/B disabled ]
Contro! Module (¥1to Y8} or high always low or high always
permanently
Tristate cutput Relevant buffers]]  Relevant 8 Relevant 8
enable, /(G1), putputs disabled|idigit F/B fines in]| digit F/B lines ]
stuck at 1 always i-Z state alwayslidisabled always
Tristate output IRelovant buffers]| Felevant 8 Relevant 8
enable, /{G1), outputs enabled |l digit F/B lines || digitF/B lines it
Stuck at 0 always enabled always Ji enabled always
[}] NPN Sefects refevant Base ofcct [ Train en route, | No collector No digit Missing Redundant System Mo undetectable;
Darling. digitfrom a fnformation current, selected, digit in display }i diglt detection, Shutdown 1 allures apparent]
Switch 16-segment displayed to always ajways always feedback, and
afphanumeric, i Collectar ofcet driver. . ¢ * comparison with
common-cath. always always always controls sent i
LED display of
186 digits Emitter ofcct . ¢ *
always always always ]
B intermittent ’ . *
SC d 5C I { (]
C intermittent . * *
someti omett [
E intermittent g . .
somei someti someti ]
B-E sfeet, Collectar Q1 on oroff Digit
currert status could be an i
unpredictable || unpredictable §j or off, always
B-C sieet, Collector Q1 stuck on Digit
stuck at 0.7V permanently displayed, 1
always (Vee=0.7V) permanently
C-E sfect Collector Q1 stuck on Dight
stuck at OV permanentiy displayed, ft
permanently {(Vce=0V) permanently
B-E sfcet, Collector Q1 oft Digit not
C ofcct cument=0 permanently displayed, [}
permanently
B-C s/ect, Callector Q1 off Digit not
E oject current=0 permanently displayed, i
permanently
C-E sfeat, Collector Q1 stuck on Digit
B ofcet stuck at OV permanently displayed, ]
pemmanently (Vce=0V) permanently
Gain increase Collector Q1 may go Digit
culvent rises slect, &tick on ]
eventually eventually
Galn decrease Collector Q1 may go Dight
current falls ofect may grow dim m
eventually eventually




time period

MODULE: Disptay Module F.M.E.A. DATE: 23 December 1892
INDENTURE: Level 2 {(Modular) - SHEET: 1
REF.DWG: Appendix A, Flg.3 COMPILED: R.Fullalove
MISSION: Display Message, Test Window Detectors
1d.No. Part Function Fallure Modes || Misslon Phase / Fallure Effect Failure D Compensation |[Severity Remarks
Name & Causes Operational Local Modular System Method Provisions Class
Mode
[O7, U2 |[ Uisplay 16-segment Open circult || Train en route, || Segment 1 || Segment Erroneous Redundant System One segment |
LEDs alphanumeric, Information LED unlit [junlit, aiways character segment detector Shutdown it only is analyzed
comm. cathode displayed to always. shown always || using a window here.- The same
LED display of Intermittent driver, . . . detector with F/B applies for all
16 characters t t ti ] other segments
(HDSP-8508)
Short circuit . . "
always atways atways fl Manufacturers
regard a sfcct in
I-leak increase . * . a LED as highly
eventually || eventually eventually U] unlikely
R-series rises . * .
eventually || eventually eventually it}
Light output Segment 1 || Segment 1 Erroneous This is a gradual
falls LED grows || gets dimmer character i degradation, &
dimmer over time may appear will not affect
_gradually. to be shown safety If display
over a fong replaced before

10 years of use




FAILURE SEVERITY vs PROBABILITY -

SEGMENT MODULE DISPLAY MODULE
ToDab! Tobabil
of High U2, Us, Ue U2, Us, Ue of High
Fallure Falilure
P(F) P(F)
Medium Medium
Low u3,u4 Low uUt, U2 U1, U2
R16 R1-RA13, R15|  Ri-R16
V.Low (93] D1-D4 V.Low
U1, U7, Us 3
(W] (U2
No Failure, No Failure, [{Failure detected{f Failure masked No Failure, No Fallure, ||Failure detected}| Fallure masked
No Maintenance|| Maintenance |} Safe shutdown jjUnsafe situation fNo Maintenance|| Maintenance ]| Safe shutdown {|Unsafe situation
Severity Leve! Severity Level
SHADING = UNSAFE OPERATION
DIGIT MODULE
Tobabill
of High U2, U3, ua U2, U3, U4
Failure
P(F)
Medium
Low
R5, R6 R1-R4,R7 R1-R6
V.Low U1 ()} ()}
Ut, U5, Us
m
No Fallure, No Failure, [{Failure detected}| Failure masked
No Maintenancej| Maintenance ]| Safe shutdown ||Unsafe situation

Severity Level
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APPENDIX C: Printed Circuit Board Artworks
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Bill of Materials MOTHER. PCB

MOTHERBOARD
Quantity Type Value Ref Designators
8 DIN41612C-FEMALE A64-S2-111/LP4 J1,J2,33,J4,J35,J6,J7,J8
1 DIN41651 HEADER AWH40A-0202 J9

Fail-safe Display System

07-Dec-93 11:04 Page 1



Bill of Materials DISMOD.PCB

DISPLAY MODULE

Quantity Type Value Ref Designators
2 16-SEG DISPLAY HDSP-6508 U1,02
1 DIN41651 HEADER AWH40A~-0202 Jl
16 DIODE 1N4148 p1,D2,D3,D4,D5,D6,D7,D8,
D9,D10,D11,D12,D13,D14,
D15,D16
16 ZENER DIODE 2.2V 21,22,23,24,25,26,27,28,
z9,210,211,212,213,214,
Z15,Z1e6

Fail-safe Display System

31-Jan-94 15:17 Page 1



Bill of Materials

SEGMENT MODULE

SEGMOD.PCB

Quantity Type Value Ref Designators

4 3-STATE BUFFERS 74HC541 U7,uU8,U021,022

16 7-RESISTOR NET 899-3~R1K RN5,RN6,RN7,RN8,RN11,RN12,
RN13,RN14,RN17,RN18,RN19,
RN20,RN23,RN24 ,RN25,RN26

4 8-RESISTOR NET L91S-R2K2 RN4,RN10,RN16 ,RN22

4 8-RESISTOR NET L91S~R4K7 RN3,RN9,RN15,RN21

2 8-RESISTOR NET L91S-R330 RN1,RN2

2 DIN41612C-MALE A64-51-111 Jl,Jd2

4 METAL RESISTOR 1K R17,R18,R19,R20

16 METAL RESISTOR 150R R1,R2,R3,R4,R5,R6,R7,R8,
R9,R10,R11,R12,R13,R14,
R15,R16

2 OCTAL D-LATCH 74HC573 Ul,u02

6 POLYESTER CAP . 1uF ci1,c2,C3,Cc4,C5,C6

16 QUAD COMPARATOR IM339 Ul1i,Uu1l2,U13,Ul14,U017,U18,
U19,U20,U25,U026,U027,U028,
U31,U32,U33,U034

4 QUAD OPTO-DARL TLP523-4 U3,U4,U5,U6

8 QUAD OPTOCOUPLER TLP521-4 U9,Ul0,U15,U16,U23,U024,
U29,U030

2 ZENER 2.4V D2,D4

2 ZENER 3.9V D1,D3

Fail-safe Display System

23-May-94 15:20

Page 1



Bill of Materials

DIGIT MODULE

DIGMOD.PCB

Quantity Type Value Ref Designators
6 - 3-STATE BUFFERS 74HC541 v9,Ul0,U11,U17,U18,U19
6 8-RESISTOR NET 191S-R1KS8 RN5,RN7,RN9,RN11,RN13,RN15
6 8~RESISTOR NET L91S=-R4K7 RN4,RN6,RN8,RN10,RN12 ,RN14
3 8-RESISTOR NET 1915-R470 RN1,RN2,RN3
2 DIN41612C~MALE A64-51-111 Jl1l,J2
3 DUAL OPTOCOUPLER TLP521-2 U8,Ul6,U24
3 OCTAL D-LATCH 74HC573 Ul1,U02,U03
3 OCTAL DARL ARRAY ULN2803A Q1,Q2,Q3
9 POLYESTER CAP .1uF c1,c2,¢3,C4,C5,C6,C7,C8,C9
12 QUAD OPTOCOUPLER TLP521-4 U4,U5,U6,U7,U12,0U13,U14,

Ul15,U20,U21,U22,U23

Fail-safe Display System

23-May-94 15:29

Page 1



Bill of Materials PWRMOD. PCB
POWER MODULE
Quantity Type Value Ref Designators
3 DC-DC CONVERTER NFC15-48505 U1l,03,U04
2 DIN41612C-MALE A64-S1-111 Jl,J2
1 ELECTROLYTIC CAP 100uF 16V C3
3 ELECTROLYTIC CAP 100uF 63V Cl,C4,Cé6
1 METAL RESISTOR 1K R1
1 METAL RESISTOR 4K7 R2
2 METAL RESISTOR 100R R4 ,R5
1 METAL RESISTOR 220R R3
1 NPN BJT 2N3440 Q1
1 OPTOCOUPLER 6N136 U2
3 PCB FUSE HOLDER S19K3F F1,F2,F3
1 PNP BJT - TIP127 Q2
3 POLYESTER CAP .1uF c2,C5,C7
1 SCHOTTKY DIODE 1N5820 D1
2 TRANZORB 1IN6267 D2,D3
3 TRIMPOT 67X-R10K VR1,VR2,VR3
Fail-safe Display System
31-Jan-94 15:20 Page 1



Bill of Materials TSTMOD. PCB

TEST MODULE

Quantity Type Value Ref Designators
6 8-RESISTOR NET L91S~R10K RN5, RN5A,RN6,RN6A,RN7,RN7A
2 DIN41612C-MALE A64-51-111 Jl,J2
2 DIN41651 HEADER 40 PIN J3,J4
36 PCB SPDT SWITCH UT1E~-1 S1,S1A,82,S2A,83,53A,54,

S4A,S5,85A,S6,S6A,57,S7A,
S8,S8A,S9,S59A,810,S510A,
S11,S11A,S12,512A,513,
S13A,S14,S14A,815,S15A,
S16,S16A,S17,S17A,518,S18A

Fail-safe Display System

31-Jan-94 15:25 Page 1
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Hewlett Packard ‘
Components Marketing Operation
Application Lab Eurcpe

Phone: (49> 7031 14-363S

Faa- K227 TOJIL L2210

Ay 49. Bl 2210

Urgent Fax

July, 17th 1992

0! Brian Grainsford

FROM: Uwe Thomas ,
Applications Engineer

PAGE 1 OF 20

8UBJECT: Outstanding questions

~
Dear Mr. Grainsford,

I am the application engineer for opte electonic devices in
HP. Gilbert Garin has forwarded your gquestions concerning
LED's and displays to me.

1) We have no specific critical analysis report for LED's,
When a failed product comes back to our manufacturer
facilities we make a failure analysis report. We have made a
lot of these reports to improve our manufacturing process.

2)Attached you will find the most important reliability
sheets. Basically we have rellability data for every product
family. Please come back to me when you need any specific

data.

3) Yes we do have a "unintelligent" 1é6-segment display where
you have access to the segments. the part number is HDSp-
€504/6508. Attached you will find the data sheet. .

- R217.37
(4 whs.)



4)

4.1) We have never seen a short with our LED's.

4.2) Open circuits are due to wire bond cutting, die cracking
and die lifting. '

4.3) We have seen intermittend failures with LED's at
different operating temperatures. Imagine the die 1lifted
after soldering due to different expansion of epoxy and
leadframe. At lower temperatures the material shrinks again
and the die get in contact with the leadframe again. So the
LED may illuminate at low temperatures and not at higher
temperatures.

4.4) We specify a certain reverse current at a certain
reverse voltage in our datasheets. We have no data about
forward leakage currents.,

4.5) The forxward current versus vorward voltage curve of a
LED varies with temperature. Also the slope of this curve
varies with temerature like all semiconductor. Because ¢the
slope of this curve is equal to the dynamic resistance, it
varies also. _

4.6) We have degradation data for different families and
under different contitions. Please come back to me if you
need any specific data. ‘

4.a) Mean time between these failures is on the attached
reliability datasheets.

4.b) see 4.2) and 4.3)

Hopé this helps you in the first step. Please feel free to
contact me if you need any additional infaomation.

Best regards an have a nice day
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HUSP 6508

Features

¢ ALPHANUMERIC
Displays 64 Character ASCIl Set and
Special Characters

* 16 SEGMENT FONT PLUS CENTERED D.P.
AND COLON

¢ 3.81mm (0.150") CHARACTER HEIGHT

s APPLICATION FLEXIBILITY WITH

PACKAGE DESIGN

4 and 8 Character Dual-In-Line Packages

End Stackeble-On Both Ends for 8 Character and
On One End for 4 Character

Sturdy Goid-Plated Leads on 2.54mm (0.100")
Centers

Environmentafly Rugged Package

Common Cathode Configuration

¢ LOW POWER
Asg Low as 1.0-1.5mA Average
Per Segment Depending on Peak
Current Leveis

+ EXCELLENT CHARACTEA APPCARANOCE
Continuous Segment Font
High On/Oft{ Contrast
6.35mm (0.250") Character Spacing
Excellent Character Alignment
Excelient Readabllity at 2 Metres

¢ SUPPORT ELECTRONICS
Can 8e Criven With ROM Decoders and Drivers
gagy Interfacing With Microprocessors and
LSt Circuitry

* CATEGORIZED FOR LUMINQUS INTENSITY
Assures Unitormity of Light Output From Unit
to Unit Within a Single Category .

Description

The HOSP-6504 and HDSP-6508 are 3.81mm (0.1507)
sixteen segment GaAsP red alphanumeric displays
mounted in 4 character and 8 character dual-in-iine
package configurations that permit mounting on PC
boards. or in standard IC sockets. The monclithic lignt
emitting diode character is magnified by the integrallens
which increases both character size and luminous
intensity, thereby making low power consumption
possible. The rugged package construction. enhanced by
the back fili design, offers extended environmentai
capabilities compared to the stanoard PC board/lens type
Ul Jdisplay peLhaye. Ws ivtnperalute Lyvilitg Lapaliditiy is
the. result of the air gap which exists between the
semiconductor chip/wire bond assembly and the lens. In
addition to the sixteen segments, a centered D.P. and
colon are included. Character spacing yields 4 characters

" per inch.

Applications

These alphanumeric dispiays are attractive for applica-
tions such as computer peripherats and terminals,
computer base emergency mobile units, automotive
instrument paneis, deek top calculators, in-plant control
equipment. hand-heid instruments ana other products
requinng low power, display compaciness andg aipha-
numeric dispiay capabiiity,
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.Operational Considerations
ELECTRICAL

The HOSP-6504 and -6508 cevicas ulihize large monohithic
1€ segment GaAsP LED chips with centered decimai point
ang colon. Like segments of each ¢t are glecincalty
interconnected to form an 13 by N array, where N s the
guantity of characters in the display. In the driving schema
the gecimal point or colon is trealed as a céparate
character with its own time frame. A detailed discussion 6f
character font capabilities, ASCH cece 10 18 segment
deccatng and gisptay drive techmiques appear in
Application Note 1003.

These displays are desighed specifically for strobed
smulliplexed; operation. with & minimum recommenoed
tims peak forward current per segment of TmA. Under
normatl operating situstions the maximum number of
itluminated segmenic needged 10 represent a given
characier 13 10. Therefore, except where noted. the
information presented in this gata sheetis {ora maximum
of 10 segments Hiummnated per character”

The typical forward voltage values, scaied trom Figure 4,
should be used for caiculating the curreni imiting resistor
values and lypical power ¢isstpation. Erxpected maximum
VE vatues {or the purpose of driver circuit Cesign may be
calculated using the foliowing V§ moagsl

VE = 1.85V + {ppak {1 80)
For: 30mA S tpgax € 200mA
VF = 1.88V «+ ipgax (10.700)
For 10mA £ ipgak < 30mA

OPTICAL AND CONTRAST
ENHANCEMENT

gach large monolithic chip is positioned uncer a separate
element ot a plastic aspheric magnifying iens, progucing 8

magnified craracter heignt of 3.819mm {150 inch! The.

aspheric lens provides wide included vevanig angies of
typically 75 degrees horizoniat and 75 Jegrees vertigat
with jow off axis distortion. These two features, coupled

‘More than 10 segments may be illumnated :n 3 given character,
previded the maximum allowed character power dissipation.
temperature derated, is not exceeaed.

with the very high segment luminous sterance. provide Lo

‘the user a display with excelient readabilily in bright
ambient light for viewing distances in the range of 2
metres. Effective contrast erhancement ¢an be obiaineg
by employing any of the following optical tilter products:
Paneigraphic: Ruby Rec 50, Dark Red 63 or Purpte 90;
SGL Homalite HIY00-1605 Red or #100-1804 Purple,
Plexigias 2423. For very bright ambients, such as indirec!
sunlight, the 3M Light Control Film s recommendeq: Red
655, Violet, Purple ar Neutral Density.

For those applications requiring onty 4 or 8 characters, a
secondary barrel magnihier, HP part number HDSP-6505
{tour charactest and -6509 (eight character. may be
insefted inlo support grooves on the primary magnifier.
This secondary magnitier increases the character neight
to 4.45mm 175 inch) without ioss of horizonta!l viewing
angle (see below;

MECHANICAL

These devices are constructed by LED dre ataching and
wire bonding 1o a high temperature PC b0oarg substrate A
precision moiged plastic jens is attached 1o the PC board
and the resclting assembly is backfiled with a sealing
epoxy to form an environmentaily sealed unit.

The four enaracter and eight character devices can be end
stacked to form a characler string which is a multiple of a
basic four character grovping. As an exampte, one -6504
and two -6508 devices will form & 20 characler string.
These devices may be soldered onto a printed cireuit
Doard or inserted nto 24 and 28 pin DIP LE1 sockels. The
socket spacing must aliow for device end stacking.

Suitable conditions for wave soldering depend upon the
specific Kind of equipment and procedure usted. For mere
information, consuit the tocal HP Sales Office or Mewiett-
Package Components, Palc Allo, California.

.
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/7 HEWLETT RELIABILITY DATA
“/[4& PACKARD HDSP-6504/6508

SEPTEMBER 1982

4 and 8 Character Monolithic Alphanumeric Displays

The {oliowing cumuiative test resuits have been gbtained frofn testing perfcrmed at Hewlell-Packard in accardance with the
latest revision of MIL-STD-883.

For the purpose of this reliability ata sheet. afailyre is any part which sauses
uinpiay BHVHEYUS HGUNNEuon. »may Low wnose ngri oulpul oegrages by more
RATES GIVEN ARE BASED ON AN 8 CHARACTER PACKAGE.

ne yser’s svatem to fail to operat rrecly or 1@
Thah Suio e consiacreo athire ALTTFALERE

. LIFE TEST
Failure Rate

Test Test Conditions Units Tested Tolat Hours Falled (%/1X Hrs.)
Hign Storege at 100°C LY 100,531 0 <0.990%
Temperature
Storage
Migh 220 mA peak 223 297,300 0 <0.240%
Temperature at 1/32 duty cycle «
QOperating Ty = 125°CiY
Life

Nota.

1. These devices were alectricatly oversiressed above the maxumum allowed operaling conaitions of T, = 110°C.

A. Failure Rate Prediction

The failure rate given above was obtained from drive conditions above the maximum atiowable stress conations. The tailure rate at
other drive conditions will depend directly on the junction temperature of thedevice. The estimated fife ata lower temperature canbe
gelermined using the following table. This table is tased on 297,300 device hours at a junction lemperature of 125°C. The
extrapolated failure rates are based on a typical power dissipation-of 52 mW/character (35 mA/characteri. This corresponds 10 a
junction 10 ambient temperature rise of 20°C. Estinates were done based on HDBK-217 which specities an activation energy of
0.43 eV for hybnd progucts,

8 Character Device Fallure Rates

Point [2] 90% Contidence Level 19
Ambient Junction Device Failure Rate/ Device Failure Rate/
Temp*C Temp°C MTBF 1K Hrs. Operation MTBE 1K Hrs. Operation
75 95 965,000 0.104% 319,000 0.23%%
70 00 1,163,000 0.086% 505,000 0.198%
65 85 1,410,000 0.071% 612.000 0.163%
€0 80 1.717.000 0.058% 746,000 0.134%
S5 75 2.104,000 0.048% 914,000 0.109%%
50 70 2,593,000 0.039% 1,126,000 0.089%
45 65 3.216.000 T 0.031% 1.397.000 0.072%
~ 40 60 4,014,000 0.025% - 1,743,000 , < 0.057% .
35 55 5,044,000 0.020% 2,190,000 0.046%
30 50 6,383,000 . 0.016% 2.772.000 0.036%
25 45 8,128,000 0.012% 3,534 000 0.028%

tes: :

;I.O Tha powit MTBF i3 simply the 1otal device haurs divigeg by the number of failures. Since no leitures gccurred Cuning the 1esting, the point
MTBF and lhe tadute rate are caicuiated assuming one failure

3. Trus MTBF and fadure rate represent the performarce ieve! for whnich there is a90% orobatility of the device doing petier than the stated vaiue.
This confidence tevel 13 based on (he s1alslcs of the Cigtribytion of feilures The assumed distribution is exponential. This particular
diatrbulion 15 COMMonty used in desehing usetyl life failuras. Reter to MIL-STO-683B for details of this methodology. -



B. Exampie of Failure Rate Calculation

A1 40°C with a 25% vtilization (8 hours a day, 5 days a week! the device point failure rate per vear czn be calculateo:

Utitization = (8 hra/day x 5 days/week /168 hrs/week = 25 '

10.025% 1 125%) x {8760 hrs/year; = 0.055% per year
(1K Hrs) AR ANEE
Likewise the 90% confidence level failure rate per year is:

(0.057%)

X (25%) X (5760 hrs/year: = 0.125% par ear
{1K Hrs) (@570} x {34 Y P )’

{This corresponds 1o one out of one-thousand devicas faiting per year.;

Y

iIl. MECHANICAL TESTS:

MIL-STD-882 e Units Total
Test Reference Test Conditions - Tested Failed
Soiderapility 2002 Sn 60, Pb 40, Soider at 260°C 1or 3 sec 218 0
Temperature 1010 100 cycles, +55.10 100°C 60 0
Cycling Lo
Moisture 1004 10 days. 90-88% RH, -10 10 65°C. non-operating 131 0
Rasistance : R
Shock 2002 5 biows each X1, Y1, Yz axss, 1500G. 0.5 msec 200 Q

pulse N )

Vibrauen 2007 4, 4 minvte cycles each X, Y, Z axis al 206 min, 20 0
Variable 20102000 Hz:
Froquency T
Termina! 2004 1 ib. tension for 30 sac. 30 0
Strength . Lo
Lead 2004 8 o2., 3 % 90° bends 30 0
Fatigue oo

| & BRGe
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Description

HP CHT Bobd ingen 4% 7031 142716 S

o
1 h

’ @ [/7) HEvLETT

PACKARD

Optoelectronics Division
Reliabllity Data

The following cumulative test results have been obtained from testing parfarmed at HP Qptoelectronics Division in
accordance with the latest revision ot MIL- STD-883, .

Hewlett-Packard tests pants at the absclute maximum rated conditions recommended for the device. The actuat
perforrnance you obtain from HP parts depends on the electricat and anvironmental characteristics of ycur
application but will probably be befter than the performance outlined below,

LIFE TESTS .
Demonstrated Performance
/ Point Typical Performancs
Total -
Stress Test Device - | - Units Total FailureRate

Test Name Conditions Hours Tested Failed MTBF (% /1 K Hours)
High Temperature | Qperating at - ,
Operating Life TA =85°C 2,688,000 2,688 0 2,688,000 <0.037%
HER, Green,and lg = 30 mA
QOrange and Red
AlGaAs
HighTempsrature | Operating at . '
Operaling Life Ta=85°C 700,000 700 o 700,000 <0.143%
Yeilow le = 20 mA ' ‘
High Temperature | Oparating at ‘ .
Operating Lite To=55°C 700,000 - 700 0 700,000 <0.143%
STD Red le = 50 mA :

PRELIMINARY
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Failure Rate Prediction

A i Doy

INEE

The faliure rate of semlconductor daevices is determined by the junction temperature of the device. The rélationship
between ambient temperaturs and actual junction temperature is given by the following:

TJ{OC) = T4 OC) + 6,4 Pava

where T, = ambient temperature in °C

B 5 = thermal resistance of ]unctlon-toamblem in °C/watt

Pavg = average power dassupated inwatts

The estimated MTBF and failure rate at tempemtureslower than the actual stress temperature can be determined by
using an Arrhanius modei {or temperature acceleration. Resuits of such calculations are shown in the table below

using an activation anergy of 0.43 eV (reference MIL-HDBK-21 7).

1 mt‘fyplcal Pertormance[1] Performance In Time[2]
‘ ’ i Tlme {90% Confldence)
Ie Ambient Junction e

Temporature Temperature S Failure Rate Failure Rate
(°C) (°C) mm (% / 1K Hours) MTBFR (% /1K Hours

4 30 mA DC 85 103 848,000 118% 368,000 271%

75 33 1,220,000 .082% 530.000 .189%

65 - 83 1,791,000 056% 778.000 .128%

55 73 - 2.688.000 037% 1.167.000 088%

45 63 4,133.000 024% 1,795,000 .056%

35 53 6,525,000 015% 2,834,000 035%

25 43 .009% 4,606,000 022%

Exampie of Faliure Rate Calculation

P < £

)

.

Assume a device operating 8 hours/day, 5 days /week Tha utilization factor, given 168 houts/week is:

(8 hours/day) x (S days/week) / (168 hours/week) 0.25

"-1.‘4—

The point failure rate par year (3760 hours) at 40‘;0 amblent temperature is:
- 3L <L S

(0.037% / 1K hours) x 0.25 X (8760 hours/yaat)

Similarty, 90% confidence level failure rate per yeaf ai’55° c.

0.081 % per year

(0.085%% / 1K hours) X 0.25 X (8760 hours/yeli) = 0.188% per year

PRELIMINARY
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ENVIRONMENTAL TESTS
MIL-STD-883C Units Units
Test Narne Reference Test Conditions Tested Failed
Temperature Cycle | 1010 -55° C 10 100° C; 15 min. dwell, 5 min. transter.
20 cycies 9,200 1
100 cycles 9.199 1
Soider Heat 2003 Sn 60, pb 40, solder at 260° C far § seconds 9,200 0
Resistance .
Resistance to 2015 Saoivent tested: 1-1-1 Trichlorethane, freon,
Solvents TMC, 1/4 isopropyl alcohol ang 3/4 mineral 134 )
spiritg : :
MECHANICAL TESTS
MIL-STD-883C Units Units
Test Name Reference Test Conditions Tested Faileg
Mechanical Shock | 2002 3 shocks each Xy, X,, 2,,2, Y, Y, axis, 60 0
3000 g: 0.3 msec.
Vibration Variable 2007 4 cycles, 4 minutes each X, Y, Z axis, 20 g
Frequency minimum. 60 0
: 20 to 2000 Hz s
Terminal Strength | 2004 11b. for 10 seconds. 117 0
Cond. A . :
Lead Fatigue 2004 302,3x30° 48 0
Cond.B ‘
Physical 2016 Device profie at 20X 47 0
Dimensions
Notes:

(1] Tha point typical MTBF (which represents a 60% confldence level) is simply the total device hours divided by tha
number of failures. In the case of 2ero failures, one failure is assumed for this calculation

[2] The 90% Confidence MTBF represents the minimum level of reliabiity performanca which Is expected from 90%
of all sampies. This confidence interval Is based on the statistics of the distribution of failures. The assumed
distribution of failures is exponential, This particular distribution ic commonly used in describing useful life
failures. Refer 1o MIL-STD-6908 for details on this methodology.

{3] A failure is any LED which does not emit light. )

PRELIMINARY
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Hewlett Packard GmbH .
Componcnte Marketing Operation
Appilication Lab Europe
Herrenberger Str. 124

7030 Boeblingen

Phone: [49) 7031 14-3635
Fax: (49) 70371 14-2216

Urgent Fax

' TO: ‘ Richard Fullalovél*jj{

FROM: Uwe Thomas '
‘ Appllcatlons Eng;neer

PAGE 1 OF 2

S8UBJECT: Respond on request for failure data on LED
displays JELIEE

- Dear Mr. Fullalove,
I have received your . fax }anﬂ will answer to your
questlons as good as 1 can.~h$

1) ‘ '

Under normal operating ¢onditions a short was never seen
with our LED’s. To produce a _ short the anode lead has to
be connected to the cathode lead anyhow during operation.
Because the mechanical arrangement is encapsulated with
epoxy, it is impossible to bring the ancde mechanical
together with the cathode.. The only thing I can think .
about, is a very high voltage ‘applied to the leads which
creates an ion track through the epoxy. At this point the
chip is cracked (open) already due to the high electrical
field and the 1,2mil thick wire bond will be evaporated

" already. Anyway this is far-away from our specifications.
Because Hewlett Packard monitors intensity, vorward
voltage and reverse voltaqe {at 100 uwA) from every LED

po551b1e failures will be" obeerved and bad LED’s will be
rejected. ) ,

2)




' know .

The graphs you send to me are lookmg like temperature
.dependend forward characteristicés of a LED. With higher
tenperatures in a semiconductor an increasing amount of
~electrons is freed inside:. the crystal. Thus the step
voltage becomes smaller and the ‘internal resistance
degrees. But this is related te temperature only and not
: to any leakaqe. ' ~

3) ' '

- Degradation is a natural ‘thing in semiconductors.
Depending on materials wh:.ch are used to grow the crystal
and how they are doped, degtradation behaves different.
Also differnt package styles ‘are 1nfluent1ng degradatlon
due to different package expamlion which stresses die and
~wire bond. Besides this -the: photon current inside the
chip an electron current flows always due to the never
100% clean crystal material.: Stress over time increases
the electron current and ‘therefore degreeses photon
current. The human eye is’ inseneutlve to a change in
“light output when the factor of change is not bigger than
2:1. Thus degradation of intensity has to be blgger than
50% to detect it with the . ‘human eye. Inside Hewlett
Packard a LED is defined. ‘as. failed, when 1light ocutput
_degrades more than 50%! ‘HP "monitors degradation after
- 24h, 168h, 500h, and 1000h" éperating time under different -
‘extreme temperatures / drive ocurrents and moisture stress
conditions, to make sure that degradation of our devices
behaves stable. Typical degradatlon after 1000h may be
30%. Degradation behaves like ‘a e-function and therefore
after 1000h degradation changes :not much anymore.

If you regquire any adltlonal pec:Lf:Lc data please let me

Best regards

Uwe Thornes :




Mr.R.M . Fullalove

Dept. Elec.Eng.
University of Cape Town
Rondebosch

7700

South Africa

28 October 1992

Ph:  [27]21 650 2813
Fax:  [27]21 650 3465

E-mail: rfull@eleceng.uct.ac.za

The Chairman

Working Party 3 of ORE A155 Committee
Office for Research and Experiments
International Union of Railways
Oudencord 500

3513EX

Utrecht

Netherlands

Dear Sir;
QUERIES RELATED TO FAILURES IN LIGHT EMITTING DIODES

Referring to Report 12 (Question A 155.3), Failure catalog for electronic components, 1 wish to query some
of the documented LED failure modes on page 68.

In discussions with applications engineers at Hewlett Packard, it was revealed that they have never experienced
short~circuits in their LEDs, due to the manner in which they are constructed. The leads to the LED dice are
suspended within a clear epoxy matrix, which prevents a broken lead from dropping across the dice.

Intermittent failures and open circuits (breaks) are recognised to exist by Hewlett Packard.

I assume that increasing leakage current is taken to mean reverse leakage current under reverse-biased
conditions. Could you please clarify this? If it refers to increasing forward current, then this is a temperature
induced effect, since the dynamic resistance of the diode has a negative temperature coefficient.

I assume that the increasing resistance failure refers to the increase in dynamic resistance under forward-biased
conditions. If so, then this is also a temperature-induced effect.

Consulting Hewlett Packard Data sheets on LED displays, I discovered that over a temperature range of -10deg
to +55degC, the forward voltage varied from 1.674 to 1.554V. Also, a variation in forward current from
10mA peak to 200mA peak resulted in an increase in luminous efficiency from 85% to 115% (a phenomenon
known as super-luminescence).

This change of 30% is less than the 50% required for the human eye to notice a difference.

It is also documented that a decrease in light intensity of the LED is an ageing process, and not spontaneous.
Typically, LED intensity will drop to 50% of the original level after 100,000 hours (a conservative figure quoted
by Hewlett Packard). This is not noticeable to the human eye. Would it not be prudent to adopt a Reliability
Centred Maintenance policy for this particular failure mode? Your opinion on this issue would be gratefully
appreciated.

I would thus like to query the validity of these failure modes, and would appreciate feedback from you on
whether they could be ignored in special cases.

I would like to point out that I am doing post-graduate research for the South African Railways on a fail-safe



display system for a locomotive cab-signalling application, and have chosen LED displays.

1 also understand that other opto-electronic applications of LEDs may not be able to ignore these failure modes.
For instance, in an optical isolator, a drop in LED intensity might not be noticeable to the human eye, but may
cause the opto-isolator to switch erroneously.

Therefore, my queries refer only to the application of LEDs as displays.

If possible, could you give me your Fax number, and if available, an Electronic Mail address where 1 can
contact you or other committee members in the future?

Kind Regards,

Richard M.Fullalove



*
*

*

European Rail Research Institute &

1)

OUDENOQORD 500 - 3513 EX UTRECHT (Netherlands)

Your reference ) Mr R.M. Fullalove
Dept. Elec.Eng.
Your letter dated University of Cape Town
: Rondebosch

Our reference A 155.52 7700

WRS/HC : South Africa
Enclosures |
Subject Queries related to failures in LEDs Utrecht, 1992-11-11

Dear Sir,

1 am answering your letter of 28 October 1992 as the ORE A 155 Committee was wound up in
1989 when its work was completed.

As explained in the text of the report, the catalogue was based on the experience of the railways at
the time. It lists failures which must be considered in design of safety circuits. If you can be sure,
from the physical construction of the component and the way it is applied, that a given failure
mode cannot occur, then it may be disregarded, but such things as, for instance, voltage spikes
causing breakdown of a diode, must be considered. You are correct in assuming that increasing
leakage current is that under reverse-biased conditions.

As regards decrease in light intensity, the information you have is probably more extensive than
that on which the catalogue was based, and on the information you quote, I agree that periodic
replacement would probably be the best policy; in deciding the period, however, ambient
conditions, particularly temperature, will probably be relevant.

Enclosed is a card giving our new name, address, telephone and fax numbers. We are not yet
equipped for electronic mail.

Yours faithfully,

W.R. SMITH
Deputy Director of ERRI (T echnical and Production)

1958-92iHC

TELEPHONE :(0)30 314646 TELEGRAMS: ERRIFER  TELEX: 70469 erri ni  FAX: (0)30 368914 (0}30 314646 Ex1.208
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APPENDIX F: Component Calculations

i?.'l)' Display Module Component Selection
In order to des1gn a 16- segment alphanumenc d1splay w1th 16 digits, the HDSP-6508 (or
equ1valent) was selected since this dlsplay type is readable from up to 2m with a reasonable

viewing angle.

The m1n1mum refresh rate for a multlplexed d1splay before senous flicker occurs is 25Hz.
In order to avoid any poss1b1hty of this ﬂ1cker a refresh rate of fr=50Hz was selected,
g1v1ng a refresh period Ty=20ms. ‘

Although there are 2 "dummy test digits these are selected relatively infrequently, and thus
do not form part of the major dlsplay refresh loop tlmmg calculatlons Thus, pulse duratlon

per digit is: t,,-20ms/16 1.25ms.

However, not all this time is spent in lighting tlh“é‘ acces'Sed digit, since the data has to be
fetched and latched. Therefore subtract 150us (an estimate of 150 instructions @ 12MHz @
12 clock cycles per instruction) - this figure will change once the software is written and the
exaCtt'num'bercf instructions determined. Therefore, effective pulse duration t,=1.1ms (5.5%
duty cycle) Refernng to the HDSP-6508 data sheet {30], peak segment current, I,=60mA
@ tp=1. 1ms @ fR :50Hz.

Derate this to 50mA for design purposes, since performance curves for the ULN2803A (Digit
Select Switch) do:nct extend to current levels of 16*60mA 960mA. Therefore, I,=50mA
per segment Relatlve lummous efﬁc1ency (Lummous Intens1ty in Candela per unit Current)
at thls value is n R-105% LED' forward voltage Ve=1. 65V @ SOmA Maximum LED
forward voltage, VF(m)—l 85V+I *1. 80=1.94V."
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APPENDIX G: Failsafe Signalling System Design
G.1) Failsafe Systems

All electronic components and systems have a finite probability of failure, including failsafe
systems. However, failsafe systems use techniques to ensure that a failure will result in the
system reverting to a safe (predictable) state. All failsafe systems have a probability of failure
to an unsafe (unpredictable) state. This is referred to as the probability of a wrong-side
failure, and must be minimized as far as possible using failsafe engineering techniques. The
safety of the system (probability of wrong-side failures) can be derived from the mean time

between failure of the system and the detection time of the first failure.
G.2) Safety Rules

when designing a failsafe system, it is assumed that all possible failures, at a component and
system level, are clearly identified. There must be no design errors which will cause
undetected failures [5],[6]. The time taken from the occurrence of a failure to its detection
is referred to as the fault detection time. 1t is assumed that failures are independent, and that
all first failures, if undetected, will cause an unsafe operation of the system. Any subsequent
failure will render the first failure undetectable or cause the system to be unable to revert to

a safe state.

All first faults influencing system safety must be detected within the fault detection time.
Two (or more) independent failures cannot be allowed to occur simultaneously. By extension,
the probability of two independent failures occurring in succession during the fault detection
time of the first failure must be negligible. Failure to enforce this could lead to the system

reverting to unsafe operation.

The effect of failures whose detection times are significant, must be examined in conjunction
with all other failures. The effects of interrelated failures must be combined. These
interrelated failures can be minimized by providing separate power supplies and galvanically
isolating subsystems. Failure detection techniques for electronic equipment can include some,

and maybe all, of the following approaches:
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implemented in the signalling interlocking, is concerned with the prevention of conflicting
routes or commands, undetected system failures, and any other system events that may
present a danger to passengers and railway personnel. Safety can be differentiated into
absolute safety (zero risk, statistically impossible to ensure over infinite time), and practical

safety (minimized risk).

Practical safety is attainable by means of signalling principles that are enforced by people and
equipment. In order for the signalling system to function correctly as a whole, the people
(signal operators and drivers) are required to abide by signalling rules and regulations which
are acquired through training and experience. The equipment must be designed to
specification and engineered to be safe. Under normal conditions for both personnel and
equipment, the system will lock points in the route before clearing a signal and hold them
locked until the train passes. Collision avoidance is achieved through correct block working
and interlocking to prevent the authorization of conflicting movements. Under failure

conditions, a threefold defense of fail safety, high reliability, and non-provocation exists.

High reliability is ensured by selecting system components that are guaranteed with a very
high likelihood to perform correctly over a predetermined service life. This is enhanced by
robust design and operation below maximum limits. Non-provocation is implemented in the
training and discipline of personnel as well as preventive design within the interlocking, in
order to ensure that conflicting commands and train movements are not authorized. Historical
experience with previous incidents also play a major part in compiling a database of wrong

procedures and actions to avoid.

Failsafe equipment can either fail to the wrong side, (undetected failure, unsafe), or to the
right side, (detected failure, possibly unsafe if ignored). It is an essential goal of failsafe
system design to minimize the probability of wrong-side failures and maximize the probability
of right-side failures in the event of system malfunction. In the event of a safe failure, the
system can be made to stay as last set. This is applied to points machines, which cannot be
allowed to move under failure conditions until the fault is cleared. Alternatively, the system
could revert to a no less restrictive state. This situation applies to a signal, which would
revert from a proceed aspect (green) to a red (more restrictive) aspect. These two states can

either be achieved by inherent safety or composite safety.
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condition occurrence rate for the system design according to its component failure
rates and interconnections. Identify the potential for correlated failures, possibly by
using fault trees and Markov models. Iterate the design as necessary, to meet the
required MTBWSEF. A preliminary reliability, safety, and Failure Modes, Effects and
Criticality Analysis of the system hardware is covered in Chapter 8 (System
Reliability) for this thesis. FMECA charts are listed in Appendix B.

Software Validation: Set up and enforce a software validation and verification program
spanning the specification, design, development, test, and acceptance process.
Software safety is not discussed at present as no software has been written at this
stage. Methods for verifying and validating safe system software are being developed,
and will be implemented [11].

Integration and Acceptance Tests: Plan and perform tests to show that the function and
safety of the complete system meet all the requirements established. The tests must
cover all safety-critical functions, and complete records of the testing must be kept,
not only to document the steps taken, but also to make it easier to test future system

modifications. Limited (static) tests will be performed for this thesis.

System Maintenance: Ensure the safety of the system when making modifications to

repair deficiencies or to improve functions and features.
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APPENDIX H: Reliability Calculations

H.1) SYSTEM-LEVEL RELIABILITY ESTIMATION

The initial estimation of system reliability is based on the system block diagram in Figure 19.
Reliability is defined as the probability that an item will operate correctly under prescribed
conditions for a prescribed time. Failure rate is defined as the fraction of items failing per
hour at time t. The failure rate follows the classic bathtub curve [5],[18]. Failures in the
infant mortality region are due to manufacturing and design faults. In the operational lifetime
region, failures occur randomly at a low, constant rate (A). In the wear-out region, the
failure rate increases exponentially. Reliability is calculated over the operational lifetime,
using a constant failure rate, A, and assuming Mean Time To Failure (MTTF) equal to the
MTBF. It is also assumed that the maintenance action rate, y > A. The Mean Time To

Repair (MTTR = 1/y) is 30 minutes, as required by the user.

The system MTBF for the Failsafe Display System was given provisionally as 10 000 hours
by the user, with the understanding that this figure may in fact be lower in a practical
implementation. It was stated that if the system MTBF is lower than 10 000 hours, it shall
not result in a system MTBWSF lower than 10 years.

The reliability diagram for the 2-out-of-2 comparative system in Figure 19 is a relatively
simple block diagram of two identical subsystems with each of the modules connected in
series. Each module and both subsystems are critical components of the system, and a failure
in any one must result in safe system shutdown. No redundancy (i.e. parallel connections)
is allowed in this particular case. The system Mean Time Between Failure (MTBF) is
calculated by adding the individual module failure rates, and then inverting the result.

MTBF,,,.., = 10 000 hours (provisional figure provided by user).
Aguem = 1/10 000 = 10 failures per hour = 100 failures/10° hours.

The Segment and Digit Modules are expected to make the greatest contribution to overall
system failure rate. This is due to the relatively high discrete component count and the liberal

use of optocouplers. More specifically, the Segment Module has a relatively high parts count
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count due to the use of quasi-analog circuitry (window detectors/comparators) to perform the
display LED proving function. The Digit Module has an opto-coupler parts count that is
proportional to the number of digits desired in the display.

The Display Module will have a low parts count, made up of extremely high reliability LED
displays, based on information from the data sheets [30]. The Power Module is also expected
to have a low parts count, using very high reliability (though subjected to higher voltage
stresses) hybrid-module DC-DC converters. The Control Module is expected to have a fairly
high parts count. However, all devices will operate at 5 Volts, and few opto-couplers are
expected to be used here. Based on an estimated parts count/stress level estimation for each
module, the following estimated module failure rates, in failures/10° hours, will result in the

provisional system failure rate given by the user:

Segment Module:  Aggyop = 40 failures/10° hrs.

Digit Module: Apomop = 35 failures/10° hrs.
Display Module: Apismop = 2 failures/10° hrs.
Control Module: Aconmop = 13 failures/10° hours,
Power Module: Apwrmop = 10 failures/10° hours.

The corresponding module MTBFs are calculated by inverting the estimated module failure
rates and then multiplying by 10°:

MTBFggomop = 25 000 hours.
MTBFpi6mop = 28 570 hours.
MTBF 00 = 500 000 hours.
MTBF onvop = 76 920 hours.
MTBFpywrmop = 100 000 hours.

The maximum allowable failure detection time required for a MTBWSF of 107 years, given
the provisional MTBF of 10 000 hours and a 2-out-of-2 configuration is [5]:

c = MTBF?>  _  (10* hours)®
2 - MIBWSF 2 - (107 years)

= 2.05 seconds @
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H.2) MODULE-LEVEL RELIABILITY CALCULATIONS

Once the module-level design had been completed, a more precise module-level reliability
analysis was required. This analysis was based on actual components to be used in the
system, as well as exact component counts, Using this process, it was possible to compare
actual reliability figures with estimates based on the system configuration block diagram and
provisional requirements provided by the user. Relevant parameters for calculating failure

rates are obtained from [31], and are as follows:

A, = Device base failure rate (in Failures/10° hours).

A, = Base failure rate.

Ty = Quality factor (commercial, plastic DIP).

T = Temperature acceleration factor (40°C ambient).

Ty = Voltage stress derating factor (max stress of 50%).
TE = Environmental factor (ground, mobile environment).
C, = Circuit complexity factor (No. of devices/gates/bits).
C, = Package complexity factor (No. of pins).

{3 = Device learning factor (established devices)

T = Application factor (Zener diode, BJT switch).

TR = Power range factor (low, medium, or high power).
sy = Voltage stress factor of transistor.

TC = Transistor type (single, dual, Darlington).

moy = Capacitance range factor.

e = Pin count factor for connectors.

T = Cycle factor (connector matings per 1000 hours).
Ny = Number of resistors used in network package.

It is assumed that discrete devices operate at 50% of maximum current, voltage or power.
The discrete devices generally have much higher maximum voltage ratings than the 5V at
which they will run in this application. Digital ICs will run at their rated voltage. A mean
junction temperature of 60°C and mean ambient temperature of 40°C is assumed. The
environmental classification is ground, mobile. Only commercial quality plastic packaged

devices of well-established technology are specified, unless unavailable.
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Calculated failure rate A, in failures/10° hours, for the devices used in the Segment Module,

Digit Module, and the Display Module are shown below:

Integrated circuits:

A, = mo(Cymm+Con g,
= 20x(.01x4x1+.0026x4.2)x1 = 1.018 (For LM339) @)
= 20x(.01x.95x1+.008x4.2)x1 = .8620 (For 7T4HCT573)
= 20x(.01x.95x1+.008x4.2)x1 = .8620 (For 74HCT54l)

"

Opto-electronic devices:
A

P

10 (TLP521-4 Data Sheet) 3

10 (TLP523-4 Data Sheet)
= 0.5737 (HDSP-6508 Data Sheet)

1l

Diodes: (Zener, 30% power stress)

@

A, = Aymzm,m, = .0009x18x1.5x30 = .7290

Octal Darlington Array: (switch, <1W, 30% rated V., 70% power stress)

A, = Agmpmmonengne = 0038x18x.7x12x1x.3x.8 = .1379 per device )
8x.1379 = 1.1032 per package

Resistors: (single, metal film, R< 100K, 30% rated power)

A= Ab'rcE'rcR‘rtQ = .0012x7.8x1x15 = .1404 ©

P

Resistors Networks:

A, = .00066-Nyn mpm, 7
.00066x8x4.2x7.8x3 = .5198 (For 8-Resistor Networks)
.00066x7x4.2x7.8x3 = .5198 (For 7-Resistor Networks)

Hon

Capacitors: (plastic, fixed, 100nF, 85°C max, 10% rated Volts)

, 8
A, = Agngnoyn, = .00063x7.8x.97x10 = 04767 ®

PCB Connectors. (64-pin, DIN41612)

9

A, = Ayngm,my = 00037x17x17.69x2 = .2225
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Failure rates for devices in the Segment, Digit, and Display Module are shown in the table

below, along with their quantities and resultant total failure rates per device type.

DEVICE DESCRIPTION l ] [ Ag=NTa ]
1M339 Quad Comparator " | 16 Jros]| 162 |
74HC573 Octal Latch 5 8620 4.310
74HC541 Octal Tristate Buffer 10 | .8620 8.620
TLP5214 Quad Optocoupler 20 | 10.00 200.0
TLP523-4 Quad Opto-Darlington Coupler 4 10.00 40.00
HDSP-6508 8 Digit, 16-Segment LED Display 2 5737 1.147
ZENERS Reference Zener Diodes 36 | .72%0 26.24
ULN2803A | Octsl Darlington Drivers 3 1.103 3.310
METAL RES. | Metal Fifm resistors 20 | .1404 2.808
RES.NET-8 | 8-Resistor Networks 25 | 5198 13.00
RES.NET-7 | 7-Resistor Netwarks 16 | .5198 8.317
CAPACITORS | Wima Capacitors 15 | 0477 .7150 H
CONNECTORS | DIN41612 (Eurocerd) 64 pin Connectors | 8 | .2225 1780 M
TOTALS: Ayotal 3265 |

Component type failure rates are multiplied by the component type quantity. The individual
component type failure rates are summed to give a total failure rate, A,:
- . 6 (10)
Ao = 3N A, = 327 Failures| 10° hours
i=1
At present the total failure rate represents the system failure rate of the Segment, Digit, and

Display Modules only. (Since the Control Module design is not finalised, the calculation of
the total failure rate is incomplete). From A, the system MTBF is calculated:

108 11

total

MTBF = = 3058 hours

This figure falls short of the users provisional requirement of MTBF = 10 000 hours. This
can be expected, given the relatively high failure rate contribution of opto-couplers to the
system in order to provide statistical independence, and hence, safety. The system safety for
the 2-out-of-2 configuration may still exceed the users requirement of MTBWSF = 10’ years,
provided that the fault detection time is sufficiently short:

_ MTBF? _ 3058 hours®

MTBWSF,, = = =107 (12)
22 2z 2 x .192 seconds years

Where 7 = maximum allowable time delay to fault detection = 192 ms. Therefore, it is
possible to fulfill the users requirement for system safety, provided the maximum allowable

fault detection time is not exceeded.
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APPENDIX I: Test Results




Switching Test Sequence to Display the Message: "FAILSAFE DISPLAY

Function: Sub-Function: HSDET | LSDET ] HSDRV] LSDRV ] HODET] MDDET] LDDET ] HDDRV ] MDDRV ] LDDRV | AD7] AD6] AD5] AD4] AD3] AD2] AD1] ADO
elect segments [Clear display 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
jto display the Select segments 1-8 1 1 1 1 1 1 1 1 1 1 [ 1 1 1 1 0l 0
character "F* at  |Latch segments 1-8 1 1 1 0 1 1 1 1 1 1 0jo] 1 1 1 1 0] 0
Digit 1 in the Select segments 8-18 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 110
display. Latch segments 8-18 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 110
Reset data bus to 1's 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Latch HDDRV & MDDRV 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 1 1 1
Select digit 1 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 1 1 [*]
Latch digit 1 (LDDRV) 1 1 0 0 1 1 1 [¢] 0 0 1 1 1 1 1 1 1]0
Reset data bus to 1's 1 1 0 0 1 1 1 0 0 0 1 1 1 1 1 1 1 1
elect segments [Clear display 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
o display the Select segments 1-8 1 1 1 1 1 1 1 1 1 1 0{ 0 1 1 ojojloj]o
character "A" at  |Latch segments 1-8 1 1 1 o] 1 1 1 1 1 1 0jo0} 1 1}J]otojoj]o
Digit 2 in the Select segments 9-16 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 ttolo
display. Latch segments 9-16 1 1 0 0 1 1 1 1 1 1 111 1] 1J1]1]o0]o
Reset data bus to 1's 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Latch HDDRV & MDDRV 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 1 1 1
|Select digit 2 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 1 ] 1
Latch digit 2 (LDDRV) 1 1 0 0 1 1 1 0 0 0 1 1 1 1 1 1 011
Reset data bus to 1's 1 1 0 0 1 1 1 0 0 0 1 1 1 1 1 1 1 1
éelect segments | Clear display 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
to display the Select segments 1-8 1 1 1 1 1 1 1 1 1 1 1 1 [ 1 1 0j o0
icharacter *I° at Latch segments 1-8 1 1 1 0 1 1 1 1 1 1 1 1 o] O 1 1 0] o0
Digit 3 in the Select segments 9-18 1 1 1 0 1 1 1 1 1 1 1] 0] 1 1 0] 1 1 1
display. Latch segments 8-16 1 1 0 0 1 1 1 1 1 1 1 0 1 1 0 1 1 1
Reset data bus to 1's 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Latch HDDRV & MDDRV 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 1 1 1
Select digit 3 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 0] 1 1
Latch digit 3 (LDDRV) 1 1 0 0 1 1 1 0 0 0 1 1 1 1 1 ol 1 1
Reset data bus to 1's 1 1 0 0 1 1 1 0 0 0 1 1 1 1 1 1 1 1
Select segments  |Clear display 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
to display the Select segments 1-8 1 1 1 1 1 1 1 1 1 1 0jJojoto} 1 1 1 1
character *L* at Latch segments 1-8 1 1 1 0 1 1 1 1 1 1 0 0 0 0 1 1 1 1
Digit 4 in the Select segments 8-16 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
display. Latch segments 8-16 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Reset data bus to 1's 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Latch HDDRV & MDDRV 1 1 0 0 1 1 1 0 4] 1 1 1 1 1 1 1 1 1
Select digit 4 1 1 0 0 1 1 1 0 0 1 1 1 1 1 04§ 1 1 1
Latch digit 4 (LDDRV) 1 1 0 0 1 1 1 0 0 0 1 1 1 1 0 1 1 1
Reset data bus to 1's 1 1 0 0 1 1 1 0 [ 0 1 1 1 1 1 1 1 1
Eelect segments |Clear display 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
to display the Select segments 1-8 1 1 1 1 1 1 1 1 1 1 [*] 1 [*] 0 0 1 0 0
lcharacter *S* at Latch segments 1-8 1 1 1 0 1 1 1 1 1 1 0 1 0 0 0 1 0 0
Digit 5 in the Select segments 9-16 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 0 0
display. Latch segments 9-18 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 0}o
Reset data bus to 1's 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Latch HDDRV & MDDRV 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 1 1 1
Select digit 5 1 1 0 0 1 1 1 0 0 1 1 1 1 0 1 1 1 1
Latch digit 5 (LDORV) 1 1 0 0 1 1 1 0 0 0 1 1 110} 1 1 1 1
Reset data bus to 1's 1 1 0 0 1 1 1 0 0 0 1 1 1 1 1 1 1 1
[Select segments  {Clear display 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
to display the Select segments 1-8 1 1 1 1 1 1 1 1 1 1 010 1 1 0ojoto}o
character "A" at  |Latch segments 1-8 1 1 1 0 1 1 1 1 1 1 olof 1 1jJojojo}o
Digit 6 in the Select segments 9-16 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 0|0
fdisplay. Latch segments 8-16 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 0} 0
Reset data bus to 1's 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Latch HDDRV & MDDRV 1 1 [ 0 1 1 1 0 0 1 1 1 1 1 1 1 1 1
Select digit 6 1 1 0 0 1 1 1 0 0 1 1 1 041 1 1 1 1
Latch digit 6 (LODRV) 1 1 0 0 1 1 1 0 0 0 1 1 0 1 1 1 1 1
Reset data bus to 1's 1 1 0 0 1 1 1 0 ] 0 1 1 1 1 1 1 1 1
elect segments [Clear display 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
to display the Select segments 1-8 1 1 1 1 1 1 1 1 1 1 0} O 1 1 1 1 ot o
character *F* at Latch segments 1-8 1 1 1 0 1 1 1 1 1 1 0o 1 1 1 1 0l o
Digit 7 in the Select segments 9-16 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 0
display. Latch segments 8-16 1 1 0 0 1 1 1 1 1 1 111111 y1fo
Reset data bus to 1's 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Latch HDDRV & MDDRV 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 1 1 1
Select digit 7 1 1 0 [*] 1 1 1 0 0 1 1 0 1 1 1 1 1 1
Latch digit 7 (LDDRV) 1 1 0 0 1 1 1 0 0 0 1jol 11 1{1]1]1
Reset data bus to 1's 1 1 0 [+] 1 1 1 0 0 0 1 1 1 1 1 1 1 1
elect segments |Clear display 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
jto display the {Select segments 1-8 1 1 1 1 1 1 1 1 1 1 0jJolJojo] 1 1 0] 0
character "E* at Latch segments 1-8 1 1 1 0 1 1 1 1 1 1 0 0 0 0 1 1 0 0
Digit 8 in the Select segments 9-16 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 Y]
display. Latch segments 9-16 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 110
Reset data bus to 1's 1 1 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Latch HDDRV & MDDRV 1 1 0 0 1 1 1 0 0 1 1 1 1 1 1 1 1 1
Select digit 8 1 1 0 0 1 1 1 0 0 1 0 1 1 1 1 1 1 1
Latch digit 6 (LDDRV) 1 1 0 0 1 1 1 0 0 0 0 1 1 1 1 1 1 1
Reset data bus to 1's 1 1 0 0 1 1 1 0 0 0 1 1 1 1 1 1 1 1




Switching Test Sequenca to Display the Message: *FAILGAFE DISPLAY
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